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Privacy breaches on the rise…
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Energy patterns

*Hart IEEE S&P ‘92+



Energy Patterns disclose Private 
Information

[Molina et al BuildSys ‘10+



Outline

• Removing identifiers is not sufficient

– Massachusetts Governor Privacy Breach

• Releasing “unsafe” data (to the public) can be a (PR) disaster

– AOL Search Log Fiasco

– Netflix Prize Data Deanonymization

• Aggregated Data also leak Private Information

– Background knowledge attacks

– Active Attacks



The Massachusetts Governor 
Privacy Breach

•Name
•SSN
•Visit Date
•Diagnosis
•Procedure
•Medication
•Total Charge

Medical Data

• Zip

• Birth

date

• Sex
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Name linked to Diagnosis
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The Massachusetts Governor 
Privacy Breach

•Name
•SSN
•Visit Date
•Diagnosis
•Procedure
•Medication
•Total Charge

•Name
•Address
•Date 

Registered
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•Date last

voted

• Zip

• Birth

date
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Medical Data Voter List

• Governor of MA
uniquely identified
using ZipCode, 
Birth Date, and Sex.

Quasi Identifier

87 % of US population
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Quasi-identifiers in Energy

• Set of appliances

• Pattern of appliance usage

• Sleep patterns 

• …



AOL data publishing fiasco …

AOL “anonymously” released a list of 21 million web search queries.

11

Ashwin222
Ashwin222
Ashwin222
Ashwin222
Pankaj156
Pankaj156
Cox12345
Cox12345
Cox12345
Cox12345
Ashwin222
Ashwin222

Uefa cup
Uefa champions league
Champions league final
Champions league final 2007
exchangeability
Proof of deFinitti’s theorem
Zombie games
Warcraft
Beatles anthology
Ubuntu breeze
Grammy 2008 nominees
Amy Winehouse rehab
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AOL data publishing fiasco …

AOL “anonymously” released a list of 21 million web search queries.

UserIDs were replaced by random numbers …

12

Uefa cup
Uefa champions league
Champions league final
Champions league final 2007
exchangeability
Proof of deFinitti’s theorem
Zombie games
Warcraft
Beatles anthology
Ubuntu breeze
Grammy 2008 nominees
Amy Winehouse rehab

865712345
865712345
865712345
865712345
236712909
236712909
112765410
112765410
112765410
112765410
865712345
865712345
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Privacy Breach
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[NYTimes 2006]
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Netflix Prize Data

[Narayanan-Shmatikov S&P 2008]



Aggregation

• One possible solution is to aggregate energy data from sets of 
users.

• Such simple aggregation could also leak sensitive information

– Attacker may know a unique combination of appliances in target 
individual’s house

– Attacker can monitor power patterns based on these unique 
appliances, and hence infer private information

– Similar to the attacks on Genome databases



Composition Attack

• If the aggregation set changes, then individuals can be uniquely 
identified. 

Aggregated 
Energy Data



Composition Attack

• If the aggregation set changes, then individuals can be uniquely 
identified. 

• Attacker can use this change to infer new house’s energy data. 

Change in 
Aggregated 
Energy Data



Summary

• Removing identifiers is not sufficient

– Massachusetts Governor Privacy Breach

• Releasing “unsafe” data (to the public) can be a (PR) disaster

– AOL Search Log Fiasco

– Netflix Prize Data Deanonymization

• Aggregated Data also leak Private Information

– Background knowledge attacks

– Active Attacks
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