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Decision No. 92860 APR 7 19..81 
BEFORE THE PUBLIC UTILITIES cor1.'1ISSION 

CAUSE (Campaign Against Utility ) 
Service Exploitation) , , , 

Complainant, , 
) 

vs. , , 
PACIFIC TELEPHONE AND TELEGRAPH ) 
COMPANY, ) 

) 
Defendant. ) 

----------------------------) ) 
LOUIS Sk~UEL, Individually and ) 
in a representative capticity, ) 

Cornplzlinant, 

vs. 

, 
I 
) , 
) 
) 

PACIFIC TELEPHONE AND TELEGRAPH ) 
COr1?ANY, a corporation, , 

Defendant. 
) 
) 

----------------------------, 
CARY D. LO\1E , 

Complainant, 

vs. 

PACIFIC TELEPHONE AND TELEGRAPH 
COMPANY, INC., AND DOES I 
THROUGH X, Incluzive, 

Defendants. 

) , 
) , 
) 
) 
) 
) 
) 
) , , 

----------------------------..... ) ) 
Investigation on the Commis- ) 
sion's own motion into the rules,) 
practices, and procedures of all , 
telephone corporations, as listed) 
in Appendix A attached to the ) 
O.I.I., concerning disclosure of ) 
non-published telephone numbers, ) 
credit and other subscriber ) 
information. ) 

...... --------------------------, 

OF THE STATE OF CALIFORNIA 
IR\ i15' I:I@ r ~\r, m n 
(W Wu ~ti U'~lfo1~ 

Case No. 10107 
(Filed May 28, 1976) 

C<lse No. 10142 
(Filed July 16, 1976) 

CJ.se No. 10204 
(Filed November 12, 1976) 

Case No. 10206 
(Filed November 16, 1976) 

(See Appendix C for Appearances.) 
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OPINION IN REOPENED PROCEEDINGS 

Compl~in~nt CAUSE (C~mp3i9n Ag~inst Utility Service 
Exploitation) (CAUSE), a coalition of utility ratepayers, in 
its amended complaint in Case NO. 10107 alleges that the charge 
of SO.15 made by Pocific ~e1ephonc and Telegraph Company (Pacific), 
~ telephone corporation, to its subscribers who wish their telephone 
numbers to remain nonpublished is unjust and unreasonable on the 
grounds that nonpublished subscribers ~rc led to believe that 
upon subscription to nonpublished service their phone numbers and 
oth~r information will not be released by Pacific without a warran~ 

when in fact nonpublishcd information is released by Pacific without 
a warrant to many government agencies. CAUSE requests the Commission 
to order c~ncel1ation of the SO.15 charge and to order Pacific to 
rc£und all ch~rg.es Pacificnas collected for nonpub1ishe~ service. 
CAUSE, also re~ucsts the Co~~ission to order Pacific to prepure and 
mail to ~ffected subscribers a statement which ~ccurately reflects the 
confidentiality which is aceordednonpublished service subscriber 
informati·on and to award cc~sonable attorney's fees to CAUSE's counsel. 

The complaint of Louis Samuel (Samu~l' in Case No~ 10142, 

a purported class action, alleges that the $0.15 ~ month charge 
levied by p~cific on S~mucl and otherz for their nonpublished service 
violates Section 451 and 453 of the Public Utilities Code (Code) 

/ 
in that the $0.15 is a charge for nonscrvice, and that Pacific has 
violated its eon~raetual duty to protect the anonymity of its non­
published numbers to government agencies and others without the 
subscribers' consent. Samuel requests the Commission to order Pacific . 
to refund such portion of the disputed charge as the Commission deems 
appropriate • 
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Co~plaina~t Cary O. Lowe (Lowe) in Case NO. 10204, a 
purportec class action, alleges that he is a subscriber to Pacific's 
nonpublishee service and that Pacific has becn unlawfully releasing 
nonpublished service zubscriber information in violation of Sections 1 
ane 13 of Article I of the California Constitution and of 42 USC 1983. 
Lowe req~ests the Commission to order ?acific to make reparation of 
all charges for nonpublished service paie to Pacific since the SO.15 
charge was instituted in 1972, with interest, and to pay Lowe's 
attorney's fees. 

Case No. 10206 is an investigation on the Commission's own 
motion, prompted by the subject complaints, into the rules, practices, 
and procedures 0: all telephone corporations concerning disclosure of 
nonpublished telcphone numbers, credit, and othcr subscriber 
information. The order instituting this~investigation recites that 
"It is also important that whatever rules we might make on this 
subject bc, insof.:!lr as possibl~, uniform for all telephone corporations." 

The four cases were heard on a consolieated record and 
were decided by Decision No. 88597. That decision dismissed the 
Lowe complaint, denied the CAUSE and Samuel complaints, and 
established uniform tariff rules to be adopted by all telephone 
companies, which covered the release of nonpublished creeit and 
toll record information to a limited group of federal, state, ano 
local law enforcement age~cies, ana to taxing or regulatory 
agencies with investigative powers. 

?etitions for reh~aring 0: Decision No. 88597 were fileo 
by complainant~ Pacific, General, the city of Long Beach, a~o the 
U. S. Coast Guard. In addition, seventeen applications to modify 
Decizion No. 88597 were filed by government agencies which claimed 
that they should be permitted access to the nonpublished subscriber 
credit and toll record data in a manner similar to the agencies 
accorded that right by Decision No. 88597 • 
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The Commission, in Decision No. 90186 issued April 24, 
1979 reopen~d the four c~ses for further he~rin9, but did not 
specific~lly 9rant or deny the petitions for rehearing_ Decision 
No. 90434 dated June 19, 1979 dismissed the seventeen applications 
to modify Decision No. 88597 statin9 that they were rendered 
moot by the order reopening the proceedings and further stating 
that the applicants may appear as interested parties or intervenors 
in the reopened proceedings. 

As the petitions for rehe~ring were not specifically 
granted or denied, and as state and federal agencies which were 
not participants in the original hearings have become parties to 
these proceedings and have offered evidence, we will consider 
in this decision all of the evidence introduced in both phases 
of this proceeding_ This is a decision de novo in the captioned 
proceeding- The findings, conclusions, and order herein will 
supersede those set forth in Decision No. 88597, and that decision 
will be rescinded. 

Additional hearings were held during seven days in 
August and September, 1979 before Administrative Law Judge Pilling. 
The matters were submitted February 1, 1980 upon the filing of 
written comments of the parties on revised tariff rules which had 
been circulated by the Commission staff • 
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Nonpublished Service - Tariffs and Mizcell~n~ 

~he record shows Pacific offers nonpublished service-w 
telephone service having what is co~monly called an "unlisted" 
telephone number --through its tariff, Schedule Cal. P.U.C. NO. l7-T, 
10th R~vised Sheet 5.A, Special Condition l.h.(l), which reads as 
follows: 

"Primary service listings shown in Rates (1) above 
will be nonpublished at the specific request of the 
applicant or customer. The telephone numbers of 
such service will not be list~d in any telephone 
directory or in the directory assistance records 
available to the general public except that the 
number may be included in reference listings." 

~onpublished service is described in Pacific's Tariff Schedule 
Cal. P.U.C. No. 36-T, 5th Revised Sheet ll-A as follows: 

"Telephone service that is not listed in a telephone 
directory or directory assistance records at the 
specific request of the customer." 

Between 1972 and 1976 Pacific's California white page directories 
carried the follOwing notation: 

"NONPOBLISHED LISTINGS 
"A charge of l5¢ a month is to help defray the cost 
of handling the confidential records and the increase 
in Directory Assistance calls generated by non-published 
listings. Allor part of the listed address may be 
deleted at no charge." 

Starting in 1977 Pacific changed the notation about nonpublished 
service in its directories to read as follows: 

"~ON?C'BLISHED SERVICE 
"With this service, your telephone number is not printed 
in the directory for the calling public nor will it appear 
in the records held by Directory Assistance Operators. 
This service costs l5¢ a month. When requesting a non­
published service, ask your Service Representative for 
a full description of the offering." 
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Pacific made no ch~rge for nonpublished service until 1972 
when it instituted a charge of SO.15 for the service. 28 percent 
or about 1,700,000 of Pacific's subscribers have nonpublished 
service. 

General Telephone Company of California (General) offers 
nonpublished service under its tariff, Schedule Cal. P.U.C. No. D-l, 
3rd Revised Sheet 16, SpeCial Condition 2.1. (1), which reads as 
follows: 

"'A nonpublished number will not be :t'rinted in the customers' 
telephone directories or in the Utility's information 
service directories." 

Approximately 30 percent of GenerJ1's subscribers have nonpublished 
service for whiCh each is charged $0.15 per month. 

Other telephone companies have a rule similar to Pacific's 
or General's rule. Some of these companies do not charge for 
nonpublished service. 

~on~ublished Information--Telephone Company Release Practic~s 

'Currently, the circumstances under which a telephone 
company will release nonpublished information to nonemployees is 
determined by the individual telephone company's internal policies. 
Pacific's general policy is laid out in Section 4.04 of its System 
Instructions (Exhibit 3, Tab 8) which reads in part as follows: 

"4.04 • • • The telephone number and the name and 
address of a customer receiving nonpublished 
telephone service are confidential. Do not 
disclose them except to a qu~lified Comp~ny employee 
or other qualified Bell System employee as provided 
in Section 5. With the ap?roval of a Company attorney, 
the Security Director, or his desi9nee holding written 
authorization from the Security Director, may release 
this information to a federal, state, or local government 
agency in response t,o a written request by the head or other 
responsible official of the agency, or in response to a 
subpoena of a court or of ~ 90vernment agency, in the 
manner provided in S.l. 14." 
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The agencies to which P~cific currently will release nonpublisheo 
information without leg~l process ~rc as follows: 

Federal Government 
Drug Enforcement Administration 
Federal Bureau of Investigation 
U. S. Attorney 
U. S. MarShall 
Secret Service 

State of California 
State Police 
Highway Patrol 
Justice Dcpartment 

-Organized Crime and Criminal Intelligence Branch 
-Enforcement ano Investigation Branch 

Count~ 

District Attorney 
Fire Department 
County Narcotic Agencies 
Sheriff 

City 
~ 

Fire Department 
Police Department 

Before July, 1976 there were 106 agencies authorized by 
Pacific to receive nonpublisheo information. 

For an agency to qualify to receive nonpublished information 
from Pacific (without the agency having to secure legal process) the 
agency must have on file with Pacific a letter which details a 
compclling need, which P~cific accepts, to have access to nonpublish~ 

information. The letter must give an official call-back number, set 
forth the names of agency personnel authorized to receive the non­
published information, and contain a warranty that the nonpublished 
information will be used only in the conduct of the agency's authorized 
responsibilities. A written or oral request from a listed agency 
is answered ~s promptly as possible on a call-back basis. If the 
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request is oral the requesting ~gency must confirm its request 
in writing to Pacific within five days of the request. Pacific's 
Security offices ~re charged with the responsibility of approving 
requests for and releasing nonpublished information, except in 
emergencies involving threat of loss of life or property when the 
nonpublished information may be given out to any caller on approval 
of Pacific's vice president and comptroller. Pacific does not notify 
the nonpublished service subscriber whether the subscriber's non­

publis.~ed information has been rele~ ,unless the ~lJbscriber happens to make 
a specific inquiry. However, if the agency to whom the release was 

made re~uests confidentiality and gives good reason Pacific will not 
divulge to the aff~cted subscriber nonpublished information has 

been released. 
General's internal policies for handling requests for 

release of nonpublishcd information are closely akin to Pacific's 
current policies with certain variations. General maintains an 
MA" list and ~ "B" list of authorized agencies, unchanged since 1973. 
"A" list contains the names of agencies authorized to receive nonpublished 

information and "e" list contains the names of those agencies 
authorized to receive only the name and address of the nonpublished 
service subscriber provided the agency has the subscriber's telephone 
number. "A" list is composed primarily of law enforcement agencies 

'which have arrest powers under either the Penal Code or federal 
statutes. "B" list is composed of a wide assortmen~ of agencies 
ranging from municipal and county fire departments to the securities 
and Exchange Commission and the State Oepartment of Fish and Game. 
If a nonpublished service subscriber. inquires whether any of his . 
nonpuolished information has been released General will not divulge 
whether it has been released but will tell the subscriber that it is 
Gen~ral's policy not to divu1ge to the subscriber whether or not non­

publiShed inform~tion has been released • 
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Toll Information--Telephone Company Release Pr~ctices 
Since the spring of 1974 Pacific's policy has been to 

release toll inform~tion only in response to legal process, except 
where national security is involved. In th~t event toll information 
will be given to the FBI without legal process upon written re~uest 
from -the FBI Director and approved by the U.S. Attorney General. 
The subscriber is never notified of the re;uest, although the 
FBI will be notified of the subscriber's request. Previously, 
?acific's subscribers would be notified in writing of the release 
of their toll information in response to a search w~rrant; currently, 
subscribers are notified by telephone as well as in writing where 
a search warrant is involved. After November, 1976 where a subpoena 
covers the release of toll information only those subscribers 
requesting notification of the release are notified. 

General's policy prior to February, 1976 was to allow 
those agencies On its "A" list to come to General's office and 
view the toll information. Currently, General's policy is to give 
out toll information only in response to leg~l process. 
Credit Information--Telephone Company Release Practices 

Credit information is contained in the subscriber's 
utility account record, including but not limited to: account 
establishment date, "can-be-reachcd" number, name of employer, 
employer's address, subscriber's social security and/or driver's 
license number, billing n~me, loc~tion of previous service. Not 
included in the subscriber's credit information is the subscriber'S 
name, address, and telephone number • 
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Pacific's policy in the release of credit information 
until July, 1976 gener3lly followed its policy on the release 
of nonpublished information. Since that time Pacific's policy 
has been to consider credit information as confidential informa­
tion to oe released only in response to le9al process or in 
unusual cases where there is an immediate threat of loss of life 
or property. While no subscriber has ever called Pacific to 
inquire if Pacific has released credit information about the 
subscriber, Pacific's witness testified that it would inform 
the subscriber whether there had been a release and, if so, name 
the agency to which it was released. 

General's current policy with respect to the release 
of credit information closely parallels Pacific's. General's 
previous policy was to let those agencies on its "A" list come 
to General's office, view the credit records, and take notes. 

~ Small Telephone Company Information Release Practice 

~ 

Eleven of the smaller telephone companies have a policy 
of releasin9 nonpublished, credit, and toll information only in 
response to legal process, except to their collection agencies 
working on one of their customer's account, or working on behalf 
of other telephone companies. These eleven companies, which do 
not make a charge for nonpublished directory service, are: 
Dorris Telephone Company, Volcano Telephone Company, Citizens 
utilities Company of California, Evans Telephone Company, Livingston 
Telephone Company, Siskiyou Telephone Company, Sierra Telephone 
Company, United Telephone Company of the NOrthwest, Kerman 
Telephone Company, CP National Corporation, and West Coast 
Telephone Comp~ny of California. A few of the other smaller 
telephone companies release the information to a selected list 
of agencies. 
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The Complaint Cases 
CAOSE and Samuel attempted to support their complaints 

principally through the testimony of Pacific's employees called 
as adverse witnesses. That testimony is generally -summarized in 
the description of Pacific's policies and handling of the release 
of nonpublished, credit and toll information. It is also covered in 
discussion on Pacific's cost studies. CAOSE and Samuel presented 
seven witnesses in support of their respective complaints. 

The business manager for the Los Angeles Public Library 
testified that up to four yea:s prior to the hearing the library 
would request and receive current address information on 
delinquent book borrowers, that he did not know whether the 
information was nonpublished information, and that the library 
has no interest in receiving such information in the future. The 
chairman of the Peace Action Council, which has nonpublishcd service, 
testified he received harassing telephone calls as a result of his 
political activities and assumed that someone gave out his telephone 
number, but does not know whether that someone was the telephone 
company. 

A public health investigator for the Los Angeles County 
Health Department testified that in an attempt to identify contacts 
as part of a program to control venereal diseases where the only 
identifying information available was a name and/or telephone 
number, his department would request any available information from 
the telephone company, but he was unable to state what, if any, 
information his department received. An attorney in private 
practice believed that law enforcement agencies had obtained his 
toll records from General without his knowledge or consent around 
April, 1974. He alleged he was da:naged and that he had filed a suit against 
General. A retired social case worker testified she received a call from a\ 

telephone operator who told her someone was trying to get her nonpublished tele­
phone number and asked her if t."e n1Jl'l'1ber should be given out to which she- replied 

in the negative, after which the operator assured her that her telephone number 
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'WOuld never be given out. 'me owner of a business testified, as did other 
of the above witnesses, th~t as a subscriber to nonpublish~d z~rvice 
he expected the telepho~e comp~ny to keep his t~lephone number 
confidential and to give it out only in response to le9~l process. 

'D'le witness from CAUSE stated that members of his or9aniz~tion 
were astounded when they learned through newspaper articles of 
Pacific's practice of giving out nonpublished inform~tion to 
government agencies without being required to do so by legal process. 
The CAUSE witness stated the following: 

"Unlisted numbers were always thought of as private, 
secret and unavailable. 

"Indeed, Pacific Telephone itself promulgates this 
attitude by stating in the phone directory that a 
charge of 12 cents a month is to help defray the 
cost of handling the confidential records and the 
increase in directory ~ssistance calls generated 
by nonpublished listings. 

"Webster's dictionary has three definitions of 
confidential: One, told in confidence: imparted 
in secret. TwO, of or showing trust in another: 
confiding. And, three, entrusted with private or 
secret matters. 

"If we accept the premise that Pacific does not use 
the term 'Confidenti~l' to deliberately misle~d its 
customers, then we must face the fact that in giving 
out unlisted numbers with impunity, Pacific Telephone 
has violated the public trust and therefore the 
conditions of its franChise to operate as a public 
utility in the State of California, regardless of 
what is written in its tariff regulations." 
(Transcript p. 31.) 

Co~plainant Lowe did not present any testimony but chose 
to "rest on the evidence presented by the other parties": 
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Pacific pointed out that Decision No. 79941, 
dated April 11, 1972, found Pacific's $0.15 a month charge 
for nonpublished service to be reasonable. In addition, 
this charge was claimed to b~ ~n~easonable by Samuel 

.in Louis Samuel v. Pacific Telephone & ,Telegraph Company, 
Case No. 9493, ·and the decision in that case, Decision 
No. 83488 (writ of review denied (S.F. 23236», rejected 
Samuel's contention. It found: (1) th~t the change did not 
violate Section 451 or 453 of the Public Utilities Code, 
and (2) that nonpublished service is a special clas~ification 
of telephone service provided by Pacific. 

In the present ease P.lcific presented cost studies (Exhibit '0') 

• which' showed that its total monthly recurrin9 expenses, 
including overhead, in connection with residential nonpublished 
service ~as $0.13 pcr customer, which inclueed a factor of 
$0.Q06 for security expense. Pacific contends that it also 

~ 

has nonrecurring expenses which must be added to the $0.13 
recurring expense figure. P~cific claims that between 80 to 85 
percent of the time the initiation of nonpublished service 
involves a telephone number change for the subscriber. 

Pacific estimates it has a nonrecurring cost of $27.55 to 
effect each telephone number change and that the average service 
life of a nonpublished number is 28 months. If the nonrecurring 
cost of $27.55 is amortized over 28 months,the average nonrecurring 
monthly cost is estimated to be $0.98, which, when added to the 
total recurring cost 'of $0.13, brin9s the total cost per non­
p~blished service customers to $1.11_ Applied against this total 
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monthly cost of Sl.ll is monthly recurring r~venu~ of $0.15 
and monthly nonrecurring revenue estimated to be $0.40, or a 
total monthly revenu~ p~r nonpublish~d s~rvice customer of 
SO.55 which le~ves a revenue shortfall of SO.56 pcr month •. 
On cross-examination Pacific was shown to have calculated its 
nonrecurring cost based on the assumption that all nonpublished 
services inCluded number change. 

Also, according to CAUSE the monthly charge made 
by Pacific for nonpublished service is unreasonable 
because Pacific does not preserve the confidentiality of 
nonpublished information. CAUSE points to the notation in 
Pacific's white pages directory which states that the $0.15 
charge is to help defray the cost of handling the confidential 
records and the increase in directory assistance calls generated 
by nonpublished service. CAUSE contends that since Pacific does not 
give the confidential service for which a nonpublished service 
subscriber pays then the subscriber's money should be returned 
and the charge discounted. 
The Investioation Procecdinq, Case No. 10206 . « 

Case NO. 10206 was heard on a consolidated evidentiary 
record, and the evidence discussed:in the previous portions of 
this opinion is applicable. 

The order instituting Case No. 10206 stated, in part: 
"It is also important that whatev~r rules we might 
make on this subject (the release of nonpublished, 
credit, and toll information] be; insofar as 
possible, uniform for all telephone corporations." 
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P~cific oont~ndz there is no need to require P~cific to publish 

tariff rules respecting the release of the subject inform~tion 
or to ~menQ its tariff rule describing nonpublished service. 
Pacific claims th~t the record has not demOnstrated any 
reason to change P~cific's policies, or that Pacific has 
abused its position with respect to giving out this 
information. General takes the same position. Th~ 

Commission staff is of the opinion that Pacific's present 
procedures, if strictly adhered to, are largely s~tisfactory. But 
it recommends refining and amending those procedures and imposing 
them on all telephone corpor~tions by way of tariff publication to 
prevent potential abuses. CAOSE takes the position that pacific 
should be m~dc to follow rules respecting release of the 
subject information rather than being allowed to make the rules. 
CAOSE favors the institution of tariff rules to insure that a 
subscriber's right to privacy will not be violated without due 
process • 
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~~st representatives of local and state gover~~cnt age~cies who 
appeared and gave testimony ~t the hearing were not opposed per se to 
the establishment of tariff rules governing release of the subject 
. ~ . 1/ In ... orm.:ltlon.-

!I Representatives of the following governmental ~ntities or agencies 
appeared and gave testimony at the hearings: 
City Police county Marshall Sheriff Fire tv'~rshall 
Garden Grove 
Torrance 
San Diego 
Oakland 
San Francisco 
Fresno 
Los Angeles 

Ventura 
Los Angeles 
San Bernardino 
Orange 

San Bernardino 
SZI.n Diego 
Sacramento 
Los Angeles 
Santa Barbara 

State of California 
City of Los Angeles 

District Attorney :{eal th Offices 
Other State or 
Local Ag~ncies 

San Bernardino County 
Los Angeles County 

San Bernardino Countv 
San Francisco County· 
State of California 
Los Angeles County 

East Bay Regional 
Park District 

Ca1ifornla Depart~ 
ment of Insurance 

California Depart­
ment of Forestry 

California Depart­
ment of Justice 

Alameda County 
911 Trial project 

Federal Agencies 
Secret Service 
Coast Guard 
Internal Revenue Service 
Navy 
Army 
Customs Service 
Bureau of Alcohol, Tobacco, 

and Firearms 

-16-

Marshall 
Immigration Service 
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~ On the other hano, representatives of feoeral agencies 

• 

~ 

were opposed to such rules on the ground that the Supremacy Clause 
of the Uniteo St3tes Constitution precludes the Commission from 
imposin~ restrictions upon federal investigations. They contend 
that federal law deter~ines what legal process is necessary in 
order for a federal investigative agency to obtain evidence for its 
use. Federal agenCies also contend that under federal law, 
telephone subscribers lack the Fourth Amendreent interest necessary 
to entitle them to challenge the means by which a telephone company 
conveys infor~~tion to the feder~l government. If any tariff 
rules are ordered to be published, some of the federal agencies 
request that they be exempted from the rules' application. 

The parties made many suggestions for mOdification of 
the tariff rules found in Decision No. 8SS97 should the Commission 
re~uire telephone co=panies to adopt tariff rules governing the 
release of subscriber information. The salient features of those 
rules were that nonpublished information ~ay be released to 
government agencies na~ed in the decision without legal process 
if certain procedures are followed, while credit information and 
toll records could be released only in response to legal process. 
In aadition, within 30 days after the release of subscriber 
information the telephone company must notify the subscriber of 
the release , the nature of the information released, and the name 
of the agency to whom the information was released. 

CAUSE takes the pOSition that tariff rules should :~ire 
that nonpublished information be released only in response to 
legal process. It believes this would be consonant with the 
confidential status of the information as advertised by Pacific, and 
because people believe they are paying for such privacy. 

The various local, state, and federal agencies who 
appeared at the hearing, as well as Pacific, General, and the 
staff take the position that releasing nonpublished information to 
approved agencies under the procedures set forth in the proposed 
rules in Decision NO. 88597 is not an unlawful invasion of the sub­
scriber's privacy. They cite People v Elder (1976) 63 CA 3d 
731 in which the Court of App~al states o~ p. 73S as folIows: 
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ft. There is nO reasonable expectation of privacy 
in name, address, or telephone number as found in 
the records of the telephone comp~ny ••• from disclosure 
to law enforcement, without the benefit of a warrant, 
as part of its normal and legitimate investigative 
procedures. We think it unreasonable to conclude 
that the information of identity here obtained would 
be reasonably contemplated by the subscriber to be 
within the constitutional privacy protection. • •• " 

The agencies responsible for law enforcement or criminal investig~­
tion observed that in most instances they would be unable to 
obtain a search warrant orderin9 the release of nonpublished 
information as the information is desired simply to follow a lead. 
County health agencies require nonpublished information on an 
immediate basis to assist them in tracking down venereal and 
other contagious disease carriers to prevent the spread of 
disease. 

Many of the agencies appearing at the reopened proceedin9s 
were not authorized by the tariff rules in Decision No. 88597 to 
receive nonpub1ished information. They requested inclusion on the 
list as they had criminal enforcement or investigative responsibilities, 
or because they deal with emergencies involving possible loss of 
life or destruction of prop~rty. One of the latter is the A1~med~ 
County 911 Trial project, a service designed to receive and act 
on emergency telephone c~lls for help. iihen the 911 number is 
c~lled, the telephone number of the calling telephone is displayed 
in the 911 headquarters. If the c~llcr is summoning help to the 
address where the telephone is located but is unable to furnish 
the address, then the operators of the 911 service want to be ~ble 
to secure the addrecs from the telephone company immediately • 
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Several agencies suggested the use of a generic description in lieu of a 
list which would cover those types of agencies authorizcO to receive nonpublished 
information., e.g., "Any California public agency which employs 
persons who arc peace officers pursuant to California Penal Code 
Section 830". Pacific objects to such a generic oescription 
stating that with only 14 types of agencies now eligible under 
Pacific's rules Pacific handled 41,466 inquiries for nonpublished 
information during 1978. Aoopting the CPC Section 830 definition 
would add 60 types of agencies and result in an increase in inquiry 
volume of lS to 20 percent and would require additional personnel, time, 
and expense which would ultimately have to be borne by the ratepayers. 

Practically all agency representatives as well as ?acific 
and General object to automatic notification by the telephone 
company to the subscriber when nonpublished information is released. 
The law enforcement agencies object On the ground that the revelation 
would alert a suspect that his criminal conduct is under surveillance 

~ and Cause him to move the scene of his operations, flee the area, or 
destroy evidence, thus negating perhaps months or years of 

~ 

investigative work ano p~rhaps enoang~ring the successful completion 
of an investigation or related investigation. Such revelation may 
also "blow the cover" of an undercover agent and endanger his life. 
Additionally, the subscriber may be an innocent person not suspected 
of any crime but iz nevertheless an important link in an investigation 
who would be unnecessarily upset if it was revealed to him that 
a law enforcement agency was checking up on him. County 
health agencies, which trace cases of child abuse and infectious 
disease, also object to subscriber notification on the grounos 
that many times it is not the nonpublished ~ubscriber they 
want to get in touch with but someone in the subscriber's 

household, e.g., the subcribcr's minor son who is suspected of 
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having venereal disease. Health ageneies are proscribed by 
administrative regulation from telling the p~rent of a minor 
that the minor is suspected of having venere~l disease. The 
intent of the regul~tion is to encourage minors to report 
disease without fear of parental reprisal. It is feared that 
subscriber notifieation would compromise this intent as well 
as the patient's personal mental security. Pacific contends 
automatic notification would require a minimum of 40 to 50 
thousand letters per year with associated post~ge and personnel cos~. 

The requirement that toll records and credit information 
be released only in response to legal process was not opposed by 
most local and state agencies at the hearing. Some parties were 
of the opinion that two state court decisions (~urrows v Superior 
Court (1974) 13 C 3d 238 and People v r-1cKunes (1975) 51 CA 3d ./ 
487) require legal process for obtaining such information. In 
Burrows the court found that a bank that provided information 
to the police about all of petitioner's accounts (i.e., credit 
information) without a court order violated a state constitutional 
right to privacy as there was a reasonable expectation that such 
information would be used only for internal banking purposes. 
Burrows was used as a preeedent for the McKunes case where the 
court held that a district attorney's obtaining of defendant's 
toll records from the telephone company without having first 
secured a subpoena or other court ordcr, violated the state 
constitutional right to privacy because of the reasonable expecta­
tion that toll records will be used only for accounting purposes. 
Some of the federal agenCies appearing ~t the hearing strongly 
objected to such a requirement on the ground that the 
Supremacy Clause of t~e United States Constitution precludes 

-20-



• 

• 

• 

c. 10107, et al. mw AL~-COM-lWG 

~e Commission from ~posing restrictions upon federal 
invest~sations. In aeeition, they contend there is no right of 
privacy in toll records, citing Smith v.Maryland (1979) O.S ___ , 

61 L.Ed.2d 220, 230, where ~~e Court stated: 
..... The petitioner in all probability 
entertained no actual expectation of 
privacy in the phone numbers he dialed, 
and that, even if he did, his expectation 
was not 'legitimate'. The installation 
and use of a pen register, consequently, 
was not a 'search' and no warrant was 
required. " 

'r~e American Civil Liberties Union raises the question 
of whether an administrative subpoena should be considered a 
legal process as materiality,_ cause, and necessity are not the 
basis for the issuance of such a subpoena. 

A witness representL~g himself testified that he has 
nonpublished service for his two telephones a·nd that Pacific's 
monthly bills contain his telephone numbers and name imprinted 
on ~~e copy of the bill which he is required to return to Pacific 
with his payment. He opposes this procedure since it gives 
persons in Pacific's accountins department access to his 
nonpuplished telephone n~ers, ~espite his understanding that 

all bill copies accompanying payment, including his returned bill 
copies, are eventually siven to a waste paper company for 
shredding. 'rhe witness claimed that the waste paper company could 
compile lists of nonpublished infor.mation from the :bill copies 
and sell the lists. He is opposed to this potential practice 
also • 
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CAUSE contends, if any charge is lMde for nonpublished information it 
shOUld be ~ssessed against the .~gencies which are responsible for generating the 

increase in operator-assisted calls and which are receiving a 
service from the telephone company, and not from the subscriber 
who neither contributes to the i.ncrease in operator-assisted 
calls nor benefits from the release of the information. The 
various agencies resist this suggestion and point out that they 

, 
are taxpayer-supported and that requiring them to pay for this 
service would only add more governmental expense on the taxpayers. , 

./ 

In addition, they point out many of the requ~tz for nonpublishcd information are 

not crime-oriented but are made for the benefit of the subscriber 
or a member of the subsc~iber's household as in many cases of 
emergency. The staff supports making agencies pay'a charge as 
it would tend to cut down on frivolous calls by agency personnel. . 

Discussion 
Under Pacific's nonpublished service tariff rule it 

merely undertakes not to ,list the name, address, or telephone 
number of any nonpublished subscriber in the telephone directory 
or in Pacific's directory azsistance records. Since Pacific 
was not shown to have violated its nonpublished service tariff rule 
there is no merit to complainants' contentions, apart from those 
based on constitutional grounds, that Pacific wrongfully released 
nonpublished information. 

Complainants attempted ·to show that Pacific 
is chargeable with a more comprehensive undertaking than its tariff 
provides in respect to the release of nonpublished information • 
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Complainants ar9ue th~t "unlisted numbers were always thought 
of as private, secret and un~vailable" and that Pacific has 
intentionally fortified this alleged popular notion by publishin9 
a white page directory note which states that the $0.15 charge 
for nonpublished service help~ defray the cost of keepin9 
"confidential records" generated by nonpublished listing. 
Hence, Pacific should be made to live up to the popular notion 
which Pacific has adopted and be penalized for failing to do so. 
We disagree. ~he alleged popular notion about unlisted numbers, 
accordin9 to complzlinants, has "always" been around and thus 
would have become ingrained in the public's mind a great many 
years before 1972--the first year Pacific made a charge for the 
subject service and the first year the note was published in its 
directories. If such long-held popular notion does exist 
Pacific's white page directory note (which ran for only four 
years) had nothing to do with engendering the notion and 
little effect, if any, with maintaining the notion. 

The notion, however, is well-founded in respect 
to cleven California telephone companies which do not release 
the information except in response to le9al process. ~his 

may have contributed to misconceptions surrounding non­
published service of all telephone companies. But the 
evidence is not convincing that Pacific intentionally or 
through gross negligence misrepresented its nonpublished service, 
or that complainants and nonpublished subscribers in general 
suffered inj ury or diminution in the 'value: of ~el:ephonQ>. service / 
rendered by relyin9 on Pacific's representations about the 
service. Thus, there is no ground for reparation. 
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We also disa9ree with complainants' contention that 
Pacific's release of nonpublished information was an unconstitu­
tional invasion of the subscrib~rs' right to privacy. Name, 
address, and telephone number are matters of identity, do not 
giv~ rise to ~n expectation of privacy, and are not entitled to 
the constitutional protection of privacy. We think that the 
Elder case is controllin9 on this point and we will deny 
complainants' request to find that Pacific's release of non­
published information violated the subscriber's constitutional 
right to privacy. 

Based on the evidence we are unable to conclude 
that Pacific's $0.15 charge is unreasonable. Cross-examination 
on Pacific's cost figures did little to undermine their 
validity, and the staff presented no study. However, it was 
shown that thQ nonrecurrin9 co=t was inflated as Pacific based 
its nonrecurring cost on the assumption that every nonpub1ished 
service involved a telephone number change when the evidence 
showed that between 15 and 20 percent of such services have not 
involved a number change. However, after allOwing for the 
inflated cozt Pacific's figures still show a substantial revenue 
shortfall. 

Section 734 of the Public Utilities Code provides that 
reparation may be awarded only in the event that we find a rate 
to be unreasonable, excessive, or discriminatory, but that no 
reparation may be awarded where the rate in question has, by 
formal finding, been found by the Co~~ission to be reasonable. 
Hence, even if the Commission did find Pacific's charge for 
nonpub1ished service unreasonable for the future that code 
section would prevent the Co~~iszion from awarding reparation 
as the charge was previously found to be reasonable and lawful 
in Decision No. 83488. Additionally, Pacific was not shown to 
have charged in excess of its tariff rate. The rate was not 
shown to be discriminatory • 
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Complainantz and the staff recommend the nonpublished 
service charge be levied against the agencies requesting release 
of nonpublished information rather than against the nonpublished 
service subscribers. We do not a9ree. very little of the 
monthly service ch~rge (approximately SO.006 per nonpublished 
subscriber) 90 es to defraying Pacific's cost of handli n9 and 
satisfying requests from the agencies. Furthermore, many 
requests from the agencies are not made to further law 
enforcement, but are made in humanitarian, emergency, 
or public welfore efforts which may be inhibited if agencies 

were required to pay for the information. 
Pacific and all telephone companies have treated non-

published information with a greater degree of privacy than 
their tariff rules provide. Under their tariff rules they 
merely undertake not to include the nonpublished information 
in the customers' directory or in the directory assistance 
operators. records, whereas in actual practice they do not 
release the information without a court order or release it 
to law enforcement agencies under strict standards. Their 
tariff rules, then, do not fully disclose the extent of their 
nonpublished services and therefore are insufficient in 
detail. This insufficiency of detail will be remedied by their 
adoption of the new nonpublished t~ri£f rules set out in 
Appendix A, the s~lient features of which will be discussed 
later. Seetions 728 and 761 of the Public Utilities Code require 
a public utility to publish tariffs which are sufficient in 
detail to currently apply the rates and rules provided therein • 
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!n deciding whether to make the new release rules on 
nonpublished service uniform for all telephone utilities we 
realize that there are eleven telephone utilitie~ which have a 
policy of releasing such·information only in response to legal 
process. The lack of a uniform release policy among all telephone 
companies might account in large measure for th.e misconceptions 
among tbe general public as to the degree of privacy accorded 
nonpublished inform~tion by all telephone companies. The tariff 
publication of uniform release rules applicable to all telephone 
companies will dispel many of these misconceptions and will, 
therefore, be in the public interest. Adherence to their present 
policies by the eleven telephone companies may result in 
obstructing law enforcement agencies from pursuin9 their normal 
and legitimate investi~ative functions and duties." In tbe Elder 
case, supra, a law enforcement agency's warrantless seareh for and 
seizure of ~elephone company records of nonpublished information 
was ~pheld as not violating the involved subscriber's right to 
privacy where the search and seizure was done as part of t~e 
agency's normal and legitioate investigative procedures. O~r new 
nonpublished information release rules will not act to obst:uct 
these procedures. 
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We have not included private suicide prevention 
or9anizations in the list of approved agencies since they did 
not appear at the hearing to explain what, if any, safeguards 
they propose. 

Pacific presently lists a total of nine different 
typeo of state and local agencies authorized to receive 
nonpublished information. Pacific points out that our definition 
of authorized agency adopted in Appendix A, paragraph 2(1) 

includes Over 60 different types of state and local agencies and 
that such an increase in the number of authorized agencies 
will result in an estimated increase in inquiry volume of 
between 15 and 20 percent. Some small increase in inquiry volume 
can be expected with the adoption of our definition of authorized 
state and local agencies. S~ever, Pacific's present list of state and 
local agenCies includes agencies whose principal duties are general 
law enforcement and from whom we would expect most of the inquiries 
would e~anatc. Many of the additional a~encies whiCh will be 
added by our definition have principal duties other than law 
enforcement and are given law enforcement duties only in a very 
limited sphere. We therefore anticipate very little increase in 
Pacific's inquiry volume. 

Since the smaller telephone comp~nies serve very 
limited areas and the bulk of the inquiry volume comes from local 
police departments we do not foresee that requiring them to honor 
requests for nonpublished subscriber information will prove onerous •. 

A major issue raised Qbout the rules set out in Appendix A 
had to do with whether a telephone company should be required to 
routinely notify a subscriber of the rele~se of his nonpublished 
information., We have not included that requirement in the rules. 
Routine notification cre~tes unneeded expense and effort and we 
c~nnot see any benefit accruing to the subscribers from it • 
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Further, many ongoing criminal and health investigations would :be 

i.""C.periled by t.."e requirement.. Since, as stated L"l the Elder case, 
there is no reasonable expectation of privacy in the disclosure of 
nonpublished information by a telephone company under certain 
circumstances, we find no duty should be im~sed on the telephone 
companies to automatically notify subscribers about the release. 
However, if a nonpublished subscriber requests infor.mation from 
a telephone company as to whether his nonpublished infor.mation has 

been released in the past we are requiring the telephone company 
to disclose to him that information. 

The procedure to be followed as set out in Appendix A, 
paragraph C, will act to prevent personnel in authorized agencies 
from overstepping their bounds while at the same time it will not 
act as an obstruction to their legitimate investigative efforts. 

As a matter of policy and practice almost all telephone 
companies in the state release calling records and credit information 
only in response to legal process. We think the telephone companies' 
present practices are reasonable but that the practices should'be 
published as a tariff rule to give them sanction and to protect 
conswners from 'any slackening in the standards.Y Representatives 
of practically all state and local law enforcement agencies who 
testified at the hearing indicated that securing a search warrant 
as a condition to obtaining such information did not present a 

~Sections 489, 728, and 761, of the California Public Utilities 
Code, authorize the Commi~sion to require telephone companies 
to publish tariff rules governin; the practice of releasing 
subscriber calling records and. credit infor.:nation as such practice 
is related to the telephone services given to a subscriber and 
to the rates paid by a subscriber for the service • 
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problem to their agencies. The rule we adopt'~ppears in Appendix B. 
~clephone companies, as well as l~w enforcement and other government 
agencies authorized by this decision to obtain toll and credit 

I information when empowered to do so by legal process, should be 
aw~re of People v. Blair (1979) 25 Cal. 3d 640.~/ We expect the tele-\ 
phone companies and qover~~ent~l agencies to comply scrupulously with 
the spirit of Blair. ~~y abuse of the s~bpoena process as a means 

I 
I 
I . 
i 
I 
I 

of evading stricter judici~l safeguards over the issuance of warrants I 
I 
I 
• 

shall cause us to reev~luate the rule adopted in Appendix B. 
I 

• I 
~ fortiori, the discussion in Blair makes use by governmental 
of administrative subpoenas completely impermissible. 

agencJ.esl 

~/ In Blair, the California Supreme Court considered, 
inter ~, the release to a prosecuting attorney by the 
Diner's Club of certain charge records made by a suspect 
with his credit card. The prosecution had issued a sub­
poena returnable before the trial court, but Diner's Club 
released the records directly to the prosecution in 
advance of the date they were returnable. This release 
was illegal. The Supreme Court observed: "The issuance 
of·a subpoena duces tecum pursuant to Section 1326 of the 
Penal Code •.. is purely ~ ministerial act and does not 
constitute legal process in the sense that it entitles 
the person on whose behalf it is issued to obtain access 
to the records described therein until a judicial deter­
mination has been made that the orson is 1e all entitled 
to receJ.ve them. CJ.tatl0n II Ca. at p. ; 
emphasis added: fn. omitted.) 

The practical effect of Blair in this respect may be 
to cause law enforcement agencies to prefer se~rch 
warrants over subpoenas. As noted in the text above, almost 
every C~lifornia law enforcement agency p~rticip~ting in 
these proceedings stated that a warrant requirement for 
credit and toll inform~tion would not hinder law enforce­
ment efforts. If California law enforcement agencies can 
accept a warrant requirement, we see no reason why federal 
law enforcement agencies cannot alzo function effectively 
under a warrant requirement. In any case, we are required 
under the California Constitution to adhere to the strieter 
protection of privacy granted to Californians by our own 
Supreme Court • 
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The rule that credit and toll information may ~e released 
o~y in res?onse to legal process applies to ~~e federal government 
and federal agencies. We cannot accept the argument that such 
L~formation should be divulged in response to a federal grand jury 

subpoena or subpoena duces teeum. Regardless of the safeguards 
employed by the 0. S. Attorney, we are bound by the decision of the 

cali~ornia Supreme Court in People v. Blair (1979) 2S Cal. 3d 640, 
a ease decided after the additional hearings in the fall of 1979 
but ~efore these matters were submitted in 1980. 

In Blair, the Court confronted the defendant's contention 
~at a record of telephone calls made by his employee from her home' 
in Philadelphia should be suppressed because the F.B.I. obtained the 
list from the Bell Telephone Company without legal process. ~he 

Court noted that the seizure was legal under both Pennsylvania law 
and federal law (see Smith v. Maryland (1979) _O.S._, 6l L. Ed.2d 

~~ 220) but found the seizure illegal under California law.!! 

Although the seizure was illegal under California law, 
the call record was not ordered suppressed, on the ground that 
~~e pur?oses of the exclusionary rule would not have been 
served by oreering su??ression. (25 Cal. 3d at ?p. 655-656.) 
The Court's refusal to suppress the evidence does not detract 
from its conclusion that the :nanner in which the F.B.I. 
obtained the record was illegal under California law. 

-29a-



• 

• 

• 

C~ lQ107"~ et al" mw ALT-COM-RDG 

The Court observed: 
"The People contend that because the records were 

produced pursuant to a. subpoena, t.'le~t were obtained by 
legal process, ~~d therefore there was no violation of 
either Bur::'ows or McKunes.. As we have seen, an agent 
of the Federal Bureau of Investigation issued the 
s~poena under the authority of the United States 
Attorney, who was in turn authorized to do so by the 
grand jury. The subpoena was made returnaPle before 
either the grand jury or an agent of the Federal Bureau 
of Investigation and the documents were delivered by 
the telephone company to the agent. 

"Such a procedure would have rendered the telephone 
records ina~~ssiDle in evidence in tnis state." For 
t.'le same reasons which impelled us to conclude above 

.that the mere issuance of a subpoena duces tecum by 
law enforcement officials did not entitle them to obtain 
the records of defendant's credit card transactions, 
we hold that the prosecution would not have been entitled 
to ~~e telephone records if they had been produced 
pursuant to a subpoena issued by a California grand jury, 
without a judicial determination t.~at law enforcement 
officials were entitled thereto. We have recognized 
that t.~e prosecution lis typically in complete eontrol 
of the total proeess in the grand jury room' and that 
the 9'::'and jury is 'independent only in the sense that 
it is not formally attached to the proseeutor's offiee.' 
(Hawkins v. SUferior Court (1978) 22 cal.3d 584, at 
p. 58'9 (150 Ci .tp~ •. 435, 5S6 P.2d 916).) Thus, we 
have no doubt that Vineyard's telephone records could 
not have been introduced into evidenee in California if 
they had been seized here under cireumstances sililar 
to those whieh oceurred in Philadelphia.~ (25 cal.3d 
at pp. 654-655.) 

Blair, Burrows and McKunes are all clear that, under our 
state constitution, court-approved legal process is required to 
obtain toll records and eredit information. Were we to agree with 
the contention of some of the federal agencies that federal 
pre~~ption exists to re~uire our state telephone companies to 
release information without court-approved legal process, we would 
in effect be declaring part of our state constitution unenforceable • 
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The question is not whether this Commission can dictate to federal 
officers what they mayor should do. Rather, the question is 
whether this Commission, in view of Blair, Burrows and McKunes, 
can permit California utilities to adopt or follow practices which 
do not protect privacy as stringently as our state constitution 
requires. The answer must be "No". Thus, we expect that our 
utilities, if ordered oy federal authorities to do anything 
inconsistent with this decision will inform this Commission of 
such orders, in order to allow us to insure that California privacy 
rights are fully protcctcd.~/ For their part, federal agencies 
~3y avoid conflict with our rules simply by obtaining a search 
warrant. We expect this far easier and more harmonious approach 
will be followed • 

~/ 
Our state constitution leaves us with no choice in this 
matter. Unless and until a federal appellate court 
orders otherwise, we must follow Blair, Burrows and McKunes. 
(Cal. Const., Art. III, Section 3.5.) 
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Findings of Facts 

1. In Pacific's nonpublished service tariff rule, Pacific 
excludes the name, address, and ~elephone number of all nonpublished 
service subscribers from the telephone directory and its directory 
assistance records. 

2. Pacific has not published the name, address, or telephone 
number of any of its nonpublished service subscribers in any of its 
subscribers' telephone directories or in any of !ts directory 
assistance records. 

3. The service rendered by Pacific under its nonpublished 
service tariff fully complies with that tariff's rules. 

4. Pacific's costs in providing nonpublished service are 
greater than its revenues derived from subscribers to nonpublished 
service. 

S. Decision No. 83488, dated September 24, 1974, established 
the reasonableness of Pacific's nonpublished service charge. 

6. In July 1976 Pacific substantially reduced the number of 
listed agencies to which Pacific would, if requested, release 
nonpublished information without requiring the agency to first obtain 
legal process. 

7. The reduction described in Finding 6 was not shown to have 
affected PaCific's nonpublished service costs. 

8. Except as set out in Finding 6, no change in circumstances 
was shown to have taken place since Decision No. 83488 was issued 
which would render unjust or unreasonable Pacific's $0.15 charge 
for nonpublished service. 

9. Pacific has not charged in excess of its published tariff 
rate for nonpublished service. 

10. Pacific's charge for its nonpublished service is not 
discriminatory • 
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11. Pacific's monthly prorated cost of releasing nonpublished 
information to government agencies of $0.006 per nonpuolished 
service subscriber is too insignificant to warrant shifting any part 
of the nonpublished service charge from the subscriber to the 
inquiring agency. 

12. The note in Pacific's subscribers' directory which stated 
rwo of the reasons for the nonpublishea service charge did not 
misrepresent the extent of Pacific's nonpublished service. 

l3. No subscriber was shown to have been misled by the note 
described in Finding 12. 

14. No nonpublished service subscriber was shown to have 
subscribed to nonpublished service based upon any misrepresentation 
made by Pacific about such service. 

15. The name, address, and telephone number of a person are 
a matter of identity. 

16. Pacific has released nonpublished information only to 
government agencies, the preponderance of which are publi~ safety 
agencies. 

17. In making the releases set out in Finding 16, Pacific 
did not abuse its relationship with the affected subscribers. 

18. Over the years Pacific, the largest telephone company 
in the State, has amended its list of authorized agencies. 

19. General, the second largest telephone company in the 
State, maintains two lists of authorized agencies. 

20. With minor exceptions, eleven of the small telephone 
companies in the State release nonpublishea information only in 
response to legal process • 
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21. !he nonpublished service tariff rules of all telephone 
companies are insufficient in detail. 

22. Respondent telephone companies lack uniformity in their 

practices of releasing nonpublished information. 
23. Principally because of (4) lack of uniformity in the 

policies of respondent telephone comp.a.n~es, and (b) the insufficiency 
of detail in their tariffs, many nonpublished service subscribers 
misconceive the degree of privacy accorded n~npublished infor.mation 
by respondenes. 

24. This· lack of unifoxmity and misconception coupled with 
the fact each respondent determines its own release rules leads to 
the dissatisfaction of some nonpublished service subscribers when 
they find ehe degree of privacy legally accorded nonpublished 
info~t10n oy a particular respondent is less than they bad mistakenly 
conceived. 

25. A uniform detailed tariff rule pertaining to the release 
of nonpublished information as set out in Appendix A will dispel 
public misconception about the scope of nonpublished service and 
will minimize public dissatisfaction. 

26. Agencies lis ted in Appendix A, as part of their legitimate . 
investigative procedures, need to obtain nonpublished information 
from telephone companies. 

27 • The safeguards provided in Appendix A, paragraph C, will 
(a) prevent personnel in ehe subject agencies' from abusing the 

agencies' privilege to obtain nonpublished information, and (b) not 
act to obstruct the discharge of the subject agencies' duties. 

28. Rou'ti:1e notification to... the. subscribe: that nonpublished 
info~ti~ has been releaseQ·i~ not warranted • 
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29. A subsc~iber's request to be· informed if nonpublished 
information had been released prior to his request can and should 
be answered by th.e utility, unless (a) a law enforcement agency 
certifies th~t such notification would impede an ongoing criminal 
investigation, or (b) a health officer certifies as set out in 
Appendix A, Paragraph E. 

30. Subscriber credit information and calling records Cas 
they are defined in Appendix B) are part of the personal history 
of the subscriber. 

31. In the past, some respondents released calling records 
without being required to do so by court order. 

32. Currently, all respondents adhere to the practice of 
releasing credit information and calling records only in response 
to legal process. 

33. The protection of the privacy of telephone service 
subscribers requires that present standards adhered to by respondents 
in the release of calling records and toll information, with 
certain' modifications be adopted as a uniform rule, as set out in 
Appendix S, and published in the tariffs of all respondents. 

34. Because of the high degree of confidentiality accorded 
credit information and calling records, the right to obtain them, ~ 
with one exception, should first be det~rmined by the courts vr 
and be evidenced by the issuance of a judicially authorized search 
warrant or subpoena • 
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35.. Responden~s, as the reposi~ory of a subscriber' s credi~ 

information and calli~g records, can and should be required to 
notify the subscriber when that informa~ion has been released, 
except in the case of the deferral of notification provision 
con~ained in Appendix B,. paragraph D. 

35. The eariff rules ordered by this decision to be adopted 1 
by the respondent telephone companies are reasonable, and the present 
tariff rules or practices of telephone companies which differ from 
those set out: in Appendices A and B are for the fut:ure unjust and 
Wl%'easonable. 
Conclusions of Law 

1. Pacific did not violate its tariff rule pertaining to 
nonpublished service. 

Z. Pacific did not misrepresent its nonpublished service. 
~. Pacific did not unlawfuliy release nonpublished info:=ation. 
4. Pacific should eot be held to an undertaking in regard 

to its nonpublished service greater than set out in its nonpublished 
service tariff rule. 

5. Pacific's monthly charge for nonpublished service is not 
unreasonable, excessive, or discriminatory. 

6. pacific's nonpublished serJiee charge should eon~inue ~o 
be levied on the nonpublished service subscriber. 

7. Complainants' request for reparation should be denied. 
8. Complainants' request for reasonable at~orney's fees 

should be denied • 
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9. The complaints should be denied and ~he invezti9ation 
in Case No. 10206 discontinued. 

10. The respondent telephone companies should be required to 
adopt the tariff rules set out in Appendices A and :8, which are just 
and reasonable. 

11. D~cision No. 88597 should be rescinded. 

, .. 
denied. 

2. 

ORDER .......... - ..... -
IT IS ORDERED that: 
The complaints in Cases NOs. 10107, 10142, and 10204 are 

The investigation in Case No. 10206 is discontinued. 
Within one hund'red twenty days. after the effective 

~ate of this order and upon five days' notice all respondent public 
utility telephone corporations named in the Order Instituting 
Investigation of Case No. 10206 shall amend their nonpublished 
service tariff rule in conformity with Appendix A • 

3. Within one hundred twenty days after the effective date 
of this order and upon five days' notice all respondent telephone 
corporations shall file a tariff rule in conformity with Appendix B. 

4. Within thirty days after the respondent telephone 
corporations amend their tariffs as required in Ordering Paragraph 2, 
they shall furnish a notice to all existing nonpublished service sub­
scribers oy o'ill .. lllse:rt expl-a-ining, ,the effect of the amended tariff 
rules in Appendix A. 

5. After the effective date of ~~is decision, the respondent 
telephone corporations shall inform all new applicants for non­
pUblisheQ service of the existence and effect of the amended tariff 
rules in Appendix A • 
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-
~. Decision No. 88597 is rescinded. 
7.' This order disposes of all the petitions for modification 

filed in these consolidated proceedings. 
The effective date of this order shall be thirty days 

after the date hereof. 
Dated PPR 7 lQ.$l , at San Francisco, California. 

-36-
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Nonpublished Service 

A. Definition of nonpublished service: Upon ~ subscriber's 
request, subscriber n~me, addr~ss, and t~lephone number 
are not listed in any telephone directory, street address 
directory, or in the directory assist~nce records available 
to the general public. This information, as well as call­
forwarding informa~ion from such unlisted telephone numbers, 
shall be released by telephone utilities in response to legal 
pr¢cess or to certain authorized governmental agencies 
provided the requesting agency complies with the rules herein 
establishce for the release of nonpublished information. 

B. Agencies authorized to receive nonpublished information: 

(1) Any California public ~gency which employs persons 
who are pe~ce officers pursuant to Califo~ni~ Penal 
Code Section 830 and all subsections thereof. 

(2) An agency of the federal government which is lawfully 
authorized to: 

a. Conduct investigations or make arrests for 
violations of the criminal laws of the 
United States; or, 

b. prosecute violations of the criminal laws 
of the united States; or, 

c. enforce civil sanctions which are ancillary 
to criminal statutes; or, ' 

d. conduct investigations into matters involving 
the national security of the United States; or, 

e. protect federal or foreign officials; or, 

f. protect public health and safety; or, 

g. conduct emergency rescue operations • 
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(3) Any public health ~gency of the St~te of California 
or of a city, county, or other local government. 

(4) County or city 911 projects. 

C. Procedure for release of nonpub1ished information to 
authorized agencies. 

(1) A telephone utility shall only provide nonpublished 
information to persons within authorized agencies who are 
either (a) peace officers pursuant to CaliforniaPenal Code 
Section 830 and all subsections thereof and ~ho are lawfully 
engaged in a criminal investigation in their official 
capacity, or (b) health officers who are ~cting in 
their official capacity and are lawfully investigating 
a matter involving a serious communicable disease or 
life-threatp.ning situ~tion, or (c) any person acting 
in his/her official capacity as an employee of an 
authorized federal agency pursuant to a responsibility 
of the agency enumerated in B(2) abov~, or an employee 
acting in his/her official capacity as an employee of 
a county or city 911 project. 

(2) ~onpublished information shall be released by a telephone 
utility to an authorized agency upon the agency's written 
request provided that the agency has previously furnished 
the utility with a statement, Signed by the head of the 
agency, requesting that nonpublished information be 
provided to the agency upon its written request, and 
listing designated persons, by name, and title, who are 
authorized to request, in writing, nonpublished informa­
tion. The written request for the nonpublisheo infor~~tion 
must be signed by the h~~d of the agency or by a previously 
designated pe.son and the request must state th~t the 
nonpublished information is necessary for a lawful 
investigation being conducted by the agency pursuant 
to its responsibilities • 
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(3) Nonpublishcd inform~tion zh~ll ~lso be rele~sed 
by ~ telephone utility to ~n Juthorizcd ~gency 
upon the Jgcncy's telephonic rcquest)provided / 
the Jgencv h~z previously :urni~hed the utility 
with 3 statement. It must be signed by the head of 
the ngency, reques~ing t~~ nonpublished information be 
provided to the ~gency upon telephonic request and 
listing dcsign~tcd persons, by nJme, title, and 
telephone number, whO are ~uthorized to re~ucst, 
by telephone, nonpublisned information. The 
telephonic request for nonpublishec information 
must be mo:lde by the head of the agency or by one' of the . \ 
previously de~ignated persons. 

The nonvublishcd informJtion rc~uested by tcle?hone 
shJll be provided by the utility only on a call-b~c~ 
verification basis. 

1he requesting ~gency shall, within five working 
c~ys after making the telephonic request mail 
the utility a lett~r conflrming the requ~st • 

D. ~otificJtion to Sub~criber 

(1) The telephone u~ility shall not notify a subscriber 
regarding the release of subscriber's nonpublished 
in~ormAtion unless the subscriber contacts the utility and 
spccific~lly rcquestc to know whether his nonpublishcd 
inform~tion h~s been rele~sed. 

(2) When J subscriber inquirez of the utility whether hie 
nonpublish~d infor~~tion h~s been released, the 
subscriber shall be informed that if inform~tion ha~ 
been rcle~sed he or she will be notified by mail 
~bout wh~t information was released and,which agency 
requested the information. If there was no release 
of nonpublished information, the subscriber will 
receive no communic~tion from the utility. 

(3) If the requesting .:1gency certifies th'.:1t disclosure 
to J zubzcriber ~bout the rele.:1ze of his or her 
nonpublizhcd inform~tion to that ~gehcy could impede 
an ongoing criminal investi9~tion, the telephone 
utili~y ShAll withhold notice to the subscriber for 
n period 0: one year from the date of release of the 
information to the Agency • 
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The one-year period of nondisclosure sh~ll be 
extended for successive one-year periods upon 
new written certification by the agency in each 
instance. 

If no request has been made for nondiSClosure to 
the subscriber, the subscriber who inquires shall 
be notified in writing as to the identity of the 
agency which requested the nonpublished information 
and the information released. 

If there has been a request for nondisclosure 
within 25 working days after the expiration of any 
outstanding certification for nondisclosure, or any 
renewal of such certification, a subscriber who has 
previously inquired, at any time during the period 
of nondisclosure, whether his or her nonpublished 
information was released, shall automatically be 
notified in writing by the utility that such information 
was released and which agency received this information • 

E. Exception for Health Officers 

No notification shall ever be made to a subscriber that 
nonpublizhed information was released to an authorized 
public health agency provided the chief health officer or 
designated health officer from the agency certifies that 
disclosure to the subscriber could violate a client's or 
contact's right of privacy and confidentiality. 

F. Retention of Records 

All written documents pertalnlng to nonpublished service 
shall be retained by telephone utilities. for at least one 
year. When an agency requests that notice to the subseriber 
be Withheld, the telephone utility shall retain the records 
involved for a period of not less than One year from the date 
On which the period of nondisclosure expires • 
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Release of Credit Information 
and Calling Records 

(1) Credit Information 

A subscriber's credit' information is the information 
contained in the subscriber's utility account record, 
including but not limited to: account establishec 
date, "can-be-reached" number, name of employer, 
em?loyer's address, subscriber's social security 
and/or driver'S license number, billin9 name, 
location of previous service. Not included in 
subscriber credit information for purposes of 
these rules are: nonpublished subscriber information, 
or subscriber's name, address, ~nd telephone number 
as listed in the telephone directory. ' 

(2) Calling Records 

Calling records are the records of cQlls made from 
a subscriber's telephone no matter how recorded and 
regardless of whether such information appears in the 
subscriber's monthly telephone service bill. Toll 
records and pen registers are examples of calling 
reeords. 

B. Release of Subseriber credit Information 
and Call1ng Records 

A subscriber's credit information and/or calling records 
shall be released by a telephone utility only under the 
followins circumstances: 

(1) Opon receipt of a search warrant obtained pursuant 
to California Or federal law; or 

( 2) Opon making return to a suJ:lpoena or s'lJbpoena duces 
tecum, whe.:l in fact authorized by a state or federa.l 
jud~e to divulge the ~for.mation or recor~s • 
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Notification to ~~e Subscriber 

(1) Except as provided below, the subsc:iber whose 
credit information or calling records are requested 
by judicial subpoena or search warrant shall be ' 
notified by the utility by telephone the same day 
that the subpoena or search warrant is received 
(only one attempt by telephone is necessary). 
Telephone notification, whether successful or 
not, shall be followed by written notification 
within twenty-four hours after the receipt of the 
subpoena or warrant. 

(2) Both oral and written notification shall state 
that a judicial subpoena or search warrant was 
received for c:edit information or calling records 
for the specified dates and telephone n~ers, 
and provide the name of the agency making the 
request. 

o. Deferral of Notification 

(1) Notification to the subscriber will be eeferree, 
and no disclosure made for a period of 90 days if 
there is a certification for non~isclosure in the 
body of a subpoena or search warr~~t. The certifi­
cation for nondisclosure must contain a statement 
that there is probable cause to believe notifica­
tion to the subscriber would impede the investiga­
tion of a -suspected felony pursuant to which the 
subpoena or warrant was issued. Opon making return 
to the court to a subpoena, the telephone utility 
shall request instruction from the court whether 
it should notify the subscriber of its receipt of 
the subpoena before divulging the information or 
records requested. 

(2) The 90-eay period can be extended for successive 
90-day periods upon a new written certification 
in each instance that there is probable cause to 
believe notification to ~~e subscriber would impede 
the investigation of a suspected felony pursuant 
to which the subpoena or warrant was issued • 

I 
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(3) Successive new written certifications shall be 
made oy the individual who procured the issuance 
of the subpoen~ or warrant or, if that ~erson is 
unavailable, by 'another member of the authorized 
agency who also certifies that he Ot she h~s been 
aSSigned to handle the matter for which the credit 
information or calling records has been obtained6 

(4) Within five working days of the expiration of any 
outstanding certification, or any renewal of such 
certification, the defe~red notification shall 
be given in writing to tbe subscriber 
in accordance with (C) above. 

E. Excej?tion to Procedure for Release or Credit 
and Caillng Records 

(1) The procedure set forth above does not a~ply where 
the requeste~ is a collection agency working for 
the utility On the subscriber's account or is an 
independent telephone company Or Bell Company_ 

F. Retention of Records 

(1) Records of requests for credit information and 
calling records, other than from a utility'S 
employees, shall be retained for a period of 
at least one year from the date on which the: 
subscriber is notified in writing of the re~uest. 
A copy of the letter of notification which was sent 
to the subscriber shall also be retained for a 
like period of one year. 

.-
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LIST OF A?PEARANCES 
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Attorney .:It Law, ~oJilli.:lm E~rth, Attorney at L~w, .:md Burt i.;ilson, 
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Attorney, for United States Attorney, Southern District of 
California; Peter C. Lehman, Attorney at Law, for District 
Attorney of San D1ego County and California District Attorneys 
ASSOCiation; William H. nildebrand, for East Bay Regional Park 
District, Department of ?ubll.c Safety; LeonQrd L. Sn~ider, Attorney 
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v~puty Attorney General, for State ?ire ~arshal; Tho~as G. Schl~ier, 
Attorney at Law, for Internal Revenue Service; Lawrence Llppe, 
for U.S. Department of Justice and other federal law enforcement 
agencies; Dennis P. Riordan, Attorney at Law, for Office of the 
State ?ublic Defenderi Alan L. Schlosser, Attorney at Law, for the 
American Civil Liberties Un~on of ~orthcrn Californi~; Steehen G. 
Nelson, Assistant U.S. Attorney, for u.S. ~ttorney, Southern 
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Steven H. Zeigcn, Attorney at Law, for Dep~rtment of Justiee-­
Attorney General. 
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