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Decj.sion No. 93361 .JUL 221981 

BEFORE T~ PUBLIC UTILIT!ES CO~lISSION OF TiE STATE OF CALIFOR~!A 

CAUSE (Ca:pa1~ Aga1ns~ U~i1i~y ) 
Service Exploi~ation)~ ) 

) 
Complain~~~~ ) 

) 
vs. ) 

) 
PACIFIC T..::LE?HONE A.~D '!'ELEG?.APH ) 
COMPANY, ) 

) 
De1'enda.."'lt.. ) 

-----------------------------) ) 
LOU!S SA.~v~L> Individually ~~d ) 
in a represen~ative capaci~y, ) 

) 
Co=plainan~~ ) 

) 
vs. ) 

) 
PACIFIC TELEPHO~~ ~~D TELEGRAPH ) 
COMPANY, a co~ora~ion, ) 

) 
De1'enc.a."'l~. ) 

-----------------------------) ) 
CA.,.1\Y D. LOWE> ) 

) 
Co=plaina.."'lt~ ) 

) 
vs. ) 

) 
PACIFIC TELEPHONE k~D TELEGRAPH ) 
COM?A.~ ~ INC. > AND DOES I ) 
Th"'ROUGR X, Inclusive ~ ) 

) 
Detenda."'lts. ) 

----------------------------) ) 
Investigation on the COm=1ssion's ) 
own motion into the rules~ ) 
practices>, a."'ld procedu:es 01' all ) 
telephone corporations, as lis~ed ) 
in Appendix A attaChed to the ) 
0.1.1., concerning disclosure or ) 
non-published telephone numbers, ) 
credit a."'ld other subscriber ) 
informat1on. ) 

-----------------------------) 
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ORDER MODIFYING DECISION NO. 2860 
A~D D~~YING REHEAR NG 

A petitio~ tor rehearing of Decision No. CD.) 92869 has 
Oee~ filed by the United States Atto~~ey fo~ the Southe~ District 
of Califo~;-~a. !~ additio~> a ~e~ition for modification of D. 92860 
has bee~ filec by the Pacific Tele~hone and Telegraph Co. We believe 
that some of the poi~ts ~aised by the petitions have me~it ~~d 
acco~dingly we will modify D. 92860 i~ several pa~t1cula~s. 

Pacific has pointed out that some of the la~guage of 
D. 92860 is so broad as to ~equi~e a judicial dete~nation to~ ~~ 
subpoena issued covering release of credit i~formation ~~d calling 
reco~ds. w~1le the p~oceed1~gs in D. 92860 we~e focused upon 
protecting the leg1ti~te p~1vacy inte~ests of telephone subsc~ibe~s 
who were the subject of law enforceme~t 1nvestigations> we ag.-ee 
that it 1s 1napp~op~1ate to 1mpose a judicial dete~nation ~equi~e­
me~t on Civil ~~d a~n1st~at1ve subpoe~as. We note that ~~de~ 
Califo~ia law> it is the right to such a determinat10n that 1s 
c~uc1al i~ protect1ng the privacy i~te~ests of persons whose reco~ds 
are the subject of a civil subpoe~. Southe~~ Pacif1c Co. v. 
Su~erior Court (1940) 15 Cal.2d 206. Accordingly> we w111 mod1fy 
D. 92860 to p~ovide that in the abse~ce of ~~ actual judicial 
dete~m!~t10n that a subpoena should 1ssue> the subscriber must be 
notified of the subpoe~a and affo~ded ~~ oppo~t~.ity to seek a 
judic1al dete~m1nation (by a motio~ to quash o~ othe~ app~priate 
motion) befo~e the info~:ation ca~ be ~eleased. 

The U.S. Atto~ey has noted that our use of the te~ 
~felony~ in the guidelines cove~ing deterral of notification to 
the subsc~ibe~ (Parag:-aph D(l) ~~d (2) of Appendix B) could 
conceivably impede investigations of potentially se~ious c~imes 
which ~~de~ fede~al law are tec~~cally classified as ~sdeme~~ors. 
We agree and the modification incorporated into Paragraphs D(l) ~~d 
(2) of Appendix B is designed to eli~~te this p~oblem. 

~inally> it has come to our attention that F1re 
Departments we~e inadvertently omitted from ~he 11st of authorized 
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agencies entitled to ~eceive no~published i~ror.matio~. 
corrected this om1ss1o~ by adding Fi~e Departments ~~d 
Protection Agencies to the list o~ autho~ized agencies 
Appendix A. 

We have 
Fire 
contained in 

trntil this matter beco:es tinal by operation o~ law, we 
dee: 1t appropriate to suspend the operation or the tarir~ rules 
gove~ing Release of Credit !nforzat!on ~~d Calling Records 
(Appendix B) only i~sofar as they apply to subpoenas issued by ~~ 
agency o~ the federal gove~ent without a judicial dete~~tion. 
This limited ~~d partial stay should remain in effect until 
further order of this Co~ssion. 

With the exception of these =atters, we do not believe 
that good cause ~or gr~~ting rehearing has been shown. Therefore, 

IT IS HEREBY ORDERED that: 
(1) Finding of Fact No. 34 in Decision No. 92860 is 

:odified to read as rollows: 
"34. Because of the hi&~ degree or confidentiality 
accorded credit lnto~tion ~~d call1ng records, 
the ri~~t of investigative agencies to obtain the~ 
should first be dete~=ined by the courts ~~d be 
eV1denced by the iss~~ce or a judicially 
authorized search warrant or subpoena." 

(2) Finding of Fact No. 34a is added to Dec1sion 
No. 92860 to read as follows: 

"34a. In the case of ciV1l ~~d adm!~~strative 
subpoenas, the subscriber should be entitled to 
protect the confidentiality of his credit 
infor:ation ~~d calling records by being afforded 
reasonable notice ~~d ~~ opport~~ity to ~uash the 
subpoena before the 1ntor::a::!.on is :::-eleased .. 't 

(3) The tariff :::-ules sovern!~g No~pub11$hec Service 
(attached hereto as Appendix A) ~~d Release of Credit Information 
a.~d Calling Records (attached hereto as Appendix B) shall be 
published in accord~~ce with the ordering p~asraphs ot Decision 
No. 92860. 

'(4) The stay ordered by Decision No. 93212 is 
terminated, except that the ope:::-at10n or the tariff rules govern-
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~ ing Release of Credit Information ~~d Calling Reco~ds (Appendix B) 

shall remain suspended only insofar as they apply to rede~al 
subpoenas which have not in fact been authorized by a federal 
judge or magistrate. This pa~tial stay shall re~n in effect 
until turtner order or the Co~~ssion. 

CS) Rehearing of Decision No. 92860 as modified herein 
is denied. 

The effective date of this o~de~ is ~~e date he~eof. 

Dated -----J~L~'t~2~2~~~8~1~-) at S~~ Fr~~cisco) California. 
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Noripublished Service 
" 

A. Definition of nonpublished service: Open a sucscriberts 
request, subscriber name, address, and telephone n~r 
are not listed in any telephone directorYr street address 
directory, or in the directory assistance records available 
to the general public. This information r as well as call­
forwarding 1nforma~1ou from such unlisted telephone numbers~ 
shall be released by telepho~e utilities 'in response to legal 
proeess or to certain authori%ed governro.ental agencies 
provided the req,uesting ageney complies with the rules herein 
established for the releaae of nonpubli.shed info:mat10n .. 

R. Ag~ncies authorized to receive nonpublished information: 

(1) Any California public agency whieh employs persons 
who are peace officers pursuant to California Penal 
Code Section 830 and all subsections thereof .. 

(2) An agency of the federal government whieh is lawfully 
autborized to: 

a. Conduct investigations or make arrests for 
violations of the criminal laws of the 
Onited States~ or, 

b. prosecute ~iolations of the criminal laws 
of the united States: or, 

c. enforce civil sanctions which are ancillary 
to erioinal statutes; or, 

d. conduct investigations into matters involving 
the national security of the United States; or, 

e. protect federal or foreign officials; or, 

f. protect public health and safety; or, 

9· conduct emergeney reseue operations. 



(3) 

(4) 

(5) 

. 
Any public health agency of the State of CAlifornia 
or of a city, county, or other local government • 

.coun~ or city 911 projects. 

State Fire Marshall a~d Local Pire Depart~ents or 
Fire ?rotection Agencies. 

c. Procedure for release of nonpublished information to 
authorized agencies. 

(1) A ~e1ephone utility shall only provide nonpublished 
infor~ation to persons within authorized agencies who are 
either (a~ peaee officers pursuant to CaliforbiaPenal Code 
Section 830 and all subsections thereof and who are lawfully 
engaged in a criminal investigation in their official 
capacity, or (b) health officers who are acting in 
their offieial capacity and are lawfully investigating 
a matter involving a serious communicable disease or 
life-thr~atenin9 situation, or (c) e~plo~ees of ~~ 
authorizec. federal asency acti:lg 1n a..~ .o:.fi.cial 
capacity p~s~a..~t to a responsibility c~~erated ~~_ 
~(2) above> or Cd) employees .ot a co~~ty or city 911 
pro~ect when acting!.n a.::. official capac1ty> or (e) 
employees of a..~ asency listed in ~C;} above when. 
engage~ in ~ inve~t1gation involving at&~n or when 
engagfl'_d ~:o. .i"i.:::'ef'1&'lt1ng dut.1es in whi.c.h tne!,~~ is 
1m:ed1atepe~il ~o life or property. . ..... . .. . .. _ ..... _ .... 

(2) Nonpublished information shall be released by a telephone 
utility to an au~~orized ageney upon the agency's written 
request provided that the agency has pr~viously furnished 
the utility with a statement, Signed by the head o·f the 
agency, req~esting.that nonpub11shed'information be 
provided to the agency upon its written request, and 
listing designated persons, by name, and title, who are 
authorized to request, in writing, nonpublished infor~a­
tlon. The written request for the nonoubllsh~d infor~tion 
mus~ be signed by the head of the a9~ncy or by a previously 
des:.gnated person and the request must s.tate that the 
nonpublished information is necessary for a lawful . 
investigation being conducted by the agency pursuant 
to its responsibilities. 
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(3) Nonpublished information shall also be released 
by a telephone utility t~ an authorizeQ agency 
upon the agency's telephonic request,provided . 
the agency has previously fu~nished the utility 
wl.th. a staeement:. It must be signed by 'the head- of 
the agency, requesting that nonpublisbed information ~ 
proviced to the agency upon telephonic request and 
listing designated persons, by name, title, and 
telephone number, who are authorized to request, 
by telephone~ nonpublished information. The 
telephonic request for nonpublished 1nfo~tion 
must be made by the head of the agency or by one of the 
previously designated persons. . 

The nonpublished information requested by telephone 
shall be provided by the utility only on a call-back 
verification basis. 

The requesting agency shall, within five vorking 
days after making the telephonic request matl 
the utility a letter conf1rming the requ~st. 

D. Notification to Subscriber 

(1) The telephone ut~lity shall'not notify & subscriber 
regarding ehe release of subscriber's nonpublished 
information unless the subscriber contacts the uti11ey and 
specifically requests to know whether his nonpublished 
information has been releaSed. 

(2) ~ihen a subscriber inquires of the utility whether his 
nonpublished information has been released, the 
subserib~r shall be infotn\.ea .that if information has 
been released he or she will be notified by mail 
about what information was released and vhich agency 
requested the information. If there was n~ release 
of nonpublished information, the subscriber will 
receive no communication from the utility_ 

(3) If the requesting Agency certifies that disclosure 
to a subscriber about the release of his or her 
nonpublished information to that agency could impede 
an o~going criminal investigation, the telephone 
utility shall withhold noeice to the subscriber for 
a. period of one year from tile d.ate of release of tile 
information to the agency. 
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The one~ear period of nondisclosure shall be 
extended for successive one-year periods upon 
new written certification by the aqeney in each 
instance. 

If no request has been made for nondisclosure to 
the subscriber, the subscriber who inquires shall 
be notified in writinq as to the identity of the 
aqency which requested the nonpublished information 
and the information released. 

If there has been a request for nondisclosure 
within ~S workinq days after the expiration of any 
outstandinq certification for nondisclosure, or any 
renewal of such certification, a subscriber wno has 
previously inquired, at any time during the period 
of nondisclosure, whether his or her nonpublished 
information was released, shall automatically be 
notified in writinq by the atility that such information 
was released and which aqency received this information. 

E. Exception for Health Officers 

No notification shall ever be made to a subscriber that 
nonpublished information was released to an authorized 
public health aqency provided the chief health' officer or 
desiqnated health officer from the aqeney certifies that 
disclosure to the subscriber could violate a client's or 
contact's ri9ht of ?rivaey and confidentiality. 

F. Retention of Records 

All written documents pertainin9 to nonpublished service 
shall be retained by telephone utilities for at least one 
year. When an agency requests that notice t~ the subscriber 
be wi'tbheld, the telephone utility shall retain the records 
involved for a period of not less than one year from ~~e date 
on which the period of hondiselosure eX?ires. 
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Release of Cr~it Information 
, and Callin9 Reeords 

(1) Cr@dit Information 

A subscriber's credit information is the information' 
contained in the subscriber's utility account record, 
includin9 but not limited to: account established 
date, wcan:be-reached w number, name of em?loyer, 
em?loyer's acdress, subs'cri.ber's social s~urity 
and/or driver's lieense number, billin9 name, 
location of previous service. NOt ineluded in 
subscriber credit information for purposes of 
t.~ese rules are: nonpublished subscri~r information .. 
or subscriber's name, address, and telephonen~~ber 
as listed in the telephone directory. 

(2) Calling Records 

Calling records are the records of calls made fro~ 
a subscriber's tele?hone no matter how recorded and 
regardless of whether sueh informa~ion appears in ~~e 
subscriber's monthly telephone service bill. Tell 
records and pen registers are eXAI:Ip1es ()f calling 
records. 

B. Release of Subscriber credit Info~ation 
and CaII~ng Records 

A. subscri~r's credit information and/or calling records 
shall be released by a tele?hone utility only under ~~e 
follOwing circumstances: 

(l) Opon recei?t of a search warrant obtained pursuant 
to California or federal law: or 

C 2) O?on making re't:llrn to a subpoena. or subpoena duces 
tecum., whe:::. i:l fact authorized: by a ata te or fecIeral 
j udqe to d.i vulge the information or records. 

(3) In ~ne case of ciV1l or ad.m1nistrative suo:l'oenas~ u:l'on 
notifying the $ubsc:::-1ber that. a s~ubpoena has 1ss'l.le~' , 
~~d affording that suoscriber at least ten days to 
:love to quash the sub:l'oena; or ., , . . 

(4) Upon receiVing permission or the subscriber to release 
the i!'lrormation .. 
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Notification to the Subscriber 

el) Except as provided below, the subseri~r whose 
credit info:mation or calling records are requested 
by judicial subpoena or search wurant shall be 
notified by the utility by telephone the same day 
that the subpoe.:lA or seArch warrant is received 
(only one attempt by telephone is necessa~). 
Telephone notification, whether successful or 
not,. shAll be followed by written notification 
within twenty-four hours after the receipt of the 
subpoena. or warrant. 

(2) .Both oral and wri't'.ten notification shall state 
that a judicial subpoena or search. warrant was 
received for credit in£or.mation or calling records 
for the specified dates and telephone numbers, 
and provide the name of the agency making the 
request. 

o. Deferral of Notification 

(1) NO'tification to' the subscriber will be deferred, 
and no disclosure made for a period of 90 days if 
there is a certification for nondisclosure in the 
body of a subpoena. or search warra:lt.. 'the certifi­
cation for nondisclosure must contain a statement 
~~t there is probable cause to' believe nO'tifica­
tion to tne subscriber would !:lpede the 1nves,t1-
gation of ~~ offense pursu~~t to which the 
subpoena or warr~t was issued. U~on ~ins ~etur~ 
to the cou:t to a subpoena, t1l,e telephone utility 
shall request ~struc--ion from the cocrt whether 
it should notify the subscriber of its receipt of 
t!le subpoena before divulging 'the infor:na.tion or 
records requested. 

(2) The 90-day period ean be extendee for successive 
90-day periods upon a new written certification 
in each instance tha~ there is probable cause to 
believe no~fication to ~~e subscriber would im?ede 
the investigation of ~ ottensep~su~~t . 
to whiCh the subpoena. or warrant "was issued. 
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(3) Successive nev Written certifications shall be 
made by the individual who procured the issuance 
of the subpoena or warrant or, if that person is 
unavailable, by another member of the authorized 
agency who also certifies that he or ~he hAS been 
assiqned to handle the matter for which the credit 
information or calling records has been obtained. 

(4) ~iithi~ five working days of the exp-iration of any 
outstanding certification, or any renewal of. such 
certification, the deferred notification shall 
be given. in writing to the subscriber 
in accordance with (el above. 

~. Exception to Procedure for Release or Credit 
ana Call1ng Records 

(1) The procedure set forth above does not apply where 
the requester is a collection agency working for 
the utility on the subscriberts account or is an 
independent telephone company or Bell Com?any. 

F. Retention of Records 

(1) Records of requests for credit information and 
calling records, other than from a utility~s 
e~?loyees, shall be retained for a period of 
at least one year from the date on whieh the 
subscriber is notified in writin~ of the request. 
A copy of the letter of notification which vas sent 
to the subscriber shall Also be retAined for a 
like period of one year. 

. 
" 


