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Rg~QI!U~'!QH 

RESOLUTION ST-30 
Date December 3, 1997 

RESOLUTION ST-30. GRANTING APPROVAL OF THE SAN 
FRANCISCO BAY AREA RAPID TRM~SIT DISTRICT'S SECURITY 
PORTION OF THE SYSTEM SAFETY PROGRAM PLAN 

SUMMARY 

This l-esolution. grants the request of the San Francisco Bay Al.-ea 
Rapid Transit Disctiict (BARTD) for approval of the security 
pOrtion of its System Safety Program Plan (SSPP). 

BACKGROUND 

The Intermbdal Surface Transportation Efficiency Act of 1991 
directed the Federal Transit Administration (FTA) to issue a 
rule requiring the States to oversee the safety and security of 
rail fixed guideway systems not regulated by the Federal 
Railroad Administration. That rule (the ITA's rule), 49 CFR 
Part 659, became effective on January 26, 1996. The FTA's rule 
requil.-es, in part, that each rail tl.-ansit agency prepare a SSPP. 
The FTA's rule further requires the designated state oversight 
agency to approve, i~ writin~1 each rail transit agency's SSPP, 
except for thesecur1ty port10n, by January 1, 1997. The 
Commission fulfilled this requirement by approving each rail 
transit agency's SSPP in December, 1996. The FTA's rule allows 
each rail transit agency an additional year to prepare the 
security portion of its SSPP. The State oversight agency is 
required to approve each rail transit agency's security portion 
of its SSPP prior to January 1, 1998. 

Governor Wilson designated the Commission as the State oversight 
agency by letter dated October 13, 1992. The Commission then 
responded to the FrA's rule by adopting General Ol-der No. 164. 
General Order No. 164 (now General Order No. 164-A) was revised 
on September 3, 1997, to add the requirements that each rail 
transit agency must folIo'"" in ordel." to obtain the Commission's 
approval for the security portion of its SSPP. 
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DISCUSSION 

By letter dated November 14, 1997, BARTO submitted the security 
portion of its SSPP for review by staff of the Rail Transit 
safety Section (Staff) and afproval by the Commission. The 
BARTO submittal has bee~rev~ewed by Staff in accordance witlla 
6-point checklist. Staff 's ~'eview found that BARTO's submittal 
is in compliance with General Order No 164-A and the FTA's rule. 
The completed checklist showing the details of Staff's review is 
attached as Appendix A. Based upon the results of this review, 
staff recommends that the Commission grant approval of BARTO's 
security pOition of its SSPP. 

PROTESTS 

No protests or objections have been received. 

FINDINGS 

1. By letter dated November 14, 1997, BARTO has requested the 
Commission's approval for the security portion of its SSPP. 

2. Staff has reviewed the security portion of BARTO's SSPP and 
determined that it meets the requirements of General Order 
No. 164-A and the FTA's rule. 

3. Staff rec<>mmerids that the request of BARTO for apPl."o'lal of 
the security p6rtion of its SSPP be granted by the 
Commission. 

THEREFORE, IT IS ORDERED that: 

BARTD's request for approval of the security portion of its 
system Safety program plan is granted. 

I hereby certify that this Resolution was adopted by the ~l~lic' 
Utilities Commission at its regular meeting on December 3,'1997. 

The following Commissioners approve~~ ,.--.~~~~ 
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WESLEY M. FRANKLIN 
Executive Director 

P. Gregol.-y Conlon 
Pl.-esident 

Jessie J. Knight, Jr. 
Henry M. Duque 
Josiah L. Neeper 
Richard A. Bilas 

Commissi6nel.-s 
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SUMMARY CIlECKI,IST 
FOR REVIE\VING THE SECURITY PORTION OF 

SYSTEM SAFETY PROGRA~I PLANS 

TRANSIT AGENCYt SAN FRANCISCO BAY AREA RAPID . 
TRANSIT DISTRICT 

PLAN TITLE: SYSTEH SECURITY PROGRAH PLAN 

REV.l"iO. DATE: NO\' • 14. 1997 

. 

ITEM . 
1 Introduction to S)·sfem Se(uricy 

2, Transit System Description 

.) Management and Modification ottbe Systein Securit)· Portion or the Plan 

4 S)stem Security Roles and RespOnsibilities 

S Threat and Vulnerability Identification. Assessment and Resolution 

6 Implementation and E,·alulalion of the Systim Security Portion of the Plan 

. 

. 

The Security Portion of the System Safely Program Plan Is: 

__ X_Acceptable 

___ Unacceptable, Re ... ·tst and Resubmit 
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R"I,wt<l by, LEN HARDY ~'L K~/ Dat" Noy. 1 ~. 1991 

ApproHd b)·: ALEX E. LUTKUS· 4.-ty t.. ~are: Nov. 14. 1997 
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CHECKLIST FOR-REVIEWING OF SYSTEM SECURITY PROGRAM PLANS 

"transit Agency a DART 

Reviewera· Date I 
LEN HARDY Nov. 14, 1997 

No. CHECKLIST lTEH SYSTEM SBCURlTi" R.BQulR.EKKNTS INCLUDED PAOB COHHRN"rS . RBF • 
Does the plan contain or provide fort Y N 

1 
Int~oduction to syst~~ •• A statement e~phaslalng the l~portanc~ of security 1n X I, I. 
Security all aspects of the transit agency's operations? 88 

b. An explanation of the purpose of the security progra~l X t6 5, . 
c. A desc~lptl~ of. the goals and objectives of the X 6 - '.) security pr6gra~? . 
d. A 9~e dest£iption that defines th~ role of the . 

X 91-95 • secur ty prograa. identifies whO Is In charge. how ~any 
pe~le are involved. vhat their functions are. and 10-11 
the r posltlons/r~portin9 ~elatl6nshlps within the 12,13 transit syste~ organlaatlOn? . 

e. A ~lscussion of hOw t~e transit agency's person in - -- -

charge of security Inte~acta vlth the transit agency'a 
X 12,13 own security forces Ilf any). local municipal police 

departments and other lav enforcement agencies? 89.91 
f. RerognlUon of the croc staffls authority and 

responsibility lot overseeing l~ple=entatlon of the 
security p~6gra~ by ~evlevlng ~ecords. Witnessing 

X 14,90 inspections and tests, Inspecting facilitles •. 
participating in t~alnlng $esslon~, Observing York 118 practices and auditing total progra~ impl~mentationl 



2 
T ... nslt. Systelll. •• An 0~9ani.atlon ~ha~t. shoving t.he relatiOnship between X 19 Description avste~ securit.y, systea safet.y and t.he other t.ranslt 

agency dtp~lt~ent.s? 

b. A des~rlptlon or l'abu1a\lon of the Njor facUlties X 29-75 . 
that. are included In the security progra~ alOO9 with a 
descript.IOn of the secucity devices and procedures that 
are used t.o protect those facl\ltl~Sl 

C'. A deseription of ~utrentcX>nditlon, In -tenu of cdme X· 29-75 
rates a~ securit.y breaches b1 locatiOn? 90& . 12-82 Appendix , 3 

d. A summary of vhat is c:un-ent\y bei~ done t.o, Irlaxl_he . 
the security of passengers andel!lplo)'ees in t.euas 01 

~2-85 both proactive pr09ra~3 and e~rgency response X 
!neasures} 

3 M30l"lagement and a. Requirements for'conductln9 periOdic revlevs or audits X SSt 1 U: 
HodiU~atlon of the to determine c~llance vlth t.he security portion of 119 Systelll. Security f'ortlon the systelll. safety progra~ plan? 
01 the Plan 

b. rdentlficatlonof vho is responsible for preparation X 88 . 
and ~alntenance or the security portion 01 t.he syst.elll. uij· safety ~rogras plan, Includin9 periodic revievs and 
updates . . 

C'. ConfiguratiOn controls t.o ensure ~lflcatlOnS are , 
properlr evaluated by ~nagement before adoption, nade 89, 
In v£lt ng. and distributed to all with a need to ~now X 118, through ~pllance vith a formal confl9uratlon change 119 C'OIltrol pr<Keduresl 

4 Syste~ Security Roles an<l a. The identification by title and descdpUo." of each of X Wt: Responsibillt.ies t.he-i~lementlng procedures that are Included In the 
security portion of t.he syste_ safety pI'ogram plan. ~2-83 including the procedures for securlt.y program plannlng, J2 proactive measu£es. emergency response measures, and ~4-85 - training? 

b. The identification of specific depa£tments and peison! 
in charge of the preparation. ~ifleation and X 100. I~plementatlon of each of the procedures Identified In WI, (a.) above. . 

14-95 
c. A description of the re~lred training and. 

certification programs or eR1ploj-ees ",hose job duties 
include. In vhole or In part. a 5yste~ security role? X )2-94 

e-



• 
Th~eat and Vulne~ability 3. A desc~i~tlon of the ~ethods used}o identify thre~t' 105. 

S IdentificatiOn, and vulne~.bllitle, of the translt sy'te~l X 106 
Assess~ent. and 
Res;)lution b. Requl~ements for conductl~ ~eturlty assessments of 

107. system extensions and ~t leatlons to ~a\e su~e that 
X secu~lty Is given full consideration du~ing the design 108 phase? 

C. A pi~r.~ of secUrity equipment testing and facility 
X 108-Inspections to assess tbe vulnerability of tbe t~anslt 

syste~ to securIty threatsl 109 
d. A ~escrIftlon of the secu~lty data that is collected 

X 110-and how t Is cOllected and dlst~lbuted to persons ",lth 
112 . 

a need to knov? 

e. A c3escrlptlon of hov and by ",hom securltllnfolw:latl6n 
Is analyzed to identify trends of recurr n9 secu~lty X 110-
Incidents anti to assess the frobabUny ~nd severity of 112 threats and syste~ vulnerabi Ity? 

f. A description of the security reports that a~e X n~· Pages 901 lOS & 
routinely prepared and how and to ",hoQ they ale 06 
dist rlbuted? 

g. The resolution of identified threats and . 
113. 

'~lnerabilitle, by eli.inatlon, mitigation and X 
114. acceptance? , 

. 115 

6 
I~lecientatlon and a. Reg~la~ prOg~ess revieys on a perlodlc schedvled ~~sls 118-Evaluation of the System by t~ .anage~ent to assure that the security progra~ X Security Port~on of the stays ~rrent with changing conditions? 119 Plan 


