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RESOIJUTION ST-32 
Date December 3, 1997 

RESOLUTION ST-32. GRANTING APPROVAL OF THE SAN DIEGO 
TROLLEY, INC.'S SECURITY PORTION OF THE SYSTEM SAFETY 
PROGRAM PLAN 

SUMMARY 

This resolution grants the request of the San Diego Trolley, 
Inc.'s (SDTI) for approval of the security portion of its System 
Safety Program Plan (SSPP). 

BACKGROUND 

The Intermodal Surface Transportation Efficiency Act of 1991 
directed the Federal Transit Administration (FTA) to issue a 
rule requiring the St~tes to oversee the safety and security of 
rail fixed guideway systems liot regulated by the Federal 
Raiho'oad Administration. That rule (the FTA's rule), 49 CFR 
Part

0

659, became effective on January 26, 1996. The FTA's rule 
requires, in part, that each rail transit agency prepare a SSPP. 
The PTA's rule further requires the designated State oversight 
agency to app}.-ove, in '.n"iting, each rail transit agency's SSPP, 
except fOl' the secul'ity pol-tion, by January 1, 1997. The 
Commission fulfilled this requirement by approving each rail 
transit agency's SSPP in December, 1996. The PTA's rule allows 
each rail transit agency an additional year to prepare the 
security portion of its SSPP. The State oversight agency is 
l.-equired to approve each }.'ail transit agency's security portion 
of its SSPP pl.-ior to Janual."Y 1, 1998. 

Governor Wilson designated the Commission as the State oversight 
agency by letter dated October 13, 1992. The Commission then 
responded to the FTA's rule by adopting General Order No. 164. 
General Order No. 164 (now General Order No. 164-A) was revised 
on September 3, 1997, to add the requirements that each rail 
transit agency must follow in order to obtain the Commission's 
approval for the security pol."tion of its SSPP. 
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DISCUSSION 

Resolution ST-32 
Dcc. 3, 1997 

By letter dated November 14! 1997, SDTI submit.ted the sec~lrity 
portion of its SSPP,for reV1ew by staff of the Rail Trans1t 
Safety Section (Staff) and approval br the Commission. The SDTI 
submittal has been reviewed by Staff naccordance with a 6-
point checklist. Staff's reV1ew found that SDTI's submittal is 
in compliance with General Order No 164-Aand the FTA's rule. 
The completed checklist showing the details of Staff's review is 
attached as Appendix A. Based UPOll the results of, this review, 
Staff recommends that the Commission grant approval of SDTI's 
security portion of its SSPP. 

PROTESTS 

No protests or objections have been received. 

FINDINGS' 

1. By letter <lated November 14, 1997, SDTI has requested the 
Commission's approval for the security portion of its SSPP. 

2. staff has reviewed the security portion of SDTI's SSPP and 
determined that it meets the requirements of General Order 
No. 164-A and the FTA's rule. 

3. Staff recommends that the request of SDTI for approval of 
the security portion of its SSPP be granted by the 
Commission. 

THEREFORE, IT IS ORDBRED that t 

SDTI's request for approval 'of the security portion of its 
system Safety Program Plan is granted. 

I hereby certify that this Resolution was adopted by the puQli6··· 
utilities Commission at its regular meetitl.g on December 3, ".1997. 
The following Commissioners approved it: - - . ' 
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RANKLIN;( 

Di1"ector 

P. Gregory Conlon 
President 

Jessie J. Knight, Jr. 
Henry M. Duque 
Josiah L. Neeper 
Richard A. Bilas 

Commissioners 

.- , 
< 

" ....... -'. , 

- '-' . 
....... -. 



-e 

SUMMARY CHECKLIST 
FOR REVIE\\rING THE SECURITY PORTION OF 

SYSTEM SAFETY PROGRAM PLANS 

SAN DIEGO TROLLEY. U,C. . 
TRANSIT AG [l-\C\': 

. 

PLAN TITLE: SYSTfJ-1 SECURITY PROGRAH PLAN 

RE\,. NO. DATE: NOV. IS, 1997 . 

ITEM . 
1 Introduction (0 S)-sfem Security 

1. Transit System Description 

3 Management and MOdintation ofthe S)'slem Scurity Portion ofthe Plan 

.. System Security Roles and Responsibilities 
-

5 Tbrtat and Vulnerability Identification. Assessment and Resolution 

6 Implementation and [ululation or the System Securicy Portion or the Plan 

. 
. . 

The Security Portion or the- SY$tem Safety Program Plan Is: 

__ X_Atceptable 

Unacceptable, Re\-ise and ReSUb~it tv\" iev-vA.. 

U 
N 

A A 
C c· 
C C 
E E 
P P 
T T 
A A 
B B 
L L 
E E 

. 

X 

X 

X 

X 

X 

X 

Rt>i.Md by: LEN HARDY & JOEY BlGORNIA ~e: Nov. 14. 1997 

ApproHd by: ~ ALEX E. LUTKUS af!.,o 1. ibate:-N- o- v-.-14-.• -=--1-99-}---



CHECKLIST FOR REVIEWING OF SYSTEM SECURITY PROGRAM PLANS 

Transi~ Agency. SAN OlDGO TROLLEY, iNC. 

, 
Reviewer, 

LEN HARDY & JOEY BlGORNIA 

No. 

1 

CHECKLIST ITDt 

Int~oductlon to syste~ 
Security 

SYSTEM SBCURI'IT REQUIREMENTS 

Does the plan ~ontain or provide forI 

a. 1\ statell'ent eaiphUhlng the i.,portance of security In 
all aspects of the t~anslt agency's operations? 

b. An exphnaUon of the purpose of the secudty prO<jrn? 

c. A descdpUoO of the goals and objectives of the 
security progra.? 

• 
d. A sCOPe. descdptlon that defines the rol.e· "tthe 

security prOgras, Identifies ~ho Is in charge. how .. any 
people are involved, vhat thelr tunctions are, and 
their posiUoos/~eporting ~e1atlooshlp5 within the 
transit system organ~aatloo? . 

e. A discussion ot "hoy the tunslt agency's person tn 
charge of security interacts with the transl~ agency's 
own security ~orces elf any), local .,unlclpal police 
depa~tments and other law en!orcell'ent agencies? 

f. ReCOgnition of the CPUC su-U's authOrity and 
~esponslbility fo~ overseeing I"plell'entatton of the 
securltr progra. by teviewiri9 recOids f vltnesslng 
Inspect OIlS and tesls. Inspecting f,clliths. 
participating In training sessions," Observl~ work 
practices and auditing tot~l progra~ I~plementatlon? 

Datel 
Nov. 14, 1991 

INCWDlID PAGS 
JmP. 

y N 

X , Foreword Section 

X Sec. 1.1 

X Sec. 1.2 

1.3 • 
X Sec. 

Paragraphs 1 & 2 

x Sec. 1.4 

X Sec. 7.1 



2 

4 

Tianslt SyJlteJa 
DUcC"lpUon 

Hana~elllent and 
ModificatiOn of the 
5ysteJa Security PortiOn 
of th~ Plan 

A. An organl~.tl6n ~h.rt shovln~ the JelAilonshlp between 
syste~ security, systeJa safety and the other tr~nsit 
a~ency depa'rtlllents? 

b. A descriptiOn or tabulation of the ~ajor facilities 
thilt are Included In U.e security progr •• alOflg with a 
ducf~ptlOl'l o,f. t.he security devices And procedures that 
are used to protect those facilities?, 

. . 
c. A description of turrent conditions In ter~s of crlllle 

rates and security breaches by location? 

d. A summ ... )' of "hat Is curtently bd~ done to l!Iaxlllhe 
the security of passengers and employees in teras of 
both proactive programs and emergency response 
l!IeasureJl? 

a. Requirements for conducting periOdic revle .... s or audits 
to detuBlri.e eoa.plhnce \lith thesecurily pOrtion of 
the syste~ safety progra~ plan? 

b. Identification of "ho Is reSpOnsible for preparation 
and ~aintenance or the security rortlon of the systeJa 
safety prograll\ phn, Including periodic revle .... s and 
updates? • . 

c. Configuration controls to ensure modt"flcatioos are 
proPerly evaluated by lIlanagement befoTe adoptiOn, pade 
in "rlt ng. and distributed to all "ith a need to know 
thrO\.lgh CoInplhnce \lith a fOllllal configuration ch,u1ge 
control procedures? 

SysteJa Security Roles atlel a. 
Responsibilities 

The Identification by title and description of each of 
the h'Ple<tlenting pt:ocedur~s that are Included In the 
security portion of the syste~ safety pr6giaJa plan, 
Including the procedures for security program planning, 
proactive measures. emergency response ~easures.-and 
trainingl . 

b. The identification of specific derart~ents ~nd persons 
In charge of the preparation. ~lflcatl6n and 
I~plementatton of each of the procedures Identified In 
(a.) aoo"o-e. . 

c. A description of the required training and. 
certification programs for er.ploj-ees "hose job duties 
Include. In vhole or In part, a syste~ security role? 

x 

x 

x 

x 

x 

x 

x 

x 

x 

x 

Sec. 2.2 &. 2.3 

Sec. 2.7 

Sec. 2.9 , Appendi) 
E 

Sec. 2.10 

Sec. 3.1 

·Sec. 3. 1 & 3 • 2 

Sec. 3.3 

Sec. 4. 1 & 4. 2 

Sec. 4. 1 & 4. 2 

Sec. 4.3 to 4.9 



," 

5 
Threat and vUlnerability a. A description of the ~ethods used to identify th~e.ts X Sec. 5.1.1 
It'!ent 1 flcall On , and vulnerabilities of the transt~ syste~? 
.a.ssessment. and 
Resolution b. Re~JI~ements for conductl~ seCUrity assessments of 

X systea extensions and ~I Icatlons to ~a\e sure that Sec. 5.1.1 & security Is given full consideration during the design Sec. 5.3.3 phase? 

C. A pr~ras of seCurity equlpment'testlng and facillty 
X 5.1.1 Inspections to assess the vulnerability of the transit SeC. 

systes to security threat.} 

d. A t'!escrl~tlon of the security data that Is collected Sec. 5.1. 2. 5.1.3 and how t Is collected and distributed to persons vith X . a need to l:nov? and 5.1.4 

e. A descriptton of how and by ~hom security Into~tiOn 
Is anslYled to Identify trends of recurring security X Sec. 5.2.1 IncIdents and to assess the ~rObabllltv and seve~lty of 
threats and syste~ VUlnerabl Ity} 

f. A descrIption of the security reports that are 
. routinely prepared and how and to ~hoq they are 

dlstrlbutedl X Sec. 5.1.3 

g. The resolution of Identified threats and . 
vulnerabilities by elimination. Dltlgatlon and X Sec. 5.2. 5.3 acceptance} • 

" 

. 

6 
l~lementatlon and a. Regular p~Ogre!s revIews on a periOdic scheduled basis X Sec. 7.1. 1.2 Evaluatlon of the Syste~ by top ~anagement to assure th~t the security program 
Security Portl9U of the stays current ~Ith changIng conditiOns? and 7.3 Plan 

• 


