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RESOLUTION ST-33 
Date December 3, 1997 

RESOLUTION ST-33. GRANTING APPROVAL OF THE SANTA CLARA 
VALLEY TRANSPORTATION AUTHORITY'S SECURITY PORTION OF 
THE SYSTEr-S SAFETY PROGRAM PLAN 

SUMMARY 

This resolution grants the request of the Santa Clara Valley 
Transportation Authority (VTA) for approval of the security 
portion of its System Safety Program Plan (SSPP). 

BACKGROUND 

The Intermodal Surf~ce Transportation Efficiency Act of 1991 
directed the Federal Transit Administration (~~A) to issue a 
rule requiring the States to oversee the safety and security of 
rail fixed guideway systems not regulated by the Federal 
Railroad Administration. That rule (the PTA's rule), 49 CFR 
Part 659, became effective on Janual.·y 26, 1996. The PTA's rule 
requires, in part, that each rail transit agency prepare a SSPP. 
The FTA's rule further requires the designated State oversight 
agency to approve, in writing, each rail transit agency's SSPP, 
except for the security portion, by January 1, 1997. The 
Commission fulfilled this requirement by app:..-oving each rail 
transit agency's SSPP in December, 1996. The FTA's rule allows 
each rail transit agency an additional year to prepare the 
security portion of its SSPP. The State oversight agency is 
required to approve each rail transit agency's security portion 
of its SSPP prior to January 1, 1998. 

Governor Wilson designated the Commission as the State oversight 
agency by letter dated October 13, 1992. The Commission then 
responded to the FTA's rule by adopting General Order No. 164. 
General Order No. 164 (now General Order No. 164-A) was revised 
on September 3, 1997, to add the requirements that each rail 
transit agency must follow in order to obtain the Commission's 
approval for the security portion of its SSPP. 
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DISCUSSION 

Resolution ST-33 
Dec. 3, 1997 

By letter dated November 13, 1997, VTA submitted the security 
portion of its SSPP for review by staff of the Rail Transit 
Safety section (Staff) and approval by the Commission. The VTA 
submittal has been reviewed by Staff in accordance with a 6-
fOint checklist. Staff's reV1ew found that VTA's submittal is 
1n compiiance with General Qrder No 164-A and the FTA's rule. 
The completed checklist showing the details of Staff's review is 
attached as Appendix A. Based upon the results of this review, 
Staff recommends that the Commission grant approval of VTA's 
security portion of its SSPP. 

PROTESTS 

No protests or objections have been received. 

FINDINGS 

1. By letter dated November 13. 1997, VTA has requested the 
Commission's approval for the security portion of its SSPP. 

2. Staff has reviewed the secui.-ity POi.-t ion of VTA' S SSPP and 
determined that it meets the requirements of General Order 
No. 164-A and the FTA's rule. 

3. Staff recommends that the request of VTA for approval of the· 
security portion of its SSPP be granted by the Commission. 

THBREFORE, IT IS ORDERED that: 

VTA's request for approval of the security portion of its System 
Safety Prbgram Plan is granted. 

I hereby certify that this Resolution was adopted by the Public 
Utilities commission at its regulal" meeting on December ;l~, 1997. 
The following Commissioners approved if t / Jr r~i?j/J' '<' 

{AI.JJ ~f"u '-' \: 

-WESLEY M. FRANKLIN:', 
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Executive Director 

P. Gregory conlon 
Pl.'esident 

Jessie J. Knight, Jr. 
Henry :.t. Duque 
Josiah L. Neeper 
Richard A. Bilas 

Commissioners 



SUMMARY CHECKUST 
FOR REVIE\\'ING THE'SECURITY PORTION OF 

SYSTEM SAFETY PROGRAM PLANS 

TRANSIT AGENCY: SANTA CLARA VALLEY TRANSPORTATION 
AUTHORITY . 

PLAN TITLE: LIGHT RAIL SAFElY PROGRAH PLAN - SECURITY FORfION 

REV.l'O. DATE: NOVUIBER 1997 

. 

ITEM . 
I Introduction (0 System SeCurity 

2. Transit System Description 

J Management and Modification ot the S),stem Securily Portion Mthe Plan 

.. S)slem Security Roles and Responsibilities 

5 Ureal and Vulnerability Idenlificalion, Assessment and Resolution 

6 Implementation and [ululation ot the S)"stem Security Portion ot the Plan 

. 
. . . 

The Security Portion or the System SafelY Program Plan is: 
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Rniewed by: LEN HARDY Date: Nov. 13, 1997 

ApproHd by: ALEX E. LUTKUS 1.L4""--Date: Nov. 13. 1997 
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CHECKIJIST FOR REVIEWING OF SYSTEM SEcuRITY PRoGRAM PLANS 

Transit Agency, SANTA CLARA VALLEY TRANSPORrATIO~ AUTIIORITY 

Reviewer~ 
LEN HARDY 

No. 

1 

CHECKLIST rrEH 

Int~oductlon to Syste. 
secudty 

SYSTEM SECURI'N REOUIR.EMBNTS 

Does the plan c6ntain6r provide f6rt 

a. "atatelllent tlltphashlng the llIIpo'~tante of secudty In 
all aspects of the t~anslt a!lency's operatlonsl 

b. M explanation of the PU~P05e 01 the secudty pr<>9~a5? . 
c. "descdptlon of the 'loah and objectives of the 

security pr09ra~l . 
d. "s¢<>pe description that defines the role of the 

security progra_. identifies ~ho Is In charge. how many 
people are involved, "hat their functions are. and 
their positlons/reportl09 relationships within the 
transit system Or'lanllatlonl 

e. "dlscuuIOn of how the tnnsit agency's person In 
charge ot security Interacts with the tianslt a!len'cyts 
own security forces (it any). local .~unlclpal police 
depart~ents and other lav enforcement agencies? 

f. RecognitiOn of the CPU<: shUts authOdty and 
responsibility for overseeing l~plementatlon of the 
securIty program by revlevIng·re~rds. vitnessing 
Inspect Ons and tests. inspecting facilities. 
partiCipatIng tn training sessiOns" Observin~ York 
practices and auditing total progra~ Illtplementatlonl 

Datel 
Nov. 13, 

INCLUDED PAGB 
REF. 

Y N 

X 
" 

X 

X 

X 

. 
X 

x 

1991 

<XH4BNTS 

Sec. 1.1 

Sec. 1.2 

Sec. 1.3 

Sec. 1.4 

Sec. 1.5 

Sec. 1.6 

• 



. 
2 

Transit Sy.t~1II a. An organtta\lon chaIt shovIng the relationship betveen X Sec. 2.3 
l)esel'lptiOn ,y'te~ secvrlty.,yste- ,afety _and the other t .. ansn 

a~ency depatt~entsl 

b. A. description or tabulation of the -Jor fac1lltie'~L __ Sec. 4.2 that are Included In the se~rlty p .. ogra~ alOng with a X 
description of the seeurlty de ... lce, altd ploted<aes that 
are used to protect tho,e facilities?, . • 

c. A. descr-JpUon ot ~~nent condition, In tel":, oftdme X' Sec. 4.2 .. ates and secu .. lty breathes by locationl . 
d. A summary of what Is cuu'ently being &:>ne -to l113.xl.he 

the security of pasSengers and e~loyee, In term, of X Sec. 4.2 
both proactive pr09ra~s and e~rgency respOnse 
measuresl 

.. - _.- -_. 

3 Hana~elllent and il. Requln'lII~nts for~ductlng periodic reviews or audits Sec. 3.2 Modlfication -of the to deter_lne ~llance vlth the se~rity portion of X 
$ystelll Security Portion the sys\elll safety p .. ogUIa ptanl _ .. 
of the pian 

b. Identification of vhO is respOnsible fot rreparatlon 
SeC. 3.2 lmd maintenance or the security portion of the s)'ste .. X 

safety prog .. alll plant including periodic revieys and 
update,? . . 

c. configuTatiOn controls to ensure ~lflcatl6ns are . 
pT~rlt evaluated by .,ana~eVlent befol-e adoption. nade X Sec. 3.9 
In vrlt ng, and distribute_ to ~11 vlth a need to knOv _. 

thrOugh ~pllaoce vith a fOlmal c6nf19uratlon chal~e 
control procedures? 

4 sY5telll Secu-Tlly f{oles am a. The Identification b)' title and de5criptlon of each of X Sec. 4.1. 4:2. 
Responsibilities the -hp1e~nting procedules that aroe Included in the 

security portloo of the systelll safety progralll pl~nt 4.3. S.l 
Including the procedures for 5ecurity progla~ planning. 
proactive ~easures. ~meTgency response measures. and 
training? 

b. The ident 11 {cation of speCIfic derartlllents and' person, 3.3. 4.2 In charge of the preparation, ~ ((cation and X Sec. 
I~plementatlon of each of the procedures Identified in 
(a .) above. 

C. A descriptiOn of the required training and. Sec. 4.3. S.lA celrtification programs Cor e\t1ployees "'hose Job duties X 
Include. In whole or In part. a SY5te .. security role? 



5 ~hreat and Vulne~ability a. 
A deserlptlon of the ~th¢ds ~std~o Identity threats 

X Sec. 5.1 
IdenU UcaUon. 

and vulnerabilities of the transit srste~l Assessment, and 
RUQlutlon b. P.equl~e~nts fot cooJuctlr1 security a,ses'~ents of 

Sec. 5.2 
s),stell ell;tensions and 110<31 Icatlons to Cta\e sure that 

X security I, glven full C'Onslder~tlon durl"9 the deSign 
. 

p~.asel 

C. 
A prograll of security equfp~ent t~stlng and facility 

X Sec. 5.2 
InspectiOns to assess the vulnerability of the transit . 
s),stell to security threatsl 

d. 
A descrlftlon of the security data that' Is Collected 
a~j how t Is ~llected and distributed to persons with 

X Sec. 3.5. 5.1.2. 
a need to lnovl 

5.2.2 
e. 

A descrlpUon of how and by \<hoo! .eC1JrHr In(or'ratlon 
X Sec. 3.5. 5.1. 2. 

Is analYled to Identify trends of recurr ng seCurity 
Incideilts and to auus the fiobablUty and se\'erlty of 

5.2.3 
threats and system vulnerabl Ityl 

f. A description of the security reports that are 
routinely prepared and bOv and to ,..~ they are 

X Sec. 5.1.3 
dhtdbutedl 

g. The re$olutlen of Identified threats and . 
~~lnerabliJtles by ellmlnatlon, Ctitlgatloo and 

X 
Sec. 3.5, 5.1. 2. 

acceptancel 

5.1.3. 5.3 • 
. 6 I~ple~entatton and a. 

Regular progress revievs on a periodic scheduled ~sls 

Sec. G. I • G.2 

EValUation of the Syste~ 
by top ~anage~ent to assure that the security progra~ 

X 
Security Fortlon of the 

stays CUrrent vlth ~han91"9 COodltlons~ 

and G.3 
Plan 


