
PUBLIC UTILITIBS COMMISSION OF THB SrATB OF CALIFORNIA 

Rail Safety and Carriers Division 
Rail Engineering Safety Branch 
Rail Transit Safety Section 

RBSQ~!!T.!OH 

RESOLUTION ST-34 
Date December 3, 1997 

RBSOLUTION ST-34. GRANTING APPROVAL OF THE SACRAMENTO 
REGIONAL TRANSIT DISTRICT'S SECURITY PORTION OF THE 
SYSTEM SAFETY PROGRAM Ph~ 

SUMMARY 

This resolution grants the request of the Sacramento Regional 
Transit District's (SRTD) for approval of the security portion 
of its System Safety Program Plan (SSPP). 

BACKGROUND 

The Intermodal surface. Transportation Efficiency Act of 1991 
directed the Federal Transit Administration (FTA) to issue a 
rule requiring the States to oversee the safety and security of 
rail fixed guideway systems not regulated by the Federal . 
Railroad Administration. That rule (the FTA's rule), 49 CFR 
Part 659, became effective on January 26, 1996. The FTA's rule 
requires, in part, that each rail transit agency prepare a SSPP. 
The FTA's rule further requires the designated State oversight 
agency to approve, in writing, each rail transit agency's SSPP, 
except f01' the security portion, by January 1, 1997. The .. 
Commission fulfilled this requirement by approving each rail 
transit agency's SSPP in December, 1996. The FTA's rule allows 
each rail transit agency an additional year to prepare the 
security portion of its SSPP. The State oversight agency is 
required to approVe each rail transit agency's security portion 
of its SSPP prior to January 1, 1998. 

Governor Wilson designated the Commission as the State oversight 
agency by letter dated October 13, 1992. The Commission then 
responded to the FTA's l.·ule by adopting General Order No. 164. 
General Order No. 164 (now General Order No. 164-A) was revised 
on September 3, 1997, to add the requirements that each rail 
transit agency must follow in order to obtain the Commission's 
approval for the security portion of its SSPP. 



Rail Safety & Carriers Division 
Rail Engineering Safety Branch 
Rail Transit Safety Section 

DISCUSSION 

Resolution ST-34 
Dec. 3, 1997 

By letter dated Nove~er 14, 1997, SRTO submitted the security 
portion of itsS~p~ for review by staff of .the Rail Transit 
Safety section (St~ff) and approval by the·Commission. The SRTD 
submittal ha~ been reviewed br Staff naccordance with a 6~ 
~int c~eckl1st. Staff's reV1ew found that SRTD's su~"ittal is 
1n compI iance with General Order No ~64 -A and the FTA' s l.·ule. . 
The completed checklist showing the details of Staff's review is 
attached as Appendix A.Based upOn the results of this review, 
Staff rec6mmends that the Commission grant approval of SRTD's 
security pOrtion of its SSPP. 

PROTESTS 

No protests or objections have been received. 

FINDINGS 

1. By letter dated November 14. 1997, SRTD has requested the 
Commission's approval for the security portion of its SSPP. 

2. Staff has reviewed the security portion of SRTD's SSPP and 
determined that it meets the requirements of General Order 
No. 164-A and the FTA's rUle. 

3. Staff recommends that the request of SRTO for approval of 
the security portion of its SSPP be granted by the 
Commission. 

THEREFORE, IT IS ORDERED that l 

SRTD's request fol." approval of the security portioJl of its 
system Safety prOgram Plan is 91"anted. 

I hereby certify that this Resolution was adopted by the f~blic· . 
Utilities Commission at its l.'egular meeting on December ~~. 19,7. <~<_. 
The following Commissioners approved itWQ~j . ~'''. .. .~'. 
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----~-.-----..,--WESLEY M. FRANKLIN 
Executive Director 

P. Gregory Conlon 
President 

Jessie J. Knight, Jr. 
Henry M. Duque 
Josiah L. Neeper 
Richard A. Bilas 

Commissioners 

-. 



SUMMARY CHECKLIST 
FOR REVIE\VING THE SECURITY PORTION OF 

SYSTEM SAFET\' PROGRAl\1 PLANS 

Sacramento Regional . 
TRA~SIT AGENCY: 

Transit District . 

PLAN TITLE: SYSTEM SECURlTY PROGRAM PLAN 

REV. :\0. DATE: NOVEHBER 1997 

. 
. . . 

. . 
ITEM 

, 

I Introduction Co S)'sttm Security 

i. Transit System Description 

,) Management and Modification or the System Security PortiOn or the Plan 

.. Slsltm Security Roles and Rtsponsibilities . 

S Threat and Vulnerability Identification. Assessment and Resolution 

6 Implementation and Entulation 01 the System Stcurity Portion or the Pian 

. 
. 

. . . 

The Stcuril)' Portion of Iht System Saftly Program Pian is: 

X Acceptable 

___ Unacceptable, Rnist and Resubmit 

A 
C 
C 
E 
P 
T 
A 
B 
L 
E 

X 

X 

X 

X 

X 

X 

Le n Ha r_d~Y __ ~'-'O",~...L.I---""'-lI:Joj::"'->-.,L.--,r-+ Dale: Nov, 14 t 199 i 

Appro\'td by: _....:.A_l_e....:.x __ E...;:"._L_~_t_k_u_s_...:a=-=._a~~~!.p!~~ alt: No,', 14. 1997 
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CHECKLIST FOR REVIEWING OF SYSTEM SEcuRITY PROGRAM PLANS 

'l'ransi~ Agencya Sacramento Regional Transit District 

Reviewer a Date: 

No. 

1 

LEN HARDY 

CHECKLIST ITDl 

Int~oduc\l60 \0 Syste~ 
Security 

SYSTEM SBCURITY REQUIREMENTS 

Does the plan co~tain or provide fort 

•• A statement e-t>haslalng the iR'pOrtance of seCurity In 
all alJpect5 of the hansit agency's opeuUonsl 

b. An explanation of the purpose of the security progtaml 

c. A description of. the goals and objectives of the 
security programl 

• 
d. A scOpe description that defines the role 6f the 

security progta~. Identifies who Is In charge, hov ~ny 
people are involved. ",hat their functions ate. and 
their pasltlons/repOitlng relatiOnships within the 
tianslt system otganilatlonl 

e. A discussion of how the'ttanslt agency·s person in 
charge of security Interacts with the transit agency·s 
ovn seCurity forces flf any', loeal municipal pOlice 
departments and other lav enforcer-ent agencies? 

f. Rec-ognlt16n <:it the CPUC staU·s authOrity and 
responsibility for overseeing i~lementatlon of the 
securIty progra~ by ie~levlng ~etoids. wltnessin9 
Inspections and tests, inspecting !aclUtles~ 
participating In training sesslons.-Observing work 
practices and auditing total prOgra~ i~plementatlon? 

Nov. 14, 1991 

INCWDlID PAGB 
REF. 

V. N 

- - - ----~""-~---: - -

X l-lem<> by PHka 
.. Robinson 

X Sec. Ll:. 

X Sec. 1.2 

X Sec. 1.3 & 1.4. 
2.9 

. 

-
X Sec. 1.3 & 1.4 

X Sec. LS, Set. 

• 

3.1 

L-____ -L ____________________ ~ ________________________________ ~ __ ~~.=~.,~_~~ __ ~~ __ ~ ____ ~ ____ -L __________________ ~ 



. 

2 
Tnralt system a. An 0~9~nllatton cha~t showing the !eiatlons~tp between X Sec. 2.1 
DescripUon sysle •• ecu~l\~. syste~ safety and the other transit 

~~eo¢y depa~t~ntsl 

b. A ~escTlptlon or tabulation of the ~afor factlltles . X Sec. 2.9 that a~e Includ~d In the secu~lty ptOg~ •• alon~ with a 
~esc~lptlon of the securltI ~evlcesand p~QCedures that 
ace used to protect those acilitles'. 

c. A descr-iption. of current cood:itlbn~ In tu~ of crime X' Sec. i.6. 2.9 
rates and $ecurlty breaches by location? . 

d. A sUl'llllluy of what Is .currently be1r19 &>ne to 1!l.b:I_he 
. the security of passengeis and er.ployees In ten.s of 

both proactive progra~s and eme~gency response 
X Sec • 2.9 

measu~es? 

3 Hanagelllent and a. Requirements for conducting perIodic reviews or audits X Sec. 3.1 
Modification of the to deter.lne ~pllance with the securlty portion of 
System Secu~1ty Portion the syste~ safety progra~ plan? 
of the phn 

IdenUilcatlor'l of "'00 HI responsIble fo~ (lupara'tlon b. X Sec. 3.1 
and .. dntenance or the security portion of the $:istelll 
safely progralll phnl Including pedodlc revlelo's and 
updates? 

• . , 

c. Configuration controls to ensure ~iflcatlons ate Sec. 3.3 
, 

properlr evaluated by ~nage~ent before adoption. nade X 
in writ 09. and distributed to all vith a need to koov 
thrOugh cOa;pllance with a forlllal conUguutton chat'lge 
control p~oceduies? 

4 Syste~ security ~oles and a. ~he Identification by title ~nd descrIptiOn of each 'of Sec. 4.3. 4.4,4.5 
Responsibilities the ·laplementlng procedures that are hu:lWed in the X 

security portlon of the syste. safety progra~ pla~, 
Including the proCedures lor security pr09ra~ planning. 
proactive r.easures. emergency response measures. and 
tralnl!19? 

b. The identification of specific de~art~~nts and persons 
in c~arge of the preparation. ~ flcation and X Sec. 4.2 
il!ple~ntation of each of the procedures Identified In 
hi.' aOO\"e. . 

. C. A description of the required training and. 
certification pr09ra~s fOr er.ployees whOse job duties X Sec • 4.4 
Include. In whole or in part. a syste~ security role? 

.e 



5 
Th~eal and \~lne~ablllty a. A descrlpilon of the ~ethods used to Identl(y th~eats X Sec. 5.1 Ident Ulcatlon. and Vulne~ablllttes of the t~an,tt'rsle~l 
"'sses,,,,enl. and 
Resolution b. Requlre=ents' (or c;oodl.lcUI1 se(;Ul"it)' assessments of Sec. 3~3 syste_ e~tensloO' and ~l Icatlons to ~\e sure that X 

security Is given (ull <:'OIlsldeuUOll d<ldng the design . phue? ' 

C. A pr09~a. of security equipment 'testing and faclilty 
Inspections to a,;ess the vulne~abl1lty of the trinslt 
srste~ to security threatsl 

X Sec. 5.1 

d. A descrl~tlon of the seeurlty data that Is toHected 
and how t Is collected and distributed to penons with X Sec. 5.1 
a need to krY.Iwl 

e. A descriptiOn of how'and by w~ security In(o~tlOn 
3.3 is analyted to Id,entlfy, trends of recuu ng security X Sec. 

incidents and to assess the p~obability and severity of 
threats and syste~ vulne~abilityl 

. 
f. A description of the security reports th~t are X Sec. 5.1. 3.3 

~outlnely prepared and how and to whoQ they are 
distributed? 

9· The resolution of Identified threats and . 
Sec. 3.3 vulnerabilities by elimination. ~ltl9atlOn and X 

ac~eptancel • . 

6 
Ir.plelr,entatlon and a. Regular pr6gress levlews on a periodic scheduled rosls Sec. 7.1. 7.2 & £vatuatlon of the System by top ~anagement to assule that the security pl09~a~ X 
Security Portl~ o( the sU.)·, cunent with changing condltionSl 

7.3 Phn 


