PUBLIC UTILITIRS COMMISSION OF THE STATR OF CALIFORNIA
Safety and Carriers Division RESOLUTION ST-34
Bnganeellng Safety Branch Date December 3, 1997
Transit Safety Section

RESOLUTION
RESOLUTION ST-34. GRANTING APPROVAL OF THE SACRAMENTO

REGIONAL TRANSIT DISTRICT'S SECURITY PORTION OF THE
SYSTEM SAFETY PROGRAM PLAN

SUMMARY

This reésolution grants the request of the Sacramento Reglonal
Transit District's (SRTD) for approval of the security portion
of its System Safety Program Plan (SSPP).

BACKGROUND

The Intermodal Surface. TlanspOItatlon EfflClenCY Act of 1991
directed the Federal Transit Administration (FTA) to issue a
rule 1equ1r1ng the States to oversee the safety and security of
rail fixed guldeway systems not regulated by the Federal .
Railroad Administration. That rule {(the FTA's rule), 49 CFR
Part 659, became effective on January 26, 1996. The FTA's rule
requires, in part, that éach rail transit agency prepare a SSPP.
The FTA's rule further 1equ11es the de31gnated State OVEISlght
agency to approve, in W11t1ng, each rail transit agéncy's SsSpPpP,
except for the security poxtlon, by January 1, 1997. The
Commission fulfilled thls requirement by approving each rail
transit agency's SSPP in December, 1996. The FTA's rule allows
each rall transit agency an additional year to prepare the
secullty portion of its SSPP. The State oVer31ght agency is
1equ11ed to approve each rail transit agency's security portion
of its SSPP prior to January 1, 1998.

Governor Wilson designated the Commission as the State oversight
agency by letter dated October 13, 1992. The Commission then
responded to the FTA's rule by adopting General Order No. 164.
General Order No. 164 (now General Order No. 164-A) was revised
on September 3, 1997, to add the requirements that éach rail
transit agéncy must follow in order to obtain the Commission's
approval for the security portion of its SSPP.
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DISCUSSION

By letter dated Noveinbex 14, 1997, SRTD submitted the security
portion of its SSPP for review by staff of the Rail Transit
Safety Section (Staff) and approval by the Commission. Thée SRTD
submittal has been reviewed by Staff in accoxdance with a 6-

int checklist. Staff's review found that SRTD's submittal is
in compliance with General Order NO 164-A and the FTA's rule.
The compléted checklist showing the details of Staff's review is
attached as Appendix A. Based upon the results of this review,
Staff recommends that the Commission grant approval of SRTD's
security portion of its SSPP.

PROTRBSTS
No protests ox objections'have been received.
FINDINGS

1. By letter dated N0vember 14, 1997. SRTD has reéqueésted the
Commission's approval for thé security portion of its SSPP.

2. Staff has reviewed the security portion of SRTD's SSPP and
determined that it meets the reguirements of General Order
No. 164-A and the FTA's rule.

Staff recommends that the request of SRTD for approval of
the security portion of its SSPP be granted by the
Commission.

THERRFORE, IT IS ORDERED that:

SRTD's requést for approval of the security portion of its
System Safety Program Plan is granted.

I hereby certify that this Resolution was adopted by the Public
Utilities Commission at its regular meeting on December

The following Commissioners approved it: y
(ﬁi/{;QJ(%>f/ y

s

WESLEY M. FRANKLIN
Executive Director

P. Gregory Conlon
President
Jessie J. Knight, Jr.
Henry M. Duque
Josiah L. Neéper
Richard A. Bilas
Commissioners

3 1997.-0

NEGR Y
B




SUMMARY CHECKLIST :
FOR REVIEWING THE SECURITY PORTION OF
SYSTEM SAFETY PROGRAM PLANS

TRANSIT AGENCY:; Sacramento Regional

Transit District’

PLANTITLE:_ SYSTEM SECURITY PROGRAM PLAN

REY.NO. DATE: NOVEMBER 1997

mrw>r"omaon>zc

MrErE»NTRO0”

ITEM

Introduction {o System Security

Transit System Description

Management and Modification of the System Security Po‘rtiOn of the Plan

System Security Roles and Responsibilities

Threat and Vulnerability 1dentification, Assessment and Resolution

Implementation and Evalulation ¢f the System Security Portion of the Plan

The Security Portion of the System Safety Program Plan is:

Acceplable

Unacceptable, Revise and Resubmit

Reviewed by: __Len Hardy j;,u #Vw/é/ Date: Nov. 14, 1997

‘Approved by: Alex E. LUtkUS éfé% i : ate: Nov. 14, 1997




CHECKLIST FOR REVIEWING OF SYSTEM SECURITY PROGRAM PLANS

Transit Agency: Sacrameanto Regional Transit District

Reviewer: : , Date: : ‘
LEN HARDY ’ : Nov. 14, 1997

No. CHECKLIST ITEM : SYSTEM SECURITY REQUIREMENTS > | pAGE ~ COMMENTS
REP,

~

Does the plan contain or provide for:

Introduction to System a. A statement émphisizing thé importance of security in Hem{? by Pilka’
Security all aspscts of the transit agency's operations? .- Robinson

An explanation of the purpose of the securlty prograa? Sec: 1,1

A description of the goals and objectives of the :
security program? i Sec. 1.2
*

A scope description that defines the role of the N
security program, [dentities vho is In charge, how many ) . .
people are fnvolved, what their functions are, and Sec. 1.3 & 1.4,

their positions/reporting relatiocaships within the 2 9

transit system organization? i N *

A discussion of how the transit agency's person in ) :
charge of securlty Interacts with the transit agency's ; 4
own security forces {(if any}, local wmunicipal police Sec, 1.3 &1,
departments and other law enforcemént agencles? ;

Recognition of the CPUC atati's authority and )
responsibility for overseeing implementatlion of the Sec. 1.5, Sec. 3.1
security program by reviewing records, witnessing
inspections and tests, inspecting facilities,
participating in tralning sessions,” observing vork
practices and auditing total program implementation?




Transit Systea
Pescription

An organlzation chart showing the relationship berween
system securlty, systea safety and the other transit
agency depariments? .

A description or tabulation of the major facilities
that are includsd in the securlty program along with a
description of the securltg devices and procedures that
are used to protect those facilities?.

A description of current conditlbns in terms of crime
rates and security breaches by location?

A summary Of what §s currently being done to maximize
the securlty of passéngevs and employees fn terms of
both proactive prograns and emergency response
measures?

Sec.

Sec.,

Sec.

Sec.

Hanajement and
Bodliication of the
System Securlty Portien
of the Plan

Requirements for conducting periodic reviews or audits
to determine cowmpliance with the security portion of
the systen safety program plaa?

1dentiflication of vho s responsible for preparation -
and malntenance or the security portlon of the jystem
safety program plan; including periodic revievs and
updates?

Contiguration controls to ensure modificatlons are
propérly evaluated by mandgesent before adoption, made
in writing, and distributed to all with a need to know
through corpliance with a formal configuration change
control procedures? -

Sec.

Sec.

Sec.

3.1
3!1

3.3

Systen Security %koles an
Responsibilities

]

tThe identification by title and descripticn of cach of
the loplementing procedures that are iacluded in the
security portion of the systea safety program plang
including the procedures for security program planning,
proactive measures, emérgency response measures, and
training?

The identitication of specific degartments and persons
in charge of the preparation, modification and
inplementation of each of the procedures ifdentified in
a.} above. .

A description 6f the required tralning and.
certification prograns for employees whose job duties
include, in wvhole or {n part, a system securilty role?

Sec.

Sec.

Sec.

4.3, 4.4,4.,5

4.2

4.4




Threat and VYulnerability
1dentification,
Assessment, and
Resolution

A @escription of the methods used to identify threats
ard vulnerabllities of the transit system?

Regqulirements for conductln? security assessments of
system extensiocns and modlitications to make sure that
security is given (ull considerstion during the design

phase? -

A program of security equipment 'testing and facility
inspections to 233ess the vulnerabllity of the transit
system to security threats?

A de2acription 6f the secuflty data that is collected
and how it 13 collected and distributed to persons with
a need Lo knowy

A description of hov and by whom security intormation
is analyzed to fdentify trends of recurring security
incidents and to assess the probabllity and severity of
threats and systeén vulnerabliity?

A desctibt!oﬁ of the securlty reports that are
routinely prepared and how and to vhon they are
distributed?

The resoluticn of identified threats and
vulnerabilities by elimination, mitigation and
acceptance?

-

Irplerentation and
Evaluation of the Systea
Securlity Portion of the
Plan

flegular progress reviews on a periodic scheduled basis
by top management to assure that the security program
stays current with changing conditlions?

7.1, 7.2

7.3




