
PUBLIC UTILITIES COMMISSION OF THE STATE OF CALI~~RNIA 

Rail Safety and Carriers Division 
Rail Engineering Safety Branch 
Rail Transit Safety Section 

RE~QL!lT.!OH 

RESOLUTION ST-35 
Date December 3, 1997 

RESOLUTION ST-3S. GRANTING APPROVAL OF THE SAN 
FRANCISCO MUNICIPAL RAILWAY'S SECURITY PORTION OF THE 
SYSTEM SAFETY PROGRAM PLAN 

SUMMARY 

This resolution grants the request of the San Francisco 
Municipal Raih .. ay (MUNI) fot" approval of the security portion of 
its System Safety Program Plan (SSPP). 

BACKGROUND 

The Intermoclal Surface TranspO~tation Efficiency Act of 1991 
directed the Federal Transit Administration (ITA) to issue a 
rule requiring the States to oversee the safety and security of 
rail fixed guideway systems not regulated by the Federal 
Railroad Administration. That rule (the PTA's rule), 49 CPR 
Part 659, became effective on January 26, 1996. The ITA's rule 
requires, in part, that each rail transit agency prepare a SSPP. 
The FTA's rule further requires the designated State oversight 
agency to approve, in writing, each rail transit agency's SSPP, 
except for the security portion, by January 1, 1997. The 
Commission fulfilled this requirement by approving each rail 
transit agency's SSPP in December, 1996. The ITA's rule allows 
each rail transit agency an additional year to prepare the 
security pol.-tion of its SSPP. The State oversight agency is 
required to approve each rail transit agellcy' s security portion 
of its"SSPp prior to January 1, 1998. 

Governor Wilson designated the commission as the State oversight 
agency by letter dated Octobel' 13, 1992. The Commission then 
responded to the PTA's rule by adopting General Order No. 164. 
General Order No. 164 (now General Order No. 164-A) was revised 
on September 3, 1997, to add the requirements that each rail 
transit agency must follow in order to obtain the Commission's 
approval for the security portion of its SSPP. 
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By letter dated November 14, 1997, MUNI submitted the security 
portion of its SSPP for review by staff of the Rail Transit 
Safety section (Staff) and approval by the Commission. The MUNI 
sul;>rnittal has been reviewed by Staff ~n accol.-dance with. a 6~ • 
po~nt checklist. Staff's rev~eW found that MUNI's submlttal ~s 
in compliance with General Ordel.' No 164 ~A and' the ITA' s rule. 
The completed checklist showing the details of Staff's review is 
attached as Appendix A~ Based upon the results of this review, 
staff recommends that the Commission grant approval of MUNI's 
security portion of its SSPP. 

PROTESTS 

No protests or objections have been received. 

FINDINGS 

1. By letter dated November 14, 1997, MUNI has requested the 
Commission's approval for the security portion of its SSPP. 

2. Staff has reviewed the security portion of MUNI's SSPP and 
d~termined that it meets the requirements of General order 
No. 164-A and the FTA's rule. 

3. Staff recommends that the request of MUN! for approval of 
the security portion of its SSPP be granted by the 
Commission. 

TIIEREf:oURE 1 IT IS ORDERHD that: 

MUNI's request for approval of the security portion of its 
System Safety Program Plan is granted. 

I hereby certify that. t.his Resolut.ion was adopted by t,h~~:-publ'tc, 
utilities Commission at its l.-egular meeting on D~cenJ)~i·.:3~ 199'1 ::,.,. 

The following Commissioners approved iy~'~~, 

-2-

WESLEY M. FRANKLIN 
Executive Director 

P. Gregory Conlon 
President 

Jessie J. Knight, Jr. 
Henry M. Duque 
Josiah L. Ne~per 
Richard A. Bilas 

Commissioners 
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. SUMMARY CIIECKI.IST 
rOR REVIE\VIN'G·TIIE SECURITY PORTION OF 

SYSTEM SAFETl' PROGRA~I PLAi,,\S 

TRANSIT AG[~C\': SAN fRASCISCO }WNICIPAL RAIL~AY 

PLAN TitLE: SYSIEt'l SECURITY ·ELFl'lENT OF THE SYST&\I SAFE1Y 

PROGRA}{ PLJ.N 

REV. NO. DATE:' NOV. 14. 1997 
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ITEM 

. 
J Introduclion 10 System Security 

1, Transit System Description . 
3 ~bnag(men( and Modification orthe S)"stem Security Portion or the Plan 

4 System SNurHy R~ltS 2nd Resppnsibilities 

S Threat and \'uTnttability Identification. Assessment and- Rc-solution 
. 

6 Implementation and [ululation of tbe System Sectlrily Porlion of the Plan 

. 
. 

The Security Portion of the System S3(dy Program Plan is: 
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CHECKLIST FOR REVIEWING OF SYSTEM SECURITY PROGRAM PLANS 

Transit Agencyt HUNI 

Reviewert 
LEN IIARDY 

No. 

1 

CHBCUoIST ITEM 

IntroductiOn to syst~m 
Secutlty 

SYSTEM SBCURIT'i REQUIREMENTS 

Does the plan contaJ._n_9~ provide- f?r: 

a. A state"'~nt elnphuhlilg the llIIpOrUnce of se~rHy In 
all aspects of the transIt agenty's operationsl 

b. ~ e~p1anatlon of the purpose of the security program? 

c. A description of the goals and objectivu of the 
security progra~) 

d. ,. scope description that deflnes the role of the 
secutlty progu •• Identifies .... oo is in charge.' bow lIany 
people are Involved ..... hat thelr funcUoos are, and 
their pOsitions/reporting relationships .... Ithln the 
transit syste. or9anl~atlon? 

e. A discussion of how the transit agencyl. persOn In 
chaige of secutlty interacts .... ith th~ transit agen'cyls 
ova security forces flf any). local eunlclpal Pollee 
depart~ents and otheilav enforcement agencies? 

f. RecognitiOn of the croC staff-. authotltyand 
responsibility (or overseeing l~\e~entatlon of the 
security pr6gra~ by ievlevlng records. ~itnessing 
inspections and tests. inspecting facilities, 
pa:rtlclpatlng In training se·ul60'. observing ,",ork 
practices and auditing total progra~ Illplementatlon? 

Datet 

INCLUDED 

Y N 

X 

. X 

X 

X 

. 

X . 

x 

Nov. 14. i997 

pAGli CQro9mNTS 
UF.' 

Sec. 1.0 

Sec. 1\1 & 1.2 

Sec. 1.2& 1.3 

Sec. 1.4 

Sec. 1.4 7 1.5 

Sec. 1.6 

• 



, 

2 
Tr-"n!ll~ System a. An or96nl'6tloo chart showIng the J~t.tlon'hlp ~t~een X Sec. 2.1 DescriptiOn sY!lte~ securi~y. sy,tem sarety an~ the other translt 

"gency dep'.ltClents? 1 . 
b. A. descriptiOn or tabulatiOn of the eta,,,.- facilities 

X Sec. 2.2 that ate included in the security program alOng with a 
de,crlp~l6n of the secor-Itl devices and proc~dure!l that 
are used to ptotect those acilitiesl. . 

• , 

c. A desctlptlon ot CUT tent conditIons In tetms of <ri£! .' X Sec. 2.3 
~ates and $ecutlly breache, by locatiOn? , 

d. A. summary of "'hal Is currently .~In9 done to .,~d.he 
the security of passengers and employees tn tetes of X Sec. 2.4 
both proactive pr09t"~s and e~ergency response 
Jneallures) 

3 Maonagement .0<1 a. Requlte~ents for Conducting perIOdic reviews or audits X Sec. 3.1 & 3.2 Modification of the to determine ~pllance with the security portion of 
Systelll Security Portion the systelll safety prOgralll plan? .. 
of the phn 

b. Identification of who Is responsible for preparation 
a~d ~alnttnance or the security portion of the syste~ X Sec. 3.1 & 3.2 
safety program plan, including petlodlc ~evievs and 
updates? . . c • confi9uratlon controls to ensure ~lflcatiori~ u-e , 
properly evaluated by ~nagement ~(ote adoption. nade X Sec. 3.3 & 3.4 
In ",rltlng. and dlsttibuted to all ~lth a need to knOY 
through cOmpllance with a (orlllal configuration change 
control pr~edutes? 

4 Systea Security Roles anc a. The identification by title and descdpUoo of each of X Sec. 41. & 4.3 & Re$ponsibilities the i~lementln9 ptocedutes that ate included In the 
Sec. 5.1 security pOrtion o( the system safety ptagra. plaoJ 

including the procedures for securitv prOgram planntng. 
proactive ~easures. emergency response .easures. and 
~rainingl 

b. The IdentlHcaHon of ~peclttc departlllents and persOns X Sec. 4.2 in charge of the prepatatieo. rodlflcation and 
Implementation of each of the procedures· Identified tn 
(a.) above. 

C. ~ description of the te~lted training and. 
X Sec. 4.3 certification ptograms or e~ptoyees·whose jOb.duties 

include, tn vhole or In part. a systelll security role? 



Threat and '~lnerlblllty a. A description of the ~ethods used to Identify threat. X Sec. 5.2 
5 Jdent lflcatlon. and vulnerabilities of the transit# .yste~? 

~ 

~se,s",ent. and 
I\esolutlon b. Re~lrements for cOnductl~ security assessments of Sec, ~,L5 syste~ extensions ~nd ~I Icatlons to ~\e sure that X 

security Is given full consideration during the design - phase? 

- C. A progulil of securltv e~lpment 'tuting and facility X Inspections to assess the vulnerability of the transit 
syste~ to security threats} 

d. A description of the security d~ta that Is collected X Sec ,- 5.2 
and how It Is collected and dIstributed to penons ",lth 
a need to know? 

e. A description of how and by whoa security InformatiOn 
5.2 & 5.5 is .nalyred to identify trends of recurring security X Sec. 

Incidents and to assess the probability and severity of 
threats alld systelll Vulnerabllityl 

f. A description of the security rePQrts th~t aie X Sec. 5.2 
routinely prepared .nd how and to "'~ they are 
distrlootedl 

g. The resolution 6f Identified threats ahd -
vulnerabilities by eliBlnatloo. ~ltI9ati6n and - - X Sec. S.S 
acceptance? • -

-
6 

I~plementatlon and a. Regular progress reviews On a periodic scheduled basis 
Sec. 6 £valuation of the Syste~ by tOp ~anage~ent to a,sure that the security progra~ X Security Portion of the stays current ",lth changing condition,? 

Plan . 


