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PUBLIC UTILITIES COMMISSION OF THE STATE OF CALIFORNIA 

Rail Safel)' ~nd Carriers Dh;ision 
Rail Enginccring Safely BrM\Ch 
Rail Tr.msit Safety Sc<tion 

Resolution ST .. 39 
D'lle: ~ptember 17, 1998 

RESOLUTION sr<w. < GRANTING APPROVAL OF THEtOS ANGELES 
COUNTY METROPOLItAN 1RANSrORTATION AUTi-IOR:ny;S 
SECURITY PORTioN OFTI-IESYSTE~{ SAFETY PROGRAM PLAN 

Summary 

This resolution gl'.\nls the requcst of the Los AI\geles Counly Mctropolit<ln 
Tr.u\sport,\tt<m Authority (LACMTA) for approval of the sccurit)' portion of its Systcnl 

_ Safety Progr.lnt Plan (SSPP). 

~,-,-... 
-w 

Background 

The Intcclllodal Surf.'tce Tr.u'\sp6rt'ltioli. Efficiency Act of 1991 directed the Fcdcr.ll 
Trtmsit Adn\inis'tr.ltion(FTA) to issue a rule requiring the St.lles to over$CC the safet)' 
and security oi rail fixed guide\~'ay systeri\s not regulated.b); the Peden" Railroad 
Adri,\inistratioll. That rule, 49 CFR Pmt 659 (".A's rule), bccalile e((ective oJi.]an\liuy 
26, 1996. TIle FtA~s rute rcqllirt:S, iii. part, that eMh ritil tr,\nsit agency prepare a SSPP. 
nle FTA's rute it_'rlher requires the desigllated State oversight agency to approve, in 
wr~ling, e.Kh r.lit tr.lIlsit agency's SSPP, except (or the sccurit}' portIon, by ]anllar}' I, 
1997. TIle Conlmission fulfilled this tcquiremc~ll by approving e.lch r.'U transit 
agency's SSPI' inlA"'Cember, 1996. The FTA's rule allows each r .. lil tr.lllsit agency an 
additional rear to prepare the security portion of its SSPP. The Stale oVersight agellcy 

. is reqtliredto approve ('.leh r<lit tr.lIlsit agency's security portion of its SSPI' prior to 
January 1, J998. 

By Jetter dated November 13,J997 the los AllgelesCount}' MctropolltM\
Transport_ation Attthorit), (LACMTA) requested all ~xtcnsiOi\ of tinte until AprillS,- . 
1998 to suhniit 'th~ sc<urity portiol'i of its Systen\ Safety Prog'ram Plan (SSPI» -', Th~
r('.lsOli. for the requested time extension Was that the LAC~1TA WM (estructuring their 
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entire SC'Curity progr.lIl\ which invoked Illcrging the LACMTATr.ll\sit Police 
Dep.ulmC-llt into the Los Angcles Police Dep<lrtlllcnt (LAt'O) and the Los Angetc-s 
Count)' ShNiff's Departlllcnt (Shc-riff's Department) . This time ex(c-l1sion was gr.llltro 
by Resolution ST-31. ' 

Discussion 

tACl\ ITA subinittoo the sc<urity portio}\ of its SSPP on April'IS, 1998, This submittal 
was re\'iewed by staff and found to be lacking in certain areas,. LACMTA re\ ... ·orked the 
S('(llrity portion of its SSPP and r~s\lbn'ittedit to the Comlllissiollby leiteedatedJul>, 
22,1998. The reworked subn,ittal has been re\'iewcd by sl~\(( in accordance with'a 6-
point duxkiist and-found to be incon'pliante with Gener.l' Order No 164-A M\d the 
Ff A1s rule. The coW1J-'lletcd checklist showhlg the details of staff's review is auached as 
AppNldix A. BaSed upon the resultsof thisre\'iew, stc1ff rceomn\cnds that the 
ComrilissioI'l gr4"nt approv."l of LACMTA's security portiOi\ of its SSPP. 

Protests 

_ No protests or objediolls have been recch'ed. 

Findings 

1. B)' Ictter dated July 22, 1998, LACMTA hCl5 r&luesied the Col'nmission's approval 
(01' the securit), portion of its SSPP. 

2. SI.lf( has rc\,icWcd the security portion of LACMTNs SSPP and determined that it 
meets the rcquiremCl\ts of General Order No. l&l-A and the FT/Vs rule. 

3. Staff rc(ollullends that the request of LACl\ITA for approval of the s(xUrlty portion 
of its SSPP be granted by the Conlmission. 

THEREFORE, IT IS ORDERED that: 

LACMTA's request for approval of the security portion of Its System Safety Program 
Plan is granted. . 
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I hereby ('('rliCr that this Resohttion was adolltcd by the Public UtiHties Commission of 
the Slate at its regltl.'lr meeting in California held on Scp'tember 17, 1998. The followhig 
Commissioners ,'otitig fa.,'or,lbly therron: 
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\VbSLEY ~i. FRANKLIN 
Executive Dire<:tor 

Richard A. Bilas 
President 

P. Cregory Coi'lIOl\ 
Jessie J. Knightj'jr •. 
Henry M. Duque 
jOsiah L. Neeper 
Commissioners 



APPENDIX .-\ 

,-
SUMMARY CHECKLIST 

FOR REVJEWJNG THE SECURITY PORTION OF 
SYSTEM SAFETY PROGRAM PLANS 

u 
TRANSIT AGENCY: LOS ANGELES COUNTY N 

METROPOLITAN TRANSPORTATION AUTHORITY A A 
C C 
C c 

PLAN TITLE: SYSTEM SECURITY PROGRAM PLAN E E 
P P 
T T 

REV NO: DATE: July 1998 A A 
B 8 
l l . 
E E . 

ITEM 

1 Introduction to System Security X 

:2 Transit System Description X 

3 Management and MOdification Of the System Security Portion of the Plan X 

4 System Security Roles arid Responsibilities X 

5 Threat and Vulnerability Identification, Assessment &: Res6hition X 

6 Implementation and Evaluation of the System Security Portion of the Plan X 

-

The Security Portion of the System Safely Program Plan is: 

_X_ Acc~ptable . 

Unacceptable, Revise and Resubmit 

Reviewed by: Audrey Ong ~G~_ Date: August 3. 1998 

~bY: Len Hardy &"', <JI.,~~ ~ Oate~ tb-,# J 111,./'19''6' 
t/' 



CHECKLIST FOR REVIEWiNG THE SECURITY PORTION OF 
SYSTEM SAFETY PROGRAM PLANS . 

TransIt Agency: lOS ANGELES COUNTY METROPOLITAN TRANSPORTATION AUTHORITY 
Reviewer: AudreyOog Date: AUGUST 3, 1998 . 

No. CHECKLIST ITEM SYSTEM SECURITY REQUIR~MENTS INCLUDED PAGE COMMENTS 
- REF 

Does the plan cOntain Or provide for: Y N 

1 IntrOduction 10 System Security a. A statement emphasizilig the Vnportance of security X 5 sect II fotew6fd 
in aU aspe<;ts of the transit agency's operatiOns? 

b.- An expfanatiOn of tM purpOse of lhe security X 6 Secllll ExeCutiVe Summai)' 
program? 

c. A de-$frlptiOfI 6f ":to goats and Objectives of the 
s~rity program? 

X 5,15 Sect. VII C 

d_ A stOpe desCfiptiorl that defines lhe role of the X 15. Sed. VII D-l 
securily program. identifies w!lO is in charge, how 17-19 
many people are involVed. what thetr functions ate, 
and their p6sm60sliep6rting relationships Within the 
transit system organizatiOn? 

e. A diseuss;oo of how the transit agency's pefson in X 20,67 Sect_ Vii E-1c & 
charge of security interacts with the transit agency's M Oirector of Security*s 
own security forces (if any), lOCal muniCipal pOliCe Management Integration 
departments and Other law en fOt'ceinetlt agencies? Program 

f. Recognition of the CPUC staffs authOrity alid X 10 Sect VlI N California Pubtic 
respOOsibility foc Overseeing impten'lentatiOn of the Utilities Commission AuthOfily 
s~"'urity program by revieWing records. witnessing 
inspectionS and tests, inspecting fac~lities, 
participating in training sessions, observing work 
SXactices and auditing total plogram Implementation? 



!Transit ncy: LOS ANGELES COUNTY METROPOL TRANSPORTATION AUTHORITY 

No. CHECKLIST ITEM SYSTEM SECURITY REQUIREMENTS INCLUDED PAGE COMMENTS 
REF 

Does the plan c6ntalr'l or provide for: Y N 

2 Transit System DescriptiOn a. An organizaoon chart shOwing the retationship X 12 
between s),stem security. system safety and the 
other transit agency departments? 

b. A descriptiOn 6t tabutatiotl of the major faCIlities that. x 14 Soct. VIII A& Appx 
are included in the security program aJ609 with a 
descriptiOn of the security c;feviceS aM procedures 
that are used to protect those faCtlities? 

c. A description of eorrent COnditiOns in termS of crime X 14 SOO. VIII A & Appx 
rates and security bfeeches by locatiOn? 

d. A sumrnal'y of what is turrenUy being dooe to X 16 Socl. VIII C 
r-naximize the security of passengets aM employees 
in (erros of bOth proactive programs and emergency 
response measures? 

3 Management and ModifiCation of a. Requirements for (;()()dueting periOdiC reviews O( X 76 [Sect VIII 0 
the System Security Portion of the audits to determine oomptiance with the security 
Plan portion of the system safety program pfan? 

b. IdentificatiOn of who is reSpOOsibfe for preparatiOn X 77 Sect.VlIIE 
and maintenance of tM security poctiOn of the 
system safety program plan; including periodic 
re-r.ews and updates? 

c. Cooflguraoon oootrols to ensure modifICatiOns are. X 11 Sect. VIII F 
properly evafuated bl' management before adoptiOO, 
made in writing, and distributed 10 all with a need (0 

Jmow through COmpliance with formal oonf'9uration 
change control prOCedures? 

4 Systetn SeCurity Rofes and a. The identification by title and description of each of X 18-80 Sect.IXA-E 
Responsibilities the impfementing procedures that are included in the 

security portion of the system safety prOgram plan; 
including the procedures ror security program 
ptanning, proactive measures, emergency response 
measures, and Iraining? 



Transit . LOS ANGELES COUNTY METROPOL TRANSPORTATION AUTHORITY 

No. CHECKLIST ITEM SYSTEM SECURITY REQUIREMENTS INCLUDED PAGE COMMENTS 
REF 

DoeS the plan contain or provide (or: y N 
b. 100 ldentifJcatl6n of spedftc deMrtmenls aoo pe($OOS in 

charge of the pteparaoon, m6diflCaliOO aM implementation of 
X 78 Sect.IXF 

each of the p<ocedures identified in (a.) above? . 

c. A desCription of the requiroo training and certificatiOn PrOgrams X 80 Sect.IX·G 
for emplOyees whOse jOb duties include, in whOle Of in part. a 
system security cole? 

5 Threat and Vulnerability . a. A desCripti6f'l of the methOds used t6 identify threats and X 83-84 Sect. Xli 
IdetttiflcatiOO, Assessment vulnerabilities of the transit system? 
and Resolution . 

Requirements JO( OOOductiog security assessments of system Sect. XO b. X 85·86 
extensioos arMI modifications 16 make sure that security is' 
given fun tOoslderatiOn during the design phase? 

c. A program of security equipment testing andfaci!ity X 68 . Sect. X E-1 
inspections to assess the vulnerabtlityof the transit system to 
security threats? 

d. A deseriptlon 6f the security data that is collected and how it is X 88 Sect X E-2 
cOllected and distributed to petsoos with a l1eed to know? 

e. A descriptiOn of how and bywhom securitY infOfmali60 is . X 88 Sect. XE-3 
ana1yzoo to identif)' ttends of recurring security Incidents aoo 
to assess the Probability aoo severity of threats an<fsystem 
vulnerability? 

f. A description of the seCurity repOrts that are routinely prepared X 88-89 Sect X E-4 
and how and to whom they ate distributed? 

g. The resolutiOn of identified threats and vutnerabilities by X tJ7.89·96 sect. X 0-1. 0-8 & E-5 
elimination, mitigation or acceplance? 

6 Implementation and a. Regular progress reviews on a periOdiC scheduYed basis by top X 90 Sect.XIA 
Evaluation of the System management to assure that the security program stays current 
Security PorOOo of the Plan With changing ooOditioos? 


