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Keeping America’s Pipelines Safe and Secure: Key Issues for Congress

Summary

Nearly half a million miles of pipeline transporting natural gas, oil, and other hazardous liquids
crisscross the United States. While an efficient and fundamentally safe means of transport, many
pipelines carry materials with the potential to cause public injury and environmental damage. The
nation’s pipeline networks are also widespread and vulnerable to accidents and terrorist attack.
The 2006 partial shutdown of the Prudhoe Bay, AK, oil field, and the 2010 pipeline accidents in
San Bruno, CA, and Marshall, MI, hax erghtened congressronal concern about pipeline risks.

prpehne network. HR. 6008 would require pipeline operators to provide 1mmed1ate telephomc
notice of a pipeline release to federal emergency response officials and would increase civil
penalties for pipeline safety violations. S. 3824 would increase the number of federal pipeline
safety inspectors, would require automatic shutoff valves for natural gas pipelines, and would
mandate internal inspections of transmission pipelines, among other provisions. S. 3856 would
increase federal pipeline safety inspectors, would require automatic or remote controlled shutoff
valves on new gas pipelines, would require public access to pipeline emergency response plans,
and would increase civil penalties for pipeline safety violations, among other provisions. H.R.
6295 would require automatic or remote shut-off valves for many pipelines and public disclosure
of pipeline locations, among other provisions. S. 1333 would change natural gas pipeline integrity
assessment intervals. H.R. 2220 would mandate a new federal pipeline security study.

As Congress debates reauthorrzatron of the federal pipeline safety program and oversees the
federal role in pipeline s / jpons may be raised concerning piibeline agency staff
S enaltres for pipeline safety 1atrons and the

resources, automatic pipgis
possible need for pipelin il
wish to assess how the v3
in the nation’s overall st
necessarily involve manyjig , , F g o1 i
small pipeline operators, and localffommunities. Revrewmg how these groups work together to
achieve common goals could be aff oversight challenge for Congress.
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Keeping America’s Pipelines Safe and Secure: Key Issues for Congress

Introduction

Nearly half a million miles of high-volume pipeline transport natural gas, oil, and other hazardous
liquids across the United States.! These transmission pipelines are integral to U.S. energy supply
and have vital links to other critical infrastructure, such as power plants, airports, and military
bases. While an efficient and fundamentally safe means of transport, many pipelines carry
volatile, flammable, or toxic materials with the potential to cause public injury and environmental
damage. The nation’s pipeline networks are also widespread, running alternately through remote

and densely populate ground, some below:; con
vulnerable to acciden ¢ 2006 partial shutdo
oil field due to pipe (ipcline accidents in S
MI, have demonstra  have heightened con,

(DOT), although its mspecu ) nforcement activities rely heavi 1 hips with
state pipeline safety § ‘ deral pipeline security progra i DOT as well,
immediately after the ¥ lember 11, 2001, but pipeline authorlty was
subsequently transf f 1 ‘ | of Homeland Securlty (DH the latter
department was created. 1h
the nation’s pipelines. The Federal Energy Regulatory Commlssmn is not operationally involved
in pipeline safety or security, but it can examine safety issues under its siting authority for
interstate natural gas pipelines, and can allow pipeline companies under its rate jurisdiction to
recover pipeling security costs. Collectively, these agencies administer a comprehensive and
complex set of regulatory authorities which has been changing significantly over the last decade
and continues to do so.

The federal pipeline safety program was authorized through the fiscal year ending September 30,
2010, and is currently operating under a continuing resolution. S. 3856 would reauthorize the
program through FY2014. Both the House and Senate versions of the Transportation, Housing
and Urban Development, and Related Agencies Appropriations Act, 2011 (H.R. 5850 and S.
3644) would provide appropriations for the federal pipeline safety program for FY2011.

Safety and S

Of the nation’s approxi
carry hazardous liquids
petroleum products, alon

! Hazardous liquids primarily include crude oil, gasoline, jet fuel, diesel fuel, home heating oil, propane, and butane.
Other hazardous liquids transported by pipeline include anhydrous ammonia, carbon dioxide, kerosene, liquefied
ethylene, and some petrochemical feedstocks.

2 Pipeline and Hazardous Materials Safety Administration, “Natural Gas Transmission, Gas Distribution, and
Hazardous Liquid Pipeline Annual Mileage,” online table, September 21, 2010, http://www.phmsa.dot.gov/pipeline/
library/data-stats.
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interstate crude oil and liquid fuel pipelines, which account for roughly 80% of total pipeline
mileage and transported volume.’

The U.S. natural gas pipeline network consists of around 217,000 miles of interstate transmission,
and 89,000 miles of intrastate transmission.’ It also contains some 20,000 miles of field and
gathering pipeline, which connect gas extraction wells to processing facilities.” Around 120
systems make up the inferstate gas transmission network; another 90 or so systems operate
strictly within individual states.® These interstate and intrastate gas transmission pipelines feed
around 1.2 million miles of regional pipelines in some 1,400 local dlstrlbutlon networks.” Natural

transportation modes. At
pipelines reported an g

including third- party i
operator error. Natural forc?e : such's floods and earthquakes can also damage p1pehnes There
were 102 hazardous liquid pipeline accidents, 84 natural gas transmission (including gathering)
pipeline accidents, and 1,608 natural gas distribution accidents in 2009."

Although pipeline releases have caused relatively few fatalities in absolute numbers, a single
pipeline accident can be catastrophic in terms of deaths and environmental damage. Notable
pipeline accidents in recent years include:

*  1999—Asasoline pipeline explosion in Bellingham, WA, killed two children and
an 18-year-old man, and caused $45 million in damage to a city water plant and
other property.

3 Richard A Rabinow, “The L
Prepared for the Association
 Energy Information Admini
online table, 2010, http://
? Pipeline and Hazardous Mat
Liquid Pipeline Annual Milea
stats.

% Energy Information Administration, “ABbut U.S. Natural Gas Pipelines,” June 2007, pp. 1, 29,
http://www.eia.doe. gov/pub/oil_gas/natural_gas/analysis_publications/ngpipeline/fullversion.pdf.

" Pipeline and Hazardous Materials Safety Admin., September 21, 2010, http://www.phmsa.dot. gov/pipeline/library/
data-stats.

¥ Tbere are also approximately 6,300 miles of offshore gathering pipelines. Gathering pipelines in on the Outer
Continental Shelf regulated by the Departmentof the Interior are outside the scope of this report.

? Pipeline and Hazardous Materials Safety Administration, “Significant Pipeline Incidents,” web page, September 21,
2010, http://primis.phmsa.dotgov/comm/reports/safety/SigPSLhtml.

0 1bid.
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Keeping America’s Pipelines Safe and Secure: Key Issues for Congress

*  2000— Anatural gas pipeline explosion near Carlsbad, NM, killed 12 campers,
including 4 children.

*  2006—Corrodedipelines on the North Slope of Alaska leaked over 200,000
gallons of crude oil in an environmentally sensitive area and temporarily shut
down Prudhoe Bay oil production.

*  2007—Amccidental release from a propane pipeline and subsequent fire near
Carmichael, MlSSlSSlppl killed 2 people, injured several others, destroyed 4
homes, and b acres of grassland and woodland.

« 2010—dipc i€ Spifin MEF " A 1ch1gan released 819,

Pipeline Securit

In addition to their Vulnera%i ity to dccidents, pipelines may also be intentionally damaged by
vandals and terrorists. Some pipelines may also be vulnerable to “cyber-attacks” on computer
control systems or attacks on electricity grids and telecommunications networks. > Oil and gas
pipelines, globally, have been a favored target of terrorists, militant groups, and organized crime.
In Colombia, for example,rebels have bombed the Cafio Limon oil pipelineand other pipelines
over 950 times since 1993." In 1996, London police foiled a plot by the Irish Republican Army to
bomb gas pipelines and other utilities across the city.'* Militants in Nigeria have repeatedly
attacked pipelines and related facilities, including the simultaneous bombing of three oil pipelines
in May 2007." AMexican rebel group similarly detonated bombs along Mexican oil and natural
gas pipelines in July and September 2007."° In June 2007, the U.S. Department of Justice arrested
members of a terrorist group planning to attack jet fuel pipelines and storage tanks at the John F.
Kennedy (JFK) International Airport in New York."” Natural gas pipelines in British Columbia,

' See, for example: Boston G
2010; Bellingham Herald Edit{#

January 24, 2010; Janet Zink, [N
Mayor Questions Leak Detectf
“Pipelines: The Invisible Dangls

2 J L. Shreeve, “Science & TdBtMoMM K W " . ¥.Eme )
B Government Accountability Ofﬁce (G D), Securzty Asszstance Efforts to Secure Colombza s Cario Limén-Coverias
Oil Pipeline Have Reduced Attacks, but Challenges Remain, GAO-05-971, September 2005, p. 15; Stratfor

Forecasting, Inc.,” Colombia: The FARC’s Low-Level Pipeline Campaign,” Stratfor Today, June 23, 2008.
http://www _stratfor.com/analysis/colombia_farcs low_level pipeline_campaign?ip_auth_redirect=1

" President’s Commission on Critical Infrastructure Protection, Critical Foundations: Protecting America’s
Infrastructures, Washington, DC, October 1997.

1% Katehrine Houreld, “Militants Say 3 Nigeria Pipelines Bombed,” Associated Press, May 8, 2007.
16 Reed Johnson, “Six Pipelines Blown Up in Mexico,” Los Angeles Times, September 11, 2007. p A-3.

7U.S. Dept. of Justice, “Four Individuals Charged in Plot to bomb John F. Kennedy International Airport,” Press
release, June 2, 2007.
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Canada, were bombed six times between October 2008 and July 2009 by unknown perpetrators.'®
In 2009, the Washington Post reported that over $1 billion of crude oil had been stolen directly
from Mexican pipelines by organized criminals and drug cartels. "

Since September 11, 2001, federal warnings about Al Qaeda have mentioned pipelines
specifically as potential terror targets in the United States.”® One U.S. pipeline of particular
concern, and with a history of terrorist and vandal activity, is the Trans Alaska Pipeline System
(TAPS), which transports crude oil from Alaska’s North Slope oil fields to the marine terminal in
Valdez. TAPS runs some 800 miles and delivers nearly 17% of United States domestic oil
production. *' In 1999, ‘ e
profit in oil futures.” {8 | B ck on TAPS with a hi

day shutdown and ciiised ex@nsiv@econolc and ecological dam %
authorities acknowld 3 detailed posting on a

Al Qaeda that report§d | i ¥ on U.S. pipelines,

or hidden explosives. Jika. ol JO0ME 1 S. citizen was con

Al Qacda to attack TATHSEEN s Riral gas pipeline in the
there have been no known A Qaed ‘attacks on TAPS or other U.
remain a possibility.

Pipelines and ; ;  ‘ ouf ' Serlals Safety Admmlstratlon

The Natural Gas Pipeline Safety Act of 1968 (P.L.90-481) and the Hazardous Liquid Pipeline Act
of 1979 (P.L.96-129) are two of the principal early acts establishing the federal role in pipeline
safety. Under both statutes, the Transportation Secretary is given primary authority to regulate

key aspects of interstate pipeline safety: design, construction, operation and maintenance, and
spill response planning. Pipeline safety regulations are covered in Title 49 of the Code of Federal
Regulations ”® The DOT administers pipeline regulations through the Office of Pipeline Safety
(OPS) within the Pipelines and Hazardous Materials Safety Administration(PHMSA). The OPS
is funded for 206 full-time equivalent staff in 2010, based in Washington, DC; Atlanta; Kansas
City; Houston; and Denver.”’ This includes funding for 137 inspectors, although the agency

'8 Ben Gelinas, “New Letter Threatens Resumption of “Action’ against B.C. Pipelines,” Calgary Herald, April 15,
2010.

¥ Steve Fainaru and William
2009.

2 «Already Hard at Work on
January 3, 2002.

2! Alyeska Pipeline Service C
about.html.

2 David S. Cloud, “A Former % Mc®
1999, p. E15.

2 Y. Rosen, “Alaska Critics Take PotshofS at Line Security,” Houston Chronicle, February 17, 2002.
2 Wesley Loy, “Web Post Urges Jihadists to Attack Alaska Pipeline,” Anchorage Daily News, January 19, 2006.

2 U.S. Attorney’s Office, Middle District of Pennsylvania, “Man Convicted of Attempting to Provide Material Support
to Al-Qaeda Sentenced to 30 Years’ Imprisonment,” Press release, November 6, 2007; A. Lubrano and J. Shiffman,
“Pa. Man Accused of Terrorist Plot,” Philadelphia Inquirer, February 12, 2006, p. Al.

% Safety and security of liquefied natural gas (LNG) facilities used in gas pipeline transportation is regulated under
CFR Title 49, Part 193.

7 U.S. Office of Management and Budget, Budget of the United States Government, Fiscal Year 2011: Appendix,
February 2010, p. 989.
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actually employed 110 inspectors as of September 15, 2010.%* In addition to its own stafT,
PHMSA’senabling legislation allows the agency to delegate authority to intrastate pipeline safety
offices, and allows state offices to act as “agents” administering inferstate pipeline safety
programs (excludingenforcement)for those sections of interstate pipelines within their
boundaries.” Over 400 state pipeline safety inspectors are available in 2010.

PHMSA s pipeline safety program is funded primarily by user fees assessed on a per-mile basis
on ¢ach regulated pipeline operator (49 U.S.C. § 60107). P.L. 109-468 authorized annual pipeline
safety program expendi S;Of $79 0 million in FY2()()7 $86.2 million in FY20()8 $91.5 million

$105.2 million for pig
and S. 3644 would

through published protocols and regulatory orders guidance manuals, and pubhc meetings.
PHMSA relies upon a range of enforcement actions, including administrative actions such as
corrective action orders (CAOs) and civil penalties, to ensure that operators correct safety
violations and take measures to preclude future safety problems. From 2005 through 2009,
PHMSA initiated approximately 1,300 enforcement actions against pipeline operators.™ Civil
penalties assessed by PHMSA for safety violations during this period totaled approximately $27.2
million.”> PHMSA also conducts accident investigations and system-wide reviews focusing on
high-risk operational or procedural problems and areas of the pipeline near sensitive
environmental areas, high-density populations, or navigable waters.

Since 1997, PHMSA has increasingly required industry’s implementation of “integrity
management” programs on pipeline segments near “high consequence areas.” Integrity
management provides for continual evaluation of pipeline condition; assessment of risks to the
pipeline; inspection or tcfingd dita analysks; and followup reparr as Well ' preventrve or
mitigative actions. High ence
waters, and environment.

% John D. Porcari, Dep. Secrefi
Transportation and Infrastruct®d I8

2 49 US.C. 601. States may recover up fd 50% of therr costs for these programs from the federal government

3 U.S. Office of Management and Budget, Budget of the United States Government, Fiscal Year 2010: Appendix,
February 2009, p. 952.

31 U.S. Office of Management and Budget, February 2010, p. 988.
32 pipeline and Hazardous Material Safety Administration (PHMSA), “PHMSA Pipeline Safety Program: Summary of

Enforcement Actions,” Web page, September 22, 2010. http://primis.phmsa.dot.gov/comm/reports/enforce/
Actions_opid_0.html.

33 Pipeline and Hazardous Material Safety Administration (PHMSA), “PHMSA Pipeline Safety Program: Summary of
Cases Involving Civil Penalties,” Web page, September 22, 2010. http://primis.phmsa.dot.gov/comm/reports/enforce/
CivilPenalty opid_0.html?nocache=9288# TP 1 tab 1.
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reserves. The integrity management approach directs priority resources to locations of highest
consequence rather than applying uniform treatment to the entire pipeline network. PHMSA made
integrity management programs mandatory for most oil pipeline operators with 500 or more miles
of regulated pipeline as of March 31, 2001 (49 C.F.R. § 195).

Pipeline Safety Improvement Act of 2002

On December 12, 2002, Pres1dent Bush signed into law the Pipeline Safety Improvement Act of
2002 (P.L.107-355). Thees daasiad federal pipeline safety programs, state overs1ght of

pipeline operators, an JUOTTRarding pipeline safety.™ ; :
107-355 required op : Mral gas pipelines in hig & s %}
conduct risk ana1y51 ind imyj i management progra r s ‘ T =
oil pipelines.” S b order safety actions

safety problems and ¥ yiol hlties. The act strea
emergency pipeline rd o ng an interagency co
Environmental Protect : ] cau of Land Management, the
Regulatory Commissijp ther Bgencies, to ensure coordinate
pipeline repairs. The hp uliret DB Fitoistudy ways to limit pipel
population encroachmeni angv prve environmental resou’fc‘
P.L. 107-355 also inchidéd | & £
studies, “whistle blower” and other employee protection, employee quahﬁcatlon programs, and
mapping data submission.

Pipeline Inspection, Protection, Enforcement, and Safety Act of 2006

On December 29, 2006, President Bush signed into law the Pipeline Inspection, Protection,
Enforcement and Safety Act of 2006 (PIPES Act, P.L. 109-468). The main provisions of the act
address pipeline damage prevention, integrity management, corrosion control, and enforcement
transparency. The PIPES act created a national focus on pipeline damage prevention through
grants to states for improving damage prevention programs, establishing 811 as national “call
before you dig” one-call telephone number, and giving PHMSA limited “backstop” authority to
conduct civil enforcement against one-call violators in states that have failed to conduct such
enforcement. The act mandated the promulgatlon by PHMSA of minimum standards for integrity
management programs fd§ nagurg 1but1on p1pe11nes It also man ted a review of the
adequacy of federal pipefuc Jo/

3P L. 107-355 encourages the implemenfition of state “one-call” excavation notification programs (§ 2) and allows
states to enforce “one-call” program requirements. The act expands criminal responsibility for pipeline damage to cases
where damage was not caused “knowingly and willfully” (§ 3). The act adds provisions for ending federal-state
pipeline oversight partnerships if states do not comply with federal requirements (§ 4).

3% A 2006 Government Accountability Office (GAO) report found that PHMSA’s gas integrity management program
benefitted public safety, although the report recommended revisions to PHMSA’s performance measures. See GAO,
“Natural Gas Pipeline Safety: Integrity Management Benefits Public Safety, but Consistency of Performance Measures
Should Be Improved,” GAO-06-946, September 8, 2006, pp. 2-3.

38 PHMSA issued final regulations requiring operators of natural gas distribution pipelines to adopt integrity
management programs similar to existing requirements for gas transmission pipelines on December 4, 2009.

Congressional Research Service 6

SB GT&S 0017873



Keeping America’s Pipelines Safe and Secure: Key Issues for Congress

DOT Pipeline Security Activities

Presidential Decision Directive 63 (PDD-63), issued during the Clinton administration, assigned
lead responsibility for pipeline security to the DOT.”’ These responsibilities fell to the OPS, at
that time a part of the DOT’s Research and Special Programs Administration (RSPA), since the
agency was already addressing some elements of pipeline security in its role as safety regulator.™
In 2002, the OPS conducted a vulnerability assessment to identify critical pipeline facilities and
worked with industry groups and state pipeline safety organizations “to assess the industry’s
readiness to prepare fo and espond to a terroristattack....”” Together with the
Department of Energ ‘ : :

consensus standards § FsurcBered to correspond witt

warnings issued by §mclan@Becurity.* The OPS al b de
inspections of critic: ; ‘ & operators implementg
practices. To convey ‘and warnings, the QP
communication hnks { critical pipeline facilitl

recovery
On September 5, 20 ormal guidance developed in cooperation with the
pipeline 1ndustry assoc ‘ gency’s security program recommendatrons and
implementation expectations. This gurdance recommended that operators identify critical
facilities, develop security plans consistent with prior trade association security guidance,
implement these plans, and review them annually.* Although the guidance was voluntary, the
OPS expected compliance and informed operators of its intent to begin reviewing security
programs within 12 months, potentially as part of more comprehensive safety inspections.
Federal pipeline security authority was subsequently transferred outside of DOT, however, as
discussed below, so the OPS did not follow through on a national program of pipeline security
program reviews.

Transportation Security Administration

In November 2001, President Bush signed the Aviationand Transportation Security Act (P.L. 107-
71) establishing the Trang . i Adrmnrstratron (TSA) within gge DOT. According to

37 Presidential Decision Directilid

3* In November 2004, the Presi# g i ‘ . '
(P.L. 108-426), which eliminated RSPA Ad placed the Ofﬁce of P1pehne Safety under the new Plpehne and Hazardous
Material Safety Administration. This rest®cturing did not significantly alter the authorities or activities of the OPS.

3 Research and Special Programs Administration (RSPA), RSPA Pipeline Security Preparedness, December 2001.

0 Ellen Engleman, Administrator, Research and Special Programs Administration (RSPA), statement before the
Subcommitteeon Energy and Air Quality, House Energy and Commerce Committee, March 19, 2002.

' Ellen Engleman, Administrator, Research and Special Programs Administration (RSPA), statement before the
Subcommitteeon Highwaysand Transit, House Transportationand Infrastructure Committee, February 13, 2002.

2 James K. OSteen, Research and Special Programs Administration (RSPA), Implementation of RSPA Security
Guidance, presentation to the National Association of Regulatory Utility Commissioners, February 25, 2003.

3 Office of Pipeline Safety (OPS), personal communication, June 10, 2003.
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intelligence management, threat assessment, mitigation, security measure oversight and
enforcement, among others. On November 25, 2002, President Bush signed the Homeland
Security Act of 2002 (P.L. 107-296) creating the Department of Homeland Security (DHS).
Among other provisions, the act transferred to DHS the Transportation Security Administration
from the DOT (§ 403). On December 17, 2003, President Bush issued Homeland Security
Presidential Directive 7 (HSPD-7), clarifying executive agency responsibilities for identifying,
prioritizing, and protecting critical infrastructure. ** HSPD-7 maintains DHS as the lead agency
for pipeline security (par. 15), and instructs the DOT to “collaborate in regulating the
transportation of hazard 1 modes (including prpehnes)” (par 22h). The order

requires that DHS ang ) es collaborate with “ OT; "

in sharing informatiofind pitecti (@l infrastructure (par. 25)8 f: ¢ gg
Government Coordigti §:ncil §nd thel@ransportation Gover i £ 0 il .
under provisions in ] fissionslif the councils are t

counterparts to coord ate crif i ylure protection prog
transportation sectorsiiias had 4l cilitate the sharing
HSPD-7 also required DHS | op a national plan for critical
protection (par. 27), Whi * issued in 2006 as the Natio

Plan (NIPP). The NI ach critical infrastructure ’ eveIop a Sector
Specific Plan (SSP) t sto protect its critical infras ,outlines a
coordinated approach to stgei® surity efforts, and determines pproprlate funding for
these activities. Executive Order 13416 further requrred the transportation sector SSP to prepare
annexes for each mode of surface transportation.” In accordance with the above requirements the
TSA issued its Transportation Systems Sector Specific Plan and Pipeline Modal Annex in 2007.

TSA Pipeline Security Activities

Pipeline security activities at TSA are led by the Pipeline Security Division (PSD) within the
agency’s Office of Transportation Sector Network Management. * According to the agency’s
Pipeline Modal Annex (PMA), TSA has been engaged in a number of specific pipeline security
initiatives since 2003 as summarized in Table 1.

Table 1. TSA Pipeline Security Initiatives

Initiative Scritiy I Participantsa

Pipeline Policy and LR ‘ NOREYRSD ifh, a N Ty
Planning i d ‘ g RN "R

Sector Coordinating
Councils and Joint
Sector Committee

Corporate Security Onssite revieWs of pipeline operator security TSA, Industry
Reviews (CSR)

“HSPD-7 supersedes PDD-63 (par. 37).
% Executive Order 13416, “Strengthening Surface Transportation Security,” December 5, 2006.

% These offices were formerly known as the Pipeline Security Program Office and the Intermodal Security Program
Office, respectively.
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Initiative Description Participantsa
Pipeline System Risk Statistical tool used for relative risk ranking and prioritizing CSR TSA, Industry

Tool findings

Pipeline Cross-Border US. and Canadian security assessment and planning for critical TSA, Canada
Vulnerability cross-border pipeline

Assessment

Regional Gas Pipeline Regional supply studies for key natural gas markets TSA, DOE, INGAA,
Studies GTI, NETL, Industry
Cyber Attack T ‘ k on Supervisory Control and Da 8. TSA, GJ1
Awareness tem vulnerabilities

Landscape Depiction @i the pipeline domain WIth

and Analysis Tool ‘ »

International Pipeline .S. and Canadian govel

Security Forums onvened annually

“G8” Multinational "of pipeline threat assessment methods, ~ TSA/ DHS,
Security Assessmentand isof] ffective practices, and vulnerability i orrratlon e, G8 Nations
Planning « contingency planning guidi "

Pipeline Security Drills ¢ 4 urity drills and exercises TSA, Industry
Security Awareness Informational compact discs about pipeline security issues a%d TSA

Training improvised explosive devices

Stakeholder Conference  Periodic information-sharing conference calls between key TSA, Other agencies,
Calls pipeline security stakeholders Industry

Pipeline Blast Mitigation ~ Explosives tests on various pipe configurations to determine TSA, DOD, Other
Studies resiliency characteristics agencies

Virtual Library Pipeline Development of TSA information-sharing Web portal TSA

Site

Sources: Transportation Security Administration, Pipeline Modal Annex, June 2007, pp. 10-11,
http://www .dhsgov/xlibrary/assets/T ransportation_Pipeline_Modal_Annex_5_21_07 pdf, Jack Fox,
TransportationSecurity Administration, Testimony before the House Committee on HomelandSecurity,
Subcommittee on Management, Investigations, and Oversight, April 19, 2010

a. Key: DHS = Dept. ,fHomelandSeCUI DOE = Dept. of Energy, G8 = Group of Eight (US, UK,
Canada, France, Gejgnal B LB Russna) GH = GasTechnology Instit@e, INGAA = Interstate
Natural Gas Associflion Na 3l Energ) logy | ab
TransportationSeciii

intent of the OPS securlty guldan and seeks to collect the list of assets each company had
identified meeting the criteria estabhshed for critical facilities. In 2004, the DOT reported that the
plans reviewed to date (approximately 25) had been “judged responsive to the OPS guidance.””’
As of August 2010, TSA had completed CSR’s covering the largest 100 pipeline systems (84% of
total U.S. energy pipeline throughput) and was in the process of conducting second CSR’s of

7 Department of Transportation (DOT), “Action Taken and Actions Needed to Improve Pipeline Safety,” CC-2004-
061, June 16, 2004, p. 21.
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these systems.” According to TSA, CSR results indicate that the majority of U.S. pipeline
systems “continue to do a good job in regards to pipeline security” although there are areas in
which pipeline security can be improved.* Past CSR reviews have identified inadequacies in
some company security programs such as not updating security plans, lack of management
support, poor employee involvement, inadequate threat intelligence, and employee apathy or
error’’ In 2008, the TSA initiated its Critical Facility Inspection Program (CFI), under which the
agency conducts in-depth inspections of all the critical facilities of the 100 largest pipeline
systems in the United States. By the end of 2011, TSA expects to complete CFIs for all 373
critical facilities identifi

In addition to the inif
applying for positiot
own inventory of ¢
regarding recovery i
domain in pipeline rc}
security practices for piees
replace security measures a

revised guldance on
updated version for pg
developed with the a; ‘
well as other government gnd¥indudlry stakeholders.™

: >> The agency has
h as FBI control of

t the end of 2006, and’
The guldehnes mclud ;

The mission of TSA’sPipeline Security Division (PSD) currently includes developing security
standards; implementing measures to mitigate security risk; building and maintaining stakeholder
relations, coordination, education and outreach; and monitoring compliance with security
standards, requirements, and regulations. The President’s FY2011 budget request for DHS does
not include a separate line item for TSA ’spipeline security activities. The budget request does
include a $137.6 million line item for “Surface Transportation Security,” which encompasses
security activities in non-aviation transportation modes, including pipelines.” The PSD has
traditionally received from the agency’s general operational budget an allocation for routine
operations such as regulation development, travel, and outreach. According to the PSD, the
budget funds 13 full-time equivalent staff within the office.”

In 2007 the TSA Administrator testlﬁed before Congress that the agency mtended to conduct a

® Government Accountability i
but Could Improve Priority-Sdi

* Transportation Security Ad ’ , 2 B w
0 Mike Gillenwater, TSA, “Pipeline Secufity Overview,” presented to the Alabama Public Service Commission Gas -
Pipeline Safety Seminar, Montgomery, Af§, December 11, 2007.
1 GAO, August 2010, p. 32.

2 TSA, TSA Multi-Modal Criticality Evaluation Tool, TSA Threat Assessment and Risk Management Program, slide
presentation, April 15, 2003.

3 TSA, Intermodal Security Program Office, Pipeline Security Best Practices, October 19, 2005, p. 1.
* Transportation Security Administration, Personal communication, February 2, 2010.

¥ U.S. Office of Management and Budget, Budget of the United States Government, Fiscal Year 2011: Appendix,
February 2010, p. 526.

% Transportation Security Administration, Pipeline Security Division, personal communication, November 5, 2010.
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list developed through the CSR program. He also stated that the agency would use its ongoing
security review process to determine the future implementation of baseline risk standards against
which to set measurable pipeline risk reduction targets.”’ Provisions in the Implementing
Recommendations of the 9/11 Commission Act of 2007 (P.L. 110-53) require TSA, in
consultation with PHMSA, to develop a plan for the federal government to provide increased
security support to the “most critical” pipelines at high or severe security alert levels and when
there is specific security threat information relating to such pipeline infrastructure (§ 1558(a)(1)).
The act also requires a recovery protocol plan in the event of an incident affecting the interstate
and intrastate pipeline s} )). According to TSA, a draft plan has been completed
and is currently under; PP

Security Incider]

In addition to the abdile pipcfoc.scBurity illftiatives, the TSA PipelfhaSk
performed a limited n A i d
specific companies and assct :
activity. The PSD, algng w1t , bA, was involved in the investigati ,
security breach at an {} ik, nt in Lynn, MA.” Alth o%nst incident,
the security breach i of intruders through sever urity barriers and
alert systems, permitt het main LNG storage tank at th¢ facility. The PSD also
became aware of the JFK dirf ort terrorist plot in its early stages and supported the Federal Bureau
of Investigation’s associated investigation. The PSD engaged the private sector in helping to
assess potential targets and determine potential consequences. The PSD worked with the pipeline
company to keep it informed about the plot, discuss its security practices, and review its
emergency response plans.*

GAO Study of TSA’sPipeline Security Activities

In December 2008, the Senate Committee on Commerce, Science, and Transportation requested a
study by the Government Accountability Office (GAO) examining TSA’sefforts to ensure
pipeline security. GAO’s report, released in August 2010, focused on TSAsuse of risk
assessment and risk information in securing pipelines, actions the agency has taken to improve
plpehne security under guldance in the 9/ 11 Commission Act of 2007 (P.L.110-53), and the
agency’s efforts to measuffe sychy “ provement efforts Among ofher ﬁndmgs GAO

¥ Kip Hawley, Asst. Secretary, Dept. of ifbmeland Security, Testimonybefore the Senate Committee on Commerce,
Science, and Transportation hearing on F&leral Efforts for Rail and Surface Transportation Security, January 18, 2007.
* Transportation Security Administration, personal communication, November 5, 2010.

* Pipeline and Hazardous Materials Safety Administration (PHMSA), “Pipeline Safety: Lessons Learned From a
Security Breach at a Liquefied Natural Gas Facility,” Docket No. PHMSA-04-19856, Federal Register, Vol. 71, No.
249, December 28, 2006, p. 78269; TSA, Intermodal Security Program Office, personal communication, August 30,
2006.

% Transportation Security Administration, personal communication, July 6, 2007.

51 Government Accountability Office, GAO Watchdog, “TransportationSecurity’s Efforts To Ensure Pipeline
Security,” Assignment No. 440768, Internet database, February 4, 2010.
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the security of their pipeline systems. TSA could also make better use of CSR and CFI
recommendations for analyzing pipeline vulnerabilities and was not following up on these
recommendations. GAO found that linking TSA’s pipeline security performance measures and
milestones to the goals and objectives in its national security strategy for pipeline systems could
aid in achieving results within specific time frames and could facilitate more effective oversight
and accountability.* TSA concurred with all of GAO’s recommendations for addressing the
issues and is in the process of implementing them.*’

Federal Energy
One area related to g ity not under cither PHW
jurisdiction is the si ew glpipelines, which is

Energy Regulatory (Mmmissi | RC). (@mpanies building i
must first obtain froniik cs.albublic convenience

oversee oil pipeline cd lust also approve the aba

and services. These approva clude safety and security pr

routing, safety standag Pihes Petors. % As a practical matter

traditionally left thes¢ @nsidl N 85 other agencies.”

On September 14, 200 isdictional companies that it Would approve

applications proposing the recovery of prudently incurred costs necessary‘ to further safeguard the
nation’s energy systems and infrastructure” in response to the terror attacks of 9/11. FERC also
committed to “expedite the processing on a priority basis of any application that would
specifically recover such costs from wholesale customers.” Companies could propose a surcharge
over currently existingrates or some other cost recoverymethod.*® In FY2005, the commission
processed security cost recovery requests from 14 oil pipelines and 3 natural gas pipelines.®’
FERC’s FY2006 annual report stated that “the Commission continues to give the highest priority
to deciding any requests made for the recovery of extraordinary expenditures to safeguard the
reliability and security of the Nation’s energy transportation systems and energy supply
infrastructure.”® FERC’s subsequent annual reports do not mention pipeline security.

In February 2003, FERC promulgated a new rule (RM02-4-000) to protect critical energy
infrastructure mformatmn (CEH) The rule defines CEII as information that “must relate to
critical mfrastructure beg to terrorlsts and be exempt fro dlsclosure under the

GAO/OIG Liaiso Ofﬁe, .S. Déi)t.y of H‘bméland Secﬁﬁty!Létfer to J
Bty Administration, Pipeline Security Division, personal communication,

8 Jerald E. Levine, Director, pértmeﬁ 4
GAO, July 23, 2010; Transportation Sec
November 5, 2010.

81U S. Code of Federal Regulations. 18 C.F.R.157.
5% Federal Energy Regulatory Commission (FERC), personal communication, May 22, 2003.
5 Federal Energy Regulatory Commission (FERC), News release, R-01-38, Washington, DC, September 14, 2001.

57 Federal Energy Regulatory Commission (FERC), Federal Energy Regulatory Commission Annual Report FY2005,
2006, p. 19. These are the most recent specific figures reported.

58 Federal Energy Regulatory Commission (FERC), Federal Energy Regulatory Commission Annual Report FY2006,
2007, p. 23.
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would negatively affect security, economic security, public health or safety, or any combination of
those matters.” CEII excludes “information that identifies the location of infrastructure.” The rule
also establishes procedures for the public to request and obtain such critical information, and
applies both to proposed and existing infrastructure.*”

On May 14, 2003, FERC handed down new rules (RM03-4) facilitating the restoration of
pipelines after a terrorist attack. The rules allow owners of a damaged pipeline to use blanket
certificate authority to immediately start rebuilding, regardless of project cost, even outside
existing rights-of-way. Pipeline owners would still need to notlfy landowners and comply with
environmental laws. P b ~

advance notice.”

Key Policy§gs:

Implementing Reconime Ay 1 1 Commission Actof 2 53) Itis also
considering numerouf dewi g #4ld faposals as the federal pipeli rogram requires
reauthorization in thejv : i es accidents in 2010. In'the contexi of its broader
oversight of federal pipelide Safety And security activities, Congress may examine a subset of key
issues which have drawn particular attention in recent policy deliberations.

Staffing Resources for Pipeline Safety and Security

The U.S. pipeline safety program is based upon on a combination of federal and state staff to
implement and enforce federal pipeline safety regulations. To date, PHMSA has relied heavily on
state agencies for pipeling inspections, with only 20% of inspectors in 2010 being federal
employees. Some in Congress have criticized this level of inspector staffing at PHMSA as being
insufficient to adequately cover pipelines under the agency’s jurisdiction, notwithstanding state
agency cooperation. S. 3824 would increase the number of full-time equivalent employees at
PHMSA by at least 100 in increments of 25 annually between FY2011 and FY2014 (§ 3(a)). S.
3856 would increase PHMSA plpehne safety staffing by 40 through FY2014. In considering such
PHMSA staff increases, g S that ‘may warrant further consfileration are the overall

number of federal inspecfpg 0 6e aum n

pipeline safety inspectorg

The President’s FY2011 budget refjuest listed PHMSA’s estimated stafﬁng in 2010 as 206 full-
time equivalent employees (FTEs).”' As Figure 1 shows, the addition of 100 staff under S. 3824
would increase the DOT’s overall pipeline safety staff by approximately 50% over current levels,
and would represent a nearly 300% increase in funded staff since 2001. Thus, staff increases

PHMSA Inspectors |

% Federal Energy Regulatory Commission (FERC), News release, R-03-08, Washington, DC. February 20, 2003.
™ Christian Schmollinger, “FERC OKs Emergency Reconstruction,” Natural Gas Week, May 13, 2003.
"1'U.S. Office of Management and Budget, February 2010, p. 989.
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under S. 3824 would be a continuation of staff growth (of mostly inspectors) begun 10 years ago
in response to the 1999 Bellingham accident, the terrorist attacks of 9/11, implementation of
PHMSA’s integrity management regulations, and the continued growth of U.S. pipelines.

Figure 1.PHMSA Pipeline Safety Staffing, Historical and Proposed under S. 3824
Full-Time Equivalent Staff
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Sources: US. Office of Management and Budget, Budget of the United States Government: Appendix, Fiscal
Years1996-2011;S. 3824.

Notes: Estimated staff are staff anticipated by the agency as reported in annual budget requests. They may differ
from actual staff employed (for the same fiscal year) as reported in subsequent budget requests.

Whether 300 PHMSA pipeline safety staff in 2014 would be the optimal number is open to
debate. However, the additional employees available under S. 3824 (§ 3(b)) and S. 3856 (§ 24(b))
would not necessarily all be field inspectors, as inspectors are only one of several categories of
hiring “focus” for the agency listed under these bills.

PHMSA Staffing S

One issue that complicat
the agency’s pipeline sa

budget request for pipeline safety Feports 162 actual employees in 2009. However, the FY2010
budget request states an expectation of 191 employees (“estimated”) for 2009. On this basis,
between 2001 and 2009, the agency reported a staffing shortfall averaging approximately 25
employees every year. (Note that, due to this annual shortfall, the FTE’s reported in Figure 1 are
higher that the number actually employed by PHMSA). In testimony before Congress in
September 2010, DOT officials reported that PHMSA employed only 110 of 137 inspectors for
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which it was funded—a shortfall of 27 inspectors.”” Furthermore, as of November 12, 2010, there
appeared to be no postings for PHMSA pipeline safety inspector positions at the USAJobs
website.

Table 2.Actual vs. Anticipated Pipeline Safety Staff in DOT Budget Requests
Full-Time Equivalent Staff

Year Actual Anticipated Difference
1994 90
1995 90
1996 105
1997 105
1998 105
1999 105
2000 105
2001 107
2002 122
2003 143
2004 156
2005 154 164
2006 139 169
2007 146 170
2008 147 180
2009 162 191

Sources: US. Office of Management and Budget, Budget of the United States Government: Appendix, Fiscal
Years1996-2011; CRS analysis.

PHMSA officialsoffer a number ofreasons for the persistent shortfallin inspectorstaffing. These
reasons include a scarcity of qualified inspector job applicants, delays in the federal hiring
process during which applicants accept other job offers, and PHMSA inspector turnover—
especially to pipeline companies which ofien hire away PHMSA inspectors for their corporate
safety programs. Becaus@PHM§ frp inspectors are highly the agency (typically
for two years before bei ackimdenciscith tuad B Rk ng
operators seeking to co '
issues associated with th
funding to meet other ob)
how the DOT will achie

o to staff
budgeted. '

2 John D. Porcari, Dep. Secretary, U.S. Dept. of Transportation, Testimony before the House Committee on
Transportation and Infrastructure, Hearing on the Enbridge Pipeline Oil Spill in Marshall, MI, September 15, 2010.

S Pipeline and Hazardous Materials Safety Administration, Personal communication, November 4, 2010.
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State Pipeline Inspector Funding

Because state agencies would continue to account for the majority of U.S. pipeline safety
inspectors, even if S. 3824 or S. 3856 were enacted, another important consideration is how the
number of state inspectors might be affected by budget shortfalls and possible agency funding
cuts faced by many states due to the recent U.S. economic recession. Under P.L. 109-468 (§ 2(c)),
PHMSA is authorized to award grants reimbursing state governments for up to 80% of the cost of
the staff, personnel, and activities required to support the federal pipeline safety program
(although reimburseme d the 80% level since the passage of the act). According

to DOT these grant ar, ‘ the states to continue theigg ng programs
additional inspectors & , bs do not turn over resp ilify S for distri
pipeline systems 10 . mong other reasons. ’
grants, inspector stajing at spte pig cty agencies has bee

budget deficits. Acc@i ! ki Fssociation of Pipeline §

October 2010, pipelifii 17 states had been fi 1

financial problems ad ipfifhe safety agencies amatter 0
granted to states wai Sollh | atory financial requireme
federal grant money. falosslhe but re availability of state plpehn;e safety mspectors

agents for the federal pipeline safety program, and thereby shift a greater ‘burden for pipeline
inspections back to the federal government, may require continued attention from Congress.

TSA Pipelines Security Resources

Similar to its concerns about the adequacy of federal pipeline safety staffing, Congress has long
been concerned about staff resources available to implement the nation’s pipeline security
program. For example, as one Member remarked in 2005, “aviation security has received 90% of
TSA’s funds and virtually all of its attention. There is simply not enough being done to address ...
pipeline security.””® Ata congressional field hearing in April 2010, another Member expressed
concern that TSA ’spipeline division did not have sufficient staff to carry out a federal pipeline
security program on a national scale.”

Request, February 1, 2010, p.

™ National Association of Pipgil
Expense Component of the Pijge
Pipeline Safety, Pipeline And
webimage.nsf/web+objects/CCOPS "
09-Waiver%20Request.pdf.

"8 Stephanie Seay, “Budget Woes May Iede Local Pipe Safety Efforts,” Gas Daily, November 8, 2010.

7 The Honorable Cynthia Quarterman, Administrator, Pipeline and Hazardous Materials Safety Administration,
Remarks at the Different Pathways to a Common Goal: PIPA, Damage Prevention, & Greater Public Awareness and
Involvement Conference, Pipeline Safety Trust, New Orleans, LA, November 5, 2010.

™ Sen. Daniel K. Inouye, opening statement before the Senate Committee on Commerce, Science and Transportation,
hearing on the President’s FY2006 Budget Request for the Transportation Security Administration (TSA), February 15,
2005.

" The Honorable Gus M. Billirakis, Remarks before the House Committee on Homeland Security, Subcommitteecon
Management, Investigations, and Oversighthearing on “UncloggingPipeline Security: Are the Lines of Responsibility
(continued...)
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At its current staffing level of 13 FTEs, TSA’sPipelines Security Division has limited field
presence. In conducting a pipeline corporate security review, for example, TSA typically sends
one to three staff to hold a three- to four-hour interview with the operator’s security
representatives followed by a visit to only one or two of the operator’s pipeline assets.* TSA’s
plan to focus security inspections on the largest pipeline and distribution system operators tries to
make the best use of its limited resources. However, there are questions as to whether the
agency’s CSRs as currently structured allow for rigorous security plan verificationand a credible
threat of enforcement. The hm1ted number of CSRs the agency can complete in a year is a
partlcular concern. Acco > t0 2 2009 GAO report, “TSA’ splpehne division stated that they

“analyzing secondary
objectives required 1

program, with TSA tif
the appropriate resposy
According to TSA, ¢t
relationship in regar .
limited staff in TSA’ splpehne securlty division, and the comparatlvely 1arge plpelme safety staff
(especially inspectors) in PHMSA, legislators have considered whether the TSA-PHMSA
pipeline security relationship optimally aligns staff resources across both agencies to fulfill the
nation’s overall pipeline safety and security mission.** H.R. 2200 would require a study
reexamining the roles and responsibilities of DHS and DOT with respect to pipeline security (§
4006).

Automatic Shutoff Valves for TransmissionPipelines

In the 2010 San Bruno pipeline accident, natural gas continued to flow from the pipeline for
nearly two hours after the initial explosion—fueling the intense fire, hindering emergency
response, and increasing damage caused by the fire. The long duration of flowing gas reportedly
was due to delays in the glosigg of manuglfy operated valves by the pipeling operator, and may
have been exacerbated byin. ining i
Consequently, some adv

(...continued)
Clear?,” Plant City, FL, April

¥ Department of Homeland Sééuﬁty, “Infint fo< Reque‘st‘Approv‘al from OMB of One ‘Ne'wPuic Collection of
Information: Pipeline Corporate Security Beview,” 74 Federal Register 42086, August 20, 2009.

81 U.S. Government Accountability Office, Transportation Security: Comprehensive Risk Assessments and Stronger
Internal Controls Needed to Help Infrom TSA Resource Allocation, GAO-09-492, March 2009, p. 30,
http://www.gao.gov/new.items/ d09492 pdf.

8 For example, see Hon. William J. Pascrell, Jr., statement at the House Committee on Transportation and
Infrastructure, Subcommitteeon Highways, Transit and Pipelines, hearing on Pipeline Safety, March 16, 2006.

8 TSA, Pipeline Security Division, personal communication, November 5, 2010.
8 The Honorable Gus M. Billirakis, April 19,2010.
8 John Upton, “Gas Fueled Blaze for Almost Two Hours,” San Francisco Examiner, Sept. 15, 2010.
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automatically controlled valves in natural gas and hazardous liquids transmission pipelines. S.
3824 would require the installation of remotely or automatically controlled valves capable of
“shutting off the flow of gas” in natural gas pipelines “wherever technically and economically
feasible” (§ 6). H.R. 6295 would require the installation of “automatic or remote shut off valves”
for all new transmission pipelines and for existing transmission pipelines near significant
carthquake faults or in relatively populated areas (§6). S. 3856 would require automatic or
remotely controlled shut off valves “where economically and technically feasible” for all new
transmission pipelines (§ 5).

Previous Considg
The possibility of ref ed or automatic shut
pipelines is not new ongre sidered such requi

natural gas pipeline i Bs00. i1 to the San Bruno ace
pipeline operator 2%2 1§ e
Congress, HR. 432 and'S71%

controlled valves in g

required the installa
es “wherever technically a

11). Under the Acco ; g D and Partnership Act of

mandated a DOT ass¢ss Pliicrgatdlyidontrolled valves (RCVs) on:

pipelines, and empow #y totdquire such valves if appropriate based upon its findings
(§4(h)).

The DOT’s assessment, released in 1999, reported that installation of RCVs would provide only
“a small benefit from reduced casualties because virtually all casualties from a rupture occur
before an RVC could be activated.”®” Moreover, the DOT reported that it lacked data to compare
pipeline fire property damage with and without RCVs. Nonetheless, the DOT study advocated the
deployment of RCVs, at least in some gas pipeline locations.

We have found that RCVs are effective and technically feasible, and can reduce risk, but are

not economicallyfeasible. We have also found that there may be a public perception that
RCVswill improvesafety and reducethe risk from a ruptured gas pipeline. We believethere
is a role for RCVs in reducing the risk from certain ruptured pipelines and thereby

minimizing the consequencesof certain gas pipeline ruptures.... Any fire would be of greater
intensity and would have greater potentlal for damaging surrounding infrastructure if it is
constantly replenig i . ¥le degree of dlsruptlon in heavill§ populated and
1y lthoughwe lack

dataenablingus tofilid]
nonetheless, and v

Notwithstanding this co
transmission pipelines. =~

The natural gas pipeline industry storically has objected to federal mandates to install remotely
controlled or automated valves. Although pipeline operators already employ such valves under

% National Transportation Safety Board, Texas Eastern Transmission Corporation Natural Gas Pipeline Explosion and
Fire, Edison, New Jersey, March 23, 1994, NTSB/PAR-95/01, January 18, 1995.

¥ U.S. Department of Transportation, Remotely Controlled Valves on Interstate Natural Gas Pipelines, September
1999, p.22.

% U.S. Department of Transportation, September 1999, pp. 23-24.
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specific circumstances, such as in hard-to-access locations or at compressor stations, they have
opposed the installation of such valves more widely throughout their pipeline systems on the
grounds that they are usually not cost-effective. They also argue that such valves do not always
function properly, would not prevent natural gas pipeline explosions (which cause most fatalities),
and are susceptible to false alarms, needlessly shutting down pipelines and disrupting critical fuel
supplies.” Automatic valves, in particular, may be susceptible to unnecessary closure, potentially
disrupting critical flows of natural gas to distribution utilities and—as a result—increasing safety
risks associated with residential furnace relighting, among other concerns.” Some operators also
claim higher maintenan ; s that are not manually operated.

Remotely Contrd d V] For L Quids Pipelines

The use of remotely ; | ifvalves has also been

for hazardous liquid Ylecline Bystedk . \ational Transporta on (s
to address the need fof T
controlled or automatic VaIvy g0 0 ' In 1987, the NTSB

“require the installatigq ote-dberated valves on pipelines that transport ha
and base the spacing D ramofer Atkd valves on the population a
Actof 1992 (P.L. 102 i DT to assess the effectivene mergency flow
restricting devices (i {dotitrolled valves and check Valve§) on hazardous liquid
pipelines, and required th D T toissue regulations prescribing the circumstances under which
operators of hazardous liquid pipeline facilities must use emergency flow restricting devices” (§
212). Notwithstanding this Congressional mandate, the NTSB found the DOT’s efforts to
promote the use of such devices inadequate. In 1996, the NTSB stated that the DOT “has
performed studies, conducted research, and sought industry input, but has failed to carry through
and develop requirements for leak detection and rapid shutdown of failed pipelines.”” In its
integrity management regulations, issued in December 2000, the DOT opted to leave the decision
whether to install emergency flow restricting devices up to pipeline operators.”

Valve Replacement Costs

Cost would be a major factor in a broad national program to retrofit manual valves with remotely-
controlled or automatic Valves For example, in the interstate natural gas pipeline network, valves
are typically installed eviy 5 ssummg a 10- mlle separation fetween Valves the
nation’s 306,000 mile ga
can be much closer toget

% Rich Connell, John Hoeffel nk r‘
Valves,” Los Angeles Times, September 1

sher Lawmakers Move to Impose New Requlrements for Plpehne Shutoff ‘
,2010.

% Christina Sames, Vice President, American Gas Association, Remarks at the Different Pathwaysto a Common Goal:
PIPA, Damage Prevention, & Greater Public Awareness and Involvement Conference, Pipeline Safety Trust, New
Orleans, LA, November 4, 2010

°I National Transportation Safety Board (NTSB), Pipeline Special Investigation Report: Evaluation of Accident Data
and Federal Oversight of Petroleum Product Pipelines, NTSB/SIR-96/02,1996, p. 37.

*2 Ibid.
3 Ibid. p. 39.
1 49 CFR 195.452(1)(4)
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more populated areas. In October 2010 PG&E reported 300 valves that could be candidates for
automation in approximately 565 miles of high consequence area pipelines.”

The potential costs of retrofitting manual valves vary greatly by pipeline and specific location. A
1998 Southwest Research Institute report estimated a cost of $32,000 (approximately $40,000 in
2010 dollars) per valve for retrofitting 30-inch pipeline valves to make them remotely

controlled. *® The DOT’s 1999 study reported an average cost of $83,000 (approximately
$100,000 in 2010 dotlars) for Texas Eastern Transmlssmn Corporation (TETCO) to retrofit 90
existing valves in a large part of its pipeline system.”’ PG&E estimates the average cost of
retrofitting an automa ‘ ‘ plled valve on an existing laree diay i C

Applying, for illustr
investment required,

industry could face capxtalg: service interruptions of the same m%gnlmde if required to do
a widespread valve retrofit on existing lines. Additional right-of-way costs, environmental
impacts, and construction accidents associated with the valve replacements could also be a
consideration. For new pipelines, the incremental costs of installing remotely controlled or
automatic valves instead of manual valves would be lower than in the retrofit case, but could still
increase future pipeline costs.

SCADA and Leak Detection System Requirements

To effectively reduce the impact of pipeline accidents, installing remotely controlled or automatic
valves may require associated investments in supervisory control and data acquisition (SCADA)
systems along with other operational changes to improve leak detection. As one pipeline expert
has stated,

The pipeline operfor’
remotely-operable
after a rupture or
unless the pipelin
SCADA system

% Pacific Gas and Electric Company, “Re: Updates on Natural Gas Transmission System,” Letter to the California
Public Utilities Commission, October 25, 2010, p. 2-2, http://www pge.com/includes/docs/pdfs/about/newsroom/
puc_updates_oct252010.pdf.

% Cecil R. Sparks, Thomas R. Morrow, and John P. Harrell, “Cost Benefit Study of Remote Controlled Main Line
Valves, Final Report to Gas Research Institute,” Southwest Research Institute, San Antonio, TX, ReportNo. GRI-
GRI-98/0076, May 1998.

7 U.S. Department of Transportation, September 1999, p. 11.
% Pacific Gas and Electric Company, October 25, 2010, p. 2-3.
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dedicated to minimizing product release (safety and environmental mindset) rather than
trained for and dedicated to keeping the system operating (cconomic mindset).*

In its report about a 1996 pipeline accident in Tiger Pass, LA, the NTSB similarly concluded that
the operator’s “delay in recognition ... that it had experienced a pipeline rupture at Tiger Pass was
due to the piping system’s dynamics during the rupture and to the design of the company’s
SCADA system.”'” Consistent with these concerns, S. 3824 would mandate standards for natural
gas leak detection with the goal of identifying substantial leaks in high consequence arcas as
expeditiously as technologilly possible (§ 7). S. 3856 includes leak detection requirements for

SCADA changes, lc ¥ ; : d associated trammg.
significant reliability ity g ince i ing r
SCADA systems mafik incillystems to greater risk
or cyberterrorism!” 4%

controlled or automatic valves. 1();Although the
value of these perceptlons s flard 16 quantlfy (and, therefore, not typlcallgf reflected in cost-
effectiveness studies), the importance of public perception and community acceptance of pipeline
infrastructure can be a significant consideration in pipeline design, expansion, and regulation. In
2001, a representative of the National Association of Regulatory Utility Commissioners testified
before Congress that “the main impediment to siting energy infrastructure is the great difficulty
getting public acceptance for needed facilities.”'” Likewise, the National Commission on Energy
Policy stated in its 2006 report that energy-facility siting is “a major cross-cutting challenge for
U.S. energy policy,” largely because of public opposition to new energy projects and other major
infrastructure.'

One result of public concern about pipeline safety has been to prevent new pipeline siting in
certain localities, and to increase pipeline development time and costs in others. In a 2006 report,
for example, the EIA stated that “several major projects in the Northeast, although approved by
FERC, have been held up because of public opposition or non-FERC regulatory interventions.”'”

% Charles H. Batten, Engineerfi A
ApplicationNo. 96-1 Cross CHFE |
p- 19, http://www.efsec.wa.go

1% National Transportation Sa
During Dredging of Tiger PasS T
1998, p. 15.

1% See, for example: Tyler Williams, “Cyber Security Threats to Pipelines and Refineries,” Pipeline & Gas Journal,
November 1, 2007.

1924J.S. Department of Transportation, September 1999, pp. 19-20.

1% William M. Nugent, First Vice President, National Association of Regulatory Utility Commissioners, Testimony
before the Senate Energy and Natural Resources Committee hearing on Federal, State, and Local Impediments to Siting
Energy Infrastructure (May 15, 2001).

1% National Commission on Energy Policy, Siting Critical Energy Infrastructure: An Overview of Needs and
Challenges. (Washington, DC: June 2006): 1. (Hereafter referred to as NCEP 2006.)

1% Energy Information Administration, Additions to Capacity on the U.S. Natural Gas Pipeline Network: 2005 (August
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In the specific case of the Millennium Pipeline, proposed in 1997 to transport Canadian natural
gas to metropolitan New York, developers did not receive final construction approval for nine
years, largely because of community resistance to the pipeline route.' Numerous other proposed
pipelines, especially in populated areas, have faced similar public acceptance barriers.'”” Even
where there is federal siting authority, as is the case for interstate natural gas pipelines,
community stakeholders retain many statutory and regulatory avenues to affect energy
infrastructure decisions. Consequently, the public perception value of remotely controlled or
automatic pipeline valves may need to be accounted for, especially with respect to its implications
for general pipeline dev

Natural Gas Disf i | Bw Valves

While the San Brund | Edi Mas pipeline accidenté
automatic valves in [flee di fan ion pipelines, this
gas distribution lines ¢ T dings. In natural gas:

flow” valves are safety dCVicgs whi :
leak. In this way, the y ). miflimize the release of natural gas during a pipelix
thereby reducing the ‘ , «
to promulgate minim giral gas distribution systems ring the installation of
excess flow valves od n bu nes in single-family homes C§ 9). The agency issued
final regulations for excess' flow valves as part of its final rule for natural gas distribution integrity
management programs on December 3, 2009.'” S. 3856 would mandate excess flow valves for
new or entirely replaced distribution branch pipelines, as well as service lines to multi-family
residential buildings and small commercial facilities. Although smaller in scale, automatic valves
in distribution lines raise the same cost and safety tradeoffs as automatic valves in large diameter

pipelines.

PHMSA Penalties and Pipeline Safety Enforcement

The adequacy of the PHMSA’s enforcement strategy has been an ongoing focus of congressional
oversight.'” Provisions in the Pipeline Safety Improvement Act of 2002 (P.L. 107-355) put added
scrutiny on the effectiveness of the agency’s enforcement strategy and assessment of civil
penalties (§ 8). In Apnl 2006, PHMSA officials testified before Congress that the agency had
institutionalized a “toug i h to enforcement ‘imposing collectmg larger
(...continued)

penalties, while guiding HE A
2006): 11. ; ; o
1% Federal Energy Regulatory Commissioff ( ), 2 hp "1 illennium’ Pipeline

Project to Bring New Gas Service to the ibrtheast,” Press release (December 21, 2006). See, for example: Randal C.
Archibold, “Fighting Plans for a Gas Pipeline: Not Under My Backyard,” New York Times (August 7, 2001).

197 Samantha Santa Maria, “Energy Projects: Rockies Express Add-on Pipe Projects Face Several Obstacles to Building
in US Northeast,” Inside F.E.R.C. (October 22, 2007).

1% 1J.S. Department of Transportation, “DOT Issues Much-AnticipatedRules to Enhance Pipeline Safety,” Office of
Public Affairs, press release, December 3, 2009.

1% See, for example: Representative James L. Oberstar, Statement before the House Committee on Transportation and
Infrastructure, Hearing on the Enbridge Pipeline Oil Spill in Marshall, MI, September 15, 2010.

10§ L. Gerard, Pipeline and Hazardous Materials Admin.(PHMSA), Testimony before the House Energy and
Commerce Committee, Energy and Air Quality Subcommittee hearing on Pipeline Safety, Serial No. 109-84, April 27,
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agency, $4.6 million in proposed civil penalties in 2005 was three times greater than penalties
proposed in 2003, the first year higher penalties could be imposed under P.L. 107-355 (§ 8(a)).
Proposed penalties totaled $6.5 million in 2009.""” Proposed penalties through September 2010
totaled $3.6 million, with an average penalty of approximately $140,000.'" S. 3856 would
increase the maximum civil penalty from $1.0 million to $2.5 million for a related series of major
consequence violations, such as those causing serious injuries, deaths, or environmental harm (§
2(a)). H.R. 6008 would also increase the maximum civil penalty to $2.5 million (§ 4(2)).

111
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for pipeline repairs afid modi ; to resolve federal regu
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+  Kinder-Morgan. In April 2006 Kinder Morgan Energy Partners entered into a
consent agreement with PHMSA to resolve a corrective action order stemming
from three hazardous liquid spills in 2004 and 2005 from the company’s Pacific
Operations pipeline unit."* According to the company, the agreement would
require Kinder Morgan to spend approximately $26 million on additional
integrity management activities, among other requirements. ' Under a 2007
settlement agreement with the United States Justice Department and the State of
California, Kinder Morgan also agreed to pay approximately $3.8 million in civil
penalties for violations of environmental laws and approximately $1.5 million
related to response and remediation associated with these spills. The spills
collectively released approximately 200,000 gallons of diesel fuel, jet fuel, and
gasoline.""® This volume of fuel would have a product value on the order of $0.5
million based on typical wholesale market prices at the time of the spills.

(...continued)
2006, p. 14.
" Tbid.

"2 pipelines and Hazardous Mater1als Saifty Admm (PHMSA) “C1V11 Penalty Cases NatlonWlde ”Web page,
October 15, 2010. http://primis.phmsa.dof’gov/comm/reports/enforce/CivilPenalty opid 0.html?nocache=4013;
“Colorado Pipeline Company Fined 2.3 Million After Explosion,” Clean Skies News, December 1, 2009.

I3 PHMSA, “Civil Penalty Cases: Nationwide,” October 15, 2010.

14 pipeline and Hazardous Materials Safety Administration, Consent Agreement: In the Matter of Kinder Morgan
Energy Partners, L.P., Respondent, CPF No. 5-2005-5025H, April 4, 2006.

115 Kinder Morgan Energy Partners, L.P., “Kinder Morgan Energy Partners Enters into Consent Agreement with
PHMSA,” press release, Houston, TX, April 10, 2006.

16 {7 S. Environmental Protection Agency, “Kinder Morgan, SFPP Agree To Pay Nearly $5.3 Million To Resolve
Federal And State Environmental Violations,” press release, May 21, 2007.
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* Plains All American.In 2010, Plains All American Pipeline agreed to spend
approximately $41 million to upgrade 10,420 miles of U.S. oil pipeline to resolve
Clean Water Act (CWA) violations for 10 crude oil spills in Texas, Louisiana,
Oklahoma, and Kansas from 2004 through 2007. Among these upgrades, the
company agreed to spend at least $6 million on equipment and materials for
internal corrosion control and surveys on at least 2,400 miles of pipeline. The
company was required to pay $3.25 million civil penalty associated with the
CWA violations. '’
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*  Olympic Pipg . ‘ Bellingham pipeline accident, Olympic Pipe
Line Company and a8 ociafed defendants reportedly agreed to pay a $75 million
settlement to the families of two children killed in the accident.'”

+ El Paso. In 2002, El Paso Corporation settled wrongful death and personal injury
lawsuits stemming from the 2000 natural gas pipeline explosion near Carlsbad,
NM, which killed 12 campers."”' Although the terms of those settlements were
not disclosed, two additional lawsuits sought a total of $171 million in
damages. > However, El Paso’s June 2003 quarterly financial report stated that
“our costs and legal exposure ... will be fully covered by insurance.””

PHMSA Penalties in Perspective

The threat of safety enforcement penalties is often considered one of the primary tools available
to plpehne safety re gulators to ensure operator compliance with their safety requirements.

UGFyZWS0SUQ9MJY2NZE3N3XDaGlsZElEPTQWMTISMXerXBlPTI &t=1.
"9 Enbridge Energy Partners, L.P., October 28, 2010, p. 8.

2<0ylympic Pipe Line, Others Pay Out Record $75 Million in Pipeline Explosion Wrongful Death Settlement,”
Business Wire, April 10, 2002.

121 National Transportation Safety Board, Pipeline Accident Report, PAR-03-01, February 11, 2003.

122 £] Paso Corp., Quarterly Report Pursuant to Section 13 or 15(d) of the Securities Exchange Act of 1934, Form 10-
Q, for the period ending June 30, 2002, Houston, TX, 2002.

123 1 Paso Corp., 2002.
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fines, alone, might have on operator compliance. On the other hand, the authority of PHMSA to
influence pipeline operations directly—for example, through corrective action orders or shutdown
orders in the event of a pipeline failure—can have a large financial impact on a pipeline operator
in terms of capital expenditures or lost revenues. Indeed, some have suggested that this
operational authority is the most influential component of PHMSA'’s pipeline safety enforcement
strategy. Therefore, as Congress continues its oversight of PHMSA ’senforcement activities, and
considers new proposals to increase compliance with federal pipeline safety regulations, it may
evaluate how PHMSA s authorities to set standards, assess penalties, and directly affect pipeline
operations may reinforc e another to improve U.S. pipeline safety.

As noted earlier in tig §.! pipe e security activities tojk
voluntary industry cféoliandie

By initiating this volumi§ G
industry and avoid the publicltion @f sensitive security informati
would normally be regui i §arulemaking. > Provisions i
Inspector General to [jidigs g thd i gy of security standards for g
(§ 23(b)(4)). P.L. 11 iy )
carry out necessary ifisp [ ment—if the agency determmes that regulations are
appropriate (§ 1557(d)). Addressing this issue the 2008 IG report states that

TSA’s current security guidance is not mandatory and remains unenforceable unless a
regulation is issued to require industry compliance.... PHMSA and TSA will need to conduct
covert tests of pipeline systems’ vulnerabilitiesto assess the currentguidanceas well as the
operators’ compliance. ">

Although TSA’sFY2005 budget justification stated that the agency would “issue regulations
where appropriate to improve the security of the [non-aviation transportation] modes,” the agency
has not done so for pipelines, and is not currently working on such regulations."”® The pipelines
industry has expressed concern that new security regulations and related requirements may be
“redundant” and “may not be necessary to increase pipeline security.””” The PHMSA
Administrator in 2007 testified that enhancing security “does not necessarily mean that we must
impose regulatory requirgments.”** TSA officials have questioned the IG 3 sertions regarding
pipeline security regulati] it
security measures. They
and that its pipeline oper§

28 GAO, Pipeline Security anfgs
August 2002, p. 22. 7

13 1J.S. Dept. of Transportation, Office ofnspector General, May 21, 2008, p. 6.

12 Department of Homeland Security (DHS), Transportation Security Administration Fiscal Year 2005 Congressional
Budget Justification, Washington, DC, February 2, 2004, p. 20; TSA, Pipeline Security Division, personal
communication, February 17, 2009.

127 American Gas Association (AGA), American Petroleum Institute (API), Association of Oil Pipelines (AOPL), and
American Public Gas Association (APGA), joint letter to members of the Senate Commerce Committee providing
views on S. 1052, August 22, 2005.

2% Barrett, T.J. January 18, 2007.

129 Sammon, John, Transportation Security Administration, Testimony before the House Transportation and
Infrastructure Committee, Railroad, Pipelines, and Hazardous Materials Subcommitteehearing on Implementationof
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P.L.110-53 (§ 1557 (b)), the TSA has been implementing a multi-year program of pipeline
system inspections, including documentation of findings and follow up reviews." In its oversight
of potential pipeline security regulations, Congress may evaluate the effectiveness of the current
voluntary pipeline security standards based on findings from the TSA’sCSR reviews, pipeline
inspections,and future DOT Inspector Generalreports.

Additional Issues

In addition to the issu

e Congress may consider several issues related to
proposed legislation g , EE

P ipcline stakeholders.
Mandatory Inter@ Pecti ghirements

pipeline operators to cONe "
robotic devices sent through i

overlapping capabilitig iltiiibths. 1°2 While an effective te logy for detecting
corrosion in many apj tofs i ‘)% have limitations as a general thol for assessing the
integrity of pipelines. For ¢xdnple ®ithough smart pigs may be good corrosion detectors, they are
still a developing technology and may be somewhat less effective in detectmg other types of
pipeline anomalies (e.g., cracks). Operators also maintain that smart pigging may be less useful
for predicting future problems with pipeline integrity than other federally approved maintenance
techniques like “direct assessment” (49 C.F.R. 192.903) wherein pipelines are examined
externally based on risk data and other factors.'” Furthermore, because many older pipelines
contain sharp turns and other obstructions due to historical construction techniques, they cannot
accommodate smart pig devices without significant and costly pipeline modifications to make
them more “piggable.” Consequently, some industry stakeholders caution against unrealistic
expectations for the capabilities of smart pigs as a stand-alone pipeline inspection tool.”** As
Congress debates new federal requirements for pipeline inspection with smart pigs, it may
consider these devices as only one in a portfolio of maintenance practices operators may need to
employ to ensure their pipelines are physically sound.

spills and to make those
agencies (49 CF.R. 192.&

(...continued)

the Pipeline Inspection, Protection, Enforcement, and Safety Act of 2006, June 24, 2008.

B9 TS A, Pipeline Security Division, personal communication, February 17, 2009.

31 «pig” {5 the common acronym for “pipeline inspection gauge.”

132 Pete Carey, “Pipeline Inspection Not an Exact Science,” San Jose Mercury News, October 11, 2010.

133 The Pipeline Safety Improvement Act of 2002 (P.L. 107-355) directed the DOT to issue regulations on using
internal inspection, pressure testing, and direct assessment to natural gas pipelines in high consequenceareas.

B4 Christina Sames, Vice President, American Gas Association, November 4, 2010.
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available to the public to allow for additional review of their adequacy and to provide better risk
and response information to people living near pipelines.”” Operatorsreportedlyhave resisted
such disclosures on the grounds that their emergency response plans contain confidential
customer and employee information.””® They also raise concerns that the plans contain security-
sensitive information about pipeline vulnerabilities and spill scenarios which could be useful to
terrorists”’ S. 3856 would require PHMSA to collect and maintain copies of pipeline emergency
plans for public availability “excluding any proprietary or security-sensitive information” (§
8(a)). As debate on this issue continues, Congress may consider the tradeoffs between public
awareness and pipeline rity in al operating environment where both safety:.and
security hazards may g icaniie ; .

Mandatory Pipejl fessn Rervals

The Pipeline Safety i ) requires that natu

to the act perform intcy e Fissessments at least e
baseline assessment (§ 1242} §1pcline operators believe th.

be too prescriptive and may ¢ 9 ropr1ate for all pipelines. O
pipelines too frequen 3 1ent diverting limited s

uses with greater pipg
the generally safe cond ssion pipelines,” GAO concluded 006 that the
seven year reassessment interval “appears to be conservative.”"”” GAO récommended that
Congress permit pipeline operators to reassess gas transmission pipelines at intervals based on
risk factors, technical data, and engineering analyses. The agency believed such a revision would
allow PHMSA more flexibility to establish longer or shorter reassessment intervals as warranted
by pipeline conditions. "** According to PHMSA testimony in June 2008, the Secretary of
Transportation corresponded with the House Energy and Commerce committee regarding the
agency’s plans for exempting pipeline operators from the seven year interval requirement, but this
correspondence has not been released publicly.'*' PHMSA has since concurred with GAO’s
recommendation for extending reassessment intervals and is reviewing its authority to do so
through the grant of special permits to individual operators.'* S. 1333 would allow pipeline

135

For an example of such a review, see The Northern Great Plains at Risk: Oil Spill Planning in Keystone Pipeline
System, Plains Justice, Billinggg MTj Nevember 23§2010.

mergency Response Plans Developed
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before the House Transportationand Infrastructure Committee, Railroad, Pipelines, and Hazardous Materials
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June 24, 2008.
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integrity reassessment intervals to be changed from seven years to intervals based on “technical
data, risk factors, and engineering analysis” (§ 401).

TelephonicNotice of Pipeline Spills

Some stakeholders have questioned the speediness with which pipeline operators report spills to
federal emergency response authorities. '* H.R. 6008 would require pipeline operators to provide
telephonic notice to the Secretary of Transportation and the National Response Center at the
earliest practicable momgatdas dgggadhan one hour after discovering a release of natural gas or
a hazardous liquids. 4 T to HETINTSMRbo (Ticials, the agency cury | ,
hour reporting stand # ‘ Jmit is not stated explighfly ur ‘ siafh b = %@
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As Congress debates reauthorization of the federal pipeline safety program and oversees the
federal role in pipeline security, key questions may be raised concerning pipeline agency staff
resources, automatic pipeline shutoff valves, penalties for pipeline safety violations, and the
possible need for pipeline security regulations, among other concerns. In addition to these
specific issues, Congress may assess how the various elements of U.S. pipeline safety and
security activity fit together in the nation’s overall strategy to protect transportation infrastructure.
For example, diverting pipeline resources away from safety to enhance security might further
reduce terror risk, but not overall pipeline risk, if safety programs become less effectiveas a
result. Pipeline safety and security necessarily involve many groups: federal agencies, oil and gas
pipeline associations, large and small pipeline operators, and local communities. Reviewing how
these groups work togetherto achieve common goals could be an oversight challenge for
Congress.
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