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BEFORE THE PUBLIC UTILITIES COMMISSION 
OF THE STATE OF CALIFORNIA

In the Matter of the Application of San Diego Gas & 
Electric Company (U 902 E) for Adoption of its Smart 
Grid Deployment Plan

Application 11-06-__
(Filed June 6,2011)

SMART GRID DEPLOYMENT PLAN APPLICATION OF 
SAN DIEGO GAS & ELECTRIC COMPANY (U 902 E)

I.
INTRODUCTION

Pursuant to Decision (fO).J) 10-06-047- and in accordance with the California Public 

Utilities Commission (fflommissionJ) Rules of Practice and Procedure and Senate Bill (SB) 17 

(Padilla),- Chapter 327, Statutes of 2009, San Diego Gas & Electric Company (fflDG&EJ) 

hereby files this application (ffkpplicatiorf ) to submit its Smart Grid Deployment Plan 

(fflGDPJ) to the Commission.

II.
BACKGROUND AND GENERAL DESCRIPTION

A. Background

In 2007, the federal government passed the Energy Independence and Security Act of 

2007 (H.R. 6, 110th Congress, fttISAJ or ffkct), authorizing two programs aimed at modernizing 

the nation|s electric grid through the application of Smart Grid technologies: the Smart Grid 

Investment Grant Program;-and the Smart Grid Demonstration Program.- In 2009, the federal

- D. 10-06-047, fffl ecisiort Adopting Requirements for Smart Grid Deployment Plans Pursuant to Senate Bill 17 
(Padilla), Chapter 327, Statutes of2009^ (issued June 28, 2010). Available at: 
http://docs.cpuc.ca.gov/PUBLISHED/FINAL DECISION/! 19902.htm

The bill was sponsored by Senator Alex Padilla (D-Pacoima).
EISA, Title XIII, § 1306 as amended by American Recovery and Reinvestment Act of2009 (ffkRRAJ).

- EISA, Title XIII, § 1304 as amended by ARRA.

2/
3/
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government passed the American Recovery and Reinvestment Act of 2009 (ARRA),

appropriating $4.5 billion to fund projects qualifying for the two Smart Grid Programs ffb 

modernize the electric grid.J - ARRA also amended several EISA provisions pertaining to the 

Smart Grid.-

By the time of Barack Obama |s inauguration in January 2009, the goal of an 80 percent

emissions reduction by 2050 quickly became the basis for landmark carbon policy as America 

stepped out of the shadows to take a world leadership role on climate change. America |s present 

carbon policy has started to fundamentally change the country |s relationship with energy, and in

the process it will also reshape the geopolitical energy map. The missing link to enable these

changes is the evolution from an antiquated electricity system to a smart grid. The century-old

power grid system design increasingly struggles to meet the demands of the modern-day

electricity market. The added scale of vehicle electrification and the advanced metering

functions it requires, such as dynamic pricing, cannot be addressed by the legacy infrastructure

alone. Nor can the influx of renewable energy from state and national renewable portfolio

standards be accommodated. A contemporary smart grid infrastructure is being pioneered as a

reinvestment strategy that will be more flexible, while accommodating distributed energy

sources such as rooftop photovoltaic panels, plug-in hybrid vehicles and backup generators. The

smart grid will allow grid managers to shift power provided in one place to power needed in

another place, while effectively managing demand and capacity.

This Commission has already recognized that incorporating new communication and

information technologies into the electric grid can reduce greenhouse gas emissions, increase

energy efficiency and demand response, expand the use of renewable energy, and improve

- The American Recovery and Reinvestment Act of2009, Pub. L. 111-5 (H.R. 1), 123 Stat. 115 at Division A, Title IV, Sec. 
408redesignatedPURPA§ 11 l(d)(16)as § lll(d)(18).
- Id. at Division A, Title IV.
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reliability, all important state energy goals pursuant to the ffLoading Order.-1 - The overall

purpose of federal Smart Grid planning and investment programs is to accelerate the 

modernization of the nation |s electric transmission and distribution systems and promote

investments in smart grid technologies, tools, and techniques which increase flexibility,

functionality, interoperability, cyber-security, situational awareness, and operational efficiency.

The ARRA also provides funds to states in order to strengthen and expand government energy

assurance planning for new energy portfolios and Smart Grid applications and to build in-house

state and local government energy assurance expertise. The federal purpose focuses on building

regional energy assurance capability to help states to better coordinate and communicate with

one another on energy security, reliability, and emergency response issues. These ARRA Smart

Grid Investment Programs create a unique opportunity for California to expand and accelerate its 

activities to modernize the state |s electric infrastructure, using some federal dollars.

A key piece of smart grid infrastructure is smart or advanced technology which could

take on grid balancing functions, while minimizing distribution losses, allowing each electrical

corporation to manage the electric grid more efficiently, reliably and securely while reducing

greenhouse gas emissions. Smart grid technology also empowers consumers with real-time

information so they can better conserve energy and save money.

On October 11, 2009, SB 17 was signed into law by former California Governor Arnold 

Schwarzenegger.- The bill states that it is the policy of California to ffiiodernize the state |s

electrical transmission and distribution system to maintain safe, reliable, efficient, and secure 

electrical service, with infrastructure that can meet future growth in demand.-1 The bill advances

-The fHoading OrderJ is a concept developed in the 2003 Energy Action Plan adopted by the Commission and the 
California Energy Commission (CEC) and sets an order for the use of energy resources that consists of (1) energy 
efficiency, (2) demand response, (3) renewable energy, and, if necessary, (4) clean traditional power generation.
8/ Chapter 327, Statutes of2009.
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California |s clean energy policies by improving reliability and efficiency in power distribution

through the deployment of smart grid technology. SB 17 establishes deployment of smart grid

technology as the policy of the state. It calls on the California Public Utilities Commission, by

July 1, 2010, and in consultation with the State Energy Resources Conservation and

Development Commission (Energy Commission), the Independent System Operator (ISO), and

other key stakeholders, to determine the requirements for a smart grid deployment plan

consistent with the policies set forth in the bill and federal law. The bill also requires investor-

owned utilities, by July 1, 2011, to develop smart grid deployment plans.

This Commission initiated Order Instituting Rulemaking (ffi.ulemakingJ) 08-12-009 to

consider setting policies, standards and protocols to guide the development of a smart grid

system and authorizing certain expenditures pertaining to the Smart Grid. On June 28, 2010, the

Commission further issued D. 10-06-047, dated June 24, 2010, in Rulemaking 08-12-009, which

ordered that ffiacific Gas and Electric Company, Southern California Edison Company and

SDG&E each shall file an application no later than July 1, 2011 submitting its Smart Grid

Deployment Plan, consistent with Senate Bill 17 (Padilla), Chapter 327, Statutes of 2009, and the

J2/requirements in this decision.

General DescriptionB.

Pursuant to SB 17, D. 10-06-047 requires that IOUs follow a common outline in preparing 

their Smart Grid Deployment Plans.—7 The outline consists of eight topics as follows:

1. Smart Grid Vision Statement;

2. Deployment Baseline;
3. Smart Grid Strategy;

- D. 10-06-047, at p. 138, Order 1.
—This description provides a general outline of the topics included in the SGDP. A more detailed summary of the SGDP 
topic areas is provided in Attachment A of this Application.
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4. Grid Security and Cyber Security Strategy;
5. S mart Grid Roadmap;

6. Cost Estimates;
7. Benefits Estimates; and

8. Metrics.

In addition, the decision sets requirements for each of these sections concerning the

topics that the SGDPs must address, the information that the deployment plans must provide, and

how the deployment plans must link each section and topic back to the policies set forth in SB 17

and in relevant federal law.

III.
SUMMARY OF APPLICATION AND REQUEST

The deployment plan presented in this Application arose from D. 10-06-047, dated June

24, 2010, adopting certain requirements for Smart Grid Deployment Plans, which orders, among

other things, that SDG&E shall file an Application to submit its deployment plan addressing how

the grid can achieve the policies contained in SB 17. These policies include: Be self-healing and

resilient; Empower consumers to actively participate in the operations of the grid; Resist attack;

Provide higher quality of power and avoid outages; Accommodate all generation and energy

storage options; Enable electricity markets to flourish; Run the grid more efficiently; Enable

penetration of intermittent power generation sources; Create a platform for deployment of a wide

range of energy technologies and management services; Enable and support the sale of demand

response, energy efficiency, distributed generation, and storage into wholesale energy markets as

a resource, on equal footing with traditional generation resources; and Significantly reduce the

total environmental footprint of the current electric generation and delivery system in

5
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California. — The utility |s Application submitting its deployment plan must be filed with the

CPUC no later than July 1, 2011.

As described in more detail in Attachment A to this Application, the SGDP represented

in this Application is fully consistent with and responsive to the requirements outlined in D.10- 

06-047 and the policies contained in SB 17. The Commission |s directives as well as SDG&E |s 

demonstrated smart grid vision and strategy warrant the Commission |s approval of the proposed 

deployment plan that comprise this Application. The SDG&E SGDP advances the utility |s

vision for a smart energy future while delivering new value to its customers, meeting its public

policy requirements and delivering societal and economic benefits that exceed project costs.

SDG&E views the SGDP as an end-to-end transformation of its electric delivery system

that applies advances in technology to deliver a range of new benefits to all stakeholders. The

Smart Grid empowers customers, increases renewable generation, integrates Plug-in Electric

Vehicles (PEVs) and reduces greenhouse gas (GHG) emissions while maintaining and improving

system reliability, operational efficiency and ensuring security while protecting customer

privacy. SDG&E anticipates that investments in Smart Grid infrastructure will yield additional

benefits as the transformation progresses and its customers, policy makers and the industry are

able to leverage lessons learned and achieve the Smart Grid|s full potential.

The SDG&E SGDP is not a static document. Consistent with its Smart Grid vision,

SDG&E intends to continue engaging with stakeholders in order to align its Smart Grid strategy

to their priorities. The utility also plans to update its roadmap as its customers, stakeholders,

available technologies, and services evolve; adopt new security strategies as new threats or best

practices emerge; and adjust its cost and benefit estimates as its pilot and deployment

— D. 10-06-047, at p. 139, Order 3; see also SB 17, Chapter 327, Statutes of2009.
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experiences and new information bring greater certainty to anticipated inputs, timelines and

outcomes.

IV.
RELIEF REQUESTED

SDG&E respectfully requests that the Commission issue a decision:

1. Finding SDG&E in compliance with SB 17, Chapter 327, Statutes of 2009, and

the requirements of D. 10-06-047;

2. Accepting this Smart Grid Deployment Plan as a policy guide for future

investments;

3. Rendering such other Findings of Fact, Conclusions of Law, and issuing orders

consistent with the foregoing request; and

4. Such other relief as is necessary and proper.

V.
STATUTORY AND PROCEDURAL REQUIREMENTS

A. Rule 2.1 (a) ff(c)

In accordance with Rule 2.1 (a) ff(c) of the Commission |s Rules of Practice and

Procedure, SDG&E provides the following information.

Rule 2.1 (a) - Legal Name1.

SDG&E is a corporation organized and existing under the laws of the State of California.

SDG&E is engaged in the business of providing electric service in a portion of Orange County

and electric and gas service in San Diego County. SDG&E |s principal place of business is 8330

Century Park Court, San Diego, California 92123.

Rule 2.1 (b) - Correspondence2.

Correspondence or communications regarding this Application should be addressed to:

7
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Hannon J. Rasool 
Regulatory Case Administrator 
San Diego Gas & Electric Company 
8330 Century Park Court, CP32D 
San Diego, California 92123 
Telephone: (858) 654-1590 
Facsimile: (858) 654-1788

with a copy to:

Allen K. Trial 
Attorney for:
San Diego Gas & Electric Company 
101 Ash Street, HQ-12 
San Diego, CA 92101-3017 
Telephone: (619) 699-5162 
Facsimile: (619) 699-5027

3. Rule 2.1 (c)

Proposed Category of Proceedinga.

In accordance with Rule 7.1, SDG&E requests that this Applicationbe categorized as quasi

legislative. Because this proceeding is intended for adopting SDG&E |s SGDP pursuant to SB 17

and D.10-06-047 issued June 28, 2010 in proceeding number R.08-12-009, SDG&E proposes this

proceeding be conducted under the rules applicable to the quasi-legislative category unless and until

the Commission determines that the rules applicable to one of the other categories, or some hybrid

of the rules, are best suited to the proceeding. As the Commission stated in D. 10-06-047, ffl]his

decision is a result of Governor Arnold Schwarzenegger signing into law Senate Bill (SB) 17 

(Padilla),12 which became effective January 1, 2010. SB 17 directs the Commission ffb

determine the requirements for a Smart Grid Deployment Plan consistent with the policies set 

forth in the bill and federal lawJ by July 1, 2010.J 13 The Commission in D. 10-06-047 further

12 Chapter 327, Statutes of 2009.
13 D. 10-06-047, at p. 6.
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ffbject separate review of each utility |s deployment plan,J providing instead that ffhv] bile each

utility is required to file a separate application submitting its Smart Grid Deployment Plan, we

J14expect to review the plans in a consolidated proceeding.

Need for Hearingsb.

SDG&E does not believe that approval of this Application will require hearings. SDG&E

has provided ample supporting information, analysis and documentation that provide the

Commission with a sufficient record upon which to grant the relief requested on an ex parte basis.

SDG&E, nevertheless, sets forth below a schedule that includes hearings, in the event hearings

are deemed to be necessary.

Issues to be Consideredc.

The issues to be considered are described in this Application and the accompanying

exhibits.

Proposed Scheduled.

As noted above, SDG&E does not believe hearings will be necessary, but proposes

alternate schedules to address either scenario:

PROPOSED SCHEDULE - NO HEARINGS

ACTION DATE

Application filed June 6, 2011

Responses/Protests July 6,2011

Reply to Responses/Protests July 18, 2011

Prehearing Conference (if necessary) August 1, 2011

14 D. 10-06-047, at p. 89.

9

SB GT&S 0006932



Scoping Memo Issued August 15, 2011

Intervenor Testimony September 15, 2011

Rebuttal Testimony October 17, 2011

Concurrent Opening Briefs November 15, 2011

Concurrent Reply Briefs December 15, 2011

Proposed Decision February 15, 2012

Comments on Proposed Decision March 6, 2012

Reply Comments on Proposed Decision March 13, 2012

Commission Decision Adopted March 16, 2012 (or first meeting scheduled 
after February 9)_____________________

PROPOSED SCHEDULE ffHEARINGS REQUIRED

ACTION DATE

Application filed June 6, 2011

Responses/Protests July 6,2011

Reply to Responses/Protests July 18, 2011

Prehearing Conference (if necessary) August 1, 2011

Scoping Memo Issued August 15, 2011

Intervenor Testimony September 15, 2011

Rebuttal Testimony October 17, 2011

Evidentiary Hearings October 27-28, 2011

Concurrent Opening Briefs November 23, 2011

Concurrent Reply Briefs December 27, 2011

Proposed Decision February 27, 2012

10
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Comments on Proposed Decision March 16, 2012

Reply Comments on Proposed Decision March 21, 2012

Commission Decision Adopted March 27, 2012 (or first meeting scheduled 
after February 9)_____________________

Rule 2.2 ffi\rticles of Incorporation

A copy ofSDG&Els Restated Articles of Incorporation as last amended, presently in

B.

effect and certified by the California Secretary of State, was filed with the Commission on

August 31, 2009 in connection with SDG&E's Application No. 09-08-019, and is incorporated

herein by reference.

VI.
SERVICE

This is a new application. No service list has been established. Accordingly, SDG&E

will serve this Application and related exhibits on parties to the service list for R.08-12-009

(Order Instituting Rulemaking to Consider Smart Grid Technologies Pursuant to Federal 

Legislation and on the Commission |s own Motion to Actively Guide Policy in California |s

Development of a Smart Grid System), R. 10-05-006 (Order Instituting Rulemaking to Integrate

and Refine Procurement Policies and Consider Long-Term Procurement Plans), and A.10-12-005

(General Rate Case Application of SDG&E). Hard copies will be sent by overnight mail to the 

Assigned Commissioner and Assigned Administrative Law Judge (ffkLL ) in R.08-12-009 and

Chief ALJ Karen Clopton.

Ill
III
III
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VII.
CONCLUSION

WHEREFORE, SDG&E requests that the Commission grant SDG&E |s Application as

described herein.

Respectfully submitted this 6th day of June 2011.

By: /s/Allen K. Trial
ALLEN K. TRIAL 
101 Ash Street, HQ-12 
San Diego, California 92101 
Telephone: (619) 699-5162 
Facsimile: (619) 699-5027 

al@semprautilities.com

Attorney for
SAN DIEGO GAS & ELECTRIC COMPANY

By: A7Lee Schavrein
Lee Schavrien
Senior Vice President - Financial, Regulatory and 
Legislative Affairs
SAN DIEGO GAS & ELECTRIC COMPANY

12
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OFFICER VERIFICATION

I, Lee Schavrien, declare the following:

I am an officer of San Diego Gas & Electric Company and am authorized to make this 

verification on its behalf. I am informed and believe that the matters stated in the foregoing 

SMART GRID DEPLOYMENT PLAN APPLICATION OF SAN DIEGO GAS & 

ELECTRIC COMPANY (U 902-E) are true to my own knowledge, except as to matters which 

are therein stated on information and belief, and as to those matters, I believe them to be true.

I declare under penalty of perjury under the laws of the State of California that the 

foregoing is true and correct.

Executed this 6th day of June 201 L*at San Diego, California.

San Diego Gas & Electric Company
Senior Vice President - Financial, Regulatory and Legislative Affairs
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DeanPresidentnPeeveyn

AtnSDG&E,nwendefineithenSmartnGridnasnannend fo 'enditransformationnofpunelectricn

systerrrithatnappliesnadvancesinitechnologyitondelivernaTangenofTiewnbenefitsitonalh

stakeholders."PuriSmartnGridnempowersncustomers,increases"irenewable"generation,"i

integratesnplug 1nnelectricivehiclesn(PEVs)nandTeducesngreenhousengasnemissions.nWe"i

expectitondoithisiwhile7naintainingnor|improving-|systemTeliabilitynandnoperationah

efficiency,nandnensuringisecurityiA/hilenprotectingncustomernprivacy.nWenanticipateithat"i

investmentsinnaismarterngridiA/illiyieldisubstantivenandnasiyetnunidentifiednbenefitsnas"i

theitransformatiorriprogressesnandnouncustomers,nemployees,npolicyTnakersnandithe"i

industryiarenable"|toieverageiessonsiearnednandnachieveithenSmartnGrid's"fullnpotentiaI.Ti

Thereisnonenobservatiorr|thatisncrystalnclear:"Purncustomersnarendrivingnoundeployment"i

plan.Ti

ffi Ovenl3,OOOnofnourncustomers"|haveinstaIledna"|totaInofpvenlOOTnegawattsnofi  

photovoltaics.n

ffi Ourncustomersnarenadopting-|PEVsnat-|ratesithatnarenamongithenhighestinitheTiationi- 

300ivehiclesnpurchasednandincreasingnbynoveril00nperTnonth.Ti 

ffi OurncustomersnarenalreadyieveragingTeal fimeinformatiornaboutitheirienergyi 

usagefromithird ^artyisoftwarenapplicationsinnordentoTnakeimoreinformedi 

decisionsnaboutnhownandiwhenitheyiusenelectricity."i
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ffi OurncustomersnandnSDG&Eisupportnenvironment Lfriendlynpolicies"fromithenCo///orn/o7 

Global ^A/arming-^olutions-/kcti(ABn32)itonan33npercentTenewablenportfolionstandard,-| 

toiwhichiwencommittediDventwcnyearsnpriontoitnbeingisignedintcr|aw.-|

Ounvisionisitcnworkncollaborativelyiwithnkeyistakeholdersitcncreateitheifoundationifori

aninnovative,nconnectednandnsustainablenenergyifuture.nWenhavenengageditheinputnofi

representativeistakeholdersTfromnacrossnour|service"|territoryiandnaround"|thenglobe,"i

includingnenvironmental,nacademic,nbusiness,TnunicipaI/regionaIngovernment,Tatepayeri

advocacy,nconsumer,iargencustomer,nandiA/orkforcendevelopmentnorganizations.iTheiri

valuableinsightsnhaveishapednouriapproachTtoithenSmartnGrid"|Deployment"|Plan.nAndiA/e"i

willncontinue7toiseeknandincorporate-|theirinputnasnournplanndevelops.-|

OurnconnectedngridiA/illieverageitechnologynadvancementsisoTthatncustomersncairi

manage7theinenergynbills7with7ninimaIncomplexityiandinvested-|time.-|Products7for|the-|

homeisuchnasnappliances,nainconditioners,-plug *rnnelectricTvehicles,nelectricngeneration,"i

and"iproductsiyetitonbendevelopednorTiotiA/idelyiavailable,isuchnasnhomenenergyistorage,"i

willnautomaticallynworkinnconcertnwithnangridnenablednbynadvanced"|technologyito"i

improveTeliability,nwhileintegratingitheincreasingivariabilitynproduced"|byiannever L

growingievelnofintermittentTenewable"generation."i

ThenSmartnGrid"|Deployment"|Plani/vasndeveloped"|bynSDG&Enemployeesnacrossithenwhole"i 

company,ndrivingnbroadinternaInaIignmentnaroundithenexcitingnchangesnassociatednwith"i 

thenenergyindustrynevolution.nWenarenworkingnwithnemployeesinternallynandnpartneringn 

externallyitcnensurenanSmartnGrid lreadynworkforce."PutreachitO"|Diverse"|Business"i 

Enterprises! snanothenkeynelementinnouriSmartnGridisupplieriselectiorriprocessTto"i 

ensurenSDG&Encontinuesitonexceed"|stateTtargetsTforisupplierndiversity."i

SDG&E'snSmartnGridnactivitiesnoventhe"ipast"|twondecadesnhavendevelopednanbaseline"|that"i 

isTtheifoundationifor|the"|utilitynofithe"future."|Fromnautomationnandncontroh 

technologies,-|tonre lengineeringnoperationahprocesses,7nicrogrids,nournnearly tompleten 

Smart"|Meterprogram,nadvancedisensingTtechnologiesnandTnanypthers;nouri
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investmentsnarenaIreadynbenefitingnouncustomers"|bynimprovingisafety,"ireliability,nand"i 

efficiency .nSDG&E'snchoicenofppenistandards,iA/herencostneffective,navailable,nand"i 

applicablenallows-|theflexibilityitoincorporateinew-|technologies,Tesponditcnevolving-| 

andnnewnpolicyTequirementsnandncaptureTiewnbenefitsnasnopportunitiesnarise.Ti

ReliablenelectricnserviceitoncustomersisnankeyndriverfornSDG&Enasnevidencednbynhaving-i

beenTiamedn"mostTeliablenutilityinithei/vest""foritheiast"fiveiyearsnandithenhonornof"i

bestTeliabilitynexcellenceinitheTiation-forn2009.-purnSmartnGridinvestmentsnare-|

intendeditoTnaintainnorimproveTeliabilitynas"|the"igridisnchallengednbyithe"|two Wayi

energyiflowifromndistributedngeneration;itheintermittent"ipowerngenerationnofisolarnand"i

windngenerators;nanditheiarge,7nobilenandngrowingioadimposednbyielectrici\/ehicle"i

charging."|Ultimately,"|thenSmartnGridi/villnalsonenablenansignificantTeductioninithe"i

environmentalifootprintnofnelectricity^enerationnandndeliveryiinithe"iregion;Teduce"i

energyidependencenoniforeignisources;nenhanceithe"grid's"iresilienceitoTiaturalnand"i

manmadeithreats;nand7nostimportantlyTneet"|Ourncustomers'Tieedsnand"iprovideithenri

withngreatenchoice,nconveniencenandivalue.-|

Tonensurenourncustomersitrustnannelectric"grid"|thatTeliesnonisignificantlyimore"i 

technology,nprivacynandisecurityTnustnbenafoundationalnelementnofiSmartnGridnsystems-| 

andnsolutions.nCustomerndata7nustnbe"iprotectednbyn"designingin"nprivacyifromithe"i 

beginningnandieveragingitheisecuritynofpunsystems.nWenhavenpartnerediA/ith"globah 

leadersinithisnareaitondevelopnansmarternapproachitonprivacyiandisecurity.Ti

SDG&E's-|roadmap-fornSmartnGridnprojectsfromn2011i--i2020nasiwellnasnassociatedncost-| 

and"|benefitnestimatesnareistructurednaround"inine"iprogramnareas:"Gustomen 

Empowerment;"|RenewablenGrowth;"|ElectricnVehiclenGrowth;"|ReliabilitynandnSafety;n 

Security;"PperationahEfficiency;nSmartnGrid"|Research,"|Developmentnand"|Demonstration;n 

lntegratediand-£ross 'cuttingnSystems;nandnWorkforce"|Development.n

Whilenwe"|havenpresentednandetailedToadmapiwithispecifiednestimatedncostsnand"i

benefitS"fornouriSmartnGrid"|Deployment"|Plan,iA/e"iplanitoital<enannadaptiveTnanagement"i
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approachnonnannongoing"|basis.nWenwillncontinuallynevolvenounroadmapitoieveragenand"i  

respondito"futureitechnologynbreakthroughs,nchangingistatenandifederalnpolicies,"i 

shiftingnstakeholderprioritiesnandnother-|unanticipatedneventsithatithe-|Utilitynconsiders-| 

asna-givennoverithencomingnlO Veariperiod.-i

Ournplarr|todaynestimatesithenpreliminarynandnconceptualncostsnofiSDG&E'snSmartnGrid-|

deploymentsifontheiyearsn2006-2020natnapproximatelyn$3.5iton$3.6nbillioni/vithithe"i

majoritynofithenestimatedncostsnattributableitonpreviouslynauthorizedinvestmentsnand-|

activenapplications.ifhesenpreviouslynauthorizednprogramsincludenSDG&E'snSmartnMeteri

andnOperationahExcellencen20/20nprograms.nActivenapplicationsincludenouriTestnYean

2012nGenerahRate"Gase"i(GRC)nasiwellnasnothernprogramsisuchnasnSDG&E'snproposed"i

Demand"|Responsenand"|Dynamic"|Pricing"iprojects.irhenestimatedinvestmentsiforprojectS"i

incrementaIito"|thesenpreviouslynauthorizednandnactivenapplicationsnarenapproximatelyn25"i

percentnofithenoverallnestimatedncosts.Ti

The"|totahbenefitsnassociatedi/vithithenSmartnGridndeploymentsndiscussedinithisnplannare"i 

estimateditonbenbetweenn$3.8nandn$7. Inbillion.ifhisncalculationincludesnesti matedn 

economicnandTeliabilitynbenefitsnasnwelhasnestimatedisocietahandnenvironmentah 

benefitsnsuchnasnavoidednemissionsnthrough-|theintegrationnofrenewablenenergynand-| 

PEVsnasiA/ellnasnthenestimatednavoidednfueIncostsnPEVnownersTealizenbyntheirisuccessfuh 

integration.ti

The"imajoritynofnbenefitsnderivenfromnsocietalnandn"soft"nbenefits"|suchnasTnaintainingnor"i

improvingTeliabilityinnthenfacenofna7norencomplexngrid,navoidedncosts,Teductionnof-|

commodityncost,nenvironmentalnandnothers,nandisontheyTninimallyTeducenoperating"i

costsnandnare"inotnprojected"|tonsignificantlyimpactTates,nalthoughncustomersi/vho"i

leveragenSmartnGridntechnologiesnandndataiA/illnhaventhencapabilities"|theyTieednto"i

managenandTeducentheinbills.TiSmartnGridntechnologiesnandnapplicationsnwilhenablenthe-i

futurei-nandnthenexcitingnachievementnofibenefitsntonsociety.Ti
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SDG&E'snSmartnGrid"|Deployment"|PlanisTiotna"irequestiforfunding.nWhileTnanynofithe"i

costsnhavenbeennpreviouslyiauthorizednonsubmittednas"ipartnofithen2012nGRC,iA/eiA/illTiot"i

pursue-fundingTequests-forjncrementalprojects-jirfhis-plair|until-|we-pannaccurately-|

projectnassociatedncostsnandnbenefits"fornanproject.n

Wenarenpleased"|to-|Submitithisfoundationahindustry-|plannandisharenourivisioirforithe-|

nextndecadenofiSmartnGrid"|transformationinnourTegionnand"|beyond.nWhileithis"i

documentisnaIready-|basednonnbroadnstakeholderinput,nwenanticipateithatits-|

publicationi/villnattractnadditionaIinputnandnhelpnSDG&Encontinue"|tonenhancenand"i

improveitsnSmartnGridnplansnand"|thoughtieadership,nasnevidencednbyiPresident"i

Obama'sTecognition-pfiSDG&EimtheiL/.S kussiabilateralfresidential-Commission's 7

Energy i/Vorkingijroupiointikction-pian-^ndintelligentiJtility Magazine'synost}

intelligentnutilityirr|the"|U.S.ndesignatiorrforithe"|lastitwoiyears."nSDG&Eisnexcitednabout"i

thenbettencustomenservice,Teliability,nefficiencyiandnenvironmentaInbenefitsnenabled"i

bynSmartnGridinvestments.nWenarenproud"|tondonounpartitondeliverithesenbenefits"|to"i

customers,itO"Palifornianandito-|Societynasnanwhole.-|

Sincerely,-!

SAN1DIEGO-GAS1&1ELECTRIC1CO.1

Michael"|R."|Niggli,"|Presidentnand"GOO"i
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ThenSan"|DiegonGasn&"|Electric"Company"i(SDG&E)nSmartnGrid"|Deployment"|Plannadvances"i

thenutility'sivisiorrfornaismartnenergyifuturenwhilendeliveringTiewi\/alueitoitsncustomers,"i

meetingitsnpublic"ipolicyirequirementsnandndeliveringisocietaInandneconomicnbenefits"i

thatnexceednprojectncosts.Ti

SDG&EiviewsithenSmartnGridnasnannend 'to 'enditransformationnofitsnelectricndeliveryn

systerrrithatnappliesnadvancesinitechnologyitondelivernaTangenofTiewnbenefitsitonalh

stakeholders.iThenSmartnGridnempowersncustomers,increasesTenewablengeneration,"i

integratesnplug 'innelectricivehiclesn(PEVs)nandTeducesngreenhousengas"i(GHG)nemissions"i

while7naintainingnandimproving-|systemTeliability,noperationalnefficiency,isecuritynand-|

customernprivacy.nSDG&EnanticipatesithatinvestmentsinnSmartnGridinfrastructureiA/ilh

yieldnadditionahbenefitsnasitheitransformationnprogressesnanditsncustomers,npolicyn

makersnand"|theindustrynarenableitoieverageiessonsiearnednandnachieveithenSmart"i

Grid'sifulhpotential.Ti

CustomernchoicenisnanpotentndrivenofiSDG&E'sndeploymentnplanifor|thenSmartnGrid."i

SDG&EncustomersnarenadoptingTooftopisolariand"|PEVsnatTatesithatnarenamongithe"i

highestinitheTiation.iTheynareiseekingTeal 'timeinformationnaboutitheinenergyiusagen

and"iratesinnorderitoTnake7noreinformedndecisions.nSomenareiooking"fornopportunities"i

tonparticipateinnenergyTnarketS"|throughndemand"iresponse,itimenofnuseTates,"i

distributedngenerationn(DG)nand-|Storage.-|LastIy,nSDG&Encustomers-|havenconsistentIy-|

shownitheinsupportiforTnorenelectricityifromTenewableTesourcesnandnother|important"i

environmentaIinitiativesTesultinginngovernmentnandTegulatorynpoliciesithatnareithe"i

otherTnajorndriversnofiSDG&E'snSmartnGrid"|Deployment"|Plan."i

ThenstatenandfederahpoliciesnacceleratingT3lannednSmartnGridinvestmentsinclude-|

SenatenBilln(SB)"|17,nAssembly"|Billn(AB)"|32,nCaIifornia'sn33npercent"irenewable"iportfolio"i

standardn(RPS),itheistate'sndistributedngenerationngoaIs,ndemandTesponseTnandate,"i

improvednbuildingnandnappliancenefficiencyistandards,implementationnofithenelectric"i
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procurementioadingnordernandTiationalisecurityistandardsisuchnasithenNorthnAmericairi 

Electric"|Reliability"Corporation'snCriticahInfrastructure"|Protection(NERC lCIP)"program ■TTl

SDG&E'sivisioniforitsnSmartnGrid"|transformationisitoiA/orkinncollaborationiA/ithi<ey"i

stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable"i

energyfuture.TPonsistentiwithithisivision,nSDG&Enhasnengageditheinputnof-|

representativeistakeholdersifromnacrossitsiservice"|territoryiinithendevelopmentnofithis"i

SmartnGrid-|Deployment-|Plan.-nTheseincludenenvironmentaI,nacademic,nbusiness,-|

municipal/regionalngovernment,Tatepayernadvocacy,nconsumer,iargencustomeriand"i

workforcendevelopmentnorganizations."|lnnadditionitonengagingithesenexternaIngroups,"i

internaIistakeholdersnatnSDG&E"|havenaIignednbehind"|the"|utility'snSmartnGridi\/isionnand"i

strategynwhichTiowifurtherintegratesnSmartnGridnacrossnaIlnutilitynplanningneffortsnand"i

operations.!!

SDG&E'sndeploymentnbaselineisnbolsterednbyithenutility'sTiearly Complete,^customerL

empoweringismartTneterirollout,nwhichisnalreadyisupportingTiewncustomeribehaviors,"i

suchnasithenusenofithird lpartynapplications"|to"|seenenergyintervalnusagendata.1tsnprion

SmartnGridinvestmentsneithernalreadyndeployednorinithenprocessnofideployment,"i

stretchnbackn20nyearsnandnhave-|laid!the!foundation!fonthe-|utilitynof|the!future!through-|

improvednefficiencynandnreliabilitynandTnaximizedncustomenvalue.irheseincludenearlyi

investmentsinnautomationnandncontrol!technologies;"|thendevelopmentnofithe"i

Sustainable"Gommunities"iprogram;itsn"OpExn20/20"nprogranr|toTeengineenoperationah

processesnandnassociatedisoftware!fornSmartnGridisupport;installationnofia"imicrogridin"i

BorregonSpringsjnandfull lscalenSupervisory-pDntrohand-|DatanAcquisition-|(SCADA)-|

deploymentsiwhichTiowncontroh95-percentnofithenSDG&Eitransmissionnsystem.Ti

SDG&E'snSmartnGridinvestments"|tondate"|havenbeenncarefullyichosennandndeployed!to"i 

allow"|the!flexibility!toieverage!futureinnovations,naddressnevolvingnonnewnpolicy"i 

requirementsnanditoncaptureTnorenbenefitsnas"inewnopportunitiesnandnchallengesnarise."i 

SomenofithesenchallengesincludenaddressingissuesnassociatediA/ith"|the!two Wayienergyi
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flowithat"iresultS"fromndistributedngeneration,"|theintermittentnpowenofisolarnandiA/ind"i

generationnandithe"|unknownnandnpotentiallynunpredictableioadimposednbynelectric"i

vehiclencharging.-nSDG&E'snSmartnGridinvestmentsnareintended-|to7nanagensuch-|

changesnand"|transformithengridnofithenpastintoitheismartergridnofithe"futureithatis"i

increasinglyTieededitoday.nWhere"|technologyinnovationsnornenergyTnarketsnareTiot"i

maturenenoughitonsupportna"fullndeploymentnofiaTiewnornpotentiaIlynpromisingnSmart"i

Gridinvestment,nSDG&E'sistrategyisitoieveragenpilotnandndemonstratiorriprojectsitO"i

improveithenutility'snunderstandingnofilikelyncostsnandnbenefits"|beforenaifullndeployment"i

decisionisnproposed.Ti

SDG&E'snSmartnGridnstrategyisnguidednbyithisivision,nconsistentiA/ith"|thengoaIsnofiSB"|17"i

and"followsnandecision lmakingiframework"|thatincludesna"five *prongednapproachito"i

ensure"ncompatibilityi/vithnSB"|17's"goals:na)identifyiapplicableTegulations;nb)identifyi

investmentnoptionsithatnhelpTneetnpolicyirequirements;nc)ldetermineifinvestment"i

optionsnaidnSDG&EinTneetingnpolicyirequirements;nd)ndetermineifinvestmentnoptions"i

enhancencustomerivaIue;nandne)nchooseinvestments"|basednonnstandardneconomic"i

criteria,TiecessityifonmeetingnpolicyTequirements,nandnequity.Tn

SDG&E'snSmartnGridndeployment-|StrategynaIsonprioritizesnprojectsnaccordingitoncustomer-|

value,npolicyidriversnorithe"ineeditonpilot.Tilnvestmentsndrivennbyicustomeri\/aluenare"i

thoseiwhereithenprojected"|benefitsnoutweighncostsnoriwhereitheinvestmentis"i

necessaryitoneffectivelyncommunicatenwithncustomers."|Foriinvestmentsndriverribyistate"i

orifedera Inpolicies,nSDG&Enstillncalculatesithenpotentialncustomenandisocietalnbenefitsito"i

pursue-p-jeast tostnandnbest lfitnapproach.TiByifollowing-|thisnstrategy,nSDG&E'snSmart-|

GridndeploymentneffortsnwillnsignificantlyTeducenthenenvironmentalnfootprintnofi

electricityngenerationnandndeliveryirr|the"iregion;Teducenenergyndependencenorrforeigrri

sources;nenhancenthengrid'sTesiliencentoTiaturalnorimanmadenthreats;nprovide"i

customersi/vitlrgreaternchoice,nconveniencenandnvalue;TnitigateTisk;nandnensurenthe"i

provisionnofisafe,Teliablenandisecurenelectricitynforitsnstakeholders."i
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lnnaddition,nSDG&E'sistrategyincludesncontinuedindustryieadershipirr|Supporting"i

Genera InOrder"|156nwithTespectitoincluding"|Diverse"|Business"|Enterprisesn(DBEs)initS"i

supplienselectionnprocess.-nSDG&Enhasincorporatedisupplierndiversityithroughoutnallnofi

itsnpoliciesnand"iprocurementnprocessesnand"|hasnexceededistateitargets"fonDBEnspending"i

and"iprocurement,naitrenditnexpectsitoncontinuenwithitsnSmartnGrid"|Deployment"|Plan"i

procurementnpractices.n

Securityisna-|priorityimpactingneveryncomponentinnSDG&E'snSmartnGrid-|Deployment-|

Plan."|PreventingnorTeducingnphysicaInandncybensecurityTthreatsnbecomesTnoreivitaInand"i

complexinnanSmartnGrid;nhowever,itnaIsonpresentsnopportunities.nWith"|theTiew"i

communicationsnandncontrol"|technologies"fornphysicaInandncybensecurity,nSDG&E"i

anticipatesithenabilityitointegratenandncorrelatenphysicaInandncyberisecurityTnonitoring"i

andndataitonbettenprotect"gridnassetsnandisystems."nSDG&E'snSmartnGridisecurity"i

approachnwillnbeginnatithenearliestistagesnofisystemndecision lmakingnandndesign.Tiltnwilh

aIsoiseekitonpreventnorisolateitheimpactsnofianynphysicaInoncyberithreats"|tononenori

multipleportionsnofithenSmartnGrid"|to"imaintainisystenrireliabilityin"|theneventnofia"i

threat.ji

JustnasisecurityisndesignedintonSmartnGrid-|systemsnandisolutions,nso-|tooisnprivacy.-|

SDG&EiwillnensurenaTobustnapproachitonenterprisenarchitecturenandinformationn

modeling,ieveragingithe"|NationahInstitutenofnStandardsnandirechnology'sn(NIST)ifoun

dimensionsnofnprivacynasnwellnasitheisevenn"privacyibyidesign"ifoundationahprinciplesnas"i

guidanceiforitsnprivacynprogram.Ti

SDG&E'sndeploymentnplani/villnaIsoieveragenopenistandardsnwhere"ipossibleitonensure"i

interoperabilitynandnavoidnstrandedncosts.n

To"|buildithencapabilitiesTequiredito"ireaIizenSmartnGridnbenefitsiforncustomersnandito"i

meetitheistate'snambitiousnenergynpolicyngoaIs,nSDG&E's"iportfolionof'iSmartnGridnprojects"i

isistructurednaroundTiineispecificnprogramnareasiTi
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1. CustomerfmpowermentT-iSDG&Eisinvestingitonensurencustomersnhaveithe"i 

knowledgenandTiecessaryinformationitoTnakeinformednenergynmanagementn  

decisionsito7naximizeitheirnenergyivaluenand-|tonsupport-|theinaccessitoithird L 

partyivalue 'addediservicesnandnofferingsiA/hilenprotectingitheirnprivacy.n

2. Renewable"|Growth^nSDG&E1snmakingnSmartnGridninvestmentsi;hatTwilhmitigaten 

theimpactnofidistributednandnotherintermittentnenergyisourcesnbyincreasing"i 

measurement,ncontrol,nand7nanagementncapabilities."i

3. Electric^ehicleTGrowthi-nSDG&EisndeployingTiewnSmartnGriditechnologiesirri 

conjunctioni/vith"|traditionahinfrastructure"|upgradesitonensureitheisafe,Teliable,"i 

andnefficientintegrationnof"|PEVs."i

4. ReliabilitynandlSafetyT-iSDG&EisTnaintainingnand/orimproving"ireliabilitynby"i 

mitigatingithenchallenges"|thatintermittent"iresourcesnandnelectricivehicles"i 

present"|tonannagingnelectricinfrastructureithroughimplementationnofiadvanced"i 

sensorsnandnassociatedisystems,nandnotherncapabilitiesithatnwillimprove"i 

employeenandnpublicisafety.Ti

5. SecurityT-nSDG&Eisinvestingitonaddress"|theincreasednphysicaInandncyberi 

securityrisksnandithreatsnassociatediA/ithnSmartnGridisystemndesign,"i 

development,implementation,nandnoperations."i

6. Operational"Efficiencyr-iSDG&EisieveragingnexistingnandndevelopingTiew"i 

capabilitiesitoimproveithenefficiencynofnplanningnprocessesnandisystenri 

operationsithroughTemoteTnonitoringnandTeal 'timeTesponsivenessnenablednbyn 

thendeploymentnofnadvancedisensorsnandnmanagementisystems.Ti

7. Smart-|Grid-Research,-pevelopmentiand-pemonstratioir|(RD&D)T-iSDG&Eisn

improvingitsncapabilitiesnbyTesearchingTiewitechnologies,integratingnemerging"i  

technologyisolutions,itestingiforiinteroperabilitynandnprovidingnproof bf toncepti 

demonstrations.-!
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8. IntegratechanchCross tutting-|SystemsT-iSDG&Eisndeployingnsystemsirnareas-| 

suchnasnapplicatiorriplatformndevelopment,ndataTnanagementnandnanaIyticsnand"i 

communications-|that-|SupportnSmartnGridfunctionalitiesnacross7nultiplenbusiness-|

units.-!

9. Workforce"Pevelopmentr-iSDG&Eisinvesting-|tondevelopitsncurrentiworkforce-|  

and"|tO"|transitionitona"futurei/vorkforceithatnwillTneetithe"|uniqueTequirementS"i 

ofnSmartnGridithroughimplementationnof-ieffectivenorganizationalnchange-| 

managementnandi/vorkforcenplanning."!

Bynapplyingnannadaptive7nanagement"istrategyTtoithenprojectsiistednundeneachnofithese"i 

programnareas,nSDG&Enexpects"|toncontinuallynevolveits"iroadmap"|toieveragenorirespond"i 

toifuture"|technologynbreakthroughs,nchangingnstatenandifederalnpolicies,ishifting"i 

stakeholdenprioritiesnandnothernunanticipatedneventsithatithenutilitynconsidersnasna"! 

givennoventhencomingnlO Vearnperiod."!

SDG&Enhasndefinednandincludednconsensus"imetricsifonitsnSmartnGrid"|Deployment"|Plan,"i

whichnpermitithenutilityitonbenchmarknandnassess"|thenprogressnachievedithroughits"i

SmartnGridndeployments.nSDG&Eplans-|toncontinueiworkingiwith-|the-palifornia-|Public-|

Utilities-£ommission,ithe-|EnvironmentahDefense-|Fund,itheiother£alifornia1nvestori

Owned"|Utilitiesn(IOUs),interestednpartiesnandi<eyistakeholdersinithendevelopmentnand"i

adoptionnofnadditionalnSmartnGrid 'relatedimetrics.Ti

SDG&Enhasidentified,nquantified,nand7nonetizednassociatedncostnandnbenefitnestimates"i 

fonali"pfthe"projectS"initS"pine"(SmartiGrid"progranrpreas,"including"in 'flightnandn 

plannedToadmapnprojects.nSDG&EiwillTiotTequestnauthorization"forifundingnofiprojects"i 

thatnareTiot"inecessaryitoncomplyi/vithnpolicynunless"|thenestimatednbenefitsnexceedithe"i 

associatedncostsnoriwhereitheyiareTequireditoneffectivelyncommunicateiA/ith"|the"|Utility's"i

customers.-!
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SDG&E'snanalysisnofithencostsnandnbenefitsisintended"|tonbenasnaccuratenasnpossible,"i

givenncurrentIynavailableinformation."|However,ndueitoitheTiascentistatenofTnuchnSmart"i

Griditechnologynandithefact-|thatnactuaIndeploymentiwillnbenbasednonfuturenevents,-|

lessonsieamednand"ipilots,"|thesenestimatesnarensubjectitonchangenandnare"ipresentednas"n

conceptualiforn2011 *2015nandnpreliminaryiforn2016 l2020.1nnaddition,naTangeisn

provided"|tonaIlowifonmorenconservativencostnandnbenefitiscenarios.nSDG&Enwillifile"i

supportingnapplicationsnonlyi/vhenisufficientlyiprecisenestimatesnarenavailable.Ti

SDG&E'snestimatedncostnofnSmartnGridndeploymentsifontheiyearsn2006i--i2020ndescribed"i

inithisnplannarenapproximatelyn$3.5iton$3.6"|billionnandincludenpreviouslynauthorized"i

investmentsisuchnasnSDG&E'snSmart"|MeternandnOpExn20/20nprograms,nSmartnGrid"i

projectsincludedinitsiTestnYean2012"i(TY2012)nGenerahRatenCasen(GRC),nothernactive"i

applicationsisuchnasnSDG&E's"iproposed"|Demand"|Responsenand"|Dynamic"|Pricingnprojects,"i

andnestimatedincrementalinvestments,i/vhichnarenapproximatelyn25npercentnofithe"i

overallnestimatedncosts.Ti

The"|totahbenefitsnassociatedi/vithithenSmartnGridndeploymentsndiscussedinithisnplannare"i

estimateditonbenbetweenn$3.8nandn$7. Inbillion.iThisncalculationincludesnestimatedn

societahandnenvironmentalnbenefitsnofT$7607nillion-|h$l-9ibillionnbasednonnavoided-|

emissionsnthroughntheintegrationnofTenewablenenergynand"|PEVsnasiA/ellnasnthe"i

estimatednavoidednfuehcosts-|PEVnownersTealize-|byntheisuccessfulintegrationnofiPEVs.-|

TheynaIsoincludeneconomicnandTeliabilitynbenefitsnofn$3.0-|h$5.1ibillionTesultingifronT|

previouslyiauthorizedinvestmentsnsuchnasnSmart"|Meter,"|TY2012nGRC'iandnothernactive"i

applicationsnasnwellnasincrementalinvestments.Ti

BecausentheTnajoritynofibenefitsnderivenfromTnaintainingnand/orimprovingnreliabilityin"i

thenfacenofnaTnorencomplex"grid,navoidedncosts,Teductionnoficommodityncost,"i

environmentalnandnothensocietalnandn"soft"nbenefits,ntheyTninimallyTeducenoperating"i

costsnandisonare"inotnprojected"|toisignificantlyimpactTates,nalthoughncustomersiA/ho"i
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leveragenSmartnGriditechnologiesnandndataiA/illnhaveithencapabilities"|theyTieedito"i

managenandTeduceitheinbills.Ti

Asnwithitsncostnestimations,nSDG&E'sneconomicnandTeliabilitynbenefitsncaIculations"i

extendnback"|ton2006"|toinclude"|the"|historicaInbenefitsTealizedifromnpreviously"i

authorizednSmartnGridnprojects.-|Because-|benefitsnwillnaIsonaccruenaftern2020,nSDG&E-|has-|

includediforecastednbenefits"|basednonithenassociatediterminaIivaIuenofitsnSmartnGrid"i

projects.-!

ThenSDG&EnSmartnGrid"|Deployment"|PlanisTiotnaistaticndocument."Gonsistentnwithits"i

SmartnGri division,nSDG&Eintendsitoncontinuenengagingnwithistakeholdersinnorder|to"i

aligniitsiSmartiGridistrategyitoitheiripriorities.iTheiutilityialsoiplansitoiupdateitsi

roadmapiasiitsicustomers,"Stakeholders,iavailableitechnologies,iandiservicesievolve;i

adoptinewisecurityistrategiesiasinewithreatsioribestipracticesiemergejiandiadjustitsi

costiandibenefitiestimatesiasitsipilotiandideploymentiexperiencesiandinewinformationi

bring^reatericertaintyitoianticipatediinputs,-|timelinesiandioutcomes.i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei9i

i

SB GT&S 0006962



1

1

Sempra Energy utility®A

1

1

7

Sectionn2n hviSIONn
7

7

7

7

7

7

7

7

7

7

7

7

7

7

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i PageilOi

i

SB GT&S 0006963



2.1 AiSMARTiENERGYnFUTUREi

SDG&E'sivisioniforiaismartnenergyifutureisndriverribothnbynpublicnpoliciesnandnbyits"i

customersiA/honarencurrentlynadopting"|technologiesnsuchnas"irooftopnsolarnandnelectricn

vehiclesnatTatesnhigherithannanywherenelseirr|theTiation."nSDG&E'sncustomersnhavenaIso"i

consistently-|showir|Supportforimore-|renewable-generatioiriprojects,itechnologiesnand-|

legislation."nAsiaTesult,n"Smart"|Utility,"investmentsnarenaIreadynunderwaynatnSDG&Eito"i

ensureithatitisnmeetingithenuniquendemands"|thatTenewablenenergy,nelectricivehicles"i

and"irooftop-|Solarnarenplacingnonithengrid.-nAdditionally,nSDG&Enenvisionsnaismartnenergy-|

futureini/vhichitheTisingncostnofnelectricityisTnanagedithroughTiewnoperationalnand"i

customer 'enablingitechnologies,iwhilenconsumeripnvacynandngridisecuritynarenprotected"i

toithengreatestndegreenpossible.nSDG&EnenvisionsnbuildingnonitsncurrentnSmartnGridn

platformitonmaintainithenutility'snhighiserviceTeliabilitynwhileisupporting"imore"i

sustainablenenergynutilizationnandnancost 'effectivenSmartnGridToll but-Ti

Tondate,nSDG&E"|hasinvestedinTiewitechnologiesnand"iredesigneditsnbusinessnprocesses"i 

toTnaximizenefficiency,Teducenemissions,nempowencustomersnandTnaximizencustomen 

value.nExamplesnofitsneffortsincludena-full 'scalenadvancedTneteringinfrastructuren 

(AMI)ndeploymentnandits"PpExn20/20nprogram,i/vhichincludesnSmartnGridifoundationah 

projectsisuchnasnaistate bf 'the 'artnoutagenmanagement/distributionTnanagementn 

systemn(OMS/DMS),ngeographicinformationisystemn(GIS),ncondition 'basedTnaintenancen 

(CBM)nanditransmissionnandndistributionnautomation.TiHelpingitsncustomersito-|savenon-| 

theirnenergynusagenandTeduceithenamountnofielectricnandngasinfrastructure"ineeded"i  

throughnenergyiefficiencyi(EE)nandndemandTesponse"i(DR)nhavenalso"|beeni<eynobjectives"i

ofnSDG&E.Tn

ThisnSmartnGrid"|Deployment"|Plannbuildsnonitheseinitiativesito"imaximizeitsivaluenand"i 

benefitsnasiwellnasncreateTiewivaluenandnbenefitsithroughnadditional,targeted"! 

investments.-nSDG&E'snSmartnGridivisionis-itoiA/orkinncollaborationnwithnkeyi
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stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable"i

energyifutureninitsiserviceiterritory.TPnenofithe"|keynobjectivesnofiSDG&E'sncurrent"i

SmartnGridnprogramsnandivisioirgoingforwardisitonhelpncustomers7naximize-|theivaIue-|

ofitheirnenergynusagenandngeneration.ji

SDG&E'sncustomersnarenadoptingnenvironmentally 'friendlyitechnologiesisuchiasi

photovoltaicn(PV)nandiA/ind"generationnasiA/ellnas"|PEVsnandnarenbeginningitoieverage"i

customer lempoweringismart7TieteritechnologyisuchnasnGoogle-|PowerMeterinngreateri

numbersneverynday."nThesenexcitingitechnologiesnbringithenpromisenofiextensive"|benefits"i

toncustomersnandisocietyincludingTeducing"|theimpactnof'ienergynusagenoir|the"i

environment,nreducingnenergyidependencenoniforeigrr|Sources,nand"furthendeveloping"i

thenabilityitonbetternunderstandnandncontrolnenergyiusagenandTesiliencyinitheifacenofia"i

naturalnonintentionalnattacknonithengrid."nTheynalsonbringTiewnchallenges,nsuchnas"i

maintainingnpowernqualitynandnavoidingnoutagesnasnissuesnassociatediA/ithitheitwo Wayi

energyiflowithatTesultsifromndistributed"generation,itheintermittent"ipowerfromisolari

andnwindngeneration;nandithenunknownnandnpotentiallynunpredictableioadTequired"|byi

electricivehiclenchargingnarenaddressed."nThesenandnothenchanges"|haveitriggeredithe"i

startnofiaTnajoritransformationinithenelectricnutilitynbusiness LLtransforming"|thengridnofi

thenpastintonaismartergridnofithe"futureincreasinglyTieededitoday."i

ThenstatenofiCaliforniaisnalsoifocusednonnSmartnGridinvestmentsithatiA/illnhelpTeduce"i

emissions."nSenate"|Bilh(SB)"|17nestablishesithenoverallintent"|thatnSmartnGrid"i

deploymentsnhelpnachieve"|the"following:ithengoalsnofiAssemblynBilln(AB)n32,itheistate's"i

33npercentTenewablenportfolionstandardn(RPS);nasiwellnasnachievingnCalifornia's-|

distributedngenerationngoalsnandndemandTesponse7nandate;improvednbuildingnand"i

appliancenefficiencyistandards;nandimplementationnofithenelectricnprocurementioading"i

order."nSDG&E'sivisionisithatnutilitiesiA/illnprovide"|the"foundation"|thatifacilitatesithe"i

achievementnofTnanynofitheistate'snemissionnreductionngoals.irheispecificnmeansnbyi

whichithis"|Deployment"|Planncompliesi/vithnSB"|17"iarensetiforthinndetailinnSectionn2.6nofi

thisnSmartnGrid"|Deployment"|PlannVision.Tn
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SDG&E'sivisionisitoiA/orkinncollaborationiA/ithi<eynstakeholdersitoncreate"|the"i 

foundationiforianinnovative,nconnectednandisustainablenenergyifuture.T|In"fact,nanbroad"i 

cross lsectionnof-|Stakeholdersfromnacrossitheiserviceiterritory-providedinputitoithis-| 

filing,pfferingisuggestionsnand"irecommendationsitonenhanceithisi\/ision."nSDG&E"i 

believesithat"|theifocusnofitsnSmartnGridinvestmentsnshould"|benonTnaximizingnbenefits"i 

toncustomers.TiByieveragingndigitalnandnadvanced"|technologies"|toncreatenaismartengrid,"i 

customersiA/illnbenefitifromncost WfectivensolutionsitoitheseTiewnchallengesnand-gairri 

synergiesnwhilenreducingnenergyiconsumptionnand"irelatednemissionsifronr|thesenevolving"i 

technologiesiA/hilenaIsonhavingnconfidenceitheinprivacyisnprotected.TiFornexample:"i

ffi Throughnautomationitechnologiesintegratediwith-|thenSmartnGrid,ncustomersiwilh 

benableito7nanagendiscretionaryioads,isuchnasnhomenainconditioningnand"|PEV"i 

charginginnaTnannerithatisithenmostncompatiblenwithiocalnelectricndistributiorri 

needs.T]Byn2020,ithe-|Usenofistationarynand-|PEVnbatteriesncannbeTietworkednat-| 

home,natiA/ork,nandnatishoppingTnaIls"|to"|help"|thenutilityistabilizeithengridnduring"i 

partiaIlyncloudyndaysnornerraticiwindnconditions,-|potentiaIlyioweringithencostnofi 

PEVnownership,iA/hileincreasingithenamountnofrenewablenenergyiintegrated"i 

reliablyinto"|thengrid;n

ffi CustomersiA/ilhhaveitools"|thati/villnhelpithemTnanageitheirnenergynusenandncosts"i 

and"imakeitneasyiforithemitondoiso;"i

ffi Customersi/vilhhavenpriceisensitivenappliancesnandndevices"|thatncairibe"i

programmed"|to"ireactitoithenchangingncostnof-ienergynandTnodifynbehaviorito"i

lowernenergynbillsnaccordingitoncustomernpreferences,isuchnasndelayingithe"i

refrigerator'sndefrostncycleitoTnidnightiA/hennainconditionenuseisiow,nasnwellnas"i

chargingna"|PEVnearlienonlaterirr|theirr|theneveningitonearlyimomingnhoursiA/herri

theiA/indisnblowingTnoreithannexpected,nandnevenndischargingnenergyifrorrri

storageiA/henithenpriceisnextremelynhigh;"!
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ffi CustomersiA/ilhbenable"|toTideithroughnelectricnoutagesnbyieveraging7nicrogrid"i 

technologiesito7nanagenancombinationnoficommunitynenergyistorage,nelectric"i 

vehiclenbatteries,ioadifollowing"fuelncells,nandndistributednsolarnandnwind"i 

generation."|EventuallyiPEV"|batteriesnwillisupplynenergy,nandnhomenenergy"i 

managementnsystemsnandismartnappliancesnandndevicesnwillnbenutilized"|tonbetten 

matchnenergynuse"|to"|theisupplynavailable."i

ffi CustomersiA/ilhbenable"|toiook"|toithenSmartnGridiforprovisionnofirealitime"iprices,"i 

energynuseinformationnanditonenablenannarraynofnbillingnoptionsitonenableithenri 

toTnanagenenergynusenandncosts.n

ffi SDG&Eiwillnbenableitonprovide"|higherievelsnofipowernquality,Teducenoutages,"i 

and"ireduceTestorationitimenbyimplementingTiew"|technologies.nSDG&Enwilh 

implementnSmartnGridncapabilities"|thatncannprovidencustomersndifferentiated"i 

levelsnofTeliabilitynandnpowenqualityithatnareitailoredito7neetitheirispecific"i 

needs.Tn

SmartnGridinvestmentsiA/illnprovidena"|utilitynplatformithatncreatesnaTietworknofimany"i

differentTnarketnparticipantsithroughoutithengrid,nallowingnelectricityito"|bengenerated,"i

stored,ndeliverednandnconsumedin"|theTnostncostnefficientnandnecologicallyisound"i

mannerpossible.T|This-|wil|-|empowerpowerproducers,-|fosterjnnovation-jn-|equipment-|

suppliers,nandnenableTiewitradingT3artnerTelationshipsnand-|newnproduct-|markets-|

(which7nayiincludeithingsisuchnasnallowingncustomersnwithndistributedngenerationnand"i

storageitonparticipatein"|balancing,istoragenand/ornancillaryiservice"imarketsnatithe"i

distributionnserviceievel),nallnofiwhichi/vilhserveitoincreasenefficiencyiandTninimizencost"i

andnemissionsnassociatediA/ithnelectricitynconsumption.Tn

ManyiutilitiesnacrossitheTiationnarenwaiting"|toiseenwhatnhappensnelsewhere"|before"i

responding"|toitheseindustrynchanges.T]ForithenSan"|DiegoTegionnandnSDG&E,nhowever,"i

waitingisTiotnannoption.-fiSDG&Encannotiwait-|because:-|

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil4i

i

SB GT&S 0006967



ffi ltsncustomersnand7nanynstakeholdersnhavenshownnconsistentisupportifonnew"i 

renewableiegislation,ngenerationitechnologies,nandnprojects ^withnsomenalreadyn 

beingndevelopednand7norenbeingnplannedinithenSarriDiego"iregionitoTneetithen33"i 

percentTenewablenportfolionstandardnbyn2020;n

ffi ltsncustomersnhaveinstaIled-|more-|megawattsnofTooftopnsolarinnSarr|Diegoithairi 

utilityncustomersinnanynothenU.S.ncity.TiByithenendnof'i2011,novenl3,000"i-Tnore"i 

tharrilnpercenti-nofiSDG&EncustomersiA/illnhaveinstaIlednphotovoltaicisystems"i 

totalingnovenlOO"|MWnofncapacity;"i

ffi ltsncustomersnarenalreadyitakingndeliverypfiNissairiLeaf'iand"GhevroletnVolt"i

electricivehicles,iA/ith"imore"|LeafsnbeingisoldinnSairiDiegoithannanywherenelseirri

thencountryn(and"|Ford,"|Mitsubishi,nand"|BMW"|havenalsoitargetedithenSairiDiego"i

regionfor|their|PEV-|releaseiir|laten2011i--iearlyn2012);nand,-|

ffi ltsncustomersnalreadyihavenaccessitointervahusagendata,iwith"|thousandsnsigning"i 

upifornGoogle"|PowerMeter.iTheynare"ipoiseditoieverage"inewnenergy"i 

management"|technology."i

SDG&Encan'tiA/aitifonothersitoTnoveiforward,nbecauseitsncustomersnarenalreadyrnoving"i

forward ."nConsistentiwithitheiviewsnexpressednbyTnanynofithenutility'sistakeholders,"i

SDG&Enenvisionsna"futureinnwhichncustomersnarenempowered"iLiLlwithnaccuratenprice"i

signals,nadvancednenablingitechnologies,naiwell ldesigned7narketistructure,nandnanSmart"i

Gridithatnallows"|themitonchoosenhowitheyiwantitonconsumenandngenerate"|theiri

electricitynand7naximizeitheirnenergyivaluenbasednonitheirnown-|preferencesnand-|

priorities."nCustomersiwillnbenableitoisafelynaddincreasingievelsnofintermittent"i

distributedTenewablengenerationnand"imaynevennprovidengridTeliabilitynservices"|to"|then

utility.-nThenelectricityngridiwillnbenableitonaccommodateincreasingndemandfronr|PEVs.-|

AccuratenpriceisignalsTnaynalsonencourage"imoreneconomicndecisionsTegardingncharging"i

suchivehiclesnduringnoff *peaknandnsupenoff lpeaknhoursiwhennpricesnareiownandithereisn

sufficientnsystemncapacitynand"iresources."nSDG&Eiwillnachievengreatenefficiencies"|byi
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movingitcncondition basedimaintenanceiandimplementingiothenefficiencyi

improvements"|through"|thenusenofTiewitechnologies.Tn

The-griditselfiwillnbecomeTnoreTesistantnandTesilientitonannever 'increasinginumbenofi 

threats,ifromncyber lattackitoiterrorism,nandncustomersnandnprovidersnaIikei/villnbe"i 

confidentithatitheinfrastructurenandinformatioir|theyndependnonnare-|secure.irhenSmart-|  

GridiA/illnaIsonempowernelectricitynproducersnandnotherTnarketnparticipants"|byicreatingna"i 

network-|thatnallowsfornefficientncoordinationnamong7nanyndifferent7narket-| 

participants Llfromncentralnstationngeneration,ncapacitynandnancillaryiserviceTesources"|to"i 

distributedngenerationnandndemandTesponseTesources ^andnallowsnelectricityitonben 

generated,istored,ndeliverednandnconsumedin"|theTnostncostnefficientnandnecologicallyi 

soundimannenpossible.Tn

SDG&E'sivisioniforitsnSmartnGrid"|Deployment"|Planisintendeditoncreatenaisecurenutilityn 

platformiforithen"Smart"Gustomer"ithatnempowersithemiA/ith"ireliability,nchoice,ncontroh  

andnconvenience."|Thisnutilitynplatformnofithe"futureisnenablednbynSDG&E'sivisionnof'ia"i 

"Smart"|Utility""|thatisncapablenofncoordinatingnenergyTesourcenoperationnacrossithe"grid,"i 

fromncentralistationngenerationnandncapacityn 

resources-|sitednonitheitransmissionngrid,itO"i 

distributednenergynandndemandnresourcesisitednon"i 

thendistributionisystem.TnThroughitsnutilization"i 

andnexpansionnofinformationndeliveryichannels,"i 

SDG&Eiwillnprovidencustomersi/vithTnoreitimely"i 

and-|relevantinformationnon-|theinenergy-|Usage,7narketnpricesnandisystemnconditions-| 

and"imakeithemnactivenparticipantsin"|thenSmartnGridnofitheifuture.TnLastly,"|byicreatingna"i 

utilitynplatformithatnensuresTeliabilitynandnallowsTesourcesitonresponditonaccuratenandn 

timelynpriceisignalsnandnsystemneventnconditions,nSDG&EiA/illistrengthenithenefficiency,"i  

transparencyiandisecuritynofithengriditoisupportitsi\/isionnofian"Smart"|Market"iforiits"i 

customersnandnallngridistakeholders.Tn

■N

"SDG&Ejcan't yvaitforpthers 7 
to jnove forward, jbecauseitsj 

customers pre plready pioving-j 
forward. "7

v
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SDG&Eiooksiforward"|toiA/orkingncloselyi/vithitsncustomers,istakeholders,ithe"i

Commission,ithe"Galifomia"|IndependentnSystenrPperaton(CAISO),nand"|FederahEnergyn

RegulatorynCommissioiri(FERC)itonhelpnachieveitsnSmartnGrid"|Deployment"|PlannVision."i

2.2 SDG&E'SiSMARTiGRIDiVISIONi

Thenelectricityindustryisfacingnunprecedentednchanges.TPustomers,increasingly-|

concernediA/ith"|theincarbonifootprintnandTisingnenergyicosts,nareinstallingndistributed"i

renewablengenerationTesourcesinngreatennumbersneveryiyear.T|PEVsnare"|being"i

introducednearlyinithenSarriDiegoTnarketitoTesponditonangrowingifocusnoniA/hatnairi

individuaIncanndoitonhaveiessimpactnorr|thenenvironmentiA/hile"ireducingitheinmonthly"i

transportationfuelnexpenses.T]NewitechnologiesnarenaIlowingncustomers-|tonbecome-|

increasinglynempowereditoTnanageitheirnenergynusageito7ninimizenelectricityncostsnand"i

airnemissionsn(bothngreenhouse"gasesnandncriterianpollutants)nassociatediA/ith"|theiri

electricitynuse.Tn

lnnorderitoisuccessfullyTiavigate"|thesenchangesinnanwayithatTnaximizesithei\/aIuenofithe"i 

services,nSDG&Enhasnadoptednaivisionnonithe"|basisnofinputifromncustomers,i<ey"i 

stakeholders,nandnemployees.Tiltsivisionisnsetiforthnbelow:"i

"SaniDiegoiGasi&iElectric,iinicollaborationiwith j<ey stakeholders, yvill-preate the7 

foundation forpin innovative, ponnectedpndsustainablepnergy future. "1

ThisisnalsonSDG&E'sTvisiorrifonSmartnGridndeployment.-nSDG&ETwilhworkiA/ithi<ey-| 

stakeholdersitondeploynSmartnGriditechnologiesTthatncreatenaninnovative,nconnected"i 

andnsustainablenenergy-|future7that-provides7value7toitsncustomers.Tiltiwilhdo7thisnby-| 

makingnSmartnGridinvestmentsitonensureisafenand"ireliablenelectricityiservicenas"i 

customersinvestirrirenewable"|DGnand"|PEVs,nandnallownSDG&E"|toneffectively"i 

communicateiA/ithncustomersnanditheirnagentsTegarding"|theinenergynuse.TiThisn"core"i 

technicalnplatform"iA/illincreaseTtheivaluenofiservicesnSDG&E"iprovidesnandnempowen 

customersitonconsiderndistributednenergyiresources"i(DER)nalternatives,nafter Wieter L
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services,nand/orna"|PEV,itherebyncreatingnaTiewinnovativenandimprovedncustomen 

experience."nSDG&E'sivisionnalignsiA/ithitheivisiorr|setiforthinithe"|Electric"|Poweri 

Research-|lnstituten(EPRI)-|Publicinterest-|Energy-|Researchn(PIER)-|programfinalnproject-| 

'reporVentltled-CaliforniaiJtilityyisionpnd foad map for the f mart iSridpf fear2020.

lnndevelopingithis-|Deployment-|Plan,nSDG&Ensolicitedinputfromitsncustomersnand-| 

stakeholders. 1"nThreenareasnofiinterestistoodnoutnasithenhighestnprioritiesirr|these"i 

discussions:ncustomeribehavior/education,ndemandTesponsenandTatendesign.-nThese-| 

keyithemesnandnothernareasnofistakeholderiinterestnareisummarizedirrgreaterndetaih 

belownandincorporatedithroughoutithisndeploymentnplann

1. EducateiCustomers-pirfnergy-|Opportunitiesiand-|Choices.-nEducationnofi

customersnandnallistakeholdersis"iparamount,nandnsignificantinvestmentiiri

customerncommunicationsnandTesearchnonncustomeribehaviorishouldnbenhigh"i

priorities."nCustomenbehavionandnpreferencesivary,ithusitheneducationnand"i

productnandiservicenofferingsTieeditoivaryialso.n"OneisizendoesTiotifitnall.""i

Utilizing-peer 'to lpeerneducationisnanimportantistrategy.-nSignificantneducation-|

willnalsonbeTieededifornSDG&E'siA/orkforcenwhoiA/illnbeintegralinnofferingithis-|

educationitoncustomers.TiEducatedncustomers7nakenbettenchoicesnandnare7nore-|

empoweredito-|makeivaluendecisionsnonnenergy.-|

^DG&ETSolicitedinputfromitheTfollowingiorganizationsTasitidevelopedithisideploymentiplann

ffi Environmental:iEnvironmentaliHealthiCoalition;TSannDiegOTAuduboniSociety;iSaniDiegOTCoastkeeperi 
ffi Academia:TFiSanpiegoiStatepniversityT(SDSU)penterforEnergyiStudies;1JniversityTofTCalifornia,iSarnDiegcn 

(UCSD)TiDivisioniDfTCalit2;nUCSDTOfficeTofiStrategic-Energy1nitiativesTi

ffi BusinessiOrganizations:TiSaniDiegofiegionalTChamberpfnCommerce;iSaniDiego,iMorthTCounty,-EastiCountyn 
economicndevelopmentiorganizationsn

ffi Municipalptilities/GovernmentahOrganizationsriptyiDfTSannDiegonCountyTofiSarnDiegonCityTofTChulaiVistan 
SAN DAG^EnergyiA/orki ngnG rou pn

ffi RatepayenAdvocates:iJtilityTConsumers'TActioniMetworkT(UCAN)n

ffi Energy-(MGOs:nUniversityTDfiSan-piegOT(USD)iSchool-pfiLa\ArEnergy-policyinitiativesTCenteri[EPIC);TCalifornian 
CenterforSustainableiEnergy]

ffi LargeiCustomer/Corporate1nterests:TSony;TAdd/f/ona/iorgeGommun/cof/ons fechnology pompanyi

ffi CollaborativeTOrganizationsnUCSDnConnectnClearnTechiSarnDiegcri 
ffi WorkforcelnterestsnSarnDiegcrjWorkforce-partnershipi
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2. Facilitate-fnergy-ffficiency-pnd-pemand-Response.TiCustomenaccessitcnenergy-|

information,nenergypricesnandnemissionsnbyitimenofidayiA/ithnenabling"i

technologiesithatnallowncustomers-|toncontrolnand7naximize-|theinenergyivalue-|

arencritical.TiThisisisimilaritoitheimportancenof'icommunicatingiA/ithncustomers"i

initheinchosenianguage;nutilitiesnhavenannobligationitonprovidenand"i

communicatencustomerispecificnusagenand"ipriceinformationiA/ithithencustomer's"i

chosenncommunicationnchannel(s).Tn

3. OfferPateiOptionsTand-CostiChoice.TiCost 'basednanditime 'differentiated-irates-jn-i 

someiformiareicriticaliandTnustibelinkedibvicustomersitoTost 'savingsitcnbei 

effective.-!

4. Enable-plug lhrflectric-i\/ehicles-|(PEVs).-nSDG&E'sngoaHsitcnensureithensafe,-i 

reliablenandnefficientintegrationnofiPEVnchargingioadsiA/ithithenutility-! 

grid.TrCommunitynplanningisimportantinnaddressingithe"ipotentialifuturen"ramp"i 

up"nofihomenandnpublic/commerciahPEVnchargingifacilities.TGost *based"|time L 

differentiated-iPEVTatesncaniDenanneffectivenwayitonencouragenPEVncharging-! 

duringnoff lpeaknhours,nandiyieldnothensystemnbenefitsithatncouldTesult-fromna-i 

morenefficientnusenofithengriditoday^ndinithe-futurenpotentiallynenableionger-i 

term-|PEVnchargingnandnelectricityistorage.-i

5. Enable-iandintegrate-pnergyiStorage.-nThereisnanconsensusinitheindustry-|that-i 

electricityistorageisnancnticalncomponentinTnitigatingintermittencyiand-i 

integratingincreasednpenetrationnofrenewablendistributed-generation.TiLarge L 

scaleistorageishouldnbenpartnofitheistrategy,nasishouldivehicle 'to 'gridnstorage.-m

6. ExpandTCollaboration.flSDG&E^itsivendorsnandisuppliers^usinesses,partners,"i  

communitynorganizations,-|keyistakeholdersnandnacademiaishouldnalliA/ork-i 

togethentoincorporate-iprojects/conceptsintonSmartnGridndeployment.-nSmart-i 

Gridifunctionalityncouldnhaveisignificantpotentialnasnaiocalneconomicnd river.-!
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7. Support1\A/orkforce‘Peadiness."nAnSmartnGridiA/illndemandnaTiewiworkforceiA/ith"i 

specificnskillsnatnaIHevels."nSDG&E,nacademia,nbusiness,nandiabonshouldiA/ork"i 

togethentoncreatenand/orinvestirr|thencreationnofia-|new,-|locah"reservoir"nofi 

talentiwithitheseiskills.TiInnaddition,ithere"ineedsitonbena"iproactivenapproach"|to"i 

workingiwithnunionsinnorderitondevelopnagreements"|thatnare"forward 'thinking! 

andncollaborativenandisupportnaiflexiblenworkforce"|thatisnableitoTneetitheifuture"i 

needsnofithenSmartnGrid.TGurrentnemployeesi/vilhneeditondevelopTiewnskills"|to"i 

adaptitoitechnologicalnandnbusinessnprocessnchangesnwhilenHRisystemsiA/illTieed"i 

tonbenaIignediso"|thatitheiA/orkforceis"flexiblenandnconsistentiA/ithnSmartnGrid"i 

needs.n

8. Integrate-pistributed-pnergy-pesourcesiDERj.nThenSmartnGridTnust-ibenable-ito-i

integrate-|DERTesourcesiA/ithoutnadverseimpactsnonTeliability.-nThe-|Deployment-i

Planishouldnaddress-|hownSmartnGriditechnologiesncan-facilitatendevelopmentnof-i

combinednheatnandnpowern(CHP)ifacilities.-i

9. Expand-|Technology-Pevelopment.-nlnvestmentnandncollaboration,integrationnof-i 

newitechnologiesitointerfaceiA/ithithenSmartnGrid,nasiA/ellnas"|businessnand"i 

technology-|transition-|StrategiesnareTieededitonensurenexisting-|technologiesnare-i 

optimized.-!

SDG&Enhasndevelopedithis-iDeployment-iPlannon-ithenbasisnofitsivisionnandistakeholderi

inputnandnconsistenti/vithitheTequirementsnofiD.lO ^6 lG47.-nPursuantitcnthatidecision,-i

SDG&E'snSmartnGrid-|DeploymentnplanndescribesnSDG&E'snSmartnGridivisioninithe-i

contextnofithree-|highievelnconcepts-i-Y'SmartnCustomer,"n"Smart-|Market/'nandn"Smart-i

Utility"nbelow.-mSDG&E's-|Deployment-|Plannwillnalsoncontinueitonevolvenas-|the-ipriorities-i

andnexpectationsnofitsncustomersnand-|stakeholdersnchange.-i

1

1
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2.3 "SMART-]CUSTOMER"i

SDG&E'sivisionnofithen"Smart"Customer"isnonenwhoisnempowerednandnable"|toTnake"i

informedndecisionsnabout"|theinenergynusagenandngenerationnasnaTesultnofiSmartnGrid"i

investments,naIlowingitherrr|tO"imaximizeitheinenergyivaIue.Ti

Specifically,nSmartnGridinvestmentsiwillncreatenopportunitiesfonthef'SmartnCustomer"-|

ofitheifutureitonreducenenergyicostnandnuse,ito"ireduceitheirncarborrfootprint,nandito"i

installnandneffectivelynutilizenDGnandnafter Wietentechnologies.TiUnderiSDG&E'siSmarti

Grid"|Deployment"|PlannVision,ithenutilityi/villncollaboratenwithncustomersnandnenergy"i

servicenproviders"|tonprovidencustomersiA/ith"imorenchoicenonnhownandiA/herr|theynuse"i

energynbasednonimprovedinformationn(includingnaccuratenpricensignals)nandnaccessito-|

enablingitechnology.Tn

SDG&Eiwillncreatena"|utilityifoundatiorrfornaninnovative,nconnectednandnsustainable"i

energyifuturenandiA/orki/vithncustomersnandiservicenproviders"|toincreasencustomeri

engagementnwithnandnadoptionnofinewnenergyTnanagementitechnologies.TiFromna"i

"Smart"Gustomer"nperspective,ithisi/villngivenconsumers"|thenopportunityitoncaptureithe"i

benefitsnofianwideTangenofiexistingnandnemergingnenergyitechnologiesnandnassociated"i

energyrnanagementnproductsnandnservices"|thatTnay,norTnayinot,nbenprovidednbyithe"i

utility."nThesenenergynproductsnanditechnologiesi/villnempowencustomers"|toTeduce"i

energynusei/vhennenergynpricesnandnassociatednemissionsnarenat"|theirihighest,nand"i

reduce-|theinoverallnenergyndemand,nallnofnwhichiwillTeducenenergyncostsnand-|related-|

emissions.Ti

Customersiwilhbenaware,informednandnknowledgeablenaboutitheinenergynchoices,nand-| 

haveitheitoolsitonactnuporr|thosenchoices."GustomersiA/ilhuse,istore,produce,nand/orn 

managenenergyito7neetitheirindividuahneedsnasp/ellnas-|theTieedspfithengridnand-| 

energyrnarketsiA/ithnanclearnunderstandingpfiitsivalue."nTechnology,nenergy Velatedn 

services,nandnenergyTnarketsi/villnevolvenasTnarketparticipants/actors:n(l)itheynwilh  

adoptTiewitechnologiesithatintegrateTeadilynaccessibleinformationnwithnautomated"i
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systemsithatTnanagenappliancesnandnequipment;n(2)itheynwilhinstallncompetitive"i

distributedngeneratiorrisystemsnandTietworkednandintegrated"|PEVnchargingnequipment;"i

and,n(3)itheyiwillnoptimizenenergy-|Storagencapabilities.Tilnnorder|tonachieveithese-|

objectives,itiwilhbeTiecessaryitonensureithenavailabilitynofiaccuratenand"|transparent"i

cost lbasedTatesnandnpricingnandistandardized/reliableinformation.irhisnwillnenable"i

utilitynandnnon lutilityiservicenproviders"|tonoffencompetitivenproductsnandnservices"|that"i

willnbeivalued"|byicustomersnandn3rdnpartyiservicenproviders."nSDG&Enwillncreatena"i

standardizednplatfornrforitheitransfernofncustomernusageinformatiorr|tO"|thirdnparties"i

(withncustomernapproval),itherebyienablingncustomersitonaccessithirdnpartyiservicesnand"i

reducenoverallTnarketitransactionsncosts.n

SDG&ETecognizesithatnengagingnwithnandnproactivelyTeachingnout"|toncustomersisn

criticalitO"|theisuccessnofitsismartTnetendeploymentnandnSmartnGrid"|Utilizatiorri

efficiency.TiBothndemandisiden(customers)nandisupplyisidendecisions"i(includingnself L

providednsupply)nare7norenefficientifivalued 'addedimarketinformationisiavailableitcri

marketnparticipants."nThe"GommissionnandithenState"|havencIearlyiembarkednonithenpath"i

ofndeployingnadvancedTneteringitechnologyi(e.g.,ismartTneters)."nAdvancedTnetering"i

technologyiisTiotnonlynachievingnoperatingnefficienciesinTnetenreading,i.e.,nautomating"i

the7neterireading-|process,nbutnasTecognizednby7nanynof-iSDG&E's-|Stakeholders,-|

includingnconsumeriadvocacyngroups,nbusinessinterests,"nacademia,"inon 'governmental"!

organizations,nandncorporateinterests,ithenavailabilitynofTnoreitimelynandngranulan

(interval)nenergyiusageinformationncannandnwillnchangencustomenbehavior.Tn

Thenchangeinncustomenenergynusage-|resultingfromnsmart7netersncannbencategorized-|

intO"|fourjmpacts:"i

ffi Informationfeedbackn

ffi DemandTesponseifromishortTunnpricenelasticityTi

ffi Energynefficiencypnequipmentinvestmentsincluding"|PEVs"i

ffi DistributedngenerationnandistorageinvestmentS"i
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TonachievencustomenandnenvironmentaInbenefitsnassociatednwithitheseimpacts,"i

investmentsnarennecessaryitonensureithenavailabilitynofnenergynusagendatanatithengranulari

level.T^ustomer 'specificintervahusageinformation7nust-|beipresentedinia-|timely,-|

understandablenandnusefuliform.TCustomers"imustnunderstanditheinratenstructurenand"i

theimpactsithatTnayresultifromivariousndynamicTatenoptions.TiTime differentiated"!

rates,inisomeiform,narenancnticalncomponentinitheisuccessnof'idemand"iresponsenand"i

adoptionnofTiewnenergyimanagementitechnologies."!

Customerfducation,"Putreachnand1nformationn

Unlessncustomersnunderstandithe"|benefitsithatnSmartnGridnprovides,nbelieve"|those"i

benefitsnare7neaningful,nand"|believeithereisnanneasynand"feasibleiA/ayiforithemito"i

participate,itheyiA/ilHikelyriotnengage."nSDG&E'sncustomeneducation,noutreachnand"i

communicationsnstrategyiA/illTecognizenandneffectivelyTespondito"|thisnchallenge.Tn

SDG&E7nustncontinue"|toitailonspecificncustomerTnessagesnandncontent"|tonspecific"i

customerngroups"|basednonnhowitheyiusenenergy,"|howitheynaccessinformationnabout"i

energy,nandnhowitheyimakenenergyidecisions.Tilnnaddition,nSDG&EiwillTieeditoiA/orl<iA/itlri

eachnsegmentitonensureitwo 'wayifeedback/communicationisoncustomersnhave"|the"i

informationito7nakeinformednenergynchoicesnonndemandTesponse,nenergynefficiency-|

investmentTneasuresnandiself'generation.TGustomeneducationnandncommunicationsn

willTieed"|toincludena"fullTangenofputreach,nbeginningiA/itlrgeneralnenergyiawareness"i

toispecific,^targeted,customer 'selectednoptions.TnBynachievingitheiforgoingnobjectives,"i

SDG&Eiwillnempowencustomers"|tonbetterTnanageitheirnenergynusagenandTninimize"i

emissions,nconsistentnwithitheistate'snpolicyngoals."i

SDG&Eisnalso"iplanningitonprovideivariousnapplications"fornon 'tinenpresentmentnofi 

energynusage,Tatencomparisonnanalysis,Tiearireal 'timeinformationiandTnonthitcndate-| 

billnalerts,7nonth 'endnbilhprojectionsnandnhighnbillnanalysis ■TTl

1
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Maximizing-3enefits-pf1theiHome-Area1MetworkTand-|0thenCustomerPremisei

Technologies!

CustomersiA/ilhbenempowereditonparticipateninnandTesponditoTnarketsnonitheitechnicah

platformncreatedifonHomenAreanNetworksiHANjnandnotherncustomernpremisennetworks.!

Thenplatformisncomprisednofiseveralncorencomponents-ithatincludeithenDemand!

Response-pDntrohApplicationn(DRCA),!theTietworkTCommunication-pathinto!the-|home!

ornbuilding^henHANnornotherndevicesnat-ithencustomer'snpremises^hencustomerportah

applications,nand!thenbacknofficeintegrationsTequired!toisupport!those!

systems.if'Behind 'the [meter"iservices!and!applications!accessed!by!the!Customerinside!

theirnpremises^uchnasTnonitoringnandTnanagementnofndevicesnconnecteditoithenHAN,!

couldnbenexpandednbeyondithirdnpartiesnandnextendeditonutilities^hereby^ivingn

customersTnorenchoices.n

Accommodating1ncreased"Plug lrn-flectric-Vehiclei(PEV)-penetration!

TheY'Smart!Customer"!may!drive!an!electric!or!plug 'innelectricivehiclenandnSDG&Eis!

prepareditonaccommodate"|their|increased!market!adoption."nAften2012,!thousands!tO!

tensnofithousandsnofiPEVsnarenestimatedYonbenownednbyiSDG&E'sncustomers.-nWithnan!

estimatedioadnofT3.3-|kilowatt-|(kW)!perTvehicle!(6.6-|kW!perTvehicle!aften2012)-|this!

equates!ton45Tnegawattsn(MW)!ofTiewioad2,iA/hichifTiotTnanaged!andintegrated!

properly,ncouldnhavenansignificantimpactnon-itheiocalnelectricndistributionisystemnand!

potential-generationnneeds.TilfiSDG&E'siservice-iterritoryiexperiencesTapidnadoptionnof!

PEVs,!thenoutlook!for!2020!Could!be!as7Tiuch!as!200,000+!vehiclesin!the^reateriSan!

DiegoTegion.-nStakeholdersin-ithenmunicipaharenanhavenexpressednconcernnaboutithen 

i m p actnofit h enco m i n gf'wa ve"nofiP E Vs.!

Onenofrnany!challenges!associatediA/ith!PEV"growthTates!will!be!theY'clustering"!ofiPEV!

ownershipYi.e.^wonorrnorenPEVsiservednbynonenneighborhooditransformerJ.TiThisncould!

2lSDG&EiEOY2012iestimatei
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benparticularlynanissueinithenoldencoastahareasnofiSDG&E'siserviceiterritory.T|lnTnost"i

instancesithesencoastaInhomesnareismaIler,ndoTiotnhavenairnconditioningnand"|theTiumberi

ofncustomersnconnected-|per|transformerisngreaterithanTieighborhoodsiwithnairi

conditioningioadirr|theinIandnareas."nAn3i<Wnchargingioadisncomparableitoiarge"i

centralnainconditioningioad"|thatisnadded"|toitheiocaIndistributionisystem."nSDG&Eis"i

currentIyinvolvediwithnarr|Electric"|PowenResearch"|Institute"i("EPRI")"iprojectitoifurthen

assessitheimpactnof"|PEVsnonithengrid,nasiA/ellnas"imonitoringithe"|PEVioadsnandncharging"i

patternsnof"|PEVncustomersnduring"|then2011ndeployment.TiProactively,nSDG&Enbelievesit"i

isimperative"|tonexamineithreenareasnofisystemnactivities:T|theTieed"fornexisting"facilityn

upgrades,nanneffectivenusenofismartn(monitoring)"|transformersnandnunderstanding"|the"i

loadsngeneratedifromithenusenofpublicncharginginfrastructureinnordenaddress"|the"i

comingnPEVnchargingndemands,nandisupporting"|PEVnservicenprovidersitonprovide"|timelyi

andnadequatencharginginfrastructure.n

Finally,nundenSDG&E'snSmartnGrid"|Deployment"|PlannVision,nSDG&Enwillnenablenand"i 

supportithengrowthnofielectricitransportationiA/hilenensuringitheisafe,"ireliablenand"i 

efficientintegrationnwithithengrid.iiSDG&Endesiresitoncreatenannexcellentncustomeri

experiencenandnbuildnconsumernconfidenceinncleannelectricitransportation.Tn

Customerfxperience-pf-|thei"Smart1Utility"-pf1the-futurei

Tonensure-|thatithen"Smart-pustomer"isnempowerednandinformed,nSDG&Enenvisionsna-|

customeriservicenexperience"|thatTneetS"|theiripreferencesnandTieedsiA/hilenprotecting"i

theirprivacy.Ti

Today'sitechnology,includingitheinternetnandismart"iphones,nhasnchanged"|hownSDG&E's"i 

customersTeceiveinformationnand"|handle"|transactions.T|Theynhavencomeitonexpect"i 

instantnaccessitoninformationnandiviaTnultipleitechnologyiplatforms.TiThirty leightn(38)"i 

percentnofnSDG&E'sncustomersnhavenopteditoiviewnandnpayTtheiribillionlinenusingnlVIyi 

Account,nanditheyicannalreadyiviewitheinhourlynenergyidatanonnGooglenPowerMeter.Ti 

Laterithisiyearitheynwilhbenable"|tonsee"|hourlyndataithrough"|MyiAccount."nSmart"|Meters"i
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andnaccessitonenergynconsumptioninformationiA/illnprovideitsncustomersithen

opportunityito"|have7norencontrolnoventheinenergynuse."nTheynwilHookitonSDG&Eito"i

provideithemiwith-|theitoolsitonunderstanditheinformationnasiwellnas-|Solutions-|tonsave-|

energynandTnoney.TGommunicatingithisinformationinnanneasily bnderstandableiandi

timelyiA/ayisiA/hatncustomersi/villnexpectnandisoonncomeitondemand.TrCustomersiA/ant"i

choiceinncommunicationsnchannels:n"text7ne"nwithnoutageinfonandnupdates,nbutn"emaih

me"naboutnnewnprograms.TilnnorderitoTneet"|theTieedsnofitsncustomersnandnestablish"|the"i

kindnofTelationshipitheyiA/antifromitheirnutility,"|SDG&E"|hasnaTesponsibilityito"|benable"|to"i

reachithemithroughitheirpreferredncommunicationnchannel.Ti

Customers'nconcernsnaboutithenenvironmentnanditheirneconomicisituationsnarenaIso"i

growing."nCustomersiA/antnhelpnevaluatingisavingsnopportunitiesnassociatediA/ith"i 

replacing"|theinappliancesiA/ith"imorenefficientnones.nWithndynamic"ipricing,ncustomers"i 

wantitonknownhowitheyicannusein *homendisplaysnand"|HANsito"iprogramnappliances"|tongo"i 

onnandnoff|toisaveTnoney."nTheynarenaIsointerestedinnevaIuatinginvestment"i 

opportunitiesiikendistributed"generation,nbatteryistoragenandnelectrici\/ehiclesnandnwilh 

lookitonSDG&E"forinformationnandinsights."nThroughnonlinenchannels,interactivenweb"i 

tools,nandnusenofrnedia/video;"|thesenoftenncomplexnanaIysesnandnconceptsncairibeTnore"i 

clearlynpresented,isignificantlyincreasingnunderstanding,ncustomensatisfactionnand-|

ultimatelynadoptionnandnengagementinisustainablenenergynpractices.Tn

SDG&E'sinvestmentsin7nobilenapplicationsnandisociahmedianare"inecessaryitonprovide"i

thenarraypfiutilityiservicesn(billing,nbilhpayment,nenergynusageinformation,ndemand"i

response-|programs,nenergynefficiencynprograms,iowincomenassistance,netc.)ito-|

customersnonitheirnchosenncommunicationsnchannels.nSDG&ETnustinvestinitechnicah

infrastructurenandnsupportingnapplicationsitointegratenandncommunicateiA/ithitsn

customers.Tn

EmpoweringncustomersTneansnproviding"|themiA/ithinformationithat"iraises"|thein

awarenessnso"|thatitheyncan7nakeintelligentn(smart)nchoicesTegardingitheirnenergy"i
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usage."nSuchinformationTnustnbendelivereditoithencustomerinnaitimely,transparent,"i 

relevantnand"ireliableTnannernusing"|thencustomer's"ipreferrednchannel.TCustomersi/vilh  

thennbe7nost-|likelyto7nakendecisionsn(behaviornchanges)Tegardingnenergy-| 

consumption."nThen"Smart"|Utility"nwillnaIso"ineeditoTnaintainithenabilityitoncommunicate"i 

withncustomers-|thatndoTiotnusenanyTiewnelectronicTnedia.-|

SDG&E'sY'SmarttZustomer"ivisionisitonbe"iproactivenandncollaborativeiA/ithitsncustomers"i

tondeliverTnutuallyibeneficialnoutcomes.TiThis7neansthatnSDG&Etvillncontinuouslytvork-|

withncustomers"|tonunderstanditheinpreferencesnandnprovideiservicesi\/iaithenchannels"i

that"|theyivalue."nSDG&Eiwillncontinue"|to"iadaptitoitsncustomers'nchangingnexpectations.Ti

As"|thenpopulationinitsiserviceiterritoryichanges,nSDG&Eiwillncontinue"|toT3rovide"i 

appropriate,Tnulti 'tinguahcustomenserviceTepresentativesnandinon tnglishnprintedn 

materialitonbetterncommunicateiA/ithitsncustomers.Tn

2.4 i"SMARTiMARKET"i

SmartnGridinvestmentsiA/illnchangeithenexisting7narketnbyiempoweringncustomersito"i

maximizeitheivaluenofithenenergynandnothernservicesitheyTeceiveifromithengridnand"i

participateinndemandTesponsenand"ipotentiallynancillaryiserviceTnarketsin"|theifuture.Ti

Withnaccuratenpriceisignalsin"iretailTates,nSmartnGridinvestmentsnwillnallowTnarkets"fon

DERnandnPEVsitongrownwithoutimposingnadverseimpactsnonncustomersiA/ithoutnDERnon

PEVs.-nSmartnGridinvestmentstvillnalsoimprovenefficiencyinngridnoperationsnandTeduce-|

costs-forncustomersnoveritime.Tm

UnderiSDG&E'st/isionnof-ianinnovative,nconnectednandnsustainablenenergytuture,-|the-|

"Smart"|Market"iA/illnenhancencustomenservicenandiA/illnprovidencustomersnwithngreateri

energyiservicenchoices,ncontrolnandnconvenience.TnSDG&EiA/illnprotectncustomers'"i

personallyidentifiableinformationinnansecurenenvironment.TGustomersi/villnbenableito"i

choosenalternativenenergyTnanagementnandinformationiservices.TGonsistentiA/ith"i

feedbackifromnmunicipal,nbusiness 'oriented,nandnconsumenadvocacyistakeholders,"i
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SDG&E'snSmartnGridnwillnensureithatTiewTnarketnparticipantsnarenableitonenterimarkets"i

and"iprovideiservices"|thatncustomersndesire."nSmartnGridinvestmentsiA/illnhelpnSDG&E:"i

ffi EnhancenoveraIlivaIuenofidentifiednproductsnasnpartnofitheTnarket;"i 

ffi lmprovenoverallnefficiencynandnoperationnofiDERnonngrid;"i 

ffi FacilitatenparticipationnofiDERinto"GAIS07narketn(includingnanpilotnprogramito"i 

demonstrateiviability);Ti

ffi Enableitime *differentiated"iratesiforistorage,nelectrici\/ehiclesnandismalh 

distributedngeneration;-fi

ffi lntegrateismallndistributed"generationintoithe"Galifornia1ndependentnSystenri 

Operatorn(CAISO)Tnarket;nand,"i

ffi EnhancenCAISOnoperationalflexibility,nwhile7naintainingnand/orimproving-|

SDG&E's-gridnreliability.n

SDG&Eiwillnprovideinformationnandnensureithenexistencenof-iancommunicatiorri 

infrastructureithat"fullyienablesithencapabilitiesnandnpotentialnbenefitsnofithen"Smart"i 

Market."-fiSDG&EiwilHeveragenoperr|Standardsnandinteroperablenarchitectures-|to-| 

enablenexistingnandTiewnparticipantsitoitradeinformation,nproductsnandiservicesirri 

theseTnarkets.Tm

SDG&E'sivisioniforiai"Smart"|Market"iA/illTequirenpriceisignalsithatnaccuratelyTeflect"i 

costs"|tonprovidenutilityiservicesnandnavoidnburdeningnonencIassnof'icustomeriA/ithncosts"i 

thatnwereincurred"|toiservenanothencustomen(cross 'subsidization).-nThisnwilhalsoihelpi 

promoteTational,nsustainablenandneconomicallyiefficientndecision 'makingithatiwilhallowi

customersito-|minimizeitheinenergyncostsnandnemissions.Tn

DistributedTenewablengenerationiforTesidentialTietnenergyimeteredncustomersisnan 

goodnexamplenofitheTieedforTnorenaccuratenpriceisignalsitoncreatenanstrategyithatiwilh 

leaditoiong 'termisupportifor,nandncontinuedinvestmentin,ndistributedTenewable"i 

energyin"Galifornia."nATesidentialTietnenergyTneteringn(NEM)ncustomeris"generallyna"i 

homenownerithatnhas-|Sufficiently-|highiwealthnorincomenona-|highnenoughncredit-|rating-|
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tonaffordnanPVisystem."nWherrisuchnancustomerinstaIlsTenewablengeneration,itheynuse"i

SDG&Eiikenanbatteryi-nSDG&Eistoresithenelectricityithencustomerngenerates"|beyoncl"i

theirncurrentndemand,nandTeturnsithatneIectricity-|toithencustomeriwhenitheyTieedit.Ti

TheynaIsoTeceiveiA/hatevernelectricityitheyistilhneedifromnSDG&Enundendeeply"i

discounteditiernlnanditiern2Tates.TiUndencurrentTatendesign,nSDG&Endoes"inotncharge"i

the"|NEMncustomerifonthen"battery,"non“i'eliability"iserviceitnprovides.TiHowever,"|these"i

costsnareTeal."nUndernexistingnrules,ncustomersithatnhave"inotnorncannotnafford"|toinstaIh

PVnareiforceditopayithesencosts.jilnnorderitonensurenaiong Ltermisustainable"imarket"fon

distributedTenewablenenergyiirrGaIifornia,"|NEMncustomersishouldnpayithencosts"|that"i

arenincurreditonprovideitheseiservices.3Tm

SDG&E'sndiscussionsiwithivariousncustomersnandistakeholders"|havenaIsoieditonairi

additionaIncomponentnofiSDG&E'sivisionifornan"Smart"|Market":nasncustomerTieedsnand"i

desiresnevolve,itiwilhbeTiecessaryiforiSDG&E"|toTnakeiownemissionnelectricityn

commoditynservicesnavailable"fromithenutilityinivariousiformsiso"|o//nofiSDG&E's"i

customersnhaveithenoptionnofincreasednaccessitoTenewablenenergyiatTeasonable"i

prices.nAIInofGalifomia'snenergynconsumersishouldnhaveithenoptionitonchoosenenergyn

fromTenewablensourcesnanditoTeduceitheinemissions.Ti

2.5 "SMARTiUTILITY"!

An"Smart"|Utility""|understandsiA/hatitsncustomersi/vant,Tieed,nandi\/alue.T|Unden 

SDG&E'sivisionforian"Smart-|Utility,"itnwillncreateithefoundationfornaninnovative,-| 

connectednandisustainablenenergyifutureinitsnserviceiterritory.TGustomersnare"i 

expecteditonincreasinglynadoptnautomatednenergyTnanagementnsystems,instalh 

distributednenergyresources,nutilizenenergyistoragencapabilities,nandnchargenelectricah

3“PneTDfitheTJnintendedTConsequencesTofthisT3olicyisithaticustomers+iavennoincentiveitOTConsidenadoptingTenergyn
storageTas-partToftheirpystem.TEvenifTenergy^torageinstallediA/ithTa-pV-pystemTCouldTJrovideTanmoreTefficientn
solutionTfonaTCustomenthannutility-ptorage^itnwouldTiotijeTadoptediaecausenPVTCustomersTcanTeceive^torageTfon
free.TforthisTeason,tHeinaccurateT3ricesnthatTesultfromiMEM^tandTasTannobstacletoitheTefficientiadoptionTofn
storagetechnologiesijy^VTCustomers.Tn

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei29i

i

SB GT&S 0006982



vehicles."Customers"|havenaIreadyitoldnSDG&E"|thatitheyiA/ant"imorenservicenoptions.Ti

SDG&Eiwillnprovidencustomenusageinformation,npricesnandncriticaIneventTiotifications"i

throughithencustomer'snpreferredncommunicationnchannels.TnItiwillndevelopithe-|

distributionnsystemnandinformationitechnologyninfrastructure"|tonenablenandisupport"i

growthinithesencustomernalternativenenergyisolutions.Tn

TondoithisnandnaccommodatenCaIifornia's"|RPS,"|Net"|Energy"|Meteringnand"|Low"GarborriFueh

Standard-|requirements,nSDG&EiwillTieed-|toimproveitsnability-|tointegrateincreased-|

levelsnofTenewablengenerationnandnelectricivehiclesinto"|thendistributiorrgrid"|through"i

variousnSmartnGridinvestments.Tn

Asnan"Smart"|Utility,"nSDG&Ei/villnpromoten"Smart"|Markets""|byienabling,ifacilitating,"i

and/oncreatingTeliablenanditransparentinformationnservices"|thatnareivaIuednby"i

customersnandTnarketnparticipants."nSDG&Ei/villnenableistandard,nconsistentprotocols"i

across7narketsitonprovideisecureitransactionsnand"iprotectncustomerinformation.T|ltiwilh

createnanplatformithatnaIlows"fornefficientncoordinationnbetweenncentraIistationnand"i

distributednenergyresources,Tnanagingnenergyidemandnbasednonnaccurate"ipriceisignaIs"i

toTninimizencostsnandnemissions."nThisnSmartnGridnplatformnwillnenableTiew"imarkets,"i

participants,products,nand-|services.-nThenplatformiwillnaIsonaIlowfornpredictive-|

capabilitiesiforngridpperatorsithati/vilhhelp"iminimizeitheimpactpfisystemndisruptions"i

toncustomers.n

Fromnaiti'ansmissionperspective,nSDG&Enwillimplementprojectsndesigned"|toimprove"i

theispeednwithp/hichYhenutilityTespondsYoissuespn-itheYransmissionngrid^provideYhe-i

utilityiA/ithnadditionalinformation"|tonaIlowit"|tO"iproactivelyiavoidpotentiahissuesnand"|tO"i

allowititoTnakeTnorenefficient"|UsepfiitsTesources.T|ManypfitheseprojectsiA/illnbe"i

designed"|toimproveitheispeediA/ithnwhich"|thenutilityisnableitO"iresponditoisystenri

events.Tn

SDG&Eiwillimplementitheitools"inecessaryitoncreatenaiself'healingnandTesilientisystenri 

throughithenusepfreal Ltimeinformation"|to"imorenefficientlynutilizeitsndistributionnand"i
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transmissionnassets,ithenexpansionnoficommunicatingnand"iremotelyncontrollableifield"i 

devices,nanditheisupportnofprojectsiA/hichiA/illprotectithenutilityifronrithenelements.Ti 

Fornexample,nsynchrophasorsnwillnprovide-|real Ltimendatanaboutitheisystem'snstatusnand-|

willnultimatelyibenused"forisystemncontrolnand"irestoration.Tn

SDG&EiwillnalsonbenableitoimplementnSmartnGridncapabilitiesithatnenable-|newnproducts-|

andnservicesithatnprovidencustomersnwithndifferentiatedievelsnofireliabilitynandnpowen

qualityithatnareitailoreditO"imeet"|theinspecificTieeds.Tn

SDG&E'sY'Smart"|Utility"ivisionincludesithenprovisionnofibalancing,istorage,Teliabilityn

andintegrationiservicesitoncustomersiA/hichTeflectsitheivaluenofitheiserviceithenutility"i

providesnanditheinfrastructureinvestmentithatnsupportsit,nparticularlyifondistributedn

generationncustomers.Ti

TonsupportnSDG&E'siargerivisiorrfornSmartnGrid,ithencompanyTnustnalsonconsideriwhat"i

roleisecuritynwillnplayinithisTiewnparadigm."nSDG&Enenvisions"|thatnbyn2020nallnSmart"i

Gridnparticipants,ifromncustomersitoiservicenproviders,itoTegLilators,"|tonutilities,"imustnbe"i

able"|tO"irelynonithenavailabilitynofithe"|system;"|trust"|theintegritynofitheinformatiorri

producednbyitheisystemjnandnbenconfidentYhatisensitiveinformationisisecureYronri

unauthorizednaccessnorndisclosure."nSDG&E'snSmartnGrid7nust"|beTesistant"|tonphysicah

andncybensecurityithreats,nasiA/ellnasTesilientitonattacknandTiaturalndisasters.Tilt"imustnbe"i

alignediwithindustrynstandardsnandnbest-|practices.-|BecauseTesourcesnare-finite,it7nust-|

benbuiltnonnaisecuritynprogranr|thatnusesiA/ell 'establishediriskimanagementi

methodologiesitoTnaximizeitsnsecurityinvestments."i

Tonrealizeithisivision,isecuritynprogramsnandinfrastructureTnust"imakenSmartnGrid"i

participantsnawarenofitheifollowing:ithenutilityTnustnhave"greaterivisibilityintoithe"i

systemnstate,nasnwellnasneventsitakingnplacenonithensystem;ncustomersTnust"|understand"i

theirnowrriroleirribetternprotectingitheirnprivacy;neachisystemnstakeholderTnustnhave"i
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moreinformationitonhelpithenutilitynreduceithenoverallTisknofithenSmartnGridnwithnarri

emphasisnonncreatingnanculturenofisecurity4."nSecurityTnanagementifunctionsTnust"i

convergeiwithncentralngovernance-|by-|thenutility.irhis7nanagement-|mustnbenopennand-|

federatediforncompany 'to 'third 'partyinteroperability.TCompanyisecurity-processes,i

suchnasincident"iresponse,7nust"|beintegrated.T|ForisystenriresistancenandTesilience,"i

centrallyimanagednsecuritynpoliciesiA/illndisperse,nbeingndrivenintoiocalizedislandsnon

communitiesnofinfrastructureitonallowitheisystenr|toncontinueitonprotectitselfiinithe"i

eventitnbecomesisolated"fromithei/vhole."i

SDG&E'snSmartnGrid"|DeploymentnVisionifonsecuritynwillnbenefitncustomersnbynensuringna"i 

trustednand"ireliableinfrastructureithatiA/illnenableitherrr|tonbetterTnanageitheirnenergy"i 

usagenandi/villnprovideithemnanbroadernchoicenofienergynopportunitiesithatifit"|theiri 

lifestyle,nwhetheritisnsavingTnoneypnchoosingifromnai/videriselectionnofisustainable"i

energyngenerators.n

Beingnresistantitonphysicalnandncybernattackisnai<eyithemenof'iSDG&E'snSmartnGrid"i

Deployment"|PlannVision.Tiltisnessential"|thatithenSmartnGridnbendesignednaroundindustryi

bestnpracticesnandistandards.TiltisimportantitondevelopnaTiskTnanagement 'basedn

securitynprograrrr|thatnenablesnbusinessTisknowners-|tonapplyTesourcesiwhereithenSmart-|

GridTieedsithemTnost,"|basednorr|knownithreats,i\/ulnerabilitiesnandimpactsitoithe"i

SmartnGrid.Tiltisnalsoimperativeithat"|the"|utilitynenhanceitsisituationalnawareness"i

capabilitiesitoidentifynandTespond"imorenquicklyito"iphysicalnorncyberneventsithatncould"i

benprecursorsitonaiargensecurityincident.Tn

SecuritynwillTiotnonlynbenembeddedinnSDG&E'snSmartnGrid'snoperationalnprocessesnand"i 

technologies,"|butnalsoinithenpeopleithatnparticipateinithe"generation,itransmission,"i 

distributionnandnconsumptionnofienergy,includingnutilities,ithirdnpartiesnandncustomers.Ti 

TheseTisknownersi/vithinnSDG&Enwillncontinueitoincludenphysicalnandncyberisecurity"i

4nAlignsiwithithe^nergyiSectoi^ontroliSystemiWorkingnGroup'si''Roadm^|025ec:ureiEr]er,gyjC)eliyeryi
Systems”!
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risksinitheirndecisions."nUtilitynemployees,ithirdnpartiesnandncustomersnareinformednand"i

understanditheisharediobligationitcnprotectieveryindividua!'siprivacyiasiwelhasithe-|

SmartnGriditself.Ti

SmartnGridiA/illnactnasnanimportantnandnpowerfulneconomicndriverifonthe"iregion,nasit"i

serves-ps-p-platforrrrf hat-pa ir|3e-p-focal-point-forpew,innovative-products-pnd-|services,-|

therebyngivingTiseitoithengrowthnandndevelopmentnofTiewnandnexistingnbusinesses.TiBy-|

introducingnexperienced,nquaIifiednandncertified-|Diverse-|Business-|Enterprisen(DBE)-|

suppliersnand-|helpingTiewnpotentiahDBE-|providersnexpanditheintechnicaIncapabilities-|

andncapacity,nSDG&EiwilHeveragenSmartnGriditonensureithencontinuedngrowthnofi

opportunities-fonDBEs.n

An"Smart-|Utility"i/villTequirenaismartiA/orkforce.-nAsistakeholdersinnacademia-|have-| 

recommended,nSDG&E-|plansitondevelopnaiaborpoohinnpartnershipi/vithnuniversities,-| 

colleges,nanditradenschoolsithatisitrainednandnprepareditoinstall,integrate,nandTnanagen 

smartitechnologiesiforithenutilitynand-|third-|parties.-nThisiA/illiead-|tonaiA/orkforceithatis-| 

motivated,nenabled,nandncompetent-|to7neetitheTieedsnofiall-|thendomainsnandifunctions-| 

ofithenSmartnGridinitiative,-|maintainisystemsithatisupportnandncreatenaiA/orkforceithat-|  

isflexiblenandnablei:onadapt-|to-|bothimmediate-|needsnasnwellnasTieeds-|5 liOiyearsini:he-| 

future,nandnensureithatnallisupporting-|HRisystemsnarenalignednandnconsistentiA/ithithe-| 

strategiesnofithenSmartnGridinitiative.Ti

SDG&EnhasnaistrongncommitmentitonensureitsiA/orkforceTeflectsitheiabonmarketsit-|

serves.TnTherefore,nasiwithnallnofiitsTecruitment-|Strategies,nSDG&Eiwillnensurei:he-|

outreachifonallnemploymentnopportunitiesTelateditonSmart-Gridisinclusiveitonalh

communities.-]

2.6 IMPLEMENTINGiTHEiPOLICIESiOFiSBi17i

InnD.lO ^6 l047,ithe-GommissionTequiresnutilitiesitonexplainnhowitheiriSmartnGrid-| 

Deployment-|PlannVisioniA/ill-furthenthe-|followingnpoliciesnembracedinnSB-|17:-m

SDG&E-(Smart-|Gricl-peployment-pian:-|2011i—-|2020i Pagei33i

i

SB GT&S 0006986



a. Createnaiself lheaIingnandTesilientngrid;"i

b. Empowenconsumers"|tonactivelynparticipateinnoperationsnof|thengrid;"i

c. Resistnattack;n

d. Providenhighernqualitynofpowenandnavoidnoutages,isavingTnoney;"i

e. AccommodatenaIlngenerationnandnstoragenoptions;"i

f. EnablenelectricityTnarketsitoiflourish;n

g. Runithengrid7norenefficiently;"i

h. Enablenpenetrationnofintermittentnpowerngenerationisources;"i

i. CreatenanplatformifondeploymentnofiaiA/ideTangenofienergyitechnologiesnand"i 

managementnservices;n

j. Enablenandisupportitheisalenof'idemand"iresponse,nenergynefficiency,ndistributed"i 

generation,nandistorageintoiA/holesalenenergyTnarketsnasnaTesource,nonnequah 

footingiwithitraditionalngenerationTesources;nand,"i

k. SignificantlyTeduce"|the"|totalnenvironmental"footprintnofithencurrentnelectricn 

generationnandndeliveryisystemin"California."i

SDG&E's-|plansforimplementingithesenpoliciesinn2015nandn2020nare-|Summarized-|below.-|

CREATEnAnSELF LHEALING^NDnRESILIENTnGRIDnAn

SDG&E'snSmartnGridivisionincludesimplementingithe"|toolsTiecessaryitoncreatenaiself L

healingnandTesilientisystemithroughithenusenofTeal 'timeinformationitonmorenefficientlyn

utilizeitsndistributionnanditransmissionnassets,"|thenexpansionnofncommunicatingnand"i

remotelyicontrollable"fieldndevices,nanditheisupportnofprojectsiA/hichiA/illnprotectithe"i

utilityifronr|thenelements."nSynchrophasorsiA/ilhprovideTeal 'timendatanaboutitheisystenri

statusnandi/villnultimatelynbenusediforisystenricontrolnandTestoration."nThesenapplications"i

atnsubstationisystemsnwillnutilizenalgorithmsito"imakendecisionsnatitheitransmissionnand"i

distributionievel."nThisiA/illnallowisolatedifaultndetectionnandTemovenoperatonorihuman"i

interventionithat"|tends"|toincrease"irestoration"|times."nAutomatedndecisionsi/vilhreduce"i

outagendurationsnandincreaseTeliability.jl
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UndenSDG&E'sivision,iSDG&Eiwillimplementincreasediself lheaIingnpropertiesnandn 

resiliencynonitsndistributionisystemnunderithe"followingimplementationToadmap:"i

Bv-20151

ffi Automaticifaultndetection,isolation,nandiserviceTestorationncapabilitiesnare"i 

beingnenabled,Tequiring"iminimahhumaninterventionnandieading"|tO"i 

improvementinnoutage"ireporting7neasurements."i 

ffi PEVngrowthisnsupportednandnencouragedithroughithenapplicationnofinewn

technologiesitoTnanagencustomenIoadnandifacilitatenelectricivehiclencharging"|to"i

minimizeimpactsitoithengrid.-|

ffi ThennetworkisndesignednandnprovisionediA/ithnalternatencommunicatiorri 

coverageishouldnancriticalTiodeifail."nGridncommunicationnprotocolsnand"i 

placementnofiwirelessnaggregationTadioisitesisupportintelligentnautomated"i

failover.jn

Bv"202Ch

ffi SupplyisideTietworknreliabilityTnanagementnandnpredictivencapabilitiesnareirri  

place.-]

ffi SDG&Eisnenablingndifferingievelsnofireliability,ndependingnonncustomenneeds"for"i 

selfisufficiency,nwithncorresponding"|tariffsn(particularlyifor"G&lncustomers).Tn 

ffi RedundantTietworknservicesnarendeployeditoitargetednareasitonensurencontinuedn 

availabilityiforncriticalnapplications."i

ffi Fulliself lhealinginfrastructurenallows"fornproactive"irepairnofitheisystemnbefore"i 

eventsnbecomencustomerimpactingincidents.n

B.nEMPOWERnCONSUMERSnTO^CTIVELYnPARTICIPATEnlNnOPERATIONSnOFn

THE"]GRIDti

ltisnSDG&E'sivisionito"iprovidencustomersiA/itlrinear lreal"|timeisignalsivianpricenand/event"i 

triggersitonbalanceisupplyiandndemand."nCustomers"imaynelectitO"iparticipateinnprograms"i
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withneventitriggersithatTnanagenandncontroIncustomernend luseioad."nUtilities,"|thenCAISOn

and/onthird"ipartiesi/vilhprovidencapacitynpaymentsnorincentives,norTnarketsifornenergy"i

ornancillary-|servicesithatnwillnbenavailablefoncustomernparticipatioiri(samendaynandTiear-|

real Ltimenprograms)nasndescribedinithenprion"Smart"|Marl<et"ndescription.TiPricingnwilh

reflectitheivaluenoficapacityito"|the"|utilitynandisocietyn(valuenofiservice).TiProgramsiA/ilh

providencustomersnwithncapacitynpaymentsnornotherincentivesifoncapacity."nSDG&Enwilh

facilitatenandnempowernconsumersitonactivelyiparticipateinngridnoperationsnbynproviding"i

moreinformationnabout"|the"grid'snoperationalnconditionnandnassociatednenergynpricing.Ti

The"|utilityi/villndevelopisystems"|thatiA/illnenablendynamicnoptimizationnofgridnoperations"i

and"iresources,includingnappropriatenconsideratiorrfornasset7nanagementnand"i

utilization."nAHlcustomenandngridisystemsTnonitoring,ncontrolsnandinformatiorri

transmissioniA/illnadhereitoncyberisecuritynstandards;nandncustomernprivacyiA/illncontinue"i

tonbenprotectednaccording"|to"|bestnpractices.Tn

SDG&E'sivisionifonempoweringncustomersithroughnSmartnGridndeploymentisisetifortlri

inngreaterndetaihbelow.n

Bv-2015n

ffi SDG&Enandithirdnpartiesnarenproviding"|HANnandnothencustomerpremiseTietworl<"i 

capabilities,nprovidingncustomersTeal 'timeifeedbacknonnpowernconsumptionnandn 

energy-pricing.!

ffi Standardized/reliablencustomerispecificintervalnusageinformationnanditimeL 

differentiatednpriceisignalsnarenavailablenanditransparent,nenablingncustomersito"i 

makeinformednandncost tasednenergynusendecisions.n 

ffi SDG&Eisnprovidingnoptionsiforncustomers"|toncontrolnandnprioritizencontrolnofi 

theirioadsitonaccommodatendistributedTenewablesnandnefficientlyintegratenPEVn 

loads.n

ffi HANsnandnotherncustomenpremisendevicesnareimprovingnprice basednandneventL 

basedndemandTesponse-|throughnautomation.T]HANnandnotherncustomeripremise-|
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devicesnactnasiow 'costinterfacesiwithiautomatechapplicationsifondemanch 

biddingnandnothenDRnprogramnparticipation.Ti

ffi SDG&Eisimplementing"|two 'wayncommunicationsibetweeniutilityifieldTietworksi 

andncustomerpremiseTietworksitonenablencustomers"|tonparticipatenactivelynand"i 

securelyiinndemandTesponse,nelectricivehiclenhomencharging,nandTetailiA/indnand"i 

solanenergynprograms.Tm

ffi SDG&Enhasnextended"gridncommunicationsitoithendistributionisystem,nenabling"i 

distributedngenerationncustomersiA/honprovidenenergyibackitoithengriditoTeportn  

andiviewTiearjeal 'timeistatusiofTUsage,Tates,nandisystemistatus.i

Bv2020ti

ffi HANnandnotherncustomernpremisencommunicationsncontinue"|tonbenextendedinto"i 

multi Ltenant"|buildingsn(i.e.,napartmentnbuildings,nhigh *rise,nandnpremises"i 

physicallyTemovedifrorrnthe7neter|ocation).-| 

ffi EnergyTnanagementnsystemsncapabilitiesnarenbeingnembeddedinto"imost"i

electronicndevicesisuch"|thatndirectncommunicationi\/iaithe1nternetisnannoptiorri  

foncustomersnand7nanufacturersnofiappliancesnandnothernequipment.TiUtilities"i 

ornotherithirdnpartiesncanitransmititonandTeceiveisignalsifromisuchndevices."i 

ffi SDG&Eisnprovidingnoptionsnanditariffsifoncustomersitoisellngenerationnusing"i 

distributednenergyresources,ndynamic"imarket"ipricing,n"electrici\/ehicleitongrid""i 

applications,nonenergyistoragendischargeitonoptimizenoverallnsystemnefficiency"i 

andncosts.n

ffi Integratednsystemsnarenenablingnanholisticnapproachitondatanmanagementnofi 

customerinformation,nGISnandnotherndataithati/vilHead"|toifurtheriinnovatiorri  

andncost Wfectivenenergyiusendecisions.n

C.*i RESIST-|ATTACK“]

Being-|resistantitonphysicalnandncybernattackisnai<eyithemenof-iSDG&E'snSmartnGrid-|

Deployment"|PlannVision.1tisnessentialithatithenSmartnGridnbendesignednaroundindustry"i
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bestnpracticesnandistandards.TiItisimportantitondevelopnaTiskTnanagement based"!

securitynprograrrr|thatnenablesnbusinessTisknowners"|tonapplyTesourcesiA/hereithenSmart"i

GridTieedsit7nost,-|basednoir|knownithreats,i\/ulnerabilitiesnandimpactsitoithenSmart-|

Grid."nItisnaIsoimperative"|thatithenutilitynenhanceitsnsituationalnawarenessncapabilities"i

toidentifynandnrespondTnorenquicklyitonphysicalnoncyberneventsithatncouldnben

precursorsitonaiargerisecurityincident."nSDG&ETeaIizesithatitncannotnachieveits"i

securityngoalsnalone.TiRaisingithenawarenessnofieverynactornandnparticipant,including"!

utilitynemployees,"|thirdnparties,consumers,nandneven"iregulatorsnofnanSmartnGridi/vilhbe"i

imperativeitonensuringneveryonenunderstands"|theinsharednobligationitonprotectithe"i

SmartnGrid.Ti

SDG&E'sivisionisitonconvergeisecurityTnanagementnandncustomernprivacyicapabilities"i 

acrossitsTisknownersnandnsetnenterprise Lwide"ipoliciesithatncannbencollectivelynactednon"i 

bynaiwideivarietynof'idisaggregatedndefenseTnechanismsithroughithe"|Usenofiintelligent"i 

automation.ifhisnconvergencenallowsithenutilityitonestablishinter 'connectednsecurityi 

capabilitiesisuchnasincidentTesponsenori<eyimanagement,iA/hichiA/ork"|togetheriA/ithin"i  

thenutilitynandinteroperatei/vithithirdnpartiesithatnhaveTieed 'to 'knownorjieed 'to 'sharei 

securityinformationiwitlr|thenutility."|Finally,nbyidisaggregatingisecurityncontroh 

capabilities,-|Suchnasivideo-|Surveillance,-|malwarenprevention,neventioggingnor|intrusion-| 

prevention,nSDG&ETecognizesithatnevenismallnportionsnofiSmartnGridnarchipelagos"ineed"i 

tonbenableitonbettenprotect"|themselvesifitheynarendisconnected"fromitheiargeriA/hole"i 

forperiodsnofitimeiA/ithTesponseitimesimproveditonbettensupportnaTeal 'timei 

environment.-!

AllnSDG&Enprojectsi/vill"|bendoneinnaTnannerithatisndesigneditoTesistnattack."nFor"i 

example,nSDG&EnenvisionsithatitS"|transmissionisystemi/vilHnvolveincreased"|transfers"i 

ofndata,Temotenornautomatedncontrolnandincreasedinteractionsi/vithncustomers,"i 

generators,ithe"GAISOnandnothenmarket"iparticipants."nSDG&Eiwillnproceednonlyi/vhen"i 

theisecuritynofithensystemi/villTiotnbencompromised."i
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SDG&EiwillnaIsoistriveitonensureithat"|thenelectricisystem,1Tisystems,ismart"imetersnand"i

newnSmartnGriditechnologyndeploymentsnarendesignedito"iresistnattack"fromnoutside"i

sourcesnsoithat-|service-|reliabilityis-|notieopardized.TiThisiwillnbenaccomplishednas-|

follows:-!

Bv12015n

• SDG&EicontinuesitcnensureithatialliSmartiGrid-|technologiesiapplieditoithe-i

electricndistributionisystemnarendesignediwithncontrolnandncommunicatiorri

systemsithatnarenhighlyTesistantitonoutsideintrusionnonothenunauthorizednuses."i

• EquipmentTnanufacturersnare-|usinginternalncomponentndesigns-|thatnhave-i 

hardwarenenabledndetectionifonoutsideintrusionsitonenableisolationnofiaffected-i

equipment.-!

• End lpoint-isecuritynenforcementnandncentralized-|securitynpolicyTnanagementnare-i 

increasingisystemnsecurityinsidenandnoutsidendatanandncontrolncenters.-i

• SmartnCridTietworkHsecurityncontinuesitoimprove^urtherprotectingnagainst-! 

unauthorizednaccessnandincorporatingTesponsiveintrusionndetectionnand-! 

preventionTneasures.n

ffi CommunicationsTietworksnarenarchitected^onfigured^perated^monitored,-! 

andnauditednconsistentiwithnevolvingTegulatorynpolicynandnsecuritynbest-! 

practices.-!

Bvi2020i

• SDG&Encontinuesitonworkiwith-|technologynproviders-|tondevelop-inewncontrol-i 

systemsithatncannautomaticallyndetectnannattacknandTeconfigureitoTesistnattack.-!

• Enhancedisecurity^ccountabilitynandnauditingncapabilitiesinnprivatenandnpublic-! 

cloudsnarenenabled,ioweringithenoverallncostsnofndatanstoragenandncomputation-i 

whileimprovingitheisystem'sTesistanceitonattacks.-i
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• SmartnGridnapplicationsnprovidendetailedioggingnofieventsnenabling"|transactions"i 

tonbe"|tracedifromnend"|tonendnandncorrelatedi/vithnotherneventsnonmessagesifori 

improvedisecurity,nproblemTesolution,nandnperformance"imonitoring."i

Do PROVIDER IGHERiQUALITYiOF-|POWER-|AND-|AVOIDiOUTAGESi

SDG&Eiwillnprovide-|higherievelsnofipowenquaIity,Teducenoutages,nandTeduce-| 

restorationitimenbyimplementingTiew"|technologies.irheseiA/illnprovidendynamici\/oltage"i 

regulationitoincreasenpowenquaIitynasi/vellnasnautomatedifaultiocationnandiswitching"i 

during"forcednonunplannednoutagenconditions.TiUndernSDG&E'si\/ision,nSDG&Enwilh 

implementnSmartnGridncapabilities"|thatnenableTiewnproductnandnservicesithatnprovide"i 

customersndifferentiatedievelsnofTeliabilitynand"ipowernquaIityithatnareitailoredito7neet"i 

theirispecificTieeds."nAutomatedndemandTesponseTnethodsiA/illnaIsonbenuseditonbaIance"i 

locaIisystemnconditions,nandismartTnetersiA/ilhproviden"lastngasp"naIarmsiA/hichiA/ilh 

assistinTeal Ltimeidentificationnof|ocaInoutages ■TTl

lmproved"imeasurement,ncontrol,nprotection,"imanagement,nandnoptimizationnofithengrid"i

willnaIlownSDG&EitonavoidnoutagesnbynanticipatingT3otentialnproblemsnandTesponding-|

before"|theynbecomenanissue,nornbynquicklynadjustingitheitransmissionnandndistributiorri

systerrr|toTninimizenanynpotentialnoutages."nTheincreasedndatanaboutithenconditionsnofi

theisystemiA/illnaIlownSDG&Enandithe"GAISOito"iprovidenanhighernqualitynofnpowernby"i

morenquicklyTecognizingi/vhenithenpowernqualityisndeviatingifromidealnandnadjusting"i

theitransmissioirisystemitoncorrectissuesnatnannearlieritimenperiod.-nTheinitialistepsiiri

thisnprocessnwill"focusnonincreased7neasurementnandTecordingithrough"inewisystems,"i

followednbynputtingithatndataito"|useinncontrolnand"iprotectionnprojects."i

UnderiSDG&E'snSmartnGrid"|Deployment"|PlannVision,npowernqualityissuesiA/ilhbeTnore"i 

easilyiidentifiedithrough"|thenusenofndetailed,nwidespread,nandndependablendatancollected"i  

throughoutithensystem.nOutagesi/vilhbeTnorenclearlyndefinedithroughithe"|usenofismart"i 

metersnandnothensensors,nandiessenednonavoidednbyithenexpansionnofiremotely"i  

controllablefieldnswitchesnandiself'healingnpractices.n
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Cost lbased"irates,ndynamicnpricingnandndemandTesponsei/villnaIsonenableTiewnproducts"i 

andnservicesitO"|helpncustomers7nanage"|theinenergynusage.T|Thirdnpartyinformatiorri 

servicenproviders,ndemandTesponsenaggregators,nandnaIternativenenergy7nanagement-| 

servicenprovidersnwilhprovideivalue laddednservices"giverr|transparentnand"|timelynprice"i 

signals.-]

SDG&E'sivisioniforprovidingnhighernqualitynofnpowernand"|tonavoidnoutagesisnsetiforthirri

greatendetailnbelow.n

Bv2015~i

ffi SDG&E,naIongiwith"|the"CAISO,ncontinuesitondevelopnandndeployisolutionsithat"i 

mitigateintermittencyncausednbynhighnpenetrationnofrenewablengeneration."i 

ffi Automaticifaultndetection,isolation,nandiserviceTestorationncapabilitiesnare"i 

beingnenabled,Tequiring"iminimahhumaninterventionnandieading"|tO"i 

improvementinnoutage"ireporting7neasurements."i 

ffi PEVsnarenbeingintegratediniargerTiumbers,nwithoutimpactingndistributioiri 

serviceTeliability.Ti

• Proactivenoutagencommunication,"fewenandishorternoutages,nhighencustomen 

satisfaction,nandifewerncomplaintsnarenachieved"|throughnapplicationnofinew"i 

communications,isensor,nandncontrolitechnologies."i

1

Bv2020i

ffi Distributedngeneration,nenergyistorage,nandndemandTesponsenarenbeing"i

managediforiusenasivirtuahpoweriplantsnandnothernapplications.Tn

ffi Fullyintegratedndataisystemsnarenenablingnanholisticnapproach"|tondata"i

managementimprovingnoveralhutilityisituationalnawarenessTegarding"|theistate"i

ofthengrid.-m
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ffi SDG&Eisninstallingnadvancedivoltagenregulationnequipmentitoimprovenpoweri 

quality."!

ffi SDG&Eicontinuestcnworlqwitlr|theindustryitcndevelopinterfacesiwithicustomer-|

loadsitonallowndynamicncontrolnandTegulation.n

E.nACCOMMODATEnALhCOST EFFECT IVEnGENERATIONnANDnENERGYnSTORAGEn

OPTIONS"]

SDG&Eiwillistriveitonaccommodatenallncost Wfectivengenerationnandnenergyistorage"i 

optionsnbyimplementingTiewnSmartnGriditechnologyiwhichiwillnaddressivoltage-! 

regulation,"ipowernqualityissuesnandnotherimpactsncausednbyTiewivariablenenergyi 

resources."nThe"followingnoutlinesnSDG&E'sivisioniforimplementing"|thesencapabilities."n

Bv"2015~i

• Openisystemsnand"|standardsnexistitoifacilitatenan"plugnandnplay"napproachitoithe"i 

integrationnofvarious"|DERisources,nenergyTnanagement"isystems,nandnservices."m

• SDG&E'snsystemintegrationnplatformnprovidesimprovedinteroperabilitynamong"i 

different"isystems."i

• SmartnGridncommunicationsnarenenablednalongndistributioniinesnconnecting"|DER"i  

andnenergy-|Storage-!providers,nenablingitimelyiand-|secureinformationnexchange-! 

withndistributedTenewablenenergynproviders,nenergyistorage"ipartners,nandithe"i

CAISOTnarkets.Ti

Byn2020,"|PEVsnand"|DERnproductsnandiservicesiA/ill"ireach"imainstream,"|supportednbyi

regulatoryimechanisms."nThirdnpartiesnwillnhelpncustomersnwithTnal<ing"|supplynand"i

storagendecisions."nAllnelectronicndevicesi/villnbeTietworl<ediA/ithnenergyimanagement"i

capabilitiesisuchithatncustomersncanTnaintainncomfort,ncontrol,nandnchoicesiA/ithnaTietL

zeronenergynhomenandnbusinesses."nSDG&E'sivisionisitonenable-|thesencapabilitiesnas-|

follows."!

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei42i

i

SB GT&S 0006995



Bv2020i

ffi SDG&Encontinuesitondevelopncontrolnandncommunicationisystems"|toifacilitate"i 

aggregationnofnenergyistoragenancInclistributecInenergyTesources,including"! 

"vehicle"|tongrid"napplications."n

ffi SDG&Encontinuesitondevelopforecastingncapabilitiesfonenergynstoragencapacity-i 

andndistributednenergyTesources.n

ffi SDG&Eis"iprovidingncustomersi/vithnopportunitiesitonactivelynparticipateinithe"i 

marketnusingnopenistandardsnandncommercial bff 'the *shelfi(COTS)/in 'housei 

applicationsnbyieveragingitimeiseriesndatanandneventncorrelations,nasiA/ellnas"i 

metendatanbroughtitogethenusingisystemintegrations."i 

ffi Nextngenerationiwirelessncommunicationitechnologiesnenablengreatengeographic"i 

coveragenandnhigherndatancapacityiforTnonitoringnandTnanagingnanincreasing"i 

numbenofiSmartnGridifieldnarea-inetworkndevices.Ti

F.n Enable-plectricity1Vlarkets1to-Flourish-|

UnderiSDG&E'snSmartnGrid"|Deployment"|PlannVision,ncustomersiA/illnhavenaccess"|to"i

energynandnancillaryiserviceTnarketsnatithenCAISOnandnSDG&EiwilliA/orkiA/ithithe"GAISO"i

andnothenmarket"iparticipantsitonensure"|thatTiewTnarketsnarendeveloped,nornexisting"i

marketsnareimproveditO"iprovideifonservicesnornenergyrieedediforithencontinued"i

operationnofithe"grid."nThirdnpartiesiA/illncontinue"|tondevelopivalue *addediservicesito"i

meetncustomenand7narketTieeds,nandnSDG&EiA/illnprovideithenplatform."nSDG&E's"i

customers'nenergy lrelatedndecisionsiA/ilhbeintegratedi/vithnotheripartsnofitheir)ives"iLLi

e.g.,-|mobilendevices,-|PEVnchargingnati:he7nall.Tiltisnevennpossiblei:hatnaggregationnofi

energyidemandnand"irenewable"generation"iresourcesndevelop."nSDG&E"iprovidesithencore"i

technicalnplatformnoniwhichitheseiservicesncan"|benprovided.Tilnnadditionitoivarious"i

SmartnGridinvestments,-|this-|transitioniwillnalsoTequirenai:ransitioni:onaccurate-|price-|

signals,isonefficientTnarketsnemergenandncustomendecisionsncannbeTnadeithatTninimize"i

energyncostsnandnemissions,iwithoutnunfairly-|benefittingncustomersi:hat-|have-|
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aIternativesisuchnas"irooftopisolarnat"|thenexpensenofithoseithatndoTiot.TiltisnaIso"i

importantitonSDG&Eithatnalhmarketnsegmentsnhavenaccessitondistributednenergyn

systems,includingnunderservedncommunities.n

nSDG&Enwill"facilitateitsncustomers'"iparticipationirriDRTatesnandnprograms."nAutomated"i

Demand-|Response-|(Auto-|DR),-|ResidentiaInAutomated-pontroliTechnologiesn(RACT)nand-|

othernautomateditechnologiesiA/ilhreceivendispatcheditriggersnorpricesnandiA/illnbenablen

toinitiateiocalizednresponsesitonbalancenorncontroHocalngridnconditions.Tn

SDG&EiwilIncontinue"|toisupportnandimplementitechnologiesithatnadhereitoindustryn 

openistandardsiforinteroperabilitynandintegration."nTheseisystem 'compatible-! 

technologiesiA/illnprovidenenergyTnanagement-iservicesnand-|systemsnandncontrols-i 

functionalityithatnareintegratednwithithenHANnandnSDG&Eisupportisystems.Tn

Moreispecifically,nSDG&E'sivisionisitonencourage,promote,nandnassistnelectricityn

markets-|toiflourishithroughnapplicationpfinew-|technologynandncommunicatiorr|systems-i

asifollows:-!

Bv~2015i

ffi SDG&Enandithirdpartiesnarenenablingngreatencustomernchoiceithrough-|HANsnand-i 

otherncustomenpremisennetworks.-!

ffi SDG&E'snsystemintegrationplatformprovidesimprovednandTnorencost 'effective-!

interoperabilitynamongndifferent-isystems.-i 

ffi SDG&Eisimplementingidentityifederationitoneasencustomernaccess-itondifferent-!

applicationsnand-|third-ipartynapplicationsnwithnaisingleidentity.-i 

ffi SDG&Encontinuesitondeployiflexiblenwebnandnmobilenapplicationplatforms-! 

providingneasyinformationnaccessforncustomersiviandifferentnchannelsiportal, -! 

mobilenaccess,netc."i
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ffi SDG&Eisnprovidingncustomersnwithnanchoicenofnusernmterfacesn(e.g.nportaI,nclient,n 

smartndevice)nandTiotificationsiservicesn(SMSitext,"|Facebook,irwitter,netc.)"|that"i 

aIlownthemntonmanagenaccess,nandnviewnpricinginformation.n 

ffi DistributednenergyTesourcesnarenableitonparticipateirrGAISOTnarkets,nenablingn 

improvednutilizationnofnallnenergynresourcesnwithinnthe-GAISOnoperatingnarea.n

Bv~2020i

ffi SDG&E'sn Distributed"! Energyn Resource-! Management-! System-! (DERMS)n isn fullyn 

functionalnandninterfacingnwithncustomernloadsnandnresources,nsupportingnthen  

planningnandnutilizationnofiallndistributednenergynresources.n 

ffi Then market-! continues-! ton efficiently-! integrate-! then aggregation ofn distributedn 

resources,nincludingnelectricnvehiclentonGridnapplications,nandnenergynstorage.n 

ffi PricensignalsTeflectnefficientnmarketsnandnthenutilityTolenmovesntowardnthatnofian 

marketnfacilitator.Tn

ffi Energyn management systemsn capabilitiesn aren beingn embeddedn inton mostn 

electromcndevicesnsuchnthatndirectncommunicationsnvianthenlntemetnisnannoptionn 

forncustomersnandnmanufacturersnofiappliancesnandnothernequipment.nnUtilitiesn 

orn othern thirdn partiesn cann transmit ton andn receiven signalsn fromn suchn devicesn 

providingn capabilitiesn forn finern grainedn management ofn distribution resourcesn 

andnloads.n

G.n RUNnTHEnGRIDnMOREnEFFICIENTLYn

SDG&E'snvisionnwillnbeimplementingnseveralnprojectsnthatnwilHeadntonanmorenefficientn

grid.nnAnmajornthemenwithinnthisnwilInbenthenusenofidynamicTatingsinnorderntonoptimizen

thenutilizationnofitsnassets.mThisnwillnbenespeciallynhelpfulnasnSDG&Enfinishesnanphasen

identificationnprocessntonoptimizencapacity.m

ThenexpansionnofTemotelyncontrollableisolationndevicesnandnothernwirelessn 

technologiesnmonitoringnthengridnwillnprovidenandetailednrepresentationnofiSDG&E'sTeal L
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timenoperationsifromnwhichneducatednandneffectivendecisionsncannbe"imade.TiTonensure"i

itsifieldiforceisnasnefficientnasnpossible,i/vorkforcenenablementnprojects"|havenbeennputirri

placeitondigitizenSDG&E'sncrewsnandnstartitonhavenafaster,-|morenenvironmentally-|

friendlynsystemiA/hichiA/illnbenconnectedithroughncomputersnandi/vireless"i

communications."!

lmprovedndatanonithenconditionsinivarious"ipartsnofithengridiA/illnallowiSDG&Enand"|the"i 

CAISOitonoptimize-|powerflowsnonithengridnand7ninimize-|losses,-|leadingitona-|more-| 

efficientngrid.TiTime bf bseTatesiwilhmodifyncustomenenergynusage-ipattems.-nAssetiife-! 

andnoperatingncapacitynbeginitonbenoptimizediviaTeal LtimeinformationnandnanaIytics-i 

and"imaintenancencostsiA/ill"|beTeducedivia"|betterinformationithat"|beginsitonenable"i 

resourcenoptimization.n

As"|thengridnbecomesTnorenobservable,nSDG&Ei/villTieeditoTneetitheTequirements"|to"i

supportnadvancedngridncontrolnandnbusinessnoperations.n

SDG&E'sivisionifonensuringithatithenelectricnsystemnefficiencyisimprovedithrough"i

optimizationnofidesignnof'iequipment,implementation,nandnoptimizationnoficontrolnas"i

follows:"!

Bv-20151

ffi lmprovedivoltage"iregulationnofithe"|distributionnsystem"|throughnenergyistorage,"i 

automatedncapacitornswitching,"iand"|Other"|devices"|is"iresultingin"|lower"|system"i 

losses."!

ffi RobustngridncommunicationsnarenenablingnnearTeal Ltimenand-ireal 'timenaccessntcn 

informationTequireditO"imorenefficientlynoperate"|thengrid."i 

ffi SDG&E"| continues-! ton improve-! asset"! tracking-! and-! management-! through-! more-! 

comprehensivenassetisynchronization.-!
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ffi SDG&Encontinuesntonenhancennearnreal 'timenan alyticnservicesnforncontrolnroomn 

analysisn(via"|time lseriesnbasednornaItemativenanalyticntools)ntonenablenpredictiven  

analysis,"geospatiahanalysis.n

ffi "Smart"Gharging"napplicationsnarenenabling"|theintegrationnofgreaterTiumbersnof"i 

PEVsnwhilenhelpingntonmaximizendistributionnsystemnefficiencies.n 

ffi SDG&Encontinues"|tointegratencapabilities"for"field"|crews,"|includingnexplorationn 

inton alternative"! toolsn (e.g.,n headsn upn displays,n energized"! linen notification,"! 

manuaIsnonndemand,ngoggles,nwearablencomputingngear),nandnprovidesimprovedn 

computationalnresourcesnforfieldncrewsnatnthenpointnofiwork.n 

ffi Community"! colleges,"! traden schools,"! andn universities-! haven Smartn Gridn basedn 

curriculanthatnprovidenutilitiesnwithnanSmartnGrid lreadynrecruitingnpool.m

Bv-2020i

ffi OptimizationnofhrenewableTesourcendispatchisnleadingntonmorenefficientnusenofn  

resourcesnandnlowernsystenrfosses.n

ffi Ancillarynservicenmarketsnarenallowingnusenofndistribution Welnresourcesnton 

supportnthentransmissionnsystem,Tesultinginnbetter)oadndispatchnandiowern  

systemnlosses.n

ffi Capitalnexpendituresnarendeferrednonreducednthroughnbetternplanningn 

informationnandnutilizationnofhdistributedTesources.n 

ffi SDG&Eisnleveragingntimenseriesndatanandneventncorrelationsntonprovidenpredictiven 

capabilitiesnthatimprovenmanagementnofindividualnassetsnandnsystemnoperatingn 

performancenandnhealth.nn

ffi SDG&Eisnpartneringnwithneducatorsntonprovidenonsitenuniversitynlevelntrainingnforn  

SmartnGridnsubjects. m m n m n

1

1

1
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H.-]ENABLE-]PENETRATION-]OF-]INTERMITTENT-]POWER-]GENERATION-]SOURCES-]

SDG&E's"yisiorrincludesnenabling"jiigh"penetratioirpf"intermittentTenewableTesources"i 

bynusingnadvanced"|technologiesinnenergyistoragen(utility,ncustomenandithird *partyn 

owned),nprovidingnadvancedncontrolnofiandTnanagementnofitheseintermittent"i 

renewableTesources,nandisolidistatei\/oltageTegulationnasifollows:"i

Bv-2015n

ffi SDG&EisnarchitectingnandnenablingTietworknconnectivitynand/orinetwork-| 

interfacenpointsitonenableisecurenanditimelyinformationnexchangeifori 

intermittentnpowergeneratorsitonparticipateinnenergyinformationiservicesnand"i 

events.n

ffi Installationnandnprovisioningnoficost *effectiveienergyistorage,ieithenutility,-|

customer,nonthird lpartynowned,isnhelpingitoTesolveivoltageTegulation,ivoltage"i 

flicker,nandintermittencypfrenewableTesources."i 

ffi ResidentialndistributedngenerationnoutputnhasTneteringnandncontrolnoptionsn

enablednby"|HANs."i

ffi SDG&Eisncontinuingitonexpandnextranetnconnectivityifonsecureithirdnpartyn 

integrationsito"|thenutilitynandnSmartnGridnapplications."i

Bv~2020i

ffi Advancedinverterncontrolsn(fornbothndistributednandncentral-|StationTenewables)-| 

arensmoothingintermittencyiassociatediA/itlr|SolarnandiA/indTesources."i

l.-|CREATE-|A-|PLATFORM-|FOR-|DEPLOYMENTiOF-|A-|WIDE-|RANGE-|OF-|ENERGYi

TECHNOLOGIES"iAND"iMANAGEMENTnSERVICESn

SDG&E'sivisionisitonprovidenaninfrastructure"forithenelectricityngridithatnallowsiforithe"i

utility,ncustomersnandithird"ipartiesitoinstallnai/videTangenofienergyTtechnologiesnand"i

system"imanagementiservices."nTheseiA/illnenablenaiA/ideTangenof'ienergyitechnologiesitO"i
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beincorporatedinto"|thengridi/vithoutnadverselynaffecting,nandindeednactuaIlynassisting,"i

initheTeliablenoperationnofithengrid."nSDG&E'sivisionnofithisnplatformincludesn

Bv-20151

ffi SDG&E'sncommunicationnplatformsiforndistributionnSmartnGridndevicesnaIlow"i 

futurenexpansionnandnenableTiewitechnologiesnandiservicesitointegrateintoithe"i 

network.-!

ffi SDG&Encontinuesito"iprovidenopennaccess"fornapplications/servicesiwithncommon"i 

datanstandards-fornbothintemalnandnextemahinformationnexchanges.Tn 

ffi SDG&E'snsecureiwirednandiwirelessTtetworksnenablendeploymentnof-iaiwideTange"i 

ofnenergyitechnologyndevicesnandiservices,iwithiayered"|RFTietworksnenabling"i 

communicationisolutioniflexibility."i

ffi SDG&E's-|HANnandnothencustomerpremisencommunicationsncapabilities-facilitate-| 

thencontinuedintegrationnofinewnenergyTnanagementndevicesincludingnend bsei 

controlnautomation.n

ffi SDG&Encontinuesitonconduct-|RD&Diwithnotherparties-|tonhelpnbring7nore-|smartL 

gridTelated"|technologies"|toithe7narket."i

Bv"202Ch

• NewnSmartnGridndistributionisensingnandncontrolndevicesnarenbeingintegrated"|to"i 

improvendistributionisystenr|Scheduling,-|management,nandnoperationalnsupport.-| 

ffi Synchrophasorndataisnbeingnused"|tonassessithenconditionnofithengridnandTespond"i 

tonchangesnbeforeitheyibecomenproblems.TiThisifunctionalityiwillnpotentiallyi 

enablenand/orTequireTiew"iproductsnandiservicesinithe"GAISOTnarkets,"i 

especiallyithenancillaryiservicesTnarket."i 

ffi Nextngenerationiwirelessncommunicationsitechnologiesnanditechniquesnare"i 

improvingitoisupportitheincreasedivolumenofi\/aultednand"|underground"i 

distributionnelectricinfrastructure."i
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J.-|ENABLE-|AND-|SUPPORTiTHE-|SALE-|OF-|DEMAND-|RESPONSE,-|ENERGYi

EFFICIENCY,-iDISTRIBUTED-|GENERATION,-iAND-]STORAGE-]INTO-]WHOLESALE-]

ENERGY-|MARKETS-|AS-|A-|RESOURCE;iON-|EQUAL-|FOOTING-|WITHi

TRADITIONALnGENERATIONnRESOURCESn

SDG&EiwilliA/orkiA/ithithe"GAISOitonensureithatithoseTesourcesithatncan,nandi/vantito,"i

can-|participateinithe-pAISOiwholesaIenenergy-|andnancillarynservice7narkets.T|Under|its-|

SmartnGrid"|Deployment"|PlannVision,nSDG&E"iplansitoTnakenautomateditechnologyi

availableitoncustomersnandifacilitateithird lpartynprovisioningnofitechnologyithatncarri

dispatchndemandTesponse,"|DGnandnstoragenonnanindividualncustomenbasisnoriasnairi

aggregator."nWholesalenenergyTnarketsnandi/vholesaIe"ipricesnwillnbeitranslatedinto"i

retaihpricesiforncustomersinnaitransparentnand"|timelyrnanner."nAsiSDG&Enempowersits"i

customersito"|becomenmoreinvolvedinitheinenergynusage,nSDG&Enenvisionsna"inewngrid"i

withncomplexisystemsnaIlowingndemandTesponse"iprogramsithatnhelpnboth"|the"|utility"i

and-|thencustomer,nenergynefficiencynpracticesithatnbecomeithe-|normnandTiotiust-for-|

thosei/vhonaren"green,"itheifurthernexpansionnofidistributednenergy,nandithe"i

introductionnofienergyistorageitoisupportithensystem.Tn

SDG&Eiwillnprovidencustomersi/vithitheirnownncustomenspecificinformationnonnenergy"i

usagenandndynamic-|pricingiwhichiwillnenable:-|

ffi Energynconservatiorr|becausenofitheinformationifeedbackimpact;"i 

ffi Energynefficiencyinvestment7neasuresn(equipment,nappliances,nothers);-| 

ffi DemandTesponse;nand,n

ffi Distributedngenerationnandistorageinvestmentsiforiannon 'premiseienergyisourcei 

and"imarketnavailabilitynofistorednenergyn(customersncairisellintoTnarketnatna"i 

pricenificombinediA/ithnautomatedndemandTesponse)."i

SDG&Eiwill-|Supportithe-|salenofidemandTesponse,nenergynefficiency,nandndistributed-|

energyistoragenand-generationintoiA/holesalenenergyTnarketsnasisndescribedinngreaten

detailnbelow.n
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Bv2015~i

ffi Energynawarenessnprovidednby"|HANsnandnothencustomerpremiseTietworks,"i 

integratedi/vithnsmartnappliancesnandnothencommunicatingndevices,isnaIlowing"i 

customersitonbetternconservenenergyiandTnoreintelligentlyitargetitheir|EE"i

investments.-!

ffi HANnandnotherncustomernpremisenautomationitechnologiesiike"|PCTs,ioad"i 

controlndevices,nandismartnappliancesnarenallowing"forimproved"|DR"iresponse"i 

fromindividualncustomers,ndrivingndown"|thencostitonparticipatenandnallowing"i 

smallenandismaller|Ioadsitoneconomicallyiparticipatein"|DR."i

Bv~2020i

ffi Price ldrivenndemandTesponsencapabilitiesnarencontinuing-|toimprove,nenabling-| 

morenefficientnusenofTesourcesnand7narketintegrationiforndemand"iresponse,"i 

energyiefficiency,ndistributedngeneration,nandnenergyistorage.Ti 

ffi Widelynadopted"|NISTistandardsnarencreatingnanubiquitous"imarketnofiplug *and L 

playTietworkedndevicesinnhomesnand"|businesses."m

K.nSIGNIFICANTLYnREDUCEnTHEnTOTALnENVIRONMENTALiFOOTPRINTnOFnTHEn

CURRENT-|ELECTRICiGENERATIONiAND-|DELIVERY-|SYSTEMiASiWELLtASi

VEHICLEnEMISSIONSnIN-GALIFORNIAn

SDG&E'snSmartnGrid"|Deployment"|Plan,inncombinationiA/ithnothernprograms,nwillTeduce"i

SDG&E's"|totalnenvironmental"footprint."nltsnSmartnGrid"|Deployment"|PlannVisionincludes"i

enablingithenpromotionnofneconomicinvestmentsinnenergynefficiencyiinvestmentn

measuresn(equipment,nappliances,nothers),ndemand-|responseiwithndynamicnpricensignals,-|

enablingithenusenofidistributedngenerationnandistoragenasnon lpremiseienergyisource-|

and/orprovidernofiservicesitoitheTnarket."nSDG&EiwillnpursueithisinnconjunctioniA/ith"i

informationnandncommunicationsi/vithitsncustomersitonenablenandTnaximize"!

conservationimpacts.n
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lmplementationnofiSDG&E'snSmartnGrid"|Deployment"|PlannVisioniA/illnaIsoimprove"|the"i

efficiencynofithencurrentnsystem,naIlowifor|theTnorenefficientinterconnectionnof'iand"i

utilizationnofiintermittentTesources-|Suchnasiwindnandnsolarprojects,nandfosterTiewnand-|

innovativeiwaysitoTeducenGHGs."nAsitheisystemnbecomesTnorenefficient,ithenenergyilost"i

during"|transmissionnwilhbeTeduced,itherebyiresultinginiessnoveraIhlossesnandiess"i

energyrieeditonbe"generateditoTneetndemand."i

TheneffortsnSDG&EiwillTnakeitonensureithatnallitypesnofgenerationnandistoragencairi

connectnand"|thatithengridisnableitonaccommodateitheincreasedintermittencyithati/vilh 

accompanyitheivastnexpansionnofTenewableTesourcesnarenspecificaIlyndesignedito"|help"i 

reduce"|thenenvironmenta!ifootprintnofielectricityirrGaIifomia.T|Further,nbynaIlowingithe"i 

griditonbenoperated"imorenefficientlyn(fornexampleiA/ithiessisystemiosses)nand"|byi 

carefullynplanningnwhatnadditionsnarenneeded"|the"i 

environmentalimpactnofitheitransmissionisystenri (* 

itselfiwillnalsonbeTeduced.n "...conservQtionjjmpoctsj] 

create f he-f leanest j 

electricity-Available, that-/ 

which fs jtever -generated."

SDG&EistrivesitonbenaieaderinTeducingithe"i 

environmentahfootprint.iSDG&E'sivisiornwilhhelpi 

accomplishithisnobjectiveithroughits-|Supportfor-| 

enablingTenewableTesourcesnandithenadoptionnofn 

PEVs."nBynenablingithengrowthnofTenewablenenergynresourcesnanditheisafe,Teliablenand"i 

efficientintegrationnofiPEVioadsiA/ithithengrid,nSDG&Ei/villTnakenaisignificant"i 

contributionitonefforts"|toiesserr|thenamountnoffossilifuelsnburned,ndrivendowrr|theTieed"i 

fonnewnpowernplantnconstruction,Teduceithendependencynoir|thenoihmarket,nandncreate-| 

annoverallnawareness"forithenenvironmentithroughout"|thencompanynanditsncustomers."i

J

SDG&E'snSmartnGrid"|Deployment"|PlannVisionTecognizesithatnconservationimpacts"i

createithencIeanestnelectricitynavailable,ithatnwhichisTievengenerated.T|Because"i

demandTesponsenaIlows"|thenelectricity^rid"|tonavoidnusinginefficient"ipeaking"i

generation,itnaIsoncannhavenaTnateriaIimpactinTeducingitotaInGHGnemissions.nSDG&E's"i
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visioniforTeducing"|thenoveraIlnenvironmentaI"footprintnofithenelectricisystemnandi\/ehicle"i

emissionsisnoutlinedibelown

Bv-2015n

ffi SDG&E,ncustomers,nandnotherithirdnpartiesncontinueitoinstaIlnenergynstorageiton 

enable7norenefficient"|Usenofirenewable"iresourcesnanditoTeducenoveraIhbase"i 

loadngenerationnrequirements.Ti

ffi SDG&Eis"irelievingncongestionnbynutilizingndynamiciine"iratingsnand"i 

synchrophasondataito7norenefficientlynoperateithe"grid."i 

ffi SDG&Eisndeployingnhighlynenergyiefficientndatancenteriinfrastructure"|through"i 

virtualizationnandiservenconsolidation,includingnactivenpowenmanagementifori 

servernandistoragensystems."i

ffi SDG&Enanditsnstakeholdersncontinueito-|buildncapabilitiesitoitracknemissiorri 

reductionsnassociatediA/ith"|PEVncharging,inncomplianceiA/ith"|the"GalifornianAin 

ResourcesnBoard"|Low"Garborr|FuelnStandard."i

Bv-2020n

ffi Thenabilityitonaggregatenenergy-|StoragenandndistributedTesourcesisieadingito-| 

morenefficientndispatchingnofresources."i 

ffi Dataistoragenandncomputingnsystemsnareieveragingnultraiownpowen 

technologies.!!

ffi SDG&EisnenablingnautomaticnservenworkloadTnigrationncapabilities,nbasednon-| 

availability,ncost,nand"|sourcen(fossil!fuel,nsolar,nwindngenerated)nofnpower."i 

ffi SDG&E'sinformationnsystemsnandnapplicationsnarenbeingndeployednonn 

infrastructurei/vithiowenenergyiusage.n

1
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a Sempra Energy utility®
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3.1 INTRODUCTION-!

SDG&EiseesnSmartnGridnasnannevolutiorrinotnaTevolution;nhowever,ithenpacenofievolutiorri 

isnaccelerating.nSDG&EnhasnhistoricallynbeennproactiveinnadoptingTiewitechnologies.Ti 

Fornexample,nSDG&EinstaIleditsifirstngenerationngeographicinformationisystemn(GIS)”i 

andnoutage7nanagement-|systenri(OMS)inithenearly-|1980s.nSDG&Enhasnbeenndeploying-|  

transmission,nsubstation,nandndistributioniinenSCADAisinceitheTnid”|1980s,nhasndeployed”i 

high LtemperatureiowisagnconductorsnasiA/ellnasisynchrophasorsnonithenbulknpower”i 

system,nandndeployednanSTATCOMn(staticnVAncompensation)ndevicenatiraIegansubstatioiri 

tonprovidendynamicnVArisupportnonitheitransmissiorrisystem.”i

ConsistentiwithitsnSmartnGridivision,nSDG&Encontinues”|toTnal<eismart”|technology”i

investmentsitoTneetistatenand”federalnpolicyTequirementsnandndriveivaIue”|tO”i

customers,iayingithefoundationforianinnovative,nconnectednand-|Sustainablenenergy-|

futureinitsiserviceiterritory.nSDG&EnalsonrecognizesithatTnaintainingnconsumeritrustirri

thenelectricaI”gridnasitTnodernizesintoithenSmartnGridiA/illnbenessentiaI,nespeciallyirri

enablingnconsumenchoiceiA/hile”iprotectingnconsumernprivacyithrough”|technologiesiike”i

smartTneters.”CurrentinvestmentsnhavenbeennevaIuatednandnundertakennbecauseithey”i

enablencustomenchoice,ncontrolnandnconvenience;”iprovideimprovementnofithenutility”i

network'sneffectivenessnandnefficiency;nonarenclearlynaIigneditonpolicyicompliance.Tilrri

addition,”|theseinvestmentsnhavenbeenTnadeiwithnannobjectiveitonaIlowifonthe”|utmost”i

flexibility,nso-|thatfutureinvestmentsncannaddressnemergingTequirementsnasithey-|

present”|themselvesnandncaptureTiewnbenefitsiwhereitheyiexist.Ti

SDG&E'sf'OpExn20/20"nprogramn(OperationahExcellenceiwithnan20/20ivision,iwhich-| 

encompassesitheje *engineeringnofikeynoperationaInbusinessnprocesses”|toisupportnSmart”i 

Grid,naIongiwithTiewiversionsnofikeynassociatedisoftwareisystems)isnanprimenexamplenofi 

thenutility'snphilosophynasitndrivesifornbenefitsin”imanagingitsTietworkitodayTthrough”i 

enhancednoutage7nanagement,Tietworki\/isibility,”imobileiworkforcenenablement,nand”i
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customerinformationnpresentment."|EachnofithesenareasisimportantitonhownSDG&E"i

runsits"|business"|today,nbutnaIsoncombineitonprovidenancriticahplatformifonthe"i

deploymentnof|theismart-|technologiesnoutlinediir|thenSDG&EnSmartnGrid-|Deployment-|

Plarr|Roadmap."|Fonexample,itS"Putage"|ManagementnSystem/Distributiorr|Management"i

Systemn(OMS/DMS)investmentnprovidesitheifoundationifonmanagingitheincreasing"i

numbernofismartncontrollablendevicesithenSDG&ETietworknwilhrequire.1tsnGIS"i

investmentnprovidesnannenterprisei\/iewnofithe"inetworkithatiA/illnaIlowithenutilityito"i

responditonshortenplanningncyclesndrivennbyindustryitrends,nanditonbe"imorenefficientirri

itsnoperations.nSDG&E'sinvestmentsinncustomenmanagementnandinformatiorri

presentmentncannbenextendeditoisupportTiewitypesnofinformationnsought"|byicustomers"i

initheifuture.Ti

SDG&E'snAdvanced"|Metering1nfrastructure"i(AMI)ndeploymentiwasTiearlyicomplete"|byi 

year lendn2010iA/ith"|l,820,000nelectricnandngasismartTnetersndeployed.irhenSairiDiego"i 

regionisnaIsonhomeitoithe"|highest"ipenetrationnofielectrici\/ehiclesinithe"|U.S.,nand"i 

accordinglynSDG&E'sncleanitransportationnand"|PEVnprogramsnareisufficientlynadvanced"i 

toisupportncustomersnwhonarenchoosing"|theseiow 'emissionnalternatives.n

SDG&E-plsoiias-pTiumber-pf-pilotnand-|demonstratioirprojectsin Lflight-|tonassistits-| 

understandings fTsmartitechnologies.-|Fonexample,its-|BorregcnSprings-|Microgridiproject-| 

isndemonstratingnaiSmartnGridnaIternativeiservicendeliveryTnodelnand"|technologies"|that"i 

SDG&EnbelievessanisupportTeliabilitynandincorporatenaiwiderngroupsfienergyi 

generatorsn(e.g.,iA/ind,isolar,istorage,netc.).Tl

Theseinvestmentsnandsthenexisting7najorismartitechnologyiinvestmentsnarendiscussed-|

inimoreidetaiHnithisisection.irhisisection-|also-|includesiaidescriptionsf|theicurrentistate-|

ofnSDG&E'sngridincludingitransmissionnandndistributioninfrastructure,sommunications,-|

and"generationTesourcessurrentlynexistinginnSDG&Eiserviceiterritory.-|Lastly,itnpresents-|

theisecuritynandnprivacyifeaturessFiournexistingnSmartnGridinvestments.-|

1
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3.2 CURRENTiSTATEiOFnSDG&E'SiGRIDi

The"|key^eneration,"|transmission,nandndistributionncharacteristicsnofiSDG&E's"gridnasnofi

Decembern31,"|2010narendescribed"|below."|Theynare"iprovidednasncontext"for|thencurrent"i

andnplannednSmartnGridinvestmentsithatnarendiscussedinithisndeploymentnplan.Ti

3.2.1 GENERATION^

Then generation"! fleet! that! isn currently! connected! ton SDG&E'sn grid-) isn undergoing! ai 

transition.TiThe!plants!that!were!built!in!the!l960s!and!l970s!are!methodically!being! 

retirednandnreplacednwithnnewnplants-ithatnarenbasednon-itechnologies-ithatnarenbetter! 

equipped"|tO!meet"|the!needs!of!the^rid^oing!forward.Tn

ffi Thencurrentnmixnof-generationnunitsnconnected-itonSDG&E'snsystenrithatnprovide! 

powentontheuridnarern

L Combined"Gycle!Plants:!l,160!MW!

L Steam!Plants:!960!MW!

L Simple"Gycle!Peaking!Plants:!688!MWTrn 

L Renewable!Plants:!75!MW!

L Cogeneration!(Combined!Heat!and!Power)!Plants:!l57!MWTn

Since^OOO^he-generationnfleetnconnectedntonSDG&E's^ridnhasnundergone-ithenfollowing!

changes:Tn

ffi Twonnewncombinedncyclenplantsnhavenaddednapproximatelyn^ieOnMWiDfTiew! 

generation! capacity.! 1 These! units! aren about! 1/3! more! efficient! than! then 

generationnfleet-itheynarenreplacing.nCombinednCyclenplantsnhavenanheatnrate! 

ofiabout!7,000!British!thermal!units/kilowatt!hour!(Btu/kWh)!as!Compared!tO! 

the-pIdensteam-plantsiwith-fieatTatesin-iexcess-pfilO^OOnBtu/kWh.!!!
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ffi Terrinew"ipeaking"|unitS"|ofiabout"|50"|MW"ieach"iat"|severr|different"|locations"i 

havenaddednapproximatelyi500"|MWnofTiewncapacity."nThesenunitsnarencapable"i 

ofngoingifromnofflineitoifulhpoweniniessithair|10Tninutes."i

SeveraInof"|thenoldenvintagenplantsncurrentlynconnected"|to"|the"gridnarenexpected"|to"|be"i

retiredisoon.TiTheseincludern

ffi The"|Encina"|Power"|Plant,na"five"|unit,"|960"|MW"iplant"|that"|Uses"|Steanr|boilen 

technology;isnexpecteditO"iretirenbyn2017ndueitoincreasedTestrictionsirr|the-| 

state'snpoliciesnregardingnthenusenofnonce 'throughncoolingntechnologiesnthatn 

relynonnoceannwater.n

ffi ThenCabrillonIlnPeakingnPlantsnarenl2npeakingnunits,neachnwithnancapacitynaboutn 

16"|MW,iocatednat"|threendifferentisites."nThese"|unitsnarenexpecteditoTetirenat"i 

thenendnofn2013nwherr|theiriIand"|leasesnexpire.TiThese"|oldinefficient"|units"i 

haven extremelyn high-] heatn rates-! (above-! 15,000"i Btu/kWh)"i andn haven veryn 

Iimitednoperatingnhoursn(undern900nhoursnanyear). mmmmmm

ThenremainingngenerationnfleetnconnectedntonthenSDG&E-gridnincludesim

ffi 13n differentn renewablen powern facilitiesn thatn providen aboutn 75n MWn 

(nameplate)n ton then grid.nnThesen facilitiesn aren mostlyn maden upn ofn biogasn 

facilitiesnandnanwindnproject.n

ffi Approximatelyn90nMWnofnsmall lscaIensolar,nmostlynmadenupnofplantsnlocatedn 

onnbusinessnandnresidentialTooftopsnwherenthenpowerisnconsumednatnornnearn 

theiocationitnis-generated.nm

ffi Fourn largen cogenerationn facilitiesn withn an totaln capacityn ofn 157n MWn thatn 

providenmostnofntheirnelectricalnpowerntonthe-grid.n
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ffi Approximately! 8On MWn smalh scale! generation"! combined"! heat! and! poweri 

facilitiesiA/herenthenelectricalnoutputis"imostlyiused"|bynthe"|businessiA/erenthe"i 

facilitynisiocated.Ti

Ton maintain-! then generation andn loadn balancen SDG&En adheresn ton CAISOn andn NERCn 

reliabilityncriteria."nUndernanoneninntennyearnadversenloadnforecast"iscenario,nthenloadnandn 

generationnbalancenmustnbenmaintainednevennwhenntheiargestntransmissioniinen("N *l"),n 

andnthenlargestnsinglengenerationnplantn("G *l"),narenoutnofnservice."nThus,nabsentnnewn 

majorntransmissioniines,nnewiocalngenerationnwillnneedntonbenaddednasioadnincreases."m

GenerationnconnectedntonthenSDG&E"gridnconsistsnofnbothnutilitynownedngenerationnandn

generationnplantsnownednbynindependentnenergyiproducers.nBecausenthentransmissionn

gridisnsubjectntonannopennaccessntariff,"generationnresourcesnconnected"|to"|the"gridndon

notTieed-|tonbengeneration-|thatnisncommitted-|tonservenSDG&E'snload.-nUnderiannopenn

accessntariff,nany"generatornthatnwants"|tonconnect"|tonSDG&E'sngridncanndonsonlongnasnitn

hasnthennecessarynstudiesncompletednandnpaysnfornanynrequirednsystemnupgrades.-frn

3.2.2 TRANSMISSION!

The!San!DiegoTegion's"|transmission!infrastructureis"|typicallyidescribed!as!beingin!an!

"electrical!cul 'de lsac"!due"|tO!itsiocation!at!the!Southernmost!tip!ofGalifornia!adjacent!

to!the!Pacific!Ocean!and!the!Mexican!border,!which"geographicallyilimits!the!

transmission!paths!possible!in!the!area."nThe!one!existing!500!kV"|transmissioniine,!also!

known!as!the!Southwest!Powerlinl<!(SWPL),!Connects!the!SDG&E^rid!tO!Arizona."nThe!

lmperiahValley!Substation,!situated!on!the!one!existing!500l<V!transmission!path,is!also!

aninjectioniDoint-for^enerationiocatedinMexico^ndproposedTenewable^eneration!

in1mperial!County."m

n

n
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SDG&E'snelectricitransmissionTietworkisisummarizednasifollows:"i

Transmissiorri(500kV,n230kV,-|138kVn&n69nkV)-|

l,762Tnilesnoverheadn

105-|milesnunderground-|

— 14,142istructures"i

— 22isubstations-|

— 201"|tie *tines"i

ThenSunrisenPowerlinkisTiow"|undernconstructionnandiA/henncompletedn(expectedn2012)"i

willnaddnannadditionahll57nilesnofi500i<Vnandn230"|kVnelectric"|transmissioniines."i

Historically,nSDG&EnhasnbeeniverynproactiveinnapplyingitechnologyTtoitsisystem.Ti 

SDG&Enhasnutilizednhigh Ltemperatureiow-]sagnconductorsiforTnanyiyears;nseveraHines-| 

alsonhavendynamicTatings,itransmissionnengineering"|hasnalsopilotednsomencomposite"i  

corenconductorsnandnapproximatelyi95npercentnofitheitransmissiorrisystemisncontrolled"i  

vianSCADA."nAdditionally,nSDG&Einstalledna"|300"|MVArnSTATCOMndevicenatiralega"i 

substationitoT3rovidendynamicnVAnsupport"foritheisystem.TnSDG&Enhasndeployedna"i 

state bf LthenartnenergyTnanagementisystem,"|EMS,nwhichncontrolsithenSCADAndevices"i 

andnSTATCOMndevice."i

3.2.3 DISTRIBUTION"]

SDG&E'sndistributionngridisndesignednasnaTadial,nopenioopisystem.TiThenprimary"i 

voltagesnare-|12nandn4nkV.-nService-|transformers"|Stepndownitheivoltage-|to-|thencustomeri 

supplyivoltagenatnonnearithencustomernpointnof'idelivery."nSDG&E'sndistributiorrisystenri 

containsnbothnoverheadnandnundergroundncircuitsiA/ithnannexceptionallyihighnproportiorri 

ofit h eisyste rrriu n d e rg ro u n d ."[Ais u m m a rynofit h end i st ri b u t i o rrisy st e mi sna sif o 11 o ws :ti

1

1
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Distributionn(12i<Vn&n4i<V)"i

10,13l7nilesnundergroundn(60npercent)-|

6,658Tnilesnoverhead"i(40"ipercent)n

219,482iwoodnpoles"i

283nsubstations-|

997ncircuitsn

SDG&Eihas-£ommission Cegulatednundergroundnconversioniprogramsiandiworksiointlyi

withithe"GitynofiSarriDiegonandnotherirnunicipaIitiesito"|undergroundnaTnajoritynofithe"i

distributioniinesi/vithinitheiurisdictionnofithoseTnunicipaIities.TiThesenprogramsnconvert"i

overheadnutilitiesitonundergroundinnaccordancenwithnboundariesnestablished"|byithe"i

variousiurisdictionsiwithinithenSDG&Eiservice"|territory."i

SDG&E's"|DistributiorrPperationsngroupnrelies"|heavilynuponnSCADA;noveri70"ipercentnofi

distributionncircuitsnarencontrolledivianSCADA."nSDG&EnaIreadynhasiseverriself Ctealingi

circuits5,nbothncentraIizednandnde Centralized,innoperation.-nWithitsideploymentiofi

thousandsnofn"fieldnSCADAn"ndevicesnsinceithenearlyn90s,nSDG&EisiA/ellnpositioned"nforna"i

smoothitransitionintonautomatic-|powerTestorationncapabilityn(self Ciealing)nsystenri

wide."nSDG&E'sncable"|technologyrnanagementieadershipincludes:nearlynadopternof"i

conduitisysteminithe"|1960s,nexcellent"failureTecords,iowifailure"iratencompareditO"i

industry,naninnovativencablefault-|locatingitechniquen&iti'ainingfacility,nand-|unique-|

predictiveTnodelingncapabilitiesitonproactivelyTeplacencablenbeforeifailurenand"|ton

improveTeliability.nSDG&Enutilizesithisistate Cf Che 'artncablenassetTnanagementnsystenri

alongnwithnpredictiveTeliabilitynassessmentitools"|toTnanagensystemTeliability.TiLegacyi

mainframencomputenapplicationsnarenutilizedifonmanagingnoutages."nSDG&Enhasnalso"i

beeninstallingnpulsenclosingitechnologyitoimprovenoperations.nAnnextensiveiA/eatheri

network-givesnSDG&E'snstaffimeteorologistnandndistributionnoperatorsiA/idenarean

5nAnself healing-gridisioneithatiautomaticallyireconfigures-yiaiautonomousiswitchingnoperationsiini 
responseitoia^ystemifaultiimprovingitheilocali'eliability.i
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situationaInawareness,nbettenpreparingithenutilityiforiA/eather lrelatedissues."nThesenaren

justnaifewnexamplesnofnSDG&Enproactivelynapplyingitechnologyitoimproveithen

distributionnsystem'sisafe,Teliablenandnefficientnoperation.Ti

TheiSDG<Sf-iE/ectr/c^Syste/r)^?e//ob/7/ty74nnuo/^?eport6nprovidesistatistics"foritheifollowing"i

reliability-indicators:"!

l.nSAIDI^SystemnAverageinterruption-iDurationindexJ-ihminutesnofisustained-i

outages"ipencustomerperiyear.-|

Z.nSAIFI^SystemnAveragelnterruption-iFrequencyilndexJ-ihnumbernofisustained-i

outages"ipencustomerperiyear.-|

B.-lMAIFI^MomentaryiAveragelnterruption-iFrequencylndexJ-ihnumbernof-i 

momenta rynoutages"ipencustomerperiyear.-|

4.nSAIDET"i(SystemnAverage-|lnterruption-|Duration1ndex-|Exceedingirhreshold)-|Li

minutesnofisustainednoutages-ipencustomeriperiyeanexceedingnandefinednannuah

thresholdnofil50-|minutes.-|

S.-iERTiEstimated-iRestorationiTimeJ-ihsumnofithei/veightednaccuracypfieacIri

outagendividednbyitheTiumbenoficustomersiwhonexperiencednannoutage.-|

Weightednaccuracyisndeterminednbynusing-|theitimein"iplayiandTiumbenofi

customersi/vhoTeceivednaccuratenestimates.Ti

The-|reportedTesultsiforn2010narenpresentedinitheifollowing-|table.-|

i
ftg]//ftexguc;ca;goy/ElecReliabilityAnnualRegorts/201^/SDGE_201^%20Reliability%20Annual%20Re2ort.
Pdfn
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Table ' , bDG&E-jEJectric'jSysterrr

CRITERIA SAIDI SAIFI MAIFI SAIDET ERT

Including CPUC Major Events (2010) 89.77 0.863 0.507

Excluding CPUC Major Events (2010) 67.74 0.543 0.428 35.82 54%

10-Year Average (2001-2010) Including CPUC 
Major Events_____________________________

105.59 0.691 0.589

10-Year Average (2001-2010) Excluding CPUC 
Major Events

64.09 0.596 0.569

1

The"|historicalTeliabilityindicesTeportednbynSDG&Eito"|thenCommissionnarenasifollows:"i

Tabled ^r$DG&Ef lectricfjystemfteiiabiiityflistorieailndicesi

CPUC Major Events ExcludedAll Forced Interruptions Included
No. of 
Events Event Cause(s)Year SAIDI SAIFI MAIFI SAIDI SAIFI MAIFI

Fires (2), Load Curtailment (4), and 
Interruptions Due to Non-SDG&E 
Facilities (1)___________________

2001 68.57 0.870 0.865 52.87 0.636 0.858 7

Fires (2), Interruptions Due to Non- 
SDG&E Facilities (2)____________2002 82.68 0.813 0.606 77.35 0.807 0.604 4

Firestorm 2003 (1), Wind Storm Affecting 
>15% of Facilities (1)_________________2003 298.45 0.860 0.869 76.14 0.717 0.845 2

Fires (3), Interruptions Due to Non- 
SDG&E Facilities (1), December Storm2004 93.19 0.672 0.614 78.75 0.615 0.610 5
ill
Fires (4), Interruptions Due to Non- 
SDG&E Facilities (4), Storms (2)2005 61.99 0.637 0.602 58.46 0.567 0.568 10

Fires (6), Interruptions Due to Non- 
SDG&E Facilities (3)____________2006 52.83 0.545 0.494 52.65 0.541 0.494 9
State of Emergency Declared (2), 
Interruptions Due to Non-SDG&E 
Facilities (2), Load Curtailment (1), 
Request to De-energize/ Restricted 
Access (3)_____________________

2007 182.17 0.590 0.572 52.00 0.481 0.527 8

Fires (2), Request to De-energize/ 
Restricted Access (7)__________2008 59.17 0.517 0.380 58.92 0.515 0.378 9

Fires (1), Interruptions Due to Non- 
SDG&E Facilities (1), Request to De- 
energize/ Restricted Access (2)_____

2009 67.06 0.542 0.380 66.01 0.538 0.380 4

Storms (2), Interruptions Due to Non- 
SDG&E Facilities (6), Load Curtailment 
(1), Request to De-energize/ Restricted 
Access (3)

2010 89.77 0.863 0.507 67.74 0.543 0.428 12

1

1
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Table 7 7 bDG&E1HistoricaTjSystemfteSiabnityPata^usmg1EEE"il3661ExdusfoniCr!teri3)“]

SAN DIEGO GAS & ELECTRIC 2010 ELECTRIC SYSTEM RELIABILITY REPORT

HISTORICAL SYSTEM RELIABILITY DATA (USING IEEE jt36S EXCLUSION CRITERIA)

Alt Forced interruptions included Threshold Major Event Days Excluded ‘

MAIFIYear SAID! SASFI SAID! SAIF! MAIFI

88.5? 0.8582001 0.870 0.865 57.62 0.717

0.606 70.71 0.821 0.5882002 82.68 0.813

0.6982003 298.45 0.860 81.49 0.8560.869

93.19 0.672 78.83 0.619 0.6102004 0.614

0.6372005 61.99 0.602 61.99 0.637 0.602

2006 52.83 0.545 0.494 52.83 0.545 0,494

2007 182.17 0.590 0.572 54.89 0.477 0.530

2008 0.51759.17 0.380 59.17 0.517 0.380

0.542 0.4662009 67.06 0.380 49,71 0.362

63.362010 89.77 0.863 0.507 0.520 0.441

* Per IEEE Standard 1366-2003 “2.5 beta method" for determining excludable days, days are excluded from a 
given year's metric if their SAID1 exceeds 2.5 times the standard deviation of daily SAIDI over the previous five
year period.

SDG&EnhasnbeenTankednbynanindependentnutilitynconsultingifirmnasnhavingithen"best""i

reliabilityintheiwesternnUnitednStatesfonfiveiyearsinna-|rownandnearnedT:henhononof-|

"Best"|Reliabilityinithe"|Nation"ifori20097."i

3.2.4 SUBSTATIONS-]

SDG&Enhasnaitotalnofithree-|hundred"iandifiveisubstations.TiTwenty 'twonofithesenaren 

transmission lonlyisubstationsnandnonlynhave-|69-|kVnornhigheri\/oltagesiA/hileithe-| 

remainingndistributionisubstationsnhavenprimaryi\/oltagesnof-|138nori69-|kVnandnsecondary-|  

voltagesnof-|12norn4-|kV.T]Ninety Lfivenpercentnofitheitransmissionncircuitnbreakersnare-| 

SCADAncontrolled.n

7i"PATConsultingnGroupTecognizesiNorthnAmericaiT|Utilitiesiforiexcellenceiiirreliabilityiandicustomeri
serviceiatithei2010iReliabilityOne™iandiServiceOneiAwards,"iNov.il8,i2010i
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Newitransmission lonlyisubstationsirr|theiast"|10iyearsincludeithen230/69i<VnSilvergate"i 

Substation,"|then230kV"|PaIomar"|EnergynSubstationitointerconnectithenSDG&E"|PaIoman  

Energy-penternpowerplant,nand-|then230kVnOtay-|MesanSubstationiwhichinterconnects-| 

the"Galpine"Ptaynpowernplant.TPtherTnajor|transmissionnprojectsincludenai500kV"i 

MiguehSubstationTetrofitiwithi50ChkViGas1nsulatediSubstationiandiswitchgeantcri 

reduceitransmissionncongestionncostsnandnanstate *of 'the 'artistaticnVAncompensationn 

(STATCOM)ndevicenatitheiTaleganSubstation."|ThenSunrise"|Powerlink'sn500i<Vnsubstation"i 

willnbenSDG&E'sithird"|500"|kVisubstationnuponitsncompletioninn2012."i

SDG&E'snstandard"|12nkVndistributionifeedersnare"fedivia"|138/12"|kVnorn69/12i<V"i

substations."nTheTiewendistributionisubstations"|havenaistandardndesignithatispecifies"i 

terminationistructures,iswitchgear,"|transformeribanks,isurgenprotection,npowerf acton 

correctionncapacitorsn(ifTieeded),ioaditap"|changers"i(ifineeded),ncontrol,nprotectionnand"i 

metering."nAppi'oximatelyn86npercentnofithenl2i<VndistributionifeedersnhavenSCADA"i

controh(660noutnofi765).-|

Finally,nSDG&Eisnphasingnoutitsn4"|kVisubstations"|thatnexclusivelyiserven4i<Vifeedersn(i.e."i 

69/4"|kVnornl2/4i<V).TiNonenofithen4"|kVisubstations"|havenSCADAncontrolnbecauseitheynare"i  

beingistrategicallyTeplacednwith-|12nkV-feedersnor-|12/4-|kVnpad 'mounteditransformers ■TTl

SDG&Enhasnadoptedndigital7nicroprocessorTelaysinitsisubstationsnsinceitheTnidn80s.Ti

Thesendevicesnallowfonsmarteninformationn&ncontrolnofiitsngrid,7nuchnearlienthan-|

mostnutilities."nTheseitechnologiesiayitheifoundationiforifuturenSmartnGridnapplications.n

SDG&Eisnalsoinstallingnconditionnbased7naintenancen(CBM)"|tonallitransmissionnand"i

distributionnsubstations."nThisndeploymentisitheiargestnand"|firstnofits"|kindinithe"|United"i

States."nThisnprogramisnpartnofithe"PPEXn20/20"iprogramiA/hichiA/illnbendiscussediater."i

3.2.5 DATAnTRANSPORTn

ThenSDG&Encommunicationinfrastructurenconsistsnofia"iprivateTnicrowaveisystem,na"i 

fibenopticnnetwork,nai900"|MHziicensedTadioisystenriusedifonSCADA,nasnwellnasnpowerL
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linencarriern(PLC),ncellular,i\/oiceTaclionandncopper)ines."Communicatiorrisystemsnare"i

usedifonvoiceicommunicatiornanchdataitransport.Tn

1

3.3 SANnDIEGOnSMARTiGRIDnSTUDYi

Irn2005 ^006,iSDG&Epartnerediwitlrithe-|Utility-£onsumers'iActiorr|Networl<i(UCAN)ioiri

aSan ;D/ego£martjGr/d£tudy7?eporf“preparedifontheiEnergyiPolicyinitiativesiCenten

(EPIC)nat-|the-|UniversitynofiSair|DiegonSchoolnofiLawnand-|producednbyithenSAICnSmartnGrid-|

Team.8iTheistudyiA/asnonenofitheifirstirr|theTiatiorr|tonapplyithenSmartnGridnconcepts"i

developednbyithe-|U.nS.-|Departmentnof-|Energy-|(DOE)-|ModernnGrid-|Initiative9n(MGI)-|tona-|

specific"iregion.1t"iprovidednanpreliminarynanalysisitondetermine"|the"|technicalifeasibilityn

andncostneffectivenessnofiimplementingnSmartnGriditechnologiesnandnstrategiesinithen

San"|DiegO"iregion.iThenobjectivesnofitheistudyiA/ereiton(l)ndetermineiA/hetheritheifuture"i

economicnandTegulatorynclimateinithenSarriDiegoTegionncouldnaccommodatenon

necessitatenanSmartnGrid,n(2)ndetermine"|thenportfolionofitechnologiesithatncould"i

implementnanSmartnGrid,nandn(3)nconductnancost benefitianalysisitcndetermineiwhetheri

implementingnanSmartnGridi/vouldnbencostneffective"foritheTegion."i

ThisnstudynprovidednSDG&EiA/ithnai\/isionnandnearlynglimpseintoitheifuturenofithenSmart"i 

Grid."nApplyingithenMGI,itheistudynconsidered"|thenapplicationnofiadvancedisensing,"i 

communication,nandncontrol-|technologies-|tongeneratenandndistributenelectricity7nore-| 

effectively,neconomicallyiandisecurelyiacrossithenSair|DiegoTegiorrfromitsisourceitO"i 

consumernappliancesnandnequipment.-|

Thenstudynultimatelynprovidedna"|usefuhreference"ipointnandnhelpedinformnSDG&E'snearly"i

effortsitondevelopitsnSmartnGridToadmapnandivision.-|

Yittp://www.sandiego.edu/epic/research.Kreports/documents/061017_SpSmartGridStudvFINAL.pdf~n
91nformationiDntheiVlodernTGridnlnitiativeTaniDe1ocatedTatihttjj//wwwJieti.Jj3e.gov/sr2Ta|tgi[|d/Ti
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3.4 SMARTnTECHNOLOGYiDEPLOYM ENTSiANDilNVESTMENTS-]

3.4.1 OVERVIEW"]

SDG&EnSmartnGridinvestmentsitondate-|havenhelped-|prepareitsTietworl<itondeliverinew-|

andnadditionalncustomer Lvaluedncapabilitiesnasithenutility-|Strivesforngreatenefficiency-|

andneffectivenessnacrossitsnsystem.nSDG&Enhasimplementednannengineeringndata-|

warehouse-forTnoreitharrilOiyearsitointegrateivariousndataisourcesitoisupportnbetteri

system-planning,ioperationsi&7naintenance.T|lniaddition,iSDG&Eihasiusedits-|

investmentsnasna-flexibleifoundationitoprepareiforitheifuturenanditonallownsufficient-i

roomitoTesponditonchangingndriversnandTieeds.-|

lnnorderitonempowerncustomers,nSDG&Enhasnundertakeninvestmentsithatnprovide-|

customersiwithnchoice,nconveniencenandncontrolnoveritheirnenergynusagenorithatiay-|the-|

groundworkifonenhancedncustomenchoice,nconveniencenandncontrol.-nTimelynenergy-|

usageninformationnandncontrolnofin ^omenappliancesnandnequipmentncannbeTemotelyi

enabledithroughithencustomers'ismartTnetersnand-|HANs.1tsnAMIndeploymentiA/asn81-|

percentncompletenbyithenendnofn2010nandis-|supportingnsixnpilotsitesting-|l-IANndevices-|

that-|providencustomersiwithitimelyienergyiusageinformationnandnallowithem-|tonset-|

alertsnaboutitheinenergyibills.nAdditionally,ithe-gridnautomationinvestmentsnSDG&Enhas-|

madenandncontinuesito7nakenacrossitsTietworknarenalsonensuringithat-|thengridTneets-|

customers'-|servicenexpectationsiwhilencomplyingiwithithenenergy-|policy-goalsnofithe-|

state.-|TheseinvestmentsnalsonenablenSDG&Eitoisupportnadditionalnproductsnand-|services-|

as-|marketndemandnandnpoliciesnemerge.-|

ln7naintainingnandimprovingitsTietwork,nSDG&E's-ppExn20/20-|programis-|supporting-|

the-|systemithroughna-|seriesnofinvestmentsithatnwillnallownSDG&Eito-|manageits-|

infrastructure7norenefficiently,increasenoperationalneffectiveness,nandnengage-|

customersnaccordingitoitheirnpreferences.nSDG&E's-ppExn20/20nprogramnalso-|

establishesithe-foundationiforitsnSmartnGridinvestmentsnwithTietworkivisibilitynand-|
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managementncapabilitiesithatncairibenextendeditoincludenadditionaIitechnologiesnas"i

theynareimplemented.Ti

SDG&EisnaIsoinvestinginnpilots"|tonunderstandnandnutilizeitechnologiesithatit"|believesn

willnplaynanimportantifutureTole"|innaIlowingithengriditoincorporate"irenewable"i

resources,-|meetnstakeholders'nexpectationsnand-|meetnstatenenergynpolicyngoa!s.-|

AdditionaIly,npilotsnhelpnSDG&Enunderstandnexpected"futurencostsnandnbenefitsnofiwiden

deployments.Ti

3.4.2 MAJORnTECHNOLOGYnDEPLOYMENTSn

SDG&EnhasTnadensignificantnprogressndeployingnaTangenof|technologies"|to"imeetnstate"i

and"federalnpolicyTequirements;7naximizencustomenenergyivaIue;nandnhelpncreateithe"i

foundationiforianinnovative,nconnectednandisustainablenenergyifutureirr|thenSair|DiegO"i

region.iTheseincludenSDG&E'snautomation,nSmart"|MetenandnSustainable"Gommunities"i

programs.1tsismartTnetendeploymentisnalmostncompletenand"|thenutilityncontinuesito"i

investinncustomeriservinginfrastructurenandnsmartTneternenablednprogramsnandTates,"i

suchnasndynamic-|pricingT3rogramsnandinformationnpresentation.nSDG&E's-grid-|

automationnandncontrolinvestments"|havendevelopeditsnabilityTtoTnanage"grid"i

performancenandisetithe"foundationifornadditionalnSmartnGridinvestments."|Throughithe"i

technologiesnappliedinitsnSustainable"Gommunities"|Program,"|thenSan"|DiegoTegionncan"i

seenhownenergyiefficiencyTtechnologies,ngreennbuildingnandTenewablenenergyican"i

significantlyireducencustomers'nenvironmentalifootprint.n

YIATiONi

SDG&Eisimprovingitsnexistingnandnextensivenautomationnandncontrolncapabilities-|

throughistrategiesnandinvestmentsndesigneditoTneetistatenandifederalnpolicy"i

requirementsnanditoTnaximizeivalueitoncustomers.Ti

SDG&E'snDistributionnAutomation"Gontrolistrategyncoordinatesitheiswitchingnofidiscrete"i

devicesisuchnasncapacitoribanks,i\/oltageTegulators,nandioaditapichanging"|transformers."i
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Objectivesinclude"imaintainingnbusivoltagesnacross"|theTietworknwithirr|specifiedi\/oltage"i 

limits,TninimizingitheTiumbenofitransmissionnswitchingnoperations,increasingivoltage"i  

controhreserves-|by-|keepingithe7naximunrinumbernof-idevicesnoffline,-|mitigatingncircular-| 

reactivenpowerflows,nandimprovingivoltagensecurityiA/hilenstriving"|toTnaintainnanhigh L 

s i d enb u spowe rf a ct o nofiO.995 .ji

Byieveragingisecure,TeliableTietworkncommunicationsncapabilities;ithisitechnology"i

deploymentisnaifoundationaInelementitonSDG&E'snSmartnGrid"|Deployment"|Plan."i

3,4,2,2 ADVANCEDnMETERINGnINFRAST K M ^ > 41) iDEPLOYMENTi

SDG&EisndeployingnannAdvanced-|Metering-|Infrastructuren(AMI,naIsonknownnasithenSmart-|

Meterprogram),ithroughoutitsnSarr|Diegonand"PrangenCountyiserviceiterritoryitO"i

improvenoperationaInefficiencies,nenable"|demandTesponseifoncustomers,nand"iprovide"i

customersiwithinformation,nunderstanding,nandncontrolnover|howitheynconsume-|

energy.irhenSmart"|MeternprogramiA/illTeplacena"iprojected"|1.4"imillionnelectricTneters"i

and"iretrofiti900,000ngas-|modulesnandisischeduledfoncompletionnbyithenendnof-i2012.Ti

Byithenendnofi2010,ithenSmart"|MetenprogramnhadinstaIled"|l,820,000nendpointsinits"i

serviceiterritoryincluding"|l,095,000nelectricnandn725,000ngasnsmart7neters.1nnaddition,"i

as"ipartnofithen$572TnillionnSDG&EnSmart"|MetenCommissionnauthorizedifunding10,na"i

ZigBeenHANncommunicationsTnodulenhasnbeenincludedinithenelectricismartnmeters.Ti

Furthermore,nSmart"|Meterifunding"iprovidedifontheinstallationnofnapproximatelyn36,000"i

programmablencommunicatingithermostatsn(PCTs)irr|smaIlnbusinessifacilities.Ti

Additionally,naTemoteiturn bn,/turn bffideviceiwasTequirediforTallTesidentialTneteri

installations."|ThisifunctionalityisTiownbeingieveragednby"Customer"Call"Centeri

representativesnandnhasnprovidedncustomersnannextremelynquickiturn bnnontum bffi

serviceiA/hen7novingintoTiewiocations."i

lclirheTCPUCiDpinionTapproving^ettlementrpnTSDG&E's-AMhprojectTnaynbeTfoundTatn
http://docs.cpuc.ca.gov/word.pdf/FINAL..DECISION/66766. pdf~n
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AMInhasnestablishednaitwo lwayncommunicationsinfrastructure,nprovidingnautomated"i

metenreadinginnplacenofTnanualTneterTeading,integratingncustomerinformationnand"i

billingnsystems,ithat7neasuresintervaInenergyiuse-|datainfifteen7ninuteincrementsfori

commercialnandnhourlyiincrements"forTesidentialncustomers,nandnenablingnelectric"i

demandTesponsenandioadncontrolndevicesithatnwillnassistncustomers"|tonreducenpeak"i

energynuse.n

Customerinformationnpresentationiwill-|Soonnbe-|Supportednbyithe-|MynAccountiweb-| 

portal1:LnwhichiA/ilhprovidenhourlynelectric"|usageinformationithendayifollowingits"i 

collection.1nnaddition,ncustomersncannaIreadynobtainnaIternativensmartTneterndata"i 

presentmentnonnannopt lrnnbasisithroughnGoogle'snPowerMeterngadgetn(application)12.Ti 

Furthermore,implementationnofisystemsnbasednonnOpenADE13inn2011isnexpectedito"i 

accommodaten"customeriauthorized"ithirdnpartynenergynusage"ipresentmentproviders.Ti 

Nearjeal 'timencustomenenergynusageinformationiwilhbenavailableithrouglriHANi 

compatiblendevicesn(in lhomendisplays)nandnotheriHANnenablednequipment,nappliancesi 

andinformation-|technologies.-|

WhilenmostnofiSDG&E'siargencommercialncustomersn(>200i<Wndemand)nalreadyihave"i

automated7Tietenreadingisolutionsin-|place,ithisnprojectiwillnprovideisuch7netering-|

capabilitiesifornalhresidentialnandismallnandTnediumnbusinessncustomers."i

ExpectednbenefitsnofithenSmart"|Meternprograminclude:"i

ffi Improvedncustomenserviceji 

ffi Outage-|managementndetection-fi

1:LiSDG&E'siMviAccounttYvebsiteisihttp;//rny3eGount.sdge.coro.i0nlineintervalidata-presentatiomYvillibe-generallvi
availableitOTCustomersinT2Q2011.Ti
12iPowerMetenisiaiprojectifronTgoogle.org,iaiphilanthropicipartTofTGoogleithatidevelopsitechnology-projects.i
lnformationToni3owerMetenandngoogle.orgTcanibeTfoundTatihttp;//www.google.com/powermeter/about/index.hfmlTi
l3iOpenADEisitheiOpeniAutomated1Data-ExchangeitaskiforceiA/ithiniOpenSG,TA/hichidefinedTequirementsiandiinitiah 
serviceidefinitions-prioHtoitransitioningitHeiHA/orkitcntheiNorthiAmericamEnergyiStandards13oardi(NAESB),iai 
standardsndevelopmentiorganizatio^iA/heretheiA/orkTContinuesTJnderithe-EnergyiServices^roviderlnterfacetaskn 
force.iAdditionahinformationTambefoundiatihttp://osgug. ucaiug.org/sgsvstems/OpenADE/default.aspxiandi
http://www.naesb.org/espi.task.force.asp.ti
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ffi ReducedTieechtcnaccessncustomerpropertyTi

ffi Energyinformationnavailabilitynwhichisieading"|toncustomenenergynawarenessn 

andnassociatednbehavioralnchangesithatincreasenenergynefficiencyi 

ffi EnablesndynamicnpricingnandndemandTesponse"i

AdditionaInbenefitsnaccrueitoisocietyiA/herriresidentiaInandismallnbusinessncustomers"i 

change"|theinenergyiusenpatternsnanditakenadvantagenofirebates"fori<ilowattnhours"i 

savednduringnpeak lusagenperiods.nAsncustomersnshiftitheirnenergynusage,Tnorenelectricityn 

becomesnavailable,ndelayingithenneedifonadditionaInenergyisupplyisourcesnonnpeak L 

usagendays.n

3,4,2,3 SUSTAIN ABLE7COMMUNITIES7PROGRAM7

ThenSustainable"GommunitiesnProgramn(SCP)integratesncIeannenergy^eneratiorr|systems"i

irr|Sustainablyndesigned,nenergynefficientnbuildings-|throughoutnSDG&E's-|serviceiterritory.Ti

ThenSCPiA/asnapprovednbyithe"GommissiorriinithenSDG&En2004"Gostnof'iService"i

proceedingnandnagaininithenSDG&En2008nGenerahRate"Gase."nThenSCP"|hasnbeerri

recognizednbyithenCommissionnasnannexamplenofithenCo///orn/oiong7rer/r)^fnergy7

f/f/c/ency^Stroteg/c^/onngoalnofidemandisideTnanagementncoordinationnand"i

integration14.T|ltsTequirement"|thatnprogranriparticipants'"|buildingsnbe"|highlynenergyn

efficientnandisustainablyibuilt"iresultsirr|showcasenprojectsTthatndemonstrate"|the"i

integrationnofnenergynefficiencyTneasures,ngreennbuildingnpracticesnandncleanndistributed"i

energy.n

3.4.3 MAJOR7INFLIGHT7PROJECTS7

SDG&E'sinvestmentsincludei<eynprogramsnandnprojectsTthatnarein"|theimplementation"i 

stageincludingithenongoing"PpExn20/20,nSecurity"|Eventnand1ncident"|Management,"fibern

14ihttp://www.cpuc.ca.gov/IMR/rdonlyres/D4321448 l208C 4SF9 SF621 
1668] 'EEStrategicPIan.pdfn
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opticncommunicationsitonsubstations,nandnothernundertakings"|tonsupportnanconnected"i

andnsustainableismartnenergyifuture"foritsiserviceiterritory.irheseinvestmentsnare"i

targeteditoimprovenSDG&E'snability-|to7nanage-|the-|systemnandnprovidencustomersiwith-|

engagement"|theyivaIue.Ti

SDG&Eisnalsoinvestingito-|understand-|nascentf'smart"itechnologiesnand-|howitheirivalue-|

carr|beTnaximizedinnprogramsiikeithe"|BorregonSpringS"|Microgridndemonstration.T|These"i

programsnandnpilotsncannaIsonbefoundirr|thenaccompanyingnSmartnGrid-|Deployment-|Plairi

Roadmap.n

3.43.1 DPI

OpEx"i20/20"isthe"program"pame"|foria"portfolio"pfi20nenterprise 'wideinitiativesithati 

focusnonitechnologynupgradesnand"iprocessimprovements"|tonenhanceithencapabilitiesnofi 

front ltinenemployeesnwithin-|Electric"Pperations,-|Gas"Pperations,nback ^officeifieldnandn 

mappingisupport,"GustomeriService"|Field,nandithe"GustomerGontact"Genters.Ti

OpExn20/20n(formerlyicalledn"Utilitynofithe"|Future")nenablesnSDG&E"|toncontinueito"i 

deliver"PperationahExcellence."n"20/20"isymbolizesnancleari\/isionnguidingithenefforts"i 

ovena-|15 'yeai'nprogramiwithinitiativesithatnstartnandTollnoutnativariousitimesnoveri 

severaliyears.Tn

OpExn20/20isnprovidingTiewfunctionaIityitoisupportndecisionTnakingnandngreateri 

visibilitynacrossithenutility'snoperationsnandinfrastructurenandisnaIlowingnSDG&Eito"i 

replaceiegacyisoftwarenapplicationsi/vithncommercialnoff'the 'shelfnproductsithatncostn 

less"|to7naintain."n

ThenadvancesinitechnologyiarenenablingTiew,Tnorenefficientnbusinessnprocessesnand"i

providenactionableinformationndirectlyitonemployees.Ti

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei72i

i

SB GT&S 0007025



nSeveraInofithe"inewitechnologiesiistednbelow,isuchnas"|Mobile"|DatairerminaIsn(MDTs),"i

arena!readyirriusenatnSDG&E15.Tn

WithTiewitechnologiesinnplace,Tnanynchangesi/villnoccur.Tn

ffi ExpandingithenusenofiMobile‘PatanTerminalsiwithTnoreifunctionaIityTtoTnore"i 

fieldncrewsnandifront 'tineifieldisupervisorsnreducesnpaperworknandnmakesnhigh L 

qualityinformationTeadilynavailableTi

ffi BuildingnannenterprisenGeographic1nformatiorr|Systenr|(GIS)nconsolidates"i 

foundationalnSmartnGridndatanintonaisinglenenterprise 'widenrepositorynandn 

enablesifieldnemployeesitonaccessnonupdatenelectronicTnapsnofitheitransmissiorri 

andndistributionisystemsithrough"imobilendevices"i

ffi lmplementingTiew-putageiand-pistributioniVlanagementlSystemsi(OMS/DMS)i

immediatelynpinpointsnelectricnoutagesnandnhelpitakencorrectivenactiorr|to"i

minimizencustomer|impactnand-|morenquicklyTestoreiservice-|toncustomers-|

ffi AddingnForecasting,-|SchedulingTand-pispatching-|Systemsimprovementsnsupport-| 

SDG&E'snabilityTtonplannworknandToutencrewsTnorenefficiently Llreducingitraveh 

timenandnreschedulingnchangesnautomaticallyn

ffi lmplementingiCondition^asediVlaintenance-provides7noreieffectiveiuseiof-|

largenequipment,"nbynproactivelynandnautomaticallyTnonitoringnconditionsithat"i

couldimpactTeliabilityn

ffi Offeringnadditional"pnlinenservices"forncustomersnsupportsncustomernpreference"i 

fontheseitypesnofitransactionsTi

15iThe^DpExi20/20-programsincludeiinvestmentsiforibothiofiSempraiEnergy'si'egulatediCaliforniaiutilities.-n
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ffi Single‘^iewpf1the‘Customerienablesnunderstandingnof'ianindividualncustomer's"i 

activitiesnacrossivariousnprogramsnandnchannelsn(suchnasitheiA/eb,nphone,nand"i 

mail)nso"|thatitncannprovideimprovediservice"i

3,43,2 MI( i

SDG&E's-|DOEfundednand-paIifornia-|EnergynCommissionn(CEC)funded7nicrogridnprojects-|

promotenactivencustomenparticipationitonhelpisupportithencommunitynof'iBorrego"i

Spring'snenergyineedsnandnaddressnstandards,integration,nandinteroperabilityn

challenges"fornSmartnGrid."|BothTnicrogridnprojectsnarencollocatedirriBorregonSpnngs,"|100"i

milesTiortheastnofithencityiofiSairiDiego,nwithnanpopulationnofi2,500Tesidents,nandiA/herri

complete,iwillfornr|theiargest-|U.S.7nicrogridinitermsnof-icapacitynandithe-|numbernof-|

customersiserved."i

A7nicrogridisnangroupnofienergyngeneratorsn(e.g.,iA/ind,isolar,nportablengeneration,"i

batterynstorage)nandncustomenloadsiA/ithinnanclearlyidefinednareaithatncannbencontrolled"i

tonactnasnsinglencontrollablenentityiA/ithTespect"|to"|theiargernelectricngrid.nA7nicrogrid"i

mayihaveithenabilityitonconnectnandndisconnect"fromithengridn("island")inTesponseito"i

systemndisturbances,nenablingititon"rideithrough"noutagesnbyitemporarilyisupporting"i

theTnicrogrid'snenergyTieeds.Ti

As"|thenSarriDiegoTegion's"ipopulationnandndevelopmentngrowthncontinuesifurtherinland"i  

toitheneast,ithenpeakitonaverage-|MWncapacity-|profileiwillncontinueitoincrease.irhisiwill-| 

likelyincreaseTeliabilityissues,TnakingndistributednenergyTesource"i(DER) basedi 

microgridsnaTiecessaryipartnofithengridndesignnprocessi/vherencost 'effectiveTeliabilityisi 

thenpriority.nSDG&E'snmicrogridnprojectsnarenusingnproverritechnologies,including"! 

renewablenandndistributedngeneration,nbatteryistorage,nautomatediswitchingitechnologyi 

andismartTnetendataithatnwillnbe^orithefirst-itime^eployednholisticallynonnanutility-i 

grid.nAiarge"ipartnofitheifundingisithroughngrantsnSDG&ETeceivedithroughithe"|DOEnand"i 

CECifornanSmartnGrid"|DemonstrationnofiRenewable"|DistributionnSystemsintegration."|The"i
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remainingifundsncomeifromnSDG&Enandits"|10npartnersiwhonarendevelopingithis"i

microgridndemonstration.Tn

"
3,4,33 SECURITYiEVENTi&1NClDENTiMANAGEMENTi(SEIM)iTEf Yn

ThisinitiativenenhancesnSDG&E'sncybensecurityncapabilitiesi/vithna"imorenadvanced"i

solutionito7nanageisecurityneventsnandincidents.1tincludesithendesignnand"i

implementationnofnanSEIMiservice"|thatisupportsncurrentnproductionnandTegulatory"i

requirementsnandisnaifoundationiforfuturenenhancementsithatiA/illnsupportnstrategicn

utilitynprogramsiikenSmartnGrid.iThenSEIMiservicenstreamlinesnandnenhancesnsecurity"i

eventnandincident"imonitoring,7nanagement,itrendnanaIysis,naIertTeportingnand"i

escalationnprocesses.-fi

BenefitsnofiSEIM"|technologyinclude:Ti

ffi Greatenabilityito"imonitorisecurityneventsnacrossnSDG&E'sisystems"i 

ffi Providesithe"foundationifornaisingle,nconsolidatedisecurityTnonitoringinterface,"i 

helpingitonavoidncostsnofimultipleisolution7Tianagementitools-| 

ffi Avoids"postS"pfpenuser/device"product"jicenses"i 

ffi Simplifiesisecuritynincidentnandneventndecisionnworkflow"i 

ffi lncreasesncapabilityitondesignnandndeploynconnectionsnbetweerrimultipleiog"i 

sourcendevicesnand"|thenSEIMn

ffi Increasesncapabilityitondesignnandndeployneventncorrelatiorriproceduresifronri 

multipleiognsourcesn

ffi Centralizes7nanagementnandiviewnofisecurityincidentsnandnevents"i 

ffi Enhancesnandnextendsncompliancei/vith"|NERC/CIP,nSOX,nandnSempra"|business"i 

continuity/disasterfecoverypbjectivesi

ffi Improvesisystemnperformancenbasednonndual lsitei/vorkloadioadnbalancingito"i 

meetincidentnandneventivolumengrowth"i

1
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> ' , ' < ‘ VIMUNICATIONiSYSTEM ' ' \ \ < i

This-|projectnbuildsnoutnafibernoptic-|networkitonaIlitransmissioir|Substations,including-|

instaIlationinithenSunrise"|Powerlinkiinencorridor.nTheifibernopticTietworknwillTeplace"i

agingnandiessTeliablencommunicationsitoisubstations"|thatiA/illnenablenadvanced"i

protectionnand7nonitoring.Tiln-|the-future,it-|maynprovidenbackhaulncapabilitiesfonotheri

SmartnGridncommunicationsnandndistributionnoperations.Tn

3,43,5 LOWiPOWERiWIDE-^REAiCOMMUNICATIONSiNETWORKi

Thisnprojectnbuildsnoutitheiow 'speed,iow-powenwirelessTietworkiandibackhauh 

connectivityitonenablenelectric"|T&Ditondeploynandnmonitorifaultncircuitindicatorsn(FCIs),"i 

and"|to"iperformTequiredndailyTnanualTnonitoringnofiaviationiights."nThenprojectiA/ilh 

supportnexistingnandTiewnaviationiights,ifaultncircuitindicatorsifonHigh"|Risk"|FirenAreas"i

(HRFA),nandnothernFCIs."i

Benefits-pncludem

ffi Enhancedisituationalnawareness-forir&DTnulti 'phaseicircuitsi 

ffi Overhead"|FCIncostisavings,TeducedTesponse"|timesirr|HFRA"i 

ffi Enhancedifireisafetyn

ffi Eliminationnofncostlyimanualinspectionnofi530nexistingnand"futurenaviationiights.Tn

3,43,6 SMART1ISOLATION7 f ' ^ t )' i, f

Thisnprojectnappliesnoff'the 'shelfiimitedndischargenenergyitechnologypnithendistributiorri

system.nSensor 'equippedndevicesTeduceithenenergyiet 'throughiwhenTeclosingintcnai

distributioniinenwhichiswitchednoffidueitonaifault.TiBenefitsincludenenhancedisafety,"i

reducednequipmentistress,improvednpowernqualitynand"ireliability.TiProtectivendevice"i

coordinationisnalsonenhanced,nanditheitechnologyiprovidesnsystemnautomationnat"i

locationsnpresentlynoperatedTnanually.n

1
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3.4.4 I NVENTORY-]OF-]OTHER-]SMART-]GRID-]iN VESTMENTS"]

Innadditionitoithendeploymentsnandin lflightinvestmentsidescribediinithisisection,i 

SDG&EnhasnaTiumbernofibaselinenprojectsndesigned-|toisupportitsnSmartnGrid-|planning.Ti

3.4.4.1 INTEGRATIONiOFiiNTERMITTENTiRENEWABLESiTRANSMISSIONi 

PLANNINGiSl

SDG&Eis"|undertakingna"|Transmissiorr]PlanningnStudyitondetermineitheimpactnof"i

increasedievelsnofintermittentTenewablesnattacheditoitS"|transmissionnandndistributiorri

systems.nThe-ptudyiwillidentifyipotentialissuesiandinformTnitigatiorristrategies.Ti

3.4.4.2 DEM ON STRATI ONiOFiCOMPOSITEiC ALLATIONi

Thisiprojectisiaidemonstrationioficompositeicoreiconductorinstallations.iThesei 

technologiesimayiprovideincreasedipoweritransfericapacity,iandithusidecreasedineedsi 

fonnewitransmission.il timayialsoTeduceienvironmentalimpacts.i

3.4.43 TRACKINGiANDi 'iCHARGINGiFACILITIESi

SDG&Eiiasimplementedia-pew-processiandicontrohsystemithatisintegratediwithiGISi

capabilitiesitoitrackielectricivehicleicharginginstallationsiwithinitheiSDG&Eiservicei

territoryianditoimonitoriperformance.TThisieffortisiintendeditoiensureithatitheielectrici

distributionisystemisicapableiofiaccommodatinginewicustomerioadsidueitoielectrici

vehicleicharging.iThisiprocessiandicontrolisystemincludesivehicleTegistrationiandi

identificationiprovidedibyitheivehicleimanufactureriandiECOtality,itheielectrici\/ehiclei

infrastructureinstalleriunderitheiDOEifundedielectricivehicleiprojectiniSaniDiego.T

Serviceiordersissueditoioperatingidistrictsirequireievaluationiofielectricidistributioni

infrastructureiforicapacity,^raphicalimappingiofitheiocationiofitheinewicustomerioad,i

andiinstallingimonitoringiequipmentioniassociatedidistributionitransformers.TThei

consumptionipatternsiandioadingiofitheiassociatedidistributioniequipmentiwillibei

monitoreditoiassessitheimpactiandiquicklyidentifyianyifacilityioverloadsiorivoltagei
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problemsnanditakencorrectivenaction."nThisinformationiwillnaIsonbenusefulifonassisting"i

planningistudiesitoTnodelifutureimpacts."i

"
3,4,4,4 IMPLEMENTATION1OF1SYNCHROPHASORS1

lnn2007,nSDG&Eisuccessfullyncompletednanproject"|tointegrateisynchrophasondatainto"i

thenoperationnof|thenState"|Estimatoriapplicationnorr|the"|EnergynManagementnSystem.Ti

ThisnCEC Lfunded"iprojecti/vasitheifirstnutilityimplementationndemonstrating"|thenabilityito"i

useisynchrophasorsifonstatenestimationinnanworking"|EMS.Tilnn2009,nSDG&Eintegrated"i

synchrophasondataintonanSCADAnapplicationiwhichnprovidedTeal 'timenphasenanglen

measurementsnbetweenitwoi500"|kVisubstations,naIlowingiforifastensystemTestoratiorri

following-|500nkViinenoutages.Tilnn2010,nSDG&Einitiatednanproject-|toinstalh

synchrophasorsnatnaIlTnajoritransmissionisubstations"|foriusenatitheitransmissionievel.Ti

This"iprojectisnexpecteditonbencompletednbyn2013.TiThenprojectnwillincludeTealitime"i

collectionnof-|synchrophasondatanandnai\/isualizationnandnoperatorinterfacensystemito-|

aidninTealitimenoperationsnofitheisystem.Tn

3.5 CUSTOMERiDATAiPRIVACYnANDiSECURITYi

3.5.1 CUSTOMER-]DATA-]COLLECTION,-]S HARING,nAN DnRETENTIONn

What data is 1SDG& E powpollecting ? foryvhatpurpose is the tlata t>eing xollected?7 

With yvhom yvill^DG&Epurrentlytharethe jlata? fiowiong yvill^DG&Epurrentlyi<eep 7 

thejlata?77

lnnorderitonconductnbusiness,nSDG&Encollectsnand"|utilizesna"|broadTangenoficustomen

information^.g.,Tustomencontactinformation,ienergyiusageinformation,-progranT|

enrollmentnandnparticipationinformation).iThenamountnanditypesnofinformation"i

collectednhavenevolvednoventheiyears."|Fonexample,Tnanual,TnonthlyTegistenmeten

readsiwerenonceitheTiormnbutnareTiownbeing"ireplacediA/ithnautomated,"iremoteTeading"i

ofintervalndatan(hourlyforiresidential,-|157ninute-|forncommercial)-|multipleitimes-|penday-|

vianSDG&E'snSmartnMetensystem.n
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SDG&Encollectsncustomerinformationnbeginningi/vith"|thenaccountnset bpYiservicei

establishmentnprocessnduringiA/hichnpersonaIinformationisncollected"|tonestablishnand"i

verifyYheidentitynof|thencustomenofTecordnaIongiwith-|premiseinformatiorr|tonensure-|

thencorrectiinkagenbetweerr|thencustomer,Tnetenandnaccountn(newlynestablished)."nThis"i

informationisTiecessaryitonenableneffectivencustomenservice"fornbillingnandnoutage"i

notificationnandifoncustomencommunication,noutreachnandneducatiorripurposes.Ti

SDG&Encustomers'nprimaryprpreferredianguageisnaIsoncollectednand,inithencasenofi

businesses,informationTegardingTesponsiblenofficersnofithencompanynandnothen

businessispecificinformationncannbencollected."|lnformationTiecessaryTto"irunnancredit"i

checknandito"|helpndetermineithencredit"irisknassociatednwithithenaccountisnalsoncollected"i

innordentondetermineifnaTneterndepositnwillnbeTequirednandnpremisenownershipnand"i

landlordinformationisncollectedinnorderito"ienablensuchithingsnasn'revert"|tonowner'"i

servicesn(innwhichiserviceisTiotinterruptednupon"imovenout,"|butTatheritransferred"|back"i

toithenowner'snnameinnorderito"facilitatenpropertynshowingnandifollow lonTental).Ti

Additionally,information"inecessaryitondetermineneligibilityifonmedicahbaselinenoriife"i

supportistatusisncollected.-|

Once"|thenaccountisnestablished,ivariousndataisncollectednduringithe"inormalncoursenof"i

utilityYransactionsisuchnasnenergy-|Usageinformation,-|billingnand-|paymentinformation-|

and"iprogramnenrollmentinformation."nThisncanincludeithencollectionnof-ihousehold"i

incomeinformationitondetermineneligibilityiforivariousnutilitynprograms,isuchnasithe"i

CalifornianAlternate"|Ratesifor|EnergyprGAREnprogram,ndemandTesponsenprograms"i

(suchnasithenSummenSavernornairnconditioningncyclingnprogram)nandnenergynefficiencyi

programs.TiInnsomencasesiA/hennanin *homenenergyisurveyisnconducted,iveryidetailed"i

informationiaboutiancustomer's"premises"is"pollected"includingtypes"pndTiumbers"pf"i

appliancesnandiighting,"fornexample.T|lnformationisnalsoTnaintainedTegarding"i

vegetation7nanagementnassociatednwithnSDG&E'sisystemiA/ithitree"|trimming"i

informationiA/hichncannsometimesnbenassociatedi/vithncustomerpremises."i
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SDG&ETetainsinformationncollectednasTiecessaryitonefficientlynandneffectivelyifulfillits"i

obligationitoiserveitsncustomers.Tn

SDG&EisharesncustomerinformationiA/ithithird"ipartiesirr|thenconductnofitsnbusiness."i 

Thisincludesncontractorsnactingnonithenutility'snbehaIfi(e.g.,ifulfilling"|EnergyiEfficiency"i 

programnenrollment,-pARETecruitment,netc.)nandithirdnpartiesiwhomncustomersnhave-| 

designateditoTeceiveinformationn(suchnas"Gommission tertifiednEnergynServicen 

Providers,fornexample).-nThirdnpartiesnwithiwhomnSDG&Enhasnandirectnbusiness-| 

relationshipnarenboundnbyistrictncontractualitermsnandnconditionsincludingTion L 

disclosure"nrequirementsnand"|usageiimitations,nasnappropriate,nandithatnallowfon 

properTemediesTiflthirdnpartynactionsisoiA/arrant."i

3.5.2 DATA-iACCURACY-iANDiRE LIABILITY-]

What xonfidence floes EDG&Efiave -jthatits -fiata js-accurate andreliable enough -for 7 

the purposes for yvhich it yvas fjeing ysed? 77

SDG&E's-|practicesnandnproceduresTegardingndatangathering,-|maintenancenandistorage-|

arenaimednatnensuringitheintegritynofithatndataitoifulfill-|thenpurposeiforiwhichitiA/as-|

gathered.TPventimenandiA/herrinewisystemsnorTulesnarenputirriplace,ithese-|practices-|

andnproceduresnevolvenandnSDG&Eistrives-fornconstantnandincrementaHmprovement.Ti

Duringithenaccountiset-|upnprocessnornothernprocesses,npersonallyiidentifiable-|

informatioirjs-providednand-yerifiediDyithe-pustomer.-nCustomerpersonaliy-jdentifiable-i

informationn(PII)nornotheriessisensitiveinformatiorr|thatisTequired-|toncompletena-|utility-|

andi/10 ncustomer|transactiorn(e.g.,"billing,-]fieldiorder)includesisuchidataiasiservice-|

address,-|billingnaddressnandnotherncontactinformation.TmAtitheitimeithenorderis-|

completed,-|thenproperiservicenaddressnandnothernpremisenoncustomendataisivalidated-|

againstithenutilityndatanbaseitonensurenaccuracy.Tn

Customernusagendatan(fornbillingnpurposes)isncollectedivia-|thensmartTneter.irhe-|

accuracynof|theismart-|meternhasnbeeniverifiedithroughitheismartTneter|testingnand-|
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installationnprocess."nThencustomenusagendatancollectedivia"|theismart"imeten

communicationsnsystemTnaynnotnbencompleteifiaismartTneterfailsitoitransmitndata"i

throughithenAMlTietwork.-nTypically,ithe7nissingndataiwillnbencollectedinnansubsequent-|

readnattempt.nCollectedndataisnprocessedithroughitheivaIidation,nestimatingnandnediting"i

(VEE)nprocess.iThenaccuracypfimonthIyiread"|datan(monthlynusagenbillednorr|theitiered"i

structure)7nust"ipassiseveralncomparisorr|testsiA/ith"|the"imanualTeadnasnaivaIidationitest.Ti7

lnnadditionito-|Pllnandnusagendata,notheriprocessesithatTelynonncustomendatangenerally-|

havenchecksnandnbaIancesincludedn(suchnas"imultiplenemployeesinvolved),nandiA/herri

possible,naisinglensourcenofithendataisnutilizedinnorder|tonensurenaccuracy."i

3.5.3 PROTECTION-]AGAINST-]DATA-]LOSS-]OR-]MISUSE-]

Howjtoes £DG&E protect the jtata p gainst joss prjnisuse ? 7

SDG&Enemploysnanrobustinformatiorrisecuritynprogramithatifocusesnonitheithreencore"i 

competenciesithatnoperateitogether|tonprotectnagainstndataiossnonmisuse:nGovernance,"i  

Engineering,nand"Pperations.-|

ThenSecuritynGovemancenorganizationisitaskedi/vithncompanyisecuritynpolicynandnpolicyi

compliance,iwhichincludes-|thendraftingnand7naintenancenof-policynartifacts,nandnassures-|

that"|thencompanyisinncomplianceiA/ithnalhrequirediegalnand"iregulatoryicyberisecurityn

requirements;isecuritynawareness,iA/hichnensuresneveryiemployeenunderstandsnand"i

executes"|theinrolein"iprotectingncompanyinformation;nsecurityistrategyiand"i

architecture,iwhichnoverseesitheifuturendirectionnofisecurityncontrolsnacrossithe"i

company;nandithensecuritynprogramnoffice,iA/hichieads"iprojectsithatimplementTiew"i

securityncontrols.ifhenGovernancenorganizationnalsoTnaintainsisecurityncontractuah

languageithatis"|usednduring"inegotiationsnwithithirdnpartiesitonensureithatifithen

relationshipncallsifontheisharingnof'icompanyinformation,itheinformationisnadequatelyi

protected.-!
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ThenSecuritynEngineeringnorganizationisTesponsible"forndevelopingnand"imaintaining"i

companynsecurityistandardsnandTequirements,nandnensuring"|thatneveryTiewnproject"i

adheres"|toneachnofithese.n

FinaIly,ithenSecuritynOperationsnorganizationisTesponsible"forTnonitoringncompany"i

networksnand-|systemsforpotentialncyber|threatsnandivulnerabilities,nensuring-|that-|

vulnerabilitiesnarenquicklyiremediated,nandifithreats7nateriaIize,itheyiarencontained"i

quicklyisoithendamagencausedisTninimized."i

3.5.4 S H AR1N GnCUSTO MERLIN FORM ATI ON-|AND-]ENERGYnDATA*i

With yvhom does 1SDG& Exhare xustomerjnformation xmdxnergydota xurrently?1With 7 

whom fioes £DG&Ereasonably foresee sharing dot a in the future ? 77

Thenquestionn"Withi/vhomndoesithenutilityisharencustomeriinformationnandnenergyidata"i

currentIy?"isnaddressedinisectionn3.5.1."i

Dependingnonitheispecificndatanelements,ncustomeriPlliandnusagendatanwilhbeishared"i  

withithencustomer.TiThencustomerisnableitonaccessitheirispecificnaccountinformatiorri 

(includingnPII)ivianSDG&E's"|MynAccount.TiThencustomerTnustnhavenannestablished"|Myi 

Accountiog *tniDnandnpassword.TPustomer|Usagendataiwilhbenavailableitoncustomer-| 

authorizedithirdnpartiesngivenithencustomer'snexplicitnconsent.TOustomernauthorized"i 

thirdnpartiesncouldnbeinformationnservicenproviders,nenergyiservicenproviders,nenergyn 

managementnservicesnandnotherithirdnpartynhomenareandevicesn(includingin lhomen 

displays)."nSDG&EnagentsiA/honactnonnbehalfiof'iSDG&ETnayialsonhavenaccessitoncustomen 

datandependingnoniservicesncontractednbynSDG&En(e.g.,nenergynefficiencyiservices,iow L 

incomenprogramnoutreachnandnenrollment)."nSDG&EiA/illnalsoncontractiA/ithivarious"i 

softwareivendorsithatnprovidenon lfinenpresentment,ienergyibilhmanagementiand-| 

analyticalitoolsithatTequirenaccessitoncustomendata."nTheseithirdnpartyivendorsiA/ilhbe"i 

undencontract/licensednbynSDG&Eiwithnappropriatennon ldisclosurenagreementsn 

regardingncustomerTelatedndata.n
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3.5.5 THIRD-]PARTY-]DATA-]USAGE-]PURPOSE-]

Whatploes^DG&Epnticipate is -pryvill-fre thepurpose for which the third party will vse 7 

the flata? 77

Thenprimaryipurposeifoncustomenauthorizechthird lpartynaccessitoitheinusagendatais"|ton 

helpithencustomernbettenunderstandnandncontrolitheinenergynusage."i

3.5.6 INFORMATIONnSECURITY^NDnPRIVACYnFORnSHAREDnDATAn

Whatjneasures pre prwilli>e employed t>y15DG&E to protect the security pnd privacy i 

ofinformation sharedwith ptherpntities? 7

The"iprimarynmeasures"|bynwhichnSDG&Enprotects"|thensecuritynandnprivacynofiinformatiorri

sharednwithnothernentitiesnareiviaithencontractuaIitermsnandnconditionsincludedinithe"i

contractsnbetweennSDG&Enand"|thenentities"|thatTeceiveithisinformation."nSDG&E"i

structuresitsnagreementsiwithithirdnpartiesnwithithengoaIiDf-protectingncustomers'-|

information.T|The"|Utility'snstandardnconfidentiaIityianguageincludesitheifollowing"i

provisionsndesigned"|tO"iprotectncustomers'informationn

ffi SDG&Enusesnanbroadndefinitionnofi"Confidentiahlnformation"itonprotectnaiA/iden 

rangenofinformation"irelateditoncustomers;n

ffi SDG&Eiimitsivendors'nusenofisuch"Gonfidentiahlnformationitonbeisolelyifori 

purposesnofnperformingiservicesnunderiitsnagreementsn(i.e.,"[vendorsncannot"|use"i 

Confidentiahlnformationifontheirnownnbenefitnorncommerciahpurposes);Ti

ffi SDG&ETequiresivendors"|tonuseTeasonablensecuritynproceduresnand"ipracticesito"i 

protect"Gonfidentiahlnformation"fromnunauthorizednaccess,ndestruction,nuse,"i 

modificationnorndisclosure."|Forithirdnparties,nonsiteisecuritynevaluationsTnayibe"i 

performeditonensurenappropriateisecurityncontrolsnareinnplace,nexceptinisome"i 

casesiA/herencurrentncertificationsn(e.g."|ISOn27001)nperformednbynaccredited"i 

firmsnexistn
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ffi nSDG&Enrequiresivendorsitondelivernorndestroynany"ConfidentiahInformatiorriuporri 

requestnjnandji

ffi SDG&EispecifiesithatnconfidentialitynprovisionsTelateditoncustomer"Gonfidentiah 

InformationTemainirneffectiforperpetuity.n

3.5.7 LIMITATIONS-]AND-]RESTRICTIONS-]ONnTHIRD ^PARTYnDATAn

Whatiimitations and restrictions yvHlfiDG&Eplacevn third jpartyvse vndjetention ofl 

data -pnd-pn -downstream sharing ? 7

SDG&EnhasiimitedncontractuaIncontrols,nenforcementnauthoritynorimposednpenaltiesnorri

customernauthorizedithirdnparties."nlfithencustomerndirectsn(vianexplicitnconsent)nSDG&E"i

tonprovideitheinspecificncustomenusagendataitonaithirdnparty,"|thenndirectncontractuah

relationshipnandnpotentiahbusiness"|transactionsnarenbetweenithencustomer'sithirdnpartyn

and"|thencustomer."nSDG&E"|hasiimitednauthorityitointerferenwithithencustomer'sithird L

partyTelationship,includingitheithird lpartynusenofithencustomenusagendatanand"i

potentiaInsharingndownstream."nAtibest,nSDG&Encaniterminateitransfenoficustomen

usagendataitonaithirdnpartynifithatithirdnpartyisndeemednan"badnactor".Tn

EachivendornSDG&E"|Utilizesis"irequireditO"|haveitheirnagents,Tepresentatives,"i

subcontractorsnandisuppliersifamiliariwith,nandnabidenby,ithencustomernconfidentialityn

provisions! rriitsiagreementsiasTnoreifullyTdescribedirntheTesponseit cnquestioni3.5.6n

above.T^3enerally-|speaking,-|thesencustomernconfidentiality-|provisions-|prohibit-|the-|UseiDr-|

sharingnoficustomers'"Gonfidentiahlnformationifonanynpurposenother|thannperforming"i

servicesifonSDG&Enunderitsnagreements."nAdditionally,ithese"iprovisionsinclude"i

requirementS"|tO"iprotectncustomerinformationnusingnreasonablensecurityTneasuresnand"i

allownSDG&EitoiseekitheTetumnondestructionnofianyiZonfidentiahlnformation."i
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3.5.8 EN FORCE MENT-]OF-]LIMITATIONS-iAND-]RESTRICTIONS-]

Howta/HI $DG&E enforce thoseiimitationsand restrictions? 7

lnithencasenofnSDG&E'sncontractuaI-|third-|parties,iimitations,Testrictions,nconditionsnancl-|

definedndamagesncannbeispecifiedinitheispecificncontractitermsnandnconditions.TiPen

response-|ton3.5.7,nSDG&Enhasiimitednauthorityiwith-|regard-|toncustomenauthorized-|third-|

parties."nSDG&EiwillTequirencustomernauthorizedithirdnpartiesnadhereitonspecificndatan

transfernprotocolsn(i.e.,"PpenADE/NAESB"|ESPIistandards,nSEP)itonensureisecurityn

encryption,ncustomenverificationnandndevicencompatibility."i

3.5.9 INDIVIDUALS'^CCESSnTOnTHEIRnDATAn

How do individuals -have access to the data about themselves ? 7

Customer'snpersonallyidentifiableinformation"i(PII)ncan"|benaccessednbyithencustomen 

throughitheir-|MynAccount-|log lrniD,ibyicallingiSDG&E'sicustomencontacticenter,ionbyi 

visitingnonenofiSDG&E'snbranchnoffices."i

3.5.10 All DIT,-iOVERSIGHT,-iAND-iEN FORCEMENTnMECH AN ISMS"]

Whataudit, aversightand-enforcement jnechanisms does EDG&Ehave in alace to 7 

ensure that theatilityis following its awn rules?7

AsnanCalifornianutility,nSDG&Eisisubject"|toTnultiplenchecksnandnbalancesitonensureitisin"i

complianceiA/ithitsintemalnpoliciesnandnprocedures.nSDG&Enhasnputinnplacenseverah

mechanismsitonprovide"governance,noversightnandnenforcementnofisecuritynandnprivacyi

controls."|Fonexample,nSDG&Enusesnbothinternalnandnexternahmechanisms"|tonprovide"i

oversightnovensecuritynandnprivacyicontrols."i

lnternally,"|theseincludenanSystenr|Development"|Lifecycle"|MethodologyithatinjectS"i

securitynandnprivacyTequirementsnearlyinnanprojectitonensureithenprojecti/villncomply"i

withinternalnpoliciesnasiA/ellTegulatoryirequirements."|ThisTnethodologyisnalsonusedito"i
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test"planned"|ComponentS"for"|security"Vulnerabilities"inTiew"infrastructure"|tO"yerifythatri

securitynandnprivacyTequirementS"|havenbeenTnet.n

SDG&EisecuritynandnprivacyicontrolsnarenalsoTegularlyTeviewednbynancorporateinternah

auditndepartmentithat"ireportS"|tonSempra"|Energy's"|BoardnofiDirectors.iThisintemaInaudit"i

organizationnusesithencompany's-|securitynpolicy,Tequirementsnandindustry-|Standardsito-|

verifyithenstatenofisecuritynandnprivacyicontrolsnandTnakes"irecommendationsitoimprove"i

wherrinecessary.n

Externally,nSDG&E"|usesindependentithirdnpartynauditorsnandnprofessionalisecurity"i

control"|testingnorganizationsitonenhanceitsnperspectivenofnhowiA/ellitsnsecuritynand"i

privacyncontrolsnareTneetingnexpectations.n

FinaIly,nSDG&EisTegularlynauditednbyindustry^overnancenorganizations,isuchnasithe"i 

NorthnAmericarriElectric"|Reliability"Gorporationn(NERC),"|tonensurencomplianceiA/ith"i 

specif icnsecurityncontrols.n

i

3.6 CONCLUSIONi

SDG&E'sncurrentinvestmentsnand"ipracticesnhavenbeennundertakennbecauseitheynare"i

clearlynaligned"|tonpolicyicompliance,nprovidingncustomer lvaluedncapabilities,nand"i

maintainingnSDG&E'sTietworknefficiency.TiTheyiareintendeditoisupportnSDG&E'sivisiorri

fonSmartnGrid,iA/hile7naintainingisufficientiflexibilityitoTespond"|tonemerging"i

requirements.nSDG&Enhasnbeeni/vorkingifonsome"|time"|tonbuildithen"Utilitynofithe"i

Future.""nThenenhancementsitnhas"imadei/villnensure"|thatitncontinuesitonattainithe"i

highestTeputationforireliabilitynwhile-|lookingnoutY:or|itsncustomers'nbestinterests,-|

includingithenprivacypficustomers'npersonallyidentifiableinformation.Tn
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4.1 INTRODUCTION!

SDG&E'snSmartnGridnDeploymentistrategyifocusesnonnempoweringncustomersiwitlri

technologynandiservicenchoices-ithatTnaximizeitheirncomfortnandnconvenience^hilenalso!

maximizingitheivaluenofitheirnenergynandnprotectingithenprivacynofitheirnenergynusage!

andnotherpersonalndata.-nltnembracesithenevolutionnofithenSmartnGridnbynmaintaining!

systemTeliabilityiA/ithiself lheaIing16iandTesilient!capabilities,!while!aIsoincorporating!

increasingievelsnofTenewablenenergyifromncentralizednandndistributedintermittent!

resources.-nThenSmartnGridnplatformndescribedinithisnplairisupportsnCalifornia'snemission!

reduction^oalsnbyintegratingTenewableTesourcesnandiargeTiumbersnofiPEVs^hile!

alsoTnaximizingithenefficiencynandnmaintainingitheisecuritynofithenelectricitynand!

informationinfrastructureithatiservesithenSannDiegoTegion.TiThisnSmartnGridnplatform!

willnempowerncustomersiA/ithnopportunitiesitoincorporatenmultiplenoptionsiforndemand!

response,nenergyiefficiency,^eneration,!and!StorageintO!existing!and!future!energy!

markets.-nSDG&E'snSmartnGridndeploymentneffortsnasnaiA/holeiA/illisignificantlyicontribute!

toitheTeductionnofithenenvironmentalifootprintnofielectricity^enerationnandndeliveryin!

theTegionnbyintegratingTenewableTesources,!electric!\/ehicles,!and!Other!technologies!

thatnwillnassistinithenavoidancenofiemissionsnassociatednwithitraditionalisolutions.Ti

InndevelopingitsnSmartnGridnDeploymentnPlan^DG&E'sistrategyiA/asitonengage! 

employeesnandnanbroadncross 'sectionnofistakeholdergroupsifromnacrossitheiservice! 

territoryinithenprocess.-nSDG&E'snoutreachisoughtnandTeceivedinput-fromnover^S! 

organizationsTepresentingnanwideivarietynoficustomerinterests^includingnmunicipalities,! 

regionalnorganizations,industry,nandnacademia.TiFollowingnaiframeworknderivedifrom! 

thenNISTnSmartnGridnConceptuahMode^^nlOndomainiteamsiednbynSDG&Endirectorsnand!

16nAiself 1healing-gridisioneithatiautomaticallyi'econfiguresiviaiautonomousiswitchingioperationsini 
responseitoiaisystemifaultiimprovingilocal-reliability.i
17-fittpi//c.ollaborate.nist.gov/twiki ‘sggrid/bin/view/SmartGrid/SGConceptyalModeti
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executivesifromnacrossithencompanyndevelopednperspectivesnandnplansithatnwereitherri

integrateditogether.TiltsistrategyiforiSmartnGridndeploymentincludesnongoingnefforts"|to"i

furtherintegratenSmart^3ridintoncompanynplanningnandnoperations,nanditoncontinue-|

engagingnSDG&E'snstakeholdersinnordentonaIignithenutility'snplans"|toitheinpnorities.Ti

BecauseithisnSmartnGridnDeploymentnPlanisnbasednonnSDG&E'snbestnestimatesnofi

inherentIynuncertainnoutcomes,nSDG&Eintends"|tonadaptivelyTnanage,Tevise,nandn

updateithisnplannonnannongoingnbasis,itonensureithatitnevolvesnasncustomers,n

stakeholders,technologies,nandiservicesnevolve.Ti

SDG&E'snSmartnGridnstrategyTestsnon"|threenpillars:"ipolicy,ncustomerivaluenandnpilots."i

WhilenstatenandifederalnpolicyifrequentlyndrivesnSmartnGriditechnologyTequirements"i

andinvestments,Tnaximizingithencustomer'snenergyivaluenbyienhancing"|theinenergyi

experiencenandisupportingitheirnpreferencesisithencriterianagainstnwhichnallTiew"i

technologyiinvestmentisnevaluated,neveniA/hereit"|isTequireditoncomplyi/vithnstatenori

federalnpolicies."nWhilenpolicy ldriveninvestmentndecisionsnarenalwaysnevaluated"fon

least tost/best 'fit^potentiahcustomernandisocietahbenefitsnarencalculatednasiwell.TiIn!

otherncases,itisncustomerivalue,iA/hereithenprojected"|benefitsnoutweighithencostsnori

whereitheinvestmentis"inecessaryitoneffectivelyncommunicateiA/ithncustomers"|that"i

drivenSDG&E'sndeploymentistrategy.-nThenpilotingncomponentnofiSDG&E'snSmartnGrid-|

strategyiisnemployednasna7nechanisnr|toTnitigateTisknandndetermine,nprioritoifulh

deployment,iA/hetheritheitechnologyinvestmentiA/illndeliverithenbenefitsnanticipated"i

andnwithinithencostsnprojected.n

SDG&Enbegan-|makingtoundationah"smart"nutilityinvestments7nanyiyearsnagoneven-|

prioritonSB"|17'snenactmentnandnbeforeithe"GommissionnorderednutilitiesitoifilenSmart"i

Grid"|Deployment"|Plans."nAsnaTesult,itsnSmartnGridistrategyisnalsonbasednonnexperience"i

and"|thenbestpracticesinitechnologyievaluationnandinitheimplementationitnhas"i

developednandisncontinuallyTefining."nSDG&Eisnalsonpositioneditonbuildncost 'effectively!

onthis"foundationalplatfornrbyieveraging"prionnvestmentS"in"AMI,"PpEx"i20/20"pnd"i

otherinfrastructure.-nThesenpriorinvestmentsnarenconsistentnwithitsnSmartnGridnstrategyn
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becauseitheynhelpithenutilityndelivencustomernvaluenbynsupportingitheirnpreferenceiton 

adoptndistributednsolarngenerationnand"|PEVsnaheadnofithe"inationalncurve,nand jneetn 

SDG&E'sncommitmentitonachieving-|Statenandfederahpolicynobjectives.TiLastIy,nSDG&E's-| 

strategyiforinteroperabilityiA/illnbenbasednonithenusenofpperristandardsiA/herenpossible"i  

andnwillnavoidnstrandedncosts"|throughnpilotingTiewitechnologiesitonensureitheyimeetithe"i 

utility'snSmartnGridTequirements.n

AsnSDG&Eitransitionsitona-|smartergrid,7nuchnofitsnpowerndeliveryinfrastructurenand-|

customernexperiencenandnservice"focusnwillTemainithensame.T]However,itheiA/aynSDG&E"i

managesithe-gridnanditheitypesnofiservicesitnprovidesnwillnchangeisignificantly,iA/hiclri

willncauseitheivaluenofiservicesnprovideditoncustomersitoincrease.TiTheintegrationnof"i

digitalncomputingnandncommunications"|technologiesnwillnbeithenbiggestnenablernofithis"i

transition.TiThisisectionnofiSDG&E'snSmartnGrid"|Deployment"|Planndescribesithe"|utility's"i

strategyiforTnakingitheinvestmentsithatiA/illTnal<eithisnpossible."i

SDG&E'snSmartnGrid"|Deployment"|PlannStrategyi/villnbend riven,iniargenpart,nbyithenpace"i

ofnchangeinitsncustomers'nexpectationsnandndecisionsn(e.g.,ndistributed"generation"i

deployment,nPEVngrowth,nusenofiafter lmeteriautomation,netc.)."nSDG&E'sistrategic"i

frameworknplacesnaitopnprioritynonfulfilling-|Statenandfederalnpolicynobjectivesnand-|

requirements"i(e.g.,nensuringitheisafe,isecurenandTeliablendeliverynof'ielectricitynatiust"i

andnreasonableTates^ndncomplyingiA/ithnothenstatenandifederalnpolicyTequirements).1

18"nThe"|utilitynwillnalsoncontinueitoiA/orkncollaborativelyiA/ithncustomersnandnothernkeyi

stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable"i

18 In this Smart Grid Deployment Plan, SDG&E categorizes investments as either necessary to achieve state 
and federal policy objectives or as warranted by the value the investment would create for customers. The 
term “Policy” as used in this Smart Grid Deployment Plan is distinct and distinguishable from the concept of 
“policy-driven” investments as used by FERC-jurisdictional transmission operators such as the CAISO; as 
used herein, the term “Policy” includes investments necessary to ensure reliability and safety as well as 
other investments necessary to comply with SDG&E’s obligation to serve, regulatory compact with the state 
of California and ratepayers, and other federal and state-imposed utility obligations.!___________________
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19energyifutureinnaTnannenthatTnaximizes"|customenvaIue,isnaIignednwithnSB"|17ngoaIs ,~\ 

maximizesinteroperability,isisecure,nandnsupportsncustomerndata"iprivacy.Ti

Consistentiwith"|theTequirementsnofiD.10 *G6 lG47,"|SDG&E"includes"inthis"(Smart"|Grid"i 

Strategyisectionnandiscussionnofithefollowing:-|

ffi How"|thenutilityi/villnensurenournSmartnGridinvestmentsndeliverivaIuenadded"i 

servicesnandnbenefitsitoncustomers;n

ffi How"|thenutilityi/vilhprioritizeitsitechnologynevaIuationnandndeploymentneffortsito"i 

meetithengoaIsndefinedinnSenate"|Bilhl7nandnpromoteithengoaIsnofnGenerah 

Order|15620;Ti

ffi How"|thenutilityiA/illnevaluatei/vhethernusingnexistingncommunications"i 

infrastructurencan"ireduceithencostsnofndeployingithenSmartnGrid;"i

ffi Howinteroperability-|Standardsiwillnbe-|Used;Ti

19iThese goals are to achieve the following benefits: 

ffi Be self-healing and resilient;

ffi Empower consumers to actively participate in the operations of the grid; 
ffi Resist attack;

ffi Provide higher quality of power and avoid outages; 

ffi Accommodate all generation and storage options; 
ffi Enable electricity markets to flourish; 
ffi Run the grid more efficiently;

ffi Enable penetration of intermittent power generation resources;

ffi Create a platform for a wide range of energy technologies and management resources;

ffi Enable and support the sale of demand response, energy efficiency, distributed generation and 
storage into wholesale energy markets as a resource, on equal footing with traditional generation 
resources; and,

ffi Significantly reduce the total environmental footprint of the current electric generating and delivery 
system in California, i

20 General Order 156 is intended to increase utility procurement from women, minority and disabled veteran 
business enterprises' (WMDVBE) in all categories.!____________________________________________
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ffi HowiSDG&EiA/illTninimize"|theTisl<nofistrandedncostsinncasesnwherenconsensus"i 

standardsnarenevolving;nand,n

ffi Ournplansifonadoptingnandndevelopinginteroperablenarchitecturendesignediton 

protectithenprivacynoficustomerndata."i

4.2 STRATEGICiDECISIONiMAKINGnPROCESSi

SDG&E'snSmartnGridivisionnprovidesnansensenofidirectionnand"guidancenandnprovidesna"i

viewnofithendesirednend"|State.nWhileTiot7TiandatingispecificitechnicaIisolutions,ithe-|

utility'sivisionnaIlows"flexibilitynregardingithenevaluationnandnadoptionnof'iemerging"i

technologies.nThisnapproachisncriticalisinceindustryndriversnanditechnologynarenrapidlyi

evolvinginithenSmartnGrid-|spacenanditisndifficultitonadequatelynevaluatenandnprojectithe-|

technologiesithatnwill7nostiikelyibenadoptednbyncustomers.nAccordingly,nSDG&E's"i

strategyisndesignedito-|maximizenSDG&E'snabilityito7nakeitheTightnSmartnGrid-|

investmentsifoncustomersnatithe"irightitime,iA/hileTecognizingithat"|technologyisnaIways"i

changing.-!

SDG&E'snSmartnGrid"|Deployment"|Planisndesigneditonensureithatithe"|utilityifulfillsnstate"i

and"federalnpolicyngoals;iA/orksi/vith"|keyistakeholders"|toncreateitheifoundationifonan"i

innovative,nconnectednandisustainablenenergyifutureinna"imanner|thatisnalignediA/ithnSB"i

17ngoals;Tnaximizesinteroperability;TninimizesTisk"|throughnappropriatensecurity"i

controls;nandnensuresncustomendatanprivacy."m

lnnorderitondo"|thisnsuccessfully,nSDG&Eitakesnaistrategicnapproachito"|technology"i

evaluationnandnadoption.itisfirst-|necessaryitonunderstandithendifferent-|kindsnof-iSmart-|

Gridinvestmentsithatncouldnbe"ipursued,nhowitheynwouldnoperatenacross"|theivarious"i

SDG&Enbusinessnprocessesnandifunctions,itheistatenandncostnoficurrentitechnology,ithe"i

benefits-|thatncouldnbenachievediwithnanyngiveninvestment,nandiwhethernaninvestment-|

isTiecessaryitoncomplynwithistatenand/orfederahpolicies."nThisnapproachncannbe"i

summarizednasitheifollowingisteps:"i
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1. ldentifynapplicable"federaInand"|stateiaws,Tegulations,nandnpolicies.n

2. IdentifynoptionsithatncouldTneetithoseTequirements.Ti

3. Determineitoiwhatnextentithosenoptionsnaidin7neetingithoseTequirements.-|

4. Determineitoi/vhatnextentithosenoptionsnenhancencustomenvaIue."i

5. SelectisolutionsnbasednonitheirfititonpolicyTequirements,ncostneffectiveness,nand"i 

customenvalue.n

lnnorderitonensureithatnSDG&Enhasna-|robustnunderstandingnof|the-|universenofpotentiah

SmartnGridinvestmentsnandnapplicationsnand"|thenpotentiaIneffectsnonnSDG&E,"|thenutility"i

considersnaTiumbenofioutsideisources.T|Theseisourcesnareisummarizednbelownand"i

discussedinngreatendetailirr|theisectionsithatifollow."i

ffi ThenU.S.nDepartmentnofnEnergy lfundediSmartiGrid-|Maturity-|Modeh(SGMM)-|--| 

ThenSGMMnhasnassistednSDG&Einisettingnstrategicnprioritiesnandnallowedit-|to-| 

driveitonancommoninternaInunderstandingnofiindustryitenets."nThis"imodehhelps"i 

SDG&Enunderstandithenstagenofiitsncurrentitechnologyiinvestmentsnanditsn 

aspirations.-!

ffi The"|U.S."|Departmentnof"|Energy'sn(DOE's)"|ModernnGridnVision"iLiSDG&Enbelieves"i 

that"|thisnalignmentisncrucialitonadoptingnanCaliforniai\/iewithatisnconsistentiA/ith"i 

theifederaliviewnandnallowsnSDG&Enandnother"Galifornia"|utilitiesnaccess"|to"i 

solutions-|thatiwillnbendevelopednearlierndueitonconsistentTequirements-| 

nationwide."nThisnalsonensuresithatnSDG&Eisisupportingnandnalignedito"i 

interoperabilitynandisecuritynstandardsiA/hileTneetingindustry Widencustomeri 

privacyiexpectations.ji

ffi Defining the-pathway to thelCaliforniaf>martiSricl-pf1202ChLSDG&.Ewasia-keyi 

contributontO"|this"ireportied"|byithe"|Electric"|Power|Research1nstituten(EPRI)nand"i
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funded"|byTthe"California"|EnergyiZommissiorri(CEC).21T|Thisneffort"iresultedinna"i

highievelivisionnandToadmapithatithe"|three"CaIifomia1nvestorPwned"|Utilities"i

(SDG&E,nSCE,nand-|PG&E)nsupportednandnadopted.TiMoreimportant,ithe-|EPR|-|

reportprovided"p-|usefulTeference"for|SDG&E"iir|thendevelopmentiofitS"pwrri

deployment"iplan.-|

ffi The"|NationahInstitutenofiStandardsifechnologyn(NIST)"ihThenprojectsidentifiedirri 

SDG&E'snSmartnGrid"|Deployment"|PlarriRoadmapnwereidentifiednbyifollowing"|the"i 

NISTnSmartnGridnconceptual7nodelnandiframework"|tonachievenanbroad"i 

perspectivenonithisnSmartnGrid"|Deployment"|Plannandito"|understand"|then 

implicationsnofiSmartnGridinvestmentsnacrossithencompany.TiMorenspecificaIly,-| 

SDG&EiformediteamsnofinternaInexpertsispecificitoneachndomain.irheseiteams"i  

firstidentifiednprojectsnalreadyibeingnconsideredithatTnightneithernbenSmartnGridn 

projects,no ncontainnelementsithat7nightnbenconsiderednSmartnGrid.-nThen,-|the-| 

teamsidentifiednadditionalnpotentialnSmartnGridnprojectsTiecessaryntoncomplyi 

withnthenutility'snobligationntoiservenasncustomers'Tieedsnandnapplicationsnchange-|  

and/ornthoseiA/hichnarencost lbeneficiaInandnwouldnfurther|thenobjectivesnofiSB"|17,"i 

customersnandnotheristakeholders."nThesenteamsiscreenednoutnprojects"|thatnare"i 

notiA/orthypfipursuitnatnthisntime,nandnprojectsnunderwaynornplannednthatnwere"i 

notidentifiednasn"SmartnGrid"."nThenprojectsiA/ithTnerit"|thati/vereidentified"|byi  

thosenteamsnareincludedirr|thisnSmartnGrid"|Deployment"|Plan."nThisiA/asTiotna"i  

one Ltimenprocess;nSDG&EnwilIncontinuentoTnonitorntheTnarketnandnsolicitinput"i 

fromncustomersnandistakeholders,nand"|the"|utilityiA/illnadaptnandTnodifyitsnSmart"i 

Grid"|Deployment"|Plannasnchangingncircumstancesnwarrant,innthensameiA/aynthat"i 

thisnSmartnGrid"|Deployment"|Planis"inotnai/vhollyinewnconstruction,nbutnadapts,"i 

modifies,nandnbuildsnonnSDG&E's"ipreviousnplansnforndeployingTiew"|technology."i

21iThisireportihasinotibeenpublishediasiofi\/layi2011,iandisiexpectedito-)3eipubliclyiavailableiinithei  
seco n d-(i a If-pf-|2011.1
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SDG&E'snstrategicndecision Wiakingnprocessnalsonconsistentlynappliesithenutility'sn

evaluationiframeworknofienhancingncustomerivaIuenandndeliveringncustomernbenefits"i

whilencomplyingiwith-|Statenand-federalnpolicy,iwhichisnexplained-furtherinithefollowing-|

section.Ti

TonaddressitheTapidndevelopmentnof-idigitaIitechnologies,nSDG&Enhasndesignedna-|

technologyiselectionnprocessithatnrecognizesnpilotnandifieldnevaluationnasnanintegrah

partnofitechnologynevaluation.-nSDG&Eiwillinvestinitechnologiesithatiworkforits-|

customersnandnonnitsisystemnandiA/herenadequatenprotectionnexistsitonprotectncustomen

privacynandndataisecurity."nWhereTiecessary,nSDG&Enwillnconductnpilotsitonensureithat"i

newitechnologiesTneetitheseTequirementsnpriontonanwide 'scalendeployment.Ti

Califomia,i/vithitsnambitious"irenewablenandnenvironmentaIngoaIsnand"|technologyisavvyn

consumers,TnovesnSDG&EintonannearlyitechnologynadopterTole."nAsithenquantitynofi

both"|bulknandndistributedTenewableTesourcesncontinues"|toincreasenonnSDG&E'sn

system,nSmartnGriditechnologiesnare"ineeded"|toTnitigateitheimpactnofvariabilityi/vhile"i

maintainingnand/orimprovingTeliableiserviceitoncustomers."nSDG&Eincorporates"|the"i

supportnofithese"goalsinithencriteriaithatitnuses"|tonevaIuatenSmartnGridinitiatives."n

SDG&Eiwillncontinue"|toisupportnGeneraInOrdenl56inithensupplieriselectionnprocess.Ti

SupplierndiversitynisnembeddedinithencompanyiDNAnandit's"|howithenutilityndoesn

businessneverynday.-fiSDG&E-|has-|beenna-|leaderiwithinithenCaIiforniaiOU'sinndelivering-|

resultsnandinn2010nprocuredn36npercentnofits"goodsnandnservicesithrough"|Diversen

Business-|Enterpriseivendors,nconsultantsnand-|manufacturers.-nSDG&Enwillncontinueito-|

championnandistriveitonexceedithen30"ipercentngoaIifonDBEneligiblenpurchasesnacross"i

everyisegmentnofithenorganization,includingncapitaInprojectsnandnothenmajorinitiatives.Ti

AdditionaIly,nSDG&ETequestsits"iprimencontractorsitoisubcontractn30npercentnof'icosts"|to"i

diverseisuppliersnandnSmartnGridnprojectsnareTiondifferent.Tn

SDG&E'sndecision lmakingistrategynprovidesna"flexibleiframeworkithatndoesTiot"irestrict"i 

SDG&Eito"|theistatusnquonori“asis"nprocesses,"|butTathernenablesititonadaptivelyTnanage"i
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SmartnGri dinitiativesnasnpolicies,technologies,nandncustomernbehaviorsnevolve."nThisn

flexibilityiA/illnallownSDG&EitoTneetnonenofithetZommission'sTequirements:ithatits"i

SmartnGrid"|Deployment"|PlanisY'adaptable"|tonchange."n

4.3 SDG&E'SiSTRATEGICiPRIORITIESn

As-|mentionednabove,nSDG&E-|hasnsettwonprioritiesnatthenheartnofiitsnSmartnGridnplan,-|

complianceiwithistatenandifederalnpolicyTequirementsnandnabilityitondelivernenhanced"i

customerivaluenandncommunication.nSDG&Enassessesnprojectsnaccording"|toitheinsupport"i

ofithese"ipriorities."nSDG&EnwillifirstnprioritizeitsnSmartnGridinvestments"|based,"i

primarily,noni/vhether|theynare"inecessaryito"fulfillistatenandifederahpoliciesisuchnasnon"i

theirnalignmenttvithnSB-|17ngoals.TAdditionalnprojectstvillnbenprioritizednbasednoninput-|

fromncustomersnandistakeholdersnandnoniA/hat-itheyivalueithengreatestnandnagainstnothen

importantncriteriaisuchnas"|DOE's"|ModernnGridi\/isionnandnonitheirnabilityito"|helpnSDG&E"i

fulfillitsnownnSmartnGridivisionnof'icreating"|theifoundation"fornaninnovative,nconnected"i

andnsustainablenenergytuturein"|thenSan"|DiegoTegion.Tn

4.3.1 STATEnANDnFEDERALnPOLICIESn

Statenandifederalnpolicies"irequirenandnSDG&E'sncustomersnexpectitheisafe,nsecure,nand"i

reliablendeliverynofnenergynatiustnandTeasonable"iratesnasiA/ellnasitheTealizationnofistate"i

energypolicyngoals.-nSDG&Et/iews-|thesenasnutilitynobligationsnandnastopnprioritiesin-|

makingnSmartnGridinvestments.Ti

Severalistatenand-federalnpoliciesndrivethisnSmartnGrid-|Deployment-|Plannanditsnurgency.Ti 

Theyincludeithe"|RenewablenPortfolionStandardn(SBnxln222);ithe"GalifornianSolar1nitiative;"i 

AB^32,hhe-California-Global Warming-fiolutionsfict'-energy-efflaency-poMaespandi 

reliabilitynandnsecurityistandardsisetiforth"|byiNERC'iand"|FERC."nAdditionalndiscussionnofi 

thesenpoliciesisinithenRoadmapnsection.n

22iSenateiBilli2,ilsttxtraordinaryiSession,ireferredito-hereiniasiSBixli2i
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Dueitonnewnoperationalnchallengesnposednbyintermittentndistributedngeneratiorri

resources,nautomatedndemandTesponseTequirementsnandisignificantincrementaHoad"i

fronr|PEVs,-|the-|needforitimelyinvestmentsitonensureithatnexisting-|serviceievelsnare-|

maintainedisnparamount."nAbsentitimelynSmartnGridinvestments,na"inumbernofitrendsirri

SDG&E'snserviceiterritorynarenexpecteditondegradenserviceievels.nSDG&EiA/ilhprioritizen

itsiSmartiGridinvestmentsibased,primarily,no rnwhethentheyiareTiecessary-itoicomplyi

withistatepolicies,includingitheprovisionpfisafeiandireliableiserviceiandieffectivei

communicationpfinformationitoicustomersTegardingitheirienergyiuse.T|Foriexample,ifi

rapidpenetrationpfidistributed^enerationpniaparticularicircuit,prinia"giveniregion,i

necessitatesiSmartiGridinvestmentsitoimaintainTeliability,iSDG&Eiwillplaceitsihighesti

priorityionimakingithoseinvestments.nTheisameisitruepfinvestmentsithatimayibei

necessaryitoiaccommodateiPEV-growthinitheifutureiwithoutiadverselyimpactingi

reliabilityitoicustomersiandinvestmentsinecessaryitoiempowericustomersTegardingi

theirienergyiuse.Tn

SDG&E'sistrategyinimakingitheinvestmentsinecessaryitoiaddressithesepolicy 'driveni

situationsisitoiensureithatitheiutilityiunderstandsitheicostsiandibenefitspfialhpotentiah

solutionsiandimplementsitheimosticost Wfectiveimeanspfiensuringicontinuedisafeiandi

reliableielectricityiservicepnithisibasis.-nSDG&EihasidentifiediniitsiSmartiGridi

DeploymentiPlaniRoadmapitheimosticost 'effectiveimeansitoimaintainisafepecureiandi

reliableideliverypfienergyithatiwilliaddressitheichangesitisiseeinginitsiservicei

territory.i

lniadditionitoTeliabilityiandisecurity,iSDG&E'sprogramsiaroundiRenewableiGrowthiandi

ElectriciVehicleiGrowthiwillihelpiachieveiSDG&E'sivisionpfibeingitheifoundationiforiani

innovativeponnectediandisustainableienergyifutureinitsiserviceiterritory.nThesei

investmentsiwilliallowiSDG&Eitoiapplyitechnologiesithatiwilhmitigateianticipatedi

operationalichallenges.iiSDG&Eiappliesiappropriateprojectiplanningprinciplesitoi

ensureitispursuingitheileast tost,"best 'fitisolutionsithatimeetisystemineeds.Ti
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lnnaddition,nSDG&E'siA/orkforcendevelopmentnprogrami/villnensureithatit"|has"|the"iright"i

workforcenandnskillsitoisupportithesenchanges,iA/hileitsnSmartnGrid"|Research,"i

Demonstration,nand-|Developmentn(RD&D)nprogramiwillnenableititonevaluatenandnpursue-|

newisolutions.Ti

SDG&Enappliesnappropriate-|projectnplanningT3rinciplesitonensureitis-|pursuingitheieastL 

cost,nbest lfitisolutions"|thatTneetisystenrineeds.Ti

4.3.2 GUSTO ME REVALUE-]

SDG&E'snprioritiesiforipursuingnadditionaInSmartnGridinvestmentsiA/illnbe"|basednonithe"i

pacenoficustomernadoptionnofvarious"|technologiesnandnanbusinessncaseithatndefines"i

anticipatedncostsnbaIancingithesencostsnagainstitheincreasedncustomerivaIuencreated,"i

safety,nstatenandifederahpolicies,Tneeting"imandated"iregulatoryrequirements,"i

maximizingncustomerivaIuenbasednoninput"fromncustomersnandistakeholders,"iprotectiorri

ofndatanandifacilities,"financialnbenefitnandnaIignmenti/vithnSB"|17ngoaIsnandithe"|DOE's"i

ModernnGridivision,nandnwhereinteroperabilitynandndatansecurityncannbenassured.Ti

Prioninvestments,isuchnasnAMI,nhavencreatedna"iplatformithatnenablesnbetternand"imore"i

effectivencommunicationnwithncustomers.TilnitheisameiA/ayithatnSDG&ETnustneffectivelyi

communicate-|with-pustomersiir)theirjanguage-pfpreference,itTnust-|effectively-|

communicateiA/ithitsncustomers"|throughnandnaboutnnewitechnologyiapplications"|that"i

havenbeennenabled-|by-|thenSmartnGrid-|platformnaIreadyncreatedithroughnprevious-|

investments,neverr|thoughithei\/aIuenofithatncommunicationTnaynbendifficultitonquantify.Tm

AsndescribedinithenSmartnGridnVisionisection,nSDG&E"|has"ireachednoutitoncustomersnand"i

aTiumbenofpthenkeyistakeholdersiforiinputintoithendevelopmentnofithisnSmartnGrid"i

Deployment"|Plan."nSDG&EiA/illncontinueitoincorporateitheinputnandiviewsnofits"i

customersintonSmartnGridncapabilities,nSmartnGridinvestment"iprioritiesnandispecific"i

SmartnGridnprojects."nlnnorderitonobtainncontinuedinputifromncustomersnand"i

stakeholders,nSDG&EintendsitonproactivelyidevelopnaTnethodologyitoncontinuenairi
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ongoingndialogueiA/ithncustomersnandnotheri<eynstakeholders.TnAdditionaIly,nSDG&EiA/ilh

formnaistakeholdernadvisorynpanelnandnholdTegulandiscussionsitonbetteriunderstand"|the"i

prioritiesnandndesiresnoficustomers^hoishouldnbe-ithefocusnofitheseinvestments.Ti

DuringithesendiaIogues,nSDG&Enplans"|toisolicitinputnandTecommendations"|tonensure"i

thatitsnSmartnGridncapabilitiesnandinvestmentsnareifocusednonnareasithatncustomersn

value.m

4.3.3 PILOTS"!

SDG&E's"iprogramnareasndevelopncapabilitiesithat"irequirena"irangenofitechnicaIisolutions,"i

somenofiwhichnarennascentnandistillTnaturing."|Innsomencases,"|therenarendifferent"i

technicaIisolutionsithatncouldisupportitheisamencapability,nsuchnasndifferentnstorage"i

solutions"|tonaddressTenewableintermittency."nSDG&E'sistrategyis"|tO"|UtilizenpilotS"|tO"i

vigorouslyitestnnewitechnologies,nensurenadequateifunctionaIity,interoperability,"i

securitynandidentifyibestnandieastncostiwaysitondelivenneededncapabilitiesnand"i

benefits."Pilotsiare"yiewediasintegral"phasesin"iearly"project"planning,"but,"depending"!

onithenevaluationnofnaitechnology'sTnaturity,npilotsnareisometimesnorganizednas"i

separatenprojects.nSDG&Enwill-|share-|resultsnofipilotneffortsnwithnothernutilitiesnand-|

stakeholders,nandi\A/illnalsoiseekitoiearnifromnothers'"ipilotsnandnotherTesearchnefforts."n

4.4 STRATEGY-|TO"|ENSURE"|ALIGNMENTiA/ITHiSTATEiAND"|FEDERAL"iPOLICY"i 

GOALS"]

4.4.1 SB"il7"iALIGNMENTn

InnD.lO ^6 l047,ithe"GommissionnhasnposednaTiumbenofiquestionsnaboutnhow"|utilities"i

willincorporateithenpolicyngoalsnembracednbynSB"|17intoithenSmartnGrid"|Deployment"i

Planistrategies."nSDG&E's"iresponsesitoithesenquestionsnarensetiforthnbelow."i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei99i

i

SB GT&S 0007052



4,4,1,1 PRIORITiZiNGiTECH " GYqE , <' \< )/ f ' t MENTiAGAINSTi

SBil7i

How will $DG&E prioritize its technology isvaluation ~pnd deploym ent -efforts pgainst 7 

the -goals identified -foriCalifomia hy^B%7?i

SDG&EnhasnbuiltithenpolicyngoaIsnofnSB"|17intoitsnprioritization,nevaIuationnand"i

deploymentncriteriaiforiSmartnGriclinvestments."|PotentiaInSDG&Enprojectsnarenevaluatecl"i

againstithenSB"|17ngoaIs,itheirifit"|toithenSmartnGrid"|Deployment"|Plann(SGDP)nandithe"i

timingTequirements.nSpecificaIly:"i

ffi EmpowerConsumers1to-Actively-participateiir|the-pperations-pf1the-|Grid.Ti

SDG&E'sivisionisncustomer tentricnanditsnstrategyTequiresithatithenutilitynplacen

anhighnprioritynonimplementingitechnologiesithatnempowerncustomersiniA/ays"i

theyivaluenandithatnenablencommunicationsiA/ithithemiA/hilencomplyingiA/ithn

statenpolicyTequirements."nSDG&Enwilhidentifyithose"|highivaIueitechnologies"i

basednonnongoingndiaIogueiwithncustomersnandnotheristakeholdersnand"ipursue"i

technologyiinvestmentsinnaTnannenwherencustomerivaluenexceedsnassociated"i

costs,iA/hereitheinvestmentisnnecessaryitoneffectivelyicommunicatenwith"i

customers,noriA/herenrequirednbynpolicy."i

ffi BelSelf ’healingqand'Pesilient.TPptionsifonadditionaliself lhealingnand"iresiliencyn 

featuresiA/illnbenevaIuatednasnSDG&E'snsystemisnupgradednandi/villnbe"i 

implementedinna7nannerithatnstrivesitonensureithenassociatednbenefitsnexceed-| 

thencosts."nSDG&Ei/villTnonitoritheTnarketitonensureithatitisnawarenofithese"i  

technologiesnas"|theyidevelopitonoptimize"|theitimingnofiSDG&E's"iprocurement"i 

practices.!!

ffi ResistnAttack."nSDG&EiA/illnplacenanhigh"iprioritynorr|technologies"|thatincrease!the"i  

abilityiDf-ithengridnandinformatiorr|systems!to-|resistnattack.T|These!technologies-| 

willnbenconsiderednasnSDG&E'sisystemisnupgraded,nandiA/illnbeimplementednas"i
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requireditoisecureitheisystem,nandiA/illnaIsonbeincorporatednatneveryievelnofi  

projectnevaluationnandimplementationifollowingn"securenbyndesign""ipractices."n 

Asnwithiself lheaIingnandTesiliencyitechnologies,nSDG&Eiwilhmonitorithe7narket-| 

tonensureithatitisnawarenofithese"|technologiesnasitheyndevelop"|tonoptimizeits"i 

procurementnpractices.n

ffi Provide-flighenQuality-pfpowenand-Avoid-iOutages.-nSDG&Etiasnaiongn

standingTecordnof-providingithenhighestievelnofireliabilityirrithenwestemTegiorri

ofitheTiation."nHowever,nasisndiscussednabove,nSDG&EisncommitteditoTnaking"i

thoseinvestmentsTiecessaryitoTnaintainithisnhighndegreenofireliabilityiA/hile"i

accommodatingincreasedintermittencynandTiewioadsnsuchnas-|PEVsiwhile-|

preservingnpowernqualitynandnavoidingnoutagesithatiA/ouldnotherwiseTesult.Ti

SDG&Enplacesits"|highest"iprioritynorrisafelyiensuringTeliabilitynofiserviceito"i

customers.TiltnwillnalsoTnakeithoseinvestmentsTiecessaryitoimprovenpoweri

qualityiwherenadequatencustomerivaIuenandncustomerndemandiforithisiservice"i

existsitoiustifyitheinvestment.n

ffi Accommodate-AII-|GenerationTandlStorageTOptions."nAsisndiscussednabove,-| 

SDG&EisncommitteditoTnakingithoseinvestmentsTiecessaryitonaccommodate"i 

increasedintermittencyiassociatediA/ithTenewablenandndistributedngeneratiorri 

whilenpreservingnpowernqualitynandnavoidingnoutagesithatnwouldnotherwisen 

result.-nThenhighestnpriorityisnassignedtonensuringisafenandTeliableiservice-|to-| 

customersnand,therefore,nSDG&E'sistrategyTequiresnaccommodatingnalh 

generationnandistoragenoptionsinnways"|thatTnaintainnoriimprove"ireliabilitynand"i 

supportncustomers'"ipreferences"forndistributedngenerationnatitheieastncost.n

ffi Enable^lectricitylVIarketsIto^Flourish.TiByTnakingicustomenvalueiaikeyi

componentnofiSDG&E'sinvestmentndecision Wiakingnprocess^yimakingithosei

investmentsTiecessarytonpreservenpowenqualitynandTeliabilitynasTiew"i

intermittentTesourcesnand-|PEVsnarenadded,nandnbyincludingneffective-|
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communicationiA/ithncustomers,ithisndecision Wiakingnprocessi/villnplacenanhighn 

prioritynonncreatingithenutilitynplatformTiecessaryitonaIlownelectricityTnarketsito"i  

flourish.nSDG&EiwillncontinueitoitakenaieadershipToleinithisnendeavornandnwilh

continueitoncollaboratei/vithithe"GAISOnandnotheristakeholdersinithesenefforts.Ti

ffi RunltheiGridlVIore-ffficiently.-nSDG&E'snanalysisnofTSmartnGridinvestmentsiwilh 

ensureithatTiewitechnologiesnarenavailableinitimeitoTneetncustomern 

expectationsnanditonensureithatithengridncontinuesitonoperatenefficiently."nThe"i 

frameworksnbeingieverageditoidentifyithenbestitechnologiesnandnSmartnGrid"i 

projectsi/villnensure"|thatnalliviableitechnologyisolutionsnarenconsidered."i

ffi Enable-penetratioirpfintermittent-power|GeneratioirPesources."nAbsentithe-|

deploymentnofiSmartnGridinitiatives,npowernqualitynand"ireliabilitynwilh

deterioratenasnadditionalintermittentnpowengenerationTesourcesnarendeployed.Ti

Asisndiscussednabove,nSDG&Eisncommitted"|to"imakingithoseinvestments"i

necessaryitonaccommodateincreasedintermittencyiA/hilenpreservingnpowen

qualitynandnavoidingnoutages"|thatiA/ouldnotherwiseTesult."nThenhighestnpriorityisn

placednonnensuringitheisafetynand"ireliability"|ofiserviceitoncustomers,nand"|this"i

strategynwilhhelpnensureithatnSDG&Eisnableitointegratengrowingievelsnofi

intermittentTesourcesnwhileTnaintainingisafetynandTeliability.Tmi

ffi CreateTa-piatformTfona'Wide-pange-pf-EnergyirechnologiesiandlVIanagementi

Resources."nAsisndiscussednabove,nSDG&E'sivisionisncustomer 'focusednandiwilh

placenanhighnprioritynonimplementingitechnologiesithatnempowencustomersirri

waysithatncustomersivalue.TiEnsuringinteroperabilityiA/ithinithenSmartnGrid"i

platformi/villnensureithatnanwideTangenofitechnologiesnandiservicesiA/illnbe"i

availableitoncustomers."nSDG&Enwilhidentifyithosenhighivalueitechnologiesito"i

pursue,"forneithernofithese"ireasons,nbasednonnongoingndialoguei/vithncustomers"i

andnothenstakeholdersnandnpursueitechnologyinvestmentsiA/herencustomen
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valuenexceedsnassociatedncostsnori/vhereitheynarenrequirednbyistatenorifederah

policy.-]

ffi Enablenand-|Support1thelSale-pff)emand-pesponse,-Energy-Efficiency,i 

Distributed-|GeneratioirpndlStorageinto1\A/holesale-fnergyiVlarketsiasTai 

Resource,-pirfqual-footing-vvithirraditional-|GeneratioirPesources.-nAsisn

discussednabove,nSDG&EisncommitteditoTnakingithoseinvestmentsTiecessaryito"i

accommodateincreasedintermittencyiwhilenpreservingnpowernqualitynand"i

avoidingnoutagesithatnwouldnotherwiseTesult.irhroughncollaborationsnwithithen

CAISOnandnothenstakeholders,nSDG&Enwilli/vorkitondevelopinteroperable"i

standardsnanditechnologiesithatnenablenand-|Supportithe-|saIenof-idistributed-|

resourcesincludingndemandTesponse,nenergyiefficiencyn(if'iapplicable),"i

distributedngenerationnandnstorage,intonwholesaleTnarkets.Tn

ffi SignificantlyReduceltheiTotal-Environmental-footprint-pflthe-Current-flectrici  

Generating-|and-pelivery-|SystemirnCalifornia.-nSDG&E'snSmartnGrid-|Deployment-| 

Plannplacesna"|highnprioritynorrireducingithe"|totaInenvironmentaI"footprintnofithe"i 

currentnelectricngeneratingnandndeliveryisysteminithenSairiDiego"iregion.TiThisis"i 

becauseithenoperationalnandnpotentialTeliabilityimpactsnofincreased"i 

intermittentTenewable"generationnandnclearr|transportatiorriresourcesnarenai<ey"i 

drivernofiSDG&E'snSmartnGridinvestments."nTherefore,nSDG&EnwillnevaIuatenand"i 

implementitechnologiesithatincreasenefficiencynand-|reliabilityiirgridnoperations-| 

whereitheseninvestmentsnarencost 'effective.j|lniaddition,iSDG&EiwilhevaIuatei 

andndeplo\ntechnologiesnconsistenti/vithitsivisionnofiworkingnwithncustomersnand"i 

otheristakeholdersitoncreatenanconnectednandnsustainablensmartnenergyTfuture.Ti 

ThisnensuresithatnSDG&E'sitechnologyiinvestmentsncreatenorncontribute"|tona"i 

platformforfunctionaIityithatitsncustomersivaIuenandithatnempowersithenr|to-| 

bettenmanageitheirnenergynusage."nSDG&E'snSmartnGrid"|Deployment"|Plannwilh 

significantlyireduceitheitotalnenvironmentalifootprintnofithenelectricnsystemiDyn
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creatingna"iplatformithatnwillintegrate"|technologiesnandiservicesisupporting"i

California'snemissionTeductionnandnothenenvironmental-goals.Ti

"
4.4.1.2 ADDRESSI ^6 k)47i

How will EDG&E's tdecision {making framework specifically address the % 1 pbjectives 7 

identifiedjnfr.10 b6 b47?j

SDG&Enhasndesignednaiseriesnofnprogramsitonaddressi<eynSmartnGridndriversnandisupport"i

Californianpolicy^oals."nAibasic"|tenetnofithendecision lmakingiframeworknasitnappliesiton

SDG&E'snSmartnGrid"|Deployment"|Planisithatithenutilityi/villinvestinnornpilotTiew"i

technologiesiDnlyiwhen7theynareTequired-|tonsupportnstatenandfederaInpolicyiDndeliveria-|

capabilityivaIued"|byicustomers,nwhereithencustomerivaIuenexceedsnassociatedncostsnori

whereitheinvestmentis"inecessaryitoneffectivelyncommunicateiA/ithncustomers"i(see"i

Roadmapnsectionifonmore).Tm

SDG&E's"ininencurrentnSmartnGrid"|Deployment"|Plannprogramsnarenoutlined"|below."n 

Technologyinvestmentsinneachnareanarenevaluatednandndeploymentndecisions7nade"i  

accordingitoithenpolicy/valueiframeworknoutlinednabove.TiFiguren4 *lifollowingithisiist"i

depicts-|howneachnof|the-|policy-goalsnofiSB-|17is-|SupportednbyiDneiDrTnanyiDfithese-|nine-|

programs,iwith"furthendiscussionnbelowfTl

1. Customerfmpowerment"ihSDG&Eisinvestinginnaninfrastructure"|tonensure"|that"i 

customersnhaveitheTiecessaryinformationifromithe"|utilitynandithirdnpartiesnas"i 

wellnasithencapabilitiesitoTnakenenergyrnanagementndecisionsithat"imeet"|theiri 

needsnandndesiresnandnprovideivaluenaddediservicesnandnofferings;Ti

2. Renewable_|Growth"iLiSDG&EisifocusednonTnitigating"|theimpactnofintermittent"i

energyisources;Ti
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3. Electric^ehicleiGrowthi-SDG&EisndeployingnnewnSmartnGriditechnologiesirri 

conjunctioniA/ith"|traditionahinfrastructure"|tonensure"|theisafe,Teliable,nand"i 

efficientintegrationnofiPEVnchargingioadi/vithnSDG&E'snoveraIlisystem;"i

4. ReliabilitynandlSafetynLiSDG&EisTnitigating"|theTeliabilityimpactsnof'iannaging"i 

electricinfrastructure-|byimplementingnadvancedisensorsnandnassociated-| 

systems;-)!

5. SecurityT-nSDG&Eisinvesting!tonaddress"npotentiaIisecuritynissuesnacross!the"i 

cybenandnphysicahsecuritynarenas;n

6. Operational"ffficiencyT-1nvestmentsnarenbeingimplemented!toTnaximize"i 

SDG&E'snoperationalnefficiency;"n

7. Smart-iGrid-ResearcfvPevelopment-iand-pemonstratioirliRD&Dj-ihSDG&Eisn

planningitoncreatenanintegrated!test!facility!toTesearchTiew!technologies,"i 

integratenemergingitechnologyisolutions,"|test!forinteroperability,nandnprovide"i 

proof 'of lconceptndemonstrations;Ti

8. IntegratednandlCross lcutting-(SystemsT-iSDG&Eisndeployingintegrated,ncross L 

cuttingisystems"|thatisupport!theTangenofiSmartnGrid"|technologiesnacrossTnanyi 

functions;nand"n

9. Workforce"PevelopmentihSDG&Eisinvesting!tondevelopitsncurrentnand"i 

transitionits!future!workforce!to7neet!thenuniquendemandsnof-iSmartnGrid-| 

technologies.!

1

1

1

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil05i

i

SB GT&S 0007058



Figured 'irf* B~f7tO"f» DG&E'fimartlSridiJeploymerit'Plairf’ragramiVlapping-i

SDG&E SGDP Programs'" 

SB 17 Policy Goals "_______________

izqi
f t

f fi F f f f iff i1 Be self-healing and resilient;
-Empower consumers to actively participate in the 

operations of the grid;_________________________ ffl I f f I F f f f I2

ffl f f f f f f i3 Resist attack;

1
f f if f f f FI f f i F f f f f4 Provide higher quality of power and avoid outages;

Accommodate all generation and energy storage 
options;_____________________________________ f f If f f f F f f I : f f f f5

I fffl f f f F I f I f f6 Enable electricity markets to flourish;

f f If f f f FI f f I F fl f fl f7 Run the grid more efficiently;
Enable penetration of intermittent power generation f 1 If f f f F f f I Ffl f f f8
sources;
Create a platform for deployment of a wide range of 
energy technologies and management services; f 1 If f f f I F f f I F fl f fl f9

Enable and support the sale of demand response, 
energy efficiency, distributed generation, and storage 
into wholesale energy markets as a resource, on equal 
footing with traditional generation resources; and '

f 1 If f f f Fl f f I10

Significantly reduce the total environmental footprint of 
the current electric generation and delivery system in 
California.

I fffl f f f F f f I f f f11

1

1. EmpowerConsumers1to-Actively-participateiir|the-pperations-pf1the-|Grid.Ti

SDG&E'snCustomer|EmpowermentnprogramsiA/illndeliveritransparencynand"i 

accessibilityitoTnarketplaceinformationisoithatncustomersncanTnakenenergyn 

managementndecisions"|that7neetitheirTieedsnandisupportitheneffectivenoperatiorri 

ofithengrid."nUtilizinginvestmentsinncustomernoutreach,"|HANinfrastructure,nand"i 

dynamicnpricingnenablednbyTeal handjiear lreal"|timencommunications,nSDG&Ei/vilh 

drivenenergynefficiency,ndemandTesponse,nandTnorenefficientnenergyTnanagement"i 

whichnarenkeyicomponentsnofithe"PperationahEfficiencynprogram.T|lnvestmentS"i 

SDG&E7nakesirr|thenSecuritynand1ntegrated"Gross 'cuttingnSystemsnprogramsnwilh
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ensureitheisecuritynoficustomerinformationnasnSDG&Einvestmentsinndata"i

managementnandnanaIyticsnaIlownSDG&E"|toisupplyincreasingnusefulinformationito"i

customers.-nThenSmartnGrid-|RD&DnprogramiwillnensureTiewncustomer-|

empowermentisolutionsnarencontinuaIlynbeingndevelopednand"|broughtnonlinenas"i

appropriatenandiA/hereithenbenefitsnoutweighithencostsnorimprovencustomen

communication.Ti

2. BeiSelf lhealing-|and-pesilient.-nSDG&E's-|ReliabilitynandnSafetyT3rogramimproves-| 

measurement,ncontrol,nprotection,nandnoptimizationitoisupportithe"iresiliencyiand"i 

responsivenessnofithengrid.nSDG&Eisinvestinginnequipmentnmonitoringitoidentifyi 

issues"|beforeitheynoccunasiA/ellnasifaultidentificationnand7nanagement"i 

technologiesithat"iprovideifasterisolationnand"|load"irestoration.1nnaddition,"|then 

OperationahEfficiency,nSecurity,"|RenewablenGrowth,"|Integratednand"Gross tuttingi 

SystemsnandnSmartnGrid"|Research"|Demonstrationnand"|Developmentn(RD&D)"i 

programsnarenallndesignedinivariousnwaysitoncontributeitonaiself lhealingnandn 

resilientngrid.n

3. ResistnAttack.f^DG&E'snSecuritynprograrrrimeetsincreasednphysicalnandncyberi 

securityTequirementsiwithndevelopmentsitonpolicyiand-|Strategy,-|security-| 

infrastructureinvestment,nandnSmartnGrid"iriskTnanagement."nSDG&E'snSecurityn 

programincludesinvestmentsinisecurityTthreat,i\/ulnerability,nandincident"i 

managementnasi/vellnasnphysicalisubstatiorrihardening,"|tonensure"|thatTisl<snarenwelh 

understoodnandTnanagedneffectively.TiResistingnattackisnankeynoutcomenofithen 

ReliabilitynprogramnandnSDG&E'snongoingnSmartnGrid"|RD&Dinvestments."i

4. ProvideiHigher-|Qualityioff,owenand-AvoidTOutages."iiSDG&E's-|RenewablenGrowth-|

and"|ElectricnVehiclenGrowth"iprogramsncompriseinvestments"|that7nitigatengrid"i  

performanceissuesTelated"|toithenadoptionnandimpactnofTiewitechnologiesnand"i 

offerings-TiTheseincludeinvestmentsirntechnologiesithatiwilhmanagen 

intermittency,nprovidenbettenreaI Ltimennetworkivisibility,nandimprovedndynamic"i
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control."nServiceTeliabilityisnSDG&E'snprimaryngoaInandnofiitsTiinenSmartnGrid"i  

programs,natieastnsevennarendirectlyninvolvedinisupportingithisnSB"|17ngoal.Ti

5. Accommodate-AlhGeneratiornandlStorage-|Options.-nSDG&E's-|ReliabilitynandnSafety-|

and"|RenewablenGrowth"iprogramsTnakeinvestmentsnacross"|the"|transmissionnand"i

distribution-|networl<itonenableithe7nanagementnofTgenerationnandnstoragenacross-|

thengrid.Tnlnvestmentsnprovideincreased7nonitoringnandncontrol"|toisupportitheifulh

rangenofienergynsources,iwhile-|maintainingithe-|Utmost-|safetynaroundngrid-|

operations.j|lnithencasenofioptionsithatnareTiot"fullyiunderstood,nSDG&E'snSmart"i

GridnRD&Dnprograminvestsinithenexplorationsnofitechnologiesitoifacilitateithein

incorporationin"|thengrid."nThisnSB"|17ngoalisi<eyitoithe"GustomeriEmpowerment"i

programithatngivesncustomersnaccessitoinformationnaboutngridncapacitynandithen

optionitonprovidenexcessncapacityistoredinitheinelectricivehiclenbatteriesnon

producednbyitheirTooftopnPVisystems,iforiinstance,itoithe"grid,iA/hichisnannareanofi

focusinnbothithe"|ElectricnVehiclenand"|RenewablenGrowthnprograms."n

6. Enable-plectricity1Vlarkets1to-flourish.-nSDG&E'snCustomenEmpowerment,-|

RenewablenGrowthnandnOperationahEfficiencynprogramsnguideinvestments"|thatn

enablenaiwider-|setnofTesourcesnavailableito-|the7narl<etnanditheinoptimized-|

deployment."nlnvestmentsinithesenareasnallowncustomersitoTnakendecisionsnbased"i

onincreasednpriceitransparencynandnincreasednaccess"|tonaivarietynofTnarket"i

participantsnanditheirnofferings.TiltsnSecuritynprogramisupportsisecurenelectricityn

marketncommunicationsnand1ntegratednand"Gross 'cuttingnSystemsnhelpsintegraten

market7nechanismsnacrossnaffectednprogramsnandisystems."i

7. Run1the‘|GridiVlore‘Efficiently."nSDG&E's"PperationahEfficiencynprograminvestsin"i 

technologiesitonachievenefficientnpowerflownacrossithe-gridnwhilenalsoinvestinginn 

morenefficientTnaintenance,Tnonitoring,nandncontrolncapabilities."nSDG&E's"i 

Workforce"|DevelopmentnprogramnprovidesitheisupportTiecessaryitonensureithat"i 

theTightiskillsnarenavailableitonefficientlyTnanagenSmartnGriditechnologyiand"i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil08i

i

SB GT&S 0007061



operations."nThe"|ElectricnVehiclenand"|RenewablenGrowth"iprogramsnarenbothn

leverageditonachieve"imorenefficientngridnoperations,nandnefficiencyisnonenofithe"i

conditionsnofithe-|ReliabilitynandnSafetynprogram.-nSmartnGrid-|RD&DnsupportsTiew-|

methodsnofimprovingnefficiency."i

8. Enable-penetratiorrpf1ntermittent-power|Generatioirftesources.7iSDG&E'si

RenewablenGrowthnprogramncoupledi/vithnprogramsisuchnas"|ReliabilitynandnSafety"i

provideinvestmentsfonexpandedngrid7Tianagementncapabilitiesithatisupport-|

increasednpenetrationsnofirenewableTesourcesnorrithengridiA/hilenprovidingifori

improvednplanningncapabilitiesitoifacilitateitheirTapidndeployment.T|Enabling"i

customers'npreferencesifondistributedngenerationisnankeyfeaturenofithenCustomen

Empowermentnand"|ElectricnVehiclenGrowthnprogramsnasnwell."i

9. Createna-piatformTfona'Wide-pange-pf-EnergyirechnologiesiandlVIanagementi

Resources.flSDG&E's"Gustomer|Empowermentnand"PperationahEfficiency"i 

programs,isupportednbyilntegratednandnCross tuttingnSystems^rovideithei 

infrastructureitonprovidencustomersiA/ithitheinformationnandnofferings"|thatithey"i 

value.TiltsinvestmentsnarendesigneditonenableithirdnpartiesitoTneetncustomers'n 

needs,iwhere-|partnersncannassistncustomersitonachieveithe-|highestivaIuenatithe-| 

lowestncost."nSDG&E'snSmartnGrid"|RD&D,"|ElectricnVehicle,nWorkforcenDevelopment"i 

andnSecuritynprogramsnaIlncontributeitonornbenefitifromitsnefforts"|to"|buildna"i 

platformiforTiewnenergyitechnologiesnand7nanagement"iresourcesnatnSDG&E."i

10. Enable-|andiSupport-|theiSale-pff)emand-pesponse,-pnergy-pfficiency,-pistributed-|  

GenerationnandlStorageinto-Wholesale-EnergyiN/larketSTasia-pesourcej-pirEquah 

Footing-yvithiTraditionaliGeneratioirResources.TiSDG&E'snCustomeriEmpowerment-| 

and"|RenewablenGrowth"iprogramsnprovide"|theinformationnandncontrolncapabilitiesn  

toimproveitheTeliabilityiandnavailabilitynofidemandTesponse,nenergynefficiency,"i 

andndistributed"iresources."nSDG&E's"PperationahEfficiencyiprogramndeploys"i 

technologiesithatnallowsiforithenoptimizationnandndeploymentnofithesendifferentn
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resourcesitoisatisfyndemand."nSDG&E'snSecuritynprogranr|Strives"|tonensure"|that"i

secureTnarketncommunicationsnarenenabled.n

11. SignificantlyPeduceltheiTotal-Environmental-footprint-pflthe-Current-flectrici 

GeneratingTand-pelivery-|SystemiirCalifornia.TiSDG&E's-|RenewablenGrowthnand-| 

ElectricnVehiclenGrowthnprogramsisupportincreasedTenewablengenerationnand-| 

aItemativeifuelivehiclesnacrossnSDG&E'siterritory.nSDG&E's"Gustomeri 

Empowerment-|programinvestsitonprovidencustomersiwith-|more-|relevant-| 

informationnandnoptionsiforncustomersitonactinnconcertiA/ith"|thenenvironment."n 

OperationahEfficiencyiandithenSmartnGrid"|RD&DnprogramsndeploynandnevaIuate"i 

technologies,nrespectively,iA/hichisupportnaItemativenenergyTesourcenoptions."nAs"i 

thenenvironmentalifootprintnofnSDG&E's"irolein"|thenstatensystemisndecreased,"|the"i 

ReliabilitynandnSafetynprogramiseeksitonensureithatncustomers'nexpectationsnofi 

reliability,npublicisafetyiandnpolicyTequirementS"governingTeliabilityiareTnet."i 

SDG&E'snSmartnGridnDeploymentnPlannasnanwholenwillisupportithenrealizationnofi 

California'snenvironmentalnpolicyngoals,includingithoseiset"forthinithe"Galifornia"i 

GlobahWarmingnSolutionsnActn(ABn32),"|the"|Renewable"|PortfolionStandard,nandithe"i 

CalifomianSolanlnitiative.Ti

1

1

1

1

1
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4.5 TECHNOLOGYnSELECTIONn

BecauseTnanyndriversnofiansmarterngridnareTnorenpronouncedinnSDG&E'siservice"i 

territoryithannanywherenelseinithennation,nSDG&ETieedsitonbenproactiveinitechnology"i  

evaluation."nSinceTnanyitechnologies"inecessaryitoifulfillnpolicyTequirementsnand"i 

maximizencustomenvaluenareTiotiyetTnature,itheynalsoTequireithatnSDG&Enappliesna"i 

carefullyiconsidereditechnologynevaluationnprocessinitsnoverallndecisionTnaking.Ti

At"nSDG&E,1TnarchitecturenandisolutionsndecisionsifornexistingnandTiewinfrastructure"i 

mustTneet"|businessnanditechnicalTequirementsiforfunctionality,includingnprivacy,n 

performancen(adequacyiandiatency),"ireliabilityn(availability,Tesilience,nandndisasteri 

recovery),7nanageability,iscalability,isecurityn(cybernandnphysical),ncost 'effectiveness,n 

safetynandnregulatoryicompliance,nasi/vellnasinteroperability,nexpandabilityn(additionah  

businessifunction),itraceabilityn(transactions/events),iflexibility/adaptability,nandn 

usability ."|Thendefinitionsnandispecificncriteriaiforieachnofitheseitermsnarenderivedifronri 

thei"Non 'functionalnAttributesifonanSmartnGridnArchitecture,"innchapterisixnofithe"|fP/?/7 

Public interest fnergy-pesearchiPIER) -program peport: -California jUtilityj/ision ~pnd 7 

Roadmap forfhepmart-fSrid pffear p.020.23i

SDG&EiwillncarefullyievaluateTtheTeliabilitynandisecurityTequirementsnofieachTequired"i  

SmartnGridnapplicationnandits"|usencasesitondetermine"|tonwhatievel"|thenexisting"i 

infrastructurencomponentsncan"imeetnonbenupgradeditoTneetnappropriatenperformance,"i 

reliability,interoperabilitynandisecurity-|Standards7for|timelyiand-|securenSmartnGrid-| 

informationnexchange.n

SDG&Enevaluates7technologynand7vendorp'oadmaps,-productndevelopment,-|R&D-|

investments,"imanufacturers'ncapabilities,"|technologyTnarketishare,nand"i

manufacturer/supplierfinancialncommitments,ndistributionnchannels,nandistabilityin-|

determiningithenrisknandTvaluenofispecificnexistinginfrastructure.Tilnitsirechnologyi

23Ibid
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Reference"|Modeh(TRM),nSDG&Enhasncategorizeditsitechnologiesnandnsystemsito"i

understanditheirivaIuenandiifecycleiforibusinessnsolutions."nThe"|TRMiA/illiservenasna"i

guideitonprioritize-|thenenhancementsnandTeplacements-|thatiwillnenablendeploymentnofi

thenSmartnGrid.n

ThenSDG&EiT-|Product-|LifecyclendefinesitheitotaInevolutionnof-ianiT-productfronri 

conceptionitoTetirement."nThisTnethodologyncloselynadheresitonprincipaIsnand"guidance"i 

defined-|by-|the-|Project-|Managementinstitute;nspecificaIlynasndocumentedini4]Gu/c/et0 7 

thef,rojectjVlanagementiiody-pf1<nowledgen{PMBOK®i3u\de).-rf\t-&-fi\gh *tevel,"|Tablen4 *1"| 

belowndefinesnphasesinithisiifecycle.Ti
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Table# l11T'Procluct1ifecycle"Phasesi

Phase| Definition |

Description“pfithei3usinessTieediand"potential“isolutionstoije1nvestigated/iand"|cost/benefitsiassociated"|with"|each"|solution."Providesi
informationnto“justifythei5usinessi:ase"icompletion."|

Concepti

Completion"pf|Scope"pfiwork/ischeduleiandtotali:ostiofpwnership"|(TCO)Tor1:he"project/program.lSubmissioniofthe"proposalTori
fundingiandiapproval.i

BusinessCasei
Development!

Completion"pf|vendoncontracts,iand"generalTnobilization!ofithe"projectteamiandTesources.!ProjectPrepi

Development!ofprocess7nodels/Tdetailed!functionalTequirements,!technicalTequirementsiand!use!cases!to!document!the"business!
need.!

Requirements!

Development!oftiigh1evel!and!detailed!designs"based!onprocess7nodels!and"businessTequirements1n"preparationTor!
construction/build"phase.!

Design!

Construction/Build! Development,“|unittest!and!string!testpficode"pendetailed!design.!

Execution"pf|System,Integration,“RegressionpndlfechnicalTNon lFunctional)!tests.!Defectfixes!andTnigration.!Test!

Implementation! Migration!of!all!tested!capabilities1nto"production!environments.!

Production"|cutovenand!systems"go We!Production!

Postimplementation!
Review!

Review!ofpost1mplementation"performance7netrics.!
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lnnaddition,nSDG&E'sitechnologynevaIuationnprocessincorporatesitheiessonsiearned"i 

fromitsnexperiencenadoptingnautomatiorr|technology,nSmart"|Meterndeploymentnandithe"i  

OpExn20/20nprogramiwhichincludednSmartnGridfoundationalnprojects-|Suchnasna-|State *of L 

the lartnoutageTnanagementnandndistributiorrimanagementisystemn(OMS/DMS),"i 

geographicaHnformationisystemn(GIS),nandncondition *basedimaintenancei(CBM).7i

SDG&E,ithroughitS"|Research,"|Demonstrationnand"|Developmentn(RD&D)nprogram,is"i

collaboratingnwithnuniversities,ngovernmentnagencies,iabs,nandnestablishednandTiew-|

companiesitoiforgeisolutionsnandnbetter|understand"|technologyTnaturity.Ti

1

4.6 U.S.iDEPARTMENTiOFiENERGYn(DOE)iMODERNiGR!DiALIGNMENTn

The"|DOEifundedithe"|ModernnGrid1nitiativenandnutilizedistakeholder|input"fromnacross"i

theTiationitondevelopisevennSmartnGridncharacteri sties :tti

1. Enablenactivenparticipatiorr|byiconsumers"i

2. Accommodatenallngenerationnandnstoragenoptionsn

3. EnableTiewnproducts,iservices,nandTnarketS"i

4. Providenpowernqualityifonthendigitalneconomyn

5. Optimizenassetnutilizationnandnoperatenefficientlyi

6. AnticipatenandTespondtoisystemndisturbancesn(self 'heal)"!

7. OperateTesilientlynagainstnattacknandTiaturalndisasten

ThenStatenof-palifornia-|Legislature-|throughnSB-|17,nandithe-pommissiorr|throughits-| 

DecisiornD.lO *06 l047,itookitheseisevenncharacteristicsnand"imodifiednandnexpanded"i 

themislightly."nSDG&Enoffersna"imappingnbetweerr|theseitwondifferentndelineationsirri 

Tabled *2.771

SDG&Enbelieves-|thatnalignmentnamongithesendifferent-|perspectivesisncrucialitonadopting-|

a"GaliforniaiviewithatisnconsistentiA/ithithe7federal7/iew.7iSuchnannalignmentnallows"i

SDG&EnandiDther"GalifornianutilitiesitonaccessnsolutionsiDnnaitimeliernbasisndue"|to"i
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consistentTequirements"inationwide."nAbsentnaIignment,i\/endorsnwillndelaynproductnand"i

standardsndevelopmentnwhichnwillnbenandetrimentitoithenStatenofCaIifornia'snaggressive"i

energynpolicyngoals.Ti
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Table# POE1VIodemiGrid~iandlCPUCSmarriGridTharacteristic~lAlignmenn

CPUCl5martlGridXharacteristicstrorTr6BTl7iModerniGridXharacteristicsi

Self healingTroirfpowerldisturbanceleventsl Belself healingnandTesilientl

EnablingTactive~participationl3ylconsumers1nldemandl
responsel

EmpowericonsumersitoTactivelyparticipatelnitheloperationslofthelgrid;"
EnablelandlsupportlthelsalelofTdemandTesponse,lenergylefficiency,l 

distributed~generation,Tandlstorage1ntolA/holesalelenergyTnarketsTasTal 
resource,lonlequallfootinglwithtraditionalngenerationTesourcesl

Belself healinglandTesilient;~ResistnattacklOperatingTesilientlydgainsrphysicallandlcybenattackl

Providing~powerlqualityTorl21stlcenturyTieedsl Provided igherlqualitylofpowenandTavoidloutagesl

Accommodatinglalllgenerationlandlstorageloptionsl Accommodated ll~generationTandlenergyTstorageloptions;1Enablel
penetratiornoflntermittenrpowergenerationlsourcesl

Ena blingdewdroducts,Services,landTnarketsl EnablelelectricityTnarketstolflourish;Xreatedl3latformlforldeploymentl 
ofdlwideTangelofTenergyltechnologiesdndTnanagementlservices;! 

EnabledndlsupportlthelsalelofldemandTesponse,dnergydfficiency,l 
distributed~generation,dndlstorage1ntolA/holesalednergyTnarketsdsdl 

resource,lonlequallfootinglwithtraditionalngenerationTesourcesl

Optimizingdssetsdndloperatinglefficientlyl RunthengridTnorelefficientlyl

Accommodatingdlllgenerationdndlstorageloptions,TI 
enablingdctive~participationl3ylconsumers1nldemandl 

response,dndloptimizingdssetsdndloperatingdfficiently

SignificantlyTeduceltheltotaldnvironmentallfootprintlofTthelcurrenn
electric~generationdndldeliverylsysteminlCalifornia.l
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SDG&E'snstrategyifonselectingnandTnakingnSmartnGridinvestmentsincludesnensuringn

that"|theynaIigni/vithnbothnstate"ipolicy^oals"i(identifiedinnSB"|17nand"|D.10 ^6 lG47)iandi

federaInpolicyngoaIs,nasidentifiednby-|DOE.-nThisnwillnensurefurtherancenofibothisetsnof-|

policyngoals."nSDG&EiA/illnaIsonensureithatnaIigningi/vithnbothisetsnofnpolicyngoaIsiA/ilh

fostenmaximizedinteroperabilitynandnconsistencyi/vithnemergingistandards,nandTiot"i

createisituationsiA/hereithenpolicyngoalsnareinnopposition."i

4.7 GENERALnORDERil56iALIGNMENTi

What we $DG&E's strategies forjneeting 130 %56 goals gndrequirements? 7

SmartnGridisngoing-|toitransformitheiwayiSDG&Endeliversnpower|toncustomers.-nThere-|

arenmanyicomponentsitonSmartnGridndeploymentnand"|thisnprovidesnaiA/ide"irangenofTiew"i

opportunities."nDiverse"|Business"|Enterprisesn(DBE)ncannprovideivaluenbyintroducing"i

experienced,nqualifiednandncertifiedisuppliersnandnbynhelpingnpotentiahDBEsitonexpand"i

theiritechnicaIncapabilitiesnandncapacitynbuilding."nSDG&E'sistrategyisitoiA/orknclosely"i

withncurrentnandifuturencompanies"|tonachieveits"|DBE"goals."nThenDBEndepartmentnhasna"i

provenitrackTecordnofidentifyingnandnutilizingncross 'functionahsuppliersithatnproviden

cost leffectivengoodsnandiservices"|tonSDG&E.TPveraIlnSmartnGridnprovidesnannopportunity"i

tointroduceithenenergyiindustryiwithinnovativeitechnologiesiA/hileisupportingna"i

diversenpoolnofisuppliers."i

SupportingnGeneraI"Prder|156,inn2010nSDG&E-pchievedngreatenthann36-|percent-|Diverse-|

Business"|Enterprisen(DBE)ispendingY"iprocurementifromnaIlnSDG&E'sngoodsn&iservices,"i

withn$385Tnillionnofits"iprocurementndollars"goingito"|DBEs.nAIIncontractsncontairri

subcontractingianguageTegarding-|DBEispending:TltheseincludeispendingYoriSmartnGrid-|

projectsnand"|DBEisnpartnofiSDG&E'snevaluationncriteria.nAsnannexample,nSmart"|Meteri

achievedn68-|percent-|DBEnspendingnoverallinn2010.-nSDG&EiwillnemployYhe-|same-|

procurementistrategiesithatnhave"iprovennsuccessfulinTneetingnGeneral"Prdenl56"goals"i

inithenpastinimplementingithisnSmartnGrid"|Deployment"|Planinithe"future."nInnaddition,"i
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SDG&Enplansitoifurtherndevelopits"|DBEnprogramnbyi/vorkingiA/ith"|DBEsitonbuild"|theiri

technicahcapabilitiesitoparticipateiniSmart-£irid-|projects.Ti

4.8 SMARTiGRIDiMATURITYiMODELnALIGNMENTi

SDG&Eiwasnonenof|thenoriginaInco 'developersnofithenSmartnGrid"|Maturity"|Modelnasnpart"i

of|the-|IBMnGlobahlntelligent-|Utility-|Network-|CoaIitionn(GIUNC).-nThe-|DOEis-|nowfunding-|

Carnegie"|MellorriUniversityitonexpandnandTnaintairrithisitool."nTheitoolnutilizesneight"i

categoriesnandnbyTesponding"|tonquestionsTegardingnactivitiesinithencategories,nanutility"i

isnableitoTankitsnSmartnGridnactivitiesnandnprioritizenareasiforifutureinitiatives."nThe"i

sca!eivaries"fromnzero"|to"five,nwithnzero"|beingnbusinessnasnusuaInandTionSmartnGrid"i

activities"|toifiveiwithnSmartnGridndeployedirrithencategory."nSDG&E'snexistingnscorenand"i

aspirationsnareishownnbelow.-|

Figure'll ^r'gmarnSrid'f/laturityfllodelllesultsi

SDG&E 2 year SGMM aspirations
SDG&E - 2 yr 95D‘riiPjr'S

mm
ii*J|

Jft.

1
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Asna"imaturityrnodel,ithenSGMMnassistsinnguidingithenorganizationithroughitheioumeyn 

ofiimprovement.iThisTnodeliA/asndevelopeditonencompassTnanynaspectsnofistrategynand"i 

operations"i(andTiotiimititselfitoiustn"SmartnGrid"naspects)."nTheiscopenofiannSGMM"i 

assessmentincludesneverythingithatnannend 'to 'endintelligentlyilinkedinetworkieffectsi 

withinithenutilityisuchnasnassets,nend"|usendevices,nbusinessnprocessesnandncustomen 

interaction.ti

SDG&Enhasifound"|this"|toolitonbei\/eryiusefulinndevelopingitsnSmartnGridistrategyisince"i

manyindividualsnarenpresentinithe-|sameToomndebatingitheievelinneachncategory.TiThe-|

aspirations"|thatnSDG&E"|hasnestablishednarenguidesitoitsinitiativenplanning"iprocess."m

4.9 NISTiMODELiALIGNMENTi

SDG&E's"iplanndevelopmentieveragednaiframeworknbasednonithe"|NISTnSmartnGrid"i 

conceptualTnodel,nextendediwithithreenadditionah"cross 'cutting"ndomainsnasnshowninn 

Figure^ '3."nThenadvantagenofithis7nodelisithatitisTepresentativenofithenelectricnenergy"i  

ecosystemnandisflexibleitonaccommodatefuturenecosystemnevolution.-nTeamsnwere-| 

assembledifoneachnofitheitenndomainsnand"|theyndevelopedistrategiesithatnaddress"|the"i 

implicationsitoitechnology,people,nandnbusinessnprocesses.-fi

Figure i '-l/< / ' < ricepl >oss tuff

Secure Communication Flows

Electrical Flows

Domain[ Doma
NIST Conceptual ;Mode

Markets!
Operations!

i
Service!Providen Provider ^Markets ,
Customer!
Distribution! \
Transmission!

Bulk!Generation!
Grid & Cyber Security
Info & Com ms Technology
HR & Workforce Development

)Bulk

CustomerTransmission - - - . Distribution
S

NIST Smart Grid Framework 1.0 January 2010(Cross cutting domains)
1
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4.10 PRIVACYnCONS I DERATIONS-]

PrivacyistrategynonarchitecturenbeginsiA/ithnancompanyisecuritynpolicy,iA/hichnguidesithe"i 

risknmanagementndecision [makingiprocess."nWhileiSDG&EihasiaIwaysTespected"i 

customernprivacynasnanimportantnelementnofitsisecuritynprogram,nprivacynhasnbecomena"i 

criticalnandifoundationalncomponentnasitheTesultnofinewndatancreatednbynSmartnGrid"i 

technology."!!

To"|thatnend,nSDG&Eintendsitonadaptnseverahaspectsnofiemergingnguidingnprinciplesinto"i

itsisecuritynand"iprivacyiframeworks."nFonexample,nSDG&E"|supportsitheifourndimensions"i

ofnprivacy24lasndescribednbyiNISTnandithe"|Fair1nformation"|Practicen(FIP)"iprinciples"i

developednbyithe-|Federal-|Trade-pommissionn(FTC)nasnkeyncomponentsnofiits-|securitynand-|

privac\nprograms."nlnnaddition,"fromnanprocessnanditechnologyndesignnperspective,"i

SDG&Enalsonseesivalueinnotherguiding"iprinciplesnsuchnasithe"|Privacynby"|DesignnSeven"i

FoundationahPrinciples25."|Thisneffortnwillnpermeateneveryipartnofithenutility'snprivacyi

framework,ifromnpolicy,nguidelinesnandisecuritynrequirements,"|to"|securitynarchitectural"i

principlesnandndesignistandards,itonprocessnand"|technologyimplementation.1tiwill"i

positivelyinfluenceitheiwaynSDG&Enoffersiservicesitoitsncustomersnbynbuilding"i

confidencenanditrust."nAfternappropriatenprinciplesnhave"|beennapplied,nSDG&E"imust"i

consider|howncustomerinformationis7nanagedfromitsncollectionitoitsndestruction.-|

1. SDG&EiwillndetermineifianpiecenofidatanaboutnancustomerisTiecessaryitoncollect"i 

eitherforitself,fonexampleitonaccuratelynbillnancustomer,norfornaithirdnparty,-| 

suchnasTegulatorsnoriawnenforcement."i

2. lfjt-js-|deemed-pecessary-|to-pollect-|the-jnformation,-jSDG&E-iwill-|then-|ensure-|that-| 

adequatencontrolsnarein"iplaceito"iprotectitheinformationnwhileitisin"|the"i 

utility'snpossession.-|These-|securityncontrols7nustnbe-|regularly-|testedforpotential-|

24i:romi"GuidelinesiforiSmartnGridnCyberiSecurityriVol.i2,iPrivacyianditheiSmartnGrid"i
25-fromiPrivacyi3yiDesigni:iSeveniFoundational-principles,i
http://www.ipc.on.ca/images/Resources/7foundationalprinciples.pdfi
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vulnerabilitiesithatncouldTesultirr|theinadvertentiossinithenconfidentiaIity,"i

integritynornavailabilitynofitheinformation.Ti

3. Next,nSDG&Ei/villnensure"imechanismsnareinnplaceitoisecurel\r|transport"i 

informationifromitselfitoithirdnparties"|thatnhavenaTieed 'to 'knownbasednonnan 

varietynoffactors,includingnapplicableiawnand-|regulation,nandncustomerndesire-| 

toishare"|theinformationiA/ithnaithirdnparty.Ti

4. Whileinitsnpossession,nSDG&Ei/villnsafeguarditheintegritynoficustomen

information,nensuring"|thatncustomerinformationisnaccurate,nbothi/vhilenSDG&E"i

storesitnandnduringitsitransportito"|thirdnparties.n

5. FinaIly,nSDG&EiwillndetermineithenappropriateinformationTetentionnpolicyi 

accordingitonaIlnapplicableiawsnandTegulations,nasi/vellnasnbestnpractices,nand"i 

ensureitheinformationisndisposedisecurelynandnpermanentlynwhenitisTio"i 

longenneeded."i

4.10.1 INTEROPERABlLITY-|AND-]PRlVACYn

HowyviH^DG&E pdoptpnd develop pn interoperable architecture Resigned to protect7 

the privacy pf customer da ta ? 7

SDG&EnhasTiamedna"GhiefiCustomenPrivacyiOfficenandndirectorTesponsibleifon

customer-privacy .T|TheseToles"include"iensuringithe"pompletioirpfia"privacyimpact"i

assessmentnandnothenongoingnefforts,includingnplans-fornGridnand-GybenSecurity-|

Strategynandna-|robustnapproachitonenterprisenarchitecturenandinformation7nodelingY-|

standardsiwithnprivacy 'relatedinteroperabilityistandards,nbasednonitheifourndimensions-|

ofnprivacyndescribednby-|NISTinitsnsecuritynpolicyiframeworknandithe-|Privacynby-|Desigrri

Severr|FoundationahPrinciples.-|

SDG&Eis-|partneringi/vithithe-pfficenofithe1nformationnand-|PrivacyiCommissionen(IPC)-| 

of-pntario,"Canada,ito-|putintonactionithe-|policies,napproach,nandistandards-|tonprotect-|
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thenprivacynoficustomerndatanbyiA/orkingitogethernonnanDynamicnPricingnProgram.TiByn

designing"iprivacyirrfromithenbeginning,ithenprojectiA/illTesultinnaTnodelithatncarribe"i

leveragednandifurthenimprovednacrossitheindustry.n

4.10.2 STANDARDSy4NDnPRIVACYn

HowyvillfDG&Ejsvaluatelthejmpactvf standards janjjrivacy?7

TonevaIuateitheimpactnofistandardsnonnprivacy,nSDG&EiwillnusenaTisl<Tnanagement"i

basednapproach"|tondeterminenhow"inewistandards"imayimpact"|thenconfidentiality,"i

integritynandnavailabilitynofisensitiveinformatiorribasednonnpotentiaIithreats,"i

vulnerabilitiesnandimpacts.nAdditionaIly,"|becausenSDG&ETecognizesitheimportancenofi

customernparticipationinithenSmartnGrid,iti/villiseek"|to"imeasureithenconfidence"i

customersnhaveinithenSmartnGridnprivacyisystem.T]ProjectimplementationiA/ilhleverage"i

privacynandisecurityTelatednstandardsinnorderitoTneetisecurityTequirements,"i

regulations,nandinandatesTelateditoncustomerinformation."i

1

1
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4.11 INTEROPERABILITYiCONS I DERATIONS!

4.11.1 INTEROPERABILITYnSTANDARDS!

HowiA/illfiDG&Eyseinteroperability standards?i

StandardsnarenessentialifonSmartnGridinteroperabilityitonensureithatinformationncannbe!

exchangednbetweennutilityisystems^pplicationsnandncustomendevicesnandisoithat!

informationTemainsnsecure.!

TherenarenannextraordinaryTiumbenofpotentiallynapplicableistandardsTelatingitonSmart!

Gridndeployments.nATecentnNISTTeportncollatednexistingistandardsintoncategories.!

ThesencategoriesnareistructurednonithenGridWisenArchitecture-Oouncil'siayered!

referencenarchitecturenasishownnbelow.!
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1

Figure-# ^rfiridWise'^rchitectisre'i'ouncillnteroperability-fyiodeh

t
'f •

• Oi[f,iin?.(tiOii,»l' l ■■ I ii ■ ■■•■■■ ■ i s i- !■ .in1. .

1'ifonnntiuii.ir I * n ■ i1 ■ ;

j It:(.hillr.al 1 I ‘ ■ 1, !i" :■■■' ! < j-'i I !■!-. ■ r f

The-NISTframeworkp nd Road map forRmart-Grid interoperability Standards, Release i

1.0267|istedithe-|multitudenofpotentiallynapplicableistandardsinneachndomain.irheifulh

anaIysisisTiot-|repeatednhere,nbutnaiselectionnofi<eynstrategicistandardsnofinterestito-|

SDG&Eisnhighlightedinithe-|tablenbelow.-|

26i\IISTiSpecialf,ublicationill08a
http://www.nist.gov/public.affairs/releases/ypload/smartgrid ; interoperability firial.pdfn
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lableU 'snMISTInteroperabilityTStandards'RoadmapIListI

KeyTstandardsnoflnterestn Applicability!NIST"Domain!

I EC161968,1 EC161970,1CCP1(IEC160870 fe/TASE^),! 
DNP3,1ECl61850l

CorenstandardslforlexchangelofltelemetrylandTeferencel
datalA/ithintheTietworkloperationsldomain.l

Operations!

Metering!Standards!(as!developed),!

aseXMI_!and!associated~payload!standards!fon
marketltransactions!

Markets! Smart!metering!working!groups!are!developing!relevant!
metering!data!collection!and!exchange!standards.!

Wholesale,Tetail!and132B!standards!areTnandatory.!

Open~ADE/NAESB1ESPl!ServiceTrovider! Exchange!of!customer!usage!with!customer!authorized! 
third ^party!service!3roviders!

N/A!BulkiGeneration! !

DNP3,1ECl61850 h ^IWBCKMUlWBCKSD^BCl 
SOAP,1W3C~EXI,1W3C1WSDL,lM\ISl!C12.22,1EC! 
60870,1 EC!61968,1EEE!l686 l2007,1SIERC tlP,1EEE! 
C37.111 4.999,1 EEE!37.118,1P!Suite,1TCP/l P!

Inter applicationlandindustrylnteroperabilitylstandards!
apply!andTnultiple1evels!of!data!exchange!(froiTfphysical!
tolapplication).!

Service!oriented!architecture!standards.!

Distribution!

As^ bovelD I u s!e me rg i ng1\l AS P l! Aslabove!Transmission!

In home/~beyond ^the metertechnologiestolencourage! 
the!uptake!of!demandTesponse!opportunities.Tl

ZigBee,!OpenHAN,HomePlug!and!others!Customer!

General! Qua lityla nd!safety!sta nda rdsltolaeTna inta ined!as!for!a 11! 
otherSDG&Elactivities.!

ISQ19001!

IS027002,1\IIST!800 *53,1\IERCXIP,1EEE!l402! ISO!and!NIST~provide!al3road!framework!fonsecurity1n! 
technology,!process!and!governance!domains.1The!Critical! 
Infra structureTrotection!(CIP)!standards^re!more! 
specific!to!grid!transmission!security.1EEE!provides!a! 
standard!forphysical!security!at!substations.Tl

Security!
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i
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1

SDG&Eincorporatesithese-|StandardsinitsndecisioirimakingT3rocessnbyiaIigningito-|

standardsiA/hereitiwouldnachieveithengreatest"|benefitsifoncustomersn(e.g.iowestncost,"i

easiestinstaIlation)."nSDG&Eisnparticipatingnonnannongoingnbasisnwithistandardsnand"i

coordinationngroupsisuchnas-ppenSG27,-|NIST'snSmartnGridinteroperability-|Paneln(SGIP),-|

the"|NorthnAmericarr|EnergynStandards"|Board"i(NAESB),nandithe"|NorthnAmericair|Electric"i

Reliability-porporatiorri(NERC).nSDG&Enalso-|monitorsnothenareasitonensureithe-|

standardsnare7novinginisupportnoficustomerinterests.T|lnnareasiA/hereistandards"i

deliverncustomerivaIue,nSDG&E"iprioritizesinteroperabilityninitsTequirementS"|byi

implementingnanpreferenceforisuppliersithatndoTiotnusenproprietaryitechnologiesnon

implementations.Tn

SDG&EiseeksitondesignisystemsiforTnodularitynandimplementistandardsnatnkeyi

interfaces,nparticularlyithosenbetweenithenutilitynandithirdnparties."nStandardsnatithesen

interfacesnenable"|thenutilityito7naintain"|the"flexibilitynneeded"|tointegrateTiew"i

technologyisolutionsnandi\/endors.1tisndifficult"|tonpredictithenevolutionarynpathnof"i

variousitechnologiesnand,therefore,nSDG&Eivaluesnconsistentinterfaces"|thatnenableithe"i

utilitytonchangetechnologiesnandt/endorsnasnandnwhen-|needed.-fiSDG&Enbelievesthisis-|

ankey^uidingnprinciplenasitnexplores"|theTnanyicomponentsnofiSmartnGridnsolutions.Ti

4.11.2 STANDARDS-|AND-]MINIMIZING*iRlSK“]OFnSTRANDEDnCOSTSn

Howyvill^DG&Ejninimizelthe risk ~pf?tran ded xos ts in xases where standards -prey 

evolving? 7

To"iminimize"|the"irisknofistrandednassetsiA/hereistandardsnareistillnevolving,nSDG&Eiwilh

startiwith"ipilotsnofTiewitechnologiesitonensure"|theyTneetitsTequirements."nSDG&Enwilh

27iTheiDpeniSmartiGrid^ubcommitteeiwithirTitheiJCAilnternationaliJser'snGroup,iseei
http://osgyg.ycaiyg.orgn
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aIsonensureithat"fieldndevicesnarenupgradeablenoverithenair,nsoithatnasnevolvingistandards"i 

firm *tip,nSDG&E'sinvestmentsncannbenprotected ■TTl

ProjectTnanagement"ipracticesincludenevaluationnof-factorsinnorder|tondecreaseitheTisl<"i

ofistrandedncosts."nThenSDG&Enprojectiifecycle"iprovidesifornaTeviewnofitechnologyn(fori

adherence-|tonstandards-|hbothnexternalnandintemal),iservicenandnprocesses,nasnwellnasna-|

vendornevaluationithroughout"|theiifecyclenofnanproject.Ti

SDG&EiwillnalsoisuggestTiew"iregulatoryistructures"|thatiA/illnprovideithe"|utilitynwithithe"i

properincentivesitonadoptnappropriatenSmartnGrid"|technologyinnai/vayithatTesponds"i

quicklyito7narketitechnologynchanges,nandTninimizesitheTisl<snofistrandedncosts."nAs"|the"i

electricngridnandTnarketsnareTevolutionized"|byithenSmartnGrid,nSDG&Enwilhneedithe"i

abilityitoTespondnquicklyiandTnakendecisionsithat"ipreviouslyTnightnhaveTequiredndirect"i

regulatoryiapprovalnandiengthyTegulatoryihearings.T|Unlessithisistructureisnchanged,"i

SDG&Enandithe"Galifornia"|utilitiesiA/illifallnbehind"|thenbestindustrynpracticesnandiA/illTiot"i

benableitonprovideiwhatncustomers-|requirenandndemand.-|

4.11.3 OPENADRnAND^SMARISENERGYnPROFILEnCOEXISTENCEn

Whatis the feasibility pndtost Effectiveness pfpffering f)pen A DR coexisting yvith 7 

Smart fnergyprofiie ft.O?i

Deploying"|technologies"|thatnarencomplianti/vithithe"PpenADRnspecificationnonndedicated"i

serversi/villnbecomeTnorenpracticalnas"imoreivendorsnenterithisnarenanandnbegirribuilding"i

productsithatisupportithe"PpenADRispecification,includinginterfaces,ndemand"i

responsenautomationiservers,nendndevices,nandisonon.TiIn"|thesenearlyistages,itiA/illnbe"i

morencost leffectiveitonexecuteinitialnpilots"|throughisoftwarenasnservicenofferings"from"i

vendors."nThisnapproachiA/illTeduce"|thencostimpactnassociatedi/vithinternalndeployment"i

ofitheitechnologyiA/hilenalsonspeedingndeploymentitoisupportinitialnpilotnefforts.Tn

SDG&EnhasnaiimitedimplementationnofPpenADR"|toiargencommercialncustomersnand"i

willncontinueitonexpanditifonthisnclassnof"|customers,nandiA/illnexploreitsimplementatiorri
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fonothencustomernclassesnasTiewnproductsnandiservicesnarenbrought"|toTnarket.Ti 

SDG&E'snadvancedTneteringinfrastructurensolutionincludesnanZigBeenwirelessn 

communications-|moduleiir|the-|meternandisndesignedito-|SupportithenassociatednSmart-| 

EnergynProfile.TiSDG&E'sifuturendecisionsinithisnareaiA/illnbendrivennbyncustomen 

adoption,interoperability,nand-|market"imaturity.Ti

Assuming"|theitechnologiesnbuiltnagainsti:he"PpenADRnspecificationTnaturenandTnore"i

vendorsnententhisnarena,7Tiorencostneffectiveisolutionsnandinternalndeploymentnand-|

supportnofithese"iproductsiA/illnbecomeTnoreifeasible.Tilntemalndeploymentsnon"i

dedicatediserversiA/ilhprovidenSDG&Engreateriflexibilityinintegratingi:he"PpenADR"i

compliantnproductsiA/ithinternalisystems."i

4.12 CUSTOMER-|BENEFITSnDELIVERYn

Howyvill^DG&EjieliverijenefitsIto customers?!

Aftencomplyingnwithistatenandifederahpolicyirequirements,ndeliveringnbenefitsnand"i 

maximizingivalueiforitsncustomersis"|thenprimaryifocusnofiSDG&E'snSmartnGrid"i 

DeploymentnPlannandnankeynelementitoitsndecision Wiakingnprocess.nEveninnsituationsn 

wherenSmartnGridndeploymentnplansnareinTesponseitonanpolicy 'drivenineed,isuchiasi 

managingintermittencyiresultingifromincreasedinstallationnofTooftopnphotovoltaic"i 

energy,nSDG&EnevaluatesithenbenefitsithenprojectiA/illndeliveritoncustomers.Ti

SDG&Encollaboratesintemallyi/vithncross 'functionahteamsiandiextemallyiwithitsi

customersnandnotheristakeholdersifonongoingncustomerinput,"|tonensureitsnSmartnGrid"i

Deployment"|Planisndeliveringncustomenvaluenandnproviding"|benefits."|Byialigningi:he"i

SmartnGrid-|Deployment-|Planinternally,iwithi<ey-|Stakeholders,nandiwithnSDG&E's-|

strategic"iplan,ithenutilitynalsonensures"|thatitsnSmartnGridinvestmentsnandncustomeri

projectsTeceivensupportnacrossithenentirenorganization.nSmartnGridnplanningnandn

investments,initurn,nwillinformnSDG&E'snongoingistrategicnandnoperationahplanning"i

effortsnacrossithencompany.iThisiviewiA/illnsupport"|thenannuahupdatesnandTeporting"|to"i
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the"Commissionnwhich"irequiresncentraIizednportfolio"|trackingnandncustomenbenefits"i

reporting.-!

SDG&E'snstrategyitondelivenvaluenaddediservicesnand"|benefitsitoncustomersnwilh  

continueito"|bendrivennbyncollaborationi/vithncustomersnandnothenextemalnstakeholders,"i 

includingTatepayernadvocates,ngovernment,nbusiness,nacademia,industry,-| 

environmentalnand"iprivacynadvocates."nThisiA/illnensurenbetterialignmentiA/ithi:heTieeds"i  

andndesiresnofistakeholdersnandna-|morencomplete-|understandingnofiimpactsnon-|

customers."!!

ByieveragingitechnologyitoncreatenaTnoreifunctionalngrid,nSDG&Encustomersi/vill"i

becomenpartnersin"iprovidingnenergy,TnanagingithengridnandnensuringnaTeliableisupply"i

ofnelectricityitoithenentirenSan"|Diego"iregionnatTninimumncosts.nSDG&E'sndeployment"i

planToadmapisndrivennbynandesire"|toisupportncustomersnasi:heyibecome"ipartnersnand"i

"prosumers"ithoseithatnbothnproducenandnconsumenenergy)insteadnofiremaining"i

customersithatnonlyiconsumenelectricity."nFornexample,nSmartnGridnCustomer"i

Empowerment"iprojectsiA/illnengagenand"ipreparencustomersitO"imaximizeivaluenbyi

developingTatenoptions,iservicesnandnprograms"|thatncustomersiA/antiA/hilenprotecting"i

customernprivacynandintegratingncustomer lownednequipmentincludingndistributed-|

energyTesourcesisuchnas"iphotovoltaic"|systems,"|smartnappliances,nhomenenergy"i

managementnsystems,nhomeistoragenandnelectrici\/ehicles.nSDG&EiA/illnalsoiookifori

opportunitiesnwhere"|the"|utilityncannplaynanunique"irolenorifillnangapitonsatisfyicustomeri

energyrieeds."i

SDG&ETecognizesithat"|theTatenofncustomenadoptionnof-iemergingnSmartnGridncustomeri

applicationsnand"|technologiesis"|uncertain."nTherefore,nSDG&Ei/villncontinueito"i

collaborateiA/ithindustryngroups,"imajontechnologyivendors,nconsumeriappliancenand"i

equipmentnprovidersnandTetailndeliverynchannelsitonunderstandnandinteroperatei/vith"i

SDG&E'snSmartnGridinfrastructure"|tonaccommodateithe"irapidlyievolvingnandnchanging"i

consumenelectroniciandscape."|Fonexample,ndeliveringncustomerinformationnand"i
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customerispecificnaIertsitonancustomer'sTnobilendeviceiA/illncontinueitonbenanchaIlengenas"i 

thenproliferationnofTnobilencommunicationsitechnologiesnandncustomer 'facingn 

applicationndevelopmentncontinuenatnaTapidnpace.Tn

SDG&EiA/illintegratencustomerTenewableTesources,istorage,nandnelectrici\/ehiclesintO"i

gridnoperationsiwhile7naintainingnand/orimprovingTeliabilitynatnboth-|theitransmissioiri

andndistributionisystem."nWherenappropriate,nSDG&EnwilhinstituteTiew"|technologies,"i

suchnasisynchrophasorsnandndynamiciineTatings.nSomenofithisiwillnbendone+y-i

partneringi/vithnCAISOnonidentifyingitransmissionnexpansionsnanditechnologicah

improvementsnandTequirementsnandTesourcencharacteristicsTieededinTnarkets.T|These"i

activitiesiA/illimprovenassetTnanagementnandngridnefficiencynbyieveragingi/videnarea"i

measurementnandncontrolncapabilities.T]ByT3erformingithesenactivities,nSDG&EiA/illncreate"i

thenplatforrrrforTiewnproductsnandiservicesifromithe"|utilitynandithirdnparties."i

Customernconfidenceinisecuritynis"iparamount,nandnSDG&EiA/illnensurensecurityis"i

maintainednoriimprovediA/ithithendeploymentnofismart"|technologies."nThisiA/illinclude"i

hardeningnsystems,itesting"forivulnerabilities,naIigningncontrolsitoTegulationnand"i

enterprisencapabilities,"|trackingithreatsnandivulnerabilities,nprovidingnappropriate"i

trainingitonoperators,nand7nakingnaIlnSmartnGridnparticipants7norenawarenofisecurity-|

risks.nSDG&Eiwillndeployisecure,TeliablenSmartnGridncommunicationsncapabilitiesnand"i

leverageiservice basedintegratiorntcnprovideTnaximumiflexibilityiandiadaptabilityi

betweenisystems.Tn

As-|technologynevolvesnandnbecomesincreasinglyncomplexito-|maintainnandnoperate,-|

SDG&EiwillnensureTeadinessnofitsiA/orkforcenasnevennhigheriskilhlevelsnareTequired.Ti

ThenwellnknowniA/orkforcenchallengesifromnannagingi/vorkforcenandnattritionnofi

experiencednworkersnwillnaIsonbenaddressedinnanyiA/orkforcenplan."nThisi/villnensureithat"i

SDG&EisnableitonprovideiserviceithatTnaximizesivaIuenofinewnandnemerging"i

technologiesifoncustomers.n

1
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4.13 EVALUATINGiTHIRDiPARTYnCOMMUNICATIONSiNETWORKSi

How will $DG&E evaluate whether third party communications petworks pan providej 

cost Effectivepommunicationsthatjneetthesecuritypndperformancerequirements7 

of EmartGrid? flow will $DG&Eponsidert)othpxistingpndfuturexervice provider-/ 

capabilitiesfcost effectiveness, security, pnd performance)?!

Secure,"ireliableTietworkncommunicationsnarenancoreTequirementiforibothnSmartnGrid"i

and"|traditionahutilitynoperations."|NetworkncommunicationsnsolutionsiforiSDG&E'snSmart"i

GridTnust"imeetnancomprehensiveisetnoffunctionaInand"|technicalTequirements,nand"i

deliverTnaximumivalueitoithe"|Utilitynand"|itsncustomers,Tegardlessnofiwhetheritheynare"i

provided-|byiSDG&E'snprivatelyiDperated-|systemsiDrieverage-|servicesnprovidednby-|

networknservicenproviders."n7

LikenotheritechnicaIncapabilitiesnandnsystems,nSDG&EnwillncarefullynevaIuateithe"i 

feasibility,ncost,nanditechnicaInbenefitsnofiusingnexistingncommunicationsinfrastructure"i 

and"|howitheyncannbestnbeintegratedi/vithTiewitechnologiesitonenablenSmartnGrid"i 

deployment.TiTechnologiesnandisystemsnwillnbenevaluatednagainstnbusinessnanditechnicah 

requirements,itechnologyiandnproductTnaturitynandiifecycle,interoperabilityistandards,"i 

andfit 'for 'purpose^value ■Til

SDG&E'sncommunicationsncapabilitiesnhave"|beennenablednbyna7nixnofprivate"inetworks"i 

andithird 'partyiprovidenservicesfondecades.-|In-|itsicontinuousieffortsitoimprove-i 

efficiency,ifunctionality,ncapacitynandnsecurity;nSDG&EnconstantlyTnonitorsithe7narket"i 

foriavailableisolutionsnandnemergingitrendsnandincorporatesnpromisingitechnologies"i 

intoitsnevaluationnandnanalysisnprocess.iThroughithat-|process,nSDG&Enhasnevaluated-|  

whetherithird 'partyncommunicationsnnetworksncannprovidencost 'effective-! 

communicationsTthat7neetithe-|securitynandnperformancen(includingncoverage,ncapacity,-i 

reliability,nandisurvivabilitynduringnadverseneventsnsuchnasnearthquakenonwildfire)-! 

requirementsnofrthenSmartnGrid-i-'iandifoundithatinisomencases,itheyncan.nWhereTthose-i
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requirementsnareTnet,nanditheisolutionnofferednprovidesitheTnosti\/aIue,Tietwork"i 

servicesifromnaithird *partynproviderimaynbeiselectednovernanprivateTietworkisolution -TTl

4.14 CONCLUSION^

SDG&EnhasndevelopednaTobustistrategyTforitsnSmartnGrid"|Deployment"|Plan.TiElements"i

ofitheistrategynhave-|beennpresentnandisuccessfully-|UtilizedfornaTiumbenofiSmartnGrid-|

technologyideploymentsitondate."|TheistrategynutilizesnandecisionTnakingiframeworkithat"i

prioritizesnprojectsithatnarendrivennbyrequirementsnofistatenandifederahpolicynand"i

projectsithatndelivencustomerivalueiA/hereithenbenefitsnexceedithencostsnoriA/hereithe"i

investmentis"inecessaryitoneffectivelyncommunicatei/vithncustomers."|PilotingTeduces"i

risks-|Suchnas-|Strandedncosts,namongnothers,iwhileithe-|Strategy'snapproachito-|

interoperabilityistandardsnanditheieveragingnofiexistinginfrastructureiA/herenpossible"i

alsonhelpnkeepncostsiow."nThis"|strategyTfulfills"|theTequirementsnofiD.10 *G6 ^ynandn

providesiforflexibilitynasitechnologiesnevolvenoveritime.n

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil32i

i

SB GT&S 0007085



1

1

1

1

a (fc Sempra Energy utility®

i

i

Section^ hGRIDlSECURITYiANDiCYBERi 
SECURITYlSTRATEGYi

1

1

1

1

1

1
i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil33i

i

SB GT&S 0007086



5.1 INTRODUCTION-!

SDG&EintendsitonbuildnanSmartnGrid-|thatisTiotnonlyTeliablenandisafe,-|butnaIsoisecure.-|

SDG&Eis-|notnaIoneinithisnexpectation.irhenStatenof-California28nandithe-Commissiorri

agreeithatisecuritynplaysnaivitalToleinithenstate'snelectricinfrastructurenbyistatingn"there-|

isnannurgentTieeditonensureithatithe-|Utilitiesnhavenappropriate-|security-|programsinnplace-|

forphysicalnandncyberithreatsnand/ornattacks."29-|Iniaddition,ithe-|FederaInGovemment,-|

throughiTitIenXlllnofithe-|EnergyiIndependencenandnSecuritynActnofi2007nstatesithatn"itis-|

thenpolicynofithe-|UnitednStatestoisupport-|the7Tiodernizationnofithe-|Nation'snelectricity-|

transmissionnandndistributionisystemitoTnaintainna-|reliablenandnsecurenelectricity-|

infrastructureithatncanTneetifuturendemandngrowthnanditonachieveneachnofithen

following,iA/hichitogethencharacterizenanSmartnGrid..."30-|Fromistandardsnbodies,isuchnas-|

NIST,itonutilities,itonconsumeriadvocacyngroupsnand-|privatencitizens,neveryonenagrees-|

that-fornSmartnGriditonbensuccessfulit-|mustnbeisecure-fromnphysicalnandncyber|threats-|

andnmustnprotectithenprivacypficonsumerndatancollectednbynutilities.-|

SDG&Eiseesithreeimportantnaspects-|tonachievingnaisecurenSmartnGrid,including-|physicah

security,ncybensecuritynandncustomernprivacy.-|First,-|physical-pecurity,iwhichincludes-|

preventingno nreducingithe-|threatnofienergynandnproperty-|theft,vandalism,-|trespassing,n

andnbombnscares,isnai<eyipartnofithenbusinessnofnoperatingnanutility.-|However,-|physicah

securityibecomesnevenTnorencomplexinnanSmartnGridnwhereinfrastructurencomponents-|

and-|personnelnpreviouslynconfineditondatancentersiwillTiecessarily7nigratenoutintoithe-|

fieldiwhereTnonitoringisTnorendifficultnandnphysicalisecurityintrusionsnexperience-|

longenresponseitimes.-nSecond,ncyberisecurityT3rogramsiwilhbenchallengednbynan-|

increasingTiumbenoficyberiassetsndispersednovernanbroaderngeographicnarea,ncontrolling-|

2STCalifornianPubliciJtilitiesTCode,TsectionT8360{a).n 
2ELlD.10'm b47nat-p.5829iD.10 b6 b47nat-p.58n
30iFromTtheTEnergV"lndependence'Bnd"SecuritV"jActpf"ZOQ7,i3ublic1.a\ArillO *140i
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morenpartsnofithengrid,nandncommunicating"imorendataithannevenbefore.irhesenassets"i

willTequirenprotectionsnagainstnunauthorizednaccessnandiossesitoninformatiorri

confidentiaIity,integritynandnavailabilityithatnarenatieastnas-|Strongnasitheirncounterparts-|

inndatancenters."|FinaIly,ncustomerprivacyisnancriticaInaspectitonbuildingnandnoperatingna"i

securenSmartnGrid."|PervasivencustomenprivacynwilhrequirenansetnofTobustnbusinessTules"i

asnwellnasneffectivensecurityncontrols.n

lnformationnassetsirr|the-fieldiwillnbenhardenednagainstnphysicaI-|tampering,nandithengrid-| 

itselfibetternableitondefendnagainstnunauthorized"iaccessitoitsisystemsnand"inetworks."i 

NeitherianphysicalTiornancyber LthreatncarribenaIloweditoisignificantlyiimpactithenSmart"i 

GridndespitenattackingnanypnenorTnultiplenpartsnofit.nAsnhybridnphysical 'cybenthreatsn 

emerge,nSDG&EiwillnpreparenbynconsideringnhownphysicaInandncyberisecuritynprograms"i 

cannandiA/illi/vork"|togetheritonprotectnSmartnGridnassetsnandinformation.nSecuritynand"i 

privacyi/villnbe"imandatoryTequirementsithatnarendesignedirrfromithenbeginning."i

5.1.1 SECURITY"]VISION"iAND"iAPP ROACH-]

TonsupportnSDG&E'siargerivisioirfornSmartnGrid,ithencompanyisfurthernelevating-|the-|

aIreadyimportantToleisecurity,nbothnphysicaInandncyber,iA/ilhplayiinithisTiewnparadigm."i

lnithisisecuritynperspective,nSDG&EnenvisionsithatinitheifacenofTnorencomplexisystems"i

withnexponentiaIlyTnorendatananditransactions,nanincreasedTiumbenofparticipantS"i

(customersnconsumingnandnproducingnenergy,iservicenproviders,naggregators,Tegulators,"i

utilities,netc.)nwillncontinueitoTelynonithenavailabilitynofithe-|system;itrustitheintegritynofi

theinformationnproduced"|byithensystem;nandnbenconfidentithat"]sensitiveinformationis"i

secureifromnunauthorizednaccessnondisclosure.nSDG&E'snSmartnGridi/vilhbeTesistant"|to"i

physicalnandncybensecurityithreats,nasnwellnasTesilientitonattacknandTiatura Indisasters.ltn

willnaligniA/ithindustryistandardsnandnbestnpractices.nSDG&E's"|securitynpoliciesnand"i

practicesnarenbuiltnonnaisecuritynprogram1:hatnuses"iriskTnanagementTnethodologies1:o"i

maximizeitsnsecurityinvestments.Ti
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To"ireaIizeithisi\/ision,isecuritynprogramsnandinfrastructureiA/ilhmakenSmartnGrid"i

participantsnawarenofitheTisksnandnpotentialnconsequences.iThenutilityiA/illnhave-greaten

visibilityinto-|the-|systenr|State,nasiwellnas-|eventsitaking-|placenonithe-|system;ncustomers-|

willnunderstandnhowitonbetternprotectitheiripnvacy;neachistakeholderiA/illnhave"imore"i

informationitonhelpithenutilitynreduceithenoverallTisknofithenSmartnGridnwithnannemphasis"i

onncreatingnanculturenofisecurity31.nSecurityTnanagementifunctionsiA/illnconverge,"|being"i

centrally^overnednbyithenutility.irhisnmanagementiA/illnallowiforncompany  'to 'third 'partyi

interoperability ."Companyisecuritynprocesses,isuchnasincidentTesponse,iA/illnbe"i

integrated."|ForisystemTesistancenandTesilience,ncentrallyimanagednsecuritynpoliciesiA/ilh

disaggregate,ndistributingintoiocalizedislandsnorncommunitiesnofinfrastructureito"i

allow"|theisystemitoncontinueitonprotectitselfinitheneventitnbecomesisolatedifromithe"i

totalisystemnenvironment."|Finally,nSDG&Eiwillncontinue"|toifocusnandnenhanceitsnabilityn

toncomplynwith"|Federal,istatenandiocalTegulationsndesigneditonprotectithe"i

confidentiality,integritynandnavailabilitynofithenSmartnGrid.nSDG&ETiskTnanagementn

methodologiesiA/illintegratei/vithnbusinessnprocessesnandishouldneventuallyiinfornr|the"i

developmentnofimandatoryTeliability-|Standards-|setnbyTegulators.TPveritime,-|reliability-|

standardsishouldndevelop"|tonaligniA/ith"|theisimilaririskTnanagementiframeworksin"i

orderitonbenagile,neffective,nandncostnefficient."n

ThisivisionnandnapproachiA/ilhbenefitnallnSmartnGridnparticipantsnbynallowingithemitonbe"i 

confidentithatithensystemisTeliablenandndependable,itsnoperationnpredictablenandn 

trustworthy,nandifreeifromnunauthorizedinformationndisclosurenorimodification.Ti

5.2 SECURITYnRISKSilNnTHEiSMARTiGRIDn

SDG&Enevaluatesithreeifactorsito7neasurenangivenTiskitoithenSmartnGrid:"|l)ithreatsito"i

theisystem;n2)i\/ulnerabilitiesinitheisystem,nandn3)itheimpact,nor)oss,ifia"|threat"i

successfullyiexploitsivulnerability."i

31nAlignsiwiththeiEnergyiSectoi^ontroliSystemiWorkingnGroup'si'5oi«iO]a£lo^ec:urejEnergyjPeliye[yi
Systems”!
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Simplyistated,"|threatsnarenanythingiA/ith"|thenpotentiaIitoncause"|harm."|Lacknofintentndoes"i

notndiscountisomethingnasnaithreat.nSDG&Enclassifiesithreatsintoithreencategories:"i

lntentionaI,nAccidental,nand"|EnvironmentaI."i

/ntent/ono/ithreatsnareithoseiniA/hichithereisintentitonadverselyimpactithen 

confidentiaIity,integritynornavailabilitynofiairiasset.-pommonnexamplesincludeisabotage,-|  

theft,ncyber Attack,nand7naIiciousncoden(maIware)."|ln"|thisncategorypfithreats,inithe"i 

thelryeport,-flight impact, j.ow frequency f vent fUsk to the fJorth America nihilkfoweri 

System,ithe"|NorthnAmericarr|Electric"|Reliability"Gorporatiorri(NERC)nandithe"|Department"i 

of"|Energyn(DOE)Tiotedithatn"onithenhigh 'rmpactnendnofithenscalenarenhighly Coordinated,! 

well C>IannednattacksnagainstTnultiplenassetsndesigneditondisableitheisystem."32"i 

lntentionalithreatsincludeTiotnonlyithesenextemalisources,nbutinsiderithreatsisuchnas"i 

disgruntlednemployeesnoncontractorsnwhose"|knowledgenofithensystemnandits"i 

vulnerabilitiesncouldnbenused"|toncausengreatnharm."i

i4cc/'c/ento/"|threatsincludeithosenhuman CausedneventsithatTnaynadverselyiimpactnann 

assetnbutiniwhichithereiwasTiointentitoncausenharm."|Examplesincludeithenaccidentah 

deletionnofncriticalinformation,naTnisconfigurationnofiaisecurityisystemithatintroduces"i 

newivulnerabilities,norithenunpluggingnofiandevicefromitsnpower-|Source.-|

fn!//ronmento/ithreatsnarencommonlynassociatediwith"inaturalndisasters,isuchnas"i 

earthquakes,nwildfiresnorflooding,-|butnalsoincludeithreatsnsuchnasnpandemicnevents33-| 

thatncouldimpainannorganization'snabilityitonprovidenancriticaliservice."|Evenisolari 

phenomenaisuchnasisuniflares"irepresentnannenvironmentalithreatitonSmartnGrid."i

Threatsiseekitonexploitivulnerabilitiesnoriweaknessesin"|theisystem.nVulnerabilitiesncan"i  

alsonbendividedintoithreencategories:"|technological,nprocess Celated,nandnbehavioral.n 

Therenarenseverahplacesivulnerabilitiesncould"ipotentiallyidevelopinnanSmartnGrid."i

32lN ER£jDOE uenc£]Eventgisksjtojt heiNorttiitoCTicamBufr
33ibid.-\ “ " ‘ “ “ ~ “ ’
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Tec/7no/og/co/ivulnerabilitiesnoccuriwhennaiflawinnanpiecenofihardwarenonsoftwareis"i 

introducedn(intentionaIlynornaccidentally)."Cybenexamplesincludenoperatingisystemnand"i 

applicationnbugs,nandnsystem7Tiisconfigurations.-|PhysicaIisecuritynexamplesinclude-| 

coveragengapsirrfacilityivideo"imonitoring,iA/eaknessesinnphysicahbarriers,nornaIarms"i 

that-fail-|to-|triggenwhennanbreak 'tnnoccurs.n

Process /■e/otec/ivulnerabilitiesnareifoundinnorganizationalnprocesses.nAnbusinessnon 

organizationalnprocess7nissingncriticalnchecksnandnbaIances7nay-|benexploitednbynairi 

attacker.nProcess *relatedi\/ulnerabilities"imaynbeinfluencednbynhumannbehavior."i

6e/70!//'oro/ivulnerabilitiesnoccuriinnhumannbeings.nAttackersiA/illnoftennuseisociah

engineering"|techniques"|to"gainnaccess"|tonaifacilitynonsystemithroughnhumannoperators"i

ratherithannattemptito"|bypassnsophisticatednonhardenednsecurityncontrols."|Usersnofi

informationnassetsnmaynattemptitondoiA/hatisnconvenientTatherithaniA/hatisTiecessaryi

tonconductnbusinessninnaisecureifashion.nSuchivulnerabilitiesncannbenparticularlyi

challengingitondetectnorimeasure.-|

Finally,ithenpotentiahimpactTausednbyitheiossnofnannasset,iA/hetheritheiossisTelated"i

tonavailabilitynofithenasset,nontheiossnofintegritynonconfidentialitynofinformation-|

stored,nprocessednoritransmittednbyithenasset,TnustnbenconsideredinTiskndecision L

makingnprocesses.nAssetsithatnareiessncritical"|to"|thenoperationnofithenSmartnGridTnayi

requirefewernprotectionsithannassetsithatnare-|significantly-|moreimportantitoits-|safety-|

andnreliability.n

Whennconsideringithreatsnandivulnerabilitiesnstrategically,"|the"iprimaryirolenof'iSDG&E's"i 

securitynprogranrimustnbeitonproactivelyTeduce"|thenoveralhriskitonSmartnGridithat"i 

minimizeithenquantitynandiseveritynofivulnerabilitiesifoundinitheisystem,iA/hetherithey"i 

areitechnological,-process lrelated,nonbehavioral;nand"|tonrespondnquicklyitoncontain"i 

threatS"|thatndo7naterializenbeforeitheyicaniseverelyiimpactitheisystem."i

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil38i

i

SB GT&S 0007091



5.3 PRIVACYiANDiSMARTiGRIDi

SDG&Enunderstandsithat"|theifullnbenefitsnofnSmartnGridncannotnbenachievedifitndoes"inot"i

haveithenconfidencenofithenusersnofithensystem.1nnparticular,itisimperative"|thatithe"i 

privacynoficustomers'npersonalinformationnandnusagendatanbenprotected-fromnalh 

unauthorizednaccess,ndisclosurenorTnodifi cation."i

SDG&EintendsitonadaptiseveralnaspectsnofTelevantnguidingnprinciplesintoitsncustomeri

privacyiframework."|Fornexample,nSDG&Eisupportsitheifoundimensionsnofprivacynas"i

described"|bynNISTnandithe"|Fainlnformation"|Practicen(FIP)nprinciplesndevelopednbyithe"i

FederaliTrade"Gommissionnasi<eyicomponentsnofitsisecuritynandnprivacynprograms.1n"i

addition,nSDG&Enalso-|Supportsnotherguiding-|principlesfromnanprocessnanditechnology-|

designnperspective,isuchnas"|the"|PrivacyibyiDesignnSeven"|FoundationahPrinciples."i

NISTndescribesifourndimensionsnofnprivacy"|thatnSDG&Ei/villnconsiderihowitointegrate"i

withitS"GustomenPrivacy"|Program:n

"Privacyirelates"|toindividuals."|Foundimensionsnofprivacyiarenconsidered:"i

(1) Personalinformation—nanyinformationTelating"|tonanindividual,iA/honcannben 

identified,ndirectlyprindirectly,nbyithatinformationnandinnparticularnby"i 

referenceitonanidentificationnnumbernoritononenorTnoreifactorsnspecificito"i  

hisnorfierphysical,physiological,7nental,neconomic,ncultural,-|locationnor-| 

sociahidentity;n

(2) Personahprivacy—theTightitoncontrolitheintegritypfpne'spwnnbody;n

(3) Behavioralprivacy—theTightpfindividualsitoTnakeitheirpwnnchoicesnabout-| 

whatitheyidonand"|toi<eepncertainpersonalnbehaviorsifromnbeingisharednwith"i 

others;nandn
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(4) Personalncommunicationsnprivacy—theTightitoncommunicatei/vithoutnunduen 

surveillance,"imonitoring,norncensorship."34"i

Further,nSDG&Enagreesiwithithensevennprinciplesiset"forthnby"|Privacynby"|Design,Tiamely:"i

1. Privacyis"|ProactiveTiot"|Reactive;"|PreventativeTiot"|Remediah

2. Privacynasithe-|Default-|

3. PrivacynEmbeddedintonDesigrri

4. FulhFunctionalityi-nPositive *Sum,-|notnZero 'Sumi

5. End 'to [End"|Lifecycle"|Protection"i

6. Visibilitynandifransparencyi

7. RespednfonllsenPrivacyi "Customerjprivacyjisj 

becoming -/an integral part j 

offhejjusiness -/culture 7 

within i>DG&E. "7

Thesencharacteristicsnand"iprinciples"|become"i 

i m p o rt a n tna snp a rtnofnanba se I i n enofi n d u st ryn 

understandingnandnbestnpracticesnasnSDG&En 

goesiforwardinithenevolutionnofits"Gustomen

PrivacynProgram.-|Thisieffortiwillipermeate-|

everynpartnofnSDG&E'sncustomerprivacyTframework."|ltnwillnpositivelyinfluenceitheiA/ay"i

SDG&Enoffersiservicesitoitsncustomersnbynbuildingnconfidencenanditrust.Ti

JV.

Flowever,nSDG&E"irecognizesithatithenchaIlengenofitranslatingithese"iprinciplesintO"i 

practiceinnanconsistentnandncostneffectiveTnanner.-|Fonexample,ithenprivacy-|principleiDf-| 

"data"iminimization"isnaiA/orthy^oalitonachieve,nbutnhowithisprincipleiA/illnbe"i 

consistentlynapplied^tonever 'changinginnovativenSmartnGrid 'enabled-perviceiofferingsi 

hasiyetitonbeifullyndetermined."i

1

1

34f romi"GuidelinesiforiSmartiGridiCyberiSecurity^Vol.i2,iPrivacyianditheiSmartiGrid"i
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5.3.1 EVOLVING-]THE-]CUSTOMER-]PRIVACY-]PROGRAM-]

Customernprivacyis"|becomingnanintegrahpartnofithenbusinessnculturenwithinnSDG&E.iThe"i 

utilityisiworkingitoitightlyintegratenprivacyisafeguardsintoTelevantnbusinessnprocesses"i 

anditsnSecuritynPrograms."Gustomerinformationnprivacyimpactnassessmentsnand"i 

anaIysisnofTiewnandnpendingiegislation,nasiA/ellnasTnaturingnbestnpracticesTegarding"i 

privacyiwillTesultinnchangesitoncompanynpolicy,-guidelines,processes,procedures— 

includingphangesitoisecurity-|requirements,prchitecturalprinciplespndndesign-| 

standards,pndisystemponfigurations—inprderitonbettensupportpustomerprivacyi 

throughoutpnd 'to 'endnbusinessprocesspnd-|technologyimplementations.-|

SDG&Eiwilliseel<itoTninimizeprpliminate-|thepollectionpfiunneededpustomeri

information,nshareiustitheTequiredpustomerinformationi/vithpnlyithoseithatnhavep-| 

needitonknow,pndpnsurepppropriateisecuritypontrolsprotectpustomerinformation-| 

throughitheinformation's-|lifecycle.Ti

Automatedpndpervasivendataioss-|preventionpapabilitiesi/villpllowithepompany-|to-| 

minimizeitheTisl<-|that-|sensitiveinformationpouldnbeintentionallypriaccidentally-| 

mishandledn(i.e.,printed,p 'mailediwithoutpncryption,ptc.)pccordingitoiegal,-| 

regulatoryprpompanyisecurityTequirements.-|

Mostimportantly,nSDG&Ei/villpontinueito-|raiseithepwarenesspfiprivacyissuespnd-|

educatepmployeespndpontractorspbout-|thepecessitypfTespectingpndprotectingn

customers'privacy.ji

ThenCustomer-|PrivacyiOfficeriwillpversee-|thesepctivitiespndnhaspverallpccountability-|

forinsuringithepdequacypfpllpustomerprivacypontrols.-|

5.4 ALIGN MENT1TO1SECURITY1GUIDANCE1DOCUMENTS1FROM1NIST1AND1 

OTHERS-]

Asnstatedin-|thenSmartnGrid-|Deployment-|Plan-|securitypision,nSDG&Enbelievesitispritical-|

thatnSmartnGridisplignediwithindustry-|standardspnd-|bestpractices.nAnwidely-|
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recognizedisetnofisecurityistandardsithatnSDG&Enuses"|throughoutitsnsecuritynprograms"i

isTnaintainednbyithe"|National1nstituteifornStandardsnand"|Technologyi(NIST)."i

NISTTepresentsiustnonensetnofistandardsnandnbestnpracticesithatnSDG&ETnustiookito"i

fonguidance.1nnaddition,nseveralTegulatorynbodiesissueistandardsnandTequirementS"i

that-|thencompany7nustnaIsoncomplyiwith,including-|the-|NorthnAmericair|Electric-|

Reliability-£orporationiCriticah!nfrastructure-|Protectioni(NERC-£!P),ithe-£alifornia-|

Privacy-|Breach-|NotificationnAct,nSarbanes-|Oxley,nandnothers.nSomenofitheseistandards-|

arenduplicative,norTarely,nconflicting.n

To"imeet"|thenchaIlengenoficomplyingnwith"|thisngrowingiistnofistandards,Tequirements"i

and"|bestnpracticenguidelinesinnaisustainablenandnefficientiA/ay,nSDG&E'snsecurity"i

programisistrategicaIlynconsolidatednandnarticulatedinitsnunifiedisecurityncontrols"i

framework.nSDG&E7nanagesna"imastencataIognofisecuritynrequirementsnandncontrols"i

thatisnmaintainednbyithisisecuritynprogram.irhese"irequirementsnandncontrolsnare"i

normalizednoristandardizedinnaianguageithatncairibenunderstoodnbyTthenbusinessnasiA/elh

asnauditorsnandnareTiotintendeditonbenspecificitonanynoneTegulatoryibodynorisetnofi

securityistandards."|Regulatoryistandards,Tequirementsnor|industrynbestnpracticesnare"i

incorporatedintothisncataIognbynaisimple-|mappingnexercise.nAddingnaTiewisetnof-|

regulatoryirequirements,nstandardsnonindustrynbestnpracticesisna"imattenofimapping"i

themitoithisTiormaIizedncataIognoficontrols.1nncasesnwherena"inewTequirement"i

introducesna"gapinithencataIog,itheprogramnengagesna"iprocessitondefine,ndesign,itest,"i

andnimplementTiewncontrolsnquicklyitonensureitheTiewTequirementncairibeTnet."i

TonseenannexamplenofnhownSDG&Enuses"|this"frameworkitonaIignnwithithenSecuritynProfile"i

fonAdvanced"|Metering1nfrastructure,ithe"Gata!ognofiControlnSystemsnSecurity,nand"|the"i

Departmentnof"|HomelandnSecurityn(DHS)"GybernSecurity"|Procurement"|Languageifori

ControlnSystems,iseenappendixinnsectionn4.11.1."i

SDG&ETegulatorynperformsinternaliself lassessmentsnofitsncomplianceiA/ithTequired"i 

federaIistandardsTegardingnsecuritynoficriticaIinfrastructurenasnpartnofitsnongoing"i
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compliancenactivity.T|InternaIly,ithenutility'sncomplianceiA/ith"|theseistandardsis"i 

reviewed,ndocumentationnandnothernevidencenofncompliancenarenexamined,nandnwhere"i 

necessarynchangesnareTnade"|to"imitigatenanynareasiwherensecurityncannbeimproved."i

5.5 SDG&E'SiGRIDiANDiCYBERnSECURITYiSTRATEGYi

SDG&E'snsecurity-|Strategyialignsnwithithencompany'snoverallnobligationitonensureithe-|

safenand"ireliablendeliverypfienergyTtoitsncustomers."i

lnnorderitoTealizeits-|securityivision,nSDG&Eiwillnactnonna-|Strategyiwhichncair|be-|

summarizednbasednonifivencomponents:"i

ffi AdhereitonSecuritynPrinciplesn

ffi BroadennAwarenessn(to"|Employees,irhird"|Partiesnand"Gustomers)"i 

ffi ConvergenSecuritynGovernancen 

ffi DisaggregateiSecurity-£ontrols-|

ffi Complyiwith"|Federal"Griticahlnfrastructure"|ProtectionnStandardsnand"i 

Requirements"!

5.5.1 ADHEREYTO"jSECURtTY"jPRINCIPLES"j

Atitsnhighestievel,nSDG&E'snsecurityistrategyiseeksitonapplyifundamentalisecurityn

principles-foits-jSmart"|Gridinfrastructure.-|

ffi Minimizeithenattackisurfacenof'iSmartnGridinfrastructurencomponents,"irendering"i 

them7noreTesistant"|tonattack."|EveryisystemnandneverynapplicationTnustnbeginin"i 

anknownnanditrustednconfigurationisoithatinitheTareinstance"|thatnan"i 

unauthorizednchangendoesnoccur,it7naynbenquicklyiidentifiednandnactednupon."i 

ffi Protectncustomernprivacynbyiimitingithenamountnofinformationncollectednabout"i 

customersitO"|thatiwhichisTiecessaryitoTneetiserviceTieedsnwhilencomplyingnwith"i 

all-|legalnandTegulatorynobligations.-|Privacy7nustnbeithendefault,7neaningithat-|
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customersi/villnoptinnonexplicitlynauthorize"|thenutilityitoishareinformatiorriratheri

thannbeingTequireditonoptnout.n

ffi SeparateTnissionncriticalndutiesitoTninimizentheTisknofiaisingleinclividuah 

misusingnaisystemnornprocessito"|harmithenSmartnGrid."i 

ffi SimplifyitheTnanagementnofiaccess"|toncnticaIisystemsitoTninimizeitheTisl<nof"i 

humannerroriir|thenapplicationnof-iaccessnandito7nanagenaccountabilitynof-iSmart-| 

Gridnactornactionsn(i.e.ioggingncriticaIitransactions)nbynapplyingithenprinciplenofi 

role tasednaccessncontrol.n

ffi MinimizeitheTiskithatitheifailurenofnanynonencontroHeadsitonancompromisenon 

failurenofitheisystemnbynapplyingndefense *Tn ldepthitechniques,innwhich"imultiple"i 

layersnofndefensenarenplacedithroughoutitsisystemsnandnpotentialisecurityn 

vulnerabilitiesnarenaddressednat7nultipleiayersincludingnpersonnel,itechnologyi 

and"pperations"|forthenduratiorrpfitS"|systems'"(ife"pycles."i 

ffi EnsureithenSmartnGridisnalignedi/vithnacceptedisecuritynstandardsnandnbest"i 

practices"! irprderto7naximize"flexibility"irrhandlingthe")ates1r|threatryectors."n 

ffi SeparateithenapplicationnoficentrallyTnanagedisecurityncontrols,ifromnsecurity"i 

controlsiwhichnarendistributedinithenSmartnGridnenvironment.-|

5.5.2 BROADENiAWARENESS"]

Beyond-|thencurrentinvolvementnofiutilitynemployeesnandncontractorsirr|security-|

activities,nSDG&Enconsiders"|threendifferent"iperspectivesnofiawarenessinitsnsecurity"i

strategy.-!

ffi Develop~^ituationalikwareness~i

ATesilientnSmartnGridisnable"|tonself lmeasurenandiself lassessithenconsistencynof-|

its-|securityncontrolsnanditheineffectivenessinTiearTealitime.nSecuritynpersonnel-|

monitorfornandndetectnanbroad"irangenofnphysical,ncybenandnhybridisecurityn

events,includingincidentsnandivulnerabilities,Tesponding"fasternandTnore"i

efficientlyibasednonithe"iprioritynofneach."n
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ffi Smart-f3ridparticipan t p wareness 7

Securitynis"inotnonlynembeddedintonSmartnGridnoperationalnprocessesnand"i 

technologies,"|butnaIsoinitheithoughtsnandnhabitsnofithenpeople"|thatnparticipateirri 

thengeneration,"|transmission,ndistributionnandnconsumptionnofnenergy,including"! 

utilities,i:hird"parties"pnd"pustomers."|Risk"pwnersinclude"physical"pnd"pyber"i 

securityrisksini:heirndecisions."|Utilitynemployees,i:hirdnpartiesnandncustomers"i 

areinformednandnunderstanditheisharednobligationi:onprotectneveryindividual's"i 

privacynandisecurity.-|7

ffi Collaborativepndpegulatory-pwarenessj

LegalnandTegulatoryncomplianceis7noreneasily7nanagednand7verifiableinna-| 

complexnandTapidlynchangingTegulatorynenvironmenti/vhereitransparencyi 

buildsitru st."iThencommunicationnofTelevantisecurityinformation,including"! 

threatsnandnpotentialTvulnerability"imitigations,namongnaiargencollaborative-| 

communityifacilitatesifindingnandTesolving-ipotentialnproblemsifaster.-n

5.5.3 CONVERGERS ECU RITY7GOVERN AN CEi

Convergence-|takesnon-|threenperspectivesini:hisndeploymentnplan.-|

ffi Centralizedjnanagementpfjcompanyphysicaljcmd-pyber^ecurity-papabilities. 777 

SDG&Encentrallynenforcesitsisecuritynmanagementi:unctionsnandTeducesi:he"i 

numbernofiuniqueTnanagementinterfaces"irequiredi:oTnonitoriandncontrol"|these"i 

capabilities.nSecurityncapabilitiesnarenpolicyndriveni:o"|supporti:henconsistent"i  

implementationnofisecurityncontrols,iargenscalenenterpriseTnanagement"|through"i 

thenusenofiautomationRfornenterprise lwidenconfigurationTnanagement,nand"i 

remotensecurityTnanagement."Companyisecuritynprocesses,"|Suchnasincident"i 

response,nareintegratedisoi:hatnwhennanincidentnoccurs,i:hencompanyTesponds"i  

quicklynandneffectively. 7

ffi Integration pfpompanypnd third party security papabilities. 7
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Securityncapabilitiesnareifederatediforncompany 'to 'third 'partyiinteroperability.i 

Third"ipartiesTnayincludencustomers,i\/endors,ncontractors,Tegulatorsnor|Iaw"i 

enforcement.iThisnprovides-|relevantnactorsnaccess-|to7noreinformationinnorderi 

toTnakeTiskndecisions.irhisnconvergenceTnakesnpossibleithenadvancedndatan 

integritynandnnon 'repudiationicapabilitiesirequirediforimakingisuchiargeiscalei 

syste m sit ru st wo rt hy ."i 

ffi Leverage-Standards7

DiverseiproposalsifonstandardizationiregardingitheinteractionibetweeniSmarti 

Gridisystemsiandisecurityicapabilitiesiuniteintoiaisingleiwellidevelopediandi 

widelynacceptediibrarypfistandards,imakinginteroperabilityibetweenidifferenti 

entitiesicostieffective,flexible,ieasyitoimanage,iandisecure.i

5.5.4 DISAGGREGATE1SECURITY1CONTROLS1

DisaggregatediSmartiGridisecurityicontrols,ienforcementimechanisms,iandinformationi

repositoriesiareiphysicallyiandiogicallyidistributedithroughoutiutilityioperations.iThisi

approachiincreasesithe^rid'sTesilienceinitheifaceiofiman 'madeiorinaturalidisasters.i

RiskimanagementidecisionsisitTnoreicloselyitoitheiappropriateTiskiownenandiarei

therefore,ibasedioninformationiprovidedibyitheisourcesiclosestitoitheiissue.iimprovedi

automationialsoiallowsiforTiskidecisioniprocessingiwith-greatericontrohbyiriskiownersi

butiwithilessihumanintervention.i

Informationisecurityicapabilitiesicontinueitoievolveibeyondiwell 'knowniandimaturei 

networkilayericontrolsintoitheiapplicationiayer,increasingTelianceionibusinessilogicitoi 

makeinearireal 'timeisecurityidecisions.i

Disaggregatedisecurityicapabilitiesisupportidistributedisecurityicontrols,ienforcingi 

decisions^overnedibyienterpriseipolicyiwhileitakingintoiaccountiocalibusinessineeds;i 

areiconfigureditoidefendilocahinformationiassetsiwithoutTequiringiaccessitoicentralizedi 

systems;ianditargetispecifi ciocalizedithreats.n
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5.5.5 COMPLYnWITHnFEDERALnCRITICALnINFRASTRUCTUREnPROTECTIONn

STANDARDS^NDnREQUIREMENTSn

SDG&EiseeksitoTnaintainncomplianceiA/ithifederal"CriticahInfrastructure"|Protectionn(CIP)"i

standardsnandTequirementsnatnaIlitimesnandncontinuaIlyiseeksitonenhanceitsncompliance"i

activities."mThese"federaIistandardsnarendesigneditonprotect"|thosenassetsithatnarencriticah

fonthenreliablenoperatiorrforithenbulknpowerisystem.Tn

ffi Complianceiwithifederal"GIPisngivennhighnpriorityiA/ith Witheicompanyiwithiai 

senior7nanageri(Vice-|President-|Level)ndesignateditonas-|thenchiefimanageri 

responsibleiforithencompaniesncriticaIinfrastructurenprotectionistandards"i

compliancenacrossitheivariousnbusinessnunits.Tn

ffi SDG&EnhasnanintemahReliabilityiZompliancendepartmentithatiA/orksi/vithithe"i 

businessnunitsitoTnaintainncompliance."nThisndepartmentnaIsondirectlyreviews"i 

documentationnoficompliancenand"iprovidesTnanagementiA/ithnanindependent"i

viewnofithencompliancenactivitiesi/vithneachnbusinessnunit.Tn

ffi Eachnbusinessnuniti/vith"Gritical1nfrastructure"|ProtectionTesponsibilities,"i

includingnbothncybenandnphysicalisecuritynareinternallyTeviewed"forncompliance"i 

asnpartnofithenprocessnofiself'certificationnofiNERCTeliabilitynstandardsn 

compliance.Tn

ffi SDG&EncontinuallynseeksitonenhancenCIPnStandardsncompliancenanditonensure-| 

thatnitsnemployeesnandncontractorsnarenwelliversedinitheimportancenofi  

complianceiA/ithitheseTulesinTnaintainingitheisecuritynofithe-grid.Ti

AsndeploymentndevelopsnsomenSmartnGridnassetsi/villnbendeemeditonbencriticalnandifalh

under|thenCIPnStandards."nSDG&EiA/illincorporateithesenassetsintoitsnongoing"i

compliancenactivitiesnandnensure"|thatnasndeploymentnprogresses"|thesenassetsnaren

afforded,natnaTninimum,ithenprotectionsTequired"|byithesenStandards."i
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5.5.6 SMART-|GRID-|SECURITY-]STRATEGIC-|EXPECTATIONS-|

To"imeet"|thesenchaIlengingndemandsnofisecuringithenSmartnGrid,nSDG&ETnustisetncleari

securitynexpectationsnacrossithenutilitynandiwithitsistakeholders,implement"iprotocols"i

toTelentlesslyrnonitoriitsisystems"fornundesirable"|behavior,ncreatenanculturenand"i

technologicahplatformithatnenablesithenutilityitonquicklyTeact"|tonpotentiaIincidents"i

before-|theyncanncausengreatimpact,nandndevelopncommunications7nechanismsitonkeep-|

everyTelevantistakeholderiinformed.nGridnandncybensecuritynshouldnaIsonenable"i

flexibilitynandnextensibilityitonmeetnchangingnbusinessTequirements.Ti

CyberisecurityiA/illncontinue"|tonusenandnexpandTietworkiayerisecurityncontrolsiA/here"i

theyiprovideivaIue,nandiA/illnaggressivelyidevelopnapplicationiayerncontrolsinnorder|to"i

meetitheiatestisecuritynchallenges."i

Ensuringndataintegrityi/villnbecomeincreasinglyimportantinnanSmartnGridnenvironment"i 

wherenpriceisignaIsnorisystemncommandsTnayibeisent,Teceivednandnactednonirrimore"i 

automatediways."|Further,Tion lrepudiationn(assurancenofidatanauthenticity)iA/illnbecome"i 

essentiaI-|tonSmartnGridnparticipantsinnorderitonbenableitoitrustithatnothernparticipants-| 

cannotndenyitheirToleinnangivenitransaction.n

FromnanphysicaI-|security-|perspective,nSDG&Eiwillfurther|improveitsnanomalyndetectioiri 

capabilities;includingnenhancedivideoncapture,istoragenand"iretrievaI,"imotionnsensing,"i 

electronic-|signaIndetection,nandnphysicaInaccessncontrol-|technologies-furtherintoithe-| 

field.iltiwillnexploitTole *basednandnprovisioning/de ^rovisioningncapabilitiesirnordentcn 

improveithenaccuracynanditimelinessnofphysicalnaccessncontrol.n

lnnaddition,nSDG&Ei/villnconsider|threatsTelateditonelectromagneticnpulses,nandTiaturah

eventsisuchnasisolariflares,ithatncouldndisruptithenavailabilitynofithengrid."i

SDG&EiA/illnactinitheifollowingi/vaysitonexecuteitsisecurityistrategynandnachieveits"i

securityivisiorrfornSmartnGridn

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil48i

i

SB GT&S 0007101



ffi Applynan"securenbyndesign"napproachn

ffi Distributensecurityncontrolsnand"imakeitherrrimorenautonomous"i 

ffi DevelopTiewnsecurityncapabilities-|to-|SupportithenSmartnGridTi

o lnformationisharingiservicesiA/ithncollaborativenpartners"i 

o LargeiscaIeisituationaInawarenessncapabilities"i 

o LargeiscaleinformationintegritynandTion Vepudiationiservicesi 

o Endpointnprotectionncapabilitiesn 

ffi EvolvenexistingisecurityncapabilitiesitoisupportithenSmartnGridTi i 

o Community 'centricnsecuritynawarenessncapabilitiesn 

o Internalisecuritynstandardsnanditestingncapabilitiesn 

o Softwarendevelopmentiifecyclenmanagement"i 

o Enterpriseioggingiservicesn 

o VulnerabilityTnanagementiservices"i 

o Risknandncompliance7nanagementiservices"i 

o SystemnconfigurationTnanagementncapabilitiesn 

o Cyberithreatndetection,nalertingnandTesponsencapabilitiesn 

o Physicalithreatndetection,nalerting,nandTesponsencapabilitiesn 

ffi Unifyisharedisecurityncapabilities"i

o lntegratenphysicalnandncyberisecurityncapabilities"i 

o ldentitynandnaccessnmanagementiservices"i 

o Encryptionnkeyimanagementiservices"i

5.5.7 AP PLYnAY'S ECU REiBYnDESIGN "-[APPROACH-]

Securitynis"imoreneffectivenandiessnexpensiveiA/henitisnconsideredifromithenbeginningnof"i

anproject,Tathenthannaddednonnafterithenprojectisncomplete.nSecurityncontrols"|thatnare"i

designednalongsideisystemifunctionalityn(as"ipartnofithe1Tiifecycle"foritechnologyi

projects)nare7noreneffectivenatnprotectinginformationnandisystems.1tisnalsoiess"i

expensivein"|theiongTun"|tondesignisecurityifromithenbeginningTatherithannattempt"|tO"i
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addnsecurityifeaturesiateinithendesignneffort,nori/vorse,naftentheisystemnorndevice"|has"i

beenndeployednandnplacedintonoperationsn

Thensuccessnofian"securenbyndesign"napproachisnasTnuchnaboutithenculturenofithe"i

securityi/vithinnorganizationndevelopingnaisolutionnasitisnaboutithenprocessesnori

technologiesitndeploys.n

5.5.7.1 DISTRIBUTE-$ECURITYnCONTROLS,nAND-|MAKE-iTHEIVhMOREi
AUTDNOP

FornaivarietynofperformancenandTeliabilityTeasons,isecurityncontrols"|thatnhave"i

traditionaIlynbeerriplacedinndatanand/oncontrolncentersnwillTnovencloser|to"|theifield"i

systemsithatitheyisupportnoribenableito"ireach"|suchifieldisystemsithatnarencloseritoithe"i

edge,norithenconsumer'sTesidencenonbusiness.nSomenexamplesnofisuchncontrolsinclude,"i

butnareTiotiimitedito:nauthentication;nauthorization;nencryption;neventioggingnand"i

correlation;intrusionnprevention;nandnphysicaInaccessncontrolsisuchnasTemotencameras,-|

motionndetectors,nandifacilitynentryisystems."i

5.5.7.2 DEVEL0PiNEWiSECUR!IYiCAPABILHiESiT0iSUPP0RIilHEnSIVIARTiGRIDi

Share information with collaborative partners 7

AnSmartnGridintroducesnannewisetnofichaIlengesiniargeiscaIencyberisecurity"i

situationaInawareness.nSinceTiononenorganizationnorindividualnowns,noperates,"i

monitorsnornuses"|thenentirengrid,itisincumbentnorriutilities,"|thirdnpartiesnand"i

customersithatnparticipateinitsnoperatiorr|toishareinformationinnorderTtO"i

maintainnan"bignpicture"iviewnofisystemnconditions,nandinnparticular,Tthreat"i

activitynandnsecurityneventsithatncouldnbeindicativenofiancybernattack."i

SDG&Eiwillndefine"|theisetnofiactors"i(i.e.,informatiorriprovidersnornconsumersnof"i 

information,"|basednonTole)nwithiA/hichiti/villisendnand/orTeceive"irelevant"i 

informationnandnensureindividualsinTthoseTolesTeceiveTthenappropriaten 

backgroundnchecksitonhandleisensitiveinformation,ndetermineTtheTviewnonsetnof"i
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informationithatisTequirednbyneachnactor,ndevelopTnechanisms"|toncollectnand"i

handleitheTequiredinformation,includingisystemsnand"facilities"|thatTneet"i

govemmentisensitiveinformationTequirements,nandimplementTesistantnand-|

resilientTnechanismsitondeliventheinformation.nSDG&E'snmodelnwillnbeTnodulari

forportabilitynandistandardizediforimorenefficientintegrationiA/ithifuture"i

securityithreatnandneventinformationnactors.n

Largei>calei>ituational-flwareness-papabilities-i

Similaritoithe"ipowensystemitself,increasingivolumesnofisecurityneventndataiA/ilh  

bencapturednandnanaIyzed,isoisecuritynpersonnelTnustnhave"imorenefficientiA/ays"i 

ofivisualizingnandfindingT3atterns,ndrillingndownforimorendetails,nand-| 

formulatingnandnactingnonnaTesponse.nEspeciallyinnphysica  Insecurity,naugmentedn 

realitynwilhbenconsiderednfonenhancingTeal Ltimenvideo"|tondefinenandnvisuaIize"i 

securityntolerancenboundaries.nAugmented"ireaIityTnaynaIsonproveinvaIuablenby"i  

discovering"jiardtO"|spot"patterns"iiryideo,"|Suchnas"partiallytiiddeirpn 

camouflagednobjects.n

Large-jScalejnformationjntegritypndfJon kepudiationServices7

SmartnGridnwillndependnonnthenabilitynfor|thousands,ntensnofithousandsnand-|

perhapsTnillionsnofnactorsntO"ireliablyiconductTapidnandnfrequentnautomated"i

businessntransactions."|Eachnactonmustnbenablentonconsistentlyntrustnthatnthe"i

informationntheynusentoTnal<enenergyndecisionsisnbeingnprovidednbyna"i

trustworthyisourcenand"|thatntheinformationitselfisnfreenfromnunauthorized"i

modificationnthroughnthenentirentransaction."i

InformationintegritynandTion lrepudiationiservicesiA/illTequireistandardized"i

enrollmentinterfacesnandnprovisioning"imechanisms."|TheseiservicesTnust"i

seamlesslyinteroperatei/vithnthird"iparties."i

Endpoint-protection papabilities 7
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Endpoints"generaIlyincludenanyndeviceithatisnat"|thenendnofianSmartnGrid"i 

transaction,nsuchnasnansmartnmeternornothernsmartndevice.nDependingnonnthenrolen 

ofithenendpoint,it7nay-|requirenspecificnprotectionsnaroundnauthentication,-| 

authorization,ieastnprivilegenorientednrole *basednaccessncontrol,ndataiossn 

prevention,nmalwarenprevention,ndigitalnrightsnmanagement,no  rncryptographicn 

capabilities.nLegacynendpointsn(i.e.nexistingndevicesnthatnarenalreadyndeployedinn  

theinfrastructure)nmaynnotnbenablentonsupportnmodernnauthentication,n 

authorization,nencryption,no rnotherncapabilities.nSuchnendpointsnmustnstillnbenablen 

tonsecurelyinteroperatenwithnothernendpointsnonnthenSmartnGridnnetwork.nThisn 

maynrequirenabstractingnthensecuritynfeaturesnthatncannotnbenperformednbynthen  

legacynendpointnton"securityiayer"ntechnologiesnthatnhandlenthesenfeaturesnonn  

behalfpfntheiegacyndevice.n

5.5.8 EVOLVEnEXISTINGnSECURITYnCAPABILITIESnTOnSUPPORTnTHEnSMARTn

GRIDn

Community tentric-jSecurity A wareness -Capabilities 7

CybernsecurityisnanissuenaboutnwhichnpeoplenareTelativelynawarenandn  

concerned.nSDG&Encannleveragenthatnawarenessnandnenhanceitnbyn 

collaborativelynsharingnknowledge,nbestnpracticesnandnexperiencesnwithitsn 

customers,npartners,Tegulators,nandnemployees.n

CommunicatingnregularlynwithnthisiargerncommunityisnanprioritynfornSDG&Enandn

includesnsuchntopicsnasnthreatinformationnandnprivacynconcerns.nAwarenessn

programsnthenutilityisndevelopingnwillnbenpervasive,ndelivernanconsistentnmessage,n

multiplentimesnandnovernanvarietynofndeliverynmechanisms,nbothnphysicalnandn

electronic.nSDG&Enwillnalsonbenpreparedntonreceiveinformationnaboutnthreatsnandn

vulnerabilitiesnandndistributenthisninformationnquicklyntonthenaffectednparties.n

Cybernsecurityncannotnbenrelegatedntonthenbacknoffice.nThosenwithnaTesponsibilityn

tonsecureinformationnmustnplaynannactivenandncommunicativenpartinnmakingnthisn
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largerncommunitynawarenofithencurrentnstatenofithenSDG&E'sisecuritynposturenas"i

wellnasnaIlowingithisiargerncommunityitoi<eepithencompanynawarenofitsideas"i

andnconcernsnonnanynplannedifutureistate."i

Internal Security 7Standards -pnd festing 7

Standardsnarencritical7to7thendevelopmentnofistrongnandTepeatable-|security-|

controls,nandinitheTneasurementnofitheineffectiveness.nWithoutistandards,"i

interoperabilitynbecomesincreasinglyidifficultnandnprohibitivelyiexpensive."i

SDG&EnparticipatesinnaivarietynofindustrynandnSmartnGridistandards"i

organizationsinnorderitoimproveisecurityncapabilitiesiA/hilenensuringncompliance"i

withindustry 'acceptednstandards.n

SDG&EiwillinvestinnsecurityitestingnagainstTiewnandnexistingTfieldnembedded"i

andnwirelessisystems,nandirr|thenperformancenofTegulanreassessmentsnofi

existingnsystemsndeployedin"|thenoperationaInenvironmentTtonquicklyifindnand"i

mitigateivulnerabilities."i

Software-pevelopmentj-ifecyclejVlanagementi>ervices-i

SmartnGridi/villTequireisignificantlyimorensoftwarencomponentsTthanTthenaging"i

infrastructureitiA/illTeplace.nWhileTnuchnofithisnsoftwarei/vilhbenproducednbyi

thirdnparties,nSDG&EiwillnevolveitsncapabilityitonproducenandTnaintainnqualityn

softwareTthatisTfreenofndefectsnandisecurityT\/ulnerabilities."|Existingisoftware"i

managementnprocessesiA/illnbenunifiednandintegratedintonansingleiA/ell Wianagedn

andnauthoritativencapability.n

AnnenterprisensoftwarendevelopmentiifecycleTnanagementncapabilityiA/ilh

includeitheTtechnology,nprocessesnandnorganizationahunitsTequireditO"i

effectivelynandTepeatedly7writeisoftware;-|thoroughIyncheckit7forndefects;nand-|

ensureitsintegrityithroughndevelopment,nunit"|testing,ndeploymentnandiA/hileit"i

remainsinnproduction.n
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Further,ithisTnanagementncapabilityiA/illnbenprepareditoincorporateithirdnpartyn

software,includingisourcencodeif'iavailablenandTiecessary,ithatisintroducedintO"i

companyienvironments."i

LifecycleTnanagementncapabilitiesishould"imakeitneasierifor|Softwarendevelopers"i 

tofocus7norenon-|Softwarendevelopmentiwhile-|meetingTelevantisoftware-| 

securityistandards. 7

Enterprise fogging Services 7

Enterprisingioggingis-|thenheartnofTeventncollectiornfonactonaccountability,-|

anomaIyndetectionnandincidentTesponsenautomation.irhenutility7nustnbenable7to-|

store7nuchTnoreneventndatainnaiscaIable"fashionnandnprocessTthatndataTfasterfori

delivery7toTvariousTnonitoring,ncorrelation,nandncomplianceitools."i

Vulnerability "Management fervicesj

VulnerabilityndetectionnandTesponsencapabilities"imustnhaveiA/iderTeachnacross"i

moreisystemsnandndiscoverimoreTvulnerabilitiesirrineanrealTtime."|These"i

capabilitiesiA/ilhincludeitraditionalivulnerabilityndiscoveryTtoolsiikeTvulnerabilityn

scannersithatnconductisweepsnof'iannenvironment,nasiA/ellnasnquerying"|toolsTthat"i

examineisystemnconfigurations,nand"ipassiveTtoolsTthatnobservenpassing"inetwork"i

trafficirnordentoinfenpotentiahvulnerabilities.n

VulnerabilityTnanagementiA/illnbeginnexaminingisystems"|thatinTthenpast"|have"i

hadiittlenorTioncyberfootprint,nsuchnasnSCADAisystemsnand"fieldnequipment,irri

ordentcnfind7vulnerabilitiesirntheseispecia!izedndevices.-|

Riskpind-Compliance-Management-Services 7

ThencaIculationnofnphysicaInandncybensecurityTiskTnustnbecomenquantifiablenand"i

reliable."|RisknownersTnust"|benable"|tondependnorririskndataTforitheirndecisions."|Risk"i

data"imustnbenavailableitoTisknownersnvia"|theiripreferredndeliveryTnechanisms."i
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SDG&EiwillnbenableitoTneasureTnoreifrequentlynand"ireportTnorenquicklyito"i

multipleistakeholders,nbothinternalnandnexternaI.Ti

CompliancejVlanagementj

Documentation,Teportingnandivisualizationnoficontrolsnobjectives,"i 

controlsnandnassociatedTisks,isurveysnandnself 'assessments/testing,nandn 

remediationisna"inecessaryifeaturenofncompliance"imanagement."i 

Compliance7nanagementishouldisupporti\/ariousitypesnoficompliance,"i 

suchnas1SOn27002;nN IST18OO '53;nandnothenstandards,industry 'specific-! 

regulationsisuchnasnNERCiZriticahlnfrastructurenProtectioniCIPjjiservice L 

levelnagreements^radingTDartnerTequirementsnandncomplianceiwith-! 

internalnpolicies.iTesting,i\/erification,nandTneasurementnoficontroh 

effectivenessnarencriticalitonassurencontinuedncompliance.Tn

RiskjVianagement 7

RiskisTnanagednbyithendocumentation,assessment,ngapnanalysis,"i

reporting,ivisualization^ndTemediationnofTisks.irhe-iriskTnanagement-!

frameworkishould-iprovidenaistructurenoficapturingnpotentiaHssuesifound-i

duringnassessmentnandnanalysis,TeusablencontrolsifonremediatingTisk,"i

andnreportingncapabilitiesitonensureitheTisknownersnarenawarenofithein

risknposture.Ti

System Configuration-Management-Capabilities 7

Anynchangeitonanproductionisystemishould-|beTecognized,nauthorizednand-i

documented.-|Unauthorizednchangesishouldnbeimmediatelynapparentnand-i

operatorsishouldnhavei:henabilityi:oTeverti:onai:rustednstate-iremotelynandinna-i

trustedifashioni/vithTninimalinteraction.nSystemsishouldTecognizenandTeject-i

attemptsi:o7nodifyiogicalncomponents.in-|Somencases,nevenifisoftwarendelivery-i

controlsnarencircumvented,-|theisystemishould-|benable-|to-irecognizenan-i
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unauthorizednchangenandnrevertitonanpreviousitrustedistateiA/ithoutnhumairi

intervention."!

Cyber jThreatpetection, Alerting pnd -Response Capabilities 7

CollectingneventndataisTiotnenough.nEventndataTnustnquicklynbenanalyzedifori

knownnpatternsnandnanomalousnbehavior.irhencompanyTnustnenhanceits-|

monitoring,ndetection,nandTesponsencapabilitiesitO"iprovideifonmorenautomated"i

defenseTnechanismsnandisecuritynpersonnelnaugmentationncapabilities."|Threat"i

analystsnandTesponders"imustieverageTvisualizationitechnologiesithatnallow"i

themitoTvisuallynconsumenandinteractiA/ithnpotentiallyTnillionsnofisecuritynevents"i

pernhour.n

Fromnancybenperspective,"|this"imeansimprovingintrusionndetectionnand"i 

prevention,nandndataiossnpreventionncapabilities.nGridncomputingi/vhich"i 

harnessesTthenpowernofnunderutilizedncomputerprocessorsTtO"iperform"iprocess L 

intensiveitasksi/vilhbenconsiderediforithreatnanalysis.Ti

ThesencyberisecurityTthreatncapabilitiesTnustintegratei/vithTelevantnphysicah

securityncapabilitiesinnorder|to"gainnanbetteriunderstandingnof)argeiscalenor"i

blended"|threats."i

Physical fhreatjDetection, Alerting-pnd Response Capabilities-?

ThencompanyTnustnexpanditsifacilitynandnpropertyisurveillanceTfromnexisting"i

visibleiightTtechnologiesintoithe"|thermal,infrarednandiowivisibleiight"i

spectrums."Papabilitiesnare-|required7tondetectnand"irespond7tonanomalous-|

electronicisignals"|thatncouldindicate"ipotentialinformationngatheringnonsabotage"i

threats.-!

Further,ithencompanyimustnbenableitoTnonitorincreasingTiumbersnofiocalnand"i

remote"facilitiesnandnequipment,nbenalerteditonanomalousnevents,Tecognize"i

physicalisecurity7threats,nandnquicklyTespond."i
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Finally,ithesenphysicalisecurityithreatncapabilitiesTnustintegrateiA/ithitheirncyben 

cousinsinnorderitongainnanbetter|understandingnofilarge-|Scalenoriblendedithreats.-|

1 ' 1 t iS HARE DnS E C U RI TYiC ' * - 1 I - i

Companyisecuritynorganizations,itechnologiesnand"iprocesses,includingisecuritynrisl<"i

management,neventTnonitoring,incidentihandling,provisioning,ide provisioning,-!

authentication,nauthorizationnandnencryptionimustiDenableitonbeTnanagednand-!

monitoredifromna7norencentralized-|securitynperspective.nSpecificnentities,isuchnas-i

businessnunitSHonthird-iparties^aynhavenspecificTequirements-foritheirnbusinessnareas,-!

but-|theseTequirements-|shouldintegratencohesivelyiA/ithitheiargensecurityndirective-|to-i

minimizeTiski/vithoutisacrificing-flexibility.nSuchncapabilitiesishouldnallowithencompanyi

toiA/orknwithithirdnparties,"iregulatoryiagencies,noncollaborativencommunity Priveni

needsitoishareinformation.irhe-following-|diagramndepictsitheivariousievelsnofimaturity-i

inisharedisecurityncapabilities.-!

Figure^ 4.:iMaturityj.evefs'pf|SharedlSecuritylCap3bintiesi

• Everyientity provides] itsiowrrisecurityicapabilities. 
•Securityicapabilitiesiareimanagediautonomously.
• EntitiesihaveilittleionnoivisibilityiintcntheTsecurityTcapabilities-pf-pthers.
• Entity bwned-papabilities-rnay-be-ponfigurediwithoutTegardifor-|enterprisen 
requirements.

• EntitiesiA/ithiikeTequirementSTsharenaTCommonTsetTof^ecurityTcapabilities.
• EntitiesTfirstponsidertheseTCommonTcapabilitiesijeforeimplementingTany^eparaten 
capability.

• ^ntitiesTelyianTaTCommonTsetiof^ecurityTcapabilitiesTforrelevantiJusiness-processes.  
•Allnentity ’managedTcapabilitiesTareTeitherTnigratedintoithisTCommoniframeworlvpH 
areifederatediwithit.

•ProvidesTelevant^ecurityinformationtoithosethatTieedit. 
•AllowsTcentralized,-policy’drivenTnanagementTofsecurityicapabilities.

1
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Integrate fhysicaljmd-fyber Security Capabilities 7

The"|threatsithatifacenanSmartnGrid"iareTelentless,nhavingitheiuxurynofitimenand"i

unlimitedncumulativeTesourcesnonitheinside.nAsitheseithreatsnaIreadynoperate"i

bothinithenphysicalnandncyberiA/orldsisimultaneously,nsoTnust"|thencompany's"i

securitynprogramncombineitsnphysicaInandncyberisecurityncapabilitiesinnorder|to"i

detect,-|prevent,nandiwhen-|necessary,Tespondito,isuchithreatsinnancoordinated-|

andnwell 'practiced-fashion.nSDG&Enwilhmanagenthesencapabilitiesnundenai

centralizediointisecuritynoperationsncentern(JSOC).-|

Identity jmd "Access jVlanagementlServicesj

Allnactors,includingnuser,isystems,nandnsomenapplications,Tnustnhave"|unique"i 

identitiesinnorderitonconductnsecureitransactionsnonnanSmartnGrid.nThisncapabilityn 

mustincorporatenexternaIizednauthorization,ncoarse handnfine 'grainednrole basedi 

accessncontrol,nandfederationiwithinternaInasiwellnasithirdnparty-|systems,nand-| 

withncryptographicnkeyimanagementisystems.nMulti 'factonauthenticationnwilhben 

requiredifornusersnofitheisystemirrispecificToles,circumstances,no rithreatn 

conditions."|Further,nauthentication,nauthorizationnandnaccessncontroh 

mechanismsTnustnbecomeTnorencentralizednfonmorenconsistent7nanagement"i 

andnsupportnmultipleievelsnoFiranularity."i

Encryption j(ey Management fervicesj

Stronginformationintegritynandnnon 'repudiationnservicesiwillTequirenai

centralizednand"|unifiedi<eyTnanagementisysteminnordentcnprotectnvalid-|

encryptionnkeysnandTevoke"ithose"|thatnhavenexpirednoribecomencompromised."i

5.6 SDG&E'SilNFORMATIONiSECURITYiPROGRAMi

ThisnsectionnoflthenSmartnGrid"GyberiSecurity"|Deployment"|Planndescribesnthe"i

lnformationnSecurity"|Programnfornthencompany.iTheisecuritynprogramnaddresses"i
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informatiorrisecurityinithenbroadestiscopenandndeterminesnSDG&E'sTnethodologylfon

followingitsnsecurityistrategies.Ti

As"ipartnofimplementingitsnSmartnGrid"|securityistrategy,ithencompanynwillnapplyiits"i

lnformationnSecurity-|Program,includingithefollowingnelements.-|

ffi InformationnSecuritynGovernancen 

ffi InformatiorriManagementn 

ffi CompliancenPrograrrri 

ffi SecuritynAwarenessnand"|Trainingn 

ffi SecuritynStrategynandnArchitecturen 

ffi SecuritynPrinciplesirrpDntracts-|

ffi lnformationnSecuritynEngineeringinithenSystenr|Development"|Lifecycle"i 

ffi OperationalnSecurityn

1

5.6.1 INFORMATIONnSECURITYnGOVERNANCEn

Companyinformationisecurityngovemancenpracticesisupportitheneffectivenoperationnof"i

thencompanyiinncarryingnoutits"irolenasna"ipublicnutilityi/vith"|theiverifiablenassuranceithat"i

informationnassetsnarenhandledinnaTnannerithatnprotectsithenbusinessnandisnconsistentn

withnapplicableiawsnandTegulations.Ti

ManagementnofianyicomplexisystenrisuchnasithoseTequireditondeploynSDG&E'snSmart"i

GridivisionTequiresiwellndocumentednandnunderstoodnaccountabilitynandTesponsibilityn

ofnaisystem'sn"users"nandnownersnofTtheisystem.irhencompany'snSecuritynGovernance"i

Programincludesitheifollowingnelements."i

ffi LeadershipiTiDefinenrolesithatnarenaccountablenandTesponsible-fornprotectingn 

informationnandinformationnassets.-nTheseTolesnprovideithenappropriateievelnofi 

authorityTiecessaryitonexecuteitheirTesponsibilities.n 

ffi Requirementsinnancomprehensiveisecuritynpolicyiframework."i
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ffi Partnerships:T|PartnershipsiA/ithnexternaInstakeholders,includingiaw"i

enforcementnandTegulatorynentities,ito"facilitateTeportingnandnescaIationnofi 

importantisecurityincidentsnandinformationnsecurelynandnefficientIy."i 

ffi Risk"|Management:"nNonorganizationncarriprotectneverythingiA/ith"|thensameieveh 

ofisecurity,"inorishouldit.T|RisknbasedTnanagementnofisecurityincludesnai\/aIue"i 

andimpact tasedinethodologyitonensureprotectionsnarencommensurateiwith-i 

thecal uenofithenassetnbeingnprotected."i

» 1 1 \ < MATiONiSECURITYiLEA * ' - '

Thencompany's1nformationnSecuritynProgramndefinesieadershipTolesnand"i

responsibilitiesito"fulfilli<eyiactivitiesnandndecisionTnakingiA/ithirr|thenprogram."|Thei<ey"i

rolesnareithosenofinformationnandisystemnowners,nsecuritynprofessionaIs,nand"i

operationsnandnsystemnadministrationistaff.nSmartnGrid"|technologyndeploymentsnwillnbe"i

subjected-|toithisnprogramnelementnasnpartnofiSDG&E'snongoingnbestnpracticesinnsecurity-|

leadershipnandndecision lmaking.Tn

Thencorporateistructurenconsistsnof"Pfficers,"|Directors,"|Managers,nandnStaff."i

Fornexample,nspecificinformationnSecurity-|ProgramTolesinclude:-|

ffi ThenChiefilnformatiorrPfficernhasnoverallnaccountabilityifontheinformatiorri  

securitynposturenofithencompanyianditsinformationnassets."i 

ffi The"|Directornof1nformationnSecuritynand"|IS"Gompliancenhasithenoveralh 

responsibilityifoncompanylnformationnSecurityndepartmentnactivities.n 

ffi Managersnaddressnaspectsnofistrategy,narchitecture,ncompliance,"irisk,"i 

governance,nengineering,nandnoperations."n 

ffi VariousistaffpositionsnprovideTnultipleisupportifunctions"|toncompanynprojects,"i 

assistinginndesign,implementation,noperation,7nanagement,nandncompliance-| 

activities.-!
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ffi A"Computer1ncident"|ResponseiTeamn(CIRT)is"iresponsibleifondetecting,"i

responding"|to,nandnassistinginithe"irecoveryifromncomputerisecurityincidentS"i 

thatimpairithencompany'snabilityitonconductTiormahbusinessnoperations."i 

ffi lnformationnSecuritynAdvocatesn(ISA)"iparticipateinnancross"functionaIiteanri 

comprisednofibusiness,1TnandisecurityTteamTnembers.T|ISA'snarena"ipracticah 

extensionnofithenenterprisensecuritynprograminto"|thenbusiness."i

5.6.1.2 COMPANf ’ \ < 1' f ' / > > ,V ' ' ■ ' f ' ^ f

AnindividualTnaynbenassigneditononenonmorenofitheifollowingToles."|Each"irolenhas"i 

specific"iresponsibilitiesiA/ithTespect"|toinformationisecuritynand"iprotectingncompanyi 

assets.iTable-)5 *l-|ists-|those-|rolesi&Tesponsibilitiesn
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lableti ll:iSecurity_Roies'iSrf?ess>onsibHities"i

AnindividuaInwhonaccessesnonattemptsitonaccess"Company"i

lnformationnand/onlnformationnSystems."i

Usen

RiskiOwnen Companypfficernornexecutiveithatis"|ultimatelynaccountable"forTisk"i
X.;; XX X ->/;

andnhasithenabilityitonassumeifinanciahimpactnofnannacceptedTisknori 

theTesidualTisknrelateditoithenoutcomenofiaTiskitreatment.T|lnTnany"i 

cases,"|the"|Risk"PwnencannaIsoiDeithe1nformatiorrPwner."i

RisktVIanagen CompanyiexecutivenondirectorithatnhastDeenndelegatednaiimited"i

levelnofTesponsibilityifonmakingnriskndecisionsnoniDehaIfnofithe"|Risk"i

Owner.-!

DirectorsnorTnanagers"|ultimatelyiaccountable"forisecurityncontrols."i

Control"PwnersTeport"|to-|Risk-|Managersnanyndeficiencynof-icontrols-|

relateditO"|thenprotectionnoficompanyinformationnandinformation"i

systems."0ontrolnOwnersndon'tTiecessarilyTieeditonorganizationallyi

reportndirectlyitona"|Risk"|Manager."i

ControhOwnen

IndividuaIsTesponsible"forimplementingnand"imaintaining"i

operationaIncontrols."nAisecondaryTesponsibilitynexistsitonensure"i

controlsnarenoperatingneffectivelynandnperformingnasnexpected.Ti

ControhManagersnarenassignediDynandTeportndeficiencies"|to"0ontroh

Owners.-!

1

Control"!

Manager"!

1 1
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flFRAMEWORKi

Companyisecuritynpolicyndocumentsnarenorganizednbynartifactitype."Companyisecurity"i

policynartifactsincluden

ffi PoliciesnTheisetnofibusinessTulesnandnpracticesithatTegulatenhownairi 

organizationTnanagesnandnprotectsisensitiveinformation."i 

ffi GuidelinesnProvidenpracticaIndirectioniforiwhatnpeople"ineeditondoinnorderito"i 

complyiwithisecuritynpolicy."i

ffi Standards:"nAispecificationnofiagreedisecurityifeaturesnandncontrolsithatnare"i 

establishedifonusenwithinithencompany.n 

ffi ProceduresnDetailedistep *by 'stepinstructionsithatndefinenhowitonperfornri 

informationnprotectiorriprocessesnandnactivities.Ti 

ffi RequirementsnTheispecificationsnofitheisecurityTfeaturesnandncontrolsTiecessaryi 

toisatisfyisecuritynpolicy.Ti

CompanyinformationnSecuritynpoliciesnare-|basednonnacceptedistandardsnand-guidelines,-|

including1SOn27002nandithenNISTn800iseriesistandards,nandncoveriregulationimportant"i

tonSDG&E,isuchnas"|NERC"GIPnStandardsnand"|RequirementsnandTnanypthers."|Thenpolicyi

frameworknappliesitoithenSempra-|Energy-|Utilitiesn(SEU),includingnSDG&Enandithe-|

SempranEnergyiCorporatenCentern(CC).Ti

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil63i

i

SB GT&S 0007116



SEU/CC Information

ERC) ...
Policies Guidelines Standards Procedures

■OligmifiajlB!Uaor^Ma'^ger
iti

Cwrser

AccftS ftoqittstijBfatmab'.ir

M i-
Sfiteff!. S^MSH

S»yr% t«iir^;

Security
Retirements

Template
System Smutty 
Requirements

A'.i‘.
'Js&r Access ftacxjMl

Jti BestPra -¥ Cdd fRewn

" ■ I:
•' •■ - Mk

-
*: SAP

1

Sacu&f Rotes & feepontikii&s F«pct»ntf, Gtaefer % Job ItascrtpiBns

1

Figure-# l2;if>D6&E-|SEU/€€)1iiformation#ec

5,6,1,4 EXTERNALiPART B > ’ i

The"|InformationnSecurityiteamTnaintainsna"inumbernofpartnershipsnoutsidenofithe"i

company."|Thepartnershipsincludeindustryngroups,ncommunitynorganizations,nandnstate"i

andifederaInorganizations."|BestnpracticesinnSmartnGridncyberisecurity,nphysicalisecurit\ri

andnprivacyiA/illnbensharediA/ith"|thesengroupsnbynSDG&EiA/herenappropriatenandnSDG&E"i

expectsitoi/vorkncollaborativelynwithithesenextemahpartnersitonacceleratenbestnpractices"i

throughout#heindustrynasitimplementsitsnSmartnGridivision.-|

Somenofitheindustry^roupsincluden

ffi UCAIug/OpennSmartnGrid"|UsernGroup"i

ffi GridWisenAIIiance/lnteroperabilitynand"GybenSecuritynWorkingnGroup"i 

ffi ZigBeenAlIiancen
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ffi EPRh

ffi lnternationahInformationnSystemsnSecurity"CertificatiorrConsortium,1nc.n(ISC)2"i 

ffi lnformationnSystemsnAuditnand-pontrolnAssociationn(ISACA)-| 

ffi lnformationnSystemsnSecuritynAssociatiorri(ISSA)"i 

ffi UTCn(UtilitiesirelecomnCouncil)"i

Activitiesi/vithncommunity,nState,nand"|Federalnorganizationsinclude:"i

ffi DOE/NISTnSmartnGrid"CybernSecuritynWorkingnGroup"i

ffi DHS"|Homeland"|InfrastructureiThreatnand"|RisknAnalysis"Centen(HITRAC)isecurityn  

briefings-!

ffi FederahBureaunof1nvestigationn(FBI)"i

ffi Western"|ElectricityiZoordinatingnCounciln(WECC)"Criticahlnfrastructure"i 

ProtectionnUsenGroupn

ffi ElectricitynSectonlnformationnSharingnandnAnalysis"Centen(ES ^tSAC)-!

PartnershipiA/ithnotherindustrynexperts:"i

ffi Active"iparticipationnandinformationisharingiA/ithiocalncompaniesinithe"i 

financial,nhealthcarenandnothenindustries;"i 

ffi Active-|participationiwithivariousindustry-peengroupsi-"PISO,-pSO-|Rounditable,-|

etc.n

5.6.1.5 RISKiMAI 1ENTi&~ASSESSMENT”[

Enterprise1nformation"|Risk"|ManagementisnannongoingnprocessitonproactivelyTnanage"i

risk"irelateditoinformationnassets.1tsnobjectivesi/villnbenapplied"|toTiewnSmartnGrid"i

deploymentsitoTnanageTisk,7nakeinformationTiskndecisions,ndrivenawarenessnofi

potentiahriskimpactnandnensurencontinualnassessment,Tneasurementnandnprocess"i

improvement:"!

ffi ProvideithencompanynwithnaistandardiframeworkiforTnanaginginformationTisk;"i
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ffi ProvidenthenabilitynfornthenbusinessntonmakeinformedinformationTiskndecisions;n 

ffi Makeithencompanynawarenofithenpotentiahriskimpact"|toitsinformation;n 

ffi Continualnassessment,nmeasurementnandnprocessnimprovement.n

ThesenobjectivesnarenaccomplishednusingnarriEnterprise1nformatiorriRisk"|Management"i 

(EIRM)nframeworknandinformationnassurancenprocessnthatisnalignednwithnthen 

company'sncorenvaluesnandTiskntolerancepjnnorderntonassessnandnmanageinformationn 

risk.n

» ' ' ' ( MEWORKiDEFINITIONn

The"founkeynphasesnofithe"|EIRM"|Frameworknarendepicted"graphically,nasiA/ellnas"i

describednbelown

Figur / /-nterpriseinformationfliskiVlanagementnPha$es7

1

ffi Pro/i/erridentifiesicompanyi 

informationnassetsnandntheirn 

value.Ti

ProfileMonitor ffi ^ssessimprovidesnthreatn 

classificationnandnsecurityn 

vulnerabilityinformation,nalong-| 

with"potential"business"impact,"i 

tonsuggest-possibleTesponsesn

tondifferentncategoriesnofn

informationnrisk.n

\ Take 

\ Action Assess

ffi Takeikctiorrrpmpowernbusinessnmanagersntonmakeinformedndecisionsnton 

prioritizeTisksnandimplementnappropriatencontrols.il
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ffi Momtornensuresnthatncurrentnandnfuturenrisksncannbenminimizednthroughn 

ongoingnmaintenancenandTnonitoringnactivities.n

5.6.2 INFORMATIONnMANAGEMENTn

lnformatiorr|Managementnconsistsnoficreating,"|handling,nandiA/herrinecessary,nsecurelyn

destroyingndataithroughoutitsiifecyclenasTequirednbyithencompanyTecordsnretentiorri

policynandnapplicableiawnorTegulation,"nas"|wellnasnappropriatenhandlingnandndisclosure"i

requirednbyinformationisensitivity,iegalnandTegulatoryTequirements.T|lnformationis"i

classifiedi3ased-prvjts-yalue-pnd-|sensitivity-|Combined-|with-itheimpact-pfLjts-joss,-|

modification,no nunintendedndisclosure."GompanyTecordsnarenaispecific"|typenofi

informationiA/ithnadditionahhandlingTequirements.n

' * 1 I ' MATlONiCLA! • * '\TIONn

Companyinformationisncategorizednintononenoffournclassificationnlevels.nThen 

classificationievelsndo"inotnaffectnanyiprivilegenstatusnorprecludenthenusenofimore"i 

stringentnneed 'to 'knowTestrictionsnfonthendissemination,-protection,nandnusenofithen 

information.Ti

Thenfouncategoriesnaren"Public,"Y'Intemal,"n"Confidential,"nandn"Restricted."irhese-|

categoriesnarenappliedntoinformationnorndata,ncommands,nandncontrolsnfornallnformsnofi

systems.nRolesnandnresponsibilitiesnarendefinednfornmformationntondeterminenthen

appropriatenclassificationnandnhandlingnofispecificnpiecesnofidata.Ti

ffi PublicInformationi-nPublicInformationisnanyTion lprivilegedninformationnprepared,n 

owned,nused,no rTetainednbynthencompanynandnthatisTequirednorjntendedntonben 

disclosednornmadenavailablentonthenpublic.mPublicinformationnmustnbenauthorizednforn 

releasenpriorntonbeingTeleasedntonthenpublicndomain.nl

ffi Internallnformationnhlnternalinformationis-generallyTeleasablento-Gompanyn 

employeesnandncontractorsndesignatednbynannauthorizednemployeentonreceivensuchn
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information,nsubjectitonprivilegenand/ornneed 'to 'knowTestrictions.ItTequiresnan

degreenofiprotectionnbecausenunauthorizednacquisition,Tnodificationnorndestruction"i

ofinternalinformation-pouldTesultin-joss-pf-productivity,-|disruption-pf-|Company-|

operationsnorTiegativelyimpact"|thencompany'sTeputation.nWhennanhandleris"i

unsurenofnanpiecenofinformation'snclassification,it"|shouldnbenassumed"|to"|be,natna"i

minimum,"CompanyiInternalinformation."n

ThenexternalTeleasenofinternalinformation-|regardlessnofitheitransmission7nedia-|

mustnbenauthorizednbyitheinformationnowner.Ti

UnauthorizedTeleasenofiCompanyiInternalinformationncould:Ti

ffi Reduce"Companyncompetitivenbusinessnadvantage;"n

lncreaseitheTisknprofilenofithencompanyidueitonattacks;Ti

TarnishitheTeputationnofithencompany;"i

Negativelyimpactiservicenavailabilitynand/onreliability.Ti

ffi

ffi

ffi

ffi Confidential1nformationi-nConfidentiahlnformationisnanyinformationithatif"i 

disclosednorncorruptedinnannunauthorized"imannencouldncausengreofnharmitonann 

individualnor|thencompany.-|ltTequires-|reasonablencontrolnbecause-|unauthorized-| 

accessnornimproperisecurityTneasuresncouldncausenaiviolationnofiapplicableiawnon 

could"|harmithencompany'sTeputation,ncredibility,ncompetitivenadvantage,"irevenuen 

generatingnpotentialnornemployeenmorale.Ti

Disseminationnof"ConfidentiahlnformationTegardlessnofitheitransmission"imedia"i

mustnbenauthorizednbyithelnformation-pwner.Ti

UnauthorizedTeleasenofiCompanyiConfidentialinformationTnayisignificantlyiTi

ffi Compromiseithencompanyibusiness"ireputationnandncredibility;Ti

lncreaseitheTisknprofilenofithencompanyidueitonattack;Tiffi

ffi Decrease"Companyncompetitivenbusinessnadvantage;"n
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ffi Reduce"CompanyTevenuengeneratingnpotential;n

DestroynemployeeTnorale.nffi

ffi Restrictedinformatioiri-'iRestricted1nformationisnanyinformatiorr|thatif'idisclosed"i 

orncorruptedinnannunauthorizednmannencouldncausenextreme/yproi/enharmitonairi 

individualnor|thencompany."|ltTequires"imaximumncontrohbecausenunauthorized"i 

accessnoriimproperisecurityTneasuresncouldncausenanimpairmentnof'ibusiness"i 

activitiesnonsignificantneconomicndamagenand/onsignificantlyndamage"|thenhealthnand"i 

well lbeingnofindividuals,nand"imaynalsoncausenai\/iolationnof'iapplicableiaw.Ti

Restrictedinformatiorrirequiresnexplicitiwrittennapprovalndisseminationnbyithe"i 

informationnowner,includingnoff 'siteTecordsiretention.Ti

UnauthorizedTeleasenofiCompany-|Restrictedinformationiwould-|significantly:Ti

ffi lmpair|thenabilityitongenerate,"|transmitnondistributenenergy;"i

Harmitheneconomicnwellnbeingnofithencommunitiesiserved;Ti

Inflictirreparablenharmnorrithengenerahpublic.Ti

ffi

ffi

5,6,2,2 1

The"|hierarchicalnclassificationTnayinotnalwaysnbensufficientitonadequatelyndetermineithe"i

appropriatenprotectionTneasuresifor|information."|Reasonablensecurityifeaturesnand"i

controls-|shouldnbenuseditonprotectinformationfronrimisuse,nunauthorizednaccess,-|

unauthorizednacquisition,ndestructionnondisclosure.nAccessitoinformation7naynbe"i

furtheriimitednbasednorribusinessnconsiderationsnandnanindividual'sn"need 'to 'know."i

Generally,informatiorr|shouldnbe-|limited-|to-|thefewest-|numbernofindividualsitoTeduce-|

theTisknoficompromisenorTnisuse.Ti

"Need 'to 'know"ncategoriesnarenoftenndictatednbyicustomer/employeenprivacy,iegal,"i 

regulatoryiandnbusinessnconsiderations,nand"|typicallyinclude:Ti

ffi Affiliate"Gompliance;"n
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ffi Client 'Attorney-privileged-|Information;-n

ffi Procurementncontractsnduring"|the"|RequestifonProposalnand/oripreparation"i

process;-!

ffi Alhpersonahlnformationnprotectedifromndisclosurenbynapplicableiaw.Ti

InformationiA/hichis-iprivileged^ursuantitoithenAttomey/Clientprivilegenonotherwise-!

shallTemainnprivilegedirrespectivenofiitsnclassificationnabove.Ti

' * \ < MATIONiL - - siG”i

Markingnor-|labelingis-|thenprocessnofidesignating-|thei\/aluenofinformationnbasednonits-i

hierarchicalnclassification,nanynassociatedTieed 'to lknowTestrictionsnandinisomencases,-i

anynassociatedTieed 'to lknowiprivileges.iAII-|Companyinformation7nayibeTnarkediwith-i

onenofitheifounclassificationsnasnannadvisableTneansnofncommunicatingisuclristatusito-i

recipients.-pompanyinformationishouldnalsonbeTnarkediwithTieed 'to 'knowTestrictionsi

asnannadvisable-imeansnoficommunicatingisuchTestrictionsito-irecipients.-|Privileged-i

CompanyinformationishallTemainito-|thenapplicablenprivilegeirrespectivenofiwhetherit-i

isTnarked,nbut-|thendiscloserTnaynwish-|toTnarkitnasisuchifornclarity.1fithenclassificationnor-i

need 'to 'knowTestrictions/privilegesnofitheinformationnarenunknown,nemployeesnare-i

traineditoncheckiA/ithitheirTnanager/supervisor,ithenassociatedinformationnownenon

thenapplicablenrecordsTetentionischedule.Ti

Information^ependingnonitsTnedia^ayibeiabeledinnsomenofithefollowingnwaysi-n

ffi Withinnelectronicifilesnand/ondocuments;-! 

ffi Onithe"imediancontainingithe1nformation;Ti 

ffi Onnprintednornhardncopyilnformation.Ti

TradenSecret-|MarkingnGuidelinesi-1ntellectual-|Propertyiaw-irecognizesTDatents,-i 

trademarks,ncopyrightsnand-|tradeisecrets.irradeisecretsTequireispecialnprotection-i 

measures.iTheiterm-i"tradeisecret"nunder|the-California-|UniformirradenSecretsnAct-i
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meansinformation,-jncludingpiformula,pattern,pompilation,program,ndevice,imethod,i 

technique,prprocess,psnwellpspontractualpon 'disclosureprotectionsithatm

1. Derivesindependentpconomicpalue,pctualprpotential,ifrom"inotnbeing"i 

generally-|knownitcnthepublicprTtoptherpersonsiwhopanpbtainpconomic-| 

valueifromitsndisclosurepnuse;pndTi

2. lsithepubjectpfpffortsithatpreTeasonablepnder|thepircumstances-|to7naintain-|

itsisecrecy.ji

Accordingly,ifradenSecret"|lnformationishallnbepppropriatelyisafeguardednbasedpnitS"i

classificationi-1nternal,"Confidentialpr|Restricted,isuchistatuspannbepommunicated"i

effectivelyibyimarking.n

5,6,2,4 INFORMATIONiANDiSYSTEM

Companypolicyndefinespppropriate"|business"|useinithe"|lnformationnSecuritynAcceptablen

Use-|Policy-|topddress-|Suchimpactspsprivacyibutplsonguidelinesforiusagepf-|

informationpnportablendevices,iegalponsiderationspnd"ipassword7nanagementnwhich"i

willnbeppplied-|tonSDG&E'sinformationproducedinpssociationp/ithnSmartnGrid-|

deploymentsitopnsurepropenusage.n

ffi PrivacyTightspndpmployeepxpectations;-| 

ffi UseriGuidelinesiA/ith"irespectito;"i 

ffi Authorized"|Business"|Use;"i

ffi Protecting-|lnformationpnd"|lnformationnSystems;-|

ffi Password"|Management;n

ffi lnformationiTransfer;-|

ffi Legal"Gonsiderations;n

ffi Portablendevices;n

ffi InformationnRetention.n
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iMANAGEMENTiPOLICYi

ThencompanyTetainsnonlyithoseTecordsnandTion lrecordsithatnareTiecessaryfor-|

complyingi/vithiegaI,TegulatoryprfinancialTequirementsnandifornconductingnbusiness."i

AlhbusinessnunitsinvolvediA/ithnSmartnGridndeploymentsnareisubjectitonandiA/illncomplyi

withnandimplement-|this-|policy.-|EachnemployeeisTesponsiblefor-|understandingithis-|

policynandnmaintainingnandndisposingnofrecordsnandTion Records,iregardlessnofimedia,!

withinitheinpossessionnoncontrolinncompliancenwithithisnpolicy."i

» » I ' MATIONiDES' ' < ' In

ltisimportantinformationis-|kept-|(whichincludesncompany-|records)fonasiongnas-| 

requireditoTneetncompanynpolicynandTegulatoryTequirements.nWhennanynpiecenofn 

SmartiGrid lrelatedinformationisTioiongerTieeded,it'snequaIlyimportantithatitis"i  

destroyednaccordingitoitsievelnofisensitivity."i

Informationistorediirihard lcopy,nornonnelectronic"imedia,"|thatnhasnbeennclassifiednas"i

confidentiaInorTestrictedishouldnbenshreddednorits-|medianphysicaIlyndestroyednwhenit-|

isTioiongerTieeded.Ti

5.6.3 COMPLIANCEnPROCESS"]

ThenCompanyiInformationnSecuritynCompliance"|Programnoverseesncompliancei/vith"i

externalTequirements,internahpoliciesnand"|businessnprocesses.1tnaIsondefines1T"i

departmentahresponsibilitiesnand"imonitors,7neasuresnandTeportsnonncomplianceistatus"i

vianexceptionnengagementYissue"|tracking."i

The"|InformationnSecuritynCompliance"|ProgramnassistsithenbusinessiA/ithncompliancei/vith"i

thelnformationnSecuritynaspectsinnaTiumbenofibusinessnareas.nSDG&E'sInformatiorri

SecuritynCompliance-|ProgramnensuresYhatnallnSmartnGridinformatiorr|securityisiiri

complianceiA/ithitheTegulationsnandistatutesisuchnasiTi
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ffi Electric"|ReliabilitynStandardsnas"irequirednbynFERC"n(suchnas,"|NERC"CIP,"|NERC'i 

Communications/COM);n

ffi FERCnOrder-|717n(Affiliate-pompliancenCodenof-ponduct);-|

ffi CPUCnAffiliate"|Transactions"Compliancen(Sharedn\/.C.,"|D.97 h.2 l088/"|D.97 h.2 '029);n 

ffi Consumer1nformatiorr|Privacyn(Gramm teach [8lileyiAct"i[GLBA],nSB"|1386);"i 

ffi Breach-|Notificationn(SB-|1386,-palifornia-|Database-|Breach-|NotificationnAct-| 

[CDBNA]);n

ffi ldentitynTheftndetectionn(Red"|Flag"|Rules);"i

ffi Financialintegrity-|(Securitiesnand-|ExchangenCommissiorri[SEC],nSarbanes 'Oxleyi 

Acti[SOX]);i

ffi RetentionnandneDiscoveryn(suchnas,"|FederahRulesnof"GivihProcedure"i[FRCP],"GA's"i 

ABi5);i

ffi Medical1nformatiorr|Protectionn(Health1nsurance"|PortabilitynandnAccountability"i 

Act"i[HIPAA],nCalifornia"Givil"Gode"|1798);n 

ffi CreditnCardnandnCheckingnAccountitransactionsn(The-|Electronic-|Payments-| 

Associatiorri[NACHA],"|Payment"Gard1ndustry"i[PCI]);"i 

ffi Californianspecificn(California"|HighwayiPatrol,"|DepartmentnofiMotoriVehicles)."i 

Roles-pnd-Responsibilitiesi

Responsibilityiforithe"Gompliance"|Programnonnanday 'to 'dayibasisTesidesnwithnaivarietyn

ofnbusinessnand1Tnoperatingngroups,"iparticularlyithosenareasnandndepartmentsnofithe"i

companyiaffecting"|thenconfidentiality,integritynandnavailabilitynofinformationnassets."i

SenionManagementnoritheirndelegate(s)inithesendepartments,nonareas,nareTesponsiblen

foncommunicatingitsncomplianceTesponsibilitiesitonaffectednemployeesiA/ithinithen

departmentnand7nonitoringncompliancenwithnapplicableistandards,"ipoliciesnand"i

regulatory-|requirements.-nThenSenior-|Managementnor|theindelegate(s)iwillnbe-|

responsibleifornactivities,nproceduresnandnchangesTiecessaryitonensureithein

department,"functiorrpriarea"is"iirfull"pompliance"y\/ithnexternalTequirements,"internal"!

policiesnandnbusinessnprocesses."i
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lnformationnSecurity"ComplianceiToolsnand"|Processesincludencapabilitiesnsuchnas:"i

ffi Controlsnand"|Policy"|Mapping;n

ffi PolicyiDistributionnandnAttestation;n

ffi IT"ControlnSelfnAssessmentnand"|Measurement;"i

ffi Governance,-|Risknand"PompliancenAsset-|Repository;-|

ffi AutomatediGenerahComputer£ontrols-£ollection;-|

ffi Remediationnand"|Exception"|Management;"i

ffi Basic-pompliance-|Reporting;-|

ffi IT"Gompliance"|Dashboards;nandn

ffi IT"|RisknAssessment.n

1

lnformation-|Security-|Compliance1nternal-|ControlsTand1\/lonitoring-|

ThenCompliancenProgranriproactivelyTnonitorsnandnself-assessesitsncomplianceiA/ithnalh

applicablenstandards,npoliciesnandnexternalTequirementsnasiA/ellnasitsnprocesses"i

intendeditonensureitsncompliance."nSDG&Enundertakes"inumerousncompliancenactivities"i

whichndifferiniscopenandnactivityndependingnonithencomplianceTequirement,includingn

ffi ControlneffectivenessTeview/iverification,nattestationnandncertification;"i 

ffi PeriodicinternalnauditsnbynAuditnServicesn(innSempra"|Energy"Gorporate"Genter)nofi 

onenorTnorencontrolnareas;n

ffi PeriodicnexternalnauditsnbynqualifiedithirdnpartiesnofpnenorTnorencontrolnareas;"i 

ffi Ongoingnmonitoringnofregulatorynenvironments-forndevelopmentnofinecessaryi 

changes;-!

ffi Ongoingnmonitoringiforncompliance^ontrolneffectivenessnandnprogranri 

effectiveness;-!

ffi Regularncompliancenmeetings;-!

ffi Promptnandithoroughnassessmentnofncompliancenquestions;-!
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ffi CoordinationnandifacilitationnoficomplianceinquiriesiA/ithnappropriateTesources"i 

within1T;n

ffi RegularnevaIuationnofndocuments,nproceduresnand-|resourcesnassociatediwith-| 

applicablenstandards,npoliciesnand"iregulatoryrequirements;"i 

ffi Timelyinvestigation,nassessment,Tisl<Tnitigationnand"iremediationnof'icompliance"i 

eventsnandissuesitonensurencontinuedncompliancenanditonpreventTeoccurrence.n

KnTREATMENTi

Once-itheTiskis-qnderstood,-p-|Risk-pwnertias-fourpptions.-|He-pnshe-|cairi

ffi AvoiditheTisk,n 

ffi M itigate-|it,Ti

ffi Transferjt,-pri 

ffi Acceptit.n

RisknavoidanceTneansithe-iRisknOwnencannoptTiot-itoncontinueiwithithensourcenofithe-i

risk."|Fornexample,"|theiserviceTnaynnotnbenoffered,nornai\/ulnerableisystemTnaynbe"i

removedfromitheTietwork.-|

Riskinitigatioiriprovidesithe"|RisknOwnengreatiflexibility.irheiserviceTnaynbenoffered,nbut"i

securityncontrols-|mustnbenputinnplace-|toTeduceTiskito7nore7nanageableievels.-|Fori

example,naivulnerableisystenrimaynbenpatcheditoTeduceitheTisknofTgettingnancomputeri

virus.iThereTnayibeiseveralnoptions"forTisk"imitigationnofi\/aryingncostsiforithe"|Risk"i

Owneritonconsider.1nitheisamenexample,itheivulnerableisystemTnaynalsonbe"iplaced"i

behindnafirewallnornotherTietwork basedisecurityncontrolitoifurthenreduceitheTiskiofi

virusinfection.n

Riskitransfer,nonriskisharing,isiforisituationsiA/hereitTnaynbeTnorencost  'effectiveitcn 

allownanothenentityitonadopt"|theTiskTathenthaniforithe"|Risk"Pwneritonpayito7nitigate"i 

ornacceptTisk."|Fonexample,naithirdnpartynhostingiserviceTnaynbencontractediA/itlr|to"i 

providenaiA/ebnserverifithe"|Risk"Pwnernhasnreasorr|tonbelieveithe"|third"ipartyncanTnore"i
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effectivelynmanageitheTisknofncomputenvirusinfectionnonitsi/vebnservers.nRiskitransfen

maynaIsoincludeithe"ipurchasenofiinsuranceinnorder"|tonoffsetncostifiaTisknconditionis"i

realized.-!

RisknacceptanceisnanprocessiniA/hichna"|Risk"PwnerTnakesnandecisionitonacceptnanspecific"i

securityTisknbecauseithenoverallncostnofnaddressingTesidualTiskithroughnavoidance,-|

mitigationnand/oritransfenoutweighsitheivaluenofitheinformationnasset(s)"|being"i

protected.-|RisknAcceptancenprovidesithe-|Risk"Pwnernannopportunityitonunderstandnand-|

documentnanknown1nformationnSecurity"|RisknSituation.nA"|Risk"Pwnerncannonlynaccept"i

risk"forinformationnassetsitheynown.nOnlyianSenior"|ExecutiveTesponsibleiforithe"i

businessnunitnatTiskTnaynassumeTisknonnbehalfnofitheisubjectnenterprisenenvironment.Ti

RisknAcceptanceisnusedifnancompanyisecuritynpolicy,procedure,"Standard,non 

requirementncannot"|be7netnbecause:"i

ffi ltis"iphysicallyiinfeasiblentondoison(i.e.,physicalnattributeprevents"i 

implementationpfisecurityncontrols);Ti

ffi Logicallyinfeasible-|tondonso-|(i.e.,nsignificantimpactntcnbusinessnprocess,iservice-|  

andpnfinancials,prregulatoryTequirements);Ti 

ffi Thencostpfiimplementingnaispecificisecurityncontrolputweighsnthen\/aluepfithe"i  

informatiornasset(s)-|beingnprotected.Ti

RisknAcceptanceisTiotpermanent.-|Thenbusinessnunitnandpnorganization7nust"|satisfy-|

theTiecessaryTequirementsnandncomeintoncomplianceiA/ith1nformationnSecurity"|Policy"i

withinnandesignatedperiodpfitimendescribedinnthenRisknAcceptance.Ti

ltis"|the"ipurposepf-ithe"|RisknAcceptance"|tondefinentheissue(s),ndevelopnaplan,nandnbegirri

thepathntO"iremediation,TiotntonbecomencomfortableprncomplacentiA/ithnthei<nowrri

risk.iThe"|RisknAcceptanceprocessTequires"|thatnaplannbensubmitted"|thatidentifiesiA/hat"i

correctivenaction(s)nwilhbentaken,iA/hennthosenactionsiA/illnbenaccomplished,nandiA/hois"i

responsiblenforndoingnthem."|Thereisna7naximumndurationnfornaTisknacceptance,natiA/hiclri

pointitiA/illnhave"|tonbeTenewednthrough"|theisameprocess,pr|the"iriskisndemonstrated"i
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tonbe"iremediated,norncircumstancesithatncreateditheTisl<"|havenended,norithenacceptance"i 

hasnbeerrirenewed.nAfternexceedingithenperiodnofTisknacceptance,nand"failing"i  

remediation,no rithenendnofitheTisl<isituation,informationnSecurityTnay-|take-|Stepsito-| 

minimizentheTisk,neithernbynaddingncompensatingisecurityncontrols,norTemovingntheTisk"i 

(i.e.,ishuttingndownnaTiskynapplicationnoriserver).Ti

Whennvulnerabilityisndiscoveredinnanthirdnparty-|productnonservice,na-|risknassessmentis-|

performedntonassistnthenbusinessinndeterminingnannappropriatencoursenofiaction.-nWhere-|

vulnerabilitiesncannbenexploited,"|thenbusiness7nayielect"|tonpostponeimplementationnofi

thenvulnerableisystemnornproceediA/ithimplementationinnacceptancenofithenresiduah

risk.-nlniDothncases^endorsnonservicenprovidersnareinformednofithenvulnerabilitiesnandn

askedntoTernediate"|them."nAlsoinnbothncases,nthenconditionsnarentrackedntoTernediation"i

bynthencompanyirisknacceptancenprocess.n

5.6.4 SECURlTYnAWARENESSn&nTRAlNINGn

Securitynawarenessnand"|trainingisncriticalntonpreservingnaisecurenSmartnGrid"i

environment.-|Thencompanynusesnseveral7nethodsnusedntoT3romotenawarenessnwithna-|

focusnonjole *basednaudiences,ndiversendeliveryTnechanisms,nand"irelevantTnessages."i

ThenCompanyilnformationnSecuritynPrograrnTnakesTtrainingnavailablentonemployeesn

regardingnacceptablenusenandnothenaspectsnof-itheisecuritynprogram.nSpecificTegulations"i

andiawsi/vhichnapplyntoncertainnsegmentsnof-ithenbusinessnprovidentargetedisecurityn

traininginnthosenfocusednareas.Ti

Securitynawarenessnand"|trainingisnoffered"|tonallnemployeesnthroughnanvarietynof-idiverse"i

communications"imechanismsinntopicalnareasisuchnasisocialnengineering,npassword"i

handling,Tnanaginginformationin"|theinworknareas,iockingnandisecuringiA/orkstations,"i

reportingnpossibleisecurityissues,nandnfacilitynsecuritynandisafety.-|

Physicalnand"GybensecuritynpersonnelTeceivenongoingntrainingntoTnaintainnandnexpand"i 

knowledgeinntheirfieldsnofiexpertise.irrainingnconsistsnofisecurityncertifi cations,"i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil77i

i

SB GT&S 0007130



speciaIizednskillitraining,"|technicalitrainingnoir|specificisystemsnand"iplatforms,nand"i

informationisecuritynawareness."i

As"ipartnofithencontinuahimprovementnofithencompany'snoveraIlisecuritynposture,ithe"i 

lnformationnSecurityndepartment"|hasnestablishednarriInformationnSecuritynAdvocates"i 

(ISA)-|Program.iThisnprogranr|helpsitonaIignnbusinessnandisecuritynstrategyngoaIsnby-| 

developingnandnmaintainingnaiteamnofnbusiness 'focusednpersonnelithatnhelpnestablishnan 

foundationfornkeynbusinessndrivers,processes,Tequirementsnandimpactsiwhile-| 

distributingTesponsibilityifonselectinformationisecurityitasksnacrossnbusinessndomains.Ti

CandidatesnareieadersiA/ithirrgroupsnatitheTnanager)evelpnbelow"|thatnhavenairi 

interestnandnwillingnessitoiearnTnorenabout1nformationnSecuritynandnhowitimpacts"i 

theirncorenbusinessnarea."|Participantsnare"givenna"|twondayitrainingncourseifollowednbyna"i 

company lspecificncertificationitest.nAfterpassingitheitest,ithe1SA"|team7neetS"i 

periodicaIlyitoishare"|knowledgenandnexperiences."i

5.6.5 SECURITYnSTRATEGYnANDnENTERPRISEnRISK^RCHITECTUREn

Thencompany's1nformationnSecurity"|Programincludesithe"followingnarchitecturalnand"i

strategicnelementsnwhichiwilhbenappliedito"iprotecting"|thephysicaInandncyberisecurityn

needspfithenSmartnGrid.n

ffi Adoptna"GomprehensivenView."nSystemnsecurityndesignishouldiooknbeyond"i 

traditionaIprganizationalnboundaries,ndemarcationpointsn(suchnasithose"i 

betweenitransmissionnandndistributionnsystems)nandnareaspfTesponsibilityinn  

orderitoiworknwithinterconnectedisystemsnandpthenauthorizedn"users"itO"i  

ensureisecurityisTnaintainediA/heninformationisnexchangednbetweenndifferentn 

systemsprnentities.n

ffi lmprove1nteroperability."nSystemncomponentsishouldnbendesignedinisuchnanway"i 

as"|toishownhow"|theyTnaximizeTesilience,TeusabilitynandinteroperabilityiA/ith"i
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adjacentisystems,naIlowingnauthorizedinterfaces"|ton"plugnandnplay"irr|trusted"i

and"ipredictableiwaysiA/ithncentraIizediservices."i

ffi ManagenStandards.nSecurityisolutionsishouldnbendevelopedivianconsensus ldriverri 

securityistandardsnandndevelopmentTnethodologies,isuchnasithosendescribedirri 

the"|NISTinteragencyTeportinnorderitoTninimizeitheTisl<ithat"iproprietary"i 

technologiesiA/illnbenexploitednbyithreatsi/vhileimprovingncostneffectivenessnand"i 

reliability."!

ffi Balance-|Redundancy."nSystems-|shouldnbendesignedinnancost 'effectiveiwayitcn 

minimizeithenchancenof'iaisinglenpointnof'failurencausingnadverseimpactito"|the"i 

overallisystem."i

5.6.6 SECURtTY"jREOUtREMENTS"jlN"jCONTRACTS"j

KeynsecurityTequirementsnarenembeddedinncontractsi/vithivendorsnandnservice"i

providers.iThe"generalncontractnareas,nbelow,narenaugmentediA/ithnspecificTequirements"i

basednonitheispecific"iproductnoriservicenaddressednbyithenagreement."nThencontract"i

languageTequiresiverifiablenaccomplishmentnofisecurityngoalsnandnadherenceitoisecurityn

standardsnandnbestnpractices,nandithativerificationTnayibenperformednbyithencompanynor"i

aitrustedithirdnparty."Contractianguageis"|intendeditoinstillirr|thirdnpartiesnaTiecessaryn

sense"pfiurgencyiirprotecting"informatioirpssetS"pnd"pustomer"privacy."|lt"|describes"i

third-party-pbligations-fo-protectinformationinnalignment"|withindustry-pccepted-|

oversightnandnauditnprocedures."|ltifurtherndescribes"|third"ipartynliabilityifitheynareithe"i

causenofnaisecuritynbreach.-|

ThencontractsnhaveianguageTegarding:"i

ffi RolenBasednSecurityiZontrols;"i 

ffi SharednApplicationnArchitecture;n 

ffi Account"|Management;"i 

ffi Application1nterface"Controls;-| 

ffi Encryption;"!
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ffi Passwordnand"|LogonnStandards;"i

ffi DatanSecurity;n

ffi Loggingnand-|Errors-|Details;-|

ffi OperationalnSupportnandnAdministration;n

ffi Source"Code"|Review;n

ffi Vulnerabilitiesnand"|Defects;n

ffi SecuritynAssessmentsnandiTesting;"i

ffi RightitO"|Report."i

5.6.7 SOLUTIONS-|DEVELOPMENT-|AND-|IMPLEMENTATION-|LIFECYCLE i

ThenmissionnoflnformationnSecuritynEngineeringisitonprovidelnformationnSecurityn

guidancenandnconsultingnservicesito"|the1nformationiTechnologyi(IT)ndepartmentnandits"i

clientsnduringithenpreproductionnphasesnofithe-|systemndevelopmentiifecycle.TiThis-|

approach"|toinformationisecuritynduring"ipreproductionnwillnassistinithen"securenby"i

design"napproachnSDG&EnenvisionsfonallnSmartnGriditechnologyndeployments.-|

» 1 ' 1 i ; « ( r r CES I- -

ThenInformationnSecuritynEngineering-iteamnusesiseveraInprocessitoolsinithencoursenof'iairi 

engagement."nThese"|toolsnareithe"|Risk"|Triage"|Process,ithenSecuritynAssessment"i 

Methodology,ithe"|Key"GoncernsifonlnformationnSecuritynDocument,ithe"|Informatiorri 

SecuritynRequirementS"|Document,ithe1TPL"|Documentatiorr|RequiredifonPhase"|Review"i 

document,nandithenSecuritynEvaluatiorr|Methodology."i

« , < FEIVf * A .EiSECURITYiCHECKPOINTS-m

InformationnSecurityincludesisign bfficheckpointsiatithe-iRequirementsiand-pesigni 

phases,nandf'go/no 'go"nauthoritynat"|theiTestnphasenofithe1T'iSystem"|Lifecycle.Ti 

ApprovalsnareTequested"from1nformationnSecuritynbyithenprojectiteam,nandnestablishn
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assuranceithroughout"|thenSysterrr|Development"|Lifecyclen(SDLC)ithat1nformatiorri

SecuritynRequirementsnareTnet.n

5.6,73 SECURITYiENGINEERINGnPRODUCTSi

Whilensupportingithe1TnSystenriLifecycle,ivariousnartifactsnarenproducecl"|toncommunicate"i

thendevelopingnand-|measuredisecurity-|posturenofitheinformationnassetnbeing-|

developed.jn

During"|Project"|Preparationnphase,ithenprojectiteamidentifiesitheitypesnofinformatiorri

thatnannassetnwilhhandle;itheinformationnownenandncustodiansnofithatinformation;ithe"i

sensitivitynofitheinformation,nandithenenvironmentsinnwhich"|theinformationi/villnbe"i

handlednandnaccessed."nlnformationnSecuritynusesithisinformationinnconjunctioniA/ith"i

interviewsnofithenprojectiteamnand"|theivariousistakeholdersitondevelopna"|Preliminaryi

RisknAssessmentiforitheinformationnasset.TiThisTisl<nassessmentidentifiesngeneralized"i

risksithat"|thenassetnmaynpose"|to"|thenenterprisenanditheinformatiorr|thatithenasset"i

handles,nand"iprovidesTecommendationsnorr|theitypesnof'icontrolsithatishouldnbe"i

employedirriprotecting-|theinformation.-|

At"|RequirementsnphaseTeview,"|the"|PreliminarynRisknAssessmentis"ireviewednaIongnwith"i

the-|Requirementsndocumentatiorr|toiverifyithatitheTecommendedncontrolsnare-|required-|

asnpartnofithenproject.TiDirectifeedbackisnprovideditoithenproject"|teaminnorder|to"i

facilitatenanyTiecessarynchangesitoithe-|Requirementsithat-|SupportTiecessary-|

InformationnSecurityncontrols.n

At"|Desigrriphase"ireview,"|the"|Designndocumentisnexamineditoidentifyifithendesigrri

appearsitoneffectivelyimplementitheTequiredncontrols,nand"|toidentifyianyTisk"i

conditionsnondeficientncontrolsithatTnayriotnhave"|beennpreviouslynapparent."|Direct"i

feedbackisnprovided"|toithenprojectiteaminnordentO"facilitatenanyTiecessaryichanges"|tO"i

thenDesignithatnsupport"inecessaryiInformationnSecurityncontrols."i
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During"|Buildnphase,ithenassignednSecuritynEngineerprovidesndirectisupportifori

implementationnofisecurityncontrols"|byTthenprojectiteams.Tilnnaddition,ithenassigned"i

Security-|Engineerperforms-|Somenpreliminary-|securityitestingnonnbaselinenconfigurations-|

ofnproducts,"|usuaIlynbeforencustomizationnandintegrationnhappen."nThisnprovidesna"i

meansnofidentifyingivulnerabilitiesirr|Softwarenonintegrationnproductsithatithei\/endors"i

willnbenexpected"|toTemediate"|beforeithenassetnentersnproduction."nThe"findingsifromithe"i

detailed"|technicalitestingnatithisistageincludenspecificidentificationnofi\/ulnerable"i

conditionsnonmaterialndefectsithatieaditonsecurityTisks,nandnare"|usuallyiidentifiednbyi

the"CommonnVulnerabilitiesnand"|Exposuresn(CVE)TeferencesTnaintained"|byiMITRE"i

Corporation.tti

At"|Testnphase,ithenassetisitestediforncompliancenwithitechnicalnandnadministrative"i

securityncontrols."nThendepthnandndetailnofithisitestingivariesnaccordingitonassessedTisl<s,"i

with7norendetailednandncomprehensiveitestingnbeingnaffordeditoithosenassets"|thatnare"i

assessednwithithenhighestTiskievels."nTheTesultnofitheirestnphaseTeviewnofiannassetisna"i

SecuritynEvaluationnReportithatndescribesitsnoverallisecuritynposturenandispecificisteps"i

toTemediatenanyivulnerabilityTfindings.TilnformationnassetsTnustnbendetermineditonbe"i

compliantiA/ithlnformationnSecuritynRequirementsnbeforelnformationnSecurityiA/ilh

grantnapprovalforiannassetitonenterproduction-|through-phange-|Management-|

processes.Tn

UponisuccessfulncompletionnofiTestnphase,nSecurity"|Engineeringitransitions"|trackingnof"i 

thenassetitoithelnformationnAssuranceiteanrforifollow 'onncompliancei/vork."nThenasset"i 

isitrackednasnaTnatternofncoursenbynSecurityiOperationsnprocesses."i

» - 1 ■:;« i‘ )•' r I > ARTNERnPRODUCTSiANDn

;si

lncreasingly,nhardwarenandisoftwareisolutionsnarenoutsourceditoithirdnparties"|thatnare"i

notnunderithendirectTnanagementnofnSDG&E."Pften,ithisisituationTnakesitimpracticah

tonapplyithencompanyiifecyclenapproach.iTonaddressnpotentialndifferences,nadditionalnori
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aIternativencontrolsnareieveraged."|Fonexample,nexternaIithirdnparties"imaynbenevaIuated"i

asnaccomplishingncompanyncontrolnobjectivesneitheriusingndirectnexaminationnby"i

companyilnformationnSecuritynpersonnelnornbynanindependentithirdnparty.Tn

lnnbothncases,"|theisubjectithirdnpartyisTneasuredifoncomplianceiA/ithncommonlynused"i 

standardsiike-|IntemationaI-prganizatiorrfornStandardizationn(ISO)n27001,iSOn27002,-| 

ISO"|15408,nonNISTnSPn800 l53."nAdditionaIly,na"ipreviouslynperformedncomprehensive"i 

StatementnonnAuditingnStandardsn(SAS)n70-|typeilnaudit7nay-|benuseditoncollect-|

informationnabout"|thensecuritynposturenofia"|thirdnparty.Tn

ContractitermsnandnclausesinithenStatementnofiWorknonMastenServicesnAgreement"i 

provideitheTnechanismifornenforcementnofitheisecurity lrelatedTequirementsnandithen 

right"|to7neasurenaccomplishmentnoficontrolnobjectives.Ti

5.6.8 OPERATIONALnSECURITYn

The"goalnofnoperationaIisecuritynis"|tonensure"|thatinformationnandinformatiorrisystems"i 

arencontinually-|monitoredforithreatsnattemptingitonaccess,ndamagenornotherwise-| 

disruptithem,nandifontheivulnerabilitiesithoseithreatsnareitryingitonexploit."|The"i  

company'S"|InformationnSecuritynProgramincludes"|theifollowingnoperationaIisecurityn 

elements.-!

ffi Event"Collectionnand"|Logging."|lnformationisystemsiforwardiogsnandneventsitO"i 

centralizednenvironmentsiforithencollectionnandnanalysisnofnevents."i 

ffi Event"|Management.nA"|7x24nSecurity"Pperations"CenterTnonitorsneventsnand"i 

loggingnsystems"forisuspiciousneventsithatnarendetectednandinitiatesnanincident"i

response"|team,nasTiecessary."i

ffi lncident"|Response.1fiansecurityneventnoccurs,nanincidentTesponse"imaynbe"i 

initiated.nSuspiciousneventsithatnescalateintoincidentsnarenrecognizednquickly,"! 

andncontainedinnorderito7ninimizenadverseimpactitoitheisystem,isoTecoverynof"i  

theisystemncannbegin.nlncidentTespondersnareTeadiediforisuchnactivitiesithrouglri
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training,nproceduralndevelopment,itestingnandncontinuousimprovement."i

CriminaIincidentsnare"ireportedithrough"|theinternal"CorporatenSecurityn

department-|tonappropriateiawnenforcementnagencies.-|

ffi VulnerabilitynManagement.nVulnerabilitiesnareidentifiednandnevaluatednbeforen 

theyncannbenexploited"|byna"|threat,nand"|tonensure"|timelynmitigationnofithose"i  

vulnerabilities."!

ffi Penetration"|Testing.irestingisnperformedinnanneffortitondiscovernand"imitigate"i 

vulnerabilities.1nternalnand"|thirdnpartiesnare"|useditoisimulaten"attacl<s"nonithe"i 

systenrfromithenperspectivenofiannoutsideithreatinnorderitoifind"|bacl<doorsnor"i 

otheri/veaknesses"|thatnareTiotTeadilynapparentinithe"|system."i

» 1 , ' A BILITYiMA f ' YIENTi

Thenmostncommonnsecuritynexploitationsieveragenknownivulnerabilities.nVulnerabilityn

Management-|minimizesTisl<nassociatediwithnknownivulnerabilitiesnby-|seel<ingito-|

discovernandTemoveitheTiumbenofivulnerabilitiesinithencompany'snbusiness"i

operationsnandinfrastructure.iThisnapproachiA/illnbenapplied"|toi<nownivulnerabilitiesin"i

SmartnGriditechnologiesnprioritondeploymentnandTnonitoredithroughoutitheir)ifecycle."i

ThenVulnerability-|Management-|ProgramitracksTeportingnandTemediationnofiknown-|

vulnerabilitiesnacrossTnultipleinformationnresourcesnbyTnonitoringivendorsiA/hicIri

providenandisupportnenterpriseinformationnandncontrolsisystems,na"inumbernofnpublic"i

andiimitedndistributionivulnerabilityTeportingiists,nanditrackingnandTeporting"i

vulnerabilitiesndiscoverednduringinternalitestingnactivities.iThenprogramnensures"i

systems7naintainncurrent,isupportednpatchesnand"|upgradeievels."i

FunctionsnofithenVulnerabilitynManagementnprograminclude:"!

ffi Penetration"|Testing:"nEvaluatingithensecuritynofnancomputerisystemnorTietworknbyi 

simulatingnattacksifromnanmaliciousnsource.Ti
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ffi ApplicationnScans:"nAttemptsitoidentifyi\/ulnerabilitiesinithenapplicationnand/on 

webiayers.ji

ffi VaIidationnScans:-nAttempts-|toidentifyivulnerabilitiesiir|thenhostnoperating-| 

systems,iikeiWindows,-|Linux,-|UNIX,ietc.-|

ffi Reports:"nRequestTesultsifromnaTnonthlyischedulediscannononenofithenabove"i 

serviceTequests.n

VulnerabilitynManagementnactivitiesnalsonuses"|thencompanyTisknacceptancenprocess."i

Undensomencircumstancesitis"inecessaryitondocument"|thenacceptancenofibusinessTisk"i

resultingifromnangapnbetweenithenapplicableisecurityTequirement(s)nandithe"i

implementedisecurityifeaturesnandncontrols."i

1RECOVERY1

While"|thengoalnofithencompany's"|InformationnSecuritynProgramisito"iproactivelynavoid"i

incidentsiA/hichithreatenitoncompromisencompanyidata,nsystemsnorTelatednassetsnusing"i

proactive-|means,itnalsongovemsnSDG&E'sTesponse-|toincidents.-nAndisorganizedTeactiorri

tonan1nformationnSecurityincidentncannbenasndamagingito"|thencompanynasitheincident"i

itself.T|Therefore,itisimportant-fo-follow-p-|well ldefinednprocessirriresponse,iwithnclear-|

coordinationTesponsibilities.iTheifollowingndescribes"|the1ncident"|Responsenand"i

Recoverynprocessifollowedirr|theneventnofian1nformationnSecurityincidentiA/hichnputs"i

companyiassetsnatnrisk.Ti

- * ‘ b' i{ NCIDEff I '< ) ' AMi(CIRT)i

ThenComputenlncident"|ResponseiTeanri(CIRT)iteamisTesponsibleiforndetecting,"i

responding"|to,nandnassistinginithe"irecoveryifromncomputerisecurityincidentsithat"i

impainthencompany'snabilityiton

ffi Generate,"|transmitnondistributenenergy;n

ffi ConductTiormalnbusinessnoperations;"i

ffi Operateinnaisecurencomputingnenvironment;"i
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ffi Threatenithenprivacynoficustomers."i

1 1

:essi

The"|Incident"|Response"iprocessisinitiatedi/vherr|thenSecurityi3perations"Centen(SOC),na"i

7x24iteamndedicatedito7nonitoringnenterpriseisecurity,ndetectsnorTeceivesnaTeportnof'ia"i

securitynevent.iTheiteamncollectsnandnevaluatesitheinformationinnorderitonassess"i

whetheritheneventisnanincident.1fitheneventisnanincident,ithe"CIRTiteam,i/vith"i

appropriate"ipredefined7nembers"|basednorr|the"inaturenofitheincident,isnactivated."i

ThenCIRTiTeanrimanagesitheincidentTesponse,"irecoverynandnpost 'rncidentinotification"i 

andnreportingnbyn

ffi Performingnaitriageitondetermine"|the"|bestncoursenofiaction,"gathering"!

informationnonnhowito"iresolveitheincident,nhow"|toncontain"|theneffects,nand"i

consulti/vithithenappropriatencorporate"imanagementTepresentativenbefore"i

actionsnareitaken;-|

ffi Takingnactions-|tonhaltnandncontainimmediatendamagendueitonanincident;-| 

ffi Remediating"|thenaffectednsystemsiton"fix""|thendamagencausednbynanincident;"i 

ffi Observingithenassetsnbehaviorinnordento"gaininformationnasito"|theTiaturenofi 

theincident,nand"ipotentiallyidentifynaiargerissue;"i 

ffi DeterminingiwhethenorTiotitheiformahForensics-|ProcessTieedsitcnbeinitiated,-| 

givenitheinformationnabout"|theincidentnavailable.1flthe"|Forensics"|Processis"i 

initiated,itheTesultsnareTeported"|backitoithe"CIRT;"i 

ffi PerformingnorTequestingna"|Root"CausenAnalysisn(RCA)"|tondetermineithenbasic"i 

reason-foritheincident,nandnsuggestnancoursenofiactionitonprevent"|theincident"i 

fromTe 'occurring;-!

ffi Determiningitheifinalnactionsnandnactivities"ineeded"|tO"ireturnithencompany"i

systemnandTietworkitonan"knownnsecureistate,"nanditonprevent"|theincidentifrom"i 

re 'occurring;iwhich7nayinvolve-!policynalteration,nsecurityitraining,ncomponent-!

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil86i

i

SB GT&S 0007139



upgrades,npatchnapplication,no nothenrernediationnactions."nSpecificaIly,ithe"|Risk"i 

Management"iprocess7nayn(andiikelynwill)"|bencaIlednfromnthesenfinaInactions;"i 

ffi Collecting,ndocumentingnandprotectingnaIlneventnandisituationndatairr|the"i 

SecuritynEventTepository;n

ffi Reportingntcnappropriatenpartiesnaboutnthe1ncident.-|

1

:essi

lfltherenhasnbeennaiserviceimpact,"|the"CIRT"|TeanriLeadnactivatesnandncoordinatesiA/ith"i

thenService"|RestorationiTeanri(SRT)ntoTespondntO"|thenoutagenbyTestoringiservice,iA/hile"i

addressingnthenpotentialTieednfor|ForensicsndataTnaintenance,nand"|Root"CausenAnalysis"i

tonbenperformednaftentheincident."!

- * ' ' TIONnAND-1REPORTING1

DependingnonntheisystemnoriInformationinvolvedinnanincident,nasiA/ellnasTegulatory"i  

requirements,ndifferentinternalnandnexternalnorganizationsiA/illTieedntonbeinformed"i 

regardingntheincident.iThesenorganizationsnpotentiallyinclude,"|butnareTiotiimitednto,"i 

FERC,"|NERC,"|the"Commission,"|ES [fSAC,nthe"|DHS,nthe"|FBI,nother)awnenforcement"i 

agencies,nandimpactedncustomers.n

5.7 SDG&E'SnPHYSICALiSECURITYiPROGRAMi

UtilitiesnhaveiongTecognizednphysicalisecurity-|threatsnasisignificant.nAsnSDG&E7Tioves-|

morenassetsnofincreasingnvaluenfurthenoutintonthenfield,includinginformationnassets,"i

existingnphysical"|securitynthreatsiA/illnbenexacerbatednandTiewnonesintroduced."|Having"i

physicalnaccessntonaninformationnassetincreasesntheiikelihoodnthenassetncan"|be"i

exploited .irhencompany's"|PhysicalnSecuritynProgramTecognizes"|thatnasTnore"i

informationnassetsimovenoutnof-iwell lprotectedndatancentersnandintonthenfield,nmore-|

robustnandnfastenrespondingnphysicalisecurityncontrolsTnustnalso"|benapplied."i

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil87i

i

SB GT&S 0007140



5.7.1 INVESTIGATIONS-]

Physicalisecurityinvestigativencapabilitiesnextendnovernaiservice-|territoryncovering-|much-|

ofnSoutherrrOalifomianandnpartnofiMexicoinnorderitoisupportnSmartnGricInphysicah

security.-!

5.7.2 S ITEnS ECU R ITY"]R E VI EWSiANDiVULNER ABILITY-ASSESSMENTS"]

CriticalisitesTnustnbeTeviewednbyncorporate-|securityTepresentativesithat-|havenbeen-|

trainedinnassessingnphysicalnsecuritynof-facilitiesnandnproperties-forithreatsnand"!

vulnerabilities.-|DiscoveredivulnerabilitiesnarenprioritizednandncommunicateditoTisl<-|

owners-|toTnakendecisionsnaboutnhow-|tonavoid,-|mitigate,-|transfenonacceptitheseTisl<s.-|

Appropriate-|mitigations-|mustnbenapplieditoTeduceitheTisl<itonsafety,nasiA/ellnasnasset-|

lossnorndamage."!

5.7.3 PHYSICALnSECURITYnMANAGEMENTn

Physicalisecurity-|servicesTnustnbeneffectivelyTnanagednandnexpandeditoincorporate-|

SmartnGridinfrastructurenconsiderations.nSuchTnanagementnservicesinclude:-|

ffi GuardnServices-|4ncluding-|managementnofiemployeenoncontractonguardiforces;-|

ffi TechnicalnSecuritynServicesn4ncludingifacilityncIearing,nandncounter 'surveillance"! 

measures;nVideonsurveillanceincludesiocalnand-|remoteTnonitoringnof-iactivitynat-| 

gatesnandnothenstrategiciocations.-|LiveTnonitoringnat-guardistationsnand-| 

recordedivideoiforincidentinvestigation.-|

ffi Alarnr|Monitoringnand-|Response-|

5.7.4 SECURITY-]COMPLIANCE"i

Asnwithncybensecurity,facilitiesithat-|SupportnSmartnGridinfrastructurenandnactivities-! 

mustncomplynwithnalliegal,Tegulatoryiandncompany 'drivenistandardsnandnpolicies.-| 

ComplianceTnustnbeneasilyiverifiednandTeportable.-!
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PhysicalisecurityncapabilitiesifonmissionncriticahfacilitiesnarenperiodicaIlyTeviewed"|byTthe"i

DHS,"|NERC,nanditheiTransportationnSecuritynAdministrationn(TSA)."i

5.7.5 ACCESSnADMINISTRATIONn

Effectivenaccessnadministrationincludesifacilitynaccess"imanagementncapabilities,"i 

includingithencompany'snenterprise lwidenbadgenaccessnsystem.-|Employees,Evendors,-| 

contractorsnare"irequireditonhavenphoto1D/accessnbadgendisplayednwhilenonisite.nAccess"i 

isinnaccordancenwithnaIlnapplicableiawnandTegulation,includingito"|FERCTequirements."i

5.7.6 SECURlTYnAWARENESSnAN DETRAINING*!

Employeenand"|thirdnpartynawarenessnand"|trainingnofiphysicalisecurityEthreatsnand"i 

vulnerabilitiesnarenancorenpartnofithensecuritynprogramnandincorporateTelevantisabotage"i 

awareness,EthreatndetectionnandTeportingTnechanisms.n

5.7.7 THREATeMONITORING,eGLOBALeEVENTeNOTIFICATIONeANDeALERTSe

ThreatinformationnsharingTnustnbeintegratednandEflowneasilyTiotnonlynbetween-|

companyiphysicalnandncyberisecuritynprogramsnbutnalso"|betweenEthese"iprogramsnand"i

relevantiawnenforcementnandintelligencenagencies.Ti

1

1

1

1

1

1

1
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5.8 SDG&EiRESPONSESnTOiCOMMISSiONnQUESTIONSiREGARDINGiPRIVACYn

ThisnsectionncontainsnSDG&E'sTesponsesitoithenquestionsnposedito"|thenCaIifornia"i 

lnvestonOwned"|Utilitiesnbyithe"GommissionirrPrdering"|Paragraph"|10nofiD.10 ^6 l047"i 

concerningitheisecuritynoficustomerinformation."i

5.8.1 IN FORM ATIONiCOLLECTEDiVIAiSMARTiMETERS,iPUR POSES,-1

MINIMIZATION"]

What types pfjnformation pbout customers tire pryvilli>e tollectedpia the smart 7 

meters, pndyvhat pre the purposes pfthe information pollection ?iOouldthe 7 

information tollection fje jninimizedyvithout failing to jneetthe specified purposes ? 7

SDG&E'sismartTnetersnarencapablenofistoringTnanyitypesnofienergyTelatedndata."i

However,ismart"imetersndoTiotistorencustomerndatanotherithannenergyTneasurement"i

data."mSDG&E'sismart"imetersnarenprogrammed"|toistorenenergyTneasurementndata"|that"i

isTequiredifonbilling.TnAdditionally,nSDG&E'sismart"imetersncollectndifferentnenergy"i

measurementndatandependingnonithenelectric"iratenontariffnassociatednwithithe"i

customer'snaccount."nGenerally,nSDG&E'snsmartTnetersncollect"iregisterTeadsnand"i

intervalTeads"fornelectricTnetersnandTegistenreadsiforgasTneters."nlnnadditionitoithe"i

energyTneasurementndatanSDG&EnalsoncollectsinformatiorrirelateditoYevents'ifromithe"i

meter,nsuchnasnaitamperialarm,nandiDther|informationY:hatnallows-|thencompanyY:o-|

validateithenaccuracypfithendatancollected"ianditransmittednbackitonSDG&E.Tnlnnorder|to"i

benassurednofiaccuratenbillinginformationnandnascertainithenstatusnofitampering,"i

outagesnandnothenevents,ithendatancollectedisTiecessarynandncannot"|beTninimized.Tn

Belowisna-|listingnof|theinformationnbeingncollectednbynSDG&E'snsmartTnetersnby-|

customenclass."nAsnstated,nSDG&E'snsmartTnetersnarencapablenofibeingnprogrammedito"i

collectTnanyitypesnofinformation;nexamplesnofithesenadditionalncapabilitiesnare"i

includedirnAppendixi5.10.2.-|

1
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BasiciResidentiah

1. Delivered"|RegistenRead"n

2. Received-|Register-|Read-n

3. TotahRegisten-nDeliverednplusnReceivedTi

4. DeliverednhourlyintervalsTi

5. Eventinformationisuchnas"|tampernaIarmsnornoutageinformationTi 

Basic~Commerciah

1. Delivered"|RegistenRead"n

2. Received"|RegistenRead"n

3. Net"|Registen-"|Delivered"iminusnReceivedTi

4. Delivered"|15TninuteintervaIs"n

5. Eventinformationisuchnas"|tampernaIarmsnornoutageinformationTi 

AdvancediResidentiali&~Commerciali(e.g.ico generation,ibi ^irectionaQi

1. Delivered"|RegistenRead"n

2. Received"|RegistenRead"n

3. NetnRegisterriDelivered-|minus-|Received-n

4. Delivered"|15TninuteintervaIs"n

5. Received"|15"iminuteintervals"n

6. Eventinformationisuchnas-|tampernaIarmsnornoutageinformationTi

Notes: 7

1. Delivered-|meansnenergyndeliveredfromnutilityito-|thencustomer.-|

2. Received7neansnenergyidelivered"fromncustomeritoithenutilityn(e.g.,ifromnaToof 

topisolarinstallation)."i

L

1

1

1

1
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5.8.2 EXPECTEDnDEVICES-iAND-iASSOCI ATE DniN FORMATION"]

Does $DG&Eiiave prpxpect to jiave other types pftlevices, such ps programmable 7 

communicating thermostats, which pan collect information pboutpustomers? 1fco, 7 

what types pfinformation pre collected, pndwhatpre the purposes pfthe 7 

information collection ? -Could the information collection t>e tninimizedwithout 7 

interfering with the specified purposes? 77

SDG&Eisnpilotingnnewitechnologiesithatnenablendevicesinsideithenhome,isuchnasin L 

homendisplays,nprogrammablencommunicatingithermostatsnandnothen"smart""i 

communicatingndevices,itonbencommissioneditoithencustomer'sismart"imeter"i 

(collectively,"|HomenArea"|Networknor"|HANndevices)."nThesendevicesiA/ilhpresent"i 

information,nsuchnasnconsumptionnornprice,nandnwilhbencapablenofireceivingnsignals"i 

controllingnend lusendevicesnbasednonnestablished"ipreferencesisetnbynSDG&Encustomers."i

lnformationncollected"|byithese"|HANndevicesisTnanufacturernandndevicendependent."n 

SDG&E'sismartTnetersnarenequippediA/ithnZigBeeitransceiversnand"|thenZigBeenSmart"i 

Energy-|Profile-|(SEP).-|ThenZigBeenSEP"iprotocolnprovidesfoncustomeri 

acknowledgements,nsuchnasnacknowledgingithatnaTnessageiA/asTeceived,no nanchoiceiton 

opt *outnfromnandemandTesponsenevent.TiDevicesnthatnusenprofilesnother|thannZigBee"i 

SEP"imayncollectndevicenstateinformation,isuchnas"|thencurrentnthermostatiset"ipoint,"i 

mode"i(coolingnornheating)nand/orncurrentntemperatureisensednbynthenthermostat.Ti 

Certainnend bsenmeteringndevicesnmayicollect-iintervahconsumptionndatanofithenend bsen 

appliance.TrPther,Tnorencapablendevices,"imay"irecordnallinformationinputnbynthenusen 

similarntonthencapabilitiesnofnanpersonalncomputen(e.g.,ntabletncomputers"|usednasin L 

homendisplaysnonZigBee"|USBndonglesnthatnwould"|usenancustomer'sncomputernas"|the"i 

useninterfacenfontheinHAN)."!

MinimizinginformationncollectionTnust"|benbalancednwithntheinformation"ineeded"forna"i

meaningfulncustomernexperiencenandTealizationnoficustomer,nutilitynandisocietah

benefits."nHANndevicesnexchangeinformationnwithncustomersnandnthenutilityntonenable"i
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vaIuednaddediservices.TnFeatures"|thatTnakendevicesndesirableitoncustomers"imayTiot"|be"i

theisame"featuresithat"imakeithemndesirable"fornutilities.TiFornexample,nutilities"i

generaIlyistrivefonoperational,nenergynefficiency,ndemand-|response,nandisocietah

benefits."nHowever,ncustomersndesireitechnologiesithatnprovideiowencostnandngreaten

choice,nconvenience,ncontrol,nandncomfort,nasi/vellnasnotheritangiblenandintangible"i

benefits.TCustomenrequirementsiforinformationnexchange"imayndifferifrorrr|thatnof"i

utilities-nUtilitiesTnayrninimizendeviceinformationncollectionitonachievenutilityn

operationalnandndemandTesponsenbenefits."nHowever,TninimizingndatancollectionTnayn

resultiniowernadoptionTatesnbecauseisomencustomersi\/aluengreaternamountsnand"i

frequencypfinformationnandncustomizationnofithenexperience.nSDG&Eintendsifori

devicesnandisystems"|toncollectnonlyithe"iminimahinformatiorrinecessaryitonperfornr|theiri

functionsnand"iprovidencustomersi/vith"featuresnandnoptionsithatnprovideivalue."i

5.8.3 EXPECTEDni N FORM ATIONnFROMnSMARTnMETERS^NDnHANnG ATE WAYn

What types pfjnformation, ifgny, sloes $DG&E plan to tollectfrom the smart pneterj 

andffometkrea fretwork -gateway? 77

DetailsTegardingnsmartTneterndatancollectionnandncapabilitiesnarendiscussedinithen

responseitonquestionna,nabove."|Regardingithe"|HomenArea"|Networkngateway,ithisitypen

ofideviceiservesnasnancommunicationsnconduitifonsecurelyncommissioningivariousirri

homendevices"|toitheismart"imetern(suchnasnanprogrammablencommunicatingithermostat"i

onarrjn lhomendisplay).-nThendatancollectedincludes-|MedianAccessnControln(MAC)-|

identificationTiumbers,ndeviceitype,iseriahnumber,nandnotherisimilarndata.TnThe"i

gatewayrnaybenanconduitiforndatancollectednat"|thendeviceievel."i

1

1

1

1

1
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5.8.4 FREQUENCY-]OF-]INFORMATION-]COLLECTION-]FROM-]SMART-]METERS-]

How frequently willbDG&Etakejeadings from thesmartjneterPjs this frequency 7 

subject to thange ? jA/illpustomers tontrolthis frequency? 777

Asistatednabove,ismartTnetersncollect"|hourlynonl5TninuteintervaIndatandependingnorri

theitypenoficustomerianditheitariffiassociatediwithithencustomernaccount.Tiln-generah

andnunderTiormaIncircumstances,ithisndataisitransmitteditoithenutilityitwiceneachnday.Ti

EnergyiusageintervaIsTecordednatitheTnetencannbenchanged,nasncanitheifrequencyn

withiA/hichnSDG&EncollectsithisndataifromitsnSmart"|Metensystem."|Theneffective"i

frequencypfiutilityTneterTeadsisnbasednonitheTelevantitariffedTatenbeingnbilled,"i

informationitonbe"ipresenteditoncustomers,nandisystemnperformancencharacteristics.Tn

SDG&Endoesnnotnenvisionnopeningithesensystems'noperationaIncharacteristicsito"i

customencontrol.n

5.8.5 INFORMATIONnUSAGEn/nPURPOSESn

For^achtypeof information identified qbove,forTwhat purposes will thejnformation 7 

be psed? fhe purposes joust be prticulatedwith specificity, p.g., f targeted7 

marketing"insteadpffpromoting pnergypfficiency. "7

As-|Statednabove,itheinformationncollectedfromnSDG&E's-|smart7netersnand-|HAN-|

systemnarenusedifonbillingnandnconsumptioninformationnpresentationnpurposesnandito"i

allownend lusendevicesito"|bencommissioneditonanparticularncustomer'sTneter.Ti

Additionally,ithisinformationi/villnbe"|Useditoneffectivelyimanageithe"|HANisystem,naIlow"i

verificationnofienergyiandncapacityisavingsn(demand"iresponseTneasurementnand"i

evaIuation),npossiblyiprovidenadditionaIifunctionalityitoncustomersnasithenmarket"i

continuesits"growthnand"imore"functionaIityisnenablednbyithenSmartnGrid,nandnpossibly"i

makencustomersnawarenofnenergyiservicesitheyTnayifindnofivaIuensubjectitonaffiliate"i

compliancenrestrictions.n

1
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5.8.6 INFORMATION-|RETENTION-|PERIODS-]/-|PURPOSE-|OF-|RETENTION-|

Forpachtypepfinformationxollected,forfiowiongwilltheinformationt)eretained,7 

and what is the purpose pfthe retention ? lOouldthe retention period tie shortened! 

without failing topneet the specified purpose ? 77

Regardingndatancollectednbynhomenoripremisenarea-|networkndevices,nSDG&Eisinithe-|

earlyistagesnofipilotingisystemsitonascertainncustomeriacceptancenandisatisfactioniA/ith"i

thesensystemsnasiwellnas"|tonevaIuateisystem,itechnologynandndevicenperformance."i

RetentiorripoliciesiforitheinformationnassociatediA/ithitheseisystemsnhaveTiotnbeerri

forma!lynestablished,"|howeveriSDG&EintendsitoTetainithisinformationifononlynasiong"i

asis"inecessaryito7Tieetithesenevaluationnpurposes."nAs"|thesendevicesnandisystems"i

becomeTnoreiwidelyideployed,ndataTetentionnwillnaIsondependnonithe"irequirements"i

associatednwithitheiverificationnofienergyiandncapacityisavingsn(demandTesponse"i

measurementnandnevaIuation)nandnothendemandTesponsenonpnceisignaInevent"i

acknowledgementnpurposes.n

RegardingithendatancollectedfromnSDG&E's-|smart-|meters,Tetentionisndrivennbyfactors-|

suchnas"|Electric"|Rulenl8n(thatnstates,innpart,ithatifieitheriaTesidentiaInonnonresidentiah

customenisifoundito"|havenbeennoverchargedndueito"|billingnerror,"|thencaIculationnofithe"i

amountnofithenoverchargeiforTefunditoithencustomerisifonupitonanperiodnofithree"i

years),ncredit,"imeterTevenuenprotection,ioadnresearch,Tatendesign,nandisystenri

planningTequirements.T|Foncredit-|purposes,itheTetentionTequirementfondatais-|

seveniyearsiA/hichisitied"|toncreditTeportingTequirements."nThis"iperiodnofretentionis"i

aIsoTequirednbyiawifiancustomerndisputesnanitemnonitheirncreditTeport,nandithus,"i

such"iretentionis"inecessary."|ForTneterTevenuenprotection,iegalTequirementsifon

reportsnandinvestigationsnareifona"iminimumnofiseveniyearsnplus"|thencurrent"i

year.T|However,ifornunauthorized"|Usen(whichincludes,"|butisTiotiimited"|to,Tneteri

tampering,nunauthorizednconnectionnonreconnection,itheftnorfraud)ithereisTiO"i

limitationTegardingitheTebillingnperiodnandideally,nenoughnpastinformationi/vouldnbe"i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil95i

1

SB GT&S 0007148



availableitoje lbillifor|thenentirenperiodnofithe"|unauthorizednuse,nwhichiA/ouldnbenefit"i 

aIlnothencustomersn(thesenprovisionsnare"iaIso"foundirriElectric"|Rule"|18).Ti

lnnadditionitoithenaboveTequirementS"foncustomer/naccountnspecificTnetendata,"i

therenarenaIsoTequirementS"|toi<eepTnetendataiforiongernperiods,nhoweverforithese"i

purposesithendatandoesTiotTiecessarily-|needito-|beitied-|tonanparticulancustomer,nbut-|

ratheritongeneralncategoriesnofncustomersn(i.e.:TesidentialYismaIlncommerciaIYiarge"i

commerciaInor-|inIand/desert/mountain/coastaInclimatenzonenonothencustomer-|

groupings).TiTheseTequirementsnareitieditonsuchithingsnasTatendesignnandisystenri

planning.7iAdditionally,ioadimpactnanalysisnassociatediA/ithndemandTesponsenon

energyefficiency~programs~areTequired_pverperiods“extendingiupitoilOiyears~as“arei

pricenelasticityistudies"|thatTequirenaisubstantialnamountnofnprenand"ipost"irateitreatment"i

usageinformationn(upitO"|10iyears).TnThis"|dataisTetainednupitO"|15iyears."i

SDG&E'sTecordsTetentionnpoliciesnevolvenover|timenandiA/ith"|thendeploymentnofithe"i

Smart"|Metensystem,ithesenpoliciesnarenbeingTeviewedinndetail"|tondetermineTiecessaryi

changes."nThenaboveTiotedTequirementsnwillnbeithendriversinndeterminingnupdated"i

retentionTequirementsYoritheitypesnofidatandiscussed."i

5.8.7 DATA*iSHARlNG*iAND-|ASSOClATED-]ISSUESn

(l)1iA/ith yvhom jioes $DG&E?hare xustomerjnformation xmdxnergyxlata currently? 7

SDG&Encurrentlyiprovidesncustomersiwithnaccess"|totheiriusagendataiviaivariousnonline"i

applicationsnandisnplanningitonprovidenadditionalnchannelsinitheYuture.Ti

For|Iargencommercialnandindustriah(C&I)ncustomers"|whoncurrentlyihaveintervalndata"i

metersi/vithitelecommunicationn(generallyn200i<Wnorngreater),nusagendatanatithe"|15"i

minuteintervalisnprovidednon *tineiviaithei<WickViewnapplication."nThenC&Incustomen

accessesithej<WickViewiapplicationithroughiSDG&Esiwebsiteiati.vwvv.sdge.corn.irhei

kWickViewnapplicationnhasnbeennavailablenonlineitoiarge"G&licustomersisincen2001.TiIn"i

additionitonenergynusagendata"i(kWh),nkWickView"iprovidesncustomenspecificTnonthly"i
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demand"i(kW)ifor|thenbillingTnonth.Tn

ResidentiaIncustomernaccessitonSDG&E-|smart7neter|hourlynconsumptionndatais-|

availableivianGoogle's"|PowerMeterngadget."nSDG&Encustomersnwhonchooseitonaccess"i

theinconsumptionndataivianGoogle's"|PowerMeterTnust"iregisteriA/ithnSDG&Enasna"|My"i

Accountncustomeriand7nust-|providenexplicitnconsent35for|theitransfernofL|their|intervah

usagendataitonGooglenduringithenGooglenPowerMetenenrollmentnprocess.Tm

SDG&EisharesncustomerinformationnandnenergyidataiA/ithivariousithirdnpartiesiA/ith"i

whomitncontractsifonsuchnpurposesnasnon *tinenenergyidatanpresentment,ncreditnchecks,"i

collectionnagencies,nadministrationnofndemandTesponsenandnenergyiefficiency"i

programs,ifacilitationnofrneteriinstaIlations,nSDG&E"|brochurenornotherTnailings,ne 'maih

contactsnconcerningitheirngasnornelectricnservice,itoifacilitatenon ltinenpaymentnofnbills,"i

and"nadministrationnof)owincomenprogramsn(such"ias"GaIifomianAltemate"|Ratesifori

EnergypnCARE)namongnotherTeasons.TilnncasesiA/hennSDG&Endoesisharencustomeri

dataiA/ithna"|thirdnparty,ncontractuaIitermsnandnconditionsnareincludeditoT3rotectisuch"i

datanand,ifinecessary,"|holditheithirdnpartiesnaccountableifisuchndataisTiotnhandled"i

properly.-!

(2) With yvhom tloes $DG&E reasonably foresee sharing jiata in the future ? 7

SDG&Eplans-|toicontinueitcnofferiaivarietyiofpn ltineienergy-|managementitools-|to-| 

customersinitheifutureisoithatncustomersncair|trackitheirnusage,identifyithenesti matedn 

bill 'to ldate,nbilliforecastndata,nprojected"imonth 'enditieredTate,na"iratencalculator,nand"i 

notificationsitoncustomersnasitheyncrossTateitiers."m

SDG&E'sfuture-iplansinclude-imobilenapplicationsfoncustomersnandTiew-!

experimental"ipilotsnonnhomenenergyTnanagement"|technologies"|thatiA/ilHikelyinvolve"i

thirdnparties.Ti

35iTheicustomerlsiconsentinayibeinadeneithenbyiaimanualisignatureioribyTelectronicineans;iasisetiforthi 
iniSDG&EiAdvicei.etteri2100 t,idated-|Julyi31,i2009.i
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SDG&EnaIsonenvisionsisharingncertaini<indsnofidataiA/ithithirdnparties,isuchnas"i 

aggregators,innaccordanceiA/ithitsnprivacynpoliciesnandTegulatoryTequirementsirri 

order|to-facilitatencustomernparticipationiir|Suchithingsnasnancillarynservices7narket-| 

(leveragingitheirnPEVnorToof Ltopisolarnsystems,ifonexample)nandnperhapsnothernparties"i 

thatithencustomer7nayndesignate-|(i.e.,nservicenproviders).Ti

lnncasesiA/herendatansharingisnassociatediA/ithisecondarynpurposes"i(asndefinedirr|the"i

CPUCT3roposedndecision7nailed-|Mayi6,n2011nadoptingnprivacyTules),-|prioncustomeri

authorizationnwilhbenobtainednprioritongatheringnonsharingisuchndata.Tn

(3) What jioes £DG&E anticipate is pryvMiJe the purpose jor which the thirdpartyyvilh 

usethejJata?!

ThirdnpartiesnsuchnasnaggregatorsTnayifacilitatencustomernparticipationirrisuchithingsnas"i 

ancillaryiservices"imarketsn(leveraging"|their|PEVnonroof Ltopnsolarisystems,ifonexample)"i 

andnperhapsncustomersTnayndesignate"ireleasenofndataitonotheripartiesithatiA/illnprovide"i  

variousnenergyrnanagementiservices,includingTatenanalysisnornapplianceTnaintenance."i

(4)WhatTneasures-prevriA/illi>epmployedt)y$DG&Etoprotectthesecurityvncl7 

privacy pfinformation yharedyvith ptherpntities?i

SDG&E's-jnternal-policiesTegarding-privacy-protections-pnd-|data-|exchangeTulesnare-|

basedirripartnonithe"Gommission'sndirection,ifederaInandnstatenstatutesnand"i

CommissionnordersnapplicableitO"Gommission lregulatedncompanies."|Numerous"i

CommissionndecisionsTnakenclearithat"|thenCaIiforniaTegulatednutilitiesTnusti<eep"i

sensitivencustomerinformationnconfidentiaIn(e.g.,"|D.n01 ^7 l032)."nAdditionaIly,nSDG&E"i

placesisignificantimportancenonnprotectingitsncustomers'nprivacynas-ipartnaTneasurenofi

good"|business"ipracticesifoncompaniesnentrustediA/ithisuchisensitivenandnconfidentiah

customeninformation.Tm

CustomerispecificnusagendatanasiA/ellnasncustomernpersonallyidentifiableinformatiorri

(PII)narenconsiderednand"|treatednbynSDG&Enasisensitivenandnconfidentiahinformation.Ti
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PllincludesnanynpersonaIidentificatiorrisuchnasTiame,iservice/billingnaddress,nphone"i

number,nemailnaddress,nandisociaIisecurityTiumber.TiItnaIsoincludesnconsumptiorri

informationisuchnasnusagenamountsnandnpatternsnandncredit-|historyisuchnasTecordsnofi

customers'npaymentnhistories.Ti

Asithe-generalTule,nSDG&EndoesTiotTelease-|PII"|tonaithirdnpartyn(e.g.ndata-|presentment-|

ornenergyiservicenproviders)nwithoutnobtainingithencustomer'snprionexplicitnconsent"i

andnauthorization.-nTherenare,nhowever,ncertainiimitednexceptionsito-|thengenerahrule.-|

Oniimitednoccasion,nSDG&ETnayibencompellednonrequirednbyiawito"iprovide"|Pllitoiaw"i

enforcementnagencies"|uponTeceiptnof"pisubpoenanornotheriegallynenforceable"i

documentndemandingitheinformationn(e.g.nancourtnorder)."nSDG&E'snpolicies"ipertaining"i

toiegalTequestsnondemands"forndisclosuresnofiPllndata7nadenpursuantitonaisubpoena"i

orncourtnordenarendiscussedin7norendetaihbelow.TnDepending"|uponitheispecific"i

customenrequestTeceivednbynSDG&Eito"irelease"|Pllitonaithirdnparty,nSDG&Enevaluates"i

theispecificitypenof'icustomernusagendatanandintended"ipurposenunder|the"following"i

genera I-guidelines.-fi

AllTequirementsiforndataitransfer,n(e.g.nGoogle's"|PowerMeter)isnassessednagainst"i

SDG&E'sinformationnSecurity-|Requirements.nSecurityTequirementsncomportiwith-|

effortsitonadhereitonaiaw,Tegulation,nSDG&Eisecuritynpolicynornbestnpractice.Ti

Regulationsnand-|lawsithatnapplyitoncustomernusagendataitransferinclude:Tn

ffi Sarbanes-pxleyn

ffi California"|PrivacyiBreach"|NotificationnAct"n

ffi HIPAAti

ffi CalifomiainformationnProtectionnLawsTi

ffi Best"ipracticesi/vhichndrivenSDG&E"irequirementsinclude:Ti

ffi N ISTn800/53n(Currently-|Revn2;-|Revn3inndevelopment)Ti 

ffi NIST1nteragencynReportn(IR)"|7628Ti 

ffi BS 4.77991 !S0^7002h
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ffi Control"Pbjectivesifonlnformationnand"|Relatedirechnologyn(COBITn)"i

SDG&Enhas-|several-|specificnpolicies-|that-governnpropernaccessitoncustomernenergy-|

usagendata,nsuchnas:"n

ffi Password-foliciesTi

ffi AcceptablenUsenPoliciesTi 

ffi ServicenAccountnPoliciesTi

EachnofnSDG&EisecurityTequirementsnareithe"iresultnofiandncairibeitraceditonanpolicy,"i  

law,Tegulationnand/ornbestnpractices."|BecausenofichangesitoTegulationsnandiawsnoveri 

time,nSDG&ETeviewsnpoliciesngoverningndatansecuritynandnprivacy-|protection,natna-| 

mini mum,nonnannannualnbasis.Ti

AlthoughithenSmartnGridndecisionndoesTiotnexplicitlyirequestithat"|utilitiesnaddress"i

consumernprotectionissuesithatTnaynarisenasnaTesultnofithirdnpartynenergyn

managementnandinformationiservicenproviders,nSDG&E-|believesnstatewidencertification-|

ofithirdnpartiesTnayibenprudent"|to"iprovideTninimumnprotectionnandnoversightnofithird"i

parties."nThe"Gommissionncurrentlyncertifiesnenergyiservicenprovidersn(ESPs)ithat"i

provide"|DirectnAccessiservicesitoncustomers."nAnsimilarprocessncould"ipotentiallynbe"i

useditoncertifyithirdnpartiesnrequestingnaccessitoncustomerndata.Ti

Thenproposedndecisionnofithe"GommissionTnailednonnMayn6Tegardingnprivacyirules"i

indicatesithatithe"Gommission7nayTiotimplementisuchnancertificationnprocessiforithird"i

parties36.1fithisndirectionisnadopted,nSDG&Enwillncontinue"|tonworki/vith"|the"Gommission"i

onnaiegallyiacceptablenprocessn(due"iprocess)itonceaseitransfernof'icustomerndata"|to"|bad"i

actors.n

36nFindingioffacti58iofi!;he-pDistatesi"Becauseiofi!;heprivacyprotectionsiadoptedinthisidecision/iDecauseiaTesidentiaincustomeri
mayiwithdrawiaccessto_hisiorhenconsumptionidataiat_pnytime/_pndi3ecausetheiCommissioni:ani:ind_pthird_partyineligibletoi
receiveidataieither'yiatariffpri3yTefusingtointerconnect'0idevicethatiautomaticallytransfersiusageidatatothethirdparty/itisi
notnecessaryitoicreateiaTegistrationprocesstoicertifythird'partiesiasieligibletoTeceiveiusageidata/'i
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Additionally,ifonSDG&Encontractedithirdnparties,itheiegallynbindingncontractualiterms"i

andnconditionsi/vilhprotectncustomerinformation."nSDG&E'snstandardnconfidentialityn

languageincludesitheifollowingnprovisionsndesigned"|tO"iprotectncustomers'information:"i

ffi SDG&Enusesnanbroadndefinitionnofi"ConfidentiahInformation"itonprotectnai/vide"i 

rangenofinformationTelateditoncustomers;"i 

ffi SDG&Eiimitsivendors'nusenofisuch"GonfidentiahInformationitonbeisolelyifori

purposesnofnperformingiservicesnunderiitsnagreementsn(i.e.,i\/endorsncannotnuse"i 

ConfidentiahInformationiforitheirnowrr|benefitnorncommerciahpurposes);Ti 

ffi SDG&ETequiresivendors"|tonuseTeasonablensecuritynproceduresnand"ipracticesito"i 

protectithe"Gonfidential1nformationifromnunauthorizednaccess,ndestruction,"i 

use,nmodificationnondisclosure;Ti

ffi SDG&ETequiresivendorsitondelivernorndestroynanyiConfidentiahlnformationnuporri 

request;nand"n

ffi SDG&ETiowispecifiesithatitsnconfidentialitynprovisionsnrelateditoncustomen 

Confidential1nformatiorriremaininneffectnperpetually."i

i5) What limitations and TestrictionsiA/HI$DG&E place pnthirdpartypsepndj 

retention pfdata pndpn plownstream pharing ?

Non ldisclosurenagreementsn(NDAs)nareTequiredforiallnconsultantsnorncontractors-| 

retained"|bynSDG&EithatnarenprovidednaccessitonSDG&Encustomendata."nThenNDA"i 

providesncontractuahprotectionifronriunauthorizednusenorTeleasenoficustomernenergy"i 

usagendatanonPII."n7

EachivendorisTequireditonensureneachnofiitsnagents,Tepresentatives,-|Subcontractors-|

andisuppliersnbecomeifamiliariA/ith,nandnabidenby,ithencustomenconfidentiality"i

provisionsinnSDG&E'snagreementsnasTnoreifullyndescribedinithenresponseitonquestionn

5.8.7n(4),nabove."nGenerallyispeaking,ithesencustomenconfidentialitynprovisionsnprohibit"i

thenusenorisharingnoficustomers'nconfidentialinformation"fornanyipurposenotherithan"i

performingiservicesifor|the"|Utilitynunderitsnagreements."nAdditionally,ithese"iprovisions"i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei201i

i

SB GT&S 0007154



includenrequirementsitonprotectncustomerinformationnusingTeasonableisecurityn

measuresnandnallownSDG&EitoiseekitheTeturnnondestructionnof'ianynconfidentiah

information."!

(6) fiowsvillEDG&E enforce thoselimitationsvnd restrictions? 7

SDG&Enhasiseveralnoptions-|tonenforce-|thencustomenconfidentialitynprovisionsinits-| 

agreements."nlnitheneventnofnanbreachnoriaithreatenednbreachnofithencustomer"i 

confidentiality-provisions-pf-pn-jSDG&E-pontract-|with-p-fhird-party-|with"|whomitiias-| 

sharedndata,nSDG&Encanngenerally: 7

ffi ObtaininjunctiveTelief-preventingna-|breachiDf-icustomers'nconfidentiah 

information;-!

ffi RequestitheTeturnnondestructionnofnallnornanynpartnoficustomers'nconfidential"i 

information;  ̂ri

ffi SeekTnonetaryidamagesnandnotheriegalnandnequitable"iremedies."i

5.8.8 AUDIT^NDnSECURITYnPRACTICESn

What Treasures we w williie employed jjy1SDG& E to protect the security vf customer 7 

information? 77

SDG&Eihasidesignatedia-£hief-|Privacy-pfficenwhoseTesponsibilityitisitcnensureithe-|

privacypficustomerinformationithatisinithencustodypfithe"|Utility."i

lnnaddition,nSDG&EnemploysnaTobustinformationisecuritynprogram"|thatifocusesnonithe"i

threencorencompetenciesithatnoperateitogethento"iprotect"|thensecuritynofncustomeri

information:nGovernance,"|Engineeringnand"Pperations."i

ThenSecuritynGovemancenorganizationisitaskediA/ithncompanyisecuritynpolicynand"ipolicyi 

compliance,iA/hichincludes"|thendraftingnandTnaintenancenofnpolicynartifacts,nand"i 

assuranceithatithencompanyisinncompliancei/vithnallTequirediegalnandTegulatoryicyber"i  

securityTequirements;-|securitynawareness,iwhichnensuresneverynemployeenunderstands-!

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei202i

1

SB GT&S 0007155



andnexecutesitheirToleinnprotectingncompanyninformation;isecurityistrategynand"i

architecture,iwhichnoverseesitheifuturendirectionnofisecurityncontrolsnacrossithe"i

company;-pndits-|security-progranrpffice,-|which-jeads-projects-fhatimplementTiew-|

securityncontrols.iThenGovernancenorganizationnalsoTnaintainsisecurityncontractuah

languageithatis"|usednduring"inegotiationsnwithithirdnpartiesitonensureithatifithen

relationshipncaIlsifontheisharingnof'icompanyinformation,ithat"|theinformationis"i

adequatelynprotected.n

ThenSecuritynEngineeringnorganizationisTesponsible"forndevelopingnand"imaintaining"i

companyisecurityistandardsnandTequirements,nandnensuresithatneveryTiew"iproject"i

adheres"|toisuchistandardsnand"irequirements."i

Finally,nSDG&E'snSecurity"Pperationsnorganizationis"iresponsibleifonmonitoringn 

companyinetworksnandisystemsifornpotentialncyberithreatsnandi\/ulnerabilities,nensuring"i 

thativulnerabilitiesnarenquicklyremediated,nandifithreatsTnaterialize,"|theynarencontained"i 

quickly-|Soithendamagencausedis7ninimized.-|

Has theytilitypudited priA/illitpudititssecuritypnd privacy practices, fioth internally 7 

and j}yindependentputsidepntities?1f?o,-howpftenyvill there j}epudits?jA/hatprei 

the pudit results to date, ifyny?j

Asnansupplementitonsystemnownerndrivenncontrolnprocesses,nSempra"|Energy'snAudit"i

Servicesndepartmentnperforms-|risk tasednauditsnbasednonnannannualnauditnplan.Ti

ConfidentialitynofncustomendatanandisecuritynpracticesnarenconsiderediA/henndeveloping"i

annualnauditnplans.-|The-frequencynofinternalnauditsnoficustomerinformationnand-|

privacyncontrolsnarendependentnonithenoutcomenofithenannualTisknassessmentnprocess.n

Onnoccasion,ithencompanyialsonengagesindependentnoutsidenentitiesitonperfornri

targetednassessmentsnofiSDG&Eisecuritynpracticesnandncontrols."i

ThencompanynconsidersnauditTeportsnandithenassociatedifindings,ifiany,itonbe"i

confidential."iThencompany'sisecuritynandnprivacynpracticesnprotectnconfidentiah

informationifronripublicndisclosure."i
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5.9 CONCLUSIONi

ThenCommissionnand"|the"ipublicnarenconcernednabout"|thenpotentiaInphysicaInandncyben

securityrisks"posed"by"(Smart"|Grid.it"is"incumbent"pniall"pflSmartiGrid"participants,"i

includingnutilities,Tegulators,iservice"iprovidersnandnconsumers,itondo"|theiripartito"i

ensureithatithensystemnalhparticipantsTelynorritondeliverisafenandTeliablenenergyitonouri

homesnandnbusinessesisnresistantitoithreatsnandTesilientitondisaster.n

SDG&Enbelieves"|thatifnSmartnGridisimplementednaccordingitoitsisecurityistrategy,itS"i

advantages"|toncustomersnand"|thencommunitiesitiservesnwillifanoutweighits"ipotentiah

risk.n

1

1

1

1

1

1

1

1

1

1

1

1

1
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5.10 APPENDIX^

5.10.1 SAMPLEnMATRlXnOhUNlFlEDnSECURtTYnCONTROLSnFRAMEWORKnTO!

VAR 10 U SnS ECU RITYnGU I DELINESn

The!sample!Common!on"Unified"!Control!frameworki3elowis-provided!forjllustrative!

purposes!only.!ltis!notintended!tO!show!SDG&E's!entireiibrary!ofisecurity!Controls!and!

control!activities,!nor!doesitTepresent!the!Completeiist!ofistandards!and!regulatoryi

requirementS!SDG&Eis!obligated!tO!Comply!with.!

Tabled i2:lS3mple1V!atrixpf:iUnified'|jecurity1lor'itrols'f rameworkto^/arious^ecurityi

Guidelines!

SampieiCommon-pr
llUnifiedll-|Contro}-Activity
Accessitoiadministrationutilitiesishaihbe! 
strict iyicontroiled!andmaintained! 
separatelyifrom!application!functions.

AC l3(l) DHSl2.8.3.19.5.5.B 2.8.3.1 x

Accessitoiadministratiomjtilitiesishalhbe! 
limited!tO!the!minimum!practica hnumben 
of!authorized!Users.___________________

9.5.5.C x

Activities!performed!Usingiadministration! 
utilities^halhbejogged.______________

DHSl2.16.2.19.5.5.F 2.16.2.1 4.4 x

Personsiand-processes^hat+ave-iaccess^o!
administrationutilitiesishall-foe!
documented.

DHSl2.10.8.19.5.5.G 2.10.8.1 x

Unnecessary TJtilitiesiand!system-software! 
shalhbeTemovedifrom!Sempra! 
information^ssets.____________________

CMl7-(1) DHSl2.15.7.39.5.5.H 2.14.3.2 2.1.3 x

Sensitive!informatiomshaihnot!be! 
transmitteditoiputput!devices!(e.g.! 
printers,!web!sites,TJnencrypted!emaii)! 
where!t hey!ca n not^eprotectedi n! 
accordanceiwithitheirsensitivity._______

PE ^9.6.1.D DS13.4 x

CIP L P08.6,
DS3.5.1
DS5.5,n
DS13.3

lnformation!assets-shalhbe!monitored!tO!
detect!deviationifrom!accessicontroh
poiicies.

007-R6,-
R6.1,!

CAl79.7 x

R6.2
Usersiand^utomatedprocessesishalhbe! 
identified!by!unique!UseniDs!and! 
authenticated!byicryptographic! 
mechanismspnpasswords^ompiiant^ith! 
the^empraj^assword-iStandard.__________

IAl11Al2(1) 2.15.5.2
2.15.16.2

DHSl2.15.16.39.2.1.A DS5.3 4.3.3 x
lA^

X X X X X X X X
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5.10.2 LISTING-|OF-|POSSIBLE-|SMART-|METER-|DATA-|ELEMENTS-|

Theifollowingitable,iTable^ l3,ilistsitheidataielementsiavailablenonismartineters.-n

Meter Info
lementsiI vgttaae

mac amps ;dass>
Examples of SDG&E Smart 

Meter Capabilities
HardtwreVers ion

f km'MmVm km
Comm Info

Selected Categories / Elements 
that can be recorded (Commercial

and/or Residential meters}

F rnmsre Vers ion

AfvftSN

Module Status & Err os
Measurements RAM ROM fail

Energy Reading History S' af!: ■
Forward Energy Kwh RamoteC •'^wustiens Inactive
Reverie Energy Kwh Controls
Met Ensrgy ;F wd - Hsir) D airland Three ho Id A tart
Met Energy ,’Fwd-Rev) Set -and update time
Demand KW reel error codes
Demand KVAR Rssa mowantary outage oo unts
Demand KVA

TOU Data Power Quality - Voltage Measurements
Critical Peak Period Data -TOW MacVeftage
Date Min Voltage

Currant ¥ofeage:lfiti>Time

Meter Status & E rrors Power Quality - Current Measurements
RAM bit error Instantaneous RMS current A
Hard EEPROMerrcr Imtnanesus RMS curat* B
Configuration error Instanteneo us RM S cum art C
Clock Error Status / Alarms
Law Battery Meter Tamper
Lead Profile Overflow Outages
Meter Alarms anditatef Momentary date and time

Service Condition Status Out, sSate&time
Paws? failure R as tar at dales, time
Reverse power Security
Ctut of Socketalarm Invalid P*f««fd

Radio Performance
Transmit Power

1
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6.1 INTRODUCTION^

lnithe-|Deployment-|Baselineisection,nSDG&EndescribednhistoricalnandncurrentnSmartnGrid-|

technologyndeploymentsneitherncompletednornongoing.-nThesenprojectsnhaveiaidithe-|

foundationiforiaiarger,TnorencomprehensivenSmartnGridndeploymentitonenhance-|

customerivaluenasiwellnas-|meet-|Statenandfederahenergynpolicyngoalsnasndescribediir|this-|

document'snStrategyisection.-|

While-|the-|RoadmapisectioniaysnoutnSDG&E'snSmartnGridnprojectsnonnaforward 'tookingn

10 Veantimeline,nenergyindustryichangesncannotnbenexpecteditonproceednonnsuchna-|

predictable-|path.-|Rather,nSDG&Enexpectsnancombinationnofitechnologyibreakthroughs,-|

policynchanges,nandnunanticipatedneventsitoimpactnbotlr|thenprojectiistnand-|the-|

timeline.-|Eveniwithoutisignificantnextemahimpacts;iessonsieamed,-|projectndelays,nand-|

Commissionnapplicationnapprovals,-|modifications,nandndenialsiwilhresultinnchangesito-|

SDG&E'snSmartnGridndeploymentToadmap.Ti

Givenithesenreal lworldnconditions,nSDG&Eiwillnuse-|this-|roadmapnasnaitoolifornadaptive-|

managementnandieverageitito-gainndirectionalnalignmentiA/ithncustomersnandnothen

regionalistakeholders;nensurenancommonnunderstandingiA/ithinnSDG&E;ncreatena-|

dialogueiA/ithTegulatorsnandiegislators;nadvancendiscussionsiA/ithnothenutilities,-|

vendors,nandnindustryistakeholders;nandnestablishnanbaseline-|toTnoveiforwardnwith,-|

tracknagainstnandnupdatenasithenutilityimplementsisolutions-|tonenableitsnSmartnGrid-|

vision.-!

lnithis"!Roadmapnsection,nSDG&Epresentsits-!planito-facilitatenachievementnofieachnofi 

theifollowingnpolicies,ispecifically:T|thenG/obo/l/!/or/r)/ng^So/ut/ons74ct]D/!2006"i(ABn32);"i 

California fongiTerm fnergy efficiency-ftrategic-pian;iach\e\/ementx)f-state rnandatedi 

energyiefficiencynandndemandTesponsengoals;nachievementnofitheTenewable"iportfolio"i  

standardnprogranri(RPS);nandifullisolarphotovoltaicndeploymentnunderithenCalifornia"i
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Solar1nitiative.iThenSDG&EnSmartnGridToadmapnaIsoincludesinfrastructureisteps"i

SDG&ETnustitakeitonempowerncustomersiA/ithnaccessitonenergynconsumptionnandn

pricingndata.Ti

SDG&EisncommitteditoTneeting"GaIifornia'snpolicyngoaIsiforpromotingincreasedievels"i

ofTenewablenenergyTesourcesnandnelectricivehiclendeploymentito7Tieetngreenhousengas-|

GHGTeductionitargets."|However,nsuchnadvancementsinnenvironmentaIly 'friendlyi

technologiesiikensolanandiwind-generation,-|PEVs,nandnenergy-|Storagenasiwellnasithe-|

deploymentnofinewncustomer 'empoweringismartTnetentechnologynarenplacingn

significantTiewndemandsnonithenelectricisystem.nSDG&ETecognizesitheTieeditoieverage"i

advancedinformationnandncommunicationitechnologiesitonensureithencontinuednsafety,n

reliability,nsecuritynandnefficiencypfithenelectricngridnasnutilizationnofintermittentnenergyi

resourcesnandndemandifonPEVsincreases.n

lnnaddition,nenvironmentalnpolicynandiegisIationnencouragingncustomernempowerment"i

ovenenergyTnanagementnandTenewableintegrationnarenacceleratingitheTieeditoncreate"i

aismartengrid.irhenpublicnpolicynobjectivesnof"GaliforniananditheisituationifacedinnSairi

Diegoncreatenannurgent"ineedito"imove"forwardi/vith"|theimplementationnofisuch"i

advanceditechnology.n

To"|buildithencapabilitiesTequiredito"ireaIizenSmartnGridnbenefitsiforncustomersnandito"i

meetithe-|State'snambitiousnenergynpolicyngoaIs,nSDG&E's-|portfolionof-iSmartnGridnprojects-|

isistructurednaroundTiineispecificnprogramnareasiTi

1. CustomerfmpowermentT-iSDG&Eisinvestingitonensurencustomersnhaveithe"i 

knowledgenandTiecessaryinformationitoTnakeinformednenergyimanagementn 

decisionsitoTnaximizeitheirnenergyivaluenand"|tonsupport"|theinaccessitoithird"i 

partyivalue 'addediservicesnandnofferingsiA/hilenprotectingitheirnprivacy.n

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei210i

i

SB GT&S 0007163



2. RenewableiGrowth^SDG&E1sTnakingiSmartiGridinvestmentsi:hatTwilhmitigatei 

theimpactnofidistributednandnotherintermittentnenergyisourcesnbyincreasing"i 

measurement,ncontrol,nand7nanagementncapabilities."i

3. Electric^ehicleTGrowthi-nSDG&EisndeployingTiewnSmartnGriditechnologiesirri 

conjunctioniwith-|traditionahinfrastructure-|upgradesitonensureithe-|safe,Teliable,-| 

andnefficientintegrationnof"|PEVs."i

4. ReliabilitynandlSafetyT-iSDG&EisTnaintainingnand/orimproving"ireliabilitynby"i 

mitigatingithenchallenges"|thatintermittent"iresourcesnandnelectricivehicles"i 

present"|tonannagingnelectricinfrastructureithroughimplementationnofiadvanced"i 

sensorsnandnassociatedisystems,nandnotherncapabilitiesithatnwillimprove"i 

employeenandnpublicisafety.Ti

5. SecurityT-nSDG&Eisinvestingitonaddress"|theincreasednphysicaInandncyberi 

securityrisksnandithreatsnassociatediA/ithnSmartnGridisystemndesign,"i 

development,implementation,nandnoperations."i

6. Operational"Efficiencyr-iSDG&EisieveragingnexistingnandndevelopingTiew"i 

capabilitiesitoimproveithenefficiencynofnplanningnprocessesnandisystenri 

operationsithroughTemoteTnonitoringnandTeal 'timeTesponsivenessnenablednbyn 

thendeploymentnofnadvancedisensorsnandnmanagementisystems.Ti

7. Smart-|Grid-Research,-pevelopment-|and-pemonstratioir|(RD&D)T-iSDG&Eisn

improvingitsncapabilitiesnbyTesearchingTiewitechnologies,integratingnemerging"i  

technologyisolutions,itestingiforiinteroperabilitynandnprovidingnproof *of Concept"! 

demonstrations.-!

8. lntegratednand"Cross tuttinglSystemsT-iSDG&Eisndeployingnsystemsinnareas-| 

suchnasnapplication"iplatformndevelopment,ndata7nanagementnandnanalyticsnand"i  

communications"|thatisupportnSmartnGridifunctionalitiesnacrossTnultiplenbusiness"i 

units.-!
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9. Workforce"Pevelopmentr-iSDG&Eisinvesting"|tondevelopitsncurrentiA/orkforce"i 

and"|tO"|transitionitona"futurei/vorkforceithatnwillTneetithe"|uniqueTequirementS"i 

ofnSmartnGridithroughimplementationnof-ieffectivenorganizationalnchange-| 

managementnandi/vorkforcenplanning."i

6.2 STATUTORYiANDiPOUCYiALIGNMENT37!

ThenStatenof"GalifornianhasnaisignificantTiumbenofienergynpolicyngoaIsnasishownirriFigure"i 

6 [l."nAibrief'idescriptionnofieachnpolicyngoahisngivennbelow."nSDG&EnbelievesithatnSmart"i 

GridisnessentiaI"|toTneetingithese"goalsnatitheieastncostnandiA/ith"|thengreatestnpossiblen 

benefititonconsumers."nSDG&E'snSmartnGrid"|Deployment"|Plannwillnachieve"iregulatorynand"i 

policyTequirements,nasnshownirr|Figuren6 ^"ibynaccommodatingincreasingnlevelsnofi 

renewablengeneration;improvingncustomerneducationnandnoutreach"iregardingnusage,n 

pricingnandnenergypptions;nandieveragingTiewncustomer)oadsn(i.e."|PEVsnandismart"i 

appliances)."!

1

1

37f,ortionsnofithisisection,iincludingiFigure-5 H.,-@re-@daptedirom-fhe-f.PR\-pefiningthef>athwayio-p7 
Smort]Gr/dyn^020xeport.iPubliciavailability-iofithei'eportisiexpectediinitheisecond-|ialf-pfi2011.-n
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Mandatory EO S-3-05: 1990 
levels, 15% reduction from 
current levels

I.
I

© LU

Mandatory EO S-3-05: 80% 
below 1990 levels

£o

| siI
Mandatory SB x1 2, S-06-06 :
20% of load w/ 20% biomass Incentive CSI: 

3,000 MW of 
distributed PV

Mandatory SB x1 2, S-06-06:
33% of the load with 20% biomass0)a.

2010 2015 2019 2030 >50

17

Mandatory AB 2021:
10% reduction of total 
forecasted electricity 
consumption

Mandatory R06-04-010, D07-10i 
032: 100% of zero net energy 
commercial constructions

>
Mot
o O
.9 o>
E | Incentive AB 1470 : 200,000 
>> = solar water heaters systems

Mandatory R06-04-010, D07-10- 
032: 100% of zero net energy 
residential constructionsf J

Mandatory R06-04-010, D08-07-047
2012-2020: 4500 MW/16GWh,
620 million Therms (gas)

w

1

Figure# *l:iCa!ifornia-f nergyipolicylElementsi

1

6.2.1 GREEN HOUSEnGASESnEMISSIONSnREDUCTIONn

k&-$2,-fhe-iZalifornia13lobalWcirmingi>olutionsikct, (2006nestablishesnancomprehensive"i 

programnofregulatorynandTnarketTnechanisms"|tonachieveTeal,nquantifiable,ncost 

effectiveTeductionsnofhgreenhousengasesn(GHG).nABn32"imakesithenAinResources"|Boarcl"i  

(ARB)Tesponsible"forTnonitoringnandTeducingnGHGnemissions."i

L

Executive-Qrderi> k ^5f2005jncaIlsifona"greenhousengasTeductionngoaInofil990ievelsnby"i

2020"i(30"percentTeductioirfromprojected"(evelsi3yn2020,il5"percentTeductioirfronri

currentievels),iA/ithnaitargetnofn80npercentnbelow"|1990nemissionsievels"|byi2050.Ti

1
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6.2.2 RENEWABLE-]P0RTF0LI0-]STANDARD-](RP5)-]

S67<'i^Tequires"California's"iretailisellersnofielectricityitonserven20"ipercentnofitheir|Ioad"i

withTenewablenenergy-|byn2013,n25npercentnbyi2016nandn33npercentnbyn2020.Ti

SBixln2naIsoisetsTulesifor|thenusenofiRenewable"|Energy"Creditsn(RECs)nbynestablishingna"i

capnofino7noreithann25npercent-|unbundled-|RECsngoingitowardsithe-|RPSnbetweenn2011-|

andn2013,"|15npercentifromn2014"|ton2016,nand"|10"ipercentithereafter."i

Executive-Qrderi> b6 6>6/2005/)ipromotesi;henuseTofnbioenergy,Tandxallsi:ori;heistatei;on

meetnan20npercentitargetiforithenusenofibiomassifornelectricity^enerationnwithinithe"i

establishedistatengoalsifonrenewablengenerationifon2010nandn2020."i

6.2.3 DISTRIBUTED-]ENERGY-]RESOURCES-]

California f>olarinitiati\/ei>B-jLi2006)-pkajVlillioni>olar-Roofsf>rogram\-±he-goa\-oi^h\s- 

programisitoinstaIln3,000-|MWnof-idistributed-|Solar|PVnelectricityngenerationinnCaIifornia-|

byithenendnofn2016."nSDG&E'snportionnofithis"iprogramis"|180.3"|MW.Ti

Renewablefkuction-Mechanism//?A/Wj;irhenCommissionnenacted-|RAM lFITi(RenewabIei

Auction"|Feedinirariff"|Mechanism)iA/hichiA/illTequirenSDG&E"|tonacquiren81"|MWnof"i

additionalndistributedTenewablengenerationTesources.-fi

SDG&E-folar -Energy ^rq/ectfSfPj:napprovednbyithenCommissioninnSeptemben2009,iA/ilh 

addnannadditional-|100-|MWsnofiPVitonSDG&E'sTenewable-generationTesources.iThenSEP-|  

willnconsistnofn26"|MWsnofiSDG&Enowned"|PVnandnasnannadditionah74"|MWsnof'iPowen

PurchasenAgreements.Ti

Feed /n7ror/^sfF/TsJ;nAB"|1969n(2006)nandnSBn380n(2008)nprovidenaistandardncontractnand"i

tariffpriceiforTenewablengeneratorsnup"|tonl.5"|MWnatnansetnprice.nSDG&E'sncombined"i

aIlocationnunder|thesenprogramsisn41.1"|MW.nSBn32n(2009)nexpandsithenexisting"|FiTsito"i

eligibleTenewableifacilitiesnupiton3"|MW.1mplementationnofiSBn32isistillnunderwayiat"i

the-pDmmission.-|
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Comb/nec/f7eot]Q,nc/poM/erfC/-/Pj:ithe"CaIifomianAir|Resource"|BoarclinitsnScoping"|Plan38"i

setna"|targetnofnannadditionaIn4,000"|MWnofinstalled"CHPncapacitynbyn2020,nenough"|to"i

displacenapproximatelyn30,000ngigawatt-|hoursn(GWh)nofidemandfromnotheripoweri

generationisources."i

ABn2514nSkinnenwouldTequireithenCommission,nby-|March-|l,n2012,itonopenna-|

proceedingitonestablishnprocurementitargetsiforneachnelectricalncorporationifonviablen 

andncost *effectivenenergynstorageisystemsnand,-|bynOctober|l,i2013,itonadoptnairi 

appropriatenenergyistoragensystemnprocurementitarget,ifiany,"|tonbenachievednbyneach"i  

electricaIncorporationnbynDecembern31,n2016,nandnaiseconditargetitonbenachievednby"i

Decemben31,i2021.-|

6.2.4 ENERGYnEFFICIENCYn

AB-jL470~rSolar Water j-leating-pnd-Efficiency ActrAuthorized-sr^lO year,is 250 tnilliom 

incentivenprogramifonsolariA/aternheatersi/vithnangoalnofpromotingitheinstallationnofi

200,000isystemsirrGaIifornianbyn2017."i

-ABE021 j-fublicjjtil ities: jsnergy jsfficiency:1E>ets-cistcite^N\de-gOci\-ofTeducmg-totci\i 

forecastednelectricitynconsumptionnbyil0npercentnoveritheTiext"|10iyears"i(startingn2006)."i

Rulemaking-p6 b4 blOf)ecisionf)S b7 &47:-|First,ithisidecisiornsetsinterirrnenergyi 

efficiencyisavingsngoaIs"forn2012ithroughn2020ifonelectricitynandTiaturaIngasnonna"|totah 

gross7narketnbasis."|Forn2012ithroughn2020,"|totaInenergyisavingsnarenexpectedito"ireach"i 

oven4,500"|MW,ithenequivalentnofinine7najornpowernplants."|Further,ithendecisiorri

^irheTCaliforniaTAirfiesource-poardiwasTnandateditondevelopTaTScopingflanTOutliningtheiState'sTStrategyitOTachieven 
theT2020-greenhouse-gasTemissionsiimit.irheiScopingi3lan,idevelopednbyTCARBinT:oordinationiA/ithitheTCIimaten 
ActioniTeam-|CAT),-proposesTaTComprehensive-petTDfTactionsTdesi gneditoTeduce-pverall-greenhouse-gas-pmissionsinn 
California,improvetheTenvironment,TeduceidependenceiDnToil,TdiversifyTenergy-pources,TsaveTenergy,Tcreatennewn 
jobs,TandTenhanceT3ublicnhealth.1fhen"ApprovediScopingiPlan"iwasTadoptedi3ythe-BoardTatiitsiDecembenll,T2008n  
meeting.ifhe-fneasuresini:heTScoping-pian-|will-beTdevelopedTDveri:he-pexti:wo-|yearsTandnbeiniplace-byT2012.n
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expectsnsavingsnofiovenl6,000nGWhnofielectricitynandn620Tnilliorr|thermsnoverithat"i 

period .ifhendecisionnalsonconfirmsnexistingnenergyisavingsngoalsifori2009ithroughn2011"i 

thatnshallnbengrossngoals,-|notTietnoffreeTidersn(D.04 *09 l060ngoalsnover|then2009 *2011-1 

period :-|7,516nGWh,-|l,584-|MWnand-|1627nilliorr|therms).-|

Rulemaking-Q6 b4 bl0-pecisioni)7 io &32r|AII-pew-residentiahconstruction-jn-|Califomia-|

willnbenzeroTietnenergynbyn2020.nAlhnewncommercialnconstructionirrCalifornianwillnbe-|

zero-|netnenergynbyn2030.-n

C4/?6^Scop/ng^/on;iThe-|planiA/ouldisetTiewitargetsiforistateiA/idenannualnenergyi

demandTeductionsnofi32,000nGWhnandn800Tnillionithermsifromnbusinessnasnusual-i--|

enoughitonpowerrnoreithairi5Tnillionnhomes,norireplaceitheTieeditonbuildnabout-|10Tiew-|

large-|powenplants-|(500-|MWsneach).iThese-|targetsTepresentnanhighergoalithannexisting-|

efficiencyitargetsnestablishednbyithe-Commissiorrforitheinvestor *ownednutilitiesndueito-|

theinclusionnofinnovativeistrategiesnaboveitraditionalnutilitynprograms.-|

6.2.5 RELIABILITY-]

Annual-Reliability-Reports-fD.96 *09 *045):-|TheTnajorCaliforniaielectriciutilitiesTnust-|

complyiwithnaTiumbenofTeliability-guidelines-forithendurationnandifrequencynof-|

sustainednandTnomentarynoutagesnusingnSAIDI,nSAIFI,nand-|MAIFI,iwithnandnwithout-|

excludableTnajorneventsifor-|thenpast-|10iyears;itheitop-|10npowernoutageneventsnbasednorri

customer *minutes,nexcludingneventsisuchnasiweather,ndeclarednemergencies,nor-|

disastersnaffectingnover-|10npercentnofithenutility'sncustomers;nand-|theTiumbenoficircuits-|

iniA/hichncustomersnhavenexperienced-greaterithan-|12isustainednoutagesinnaTeporting-|

year.n

Emergency Standards:-|ln-|1998,ithe-Commissiornsigned-|D.98 *07 *097,nadoptingnGenerah 

Order-|166,iA/hichncomprisesistandardsifonoperation,-|reliability,nand-|safetynduring-| 

emergenciesnandndisasters.nSubsequently,initheiyean2000,ithe-Commissionnadopted-| 

D.00 *05 *022naddingnStandards-|12nand-|13itonGO-|166,npertainingitoithe-|Restoratiorri
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PerformancenBenchmarlqforn

a"|Measured"|Event.n

Electric-Emergency-Action-piarr.-punngfhe-powerprlsls-lIOOO blJithenCommissiorri 

revisitednprogramsnofndistributiorr|UtilitiesitO"ipreservenelectriciserviceitoithengreatest"i 

numbernoficustomersnbynopeningnRulemakingnR.OO ^0 l002."i

lnspection-pnd-Maintenancei>tandards:f)ec\s\onsi)6 *il bzinandi97 l070iestablish-| 

inspectionncyclesnandTecord lkeepingnrequirementsifonutilityidistributionnequipment,"i 

whichnarencontainedinnGeneraI"Prder|165."|Decisionn97 *G1 l044nofilnvestigationi94 ^6 L 

012nestablishesistandardsiforitrimmingitreesTiearnpoweriines,issuednasnaTevisiorr|tO"i 

Rulen35nofnGeneraInOrderi95 *A.~|

6.2.6 ELECTRI (^TRANSPORTATION"]

AB~jL007, -pavley-/kir-Quality:-plternativefuels:J\\'hei3\\\Tequ\res-theiitate-f.nergY]

Resources"Oonservationnand"|DevelopmentnCommission,innpartnershipi/vithitheistate"i

board,nandinnconsultationiwith-|specifiednstatenagencies,itondevelopnandnadoptna-|State-|

planitoincreaseithenusenofnaltemativeifuels"|tonachievenangoalnof-i20npercentTion L

petroleumifuehuseinitheiyean2020nandn30npercentinitheiyearn2030.nAsTequired,ithe"i

CECTeleasedirr|Decemben2007itsnStatenAlternative-|FuehPlan,nprovidingnstrategies,-|

actionsnandTecommendationsitoTneetithenstatengoalsitoTeducenpetroleurrri

consumptioninitheitransportationisector."i

SDG&Enadaptednexternaliforecastsnofiightndutynelectricitransportationndeploymentnand"i 

developeditsiforecastiforithenSDG&Eiserviceiterritory,ishownirr|Figuren6 *2."i
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Figure j6 ^.iiAssessmeritTifiSDG&EIEIectric^ehidefVlarketPopulatiarri

Cumulative PEV sales (2010 to 2020) 
BEVs and PHEVs (x 1,000)
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6.2.7 WATEFhUSEnONCE LTHROUGHnCOOLINGn

JheState^W sterResources-Board's-Policy-pntheiJse-pf-Coastal-and fstuarine Waters i 

/or^5ovi/erf5/ont]Coo//ngncaIlsTfoncoastaInpowerplantsTto"iphasenoutnonce 'throughncoolingn 

systems.-|The-policy3aims-fo-provide-|Standards-pnd-|Consistencyinimplementing-fhe-| 

Federal"GleannWaternAct,iA/hichTequiresTthenusenofnbest"|technologynavailableTfon 

protecting7narineiife.iThenpoweriplantsinnSDG&E'siservicenareaiA/ouldnhavenuntiln2017"i 

tonphasenoutntheinonce ^hroughncoolingisystems.-|Plantsirnthe-|LosnAngelesnareaiwould-| 

havenuntiln2020nowingitoithencity's"imorencomplexnpowenneeds.irhenSairPnofrenand"i  

Diablo"GanyonTiuclearplantsi/vouldnhavenuntiln2022nandn2024,Tespectively."i

1

1

1
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6.3 POLICYiACHIEVEMENTn

SDG&E'snSmartnGrid"|Deployment"|PlaniA/illifacilitatenachievementnofitheistate'snenergy"i

policyngoaIsnandinnparticularneachnofithefollowingT3olicies:-|

ffi GlobalWarmingi>olutions-fict-pfi?006-{ABi}2),-wh\ch7equ\res-fca\\fom\a-] 

toTeduceitsnGHGnemissionsito"|1990ievelsnbyn2020;"i 

ffi Jhe-Californiai.ong Jerm-EnergyEfficiency Etrategicflanp 

ffi Achievementnofithenenergynefficiencynandndemand"iresponsengoalsnas"i 

requirednbynSectionsn454.5nandn454.55nofithenCo///orn/of5ub//c^L/t///t/es7 

Code)~\

ffi Achievementnofithe"|RPSngoal;nand"i

ffi FullisolariPVndeploymentnunderTthe-GalifornianSolarInitiative.Tn

lnnaddition,"|thendeployment"iplaniA/illisupportnessentiahinfrastructureistepsTthat"imustnbe"i  

takenitoprovidencustomersnwithnaccess"|tonconsumptionnand"ipricingndatanpursuantito"i 

D.09 k2 ^)46 ■1

6.3.1 GLOBALnWARMINGnSOLUTIONSy4CTnOFn2006n(ABn32)n

ThenGlobahWarmingnSolutionsnActnofi2006n(ABn32)"irequires"Galifornia"|toTeduceitsnGHG"i

emissionsitO"|1990ievelsnbyn2020."i

SDG&EisnreducingnGHGnbynaccommodatingincreasedievelsnofTenewablengeneratiorri

andinstallingnenergyistorageTtoTnorenefficientlyiusengeneratingTesourcesnasiA/ellnas"i

otheritechnologyitonpromotenenergynefficiency."i

ProjectsinnSDG&E'snCustomer|Empowerment,-|RenewablenGrowthnand-|ElectricnVehicle-|

Growthnprogramnareas,innparticular,iA/illnhelpitheistateTneetTthisnpolicyngoal."i

1

1
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6.3.2 THEnCALIFORNIAnLONGnTERMnENERGYnEFFICIENCYiSTRATEGICnPLANn

The-paliforniaj-ongjTermiEnergy Efficiency ^Stroteg/'c^/oni "Strategic"|Plan")nencouragesn 

programsithatintegrate"|the"fullTangenofidemand lsideTnanagementn(DSM)noptionsitO"i 

achieven"Big,"|Bold"|Energy"|EfficiencynStrategies,"iA/hichinclude:"n

1. nAlhnewTesidentiaInconstructionirrPaIiforniaiwillnbenzeroTietnenergyibyi2020.-|

2. nAlhnewncommercialnconstructionirrGaIiforniaiA/ilhbenzero"inetnenergynbyn2030."i 

3.iThe"|HeatingnVentilationnandnAirGonditioningn(HVAC)industrynandTnarketiA/ilh 

be"|transformeditonensureithatitsnenergyiperformanceisnoptimaI"for"GaIifornia's"i 

climate.n

4.nAllneligibleiow lincomeicustomersiwilhbe"given"itheiopportunityitcnparticipate"i 

iniowincomenenergynefficiencyiprograms"|byi2020."i

The"fullTangenofiDSMnoptionsincludesnenergynefficiencyn(EE),iowincome"|EEn(referred"|to"i

as"|EnergyiAssistance"|Programs),ndemandTesponse"i(DR),"GalifornianSolar1nitiativenand"i

distributedngenerationnare"fundamental"|tonachieving"Galifornia'sistrategicnenergyngoals."i

ThenStrategic-|Plannprovidesfonthreeievelsnofiintegratioirfor-|DSMT3rograms:-|

l)nComprehensivenand"Goordinated"|Marketing—Thisincludesncomprehensivencustomen

outreachnandneducationithroughiwhichnofferingsfromivarious-|DSMT3rogramsncannbe-|

presentedinna"|unifiednportfolionofiservices."i

2)nProgram"|DeliveryiCoordination—ThisnallowsifonvariousnauditsitonbencombinediA/ithna"i

comprehensiveisetnof"|DSM"irecommendationsithatncustomersncannconsidernand"i

implement."!

3)"|TechnologynandnSystems1ntegration—Thisincludesnequipmentnandninformation"! 

systemsithatnallowncustomers"|toTnanage"|theinenergynusagen(e.g.,nenergyTnanagement"i 

systems,ndimmable"|ballasts,netc.)."i
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ProjectsinnSDG&E'snCustomenEmpowerment,nRenewablenGrowth,"|ReliabilitynandnSafety,"i 

OperationahEfficiencynand1ntegratednand"Gross 'cuttingnSystemsnprogramnareasirri 

particulanwilhhelp"|thenstatenmeet"|this"ipolicy^oal.i

6.3.3 ACHIEVEMENTnOhTHEnENERGYnEFFICIENCYiANDiDEMANDnRESPONSEn

GOALSiASnREQUIREDnBYnSECTIONS^54.5nAND^54.55nOFnTHEn

CALIFORNIAnPUBLICnUTILITIESnCODEn

6.3.3.1 ENERGYnEFFiCIENCYi

SDG&Epromotesnachievementnofimeetingnenergynefficiency-goalsithroughnoptimizatioiri

ofivoltagesnandnoperationnofitheisystemitoTninimizeiossesnandnaIsonbynprovidingitools"i

andncommunicationsithatnprovideTnoreinformationitoithencustomernandnoptionsifon

operatingitheirnequipmentTnorenefficiently.Ti

ProjectsinnSDG&E'snCustomenEmpowerment,"|ReliabilitynandnSafety,"Pperationah 

Efficiencynand1ntegratednand"Gross lcuttingiSystemsiprograrrnareas,irnparticular,iwilh 

helpitheistateTneetithisnpolicyngoal.n

- 1 VIAND'"[RESPONSE-]

OnenofiSDG&E'snkey^oalsisitonenablendemandTesponse.-nSDG&E'sitechnologyi

investmentsiwillnprovideincreasingnoptionsfoncustomers-|tonparticipatein7nanaging-|

theirnenergynconsumptionnduringnpeaknusagenperiods,innsomencasesnelecting"|tonchoosen

optionsithatnaIlowifonautomatedndevicencontroliA/hichi/villisupportngridnoperations"i

whileTnaintainingncustomenconvenience,nonsettingismartnappliancesnandismartndevices"i

toTeact"|basednonnpricenandneventisignaIs."|InnaIlncases,nchoiceTemainsiA/ithnSDG&E"i

customers.-!

ProjectsinnSDG&E's"GustomenEmpowermentnand"|IntegratednandnCross tuttingnSystemsn 

programnareasinnparticulari/villnhelpithe"|state"imeetithisnpolicyngoaI."i
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6,33,3 ACHIEVEMENTiOFiTHEiRPSn

SDG&Eisnworkingnaggressivelyito7neet-paIifornia's-|RPSitargets.nSDG&Eisnutilizingna-|

numbenofiexistingnandndeveloping"iprogramsitO"imeet"|thenstate's"imandated33T3ercent"i

RPSngoaInbyn2020."nThesenprogramsinclude"|the"|RenewablenAuctiorriMechanismn(RAM)"i

programndesigneditoifacilitate-|renewable-|projectsnundern20-|MW,nannuahRPS-|

solicitations,nand"|thenSolanEnergynProject,ncoveringnpurchasenagreementsnandnutility"i

ownedngeneration ,"i

ProjectsinithenSDG&EnprogramnareasnofnRenewablenGrowthnandnReliabilitynandnSafetyirri

particulanwilhhelp"|thenstate"imeet"|thisnpolicy^oal."i

6,33,4 FULhSOLARfHOTOVOLTAlCiDEPLOYMENTnUNDERnTHEiCAl - ' ) '

SOLARiINlTIATiVEi

SDG&Eisncommitteditonenablingndistributednenergy-|resourcesitonconnectitoithe-gridnand-|

potentiaIlynparticipateinTnarkets."nSDG&EnbelievesithatncouplingnaTiumbenofikeyi

investmentsi/villnaddressitheintermittencyiissuesTesultingifromnphotovoltaic"i

penetration."!

ProjectsinithenSDG&EnprogramnareasnofnCustomeriEmpowerment,"|RenewablenGrowth"i

and"|ReliabilitynandnSafetyinnparticulanwilhhelp"|thenstate"imeet"|this"ipolicy^oal."i

6.3.4 ESSENTIALnINFRASTRUCTUREiSTEPSnTOnPROVIDEnCUSTOMERSnWITHn

LACCESS4TO"jCONSUMPTtOI\hAND"jPRtCING-]DATA-]PURSUAI\nhTO"jD.09

12 k)46"i

SDG&Eisncommitteditonprovide"|timelynandnactionablenenergyinformationitoncustomers"i 

andisinvestinginndatancollection,Tnanagement,nandnpresentmentncapabilities.nSDG&Eis"i 

alsoiA/orkingi/vithnutilitynandncustomer lauthorizedithirdnpartiesito7neetncustomers'"i 

needsithatTnaynprovidencustomersiA/ithnevenngreatenvalue *addednenergyimanagement"i 

services.nSDG&Eisndevelopingncapabilities"|thati/villnprovidencustomernenergynusagendata"i  

toncustomer 'authorizedithirdnpartiesnwithistandardindustryidataitransferinterfaces.Ti
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Thesencapabilitiesi/villnprovidencustomersTnorenchoice,nconveniencenandncontrolnoveri

theirnenergynuse.Tn

OrriMayn6,n2011"CommissiorriPresident"|MichaehPeeveyissuednanproposedndecisionn(PD)"i

adopting,namongnothenrequirements,TulesTegardingithenelectricitynusagendatanofi

customers.-nThis-|PDnalsoincludesnaTequirementtoncommencenanpilotistudyiwithinisix-|

monthsnofitheifinalnadoptionnofithendecisionitoY'provide"ipriceinformationitoncustomers"i

inTealitimenonnear lreahtime."39-nAdditionally,Yhe-|PDTequiresY:hatiSDG&Ei"fileiairien3i

adviceiettenincluding"|tariffnchangesitoTnakenprice,nusagenandncostinformationnavailable"i

toitsncustomersnonlinenandnupdatednatieastnonnandailynbasis..."40"nAdditionally,ithe"|PD"i

discussesnwhatitypenofnpricinginformationTnust"|benprovided"|toTustomers41nandncIarifies"i

access"|tonusagendataitonbenprovideditoithirdnparties.42"i

lnnorderitoifulfillitheseTequirements,nSDG&Eiwillnhaveitondeployinfrastructureisuchnas"i

HANiA/ithTnessagingifunctionalityitonpresentitheinformationitoncustomers.TTl

UndenSDG&E's"GustomenEmpowerment"iprogramnarea,na"|HANinfrastructurenandiab,"i

dynamic"ipricingnprojectnandithe"GustomeriEnergy"|Networkn(CEN)nare"iplannednandiA/ilh

enablencompliancenwithYhe-|PDn(fonnore,isee-|sectionn6.4.1nbelow).-|

Additionally,ithenlntegratednandnCross tuttingnSystemsHprogramnareanwillnalsonhelpn 

SDG&E7neetithisnpolicyngoal."i

1

39TSeeTorderingiparagraphnl0iDfithenProposediDecisionTofi3residentiPeevey,nmailedT5/6/2011titledn"Decisiom
Adoptingftulesito^rotectthenPrivacyTandTSecurityTofithe-ElectricitynUsagenDataTiftheTCustomersiDfiPacificTGasTandn
ElectricTCompany,TSouthernTCalifornia^disomCompanyTandTSannDiegOTGasT&^lectricPompany,TatT3ageil38.n
4CITSeeTorderingiparagraphT6iDfthenProposediDecisionTofiPresidenti3eevey,nmailedT5/6/2011titledn"DecisionTAdoptingi
Rulesi:o-protecti:he-privacyTandTSecurityTDfi:he-plectricitynUsage-pata-pfithe-|CustomersTof-pacificTGasTand-plectricn
Company,TSouthern-California-EdisonTCompanyTandTSannDiegOTGasT&-ElectricTCompany,TatT3agell37.n
41TSeenpriceidiscussionTfromnp.88itoT3.96ithei3roposediDecisioniDfiPresidenti3eevey,TnailedT5/6/2011titledn"Decisionn
Adoptingfiulesito-protectthe^rivacyTandTSecurity-pflthe-ElectricitylJsageiDataiDftheTCustomersiDf^acificTGasTandn
ElectricTCompany,TSouthernTCalifornianEdisonTCompanyTandiSaniDiegOTGasT&-ElectricTCompany.n
42TSeeiDrderingiparagraph-piDfthenProposediDecisioniDfiPresidenti3eevey,nmailedT5/6/2011titledn"DecisionTAdoptingi
Rulesto-protectthe^rivacyTandTSecurityiDftHe-ElectricitynUsageiDataTofitheTCustomersTof-pacificTGasTand-Electricn
Company,TSouthernTCalifornia-EdisonTCompanyTandTSannDiegol3asT&-ElectricTCompanyTatipagenl37.n
1
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6.4 FUNCTIONALITYiANDnTECHNOLOGYiROADMAPn

ThenSDG&EnSmartnGrid"|Deployment"|PlairiRoadmapisncomprisednofTiinenprogramnareas"i

whichi/villndeliverithencapabilitiesTequireditoTneetithendemandsnoficustomersnand"i

Califomia's"ipolicy^oals.iThe"iprogramsnarendesigned"|toTesponditonpolicynandTnarket"i

driversiwhichnareimpactingnSDG&E's"gridnandncustomers.Ti

Figure# l3nA!ignment#>etwe6ir|SDG&E-f>r0grams']andl5B-|l71Pc''

SDG&E SGDP Programs"

SB 17 Policy Goals "

f f f f fl f I f f I : f I1 Be self-healing and resilient;
Empower consumers to actively participate in the 
operations of the grid;_____________________ ffl f f I f f I f f f I2

ffl f f f f f f I3 Resist attack;
f f F f f I f I f f I f I f f f4 Provide higher quality of power and avoid outages;

ffl f f f I f f f I f f f I f f5 Accommodate all generation and energy storage options;

ffl f f I f f I f f f6 Enable electricity markets to flourish;
f f F f f f I f f I f I f f I f7 Run the grid more efficiently;

Enable penetration of intermittent power generation 
sources;_________________________________ ffl f f f I f f f I f f f I f f8

Create a platform for deployment of a wide range of 
energy technologies and management services; f F f f f I f f I f I f f I f9

Enable and support the sale of demand response, energy 
efficiency, distributed generation, and storage into 
wholesale energy markets as a resource, on equal footing 
with traditional generation resources; and

f F f f f I f f I10

Significantly reduce the total environmental footprint of 
the current electric generation and delivery system in 
California.___________________________________

ffl f f f I f f f I f f f11

1

The"inine"iprogramsincludenanhighndegreenofflexibilitynunderstandingithat,i/vhilenSmart"i

GridndriversiA/ilhremain,ithenarraynofisolutionsiA/illnevolvenasitechnologynandTnarl<et"i

requirements-|mature.nSDG&Eincorporatesna-|largeTiumbenofipilotsnacross#hese-|

programsnandndedicatesnannentirenprogramitonSmartnGrid"|Research,"|Developmentnand"i
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Demonstration.nSDG&E'sitechnology 'focused"iprojectsincorporatenmilestones"|tO"i

monitorprogressnagainstnbenefitnexpectations."Gollectively,itheseinvestmentsnand"|this"i

approachnensureithatnSDG&Eisnpursuing-|Solutionsithatndeliverithencapabilitiesithatits-|

programsTequire.Ti

Manyinvestments-|thatnSDG&Eisnundertakingnornplansitonundertakeito7neetithenbroader-|

needsnofitsnbusinessnare"irelateditoithenSmartnGridnbut"inotnexclusively."|However,ithese"i

"enterprisenproject"investmentsncomplementithe-|Utility'snabilityito7neetnpolicy-|

objectives,nempowenitsncustomers,incorporatenadvancing"|technologies,nandndevelopits"i

workforceito7neetitheTieedsnofiSDG&E'snSmartnGridncapabilitiesnandnasisuch,itheynare"i

importantncontributorsitoithenportfolionofiSmartnGridinvestmentsnandnareincludedin"i

SDG&E'snroadmap.Ti

Note:n"Enterprise"nprojectsi-ithoseithat"imeet"|thenbroadenneedsnof-iSDG&E'snbusiness"i

butithatnarenalso"irelateditonSmartnGridi-narendesignatediA/ithnann(E)nafterithenproject"|title"i

in-fhei3elow-project-jistings.-|

6.4.1 CUSTOM ER-]EMPOWERM ENT-]

Empoweredncustomers7nustnhaveTeadilyiaccessiblenandTeliableinformationTegarding"i

theirnenergynusage.Tilnnaddition,ncustomers-|must-|understand-|thenbasicnunitsnofienergy-|

measurenandithenenergyiconsumednamong"|theincommonnuses."nSDG&E"|hasnbeen"i

empoweringitsncustomersiwith-|thisinformationfor7nanyiyears,includingTecent-|

emphasisnduringnSDG&E'snSmart"|MetendeploymentiA/herenenergynusageinformation,n

appliancenenergynrequirementsnandnenergynefficiencyimeasures,includingnpeaknperiod"i

consumption,i/vere"iprovided.T|To"furthenempowencustomers,npriceisignalsTnustiflowitO"i

theminnaitimelynandTneaningfulTnannernandnbeneasilyintegratedintoncustomernenergyi

managementnandnHANisystemsnallnwhileTespectingncustomers'nprivacy.Ti

SDG&Eis"iprovidingnandncontinuingitondevelopinformationisystems,ncommunication"i 

infrastructure,nandnenergyrnanagementiservicesnalongiA/ithncustomer Lfacing"|tools,n
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servicesnandisignificantnoutreachncapabilitiesitonraisencustomers'nawarenessnofithein 

energynusage,Televant"imarketnconditions,nand"|tongatherfeedback."nSDG&EnwillnaIso"i 

endeavoritoiwork-|throughncustomer lauthorizedithirdnpartiesitondisseminateimportant-| 

informationnandneducateitsncustomers,"irecognizingithatnoftennothensourcesnof"i

informationnarenalso-|needed-|tonbe7nostneffective.Tm

SDG&ETecognizesithat"imanynofitoday'sncustomersnhave"nanneverincreasingTiumbenofi

communicationsnand7nediancapabilitiesfromnsmartphonesitoitabletsitoiwhatever-|

comesTiext."nThrough"|theseitools,ncustomersnaren'pluggedin'itonsocialTietworksnand"i

engagedinnpeerncommunicationsnatnannunprecedentedievel."nTonensurencustomers'"inew"i

communications"ipreferencesnandnexpectationsnareTnet,nSDG&Ei/villisupporti\/arious"i

toolsnandnprovideTelevantinformationitoncustomersn(includingnpriceisignaIs)ithatnwilh

resultinngreatencustomenawarenessnofienergynimpacts,Telatednbehavioralnchangesirri

energynusage,nandinformednappliancenandnequipmentnchoicesieadingitoTeductionsirri

overaIlnpeakndemand,itotaInusagenandnassociatednemissions."nSDG&EiA/illnensurensecure"i

customernaccessitO"|Usageinformationiviaithe1ntemetnandnaccessitO"ineanreaI Ltimei

usagendatai\/ia"|HANnconnectedndevices."nAncriticalncomponentitonempoweringncustomers"i

isndeploymentnofitoolsnandnapplicationsithatnpresentncustomenspecificnenergy Velatedi

data.n

SDG&E'snCustomenEmpowermentnprogramnareanaIsondeliversitheinformation,iservices,"i

andncontrolisoughtnbyncustomersnwithnprojects"iprovidingnenhancedndemandTesponse,"i

dynamic"ipricing,ndistributednenergynoptionsnand"|HANncapabilities.TiKeynandisubstantive"i

information,-|knowledge,nandnunderstandingnwillnbenprovidednbyithe-|resultsnofiseverah

pilotnprojectsincludingitheTnicrogridnandnHANnpilots.Ti

SDG&Encustomer lrelatedinvestmentsnand"iprojectsnarendesigneditonprovidencustomers"i 

withitransparentnandTelevantnpriceisignals.TiTheseneffortsnenablenutilitynandnnon ^utility-] 

servicenproviders"|tonoffencompetitivenproductsnandiservices"|thatnprovidencustomers"i

value.jn
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lnvestmentsini<eyTtechnologiesnareTequireditonachieveithesencapabilities."|Fornexample,"i

fonsecuritynandnprivacyTeasons,nSDG&EnwillndeploynancentraIized"|Demand"|Response"i

ControlnApplicatiorri(DRCA)ithatnwilhmanagencustomernauthorized-|HANndevices-|

provisioned"|tonancustomer'sismartTneter.Tn

Like7nanynofitheitechnologiesnacrossithenSDG&EnSmartnGrid-|Deployment-|Plan,ithenexact-|

timingnandndegreenofitechnologyTnaturity,nasiA/ellnasncustomeriadoptionnofinewiservice"i

offeringsisnunknown.nSDG&EnbelievesithatnannSDG&EinfrastructureToadmapitonsupport-|

customernempowerment7nust"iremairrflexiblenandnadaptablenso"|thatnutilitynandithird"i

partynenergyTnanagementnandinformationiservicenprovidersncair|beincorporated."i

SDG&EnhasisequenceditsinvestmentsitonallowiforflexibilityiA/hilenalsonpreparingifori

capabilitiesithatnSDG&Enbelievesnarencritical"|tonachievingncustomenempowerment."i

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

Planiforithe"GustomenEmpowerment"iprogramincludesitheifollowing:"i

ContactTandlCampaigniVlanagementi(CCM)-Enhancements-|(E)i--|ThisnprojectiA/ilh

expandnandnenhancenSDG&E'sncustomerncommunicationsnandTiotificatiorrisystemnand"i

aIlowncustomersitonbe-|notifiednbynoperationsnornothernevents,npriceithresholdsnorTelated-|

itemsn(i.e.nbill"|triggers,TnovingintoTiextnpricing"|tier,"iratesY7narketisignalsnandTelated).Ti

Thencommunicationsnand"inotificationsi/villnbe"|basednonneachncustomer'snpreferred"i

channelngivennaispecificneventnoriareanofiinterest.-pCMnwillisavencustomersYimenand-|

provideithemi/vithinformationifornbettenenergynusendecisions."i

Single‘^iewpfthe"Customer|(SVOC)‘|(E)"i ^Thisnprojectnexpandsitailored"|treatment"i 

optionsnandnprovidesnautomationifornextractingnandnpresentingncustomer 'specificndatan 

foncustomeriwebnaccessnandinteractiveivoice"irecordingn(IVR)isystems,"|therefore,"i 

resolvingncustomerissuesTnoreneffectivelynandnefficiently.Ti

HomenArea1Metwork-|(HAN)1nfrastructureihThisnprojectiA/illnprovide-|HANndevice-|

commissioningnandndecommissioningncapabilities,Tnanagenandndistribute"firmware"i
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updates,ndemandTesponseneventnsignaIs,npricingnsignaIsnandnshortTnessages"|tonHAN"i

devices."|Thisnprojecti/villimplementitheTequired"|hardwareinfrastructure"|toisupportithe"i

Demand-|ResponsenControlnApplicationn(DRCA)ndeployment.-nSecurity-|reviewnand-|

penetrationitestingnarenalsoincludeditonensureithatnsecurityithreatsnareTnitigated.Ti

Futureimplementationsnwillisupportngrowthnofitheisystem,nadditionaIinfrastructure"i

requiredifonancustomendeviceTnanagement"iportaI,nandnsecurityitestingnofTiew"|HAN."i

HANi.abT-The-|HANiaboratory-|Supportsithencompatibilityiverificationnof-iHANndevices-|

withnSDG&Ensystemsnensuringithat"|thendevicesnperformitheifunctionalitynasndesigned"i

andndescribednbyithendevicenprovidenandinteroperatei/vithnotheriHANndevices."i

Digital‘Poadmapn(E)nL|The"|DigitahRoadmapnprovidesiforisixinitiatives"|thatnprovide"i 

customersiA/ith"greaternaccessibilityitoinformationnandneasierTiavigationiforimore"i 

effectivencommunicationsnanditimeisavingsinnaddressingncustomernenergy Velatedi 

informationTieeds:n(a)"|Re larchitectingnSDG&E.comiA/ebsite;n(b)neServices;n(c)ndigitah  

research;n(d)includingisociahmediainto"|two Lwayncommunications;n(e)ndigitah 

advertising;nandn(f)"imobilenapplications.Ti

Demand-pesponse-programsnhDemand-iResponse-iprogramsinithisncontextTeferitoithe-i 

Smart"GridTelated"|Demand"|Response"|Programncosts/benefitsifiled"|Marchn2011irri 

SDG&E'si2012 ^OlAnDRnApplicationiA.ll ^3 l00243)includingnpeakitimeTebaten(PTR),"i 

residentialnandnnon lresidentiahnewnconstructiorrprogramsnanditheisrnaIhcustomeri 

technologyideploymentn(SCTD)nefforts."i

Electric-CleannTransportatioiri(Customer|Outreach)-|L|ElectricnCleanirransportationn(ECT)-|

providesncustomensupportnoutreach,neducationnandinformationitonSDG&Encustomers"i

purchasingnonconsideringnpurchasingnanPEVnandnchargingifacilitiesn(home,ncommerciah

and"ipublic).ifhisneffortisTieededitoisupportitheTapid"igrowthinithenusenof'ielectricitynas"i

43-fittpi//www.sdge,com/regylatory/All *03 ‘002.shtm^
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aitransportationifueHnithenSan"|DiegoTegionndueito"|theinfluxnof"|PEVsnanclncharging"i 

facilities-) rntheTnarket.Ti

EnergylnnovatioirCentenlEICHEjnhThe-iEnergylnformationnCenteriEICjiA/ilhbena-i

27,000isquareifootifacilityiA/herencustomersiA/illTeceivendemonstrationsnofvarious"i

technologies,-|learnnenergynefficiencynconcepts,nprinciplesnandnequipment-|measures,-|

alternativeifuelitransportation,ncleanngenerationnandnSmartnGrid"features."nA"iportionnofi

thefacility!/vill-focusnonnSmartnGriditechnologiesn(i.e.nhome-|technologies,nelectric-|

vehiclesnandTenewable(s),netc.)nanditheifacilitynis"iplanneditoifunctionnasnan"smart"i

building"nwithngridinteroperability."nThe"|EICi/villnprovidencustomersnaccessitona"i

demonstrationifacilityitO"|testnenergynutilizationideas.Ti

SmartiVleters"ihThenSDG&EnSmart"|MeteriprojectiA/asnapprovednbyithe"Commissionirri

D.07 ^4 l043innApriln2007nandnhas"iresultedinnanprojectitoinstallnsmartnelectricTneters"i

and"gas7nodules"fornallnSDG&Encustomers."nAsnofiMayn2011,ithendeploymentisTnore"i

thani95npercentncomplete."nSmartTnetersnarendigitalndevicesithatncollectnenergy bseidatai

and,nunlikeitraditionalTneters,itransmitnandTeceivendata."|Electricnenergynuseis"irecorded"i

everynhourfonresidentialncustomersnandneveryil57ninutes"forncommercialncustomers"i

and-|naturalngasinformationis-|readiDnnandailyibasis.Ti

New-pevelopmentlSmartiCommunityn N’hisisnanpilotnprojectitoitestndistributednenergyi 

resources Llsuchiasisolar|PV,fuehcellsiandienergy-istorage Llandndemand 'response L 

enablingitechnologyiinnaTiewncommunity.irhe"ipilotisndirectednat"iresidentialnandnaifew"i 

smallncommercialncustomers.-|lnnaddition,ithencommunity!A/ilhprovidenemployment-| 

opportunities"|toiocalTesidents."|ThencommunityiA/illnbendesigneditonbe"|highlynenergy  L 

efficientinnbothitheTesidentialnandncommercialisectors.irhengoalnofithenpilot"iprojectis"i 

tonprovidenenoughndistributednenergyresources"|toTneetithencriticalnenergyTieedsnofithe"i 

community.irheTequirementsifonsuchnanpilotnareithenabilityitoishedTion 'criticalioadn 

throughndemand"iresponsenprogramsnand"|to"|utilizenautomaticiswitchesithatnwould"i
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reroutenpowerfromndistributednenergyTesources"|to"|thencommunity,naIlowingncustomers"i

toTideithroughnoutages.ji

Dynamic‘Pricing-project‘|(DPP)T-'iDPPTeflectsndynamic"ipricingnanditime bf 'usejatesn 

proposedinithen2010"|Dynamic"|PricingnApplicatiorri(A.10 ^7 l009)ifilednorrilulyn6,n2010,"i 

aIongnwithiT,nbillingnsystemnenhancementsnandncustomernoutreachitonassistncustomers-| 

inndynamicnpricingnparticipationnandnemployeesinisupportingndynamicnpricing/time *of L 

useTatenbusinessnprocesses.Ti

CustomerfnergylMetwork-ilCENjTjhase-pihThenCustomenEnergy-iNetwork-iiCENjnwilh 

providenaistandardinterfacen(OpenADE/NAESB"|ESPIncompliant)iforiauthorizedithird"i 

partiesitonaccessncustomernenergynusagendatanonnanbatchnandTeal 'timenbasisitherebyn 

aIlowingithemitonpresent"|Usageinformationitoncustomersivia"|theinownnplatformY"i 

application."!

Emergingirechnologies"PD&DiL|EmergingiTechnologies"|Research,"|Developmentnand"i 

Demonstration^ ET"|RD&D)"funds"imultiplenpilotsitonevaluatenpromisingncustomernpremise"i 

technologies.-!

Customen&lOther|StakeholderEngagement-Campaignn(E)T-nProvidencampaignieveh

coordinationYnoverarchingnconnectionsnbetweenithenprogrammaticnoutreachnand"i

educationneffortsnexistingYhroughoutnothernprojectsisuchnas-iDynamic-iPricingi^pplication-!

and"|thenoutreachYieducationYor"|Electric"Cleanirransportationn(PEVs)."n

The"|timelinenofiSDG&E's"Customer"|Empowermentnprogramisishownin"|Figuren6 *4"i 

below,includingnhowithat"|timelineTelatesitonstatenpolicyTequirements,TelatednSDG&E"i 

forecastsnandYhen2015/2020ndetailedivisionnstatementsnprovidedin-|thenVision-|sectionnofi 

thisnSmartnGrid"|Deployment"|Plan."n
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Figure 6-4
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SDG&E Smart Grid Vision: by 2 015
Customer education and outreach programs 
are proactively engaging customersthrough 
multiple channels

Hi SDG&E and third parties are providing HANs and 
other customer premise network capabilities, 
providing customers real time feedback on 
power consumption and energy pricing

Standardized/reliable customer specific interval 
usage information and time differentiated 
price signals are available, enabling customers 
to make informed and cost-based energy use 
decisions

Customers can choose among multiple energy 
information services and providers

Bill CSI; 3,000 MWof distributed solar
t)% EE reduction from 2006

■
Provide real or near real-time accessto usage data
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SDG&E Smart Grid Vision: by 2020ENERGY ##
Customers are provided near-real time signals 
via price and event triggers enabling a balance 
of supply and demand

Hi Widely adopted standardscreatea ubiquitous 
market of plug-and-play network devices in 
businesses and homes, including multi-unit 
dwellings

Hi SDG&E is providing options and tariffsfor 
customersto sell generation using distributed 
energy resources, electric vehicle to grid, or 
energy storage discharge

|f| Microgrid and other technologies give customers 
more reliability options
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6.4.2 RENEWABLEnGROWTHn

SDG&Encustomersncontinueitoinstallnsignificantnnumbersnandncapacitiesnofisolan 

photovoltaicnandnotherintermittentnelectricngenerationTesourcesnatTesidentialnandn 

non lresidentiaInpremises."nToisupportndistribution WehrenewableTesources^DG&E"! 

plansinvestmentsithatincrease7neasurement,ncontrol,nandTnanagementncapabilities."i

SDG&Eis"iplanning"|RenewablenGrowthinvestmentsitonenableTeaI Ltime,Tnonitoringnand"i

situationahawareness.-iTheseinvestmentsiwilhhelpTnitigateitheintermittencyissuesn

associatednwithTenewablengenerationnbynemployingnhigh Speed,ntime Synchronized"!

measurementndevicesinstalledinnsubstationsnandnati<eynpointsnonithendistribution"i

system.ifhisndatancannequipisystemnoperatorsnwithnbetterTeal 'timeinformationnaboutn

actualnoperating7Tiarginsiso"|thatitheyncannbetteriunderstandnandTnanageitheTisl<nofi

operatingncloseritoisystemiimits.Ti

Fornuseinnconjunctioni/vithimproved"imonitoringncapability,nSDG&Eisincreasingncontroh

capabilities.nWhenncombinediA/ith"|theincreasedTnonitoring,itheseinvestmentsi/vill"i

assistinnaddressingintermittencyissuesncreated-|by-|theivariablenpowenoutputnof-|

renewablenenergyresources.Ti

Asnannadditionalngrid7nanagement-|mechanism,nSDG&Eisnplanningndistributednenergy-| 

storageisystemsnonncircuitsiA/ithnhighnpenetrationnof'icustomeriPVisystems.nAdditionally,"i 

energy-|Storage-|systemsiwillnbenstrategicallyiocatedin-|Substationsito-|mitigateitheimpact-| 

ofiri u It i p lend rcu itsiwit h"|PV .ji

TonfurthenextendnSDG&Engridncontrolncapabilities,nSDG&Enplans"|toimplementnSCADA"i

controlnofiallncapacitorsnonnSDG&E'sndistributionisystem.nSCADAncontrolledncapacitori

banksi/villnprovideiocalnand"iremotencontrol,nfailurenpredictionnandndetection,Teduced"i

operatingncost,nandishouldnenhancendistributionnsystemnperformance"|throughimproved"i

voltagenandTeactivenpowerncontrol.Ti
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TheseinvestmentsinincreasedTneasurement,ncontrol,nprotections,Tnanagementnand"i

optimizationnenabled"|byitechnologyinvestmentsiA/illnaccommodateitheincreased"i

variabilityithatiwilhresultfromintermittentTenewableTesourcesnas-|theyihelpTuir|the-|

gridinitheTnostnefficientTnanner.Ti

Toinforrrr|theitimingnofitheseinvestmentsnandidentifyfurtherTieeds,nSDG&Enhasnoris-|

closelyiconductingnand/onmonitoringnaTiumbenofistudiesnunderway.nAiistnofithe"i

specific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-|Planfonthe-|

RenewablenGrowthnprogramincludes"|theifollowing:"i

PhasorJVleasurementiJnitST-lnstallationnofihigh 'speeditime 'synchronized"! 

measurementndevicesinisubstationsnandnonndistributioniines.TiThisinformationiA/illnbe"i

utilizeditoT3rovidenanindicationnofngridnconditions"|thatncanndrive7nitigation"imeasures."i

Dynamici-ine"PatingST-1nstallationnofisensorsnonndistributioniinesitoTnonitoritension"i

and"|temperaturenconditionsinnordentondevelopTealitimendynamicnconductorTatings."n

Withithisitechnologyiasnpartnofia"iportfolionofnprojects,increasednamountsnofTenewable"i

generation7naynbeintegratedintoithengrid."i

Advanced"pnergy|StorageT-1nvestigationnandndeploymentnofvarious"|typesnofistorage"i

andnotherfastnactingitechnologiesitonhelpimproveithe"ireliabilitynofithendistribution"i

system.-!

SCADA"pxpansion"ihlnstallationnofil.5nSCADA"|switchesnatneveryidistributionncircuitn(mid L 

pointsnandities).nWithithencompletionnofithisnproject,nautomationnofnaisignificantnportion-| 

ofisystem"irestorationnafterna"|system"faultncannoccur."i

lCapacitor|SCADA"i-"|InstallationnofiSCADAncontrolnonnallnexistingndistributioniine"i

capacitors."nThisi/villnallownadditionalivisibilitynintongridnconditions,Tnorenoptimal"i

volt/VAnmanagementnandidentificationnofncapacitorsnwithnblownifusesithat"ineeditonbe"i

replaced.Tn
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Community1SolanhCommunitylSolanProgranTis~arrin *basinncommunityiscaIeisolan

projectndevelopednbynSDG&E"|tonprovidenaIlncustomersnannopportunityitonexperienceithe"i

benefitsnofisolar.-nSDG&Eiwill-|secureithe-|Solarnenergy-|systemnonnbehaIfioficustomersnand-|

actnas"|the"iprogram7nanager.TGustomersnwillivoluntarilynparticipateinithencostnand"i

benefitsnof|the-|systemi--|helpingitonbuild-|thencommunity'snpowerfuture.-|

The"|timelinenofiSDG&E'snRenewablenGrowthnprogramisishownirriFiguren6 l5nbeIow,"i 

includingnhow-|thatitimelineTelatesito-|StatenpolicyTequirements,TelatednSDG&E-| 

forecastsnandithen2015/2020ndetailedi\/isionnstatementsnprovidedirr|thenVisiorrisectionnofi  

thisnSmartnGrid"|Deployment"|Plan."i
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Figure 6-5
•0000 users of online energy tools

Zero net energy —100% new 
residential construction
30% GHG emissions reduction to 1990 levels 
"0% reduction in non-petroleum fuel use
33% Renewable Portfolio Standard 

overnor’s Clean Energy Plan proposes 
,000 MWof localized renewable generation 

>2u0 MW PV (CEC)
>260.000 PEVs
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B 000 MW peak reduction
(fault dynamic electric rate—small commercial customers 
rtionai dynamic electric rate —residential customers
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PV under light loads,
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CSI: 3,000 MWof distributed solar
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Provide usage data
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online energy tools
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SDG&E Smart Grid Vision: by 2 015

4
53 circuits with 330% PV under light
loads, 130 with >20%
>168 MWPV (CEC)
>25,000 distributed renewables customers
>60,000 PEVs

SDG&E, customers and other third parties 
continue to install energy storage to enable 
more efficient use of renewable resources 
and to reduce overall base load generation 
requirements

0 SDG&E is relieving congestion by utilizing 
dynamic line ratings and synchrophasor data 
to operatethe grid more efficiently

Cost-effective energy storage-either utility, 
customer, or third party owned-ts helping to 
resolve voltage regulation, voltage flicker, and 
intermittency of renewable resources

Residential distributed generation output has 
metering and control options enabled by HANs

H Provide real or near real-time access
■ "..-'edata

EVs
-esidentiai/116 MWtotai PV

1,1
#

PHASOR MEA

DYNAMIC LIN UTION)

ESplI ■ SDG81E Smart Grid Vision; by 2020
CAPACITORSCA 0 Synchrophasor data is being used to assess the 

condition of the grid and respond to changes 
before they become problems

Advanced inverter controls (for both distributed 
and central station renewables) are utilized for 
the smoothing of intermittency issues associated 
with solar photovoltaicsand wind resources

0 SDG&E is providing optionsfor customersto 
sell output from their electric vehicle, PV system 
or storagedeviceto optimize overall system 
efficiency and costs

;
ADVANCED ENERGY ST' STRIBUTION)
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6.4.3 ELECTRICnVEHICLEnGROWTHn

SDG&Eis"ipreparingifonelectrici\/ehiclengrowthnbynaddressingithesencnticalnareas:"i

Chargingirechnologyn&infrastructure"nSupportiwidespreadnandnconvenient-|PEV-|

chargingnopportunitiesincluding"|thirdnparty,ncustomernand"|utilitynchargingnstations.n

Rates/Pricing/IncentivesT-iDevelopnandnpromotenattractivencost tasednoff *peak"i 

chargingTatesithatnencouragenPEVncustomersitonchargeivehiclesnduringnoff lpeaknhours,n 

wherr|thereisisufficientisystemncapacity."i

Efficient"|UtilitylSystemintegratioiri-"|Expand"|utilityncharginginfrastructureinnaTnanneri

thatnenablesitheisafe,"ireliablenandnefficientintegrationnofiPEVnchargingioadsnwithithe"i

utilityngrid,includingnseparate,nasi/vellnasiargenchargingistationTietworks."i

SupportTforiVlarket-pevelopmentT-iSupportithe-growthnofithe-|PEVTnarketiA/ith-| 

customer 'focusedisensitivities,iwhile"iproviding"isupport"iservicesitcnelectricivehicle"i 

servicesnprovidersn(EVSP)nand"irelatedindustries."|Provideisupportifornai\/arietynof'iPEV"i 

customersnandistakeholdersiA/ithiservicesn(e.g.,Tnetering,nbilling,nbacknoffice,"fieldn 

support),nasiA/ellnasneducationnandnoutreachifonhomenandTion lhomencharging:"npublic,"i 

private,ncommercial,7nulti lunitndwellings,"isingle-family,icontractors,-|EVSPs,-| 

municipalities,"PEMVndealerships,"fradenallies,Tnedianandifleet."i

To"iprepareifonthenefficientintegrationnofiPEVnchargingioads,nSDG&EisTnonitoring"|PEV"i

EVSPinstallationsirrfhenevent"fhatitheseioadsTequireiservice"fransformernupgrades,"i

includingithenusenofitransformer-|sensorsnandnothenTionitoringitechnologies.-mThese-|

capabilitiesiA/ill"iprovideinformationitonengineersnandnoperatorsnaboutitheistatenofithe"i

gridincludingndistributedTesourcesnandioadsnatitheiocationnofitheseitargeted"i

transformers."nTheseisensorsnhaveithenpotentialitonallowincreaseditransformerncapacity"i

utilizationnandnaccommodateifutureioadsincluding,nbutTiotiimited,ito"|PEVs.Tm
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Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

Planiforithe"|ElectricnVehiclenGrowthprogramincludesithe"following:"i

Public"Access"CharginglStations"i4nstaIlationnofiutilitynowned,npublicnaccessncharging"i

facilitiesfor-|EVs.TiProjection:-|129-|Leveln2nstationsnand-|13"|FastnCharge-|Stationsinn2012.-|

SmartnTransformersT-1nstaIlationnofisensorsnonndistributionitransformers"iplusnancillary"i

communicationitechnology-|to7nonitornand-|reportioading,nanditransformerncondition.Ti

ThisnwillimpactitheTiumbenofitransformers"ireplacednandnoverloaded"|byiPEVsnandnheat"i

storms.n

Plug1irplectric"VehiclesiLinfrastructure"|UpgradesT-iUpgrades-|toithenelectric-|

distributionnsystemitonaccommodateincreasedTiumbersnofiPEVs.TiUpgradesinclude"i

facilitatingncustomenpanelnupgrades,nupgradesnofTesidentialndistributiorr|transformers"i

and"|upgradesnofnprimaryndistributiorrfeeders."i

Vehicle1tO"|GridTi(V2G)"PilotTihThis"ipilot"iresultsinintegratingistationarynbatteriesiA/ith"i 

fast"ipublicnandnprivatenchargingifacilitiesnandincludesimplementationnofisites/unitsiA/ith"i 

communicationnandncontrols"iprotocol,itestingnofiaTnicro lnetworknofiPEVncharging"|units"i 

with"|EVSPnand"|technologynpartners,"imicro lnetworkitesting,nprotocolTefinementiA/ith"i 

automotiveTnanufacturersnand"|PEVintegratiorr|testing."i

EV"|StudyT-"Pates"|(E)"i-'iSDG&Eisistudying"|upitO"|l,000"|PEVnowners'nchargingnpatterns"i 

usingnexperimentalTatesndesigneditonencouragenoff lpeakncharging.ifheTesultsnofithe"i 

studynwillnbenuseditondesigrrfuture"|EVnchargingTates."i

The-|timelinenofiSDG&E's-|ElectricnVehiclenGrowthnprogramisishownirr|Figuren6 tenbelow,"! 

includingnhow"|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E"i 

forecastsiandithei2015/202Chdetailedivisiornstatementsiprovidedirr|theiVisiorr|sectiornofi  

thisnSmartnGrid"|Deployment"|Plan."i
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Figure 6-6
>0,000 users of online energy tools

000 MWpeak reduction
Vault dynamic electric rate—small commercial customers 

motional dynamic electric rate “residential customers

:

Zero net energy-^00% new
residential construction
30% GHG emissions reduction to 1990 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio-Standard 
>260,000 PEVs

■ n%
lie DR at 5% of peak
3emission reduction
MW peak reduction

III ovide usage data
1' ,000 customers using 
online energy tools 

i ,000 customers, 49 MW 
resident ial/9Q MW total 
distributed renewables

>25,000 distributed renewables customers 
>168 MW PV (CEC)
>60,000 PEVs

:
t)% EE reduction from 2006
CSI; 3,000 MW of distributed solar

SDG&E Smart Grid Vision: by 2 015
ovide real or near real-time access to usage data

i,:oo pevs
REV growth is supported and encouraged through 
the application of new technologies to manage 
customer load and facilitate EV charging to 
minimize impacts to the grid

|§| SDG&E is providing opt ions for customersto 
prioritize and control load to accommodate 
distributed intermittentsand efficiently 
integrate plug-in electric vehicles

||| SDG&E, through metering and related measures, 
is tracking electricity used for transportation in 
order to earn Low Carbon Fuel Standard credits 
on behalf of customers

# #
PUBLIC ACCESS CHARGING

SMART Tl IERSI

plug-in electric vehicles
INFRASTRUCTURE UPGRADES

t

VEHICLE TO GRID

SDG&E Smart Grid Vision: by 2020EV STUDY (RATES)

lj| SDG&E is providing optionsfor customersto sell 
energy from their electric vehicle, PV system, 
or storagedeviceto optimize overall system 
efficiency and costs

The market continues to integratethe 
aggregation of distributed resources, plug-in 
electric vehicles, and energy storageCO
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6.4.4 RELlABILITYnAN DnSAFETYn

SDG&E's"|ReliabilitynandnSafetynprogranrgoalsnareitoTnaintainnand/orimproveTeliability"i

andnsafetyninTesponseitoithenchallengesnassociatednwithTenewablengenerationnandn

PEVs."nSDG&EiA/illnaccomplishithis"goaInbyimproving7neasurement,ncontrol,nprotection,"i

data"irecording,nandTnanagementnandnoptimizationncapabilities.TilnitiaIly,nSDG&EiA/ilh

focusnonincreasingithe7neasurementnandTecordingnacrossitsngrid,nprovidingithenbasis-|

fonanincreasednunderstandingnofngridnperformancenandithenabilityitonperformndetailed"i

anaIysisnonnpastnevents."nlnithe"futureithisiA/illnenablenSDG&Eitoimplementncontrolnand"i

protection"iprojectsithatiA/illimproveithenabilitynof-iSDG&Enandithe"GAISOitonanticipate"i

problemsnandTesponditoithemnautomaticallynandTnanually.TiThendataiA/illnalsonallowifon

programsithatiwillistabilizenandnoptimizeithengrid,naIsoimprovingitsTesilience."i

SDG&E's"|technologyinvestmentsi/villncombinenwithinvestmentsitisTnakingitonexpand"i 

itsncontrolncapabilitiesnand"furthenitsngoaInofnprovidingifasteriisolationnoffaultednelectric"i 

distributionncircuitsnandnb ranches,TesultingirrfastenloadTestorationnandisolationnofi 

systemndisturbances.n

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

Planforithe-|ReliabilitynandnSafety-|programincludesithefollowing:-|

Advanced"|Ground‘Fault‘Petectioni-'iDevelopmentnofiaIgorithmsithatnwillnutilize"i

availablendatanandnperformnanaIyticnevaluationsitondeterminenoptimalnactions.TiPurchase-|

orndevelopnexistingnprotectionnequipmentitoisupportimprovednanalyticnandncontroh

functionality."!

Advanced"Weather|Station1ntegrationnand-Forecasting-CapabilitiesiLPptimizationnofi

advancediA/eathenmonitoringinformationitondevelopnenvironmentaliforecastingitoolsn

that"facilitatenandnenhancendeploymentistrategiesnduringinclementiA/eathernconditions,"i

including"|Red"|Flagnevents."nThisinformationncan"|beifurtherieveragediforirenewable"i

generationforecasting.-|
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Wireless‘faulted"Circuit1ndicatorsT-1mplementationnofiwirelessifaultedncircuit"i 

indicatorsitonprovidenrapididentificationnandiocationnoffaultedndistributionncircuitsn 

resulting! rrireducednoutageitimenbynexpeditingnpatrolnandTestorationnactivities."i

Conditioir3asediVlaintenance-fxpansioiri--|ExpansionnofiCBM-|toiselectedn4-|kV-|

substationitransformeribanl<sito-|leveragenactualitransformenconditionsitoiDptimize-|

operations.-!

Phase1dentificationn(E)n4dentificationnofithenphasenofieachnconductornonna"|three 'phasei

feeder,nasnwellnasnsinglenphasenbranchesnonnalhcircuitsnbyn2013.TiThisiA/illimproveithe"i

distributionnsystemTnodelsnandnallowiforfuturensystemnefficiencyimprovements."i

Smart1solationTand"PeclosingnhApplicationnofpff'the 'shelf-pulsenclosingitechnologynatn 

additionalnpointsnonithensystem."nSDG&Enhasnalreadynapplied"|this"|technologyi/vhich"i 

limitsithenamountnofnenergyithatnSDG&ETe 'closesnbacknintoifaultedncircuits,improving"! 

publicisafety."!

ARC"Petectioni-"|Developmentnoficapabilitiesiforiarcndetectioninn230i<Vnunderground"i

vaultsnandnoverheadnconductors.iThis"|systemnprovides"iradioifrequencyiindicationi:onan"i

inspectoriat"istreetievelnandnhelpsiocateifaults."i

Automated-faulti-Ocationi-iDevelopmentnofnautomated-faultiocationfortransmission"!

events,nusingTelayievents"fromnalhline"|terminalsitoimprovenaccuracy."|ThisiA/illnassistin"i

serviceTestorationnandiDutagenduration."!

CompositeiCoreTConductorihDernonstrationnoficompositencorenconductorinstallation.Ti

This-|technologynhasi:henpotentiali:oincreasencapacity-!ratingsnofiexistingnandTiew-!

transmissionncorridors."!

AdvancedlSystem-pianningiTools-ihDevelopmentnofiimprovedTnodelsiforTiewitypesnofi 

generation,isuchnasnsolari:hermalnand"|solar"|PV,nandi:he"|usenofibetteriA/eather"i 

forecastingiforimproved"generation"forecasting,improvingngridnperformancenwith"i

renewablengeneration.n
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Dynamic"Voltagenandi\/AR-Controh4nstaIlationnofithreeisynchronousncondensersnat"i

Mission,"|PenasquitosnandiraIegan230"|kVisubstations"|tO"imitigateitheiossnofisystenri

inertianandnassistin7naintainingivoltageiA/ithirr|tolerances."i

Energy|Storage‘fonTransmissiorrPeliabilityihlnstaIlationnofi\/ariousitypesnofistoragenand"i

otherfastnactingitechnologiesito7naintainnand/orimproveitheTeliabilitynofithe-|

transmissionisystem.-|

ReahTime_^oltagelStabilityi>rogranri-"|UsagenofTiewnapplicationsnandTnodels"|tonaIlow"i

fonvariationsinndispatchnandnbettenutilizationnofimportncapabilities.Ti

SynchrophasorsiTransmissionJ-ihDeploymentnofTnultiple-iPMUsnacrossnSDG&E'snservice-i

territoryithatnwillnenableiwidenareaisituationalnawarenessncapabilities.Ti

ConvertlN/lanuali-inelSwitchesito-RemotelSCADA-pperationsihExpansionnofiSCADA-ito-i

additionaInpointsnonithe"|transmissionisystemitonaIlowiforimorenautomatedngrid"i

operations.-!

FiberiOpticiCommunicationsiSystemsiEjnhExpansionnofitheifibenopticTietworkitonalh

transmissionisubstations."nThisisystemiA/illnbe"iprimarilyitonenableisystenriprotection"i

capabilitiesnbutncan"|beieveragedifornothernSmartnGridncommunication"ineeds."i

The"|timelinenofiSDG&E's"|ReliabilitynandnSafetynprogramisishownin"|Figuren6 ^"ibelow,! 

includingnhow"|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E"i 

forecastsnandithen2015/2020ndetailedivision-|StatementsnprovidedinithenVisionnsectionnof-| 

thisnSmartnGrid"|Deployment"|Plan."i
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Figure 6-7 >0,000 users of online energy tools 
IBM 17000 MWpeak reduction

.■ ■ ■ lult dynamic electric rate—small commercial customers 
■ onal dynamic electric rate -residential customers■

Economic DR at 5% of peak 
11% GHGemission reduction 
12,000 MW peak reduction

Potential energy storagetarget
Zero net energy-100% new- 
residential const ruction
30% GHG emissions reduction to 1990 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio-Standard
=260,000 PEVs

Provide real or near real-time access to usage data 
1,000 PEVs

Potential energy storagetarget 
=25000 distributed renewables customers 
>168 MWPV (CEC)
=60.000 PEVs

Provide usage data
t),000 customers using online
energy tools
13,000 customers, 49 MWresidential/
90 MWtotal distributed renewables :

t)% EE reduction from 2006 
CSI: 3,000 MWof distributed solar:

- t ADVANCED WEATHER STATION INTEGRATION/FORECASTING CAPABILITIES
V ;

SDG&E Smart Grid Vision: by 2 015*
Automatic fault detection, isolation, and service 
restoration capabilities are being enabled, 
requiring minimal human intervention and 
leading to improvement in outage restoration

Cost-effective energy storage—either utility, 
customer, or third party owned“fs helping to 
resolve voltage regulation, voltage flicker, and 
intermittency of renewable resources

— ARC DETECTION INDICATION (TRANSMISSION)
‘

|----  AUTOMATION FAULT LOCATION (TRANSMISSION)
.

SDG&E Smart Grid Vision: by 2020
I |jj SDG&E is enabling differing levels of reliability, 

based on customer needs/preferencesfor self 
sufficiency (particularly for C&l customers)

Synchrophasor data is being used to assess 
the condition of the grid and respond to changes 
before they become problems

Highly reliable network services are deployed to 
targeted areas to ensure continued availability 
for mission critical applications

ON1W i'i I a if Ul If W!i If I5uii iWUW iW
4

ENERGY STORAGE FOR TRANSMISSION RELIABIDYNAMIC VOLT/VAR FOR TRANSMISSION RELI ABUT'iF—-

J ■COMPOSITE CORE CONDUCTOR (TRANSMISSION

REAL TIME TRANSMISSION 
VOLTAGE STABILITY PROGRAMGO
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6.4.5 SECURITY-]

SDG&E'snSecuritynprogramnguidesnancomprehensiveisetnoficapabilitiesitonaddress-|the-|

increasednphysicalnandncybensecurityTequirementsnassociatedi/vithithendevelopment,-|

implementation,nandnoperationnofithenSmartnGrid'snsystems.iThenSecurity-|programiA/ilh

focusnonndevelopingnpolicynandistrategy,nupgrading-|theisecurityinfrastructure,-|managing-|

SmartnGridTisk,nandnextending-|securityndailynoperations.-nThenprogramisndesigned-|to-|

supportitheitenetsnofiSDG&E'sisecurityistrategy:-|

Adherence-|tonSecurity-|Principles-|

BroadennAwarenessn

ConvergenSecuritynGovernancen

DistributenSecurity-Controlsn

ThenprogramisupportsnSDG&E'sisecuritynprinciplesnbyincorporatingithemnacross-i 

projects.-|Fonexample,i<eyiprinciples,isuchnasnalignmentitoTole basednaccessncontroh 

withiseparationnoficritica Induties,nareincorporatedinnconfigurationnchangencontroh 

projectsnSDG&EnplansnwithinisecurityncomplianceTnanagement.Ti

SDG&E'snSecuritynprogramnbroadensnawarenessinternallynandnexternally.nActivitiesnare-|

dedicatedntoTeal Ltime-]situationahawarenessnof-]securityncontrols.-|Projectnobjectives-|

includenenhancingncurrent-|policies,informing-participants,nsuchnasnemployees,nthird-|

parties,nandncustomers;nof-ithe-|sharednobligationntoT3rotectneveryindividual'snprivacyiand-|

security.nAdditionally,nplannedinvestmentsndriveTnechanismsntoncommunicate-|relevant-|

securityinformationnamongnancollaborativencommunityntonfacilitatenfindingnandTesolving-|

potentiahproblemsnfaster.-|

SDG&Enachievesnconvergedisecurity-governancenbyincorporatingnstandardsnand-|

interoperabilityintonsecurityTnanagementnprojectsisonthatisecurityTnanagementncannbe-|

centrallyimanaged.nSecurityncapabilities-|arenpolicyndrivenntoisupportncoursengrained-|
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securityncontrols,nandnsecuritynprojectsndefinencentral,integratedisecuritynprocessesito"i

enablenSDG&EitoTespondneffectivelynasnaisinglenunit.Ti

Finally,nSDG&E'snSecuritynprogramnplaces"iandnexecutesisecurityithroughout"|theTietwork"i

toTesistnattack,ndistributenrisl<Tnanagementndecisions,nandisupportnapplicationieveh

security.iThisndistributed-|securityncontrolnallowsndecisionsito-|reflectiocalnbusiness-|

needs,iwhile"|theynarengoverned"|byienterprisenpolicy."|Pilotsnarendefined"|tonexpand"i

SDG&E'sncapabilitiesnaroundndistributedTietwork-|protocols-|Supportingithisndistributed-|

securityncontrol.n

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

PlaniforithenSecuritynprogramincludesitheifollowingn

Security-fventT&IncidentlVIanagementTfSEIMj-Refresh-ihlnstallationnofTSEIM-i

technologyitoTeplacenSDG&E'sncurrentnSEIMinfrastructure.irhe"iprojectiA/illndesignnand"i

implementnanSEIMiserviceithatisupportsncurrentnproductionnandTegulatory"i

requirementsnandnaifoundationifonstrategicnutilitynprograms.nThisncapabilitynwilh

streamlinenandnenhance7nanagement,itrendnanalysis,nalertTeportingnandnescalation"i

processes."!

Substation"Physical"|SecurityiHardeningT-1nstallationnofnphysicalnaccessncontrolnand"i

monitoring-for-|Substations,nandnenhancedncapabilitiesforTietwork-|monitoringnof-ialarnri

systems.-!

SecurityiVletrics,"PeportTand"Awareness"i(Cyber)n—irhisnprojectiA/illnenhanceinternah

andnextemalisecuritynawareness,ncollaborationnanditraining,nasiA/ellnas"|securitynand"i

complianceTnetrics,nandTiskTeporting."rm

SecurityComplianceiVlanagement"|(Cyber)n—lmplementationnofiancompliancencontrol"i 

framework,isecurityifeaturesnandncontrolnbaselinesnandnconfigurations,nasiA/ellnas"i 

compliancencontrolnunification,nattestationnanditestingnautomationifonsecurityiand"i 

complianceTequirements."!
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SecurityiThreatTand-^ulnerability1N/lanagementi(Cyber)n—Enhancementsito-|then

hardware/softwareisecurityitestingianchvulnerabilityTnanagementiprogram;-|testingianch

monitoringnofiSmartnGridnsecurityncontrols;7pperationalncompliance-|monitoringn(SOXn&-|

NERC/CIP);ndataiabelingnanditagging;ncompliance7nanagementisolution;ncyberisecurityi

testingn&nassessmentnprogram;TPISistandards;nauditnandTecordsTetention.Ti

Security1ncidentiVlanagement‘|(Cyber)"|—Implementationnofisolutionsiforivulnerabilityi 

assessmentnand7nanagement;nhardwarenandfirmwareisecuritynassessmentnandncode-|  

review.tiI mplementationno fprocessesnandnproced ures^fondatanclassifi cation,nhandling,"i 

markingnandndisposal."nThesencapabilitiesiwillnhelpnensurenconfigurationnandnassurance"i 

verificationnanditesting;ithreatnandivulnerabilityicollaboration.Ti

Secure-pistributed-jMetwork-protocoliDNPj-pilotihThisnprojectiwillndevelopnSDG&E-i

standards/guidelinesifontheimplementationnandnusenofisecurenSCADAitechnologyTfon 

electricitransmissionnandndistribution.iTheitechnologynwillnhavenprovenTeliability,"i 

security,Tobustness;Tneetiatencynandnreal Ltimenapplications"irequirements;nandnprovide"i 

robustitwo Wayicommunications.Ti

lnformatioir|SecurityPesearch-|(E)-i--|SecurityTesearchnactivitiesnsupportingnSmartnGrid-|

technologiesnandnprojects."|Monitoristandardsndevelopmentnandnothernbestnpractices"|to"i

ensurenexternalnalignment.Ti

The"|timelinenofiSDG&E'snSecurityiprogramisishownin"|Figuren6.8nbelow,includingnhow"i

that"|timeline"irelates"|tonstate"ipolicyirequirements,"irelatednSDG&Eiforecastsnand"|the"i

2015/2020ndetailedivisionistatementsnprovidedinithenVisionisectionnofithisnSmartnGrid"i

Deployment"|Plan.n
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Figure 6-8
■ ,000 users of online energy tools

:

Zero net energy “^00% new 
residential const ruction
30% GHG emissions reduction to 1990 levels 

■ b reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard
=260,000 PEVs

CE,-, i s' --.T K 0/

000 MW peak reduction
. Vault dynamic electric rate—small commercial customers 

■ ,>tional dynamic electric rate -residential customers

m n%

i ■■ ovide usage data
1 000 customers using online
energy tools

1 ■ 000 customers, 49 MW 
residential/90 MW total
distributed renewables

=25,000 distributed renewables customers 
>168 MWPV (CEC)
>60,000 PEVs

BIB CSI; 3,000 MWof distributed solar
t)% EE reduction from 2006

Provide real or near real-time accessto usage data
V00 PEVs

SDGStE Smart Grid Vision; by 2 015
SECURITY EVENT & INCIDENT MANAGEMENT REFRESH

SDG&E continues to ensure that 
Smart Grid technologiesare being applied 
to the electric distribution system that are 
highly resistant to outside intrusion or other 
unauthorized uses

Smart Grid network security continuesto 
improve,further preventing unauthorized 
access and incorporating responsive intrusion 
detection and prevention measures

secure

substation physical security hardening

■ifSECURITY METRICS, REP
I

SECURITY COMPLIAII

SECURITY THREAT & VUI : s*; 1

SECURITY INCIDENT MANAGEMENT SDG&E Smart Grid Vision: by 2020
ft SDG&E continues to work with technology 

providers to develop new control systems that 
automatically detect attacks and reconfigure 
to resist attack

ft Smart Grid applications provide detailed 
logging of events enabling tracing and 
correlation for improved security, problem 
resolution, and performance monitoringGO

td
i o IH

wwwsdge.com/smartgrid
© Jire 20l1Sm Qego G&s& Sect ric Qmpanj.ftl ccpyricft and trademark rights reserved.

201)2006 2020(S>
I ooo
-j

vo
VO



6.4.6 OPERATIONALnEFFICIENCYn

SDG&Enhasndesignedithe"PperationahEfficiencynprogramitonadvancenSDG&E'sTietwork"i

monitoring,noperatingnandnoptimizingncapabilitiesitonachieve"imorenefficientngrid"i

operations."|Investmentsnarenplanned"|toimprove"imonitoringnand7neasurementiA/ith"i

technologiesithatnassistinithendetectionnofnanomaIiesi/vith"greaternefficiencynand"i

effectiveness.-nSDG&Eplansinvestments-|thatfacilitateithenavailabilitynandnusenof-ikey-|

networkninformation,isuchnasTnodeling"|toolsitoimproveithenefficiencynofTietwork"i

planningnprocesses.nSeveraInprojectsifacilitate"|thenoptimizednoperationnofithengrid"i

utilizingTemoteTnonitoringnandnreal Ltimenresponsiveness,isuchnasithe"Putage"i

ManagementnSystem/DistributiorriManagementnSystemn(OMS/DMS)nandndynamic"i

transmissioirjineTatings.Ti

SDG&E'sinvestmentsnoptimizingngridnoperationnaddressnopportunities"|toimprove"ipowen 

flownasnwellnasngenerationncoordination."|Investmentsinndynamiciinenand"facilityTatings"i 

willnallownoperatorsitonmakenreal Ltimendeterminationsnofiangridnelement'snabilityitoncarry"i 

loadnbasednonnelectricaInandnenvironmentaInconditions."|Innconjunctioni/vithnSDG&E"i  

investmentsinngridnoperationaIncontrol-isuchnasithendistributionTnanagementnsystenri 

implementation,noperatorsnwillnbenableitonconductTeal 'timeioaditransfenthroughTeal L 

timeifeedenreconfigurationnandnoptimizeito"irelieveioadnonnequipment,improvenasset"i 

utilization,improveisystemnefficiency,nandnenhancensystemnperformance.Ti

Collectively,nSDG&E'sinvestmentsirrpperational-|efficiency-|willimproveitsnability-fo-|

plannandnoperateithengridi/vhilendeliveringi<eynenvironmentalnbenefits"|byienabling"i

alternativeTesourcesnand"imorenefficientlyndeliveringnpower."nAdditionally,nsomenofithese"i

investmentsi/villnplaynankeyiroleinnempoweringnconsumers.Tn

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

Planiforithe"PperationahEfficiencynprogramincludesitheifollowing:"i
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Weather|StationiMetwork-|(E)nL|ExpansionnofitheifourthiargestiA/eathennetworkinithe"i

natiorritoisupportimprovednoperationaIndecisionTnakingnduringnadverseiA/eatheri

conditions.-nThenexpansionnofithenweatherTietworkiwillnalsonenhanceitsTnanagementnofi

currentnandifuturenrenewablenenergyngeneration.TiThencollectionnofireal Ltimenwind,isolari

radiation,nbarometricnpressure,nandisatelliteirradiancendatanwillnbenuseditoiforecast"i

solarnPVnandnwindngenerationnenergynproduction.TiModelingnandiforecastingitheTnicro L

weathenclimatenofiSDG&E'siserviceiterritorynwillnenhanceitsnabilityTtonpredict"|PVnand"i

windnenergyngenerationnpeaksnandnexpectediowsithatnoccurifrorrr|the"inaturaIi\/ariations"i

ini/veathernpatterns.TiThisiA/illnenablenSDG&EitoTnanageitheitransmissionnand"i

distributiorrgridnatnanhighievelnofiefficiencynand"|help"|toTnanage"|thendispatchnof"i

resources.T]FinaIly,ithisTeaI Ltimeiweatherndatancairibenuseditonsupportndynamiciine"i

ratingsnbyifactoringinitemperaturenandiwindiforimaximumiineTatings."i

Micro"Pilei(Distribution)i-"|Micronpiles"i(alsoncaIledTninipiles)nare"|high performance,! 

high 'capacityndrillednandngroutednpilesiA/ith"|diametersitypicallyi5"i-il2"."nGenerally,"i 

micro"ipilesnarenapplicableiA/hen"|therenarenproblemsiA/ithnusingnconventionalndeepn 

foundationisystems.nWhileTiotna"|traditionalnSmartnGrid"|technologynproject,ithisnproject"i 

leveragesinnovativenmaterialsnandnconstruction"|technologiesnandnhelpsTninimize"i

environmentalimpactsnofithenelectricnsystem.Tn

ARC_PetectioriT-'PistributionT-'EvaluationnandndeploymentnofithisitechnologyiA/illnassist"i

inifirenpreventionnactivitiesithroughnSDG&Enbackcountrynareas.n

3DiN/lodeling-jUsing-pLS-CADD/LIDAR-nThis-|projectnwilhapply-|State Pf 'the Prtncomputeri

modelingitechnologyitonexistingnutilityinfrastructure,nusingnconventionalnonLIDARn

surveyidata."nThis"|technologyiA/illnprovidenSDG&EnwithnbetterinformationTegarding"i

criticalispansnand"groundnclearanceithatncanimpactisystemTeliability."i

Distributed-fnergy-ResourcelVIanagementlSystem-ifDERMSJihThis-iprojectiA/illnoptimize-i

resourcenutilizationinTesponse"|toisystemnoperationalnevents,nenvironmentalnand"i

equipmentnconditions"i(collectivelyreliabilityievents),nandTnarketnpricenconditions."i
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DERMSincludesiseveralndifferent,nbutintegrated,nsoftwarencomponentsithat"i

incorporatenadvancednoptimizationnalgorithms"|tondispatchndemandnandnsupplyiside"i

resources,including-|DR,istorage,nand-|PEV-pharging-|(monitoringnandncontrolnofibatteries-|

at"ipublicnchargingistations)."i

Condition teasedlN/IaintenanceT-iTransmission-iand-pistribution-ihConditionibasedi

maintenancenwilhuse"|technologyitonassessithenconditionnandnperformancenofisubstation"i

transformersnandnbreakers"|to"imake"|betterTnaintenancendecisionsnandnoptimizenassets.Ti

IRInspection-forPistributionnhAppIyiaistructuredinfra lredinspectionnprogramito"|then 

distributionnsystemitoTeducenequipmentifailures,ieveragingngroundnand/ornaircraftL 

basedTnethods.n

Geographic1nformation-|Systenr|(GIS)nLjmplementationnofiannenterprise"geographic"i 

informationisystenr|thatiA/illTnaintain,nanaIyzenandTnapndatanenteredinnelectronic"i  

formatnandintegrateiwith"|the"PMS/DMS"|tonensurenup 'to 'dateTietworkTnodelsnarenusedn 

inisystemnoperations.n

OutageiVlanagementlSystem/DistributioniVlanagement-(Systenri(OMS/DMS)T-i

ReplacementnofiannexistingnOMSnandinstallationnofiaTiew"|DMS"|toimprovenoutage"i

restorationnandTesponsenandidentifynpotentialngridissues."nThisisystemiA/illprovide"i

operators-|withimproved-|capabilities,-particularlyin-|StornrponditionsnandTeduce-|

manuahprocesses.n

Automated‘facilityPating-|Systenvi'irhisnprojectnwillncreatenaTiewndatabase"|tonautomate"i 

developmentnoffacilityTatingsnandnaIlownequipmentTatingnowners"|tonentendata"i 

directly.irhisiwillnprovidenupdatedinformationitO"Pperationsnand-|Engineeringnasiwellnas-| 

providenannaudititrail"fornNERCTeliabilityistandardsncompliance."i

SmartlSubstationsn(E)i-"|Upgradesnofpldnelectro 'mechanicahrelaysitoisolid 'statejelaysi 

tonallowiforimprovednprotectionischemesnandifunctionality."i
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Mobile"field‘force‘Peploymentn(E)i-“iThisiprojectiincludesifieldischedulingiandiclispatclT|

(FSD),iwideriutilizationnofTnobilendataiterminals"i(MDTs)ifonsuchinitiativesnasnSupervison

Enablementn(SE),improvediwork-|management-|systemsnandithe-ponstructioir|Planning-|

and"|Designn(CPD)initiative.TnTogether,ithesenprojectsnwilhimprove"|thenefficiencynofi

SDG&E's-fieldforcesithroughimprovedncommunicationsnandnautomation.-|

Dynamici.ine"PatingST-irhis"iprojectiA/illndevelopncnteriaiforiapplicationsnonithe"i

transmissiorr|system,nandinitiatenanpilotnprogramiwith-|thenCAISO-|tonuse-|Dynamic-|

TransmissiorriLineTatingsinngenerationndispatch.nSensorsiA/illnbeinstallednoniinesito"i

monitontensionnanditemperaturenconditionsinnordentondevelopTealitimendynamic"i

conductorTatings.n

The"|timelinenofiSDG&E's"PperationahEfficiencyiprogramisishownirr|Figuren6.9"|below,"i

includingnhow"|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E"i

forecastsnandithen2015/2020ndetailedi\/isionnstatementsnprovidedirr|thenVisiorrisectionnofi

thisnSmartnGrid-|Deployment-|Plan.-|
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Figure 6-9 >0,000 users of online energy tools
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online energy tools
13,000 customers, 49 MW
resident ial/90 MW total
distributed renewables
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t)% EE reduction from 2006 
GSI; 3,000 MWof distributed solarProvide real or near real-time access 

to usage data 
1,000 PEVs7
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SDG&E Smart Grid Vision: by 2 015
. .

|j| Improved distribution system voltage regulation 
through energy storage, automated capacitor 
switching, and other devices results in lower 
system losses

DISTRIBUTED ENERGY 
RESOURCE MANAGEMENT SYSTEM #

aCONDITION-BASED MAINTENANCI

JTY RATING SYSTEM
SDG&E Smart Grid Vision: by 2020

DYNAMIC LINE RATINGS (TRANSMISSION) Ancillary service markets allow use of 
distribution level resources supporting the 
transmission system and resulting in improved 
system performance

f|| SDG&E’sDistributed Energy Resource 
Management System is fully functional and 
interfacing with customer loads and resources, 
supporting efficient utilization of distributed 
energy resources

SDG&E is utilizing time series data and event 
correlationsto provide predictive capabilities 
that improve asset management, system 
operating performance, and health
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6.4.7 5MART-]GRID-]RE5EARCH,-]DEVELOPME NT"|AN D"|D EM ON STRATI ON"] 

(RD&D)i

ManynSmartnGrid"|toolsnanditechnologiesnanticipatedito"|benavailableinitheifuturenare"i

nascentnoristillinithenconceptualnstage.TiTheitechnicalTequirementsnandifunctionalityn

arennotndefinednanditheimpactnonnSDG&E'snoperationsisTiotifullynunderstood.nSDG&E"i

SmartnGrid-|Research,-|Developmentnand-|Demonstrationn(RD&D)-|programincorporates-|

pilotsnandithendevelopmentnofnan1ntegrated"|Test"|Facilityitonaddress"|thesenareasnofi

uncertainty."!

SDG&Enplansitoimplementnan1ntegrated"|Test"|Facilitynasna"|test"|bedifornSmartnGrid"i

technologies.nAsnpartnofitheneffortitointegrateitechnologiesitoimproveithenelectric"i

powerisystems'Teliabilitynandnefficiency;"facilities,isystems,nandnpersonneliA/ilhbe"i

requireditoitestinteroperability,ifunctionalitynandneffectivenessin"imeeting"i

requirements.irhe"|lntegratedirest"|Facilitynwillnallowintegrationitestingnofimultiple"i

complexnhardwarenandnsoftwareisystemsncomprisingnSmartnGrid"|technologies."i

LeveragingispacenatnannexistingnSDG&Enbuilding,ithenprojectnwillimplementTiecessary"i

upgradesnandnequipmentitoncreateithesencapabilities."i

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

PlaniforithenSmartnGrid"|RD&Dnprogramincludes"|theifollowing:"i

Microgrid"ihSDG&E's-|BorregonSprings-|MicrogridndemonstrationnprojectnusesnSmartnGrid-|

technologiesitointegratenandTnanagendistributed"iresources,nandi/villnenableithe"i

demonstrationnofislandingnofiannentirendistributionncircuitifronr|the"|utilityngrid."i

Integrated"|Test"facilitynhThis"iprojectiA/illnconstruct"facilitynupgradesnandnpurchasenand"i

installnequipmentitoncreatenanSmartnGridintegrateditest"facilitynasndescribednabove."i

Flexible"Pemand"PilotihThisnprojectisndesigned"|toi/vorknwithithe"GAISOitonaggregate"i

manyismallnbatteriesnon"|thendistributionisystemintononeiargenentityithatncannbidinto"i

the"GAISOTnarkets."i
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RD&D-|Smart-|Grid-pelated-projectsihThese-|RD&D-|projectsnarenorganizedintoTnultiple-| 

programnareasnof"|RD&Dn(operations,ncustomeriapplications,ncleairgeneration,ncleairi 

transportation,Tenewablengenerationnandnprogram7nanagementnandTelated)nand-| 

includen(amongnothers)nstandardsnandnprotocols,ncustomeriDERintegration,"inext"i 

generationnDERnandTiext 'generationnenergyistorage-|systems.-|

The"|timelinenofiSDG&E'snRD&Dnprogramisnshownin"|Figuren6 4.0"|below,includingnhow"i 

that-|timeline-|relates-|tonstate-|policy-|requirements,-|relatednSDG&Eforecastsnand-|the-| 

2015/2020ndetailedi\/isionistatementsnprovidedinithenVisionisectionnofithisnSmartnGrid"i 

Deployment-flan.n
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Figure 6-10
■ ,000 users of online energy tools

:

Zero net energy “^00% new 
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30% GHG emissions reduction to 1990 levels 

■ b reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard
=260,000 PEVs
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000 MW peak reduction
. Vault dynamic electric rate—small commercial customers 

■ ,>tional dynamic electric rate -residential customers
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1 000 customers using online
energy tools

1 ■ 000 customers, 49 MW 
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distributed renewables

=25,000 distributed renewables customers 
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>60,000 PEVs

BIB CSI; 3,000 MWof distributed solar
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1, 00 PEVs
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SDGStE Smart Grid Vision; by 2 015

INTEGRATED 
TEST FACILITY

# * SDG&E is helping advance the development 
of protocolsthat enable full integration 
of customer Distributed Energy Resources

SDG&E is demonstrating the benefits of energy 
storageand communications with conventional 
technologies in practical applications

SDG&E customers have the ability to control 
loads autonomously and many have adopted 
energy efficiency technologiesto attain zero 
net energy objectives

MICROGRID

#
RD&D SMART GRID RELATED PROJECTS

— STANDARDS AND PROTOCOLS

— DER & RENEWABLES

t— ENERGY STORAGE SDGUE Smart Grid Vision; by 2020
0 SDG&E continues to work with the industry to 

develop interfaces with customer loadsto allow 
dynamic control and regulation

0 Widely adopted NIST standardsare creating a 
ubiquitous market of plug-and-play networked 
devices in homes and businessesGO
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6.4.8 INTEGRATEDhANDtCROSS tUTTINGnSYSTEMSn

1

SDG&ETecognizesithatnsomenbroad basedinvestmentsiareTequireditcnachieveiSmarti

Gridncapabilities.1nnareasisuchnasnapplicatiorriplatformndevelopment,ndataTnanagement"i

andnanalytics,nandngridncommunications;nanintegratedinvestmentnapproachi/villnensure"i

thatncostsnare-|managednefficientIyiwhilencreating-|the-|platformitondeliver-|Streamsnofi

benefitsnacrossnSDG&Enoperations.Ti

SDG&Eiwillinvestirnannext lgenerationnapplicationnplatformitoTneetithendemandsnofiits"i  

SmartnGridinvestments."|Investmentsinnenterpriseinformation7nanagementnwillnensure"i 

that"inewnSmartnGridnequipmentiforgridnoperationsncanTeadilyncommunicatei/vithTiew"i 

andiegacyiequipmentnandnactnorr|theinformationnexchanged."nSDG&Einvestmentsirri 

communicationsnwillnconvergeintonaisinglenpurposencommunicationsTietwork,iA/orking"i 

towardnanunifiedncommunicationsTietwork.irheishort Wminvestmentsienhanceiandi 

buildnnewncommunicationsinfrastructureitonenableTiewnsensor,"imetering,Tnaintenance,"i 

and"gridnassetncontrolTietworks."|Mid 'terminvestmentsiextendiSDG&E's-physicaliandi 

logicalTietworknsecuritynperimetentonenableincreasedisecureinformationnexchange-| 

withnSDG&E,iservice"ipartnersnandncustomers."nTheiong Wminvestmentsiwilhextendi 

theitransitionitonanunifiedncommunicationsinfrastructure,ifurtheringneasily tnablednandn 

secureinformationnexchangenbetweennSmartnGridndomains,isystems,nand"iparticipants."i

Aiistnofithe-|specific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planiforithe1ntegratednand"Gross lcuttingnSystemsnprogramincludesithe"following:"i

Low-powerjWideiArea-CommunicationsiMetworknhThisnprojectnbuildsnoutitheiow1-

speedi/vireless"inetworknandnbackhaulnconnectivityitonenablenelectriciT&Ditondeployiand"i

monitorfaultncircuitindicatorsn(FCIs)nandito"imoreneffectivelyTnonitoriaviationiights"i

requiredifonaviationnsafety.T|ThisincludesisupportiforithenSunrise"|Powerlink,Tiew"i

aviationiights,ifaultedncircuitindicatorsifonHigh"|Risk"|FirenAreasn(HRFA),nandnothenFCIs"i

andnaviationiightsTieeds.iThisncapability"|willnaIsonprovide"faultTiotificationnand"i
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integrationiA/ith"PMS/DMSnandnotherinfrastructurenandncommunicationTnonitoring"i

systems.jn

CISCO"Pata"Archiving-|(E)-|LiGrowthinndatai\/olumenandincreasedisizenofithendatabase"i

caniyieldnperformancendegradationito"|batch,nonlinenandndistributed"iprogramsnassociated"i

withnSDG&E'sncustomer-|informationnsystemn(CISCO).-nThisnprojectnwillndevelopnandataiife-|

cycle"for"GISCOndatanwithithenaimnof"ireducingndatabaseisizesnandimprovednonline,iA/eb"i

service"pnd"batch"process"performance."i

CISCO-peplacementViJpgradeiEjnhSDG&CISCOnwilhneeditonbeTeplacednorisignificantly-i

upgradednasivariousnSmartnGriditechnologiesnareimplemented.TiThencurrentncustomen

informationisystemnwasnputirriserviceinnapproximatelyil998,nandnSDG&Enanticipates"i

that"ireplacementnorisignificant"|upgradesiA/illnbe"inecessaryiinithen2015i-'i2020"iperiod."i

DataiN/lanagementnandiAnalyticsnhThenDatanManagementnandnAnalyticsnprojectiA/ilh

providenanninfrastructure"|tonhouseitheivastnamountsnofinewndatangenerated"|bynSmart"i

GridnandiA/illTnakeitnavailableifornanalysisnonnannear *real Ltimenbasis.TiNewnanalyticsitools"i

wilInbendeployednandispecificallyitailoreditoithenSmartnGridnbusinessndomainsitonuncoveri

angreatenunderstandingnof|this-|newndatairriareasisuchnas:-|PredictivenAsset-|Maintenance,-|

Demand"|Forecasting,nSituationalnAnaIysis,"Pptimizationnand"Gustomer|UsagenAnaIytics.Ti

UnderlyingifoundationaIncapabilitiesincludenensuringithatinternaIncompanyndatais"i

consistentlynusednandnalignediA/ithnextemalnSmartnGridindustryistandards.Tn

SDG&ETGrid"Communications"(ServicesT-lSDG&EnGrid"GommunicationnServicesiwilh

implementnannadvancediwirelessncommunicationsisystemithatiA/illnaIlownSDG&Eito"i

monitor,ncommunicatei/vithnandncontrol"|transmissionnandndistributionnequipment,"|thus"i

acceleratingndeploymentnofiSmartnGridnapplicationsnandndevices."|The"|NextnGeneratiorri

SDG&E"Grid"GommunicationsnServices"iprojectiA/illndeployriext 'generatiornwirelessi

communications"|technologyitoimprovencoverage,ncapacity,nandnperformanceitO"imeetna"i

greatlyiexpandednSmartnGridncommunicationsiandscape.Ti
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PrecisioniTime‘(SystenviL|ThisnprojectiA/illnassess,itest,nanclndeployistandarclizeclnprecise"i

timeisynchronizationifor|thenelectricisystemnandnharmonizeithe"|timeistandardsnwithithe"i

informationTietwork.nStandardizingnhighIyprecise-|timensynchronizationnacrossithenutility-|

systemsi/villnbeivitaIitondeliveringnSmartnGridnoperationaInandnefficiencypbjectives."i

Currently,ndifferentitimensynchronizationnstandardsnandnprotocolsnarenusediA/ithinithe"i

electricisystem,nwhileithe"|Networkirime"|Protocoh(NTP)isnpredominantinithe"i

informationTietwork.nSmartnGridTequirementsifornhighlyipreciseitimeisynchronizationis"i

drivingitheiworknofithe"|NIST"|PrioritynActiorr|Plair|PAP [13:"nHarmonizationnofiIEEE"C37.118"i

with1ECn61850nand"|PrecisiorriTimenSynchronization."i

Next lGeneratiorr|Applicatiorrpiatform"i hDesignnandimplementationnofnaTiextL 

generationnapplicationnplatfornritoisupportnSmartnGridnoperationnandncustomeri 

enablement."nTheTiewnplatformiA/illnsupportiversatilenapplicationndeploymentithrough"i  

web,7nobile,in lhouse"|HANnandnothers.1tiwouldnenable"ireliablenandnscaIablenoperations"i 

andnsupport"imassivenparaIlehprocessingnandnenablencentralizednpolicynandnentitIement"i

managementnandndistributednenforcementfonapplicationnandndeviceisecurity.Tm

Implementatioirpfinternet-protocol-yeilPveHEjnhThisnprojectiA/illTnigrateithenSDG&E-i

technicaIinfrastructureitoieverageinternet-|Protocoliversionn6n(IPv6)nasnai<eynenableri

fondeployingnannincreasingnandivastTiumbenofinetwork lparticipatingndevices,Tincludingn

smartndevicesndeployednbynprojectsnonithenSmartnGrid"iroadmap.irhis"iprojectiwilh

prepare"|thennetwork,iserver,nandnapplicationinfrastructure"ineeded"|toisupportithis"i

migration.Ti

ThenIntegratednand"Gross tuttingiSystems-prograrrnwilhcontinueitcnevolveiand-providei 

newnandimproveditechnicaIncapabilitiesifonaIlnofnSDG&E.nWhileTiotispecificaIlyincluded"i 

inithenSmartnGridToadmap,nprojectsithatndeliverimproveditechnicalncapabilitiesi/villnbe"i 

leveragednbynSmartnGridndeployments."nSomenexamplesinclude:"n

ffi Continued-|servenconsolidationithroughivirtualizationitoTeduceithe-|numbernof-|  

servers,nasiwellnasitotalnenergyiconsumption."i
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ffi Meetingincreasingistoragendemandiviandatande duplication,ithiniprovisioning,i 

automaticndataitiering,nandimprovedistorage"iresourceTnanagement."i 

ffi Anvirtuahnetworlqperimetenenvironment-|toincrease-|networlqflexibility,-|security,-| 

reliability,nandiscalability.Ti

The-|timelinenofiSDG&E'sintegratednand"Pross dutting-jSystems-program-js-|shown-|ini 

Figure^ [llnbelow,includingnhowithatitimeline"irelates"|tonstate"ipolicyirequirements,"i 

relatednSDG&Eiforecastsnandithen2015/2020ndetailedivisionistatementsnprovidedin"|the"i 

VisionisectionnofithisnSmartnGrid"|Deployment"|Plan."i
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Figure 6-11
■0,000 users of online energy tools

:

Zero net energy “^00% new 
residential const ruction
30% GHG emissions reduction to 1990 levels 

■ b reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard
=260,000 PEVs

iZV-, I s' fff 0/

000 MW peak reduction
Vault dynamic electric rate—small commercial customers 

motional dynamic electric rate “residential customers

HI 11%

i ■■ ovide usage data
1 000 customers using online
energy tools

1 ■ 000 customers, 49 MW 
residential/90 MW total
distributed renewables

=25,000 distributed renewables customers 
>168 MWPV (CEC)
>60,000 PEVs

3DGH.E Smart Grid Vision; by 2015
SDG&E continuesto enhance near real-time 
analytic services for control room analysis (via 
time-series or alternative analytic tools) enabling 
predictive and geospatial analyses

Robust grid communications are enabling the near 
real time and real-time information access required 
operatethe grid more efficiently

HI Smart Grid communications enabled along
distribution lines connecting Distributed Energy 
Resource and energy storage providers, enabling 
timely and secure information exchange with the 
CAISO markets

Bill CSI; 3,000 MWof distributed solar
t)% EE reduction from 2006

ovide real or near real-time accessto usage data
1, 00 PEVs

k
SDG&E’s system integration platform is providing 
improved interoperability among different systems

COMMUNICATIONS
INFRASTRUCTURE

3DGH.E Smart Grid Vision; by 2020
Fully integrated data systems enable a holistic 
approach to data management improving overall 
utility situational awareness regarding the state 
of the grid

ff| SDG&E provides customers with opportunities 
to participate in the market using open standards 
and applications by leveraging time series data and 
event correlations, as well as meter data brought 
together using system integrations

||| SDG&E is enabling automatic server workload 
migration capabilities, based on availability, cost, and 
source (fossilfuel, solar, wind generated)of power

i| m

■

(S>
Cd

i
O

IH
Rp wwwsdge.com/smartgrid

© Jire 20ttSm Qego G&s& Sect ric Qmpanj.ftl ccpyricft and trademark rights reserved.
201)2006 2020(S>

I ooo
io

ro



6.4.9 WORKFORCEnDEVELOPMENTn

SDG&E'snWorkforcenDevelopment"iprogramnenablesithenactivitiesnofithenothernprograms"i

bynensuringithatnSmartnGrid-|requirementsnare-|metnbyia-|skillednand-|preparediworkforce.-|

Aiistnofitheispecific"iprojectsithatnSDG&EisincorporatinginitsnSmartnGrid"|Deployment"i

PlaniforithenWorkforcenDevelopmentnprogramincludes"|theifollowing:"i

SmartiGridT0rganizational-Change1VlanagementTiLnThisnprojectiA/illnputinnplaceithe-| 

training,ncommunication,npoliciesnand"ipracticesTiecessaryitonensureithatnasitheTnany"i 

SmartnGrid lrelatedinitiativesnareimplementedithatnchangeTnanagementisnhandled"i 

consistentlynandneffectively.ifhisinitiativendevelopsTiewiobiskillsiforisomenemployees,"i 

new"positions"forptherreqLiirediob"|skillsiandTiewi3usiness"processes"|tO"iensure"i 

continuedncomplianceiwith"iregulatorynandisafetyTnandates."i

SurveyiToolsn(E)nL|This"iprojectiA/ilhresultinimplementingitheisurveyitoolsTiecessaryitO"i

gaugenemployeenattitudes"|towardnandnunderstandingnofivariousinitiativesnbeing"i

pursued.-fi

Workforce"Planningiroolsi(E)"i-irhisnprojectnwilhimplementithe"|toolsTiecessaryTto"i

projectiA/orkforceTequirementsnandnaidin"iplanningito7neetithoseTequirements."i

SmartTGrid"V\/orkforceiVlanagementT-iThisnprojectnwilhresultinitheimplementationnof"i

recruitingistrategiesnandnclientnpartnershipsTiecessaryitO"imanageithenSmartnGridTelated"i

workforce."|Fonexample,nSDG&Enengineeringnand"|ITndepartmentsnhavenstarteditoTecruit"i

jointlyinnanneffortitonattractnandnhire-|Studentsiwithnanblendnofielectricalnengineeringnand-|

computenscience,ncomputernengineering,nand/onmanagementnengineering"i

backgrounds.-!

ChangeiN/lanagement"|Tools"|(E)"i-irhis"iprojectiA/ilhresultinitheimplementationnofithe"i

toolsTiecessaryitonensureneffectivenorganizationalnchangeTnanagement."m
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SDG&EnhasnaistrongncommitmentitonensureitsiA/orkforceTeflectsitheiabonmarketsit"i

serves.TnTherefore,nasi/vithnaIlnofiitsTecruitmentistrategies,nSDG&EiA/illnensureithe"i

outreachifonallnemploymentnopportunitiesTelateditonSmartnGridisinclusiveitonall.Tii

The"|timelinenofiSDG&E'snWorkforcenDevelopmentnprogramisnshownirriFiguren6 *12i 

below,includingnhowithat-|timelineTelatesitonstatenpolicyTequirements,TelatednSDG&E-| 

forecastsiandithei2015/202Chdetailedivisiornstatementsiprovidedirr|theiVisionisectiornofi 

thisnSmartnGrid"|Deployment"|Plan."i
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s , S ■ 7 . _ 2011 Smart Grid Roadmap In Right ftoject 
NswR-oject - Fblicy 
Nav Reject ~\^lue 

i NswR-oject - Riot
Enterprise R-oject

Key1 2

Fblicy Goal 
FbrecEa 

# SD38£aml Old Vision
WO FORCE DB/B. rra Sempra Fneigy utility’

Figure 6-12
" ,000 users of online energy tools

:

Zero net energy —1)0% new 
residential const ruction
30% GHG emissions reduction to 1990 levels 

■ b reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard
=260,000 PEVs

IZr*. no Co/

000 MW peak reduction
ifault dynamic electric rate—small commercial customers 

■ ,>tional dynamic electric rate -residential customers

m n%

i ■■ ovide usage data
1/ 000 customers using online
energy tools

1 ■ 000 customers, 49 MW 
residential/90 MW total
distributed renewables

=25,000 distributed renewables customers 
>168 MWPV (CEC)
>60,000 PEVs

BIB CSI; 3,000 MWof distributed solar
t)% EE reduction from 2006

ovide real or near real-time accessto usage data
1, 00 PEVs

liVlill.
SBSMART GRID WORKFORCE y

:
ZATIONAL CHANGE MAN

SDGME Smart Grid Vision; by 201§
Community colleges, trade schools, and 
universities have Smart Grid based curricula 
that provides utilities with a Smart Grid-ready 
recruiting pool

SDGME Smart Grid Vision; by 2020
SDG&E is partnering with educatorsto 
provide on-site university level training for 
Smart Grid subjectsCO
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6.5 CONCLUSION-]

SDG&E'snSmartnGrid-|Deployment-|PlanifacilitatesnachievementnofiABn32,ithe-|Co///orn/o7

Long Jermpnergy Efficiency-ftrategicplan,-^, tate *mandatechenergynefficiencynanch

demandTesponsengoals,-|RPS,nandifull 'solanPVndeploymentnundenthenCalifornianSolan

lnitiative;nanditincludes-|plansitondeployinfrastructurenenablingncustomersiA/ithnaccess-|

tonenergynconsumptionnandnpricingndata.iThroughnSDG&E's-|ninenSmartnGrid-|progranri

areas,thenutilityisnableitcnbuildithencapabilitiesTequireditoTneetitheTieedsnofi

customersnanditheistate'snambitiousnenergynpolicyngoals.Ti
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Section“|7"ihcOST"|ESTIMATES“i
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This section contains conceptual and/or provisional cost estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. ;These estimates are not intended for use jn new requests for funding and are 
subject to change as new information becomes available.
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7.1 INTRODUCTION^

As"ipartnofitsnSmartnGrid"|Deployment"|Plan,nSDG&Enhasndevelopedncostnandnbenefit"i

calculationnprocedures"|toidentify,nquantify,nand,iA/herenpossible,Tnonetizeithencosts"i 

and"|benefitsnofitsncurrentnandnplannednSmartnGridinvestments.nSDG&Enhasnapproached"i 

eachnofithe-|nine-|programnareasndescribed!throughout-|thisndocument!fromnancostL 

effectivenessnperspectivenasndescribedirriD.10 ^6 l047innorderitondetermineiA/hetheri 

each"iproject'sncostsnarenoutweighed"|byiitsnbenefits."|Thisnanalysisisnanhighnpriority!fon

SDG&EinndevelopingitsnSmartnGridndeployment-|roadmapnandnhasnbeennapplied!tonalh

projectsirr|thenSmartnGrid"|Deployment"|PlaniA/hetherTequired!tO"imeetistatenorfederah

policyTequirementsnor|tonsupportncustomenchoicenand"ipreferences.nSDG&EnwillTiot"i

requestnauthorization!forifundingnofprojects"inot"inecessary!toncomplyiA/ithnpolicynunless"i

thenbenefitsnexceedithenassociatedncostsnoriA/here!theyiareTequired!toneffectively"i

communicateiA/ithncustomers.n

SDG&Enhasndevelopednandnappliednaithoroughnandncomprehensivenanalysisnofits"i

proposednSmartnGrid"|technologynandinfrastructureinvestments.nAsnexplainedirr|the"i

followingisection,!thisnanalysisisintended!tonbenasnaccuratenas"ipossible,ngivenncurrentlyi

availableinformation.-|ThenanalysisidentifiediA/hichncostnandnperformancendatanoffenthe-|

bestnapproachnandngauged!theTeliabilitynof"|bothncostnandnperformancenestimatesifori

eaclriprojectinnSDG&E'sTiinenSmartnGrid"|Deployment"|Plairiprogramnareas."|However,nas"i

explainedinnsection-|7.2.3,nannestimatenof|thencost-|pencustomeri(orparticipating-|

customer)nhas"inotnbeennprovided."n

44Tf'Cost"inthisiSmartTGrid1Deploymentrpianis-|defined-jas-|capita|-]expendituresTand-pperating-iand-]rnaintenancen
{0&M)Texpenses.1tidoesTiotincludeTadditionalTelementSToftotalTCostsiDfT3rojectsthatTareincludedinTatesT3aidi3yn
customers.pi
1

This section contains conceptual and/or provisional cost estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. iThese estimates are not Intended for use jn new requests for funding and are 
subject to change as new information becomes available.
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Dueito"|the"inascentnstatenofimuchnofiSmartnGriditechnologynanditheifact"|thatnactuah

deploymentnwilhbenbasednonifutureiessonsnandnpilots,ithesenestimatesi/villncertainlyn

changenoveritimenasnSDG&Eiearns7nore.nAdditionaIly,itisncommonfoncompeting-|labor-|

resources,"|technologyicomplexities,"inewnandnchangingTequirements,nandnotheri

unforeseenncircumstances"|toincreasencostnandncausenprojectndelay.1nnorder|toTnitigate"i

schedulendelaysnandncostnoverruns,nSDG&E'snprojectnmanagersieveragenaTiumbernof"i

bestnpractices,i/vhichncannaidinndevelopingnaccuratenestimatesnbut,natithisistageirr|the"i

SmartnGrid'snevolutionnandindustryndeploymentnexperience,"imanynareTiotnavailableifori

SmartnGrid"|Deployment"|Plarriprojects.Tn

Tondevelopncostnestimatesieveragingnbestnpractices,ndetailedTequirementsnare"i

developed,"iprototypesnareimplemented,ncontingencyisnadded"|toncovennewnand"i

unanticipatednchangesnbasednonithencomplexitynandisizenofithenproject,iessonsiearned"i

fromnpreviousnprojectimplementationsnarenaccountedifor,nproposaIsnareTequestedifronri

experiencedintegratorsithatnarenaskeditoncommititoifixednprices,nproject"imateriaIsnare"i

forecastednbasednonTnarketnprices,nandnexperiencednemployeesnarenassignednornhiredito"i

resource"|thenproject.nSmartnGrid"iprojectsnarencurrentIynunableitoieverage7nanynofithese"i

practices,nbutnwillnasitheyTnaturenover|time."i

Asith enCP U Cti oted-j rpD. 10 b6 l04745,ithesenestimatesnarenpreliminaryiandnconceptual."i 

SDG&Eiwillifileisupportingnapplicationsnwherrisufficientlyiprecisenestimatesnarenavailable"i 

andnwillTeviseithendeploymentToadmapnasTequirementsnanditechnologyicapabilities"i 

evolve.Ti

AsndescribedinithenDeployment"|Baseline,nSDG&E"|has"|beennpursuingnSmartnGrid"i

solutions"foriseveraliyearsnandithe"GPUC'ihasnalreadyiauthorizednansubstantialnportionnof"i

thencostsTeflectedinnSDG&E'snSmartnGrid"|Deployment"|Plan.iThosencostsnareincluded"fon

45tD.10 ^6 ^nat-p^

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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then2006i-n2020itimenperiodnandndoTiotnapplyTthe"iprovisionalTange"factorsndescribeclirri

section^.2.2.ji

lnnadditionitonpreviouslynauthorizednexpenditures,ithisnplanincludesproposed"i 

investmentsithat"|havenbeennpreviouslyifilediA/ithithenCPUCinnSDG&E'sirestnYean2012"i 

(TY2012)nGeneral-|RatenCase46-|(GRC),nor-|iniseparatenapplicationsn(suchnasnSmartnGrid L 

related"|Demand"|Response47nand"|Dynamic"|Pricing48nprograms).T|ThesenestimatesndoTiot"i 

applyithenprovisionalTangeifactorsndescribedinisectiorr|7.2.2."i

ProjectedncostsincrementaIitoitheseitwongroupsnarenalsonestimatednandisummarized"i

belownaccording"|toitheinregulatoryijurisdiction,"GPUCnoriFERC."i

The-|totaInestimatedncostsnofiSmartnGrid"|deploymentsiforitheiyearsn2006i-'i2020"i

describedinithisnplannarenapproximatelyn$3.5iton$3.6nbillion,"|brokenndownnasifollows:"i

1

1

1

1

1

1

1

1

46nA.10 l12 l005,informationiavailableiat- 
47nA.ll l002,informationiavailableiat- 

iA.10 ^7 l009,informationiavailableiat-

Tl

Tl
48

71

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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Tablei? ^^mart-^rid-peploymentsiTotalijEstimatediCostsiZOOS l2020i

Previouslynauthorizedinvestments49n(Smart"|Meter,"PpEx"i

20/20nSmartnGridnprojects)-|

$l,042"|MMn

2012-|TestnYear]GenerahRatenCase50Ti $1,424-|MM"|

Othenactivenapplicationsn(Demand"|Response51,"|Dynamic"i

Pricing52)"!

$237"|MM"|

$299"|MM"ih$364"|MM"iEstimated"incremental"investmentS"r"|CPUC"i

$466iMMih$555iMMiEstimatedincrementalinvestmentsi-"|FERC"i

1

7.2 APPROACH"!

lnnorderitondetermineithenoverallnbusinessivaluenofitsnSmartnGrid"|Deployment"|Plan,"i 

SDG&Enembarkednonnannextensiveinitiative"|toiforecastnandncompilenbothithenprojected"i 

costsnandnbenefitsiforitheivarious"iprojects"|that"isupportnSmartnGrid."nAsnpartnofithis"i 

exercise,nSDG&EnexaminedithencostsnofiprojectsnandnprogramsithatnprovidenSmartnGrid"! 

functionalityi/vhichnarenalreadynunderwaypnexpecteditonbeginnprioriton2020."i

49nCosts-|foripreviouslyiauthorizediinvestmentsihaveibeenforecast-)3eyonditheperiod-reflectediiniSDG&E'si  
TY2012TGeneral^ateTCasei(A.10 L12 to).!!
5°TCostsiforiprojectsiinitheiTY2012i3eneralf^ateiCasei(A.10 h.2 b05)ihaveibeeniforecast-peyondithe-periodi 
reflectediinitheiapplication.i
51nOnlyitheiSmartnGrid-related^:osts-iforitheiDemand-Responsei(A.ll ^3 l002)iprogramiareincludediandi 
have-beerrforecastibeyonditheperiod-reflectedinitheiapplication.Ti
52nOngoingncostsiforitheiDynamiciPricingf>rogramiapplicationi(A.10 ^7 toOihave-ibeeniforecast-beyond-i 
theiperiodireflectedinitheiapplication.Ti

ThisisectionicontainsTonceptual-pnd/orprovisional-costiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintendedTfonusein-newTequests-forfundingTand-prei

subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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7.2.1 PROJECT"(CLASSIFICATIONS-]

Thencostncompilationnexerciseinvolvednexaminingithencostsnatitheindividualnproject"i

levelitonensureithatnanbestncostnestimatei/vasncollected."nAsndiscussedinitsnSmartnGrid"i

Strategy,"iprojectsiwerengroupedintononenofithreenclassifications:"i

ffi Policy53i-nprojectsiA/hich"|serveitoTneetna"|specificTegulatoryTnandatenornpolicy;"i 

thendriverforithenprojectisolutionisithe"|solutionithatisitheieast tost/best Lfit;-| 

ffi Valuei-nprojectsithatnarenexpectedito"iprovidenoverall"|benefitsn(e.g.Teliability,"i 

economic,-|Societal)-ntoithenutilitynand/oncustomer,includingneffective-| 

communicationsnwithncustomers,"|thatiustifyithenprojectinvestment;non 

ffi Pilot"i-nprojects"imeant"|tonexploreTiewitechnologiesnor"|servenasna"iproofioficoncept"i 

or-preliminary-fest"pase-prior-fo-fhe-full-|deployment-pf-p-jarger-program.-|

7.2.2 CON CEPTUAL-]AND"]PROVISIONAL-]ESTI MATES"]

WhilenSDG&E7nadeneveryneffort"|tonensure"|theivaliditynofithencosts,itheifinalncompiled"i 

figuresnare"imeantistrictlyito"|benusediforinformationalnpurposes,nand,nconsistentiA/ith"i 

D.10 *G6 l04754,nare"ishown"iusingnconceptualnestimatesifor|theiyearsn2011 *2015nand"i 

provisionahrangesifon2016 l2020."n

The"iprojectncostsnwerencollected"fromnonenorimorensources,iA/here"|bothitheiabornand"i 

non lfaboncomponentsnofieachnprojectiA/erenexamineditonconductnestimatesnoficapital"i 

expendituresnandnoperationsnandTnaintenance"i(0&M)nexpenses."m

531nthisiSmartiGridiDeploymenti3lan,TSDG&ETcategorizesinvestmentSTasTeitherriecessaryitOTachieve^tateTandi 
federalTDolicyTobjectivesiDnasiwarrantedi3ythei/aluetHeinvestmentiwouldTcreateTfoncustomers.TiThetermn"Policy"n 
asnusedinthisiSmartTGridiDeployment^lanisidistinctTandTdistinguishablefromtHeTConceptTofTpolicy *driven"n 
investmentsnasTJsedTiy^ERC IjurisdictionaltransmissiorrpperatorsTSUchTasitheTCAISOnasiJsedTiereinritheiterrrn  
"Policy"includesinvestmentsTiecessaryitOTensureTeliabilityTandTsafetyTasTA/ellTasiDtheninvestmentsnnecessaryton 
comply-yvithiSDG&E'sTDbligationi:o-perve,Tegulatory-pompactiwithnthe-ptate-pfiCaliforniaTandTatepayers,TandTDthen 
federalnandnstate JmposednutilityiDbligations.n 
54nD.10 b6 b47natT3.69n

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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ffi Costs-forjn lflightnprojectsnorithoseischeduledito"|begininn2011iA/erensourced"i 

fromnactualncostsito *daten(wherenavailable)nonestimatedncostsisubmittedinnprion 

GRCnonapplicationifilings.n

ffi CostsiforprojectsinnSDG&E's"|TY2012nGRC-filingnornothernactivenapplicationsi/vere"i  

sourcedifromithoseifilings.Ti

FornprojectsnexpecteditonextendnbeyonditheiTY2012nGRCifiling"iperiod;nestimatesiA/ere"i 

madeitondetermine"|thencostsithrough"|theiyean2020,ifor|then2011 *2015YconceptuaI'i 

timeframenandithen2016 l2020YprovisionaI'itimeframe.n

DependingnonYheTiaturenofL|thenprojectiscope,ischedule,nandY:echnologyTnaturity;-| 

individuahprojectsTnaynhavenanproject Welncontingencyifactonapplied,iconsistentinit:hei 

SmartY3rid"|Deployment"|Plannwithnassumptions"imadenbyithenengineersnandnproject"i 

managersndevelopingithoseinitiatives.Ti

Innorderitonaccountifontheincreasingievelnofiuncertaintynaroundnprojectncosts-furthen

outinitime,nadditionaIifactorsnwerenapplied"|tonprojectnanprovisionalTangenoficostsifori

theiyearsn2016"ih2020."|Becauseifundingifornprojectsnpreviouslyiauthorizednandnproposed"i

throughitheY3RCnandnothenapplicationsnareiimiteditoT3rioriyears,ithesenprojectsndoTiot"i

applyithenprovisionalTangeifactorsi-itheynapplynonlyTtoincrementalnprojects.TnThesen

provisionalTangeifactorsn(asnanpercentagenofithenbase"forecastedncost)"ireflectiA/hatnare"i

believedYonbenaTeasonableTangenaboveY+)iand-|belowY ^itheiestimatedncostn

projections.Tn

SDG&EnhasnpresentednprovisionalTangesYorn2016i--i2020iwherencostsncouldnben25-|

percentnhighentharr|thenbasencasenori25"ipercentiower.irhisisndueitoiseveralTeasons,"i

includingYheYollowing:-|

1.1 ForecastednprojectsncostsTnayinclude"|technologies"|thatnhaveiyetito"|ben  

developednand/orndoTiot"|havenannestablishedncost;"i

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptYtheYtimeiDfi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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2.-| Costsnarenaisnapshotirritimenbaseclnorridatanavailablenatitheitimenofiestimatiorri 

andnareisubjectitonchangendueitonunpredictablenexternaIifactorsn(e.g.Tatenofinflation,"i 

heaIthnofieconomy,"iratenofitechnologynprogression);nand"i

3.1 Theievelnofiuncertaintynaround"future"|costsincreasesnasnaifunctionnofitime;"i

therefore,ithe"furthenoutithencostiforecast,ithenhighenthendegreenofinaccuracy."i

Tabled ^isummarizesitheiprovisionahrangefactors-iuseditcndetermineitheicosti

estimatesinnSDG&E'snSmartnGrid"|Deployment"|Plan.Tn

Table]? ’■Zrrgummaryipf'f rovisionafflange'factorsTi

Highn +25%i

l25%iLow"i

1

7.2.3 COSTSnPERnCUSTOMERn

Note:nSDG&EinvestigatedncaIculatingncostsnperncustomer,nbutnultimatelyndetermined-|

that"|this"imetricnwould"|be7nisleadingnsondidTiotncalculatenornprovideithisnassessment.Ti

ThisndecisionisnbasednonnafewnkeyTeasons:-|

1. Theimpactedncustomernbaseifoneachnprojectivariesndependingnoiriprojectiscope.Ti 

Fornexample,-|theimpactednusernbaseforpilotsncannpotentially-|be-|significantly-| 

smaIler|thanithatifornprojectsnaffectingnSDG&E'snentirencustomernbase."nThis"i 

precludesnconsistentncomparisonnofncostnperncustomernacrossnprojectsifnactuah 

impactedncustomencountisnused."i

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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2. Forncertainnprojects,ithencorrectncustomerncount"|tonbenusednwhenncaIculatingithe"i 

costnperncustomerisTiotnclear.TiFornexample,inithencasenofpilotnprojects,"|the"i 

actual-pustomer-pountinvolvediirfhe-project-|mayi3e-|disproportionatelyismall-|  

compared"|to"|thatnofitheifullnprogram.TnButito"|useitheifullncustomernbasencould"i 

benmisleadingisince"|thenpilotncostisismallerithair|theifullnprogramncost."i

3. Thencost"ipencustomenmetriciforncertairriprojectS"imayTnask"|the"factithat"|there"i 

maynbeisubstantiaIneconomiesnofiscopenoriscaIeithatncannbenobtainedifithe"i 

projectisneithenexpandeditonaiargerncustomerifootprintnon^Tothen 

project/programsncanieverage"|thencurrentnproject"i(e.g.nsubsequentnprojects"i 

build"pff"infrastructurenestablished"irrpurrentproject)"i

4. AsithenSmartnGridnplatformnevolves,naIternativeTatenstructuresnandnotherprice"i 

signalsnarenexpecteditonemergeithatiA/illTnorenaccuratelyTeflectithencostsiton 

providenutilityiservicesnandnavoidncross 'subsidization. TiThus,"|thencostsiforisome"i 

futureinvestmentsTnayriotnbenbomenbynallncustomers,nand"iprojectingithese"i 

costsnasimpactingnallncustomersTnaynbeinaccuratenandnpotentiallyTnisleading."i

7.3 COSTiESTIMATESnBYiPROGRAMi

ProvidednbelowisnaisummarynofithenSmartnGrid"|Deployment"|Plan"iprogramncosts,iA/ithin"i

each-|projectnclassification.-nAsnaTeminder,nallncostnestimatesnareTiominal,Teflectithe-|

bestinformationnavailablenat"|this"|timenandnarennotintendediforiusein"inewTequestsifori

funding."|PleaseTioteisubtotalsin"|tablesinisectionn7.3TnayidiffendueitO"irounding.Ti

nAllnestimatesnareisubjectitonchangenas"inewinformationnbecomesnavailable."i

7.3.1 CUSTOM ERnEMPO WE RMENTn

Asndiscussedin"|the"|Roadmap,nSDG&E's"CustomenEmpowermentnprogramiA/illinsure"i

customersnhaveitheinformationnandncapabilities"|that"|theyrieedinnorder|toTnakenenergy"i

managementndecisions"|that7neetitheirivalues,Tieedsnandndesires.Ti

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoi:hange~0ST»ewinformatiorrfc>ecomes~0vaiiable.i
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The"iprimaryndriversnoficostsinithe"CustomenEmpowerment"iprogram,ngroupednbyitheiri

classificatiornaren

ffi Policy:irheinfrastructure"irequireditondelivernenergyinformationnandndynamic"i  

pricingisignalsitoncustomersi\/ia"|HANnandnotherncustomeripremiseitechnologies;"i 

theitechnologyTieededitoprovidenaccessitonenergynusagendataiviaithird 'partyi 

informationiservicenproviders;nandncustomenoutreachnandneducationnprograms"i 

thatnwillnenablencustomers"|tO"imaximizeitheivaIue"|theyTeaIizeifromithese"i 

capabilities.Ti

ffi VaIue:nSmart"|MetersnandnSmartnGrid lrelatedndemandTesponsenprograms.n 

ffi Pilot:"|Research,ndevelopmentnandndemonstrationnofncustomernend bsei

technologies;integrationnofndistributednenergyiresourcesinnaTiewTesidentiah

community.Ti

CustomernEmpowermentnprojectsnhaveisignificantistatenpolicyndrivers,including"! 

SDG&E'snAMInSettlementn(D.07 ^4 b43),iD.09 H.2 b46,-£Bil7 ,-j%hei:alifomiai.ongfermi 

Energy-Efficiency Strategic flan-pndyichievement-pffhe^nergy^fficiency-pnd-tfemand-] 

response"goals"ipen§454.5nandn§454.55nofithe"Galifomia"|Public"|UtilitiesnCode.Ti

Thenconceptualnand"iprovisionalncostnestimates"fornSDG&E'snCustomenEmpowerment"i

programnarenasifollows:"i

Tablei? ^rrjCustornerErnpowerment-programiConceptual-pnd-provisional-iCosfi 

Estimates"!

Capital O&M

Conceptual!
Estimates

ProvisionahRanges
2016L2020

Conceptual!
Estimates

ProvisionahRanges
2016L2020

Total^stimatedXapital>1D&M
Historical Historical

Project
Class
Policy
Value

2006 2010 2011 2015High High High Range2006 2010 2011:2015 Low Low Low Range
($2,676)

($320,368)
($83,836)

($184,775)
($24,254)

($10,481)
($55,493)

($10,48]
($55,493)

$1,700)
($48,202)

($100,215)
($156,265)

($8,169)

($131,912)
($132,303)

($6,789)

($131,912)
($132,303)
($11,315)

($330,819)
($897,407)
($39,212)

($330,819)
($897,407)
($43,739)$0 $0 $0 $0Pilot

($323,044) ($292,865) ($65,974) ($65,974) ($49,902) ($264,650) ($271,004) ($275,530) ($1,267,439) ($1,271,965)Subtotal

This section contains conceptual and/or provisional cost estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. ;These estimates are not Intended tor use (n new requests for funding and are 
subject to change as new Information becomes available.
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Forithencorrespondingnbenefitsnofithe"Customer|Empowermentnprogram,npleaseiseeithe"i

BenefitsnEstimatesisection."i

7.3.2 RENEWABLEnGROWTH"]

SDG&EncustomersncontinueitoinstaIlnsignificant"inumbersnofiphotovoltaicnelectric"i 

generationinstallationsnatnresidentialnandTion lresidentiahpremises."nTo-]Support-| 

distribution Wehrenewablengeneratio^nSDG&Enplansinvestmentsithatincrease"! 

measurement,ncontrolnandTnanagementncapabilities.n

RenewablenGrowthnprojectsnareiargelyndriven"|bynstate"ipolicynrequirements,"iparticularlyn 

the"GalifornianSolanlnitiative,nSelfiGeneration1ncentive"|Programn(SGIP),"|Feed lrniTariffs55,"i 

and"|Net"|EnergynMetering56."i

Thenprimaryidriversnoficostsinithe"|RenewablenGrowthnprogram,ngroupednbyithein

classificationnaren

ffi Policy:installationnofiphasorrneasurement-|unitsinnsubstationsnandnon-|

distributioniines,isensorsnonndistribution"|linesitondevelopndynamicnconductori 

ratings,nadvancednenergyistorage,nandnexpansionnofiSDG&E'snSCADAisystemito"i 

includenallndistributionncircuitsnand"|toinstallnSCADAncontrolsnofidistributioniine"i

capacitors.-!

ffi PilotnProvidencustomersithenopportunityitonparticipateinnancommunitynsolan

program.-!

RenewablenGrowthnprojectsnhavensignificantnstatenpolicyid rivers,includingnSB"|17,"|the"i 

Global -farming 7Solutions ikct~pf E006 f AB"32),i;heiCa///orn/o i.ong Jerm-Energy 7

55lSummaryiavailableia t~http://www.cpuc.ca.gov/PUC/energy/Renewables/feedintariffssum.htrrm
56iittpi//www.cpyc.ca.gov/PUC/energv/DistGen/netmetering.htrrrn

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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f/f/c/ency^Stroteg/c^/onnand"fullisolariphotovoltaicndeploymentnunder|thenCaIifornia"i

Solarlnitiative.n

ThenconceptuaInand"iprovisionalncostnestimates"fornSDG&E's"|RenewablenGrowth"iprograrrri

arenasfollowsiTi

Table]? i4rrjRenewahie|3rowth-pr0gramiConceptuaS-pndf>rovisionalTCost1Estimatesi

Capital O&M
Conceptual
Estimates

Provisional-Ranges 
2016 2020

Conceptual
Estimates

Provisional-Ranges 
2016 "2020

Tota|-fstimated-!Capita|-H--p&MHistorical Historical

Project
Class
Policy
Value
Pilot

2006 :2010 2011 20152011 2015 High High High Range2006 2010 Low Low Low Range
$0 $0 ($31, .>0,44 60,21 560,2
$0 $0 $0 $0 $0 $0 $0 $0 $0$0
$0 $0 $0 $0 $0 

] I $0

($3,036) ($2,094) ($3,489) ($5,130) ($6,525)

($666,822) [ |$0 ($350,440) ($244,877) ($244,877) ($34,914) ($35,195) ($36,591) ($665,426)Subtotal

11

While"|the"|RenewablenGrowthnprojectsnarenprimarilyndriverribynstate"ipolicynrequirements,"i

therenareisignificantnbenefitsnassociatediA/ith"|theisuccessfulintegrationnofTenewable"i

resources.nPleaseTeferitoithenBenefits-Estimatesisectionifonandiscussionnonitheisocietah

andnenvironmentahbenefitsnofrenewableTesourcesnandndetailsnonitheneconomicnand-|

reliabilitynbenefitsnassociatediA/ith"|thenRenewablenGrowthnprogram.Ti

7.3.3 ELECTRICnVEHICLEnGROWTHn

Asndiscussedirr|the"|Roadmap,nSDG&Eisnpreparingiforithe"growthinnpublicnadoptionnof] 

Plug lirriElectricnVehicles.Tilnnanticipationnofithisngrowth,nSDG&Enplansinvestments"|that"i 

willnhelpnpromoteithenadoptionnof]electric"|vehicles,neducateithenpublicnorr|theiriusage"i 

withTegarditoithenelectricngrid,nandnassist"|third"ipartiesinvolvedi/vith"|thenelectrici\/ehicle"i 

ecosystemitonensureisuccessfulintegratenof']electrici\/ehiclesnwithinithengrid."i

ThenpolicyidriversnofithenElectricnVehiclenGrowthnprogramnareithenG/obo/Tl/i/orm/ngy

So/ut/onsT4ctp/]2006](ABn32),nCaIifornia's-|Low-parboir|FuelnStandard,nandnSB-|17.-|

Thisisectionicontains-ponceptuahand/orprovisional-postiestimatesTeflectingthe-best-pvailabJeinformation-pt-ithe-itimeiofi

preparationiofithe-^martiGridiDeploymenti^lan.-nTheseiestimatesiareTiotintended-iforiusein-newTequests-forfundingiand-prei
subjectto-change-0ST»ewinformation-fc)ecomes-0vailable.i
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The"iprimaryndriversnoficostsinithe"|ElectricnVehiclenGrowthnprogram,"groupednbyithein

classificatiornaren

ffi Policynlnstallationnofiutility bwnednpublicnaccessnchargingifacilitiesjnstallationnof] 

sensorsnandncommunicationitechnologynonndistributiorr|transformersnand"i 

upgrades"|toithenelectricndistributionisystenri(i.e.:itO"iprimaryidistributionifeeders)"i 

tonaccommodate"|PEVs."i

ffi Pilot:iTest"|theintegrationnofistationary"|batteriesnwith"|PEVnchargingnasnanstep"i 

towardivehicleitongridn(V2G)ncapabilities."i

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E's-|ElectricnVehiclenGrowth-|

programnarenasifollowsiTi

Tablei? lectrici^ehidetSrowth-programiConceptuai-prid-provisionabCost'Estimatesi

Capital O&M
Conceptual!
Estimates

Provisional-Ranges
2016l2020

Conceptual!
Estimates

Provisional-Ranges 
2016 l2020

Tota|-Estimated-Capita|-tf--p&MHistorical Historical

Project
Class
Policy
Value
Pilot

2011 2015 2006 2010 2011 2015High High High Range2006 2010 Low Low Low Range
So ($84,260) ($35,675) ($35,675) $0 ($19,293) ($32,419) ($32,- ($171,646) ($171,64!
$0 $0 $0 $0 $0 $0 $0 $0 $0 $0
$0 ($6,740) ($3,744) ($6,241) $0 ($936) ($1,191) ($1,9 ($12,611) ($15,901,

$0 ($91,000) ($39,419) ($41,916) $0 ($20,228) ($33,610) ($34,404) ($184,257) ($187,547)Subtotal

11

WhileithenElectricnVehiclenGrowthnprojectsnarenprimarilyidriverribyistatenpolicy] 

requirements,itherenareisignificantnbenefitsnassociatediwithithensuccessfulintegrationnof"i 

PEVs."|PleaseTefentoithe"|Benefits"|Estimatesnsectionifonandiscussionnonitheisocietalnand"i 

environmentalnbenefitsnof"|PEVs,nandndetailsnonitheneconomicnand"ireliabilitynbenefits"i 

associatednwithithenElectricnVehiclenGrowthnprogram.Ti

7.3.4 REL!ABILITY$AND$SAFETY$

Asndiscussedinithe"|Roadmap,nSDG&E'sngoahisitoTnaintainnand/oriimprove"ireliabilityin"i

theifacenofintermittentTesourcesnandnelectricivehiclesithroughimprovingitS"i

Thisisection!Contains-ponceptua|-pnd/orprovisiona|-post!estimatesTeflectingthei3est-pvailableinformation-pt!the!time!Df!
preparation!of-£he-jSmart!Grid!Deployment!Plan.-nThese!estimates!are!notintended!for!usein-new!requests-forfunding!and-pre!

subjectto-change-0snewinformation-fc>ecomes-0vaiiable.!
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measurement,ncontrol,nprotection,Tecording,nandTnanagementnandnoptimizatiorri

abilities."nlnvestmentsintoithenaforementionednabilitiesi/villisupplement"|thenexisting"i

technologyinvestments-|madeitoimproveithenaccuracynandnspeednof-faultisolationnand-|

systerrrirestoratiorr|time."i

ReliabilitynandisafetyTiprojects-|haveisignificant-|State-|policynd rivers,includingnSB-|17,then 

California i-ongiTerm fnergy efficiency ^Strategic flan,Tach'\evemenUof1:he-erte]rgyi 

efficiencynandndemandTesponsengoals-|peri§454.5nand-|§454.55nofithenCo///orn/of5ub//c7 

Utilities ~Code,iachievementnofitheTenewablenportfolionstandardnandifulhsolari 

photovoltaicndeployment"|undernthetZalifornianSolar|lnitiative."i

The"iprimaryidriversnoficostsinnthe"|ReliabilitynandnSafetynprogram,"groupednbynthein

classificationnaren

ffi Policy:"nlmplementnadvanced"groundnfaultndetectionncapabilitiesnandnadvanced"i 

systenriplanningntools,installnpulsenclosingnatnadditionalnpointsnonnthensystemnas"i 

wellnasndynamicnvoltnandnVARncontrolncapabilities,nadvancednenergyistorage"|to"i 

improventheiocalizedTeliabilitynofithe"|transmissionnsystem,nconductnaTenewable"i 

transmissionnplanningistudynandnconvert7TianuahlinenswitchesntoTemotenSCADA-|  

operations."!

ffi Value:"PptimizenadvancednweatherTnonitoringncapabilities,implementnwireless"i 

faultedncircuitindicators,nexpandncondition-|based"imaintenancen(CBM)-| 

capabilitiesntoiselectedn4i<Visubstationntransformernbanks,ndevelopnautomated"i 

fault"|locationnfontransmissionnevents,implementnaTeal 'timenvoltagenstabilityn 

programnandndevelopna-|plannfor|thendeploymentnofisynchrophasornunits-|  

integratingi/vithnWestern"|ElectricitytZoordinating"Councih(WECC)."i 

ffi Pilot:-|Developnancapability"ifonarcndetectioninn23ChkVnundergroundnvaultsnand-| 

overheadnfacilitiesnandndemonstratencompositencorenconductoriinstallations."i

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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ThenconceptualnandnprovisionaIncostnestimates-fornSDG&E'snReliabilitynandnSafetyn 

p rog ra rrna reia sif o 11 o ws :ti

'-programiConceptuaiiand"ProvisionallCostiE stimatesiI

Capital O&M
Conceptual
Estimates

Provisional-Ranges 
2016'2020

Conceptual!
Estimates

Provisional-Range 
2016'2020

Total Estimated Capital * O&MHistorical Historical

Project
Class
Policy
Value
Pilot

2006 2010 2011 2015 2006 2010 2011 2015High High High RangeLow Low Low Range
($3) ($315,878)

($51,608)
($7,235)

($129
($9,275)

$0 ($1,071)
($7,591)

$0 $0 ($446,363)
($80,395)
($7,235)

($532,637) .
($86,158)
($7,235)

15,68
($15,039)($625) $0 ($11,2 .

$0 $0 $0 $0 $0 $0 $0

[ ($628) ($374,722) ($138,686) ($230,723) $0 ($8,662) ($11,296) ($11,296) ($533,994) ($626,031)Subtotal

.I

Forthencorresponding-|benefitsnofithe-|Reliability-|andnSafetynprogram,-|pleasensee-|the-|

BenefitS"|Estimatesisection."i

7.3.5 SECURITY-]

Asndiscussedin-|the-|Roadmap,ithencoreitenetsnofiSDG&E'sisecurityistrategynare:nadhere-|

toisecuritynprinciples,nbroadennawareness,nconvergeisecurityngovernancenandndistribute-|

securityncontrols.-fiSDG&E-|plansTtoisupportTtheseTtenetsnbyinvestingintonanportfolionof-|

security-projects.n

The-|policyidriversnofithenSecuritynprogramincludenSB-|17nandTthe-|NERC-Critical-|

lnfrastructure-|Protection-|(C!P)istandards.-n

The-|primaryidriversnoficostsinTthenSecuritynprogram,ngrouped-|by-|theinclassificationnare:-|

ffi Policy:nSelectnandimplementna-|replacementito-|thencurrentnsecurityincidentnand-| 

event-|managementnenvironment,improveithenphysicalnaccessncontrolsnand-| 

network-|monitoringnofialarm-|systemsnatnsubstations,improveinternalnand-| 

externa|-|securitynawarenessncollaboratiornandTtraining,improveTeportingnof-| 

compliance7netricsnandTisl<Teporting,improveTthencompliancencontrol-| 

framework,improve-|securityithreatnand$vulnerability-|management,implement-]

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofjthe-^martiGridiDeploymenti^lan.TjTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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hardwareiandisoftwareisolutionsiforimprovechvulnerabilityiassessmentianch

management,nandndevelopnSDG&Eistandardsnandnguidelinesiforiimprovingithe"i

securitynofiSCADAitechnology."i

ThenconceptuaInand"iprovisionalncostnestimates"fornSDG&E'snSecuritynprogramnarenas"i

follows:-))

Table / 'lecurityf>rogramiConceptua!“pndf>rovisionai''CostiEstimatesi

Capital O&M
Conceptual!
Estimates

Provisional-Range 
2016'2020

Conceptual!
Estimates

ProvisionahRangc
2016l2020

Total Estimated Capital tf O&MHistorical Historical

Project
Class
Policy
Value
Pilot

2011 2015 2006 2010 2011 2015High High High Range2006 2010 Low Low Low Range
($1,789) ($118,179) ($10,518) ($10, $0 ($15,00 ($181,344) ($181,344)

$0 $0 $0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0 $0 $0

($1,789) ($118,179) ($10,518) ($10,518) $0 ($15,005) ($35,853) ($35,853) ($181,344) ($181,344)Subtotal

ll

ForithencorrespondingnbenefitsnofithenSecuritynprogram,npleaseiseeithe"|Benefits"i

Estimatesisection."i

7.3.6 OPE RATION ALnEFFtCIENCYn

Asndiscussedirr|the"|Roadmap,nSDG&EnhasndesignednairPperationahEfficiencynprogranr|to"i

improveitsnabilityitoTnonitor,noperatenandnoptimizeitsisystem."nTonadvanceithenoveraIh

efficiencynofits"gridnoperations,nSDG&Eiwillinvestirrinumerousnprojectsinits"i

OperationahEfficiencyiprogram.Ti

The"Pperational-|Efficiency-programis-|driveni3y-pustomeryalue,TatherT:hairpolicy.Ti

The"iprimaryidriversnoficostsinithenOperationahEfficiencynprogram,ngrouped"|byTtheiri

classificationnaren

ffi Va!ue:1mplementTnicropile-|technology,i3DTnodelingnusingistate bf 'the 'artn 

technologyi(PLSnCADD/LIDAR),nandistributednenergyTesource"imanagement"i

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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systenri(DERMS),nconditiorr|based"imaintenancen(CBM),infraredinspectiorri 

technologynatithendistributionievel,nannenterprisengeographicinformationisystenri 

(GIS),noutage7nanagement-|systemYndistribution7nanagement-|systenri 

(OMS/DMS),nandimplementnannautomatedifacilitiesTatingisystem."i 

ffi PilotnEvaluaten'FirenScout'narcndetectionncapabilitiesinnback 'countrynareas,n 

developncriteriaifonappropriatenapplicationsnofidynamiciine"iratingsnonithe"i 

transmissionisystemnandnbeginnanpilotnprogramiA/ithithenCAISO"|tonusendynamic"i 

transmissioirjineTatingsirr|dispatch.-|

Thenconceptualnand"iprovisionalncostnestimates"fornSDG&E'snOperationahEfficiency"i

programnarenasfollowsiTi

Tablei? ferrPperational'ffficie/,' * ' t nceptuai“pnd-provisionalpost jEstimatesi

Capital O&M
Conceptual!
Estimates

ProvisionahRangi 
2016 2020

Conceptual!
Estimates

Pro vis io n a hRa n ges 
2016 ?020

Total^stimated^apitaliFXJ&MHistorical Historical

Project
Class
Policy
Value

2006 2010 2011 2015High High High Range2006 2010 2011 2015 Low Low Low Range
$0 $0 So So So So SoSo So So

($84,313) ($183,155,
($653)

9,635) ($20,076) ($38, { , ($379,592)
($653)

($399,664)
($653)So So So So ($0) So SoPilot

($84,313) ($183,809) ($24,337) ($39,635) ($20,076) ($38,835) ($28,874) ($33,648) ($380,245) ($400,317)Subtotal

11

Forithencorresponding"|benefitsnofithe"PperationahEfficiencynprogram,"ipleaseiseeithe"i

BenefitsnEstimatesisection."i

1

7.3.7 SMART$GRlD$RESEARCH,$DEVELOPMENT,iAND$DEMONSTRAT10N$

Asndiscussedirr|the"|Roadmap,TnanypfithenSmartnGriditechnologiesnareistillithe"inascent"i

stagesnof]development,nonarenonly]concepts.nSDG&Enplansitonpromoteithendevelopment"i

andnreaIizationnof]suchitechnologiesnbyinvestinginnprojectsitoTesearchnandnpilotithese"i

technologies.-!

IhisisectionicontainsTonceptual-pnci/orprovisional-postiestimatesTeflectingtheiDest-pvailabJeinformation-ptitheitimeiDfi

preparationiofithelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintendedifonusein-newTequests-forfundingTand-prei

subjectto~change~0ST»ewinformation~fc>ecomes~0vailable.i
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The"iprimaryndriversnoficostsinithenSmartnGrid"|Research,"|Development,nand"i 

Demonstration-program,i*roupedibyitheinclassificatiornare:-|

ffi Pilot:1nstallnandemonstration7nicrogrid-|project,nconstructifacilitynupgrades,-| 

purchasenandinstallnequipmentitoncreatenanSmartnGridintegrateditestifacility,-| 

worki/vithithe-CAISOitonaggregate-|batteryitechnologyiinnaiflexiblendemandnpilotTi 

andnconductnothernSmartnGridTelated-|RD&D"iprojects.-|

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E's-|Research,-|Development,nand"i

Demonstration-|programnarenasifollows:Ti

Table]7 *9^Research,iDeve!opmentT3<f 1 t'1 <nonstration-progr * 1/ L mceptuai-pndi 

Provisional-jCost^stimatesi

Capital O&M
Conceptual!
Estimates

Provisionalitang!
2016l2020

Conceptual!
Estimates

Provisional-Ranges
2016l2020

Total Estimated Capital rr O&MHistorical Historical

Project
Class
Policy
Value

2006 !2010High High High Range2006 2010 2011 2015 Low 2011 2015 Low Low Range
$0 $0 $0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0 $0 $0

($2,749) ($62,631) $0 $0 ($1,680) ($20,145) ($30,691) ($30,691) ($117,896) ($117,896)Pilot

($2,749) ($62,631) $0 $0 ($1,680) ($20,145) ($30,691) ($30,691) ($117,896) ($117,896)Subtotal

11

Forithencorrespondingnbenefitsio fitheiSmartiGrid-|Research,"Development,nand"i 

Demonstration-program,ipleaseisee!the-|Benefitsisection.-|

1

7.3.8 INTEGRATEDhANDtCROSS tUTTINGnSYSTEMSn

Asndiscussedinithe-|Roadmap,nSDG&ETecognizesitheTieeditondevelopnaTobust-| 

enterprise lwidenapplicationnplatformito-|supportitsnSmartnGridnapplications.-nThis-| 

platformiwilhenableTiewisysternsitoico lexistiwithiegacyisystemsnasiwellnas-|Supportithe-| 

adoptionnandintegrationnofincreasinglyicomplexndataTnanagementnandnanalyticsnas-|

ThisisectionicontainsTonceptual-Dnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-DtitheitimeiDfi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-Drei

subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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wellnasngridncommunications."nToncreate"|thisnapplicationnplatform,nSDG&EiA/illinvestirri

numerousnprojectsitonadvanceitsnapplicationnandncommunicationsinfrastructure.n

ThenIntegratednand"Cross lcuttingnSystems"iprogramincludesnprojectsTequireditoisupport"i 

a$varietynofpolicy ldriverriprojects."|ProjectsinithisnprogramnareaiA/ilhprovide"i 

infrastructurenandnapplicatiorr|servicesitonother-|systemsithatnareTequired-|toimplement-| 

policiesisuchnas"|the"|Renewable"|PortfolionStandard,nandithe"GalifornianSolarilnitiative.Ti

Thenprimaryidriversnoficostsinithe"|Integratednand"Gross lcuttingnSystems-program,-| 

grouped"|byitheinclassificationnare:"i

ffi PolicynDeploynanprecisionitimeisystemnandnaTiext 'generatiornapplicatiorn 

platform."i

ffi ValuenBuildnoutnaiow lpoweriwirelessncommunicationTietwork,implementnairi 

improvedndataTnanagementnandnanalyticsncapabilityncommensurateiA/ithnSmartn 

GridnapplicationsnandndeploynaTiextngenerationiA/irelessncommunicationTietwork."i

ThenconceptuaInand"iprovisionalncostnestimates"fornSDG&E'snIntegratednandnCross tuttingn 

SystemsnprogramnarenasifollowsiTi

Tablei? ll 0 rrl rtteg rat edha ndiCross tutt 

Costf stirtiatesi

;-progranrriConceptuaS-pndf>rovisionali

Capital O&M
Conceptual!
Estimates

ProvisionahRange
2016L2020

Conceptual!
Estimates

ProvisionabRanges
2016L2020

Total Estimated~Capital>~0&MHistorical Historical

Project
Class
Policy
Value

2006 20102011 2015 2011 2015High High High Range2006 2010 Low Low Low Range
$0 ($9,521)

($48,990)
($23,4duj

($33,668)
$0 $0 ($1,424)

($20,848)
($24,452)

($100,707)
($34,40

($119,572)
6)

($7,874) $0 ($8,193)1)
$0 $0 $0 $0 $0 $0 $0 $0 $0 $0Pilot

111 ($7,874) ($58,511) ($34,276) ($57,127) $0 ($8,193) ($16,305) ($22,273) ($125,159) ($153,977)Subtotal

11

ThisTsectionTontainsTonceptual-pnd/orprovisional-post^stimatesTeflectingtheiDest-pvailableinformation-ptitheitimeiDf!

preparation^f^helSmart^ridiDeploymentiPlan.nThese^stimates^reiiotintendedifonusein-newTequests-forfunding^nd-pre!

subjectto'changeiasnewinformation'becomesiavaiJable.!
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Costsishowninithe1ntegratednand"Cross lcuttingnSystems"iprogramnareTietnofian$28.1"i 

millionnSmartnGrid1nvestmentnGrant"fromithe"|DOE57n,nandnan$lTnilliorriPIERngrantifronri 

the-pEC58-|.iFonthencorrespondingnbenefitsnof|theintegratednand-pross 'cuttingnSystemsn 

program,npleaseisee"|the"|BenefitS"|Estimatesnsection."i

7.3.9 WORKFORCEnDEVELOPMENTn

Asndiscussedirr|the"|Roadmap,nai<eyielementiir|theisuccessnofithenSDG&EnSmartnGrid"i

Deployment"|PlarriresidesinitheneducationnandnadoptionnofithenprogramiA/ithinits"i

currentnandifuturenworkforce."nSDG&EnplansnoninvestinginTiumerousnhumairiresource"i

projectsithatiA/illnhelpndeploynorganizationalistructuresnasiA/ellnasitoolsithatTnaximize"i

thenutility'snabilityitonmanagenandisupportithenoverallnSmartnGridnprogram.Ti

Statenenergyipoliciesndo"inotTequirenutilitiesito"|havenanSmartnGridnWorkforce"i

Developmentnprogram."|However,itonachievenstatenpolicyngoaIsTequiresithe"i

implementationnand"imaintenancenofiancompIexintegrationnofinformationnandnenergy"i

technologies,"irequiringnaiA/orkforcei/vithiskillsinithesenevolvingnareas.nAsnWorkforce"i

Developmentnprojectsnarendesignedito7neetithatTequirement,nSDG&E-|has-|therefore-|

classifiedithemnasn"Policy.""n

The-|primaryndriversnoficostsinithenWorkforce-|Developmentnprogram,ngroupednbyitheiri

classificatiornaren

ffi Policy:1mplementnSmartnGridiA/orkforceTnanagementnandimproved"i 

organizationalnchangeTnanagementnprograms.n

Thenconceptualnand"iprovisionalncostnestimates"fornSDG&E'snWorkforce"|Development"i 

p rog ra rrna reia sif o 11 o ws :ti

57f)ttp://www.oe.energv.gf3v/recovery/1249.htmrn 
58iittpi//www.energy■ca.gov/contracts/PON ‘03 bll FOA NOPA.PDF-n

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptitheitimeiDfi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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Tablef lli:TjWorkforcePevelopment'ProgramiConceptuaS-pndf>rovisionai1 

Estimates]
1

Capital O&M
Conceptual!
Estimates

ProvisionahRang
2016L2020

Conceptual!
Estimates

ProvisionabRanges 
2016 L2020

Total~£stimated~Capital~H-~P&MHistorical Historical

Project
Class
Policy
Value
Pilot

2006 2010High High High Range2006 2010 2011 2015 Low 2011 2015 Low Low Range
So So So So So ($5,991) ($5,755) ($11,746) ($15,5! ,
So So So So So So So So So$o
So So So So So So So So So So

($9,591) | ($11,746)$0 So $0 $0 So ($5,991) ($5,755) ($15,582)Subtotal

For$thencorresponding-|benefitsnofithenWorkforce-|Development-|program,npleaseisee]the-|

BenefitsnEstimatesisection."i

7.4 CONCLUSION]

SDG&E'snSmartnGrid"|Deployment"|PlairCost"|Estimatesnarenbasednonnannassessmentnof"i 

historical,nconceptualnand"iprovisionalnestimatesnandnbrokennoutnbynpolicy,ncustomeri 

valuenand/orpilotndrivennexpenses]foriallnofithe"iplannednprojectsinneachndeployment"i 

prograrrnarea.irhe-projectncostsincludenestimatesnof]capitahexpendituresnand-| 

operationsnand-|maintenancen(O&M)nexpenses]forithe-periods]fromn2011 *2015nand-|

2016 l2020iA/ithna]totalnestimatedncostnof]approximatelyn$3.5"iL]$3.6nbillion."i

CorrespondingnbenefitsnwerenalsoncalculatednandnarenpresentedinTthenBenefitsnEstimatesy

sectionnofithendeploymentnplan."i

ThisTsectionTontainsTonceptual-pnd/orprovisional-cost^stimatesTeflectingtheioest-pvailabJeinformation-ptitheitimeiDf!

preparation^f^helSmart^ridiDeploymentiPlan.nThese^stimates^reiiotintendedifonusein-newTequests-forfunding^nd-pre!

subjectto~changeiasnewinformation~fc>ecomesi3vailable.!
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8.1 INTRODUCTION!

SDG&EnandTnanynofiitsnkeyistakeholdersnbelieveTthatimplementingnstrategic,intelligent!  

Smart-|Gridinvestments-|wil|-produceiong Ltermnbenefitsi:oncustomers,Tnarl<et"i 

participants,ithenenvironmentnand"|societynasnanwhole.TiThisnsectionnpresentsnSDG&E's"i 

approach-|toncataloging,7neasuringnand7nonetizing!thenbenefitsnassociated!with-|the-| 

SmartnGridinitsnserviceiterritory.Ti

Determining!futurenbenefits!from!technologyinnovationsisnaninexact-|Science.T|lnn2006,-|

SDG&Enbegannworking"|tondetermine!thenbenefits!fromna!fullndeploymentnofismart"i

electricnandngas7netersi:hroughoutitsiservice"|territory.nSomenofithenbenefitsiA/ere"i

apparent,isuchnasisaving"|thenexistingncost!forTnanuallyTeadingTneters.nOthers,isuchnas"i

how"imuchndemandTesponse!thenabilityi:o!verifynhourlyintervahusageiA/ouldnenablenand"i

the!valuenofisuchnannenergy-|shift,!were-|morendifficulti:onproject!withnannadequateieveh

ofncertainty."nlustnasTiononenpredictedi:hereiA/ouldnbeTevenue!fronriringtonensales!fori

celhphones,npredictingnothenvalueistreams!forTSDG&E'sncustomersnonce-|thenadvanced-|

meteringinfrastructureiA/asndeployediA/asnannexerciseiimitednby!thenutility'snand"i

customers'nexperiencesnandnexpectationsnat!thatTnomentin"|time.TiThosenbenefitsnare"i

justistarting"|tO"|beTealizedTiow,iA/ithincreasingnbenefitsnover|time.Tn

Although"inoisinglenprojectini:hencurrentlyienvisionednSDG&EnSmartnGrid"|Deployment"i

PlanisnasiargenasnSmart-|Meter,!thenchallengesnofibenefit!valuation!fontheiTnareisimilar.-|

Nascentnandifuturei:echnology,inabilityi:onpredictncustomeriadoptionTates,naiacknof"i

models"|toivaluenbenefit,neconomic!fluctuationsnandnenvironmentalnpolicynallncontribute"i

tonhighievelsnofiuncertaintyinndeterminingnbenefits.-nHowever,nas!was!thencase!when-|

telecommunicationsifirstiA/entndigital,i:henopportunities!forfurthernbenefitsin"|the"i

futurenareiimitednonlynbypurpmagination.-i

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThangeiasiiewinformatiorrbecomesiavaiiable.i
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SocietahbenefitsnareithenbroadestncategoryitoncaIculateitakingintonaccountnaIlnbenefits"i

tonaIlncustomersisuchnasnaddednefficiency,navoidedngenerationncostsincludingiineiosses,"i

avoided-|transmissionnandndistributionncosts,Teliabilitynbenefitsitoncustomers-|

(determinedithroughivaluenofiserviceistudies)nandnenvironmentalnbenefits.Tn

Thensocietalnperspectiveis-|thenonengeneraIlynused-|tonevaIuatencost 'effectivenessnbyi

focusingnonnefficiencyirrithenproductionnandndeliverynof'ienergynandnenvironmentah

qualityimprovement.-nThisitypenofnbenefitnevaluationisnused-|tondetermineithencost-|

effectivenessnofnenergyiefficiencynprograms;istoragenasitTelatesitoitheneffective"i

integrationnofTnoreTenewableTesources,"ireducednairnemissionsifromngeneration;nand"i

improvednutilizationnofngridnassetsn(i.e.,ngenerationnand"|T&Dnequipment).TilnTnostncases,"i

societaInbenefitsnarenaccompaniednbynaninternaIizablenorpartiaIlyinternaIizablenbenefit."i

Fornexample,na"|utilityncustomeriusesnstorage"|toTeducenon lpeaknenergyiuse.nArri

internaIizablenbenefitnaccruesitoithatncustomeninithe"formnofTeducedncost;nhowever,"i

otherisocietaInbenefitsTnaynaccrue"|tonutilityncustomersnasnangroupnand/oritonsocietynasna"i

whole."|Fonexample,Teduced"ipeakndemandncouldieaditoTeducednainemissionsnandna"i

generalimprovementnofibusinesses'ncostncompetitiveness.n

EmpoweringncustomersnandTnaintainingnand/orimprovingitheTeliabilitynofithe-gridirri

theifacenofngreatnchangenarenpressingndriversiforiSmartnGridnprojects."|Bothnofithese"i

driversnarendifficult"|toivaIue."|EmpoweringncustomersnwithnchoicenanditheitoolsTequired"i

toisupportitheirTiewnpreferencesnand"|behaviorsnhasngreaterivaIueitO"iparticipating"i

customersitharr|to"|those"|thatndoTiotnexerciseitheirnchoicenoriadoptTiewnbehaviors."i

AdditionaIly,ndeterminingitheTiumbenoficustomersithatiwillnengagenandithe-|levelnof-|

theirnengagementisnaIsonchaIlengingitoiforecasti/vithnprecision."nWhilenSDG&E"i

customersnarencurrentIyieadingithencountryinTenewablenenergynadoption,ithendepthnofi

marketnpenetrationnover|theiong"|termisnasiyetnundetermined."|Moreover,itisnaIso"i

difficultitondeterminena"ipreciseivaIue"forTiewifunctionaIity,nbutncertainlyTnany"i

customersnexpectithatnSDG&Eiwillnprovide"|themnwithTnodernitools"|tointeracti/vith"|the"i

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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companynanditheirnenergyinformation.n(Compareitoday'snexerciseinnestimatingnSmart"i

GridndeploymentnbenefitsitoithenchallengeiyearsnagoiA/henitiA/asndifficultitoncostiustifyi

havingnaiA/ebsitenornemail.)n

GridTeliabilityisnannexpectationnofimodernisociety."|However,ithe"gridnwasTiotndesigned"i

fonthenchaIlengesnposednby7noderrr|Societyisuchnas-|plug linielectricivehicles,-|fuehcells,-|

batteries,iwind,nandTooftopnphotovoltaics.TiEstimatingnadoptionTatesnofithese"i

technologiesnand-|theirimpactitoTeliabilityisinexact,iwhichTequiresncarefuh

considerationitonquantifyithe"|benefitsnofienablingitechnologies."|However,ngivenithe"i

current"|highievelsnofreliabilitynofitoday'sngridnandnourncustomers'"growingnappetite"fon

high lqualitynenergy,itisimperative"|thatTio"|lossirrireliabilitynornqualitynoccur|throughithe"i

transitiorr|tonaTnodernngrid."|However,nabsent"|thendeploymentnofithenSmartnGrid,ithe"i

reliabilitynandnqualitynofiserviceiA/illndeterioratenasTnorenandTnorenelectrici\/ehiclesnand"i

intermittentnenergyiresourcesnarendeployed."i

Asnwithnanyptheninvestmentirr|technology,ithenbenefits"|tonSDG&Encustomers"fronri

SmartnGridinvestmentsi/villnoccunover"|timenafter|thisnequipmentnandisoftware"|hasnbeerri

installednandncapabilitiesnenabled."nAsiA/ithnotherinvestments,ncustomersi/villTiotisee"i

immediateTate-|reductionsnas-|theinvestmentsnare7nade,nbut-|rathenwilliseeincreasing-|

benefits,includingncostisavingsnandincreasedifunctionality,nduringithenusefuHifenofithe"i

investments."nAnotherfactorithatncannotnbenoverlookedis"|thatiwithout"|these"i

investments,nreliabilitynandnqualitynofielectricityndeliverynwillndeteriorate."nSimplyi

maintainingnreliabilitynandnqualitynofiserviceiA/ilhbenandauntingnchallengeithatnSDG&E's"i

customersnexpectit-|to7neet.-nAnd,iwhilensomenbenefitsndirectlyTeducenelectricTates,-|

suchnasitheTeductionin7neterfieldnpersonnelnasnaTesultnofismartTneteriinstallation,"i

manynbenefitsnareTiotndirectlyTeflectediniowerirates,nbutinsteadnprovidenenabling"i

technologyiforithencustomeritoitakeTnorenactivencontrolnovenandnparticipateinnenergyn

management.-!

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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Thesen'soft'nbenefitsitakenotherformsnsuchnasTeducednenvironmentahimpactithrough"i

theisafenand"ireliableintegrationnofTenewablengeneration,iA/hichnSmartnGridinvestments"i

ensurencannbenaccomplishedinitheTnostncost Wfectiveiway^mpactingielectricTates-ilessi

thannaItemativeTnethods."|Bynenablingncustomersi/vithnenergyTnanagementitoolsnand"i

greaterinformationnaboutnenergynconsumptionnandnassociatedncost,nSDG&Encustomers"i

willnbenableitoTnanageitheir|totaInelectricnbillnand,Tnoreimportantlyifonsome,isave"i

personaIitime.1nnaddition,ieveragingndigitalnandnadvanceditechnologyitonsafelynand"i

reliablyintegrateTiewnproducts,isuchnas"|PEVsnand"|PVisystems,nwillndirectlynbenefitisome"i

customersithroughiowerfuelncosts,nasi/vellnas"|theisocietaInbenefitnofiessening"i

environmentaIimpactnandnachievingnAmericannenergyindependencenatitheiowestncost."i

While-|theseisocietaInandnenvironmentaInbenefitsnareTiot"ireflectedinnelectricTates,"|these"i

softenbenefitsnprovidensignificantivaIue."i

Consistentiwith"|D.10 b6 l047,nSDG&Enhasndevelopednbenefitnestimates"|toisupportithe"i 

SmartnGrid"|Deployment"|Plan.iTheitotahestimatednbenefitsnofiSmartnGridndeployment"i 

describedinithisnplanifonthenSarriDiegoTegionnarenbetweennapproximatelyi$3.8"iLi$7.1i 

billion,includingnsocietalnandnenvironmentalnbenefitsifor|theiyearsn2011-2020nof"i  

approximatelyn$760Tnillion"ih$l-9lbillion."i

Tabled ^nbreaksithesenbenefitsndowniby-itheinsourcen

1

1

1

1

1

1

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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Table'# ^Tfsodetal'tindf:nvironmenIX eefitsiiO f !20i

Societaiy#nvironmentaliJenefit!

Source!

Societal-/!

EnvironmentaliJenefiti

Estimated1tons-pfiC02ei

Avoided59!

Range!

$12!MMih$83!MMiEstimatednAvoidednEmissionsifronri ~-p.7nmiIlionn

EnergynReductionsnandnPeaknLoadn

Shifting!

$85!MMih$612!MM!EstimatednA voided# missions! ~!5.4Tnillion!

ReductioniDy!lntegrating!

Centralized!Renewable!Energy!

$10!MM!h$79!MM!EstimatediA voided# missions! ~#).7!million!

ReductioniDyilntegrating!

Distributed!Generation!

$284!MM!h$550!MM60!Estimated!Avoided!Net#missions! ~#).9!million!

ReductioniDy!lntegrating#lectric!

Vehicles!

59iMOx,iSOx,iandiPM1oiwereialsoincludediinitheiTrionetizedibenefitsiestimates.Ti
“nAisignificantiportioniofithese-henefitsiareivalued-ifromiavoidediMQdemissionsTapproximatelyilS^OOi
tons-jnithe#asencase).Ti

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendediforiuseinTiewTequests-forfundingiand-prei
subjecttcrphangeiasTiewinformatiorrbecomesiavaiiable.i
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lnnaddition,"|thenpotentiaIifuelnsavingsnbenefitsifoncustomersnadoptingnelectrici\/ehicles"i

havenbeenidentifiednandnestimatednasfollows:-|

Tabled ^rrfotentiaif uelitostfjavifigsfonftcfoptiiiglE iectriciVehiciesi

BenefitlSourcei Benefit-pangei PurchasediGallons-pfi

Gasoline-Avoidedn

$369iMMih$615iMM61iEstimatednAvoided"|Fuel"Costnbyn

IntegratingnElectricnVehiclesn

~n207"imilliorri

ThesenbenefitsiA/illnbenexplainedinTnorendetailirrisectionn8.3.1."i

lnnaddition,nestimatesi/verencaIculatedifoneconomicnand"ireliabilitynbenefitsn(whichnare"i 

primarilyi"soft"nbenefits)ifori2006 l2020,includingitheinassociatediterminahvaluei(post 

2020),itotaIingnapproximatelyn$3.0nbilliorriLi$5.1ibillion."i

L

Tabled *3nbreaksndownithesenbenefits"|byiinvestmentncategory:"i

61^enefitirangeiforiavoidedifuelncostiisibasedioniailowiandihigh-gasolineipricenderivedifromiaiforecasti 
basencaseiinTeport-po.iCEC teoo *2011 boi-preparedibyitheTCaliforniaiEnergyiCommissioirititledi 
"Transportation fuel frice -Cases -Demand-Scenarios: inputs -and Methods forfhe -2011 integrated fnergy 7 
Policy feport”ndatedfebruaryiZOllnandiavailableiatlit^^/www^enei^cajioy/ZOlljaubJixatiqns/CEC^1
600 l2011 tol/CEC teoo l2011 ‘OOl.PDFn
ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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Table $ l3: if conomicp \ ' \ ' -9.0201

Economiciand-peliabilityi

Benefits-j2006T-i202Chanch

Investment-Categoryn

Terminal-^aluei

$1,378"|MM"|Benefitsidentifiednrelateditonpreviouslynauthorized"i

fundingn(Smart"|Meter62,"PpExn20/20^martnGrid"i

projects)63-!

$966"|MM"ih$2,263"|MM"iBenefitS"jdentified"|for"projectS"jrr|TY2012"|Generah

RateiZase64"!

$29"|MM"ih$139"|MM"iBenefitsidentifiedifonothenactivenapplicationsn

(Demand"|Response65)"i

$253iMMih$491iMMiEstimatedincrementahinvestmentnbenefitsi-"CPUC"i

$434iMMih$906iMMiEstimatedincrementahinvestmentnbenefitsi-"|FERC"i

ThesenbenefitsiA/illnbenexplainedinTnorendetailirrisectionn8.3.2."i

1

62iSmartiMeteribenefitsiwere-pourcedifromitheioriginalTCPUCiapplicationi(A.05 ^3 *015).-| 
63^enefitsiinitheiSmartiGridiDeploymentiPlan-fnay-differifromianyishowniniSDG&E'siTY2012iGenerah 
RateiCasei(A.10 L12 l005)ibecausenofidifferencesiinipresentationnofidata.-n
64nOngoing-benefits-iforiprojectsiiniSDG&E'siTY2012nGenerahRateiCaseT(A.10 L12 l005)iiave-beeirforecasti 
beyonditheperiodireflectediinitheiapplicationtoitheiCPUC.i
65^DnlytheiSmartnGridirelatedibenefits-ifontheiDemand-Responseprogramiareiincludediand-)iave-beeni 
forecastibeyonditheperiodireflectediinitheiapplicationitoitheiCPUCi(A.ll ^3 l002).n

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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8.2 APPROACH-]

At-|theisameitime-iprogramncostsiA/erencompiled,nSDG&EnaIsonengagedinna-i 

comprehensiveiexerciseitoidentifyitheicorresponding-|benefitsiassociatediwithitsiSmart-i 

Gridnprogramsnandnprojects.-nWhereverpossible,nSDG&E-|sought-|toTiotnonly-|identify-|the-i 

benefits,nbutnaIsonconvertithemintonaTnonetaryifigure.-nIn-|theinterestnof'iusingna-i 

common-|setnofibenefitncategoriesnand-imethodologies-|thatisnunbiased,ncleanandneasily-i 

understood,nSDG&EnchoseitoTnodelitsnbenefits-frameworknafter-|thenbenefitsnevaluation-i 

modeHhatPPRhnc\udedin1:herepo]rtP\t\edi"Methodological7Approach7for]Estimating7 

thepenefits~pnd-posts-pfpmartpridpemonstrationprojects"

SDG&E'snapproachieveragedithenbenefitncategoriesndefinednbyiEPRInasifollows:"i

ffi Economici-includesnavoidednonreducedncostsnandinvestmentsndueitoimproved-i 

systemnefficiencynonassetnutilization.Ti

ffi Reliability-|-includes-pvoidance-prreduction-jn-ielectrical-|service-jnterruptions-i 

andimprovementsinnpowernqualitynand-|the-ireliabilitynbenefits-|toncustomersithat-i 

arendeterminedithroughivaluenofiserviceistudies.Tn

ffi Environmentali-includesnavoidednorTeducednemissionsnwhichimpactnclimate-| 

changenandnadversely-|impactnhumannhealthnandivariousnecosystems.-i

ffi Other-i-includesimprovements-|toncybensecurity,iA/orker/customensafety,-i 

customerisatisfactionnasiA/ellnasTeductioninnoilndependence.-i

66nF inalfieportiMo.11020342, "Methodological Approach jor fstimatingthepenefitsvndpostspfpmartiSrid 7 
Demonstration Projects",TdatecHanuaryT20lCrandTavailableTa1n

•F entid=2&contrt?si mi:

flunitvlD=404&F &F134un
1

This section contains conceptual and/or provisional benefits estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. ;These estimates are not intended for use jn new requests for Funding and are 
subject to change as new information becomes available.
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Furthermore,nSDG&EnalsonaugmentedithenEPRIncategoriesi/vithnadditionalitypesnofi

benefitsidentified"|through"|bestpracticesnandindependentTesearch."nTheTesultingn

benefits-framework-|servednasithe7nodelnuseditoidentifyiaIlnpotentiaInbenefits-|

associated"|toneachnofithenSDG&EnSmartnGridnprogramnareas."|Tonhelpnquantifyithe"i

economici\/aIuenofithenSmartnGridnbenefits,neffortsiA/ere"imadeitoitranslateidentified"i

benefitsintona7nonetaryivaIue"|Usingifactors"iprovidednbynexternaIisourcesiA/here"i

possible.iTheifollowing"|tablen(8 l4)nprovidesna"|summarynofitheiscopenofibenefitsifoneach"i

categorynasna"guidance"|utilizednduringitheidentification,nquantificationnand"i

monetizationnprocess.n

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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Table $ HrjfiDG/ > !' tefits-f remaworki

Benefit TypeCategory

ImprovednAssetnUtilizationnEconomic"!

Transmissionn&"|Distribution"CapitalnSavings"i

Transmissionn&"|Distribution"Pperating"|ExpensesnSavingS"i

Theft"|Reduction"i

E n e rgynEf f i c i e n cyi

ElectricityiZostnSavingsn

Reliability"! Powerlnterruptionsn

PowernQualityn

Environmental"! AinEmissions"!

Othern Securityn&nSafetyn

CustomernSatisfactionn

Energylndependencen

1

The"imajoritynofnprojectsnwithinnSDG&E'snSmartnGridnprogramnareasi/vereidentifiednas"i

providingneithenqualitativenand/onquantitativenbenefits."nNumerousifactorsndictatedithe"i

typenandnextentnofithenbenefitsneachnSmartnGridnprojectnprovided,nasi/vellnasimpacted"i

thenaccuracynofithenestimatednbenefits."nSomenofitheifactorsincludeitheifollowing:"i

ffi Projectitype"i-"|Projectsnclassifiednas"|Policy,nwhichTneetna"iregulatoryTnandatenori 

policy,"imaynhaveifewernbenefitsnasitheynareimplementeditO"imeet"ispecified"i 

requirements."nPilotnprojects"imaynalsonhaveifewernbenefits,nas"|theynarenusedito"i

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendediforiuseinTiewTequests-forfundingiand-prei
subjecttcrphangeiasTiewinformatiorrbecomesiavaiiable.i
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testitheiviabilitynofinew"|technologiesnwhosenexactnbenefitsnhaveiyetitonbeifullyn

understood.-!

ffi Newnorfutureitechnologiesi-"Quantifyingnandnestimatingithe"imonetarynbenefit"i 

ofTiew,nemergingnorfutureitechnologiesncannbendifficult"given"|theiacknofi 

precedencenand/onsufficientnhistorica Indata."i

ffi QuaIitativenbenefitsi-"Certain"|benefit"|typesnbyTiaturenarendifficultntonquantify,iet"i 

aIonenconvertintona7nonetarynvaIuen(e.g.ncustomernengagement,Teductionnof-|  

reliancenonnoil)."nMeasuringnsuchnbenefitsTnaynbendifficultnand/onthereisTio"i 

methodology-|toncaIculate-|the-|benefit'sneconomicnvaIuenor|the7nethodologyis-| 

overlyicomplexnorntime tonsumingnforndeploymentnplanningnpurposes.Ti

ffi lnconsistenciesnofistandardsi-"Ponversionnfactorsnarenusedntonconvert-|specific-| 

benefitnunitsn(e.g.-|MWh,-|MW)intoTnonetary-|units.-nThenconversionnfactonva!ues-| 

themselvesncannvaryngreatlyndependingnupon"|thensource,i/vherenthe"i 

inconsistencyisnattributedntonvaryingncaIculation-|methodologies.-|

ffi LacknofnhistoricaInadoptionTatendatai-"Certainntechnologiesn(e.g."|PEVs)nareTiew"i 

tontheTnarket."nAsnaTesult,nthe"imagnitudenandnextentnof-itheirnbenefits"ireaIized"i 

areiargelyndependentnuponntheirTatesnofnadoptionnbynconsumersnorntheirTates"i  

ofnpenetrationinto"|theindustry,nbothnofiwhichnarendifficultntonpredict."i

ProjectnbenefitsnwerencaIculatedinnaisimilarfashionnasnprojectncosts,iA/hereneachnproject"i  

wasTeviewednforibenefitsnasndefinediA/ithinnthenbenefitsnframework.TiHistoricaInbenefits"i 

werennotednfonin LflightnprojectsnthatnhavenaIreadyTeaIized"|benefits,nandnbenefit"i 

projectionsnwereTnadenforToadmapnprojectsnslatednfornthen'conceptual'n2011  *2015"i 

timeframenand/onthen'provisional'n2016 ^Chprojectntimenframe.Ti

lnnorderntonaccountnfonthendifficultynof-iestimating"|benefits,"|thenbenefitnforecastnfor"i

SmartnGridnprojectsnusednaTangenofipotentialnvaluesnfornbothnconceptualnandnprovisionah

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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estimates.irhesenrangeivalues"i(asnanpercentnofithenbaseiforecasteclnbenefit)TeflectiA/hat"i 

are"|believeditonbenaTeasonableTangenaboven(+)nandnbelown(  ^"ithenestimatednbenefitn 

projections.Tn

Tabled *5isummarizesitheiconceptuahandiprovisionahcontingencyivaluesincorporatedi 

inton2011 *2020-|benefitnestimates-|to-|reflectithenuncertaintynassociatediwith-|the-| 

methodologyiandnaiongitimeframe.nSupportingnanconservativeiviewitowardsnattaining"i 

benefits,nand-|thengreateriuncertaintyiir|theiongeriterm,itheTangeis-i50npercentnbelow-| 

ton30npercentnaboveiforitheiyearsn2011iton2015,nand"|75percentnbelowito"|75npercent"i 

aboveiforecastednbenefits"foritheiyearsn2016"|ton2020."n

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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Table „ ' ^oncepfuai^pncITfOvisionaHlaiigefactorsfonlOll !2020iBenef(tS"jEstimatesi

lnnadditionitonhistoricaInandnprojected"|benefits,iterminaIivaIuesiA/erenaIsoncaIculated.Ti

ForneachnofithenSmartnGrid"|Deployment"|Plannprojects,naiterminaIivaIuenaccountsifori

ongoingTietnbenefitsithatncontinueitonaccrueifor"|thenworkingiifenofncapitaInassets"i

beyondn2020."nThus,ithe"|terminaIivaIuesncomplementithenhistoricaI,nprojected"i

conceptuaInandnprovisionaIitimeframenbenefitsitonprovidenancompletenendp/iewnof|the-|

totalnanticipatednbenefitsnassociatednwithnangivennSmartnGridnproject.Ti

Asndiscussed,naIlnbenefitnestimatesnarenpresentedirrinominalndollarsn(i.e."inotndiscounted)"i

andnreflectithenbestnavailableinformationnat"|this"|time."nThesenestimatesnareTiot"i

intendedifornuseinTiewTequestsiforfundingnandiA/illnchangenasTiewinformatiorri

becomesnavailable.n

8.3 SOCIETAL1AND1ENVIRONMENTAL1BENEFITS1

SDG&Encollaboratedi/vithithe"|EnvironmentahDefense"|Fund"i(EDF),naieading"i 

environmentalTion lgovernmentalnorganizatiorri(NGO),initsneffortitonquantifyithe"i 

societaInandnenvironmentalnbenefitsnofiitsnSmartnGrid"|Deployment"|Plan,nparticularly"i 

thoseithatnarenexpectedito"iresultifrorrr|theintegrationnoficentraIizednandndistributed"i 

renewableTesourcesnand"|PEVs.nWhileitheneconomicnandTeliabilitynbenefitsnwere"i 

estimatednonnanproject ltevelnbasis,nandnsummarizednbynprogramnandnclassificationirri

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.iiTheseiestimatesiareTiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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sectionn8.3.2,"|thencaIculationnofitheifollowingisocietaInandnenvironmentalnbenefitsnwere"i

caIculatednat"|thenportfolioievel,nbecauseithesenbenefitsnarenaTesultnofimultiplenSmart"i

GridnprojectsnornprogramsnandnhaveisignificantndependenciesnonnexternaIfactors.-|

Consistenti/vithnournconservativenapproachitowardsnbenefits,iterminaIivaIuesnareTiot"i

reflectedinnestimatesfonsocietalnbenefitsfromithesensources.Ti

8.3.1 E5TIMATED-]AVOIDED-]EMI5SION5-]FROM-]ENERGY-]REDUCTION5-]AND-]

PEAKnLOADnSHIFTINGn

SDG&Enestimatedithenavoidednemissions"ireductionnbenefitsnassociatednwithTeduced"i

energynconsumption,Tnorenefficientngridnoperationsnand"ipeakioadishiftingnenablednby"i

newnSmartnGriditechnologiesnandnotherinvestments,nusing"|theifollowingnassumptions"i

andnmethodsn

ffi QuantificationnofikWhnof-ienergyiavoidednorTeducednandnkWhnof-ienergy-|shift-|  

frorrrpeak"|toTion lpeaknperiods.n

ffi ConversionnofikWh"|tonemissionsTeductionnbasednorr|tonsnofiC02e,"|NOx,nSOxnand"i

PMio.-n

ffi Prices-|per|tonnof-p02e,-|NOx,nSOxnand-|PMio^iasednonnaTeportnpreparednbyithe-| 

California"|EnvironmentahProtectionnAgencyi(Cal/EPA).67"i

Asna"iresult,na"ipotentialTangenofibenefitsinithisncategoryiA/asnestimatednatn$12"|MM"ih$83i 

MMifor|then2011 *2020"|timenperiod."i

1

67nPricesnbased-pnTeport-preparednbyithenCalifornia-pnvironmental-protection-Agencyi:itlednUpdotedfconom/c7
4no/ys/sp/jCo///:orn/o,sfl/n7ote^'/7onge^cop/ng/>/onidatedi\/larchT24,720107andTavailableTati
http;//www.arb.ca.gov/cc/scopingplan/economics 'sp/updated 'analysis/updated r; $pi analysis, pdfn

This section contains conceptual and/or provisional benefits estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. ;These estimates are not intended for use jn new requests for funding and are 
subject to change as new information becomes available.

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei299

SB GT&S 0007252

http://www.arb.ca.gov/cc/scopingplan/economics


8.3.2 E5TIMATED-|AVOIDED-|EMI5SIONS-|REDUCTION-|BY-|RELIABLY-|

INTEGRATINGnCENTRALIZEDnRENEWABLEnENERGYn

SDG&Enestimatedithenavoidednemissions"ireductionnbenefitsnassociatednwithithe"i

integrationnofncentralizedTenewablenenergynusingithe-followingnassumptionsnandn

methodsn

ffi lntegrationnofncentralizedTenewablenenergynupiton20npercent"|RPSncannbendone"i 

withoutnSmartnGrid,Tesultinginnzeronbenefits."|RPSincreaseifromn20"ipercentito"i 

33-percentTequires-jSmart"|Gridinvestment.-|

ffi Prices"ipentonnof"G02e,"|NOx,nSOxnand"|PMioibasednonna"ireportnprepared"|byithe"i 

Cal/EPA.68i

AsEafresult,EafpotentiahrangefofibenefitsinEthisEcategoryfwasfestimatedfatf$85fMMf  h 

$612iMMifonthei2011L2020timeperiod.^

8.3.3 EST1M ATE D-]AV01DED-]EMtSSI0NS"jR ED UCTIOI\hBY"jl INTEGRATING"]

DISTRIBUTE DEGENERATION^

SDG&Enestimatedithenavoidednemissions"ireductionnbenefitsnassociatednwithEthe"i

integrationnofndistributedTenewablenenergyngenerationnusing"|the"followingnassumptions"i

and"imethods:"i

ffi ConversionnofikWh"|tonemissionsTeductionnbasednorr|tonsnofiC02e,"|NOx,nSOxnand"i

PMlQ.fl

ffi Pricesfpentonfof"G02e,fNOx,fSOxfandfPMiofbasedfonfafreportfpreparedfbyfthef 

Cal/EPA.69f

681bid.!
691bid.n

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-foriuseinTiewTequests-forfundingTand-prei

subjecttcrphangeiasTiewinformatiorrbecomesiavaiiable.i
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ffi Applieditimendifferentiatednemissionnproductionifactors.Ti

Asna-|result,na-|potentialTangenofibenefitsinithisncategoryiwasnestimatednatn$10-|MM-|h$79-| 

MMifor|then2011 *2020"|timenperiod."i

8.3.4 E5TIMATED-AVOIDED-]NET-]EMISSION5-]REDUCTION-]BY-]INTEG RATING"]

ELECTRIC"]VEHICLESti

SDG&Enestimatedithenavoidednemissions"ireductionnbenefitsnassociatednwithithe"i

integrationnof-|PEVsnusing-|thefollowingnassumptionsnand7nethods:-|

ffi NetnemissionsTeductionsncalculatednbasednorrithendifferentialnof'iconsumptionnofi 

electricityitoisupplynenergynneedsi\/ersus"gasolinenconsumption."i

ffi MPGnstandards"for"Galifornia"imarket"|basednorrireportnpreparednby"GalifornianAir"i 

Resources-|Board.70-|

ffi ConversionnofikWh"|tonemissionsTeductionnbasednorr|tonsnofiC02e,"|NOx,nSOxnand"i

PMio.-n

ffi Prices"ipentonnof"G02e,"|NOx,nSOxnand"|PMioibasednonna"ireportnprepared"|byTthe"i 

Cal/EPA.71-|

Asia-|result,ia-|potentialTangeiofibenefitsirr|thisicategoryTwasiestimatediati$284-|MM-|Li

$550iMMifonthei2011L2020timeT3eriod.i

1

70nMPGTStandardsiDasedTonTeportT3reparedi3yntheTCalifornia-AiriResources-poardititlednCompor/sonp/iGreen/7ouse7 
Gasf(eductioniJnderiCAFEi>tandardsvndHRBf(egulationsHdopted-pursuanttofiB1493Tiatedianuary7l,i2-008-&nd7  
availableTattittp://www.arb.ca.gov/cc/scopingplan/economics 'sp/updated 'analysis/updated sp analysis.pdfi 
717Pricesnbased-pnTeport-prepared7byithenCalifornia-pnvironmental-protection-Agencyi:itlednUpdotedfconom/c7 
4no/ys/sp/jCo///:orn/o,sG//n7oteG'/7onge^cop/ng/>/onidatedi\/larchT24,720107andTavailableTati 
http;//www.arb.ca.gov/cc/scopingplan/economics 'sp/updated 'analysis/updated r; sp jnalysis.pdfi

This section contains conceptual and/or provisional benefits estimates reflecting the best available information at the time of 
preparation of the Smart Grid Deployment Plan. ;These estimates are not intended for use jn new requests for funding and are 
subject to change as new information becomes available.
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8.3.5 ESTIMATED-|AVOIDED-|FUEL-!COST-|BY-|INTEGRATING-|ELECTRIC-|VEHICLESti

SDG&Enestimatedithenavoided"fuelncost"|benefitsnassociatediA/ithitheintegrationnof"|PEVs"i

usingithe-followingnassumptionsnand7nethods:-|

ffi Avoided"fuelncostncaIculated"|basednonithendifferentialnofncostnofgasolineiversus"i 

electricity.-!

ffi Forecastnofngasolinenprices"|basednonna"ireport"ipreparednbyithenCalifornia"|Energy"i 

Commissionn(CEC).72"i

ffi Forecastnofnelectricitynpricesnbasednonna"ireportnpreparednbyithe"GEC.73"i

Asnanresul^nanpotentialTangenofibenefitsirrithisncategorynwasnestimatednat^BeS-iMM-ih

$615iMMifonthei2011L2020time-period.i

8.4 ECONOMIC1AND1RELIABILITY1BENEFITS1ESTIMATES1BY1PROGRAM1AREA1

ProvidednbelowisnaisummarynofitheTnonetizedneconomicnand"ireliabilitynSmartnGrid"i 

benefits,ngrouped"|byiprogramnareanand"iprojectnclassification."|PleaseTiotensubtotalsirri 

tablesinnsectionn8.4"imayndifferndueitoTounding."n

8.4.1 CUSTOM ERnEMPO WE RMENT"]

Asndiscussedin"|the"|Roadmapn(sectionn6.0nofithisnplan),nSDG&E's"Customeri

Empowerment"iprogramiA/illnensurencustomers"(iaveitheinformationnandncapabilities"i

72nForecastiDfngasolineT3ricesi3asedTonTeportino.TCEC *600 *2011 ’oOl-prepared-bytheTCalifornia-EnergynCornmissiorn 
titled!' Transportation fuel fricefasesfiemand Scenarios: jnputsvnd Methods forthefOlljntegratedfnergyfolicyj 
/?gpo/t"Tdated~Februarv12011~andTavailable~atihttp://www.energv.ca.gov/2011publications/CEC ‘SOO '2011 bOl/CEC
600 j2011 'OQl.PDFi
73nForecast-pf-plectricitynpricesnbasedTonTeportnno.-|CEC *200 *2009 t)12 fcMF-prepared-byTtheTCaliforniaiEnergyn 
CommissionititledfCalifornia fnergyf>emandfOlO k020fidopted forecast" idatediDecemben2009TandTavailableTatn
http://www.energy.ca.gov/2009publications/CEC j200 j2009 /312/CEC j200 j2009 j012 tMF.PDFi

i

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoi:hange~0ST»ewinformatiorrfc>ecomes~0vaiiable.i
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that"|theyrieeclinnorder|tO"imakenenergyTnanagementndecisionsithatTneetiA/ith"|theiri 

values,Tieedsnandndesires.Ti

ThenSmart"|Meternprojectndrives"|theiargeTnajoritynofnbenefits"|underithe"Customeri

Empowerment"iprogram.T|Thendeploymentnofismart"imeters"|hasnandiA/illncontinueitO"i

provideisubstantialncost-|savings-|by-|reducingndistributionnoperationalncosts,ncurtailing-|

energyitheft,nandimprovingndemand"iresponsenefficiency."|Thenconceptualnand"i

provisionalnbenefitnestimatesforiSDG&E's-pustomer|Empowermentnprogramnarenas-|

followsiTi

TablelB feri-fustorner^rnpowerment-programiConceptuabpnd-provisionaliPeriefitsi 

Estimates!

TotalnEstimatediBenefitsBenefits
ConceptuahEstimates

2011l2015
ProvisionahRanges 

2016 l2020
Historical

2006 L2020-Total Beyond-2020
Project

Class
Policy
Value
Pilot

Terminal
Value

$10,833
$365,447

$7,544

High High High Range
$97,247

$896,775
$16,280

2006 2010 Low
$3,898

$379,480
$2,195

Low
$12,445

$337,296
$1,510

Low Range
$16,342

$786,266
$3,705

$10,134
$402,395

$5,706

$87,114
$424,888
$10,573

$0
$69,491

$0

$69,491 $385,572 $418,235 $351,251 $522,575 $806,314 $1,010,301 $383,824Subtotal

il

Forithencorrespondingncostsnofithe-pustomer|Empowermentnprogram,npleaseiseeithe-|

Cost"|Estimatesisection."i

8.4.2 RENEWABLE-GROWTH"]

Asndiscussedirr|the"|Roadmap,nSDG&Encustomersnarencontinuingitoinstallisignificant"i 

numbersnofnPVnelectricngeneratiorrisystemsnatTesidentialnandnnon lresidentialnpremises."n 

Tonsupportndistribution WelTenewablengeneration^DGStEnplansinvestmentsithatn 

increaseTneasurement,ncontrol,nandTnanagementncapabilities."i

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.ijTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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lnvestmentsitoimprovenSCADA"|technologiesnandnexpand"|theindeploymenti/villndrive"|the"i

majoritynofibenefitsnbyincreasingithenoveralhreliabilitynof'ienergyndeliveryTtoncustomers.Tn

Othenprojectsngeneratensignificant"|benefitsnbyintroducingndynamiciineTatingsnand"i

augmentingnphasorTneasurementncapabilitiesitondefencapitalinfrastructurenexpensesn

and-|reducenoperationaInexpenses.-|ThenconceptuaInandnprovisionaInbenefitsnestimatesfor-|

SDG&E's"|RenewablenGrowth"iprogramnarenasifollows:"n

Table# i7rrPer?ewablejGrowthf)rogramiConceptuai“pnd1:>rovfsional“Penefifs#stimates

TotalnEstimated-penefitsBenefits
ConceptuahEstimates 

2011 l2015
ProvisionahRanges 

2016 l2020
Historical

2006L2020-Total Beyond-2020
Project

Class
Policy
Value
Pilot

Terminal
Value

$321,374
High High High Range

$604,221
2006 2010 Low

$59,431
Low

$64,243
Low Range
$123,674$0 $154,520 $449,701

$0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0

$0 $59,431 $154,520 $64,243 $449,701 $123,674 $604,221 $321,374Subtotal

1

Forithencorrespondingncostsnofithe-|RenewablenGrowthnprogram,npleaseiseeithe-post-|

Estimatesisection."i

8.4.3 ELECTRICnVEHICLEnGROWTHn

Asndiscussedirr|the"|Roadmap,nSDG&Eisnpreparingifor|theincreasednpublicnadoptionnofi 

plug *rnnelectricivehicles.Tilnnanticipationnofithisngrowth,nSDG&Enplansinvestments"|that"i 

willnhelpnpromoteithenadoptionnofielectric"|vehicles,neducateithenpublicnoir|theiriusage"i 

withTegarditoithenelectricngrid,nandnassist"ipartiesinvolvedi/vitlr|thenelectricivehicle"i 

ecosystemitonensureitheisuccessfulintegrationnofielectricivehiclesiA/ithinithengrid."i

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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lnvestmentsithatinstallismartitransformersnarenexpecteditonenablencostisavingsnby"i

reducingiequipmentifailuresiassociatediwithitheincreaseirriloachfrorrnelectricivehicles.Tn

Otheriinfrastructurenanditechnologyinvestmentsito-isupportnelectricivehiclenadoptioiri

willimproveithenefficiencynofnelectricndistributionnandTeducenusagenandTeliancenorri

ancillaryiservices.irhenconceptuaInandnprovisionaInbenefitsnestimatesifornSDG&E's"i

ElectricnVehiclenGrowthnprogramnarenasifollowsiTi

liable'# ’8:if lectric^ehicleiGrowth-programiConceptuabpnd-provfsional-penefifsi

Estimates!

Total~|EstimatediBenefitsBenefits

ConceptuahEstimates 
2011 l2015

Provisional-Ranges 
2016 *2020

Historical
2006l2020iTotal Beyondi2020

Terminal ■ 
Value

Project
Class
Policy
Value
Pilot

High High High Range
$205,648

2006 2010 Low
$14,343

Low
$24,051

Low Range
$38,394$0 $37,293 $168,355 $107,978

$0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0

$0 $14,343 $37,293 $24,051 $168,355 $38,394 $205,648 $107,978Subtotal

ll

ForitheicorrespondingicostsiofitheiElectriciVehicleiGrowthiprogram,ipleaseiseeitheiCosti

Estimatesisection.i

1

8.4.4 RELIABILITYiANDiSAFETYi

Asidiscussedirr|theiRoadmap,iSDG&E's^oahis"|toTnaintainiand/or|improveTeliabilityini

theifaceiofintermittentTesourcesiandielectricivehiclesithroughimprovingitsi

measurement,icontrol,iprotection,Tecording,iandTnanagementiandioptimizationi

abilities.T|lnvestmentsintoitheiaforementionediabilitiesiwillisupplement-|theiexistingi

technologyiinvestmentsimadeitoimproveiaccuracyiandispeedioffaultisolationiandi

systemirestoratiorr|time.i

IhisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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Undenthe"|ReliabilitynandnSafetynprogram,istrategicinvestmentsinitechnologiesitO"|help"i

baIancenandTegulateivoltagenonitransformersiA/illTesultinnaTiotablencostnavoidance"i

benefitnbynprecludingithe-|needitonconstructnaTiew-|powerngeneratioiriplantnaItogether.Tn

OthenprojectsitoimprovenelectricTeliability,nsuchnasimprovementsitonsynchrophasors,"i

arenexpecteditoTeducencostIy7najorngridnoutages.-|

ThenconceptualnandnprovisionalnbenefitnestimatesifornSDG&E'snReliabilitynandnSafetyn

programnarenasifollowsiTi

'ovisionalnPenefitsiTable r-
Estimates!

TotalnEstimatediBenefitsBenefits
ConceptuahEstimates 

2011 l2015
ProvisionahRanges 

2016 l2020
Historical

2006L2020iTotal Beyondi2020
Project

Class
Policy
Value
Pilot

Terminal
Value

$120,239
$202,918

High High High Range
$676,006
$444,004

2006 2010 Low
$243,460
$47,849

Low
$6,144

$45,657

Low Range
$249,604
$93,506

$632,995
$124,408

$0 $43,011
$319,596$0 l$0 $0 $0 $0 $0 $0 $0 $0

$0 $291,309 $757,403 $51,801 $362,607 $343,110 $1,120,010 $323,157Subtotal

il

Forithencorrespondingncostsnofithe-|ReliabilitynandnSafetynprogram,-|pleasenseeithenCost-|

Estimatesisection."i

8.4.5 SECURITY-]

Asndiscussedinithe-|Roadmap,ithencoreitenetsnofiSDG&E'sisecurityistrategynare:-|

adherenceitonsecuritynprinciples,-|broadennawareness,nconvergeisecurityngovemance,-|

andndistributeisecurityncontrols.-nSDG&Enplansitonsupport-|theseitenetsnbyinvestinginto-|

anportfolionofisecurity-|projects.-|

Collectively,nSDG&E'sinvestmentsinisecurity lrelatedinitiativesnarenexpectedito-|provide-| 

significantnbenefits-|byiminimizingndisruptionsinnpowernandnavoidingndata-|breaches.-nThis-|

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-fonusein-newTequests-forfundingTand-prei

subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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figurenexcludesitheinvaluableisocietainbenefitsnarisingifromimprovedisecurityn 

measures."nSignificantisocietaInbenefitsincludeTnaintainingncustomendatanprivacynand"i 

enforcingTiationalisecuritynbynpreventingiforeignncybernattacksnorrithenelectrica  Ingrid."i

ThenconceptuaInand"iprovisionalnbenefitnestimatesnfornSDG&E'snSecuritynprogramnarenas"i

followsiTi

Table'# l10:iiSecurityiProgramiConceptuaS“pridf)rovisional“PenefifS'#stImatesi

TotalnEstimatediBenefitsBenefits
Conceptual-Estimates

2011l2015
Provisional-Ranges 

2016 l2020
Historical

2006 L2020iTotal Beyondi2020
Project

Class
Policy
Value
Pilot

Terminal
Value

$7,938
High High High Range

$266,823
2006 2010 Low

$41,176
Low

$22,824
Low Range
$64,000$107,057 $159,766$0

$0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0

$0 $41,176 $107,057 $22,824 $159,766 $64,000 $266,823 $7,938Subtotal i

il

FornthencorrespondingncostsnofithenSecuritynprogram,npleaseiseeithe"Gost"|Esti matesn

section."!

8.4.6 OPE RATION AL-iEFFICIENCY"!

Asndiscussedin"|the"|Roadmap,nSDG&Enhasndesignednan"PperationaI"|Efficiencynprogram"|to"i

improveitsnabilityito7nonitor,noperate,nandnoptimizeits"|system."nTonadvanceithenoverall"i

efficiencynofits-gridnoperations,nSDG&Eiwillinvestinna-|numbenofprojectsin-|its-|

OperationaI"|Efficiencyiprogram."i

Technologyinvestments,nsuchnas"|Light"|Detectionnand"|Rangingn(LIDAR)nandnGeographic"i 

lnformationnSystemsn(GIS),nwill"|improvenenergyTeliabilityithroughnancombinationnofi 

improvingnthenabilityntontakenpre *emptive-|measuresitcnavoidifaults,norincreasingithe-| 

efficiencynofnelectricTestorationnaftenannoutage"|hasnoccurred."mSuchitechnologiesiA/ill"i

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.TiTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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alsonavoidisignificantncapitalnexpensesnbyTeducingncostlynequipmentTepainori

replacementncostsnandnextending"|theiifenofnexistingnassets."i

Thenconceptualnand"iprovisionalnbenefitnestimatesifornSDG&E'snOperationahEfficiency"i

programnarenasfollowsiTi

Tabled lil:ii)perational“|:ffidency~Conceplu3l^pficf^ro¥isionai^enefitS'fstirriatesi

TotalnEstimatediBenefitsBenefits
ConceptuahEstimates

2011l2015
ProvisionahRanges 

2016 l2020
Historical

2006 l2020iTotal Beyondi2020
Project
Class
Policy
Value
Pilot

Terminal. 
ValueHigh High High Range2006 2010 Low Low Low Range

$0 $0 $0 $0 $0 $0 $0 $0
$48,462 $97,235 $128,094 $80,524 $182,313 $226,220 $358,869

$129
$81,313

$120$0 $15 $38 $13 $92 $28

$48,462 $97,249 $128,132 $80,537 $182,405 $226,248 $358,998 $81,433Subtotal

17

Forithencorrespondingncostsnofithe"PperationahEfficiencynprogram,npleaseiseeithe"Gost"i

Estimatesisection."i

8.4.7 5MART-]GRID-]RE5EARCH,-]DEVELOPMENT,-jAND-]DEMON$TRATION-]

Asndiscussedirr|the"|Roadmap,TnanynofithenSmartnGrid"|technologiesnareistillinithe"i

nascentistagesnofidevelopmentnornarenonlynconcepts."nSDG&Enplansitonpromote"|the"i

developmentnandTealizationnofisuchitechnologiesnbyinvestinginnprojectsitoTesearch"i

and-|pilotitheseitechnologies.-|

SmartnGrid"|RD&Dnprojects,"|byidesign,nareTiotTneantnbyithemselvesitoTeturrr|significant"i

financiahbenefits.T|lnstead,itheirnpurposeisitonexplore-|newitechnologiesnanditestideas-|

whichiniturnncannbeieveragedinitheifutureitongeneratensignificantneconomicnand"i

societa!ivaIue."nAs7a"iresult,"|thenSmartnGrid"|RD&DnprojectsiA/ereTiotnai<eyisourcenofi

benefits.iThenconceptuaInandnprovisionahbenefitnestimatesiforiSDG&E'snSmartnGrid-|

Research,"|Development,nand"|Demonstratiorriprogramnarenasifollows:Ti

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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1

1

Tabie^ 12:nResearch/PeveIopment-pndpemonstratioirProgramiConceptual“pndi 

ProvisionalfSenefits-f sti mates']

TotalnEstimatediBenefitsBenefits
ConceptuahEstimates 

2011 l2015
Provisional-Ranges 

2016 l2020
Historical

2006 l2020iTotal Beyond-2020
Project

Class
Policy
Value
Pilot

Terminal; 
ValueHigh High High Range2006 2010 Low Low Low Range

$0 $0 $0 $0 $0 $0 $0 $0
$0 $0 $0 $0 $0 $0 $0 $0
$0 $6,799 $17,677 $1,719 $12,035 $8,518 $29,712 $7,156

$0 $6,799 $17,677 $1,719 $12,035 $8,518 $29,712 $7,156Subtotal
il

Benefitsnshownirr|thenSmartnGrid"|Research,"|Developmentnand"|Demonstrationnprogranri

includenapproximatelyn$7.5Tnillionnawardedithroughna"|Renewablenand"|Distributed"i

Systems-|Integration-|(RDSI)ngrantifromithe-|DOE74,nandnapproximatelyn$2.87nilliorri

awarded"|throughna"|Public1nterest"|EnergyiResearchn(PIER)ngrantifromithe"PEC75.Ti

ForithencorrespondingncostsnofithenSmartnGrid"|RD&D"iprogram,npleaseiseeithe"Cost"i

Estimatesisection."i

8.4.8 INTEGRATEDhANDtCROSS tUTTINGnSYSTEMSn

Asndiscussedinithe"|Roadmap,nSDG&ETecognizesitheTieeditondevelopnaTobust"i 

enterprise lwidenapplicationnplatformitoisupportitsnSmartnGridnapplications."nThis"i 

platformiwilhenableTiewisystemsitcnco lexistiwithiegacyisystemsnasiyvellnasisupportithe-| 

adoptionnandintegrationnofjncreasinglyicomplexndataTnanagementnandnanalyticsnas"i

74-fittpi//events.energetics.com/rdsi2008/pdfs/presentations/wednesday1
partl/Merrill%20Eric%20RDSI.Review..102908.pdfn
75ihttpi//www.er)ergv.ca.gov/2010publications/CEC ‘50012010 blS/CEC ‘50012010 *018 'CMF.PDPn

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i

SDG&E-|SmartiGrid-peployment-pian:i2011i—-|2020i Pagei309

SB GT&S 0007262



wellnasngridncommunications."nToncreate"|thisnapplicationnplatform,nSDG&EiA/illinvestirri

numerousnprojectsitonadvanceitsnapplicationnandncommunicationsinfrastructure.n

Fornexample,"|thenusenofnphasonmeasurementinformationnboth"forTeal 'timengridn

monitoringnandnoperationaIncontrolTequiresithenexistencenofnanprecisiorr|timeiserviceito"i

ensurenaIlndataistreamsnarencorrelatednandnassessedncorrectly.TiLikewise,Tiew-|

communicationsnsystemsnareTequiredito"|bringnaIlitheseTiewndatan"home""|tonachieve"i

SmartnGridnoperations.-|ThendeploymentnofnaTiext-generation,nhigh 'speedi

communications"inetworki/villnprovideTiumerousnsystemnefficiencies."nThesenefficiencies"i

initurnnenableTiotablencostsnsavings"|byireducingitheneffortnandinvestments"ineeded"|to"i

operatenand7naintairr|thengrid,ioweringncapitaInexpenditures,nasiA/ellnasnavoidingnotheri

morencostlyncapitalinvestmentsTieededitoisupportnanhigh 'speednenterprisen

communicationsnplatform.Ti

ThenconceptuaInand"iprovisionalnbenefitnestimatesifornSDG&E's"|Integratednand"Gross L 

cuttingnSystemsnprogramnarenasfollowsiTi

Tabled li3:'f|ritegr3ted''pndiCross tcutt!ng#ystems“Program-|Conceptuabpnd'f>rovisionah

BenefitsiEstimatesi

TotalnEstimatediBenefitsBenefits
ConceptuahEstimates 

2011 l2015
ProvisionahRanges 

2016 l2020
Historical

2006l2020iTotal Beyondi2020
Project
Class
Policy
Value
Pilot

Terminal
ValueHigh High High Range2006 2010 Low Low Low Range

$0 $0 $0 $0 $0 $0$0 $0
$0 $31,068 $80,776 $13,423 $93,961 $44,491 $174,737 $173,059
$0 $0 $0 $0 $0 $0 $0 $0II$0 $31,068 $80,776 $13,423 $93,961 $44,491 $174,737 $173,059Subtotal

il

Forithencorrespondingncostsnofithe1ntegratednand"Gross lcuttingnSystemsnprogram,"i 

pleaseiseeithe"Gost"|Estimatesisection."i

1

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofTthelSmartiGridiDeploymentiPlan.nTheseiestimatesTareinotintended-foriusein-newTequests-forfundingTand-prei

subjecttoThange'asnewinformatiorrfcjecomesTavaiiable.i
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8.4.9 WORKFORCEiDEVELOPMENTi

Asndiscussedirr|the"|Roadmap,nai<eynelementiir|theisuccessnofithenSDG&EnSmartnGrid"i

Deployment"|Plarriresidesinitheneducationnand"iadoptionnofithe"iplaniA/ithinitsncurrent"i

and"futurei/vorkforce."nSDG&EnplansnoninvestinginiseverahhumanTesourcenprojectS"i

thatnwillnhelpndeploynorganizationalistructuresnasiA/ellnasitoolsithatTnaximizenSDG&E's"i

abilityitoTnanagenandnsupportitsnSmartnGridnprogram.TnThroughitsncollaborativeivisioiri

andnongoingnstakeholdernoutreachito"iregionali/vorkforcendevelopment,nacademicnand"i

technologyprganizations,nSDG&EiA/illnhelpifacilitateithendevelopmentnof-ianbroaden

SmartnGridisavvyiA/orkforceinitsiserviceiterritory,includingiocahbusinessesnandndiverse"i

businessnenterprisesn(DBEs)."i

SimilaritoithenSecuritynprogram,itheTnonetarynbenefitnofithenWorkforcenDevelopment"i

programisndifficult"|tonquantifyisinceitS"ireali\/aIueis"imorenquaIitativeinTiature.T|ProjectS"i

inithenWorkforcenDevelopmentnprogramnareintegraI"|toneducatingnpresentnandifuture"i

utilitynpersonnelnonithenbenefitsno  fiSmartnGri ditechnology,Tnaximizingithensuccessfuh

adoptioniandideploymentiofitheiprogram,iandirealizingitheiprogram'sifulhpotentiahandi

associatedibenefits.i

WorkforceidevelopmentisicnticalitoitheisuccessiofiSmartiGridimplementation.iWhilei 

thereiareinoispecific,individual,icostTeductionsioriquantifiableibenefitsidirectlyitieditoi 

theiWorkforceiDevelopmentiprogramiactivities,iworkforceidevelopmentisiaicriticah 

enableriofieachiSmartiGridiinitiative.Trm

ForitheicorrespondingicostsiofitheiWorkforceiDevelopmentiprogram,ipleaseiseeithei

CostiEstimatesisection.i

1

1

ThisisectionTontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflecting^heibestnavaiiableinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendediforiusein-newTequests-forfundingiand-prei
subjecttcrphangeiasiiewinformatiorrbecomesiavaiiable.i
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8.5 CONCLUSION^

SDG&E's"|BenefitS"|EstimatesnareTnodelednuponithe"|benefitsiframeworkndeveloped"|byn

EPRIitonguidencaIculationsnofneconomic,Teliability,nenvironmentaI,nsecurity,isafetynand"i

customerisatisfactionnoutcomes;naugmentednwithnSDG&E'snownnbestnpracticesnand"i

additionaIindustryiresearch;nandnenhancednbyithenutility'sncollaborationi/vith"|the"|EDF"i

whichnhelpednquantifytheisocietaInandnenvironmentaInbenefitsnofiitsnSmartnGrid-|

Deployment"|Plan."n

SDG&E'snconceptuaInandnprovisionalnbenefitsnestimatesnare"|brokennout"|byipolicy,"i

customerivaIuenornpilotndriverribenefitsifornaIlnofithenplannednprojectsinneachnofitsTiine"i

deploymentnprogramnareas.Ti

Thennascent"inaturenoficurrentnandifuturenSmartnGriditechnology,itheinabilityitonpredict"i

customernadoptionTates,itheiacknofimodelsitoivaIuenbenefits,nanditheimpactnofi

economicifluctuationsnandnchangingnenvironmentaInpolicyTnakeitndifficult"|tonpreciselyi

estimateithenplan'sifuturenbenefits."|However,ithroughnancaIculationnofibothisocietaInand"i

environmentaInbenefitsnasi/vellnasneconomicnandTeliabilitynbenefits,nSDG&E"|has"i

identifiednaTangenofitotaInestimated"|benefitsitoitsiservice"|territoryTfromitsnSmartnGrid"i

Deployment-|Plannofi$3.8-|ton$7.1-|billion.-|

1

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingitheiDest-pvaiiabieinformationiatthetimeiofi
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendediforiuseinTiewTequests-forfundingiand-prei
subjecttoThange~0ST»ewinformatiorrfc>ecomes~avaiiable.i
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1
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9.1 INTRODUCTION!

DuringitheisecondnhalfnofiZOlO^DG&EncollaboratechwitlrithenotherCalifornialnvestori

OwnednUtilitiesilOUsJnandithenEnvironmentahDefensenFunditondefinenconsensusnmetrics!

tonbeincludednwithithelOUs'nSmartnGridnDeploymentnPlans.Ti

D.10 ^6 ^yifoundithatY'SmartnGridnDeploymentnPlansnshouldincludenmetricsithat! 

permit!the!assessment!ofprogress,!but!the!adoption!ofispecific!metricsTequires! 

additionaliworknbynparties.nAnsubsequentndecisioniatenthisnyeariwillnendorsenspecific! 

metricsiforinclusioninnSmartnGridnDeploymentnPlansnandnothenreports."76!

While!that-|decisioniiasTiot-yeti3eenissuedi3yY:he!Commission,itis-jSDG&E's! 

assumption!that!thenconsensus!metrics!identifiedin!the!draft!/?eport]Dn!Consensus73nc/7 

Non ^onsensus^Smort]Gr/c/^Wetr/cs77!filed!with!the-pommission!on!Decemberi29,!2010,! 

willnbeincludedinithe-Commission'sifuturendecisionTegardingnmetricsnandnhave,! 

therefore,includedithosenmetricsirrithisnSmartnGridnDeploymentnPlan.Ti

SDG&Eiwillncontinuenworkingnwithithe-Commission^henEnvironmentahDefensenFund,! 

thenotherCalifornianlOUs^interestednpartiesnandnkeyistakeholdersirnthendevelopmentnof! 

additionalnSmartnGrid VelatedTrietricsninnadditionahtopicnareasisuchnasnenvironmentah 

andncybensecurity.Ti

1

1

1

76tD.10 >06 ^Tnat-p.^i
77iTheiReport,-|whichnincludes-|specificidefinitionsnof-ieachtnetric-herein,nisi
httpi//docs.cpyc.ca.gov/efile/RULlNGS/12.9001.pdf7i

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei314

SB GT&S 0007267



9.2 SMARTiGRID ^ELATEDiCONSENSUSnMETRICSi

ThenSmartnGrid lrelated"imetricsincludedirr|thisnplannarenbasednonithenconsensus"imetrics"i 

proposedninithendraftifteport-pnlConsensusjandj\]on Consensus^martiSridjVletrics^hei 

objectivenofithesenconsensusTnetricsisitwofold.ji

First,-|thenconsensus7TietricsnwillnbenaninitiaIisourcenofinformationnavailableitoithe-| 

CommissionifornuseirrimeetingitsnobligatiorriundernSectionn8367nofithe"|Public"|Utilities"i 

Codeito"iprovidenaninitialnannualTeportito"|the"Galifornia"|LegislaturenaboutnSmartnGrid"i 

deploymentsirrGalifornia.Ti

Second,-|thenconsensus7netricsnwillnprovidena-|Usefulinitial-guidancein7neasuringnSmart-|

Gridnprogress.nTheseTnetricsishouldnbeTeviewednonnaTegularibasisitonaddressitheiri

applicabilitynandneffectivenessnasnaTneasurenofiSDG&E'snSmartnGrid"|Deployment"|Plan."i

ThenSmartnGridnconsensusTnetricsincluded"|19"imetricsngroupedintoifouritopics:"i

Customer/AMh(ninenconsensus7netrics),"|Plug *tn"|ElectricnVehiclen(onenconsensusTnetric),"i

EnergynStoragen(onenconsensusTnetric)nandnGrid"Pperationsn(eightnconsensusTnetrics)."i

EachnSmartnGridnconsensusTnetricisupportsnanpolicyngoalnas"irecommended"|byTthe"i

Commission."!

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei315

SB GT&S 0007268



9.2.1 CUSTOM ER/AMhMETRICSn

Metric11nhTheTiumbenofiadvanced"imeterTnaIfunctionsiA/hereiserviceisndisrupted."i

Purpose/Policy-|GoallSupported:iro-|measureimprovementsinngridTeliabilitynatithe-| 

customerievelnand"|to"imeasureithenabilitynofithenSmartnGriditonavoidnandidentifyn 

outages,n§8360(a)."i

Table'# ^ Customer, •1

Number-pf(SDG&E-AdvancediVleter(Vlalfunctions-V\/herelServiceis-pisruptedi

2010-ValueiMetrici Unitsi

N u m be nofim ete rsn Metersn 37"i
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MetriciZn’i-oadimpactifromnSmartnGrid lenabled,nutilitynadministeredndemandTesponse"i 

(DR)nprogramsn(initotaInandnbyncustomerncIass,itoithenextentnavailable)-|

Purpose/Policy|GoallSupported:iro"imeasureithenachievementnofienergyiefficiencynand"i

demandTesponsengoaIsnasiistedinn§454.5nandn§454.55"iLLi§8366(d)n

Table-# l2:#ustomer/ASVIiiMetrici2i

Load1mpacts-pf|SDG&E-|Administered-pR-programs78i

20l01ValueiMetrici Unitsi

Residential"! MWi 14i

C&ln<"|500"|kW"i MWi 30"|

C&l"f>"|500"|kW"i MWi 0i

Othern MWi 61

Total i>ylCustomerlClass 50

78AsidefinediinitheTDecemberi29,i2010iAUf^ulingnentitledi"Administrativei.awiJudge'siRuling-^eekingi
CommentsioniProposedilnterimiVletricsitoiMeasureiProgresstiyiPG&E,iSCEiandiSDG&Einilmplementingiai
SmartiGrid",ithisiincludesiPTR,TCPP,iTOU,iA/CTCycling.i
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Metric‘3nLPei'centagenofidemandTesponsenenablednbynAutoDRn(Automated"|Demand"i

Response)nbyindividuahDRimpactnprogram.-|

Purpose/Policy|GoallSupported:irhenSmartnGridnseeksitonpromoteithe"|usenofidemand"i

responsenandisitied"|ton§8366(d)nand"i§8360(d).n

Table * '/ ' ustomer/ASVHf^etricih

Percentage-pf|SDG&E-pR-pnabledi3y-AutoDR-|

20l01ValueiMetrici Unitsi

PercentagenofidemandTesponse"i

enablednbynAutoDRi-TZapacityn

BiddingnProgramn(CBP)"i

%1 6%i

PercentagenofidemandTesponse"i

enablednbynAutoDRi-TZriticahPeakn

Pricingn(CPP)nprogranri

%1 4%i
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Metric^ihTheTiumbeno futility bwnediadvancedTnetersiwithiconsumendevicesiwitIri 

HomenArea-|Networkn(HAN)noncomparablenconsumenenergy-|monitoringnori 

measurementndevicesTegisterediA/ithithe"|utilitynbyncustomernclass,"CalifornianAlternative"i 

Ratesfor-|Energy-|(CARE),nandncIimatenzone,itonextentnavailable.-|

Purpose/Policy|GoallSupported:nSomenofithe"|benefitsnofithenSmartnGridnareiinkedito"i

customernusagenofitsncapabilities,nandithis7netricnseeksito7neasurencustomeriusenofi

SmartnGridnandnadvancedTneterncapabilities.iTiedito"i§8360(f),n(h),n(i)nandn§8366(a)."i

1

Table'# ^nCustomer, h

SDG&E-pwnediAdvanced1Vleters-V\/ith+IAN-/-Comparable-pevices-pegisteredi

20101^/alueiMetrici Unitsi

Residential"! #7neters"i Oi

C&I^OO+Wi #7neters"i Oi

C&ln>"|500nkW"i #7neters"i Oi

Othern #Tneters"i Oi

Total jjy Customer flass 7 Oi

CAREn #7neters-| Oi

Non tAREi #Tneters"i Oi
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SDG&E-pwned-Advanced1Vleters-V\/ith+IAN-/-|Comparable-pevices-Registerech

Total jiy 1CARE/non £aRE~/ Oi

Coastah #7neters"i Oi

Inland"! #Tneters"i Oi

Mountain-! #Tneters"i Oi

Desert"! #Tneters"i Oi

Total fry iCIimate tone 7 Oi
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MetridSn^umbernofncustomersithatnarenonnaitime Lvariantioridynamicipricingitariffi(byi 

customerncIass,-pARE,nandnclimatenzone,-|tonextentnavailable.-|

Purpose/Policy|GoallSupported:nSomenofithe"|benefitsnofithenSmartnGridnareiinkedito"i

customernusagenofitsncapabilities,nandithis7netricnseeksito7neasurencustomeriusenofi

SmartnGridnandnadvancedTneterncapabilities,n§8360(fHh)n(i)nandn§8366(a)."i

Table B *>: Customer, >1

NumberpflSDG&E-Customers-pn-piTime-yariant-prPynamicirariff79!

20101^/alueiMetrici Unitsi

Residential"! #ncustomers"i l,886i

C&li<i500ikWi #lcustomersi 23,495i

C&|-f>i500ikWi #lcustomersi 6881

Otheri #lcustomersi 19i

Total ijylCustomerlOlass 26,088

CAR Ei #lcustomersi 0i

Non tAREi #lcustomersi 26,088i

79nAsndefinedinitheiDecember-29,i2010nAL)iRulingientitledfAdministrativeiLawi)udge'si^ulingiSeekingi
CommentsioniProposedilnterimiVletricsitoiMeasureiProgresstiyiPG&E,iSCEiandiSDG&Einilmplementingiai
SmartiGrid",ithisiincludesiCPP,iTOU,-f?TP,iandicustomersnenrollediiniPTR-riotificationsiandiseparatelyi
meterediPEVirates.i
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Number-pf|SDG&E-Customers-pnnaiTime-Variant-pr-pynamiciTariff79n

Totaliiy-QARE/non tARE 26,088

Coastah #ncustomers"i 16,373"i

Inland"! #ncustomers"i 9,335"i

Mountain-! #ncustomers"i 315"i

Desert"! #ncustomers"i 65"i

Total jiy iOlimate tone 26,088

1
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Metric‘|6nLf^umbernof'iescaIatedncustomencomplaintsTelatediton(l)"|thenaccuracy,"i

functioning^ninstallationnofnadvancedTnetersnoniZjnoritheifunctioningnof-ianutility

administered"|HANi/vithTegisterednconsumerndevices"i

L

Purpose/PolicylGoallSupportednLinkeditoncost 'effectivenessnandnprovisionnofn 

informationitoncustomers,n§8360(a)(e)(h)."i

Table'# *6:lCustomer, 1>!

Numberpff scalatedlSDG&E-|CustomenComplaints-Related1ton

lT-iAccuracy,-functioning-prinstallatioirpf-Advanced1Vleters,-pri

2-i-_functioning-pfianiSDG&E-|Administered-Home-|Area-jMetworkiW\/ith-pegistered-|

Devices!

20101^/alueiMetrici Unitsi

1
Numbernoficustomeri

complaints! Complaints! 2,123!

!
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Metrici7n4^umberiofTUtility bwnediadvancedimetersTeplacechannuallyibeforeitheiench 

ofitheirnexpectednusefuliife.n

Purpose/PolicylGoallSupportednLinkeditoncost 'effectivenessnandnprovisionnofn

informatiorntcncustomers-|§8360(a)i(e)-|(h).-|

Table b l ustomer, 1

NumberpflSDG&E-pwned-AdvancediMeters-peplacediiri2010Ti

Before-|the-pnd-pfirheir-pxpected-jUsefuli.ifen

2010-ValueiMetrici Unitsi

27,47280i#nmeters"i metersn

80iAlhmetersicountediin-)netrici#7iwereireplacediunderiwarranty-byi:heirimanufacturer.iAdvanced-)netersi
ownedibyiSDG&Eihaveiai5iyeariwarrantyithaticoversitheipartsiandiaborncostsnofireplacement.-n
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Metric‘|8nLf^umbernof'iadvancedTneterfielditestsnperformednatitheTequestnof'icustomeri

pursuantitonutilityitariffsnprovidingfor-|Suchfielditests-|

Purpose/PolicylGoallSupportednLinkeditoncost 'effectivenessnandnprovisiornofi 

informationitoncustomers.n§8360(a)n(eHh)."i

Table-# fe^ustomer/ASVHf^etricih

Number-pfiAdvanced1Vleter-fieldiTests-performediat1the-pequest-pflSDG&E-|

Customers!

20l01ValueiMetrici Unitsi

N u m be rnofim ete rsn Metersn 329"|
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Metrical 4^ umbernandnpercentageTDficustomersiwithiacIvanceclTnetersiusingiaiutility 

administeredinternetiOHweb basednportahtcnaccessnenergy-iusageinformationiontcri 

enrollirr|Utilitynenergyinformationnprograms."i

L

Purpose/PolicylGoaliSupportednLinkeditoncost 'effectivenessnandnprovisionnofn 

informationitoncustomers,n§8360(a)n(eHh)."i

Table'# ^-Customer, h

Number/'Percentage-pfiSDG&E-CustomersiW\/ith-|AdvancediVleters-jUsing-(SDG&E's-| 

Web teased-portallto-Access-fnergy-jUsagelnformatioirprlto-EnrolhTrlSDG&E-fnergy-i

InformatioirProgramsi

20l01ValueiMetricn Unitsn

Numbernoficustomers"i Customers-! Oi

Percentagenoficustomers"i %l 0%i

1
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9.2.2 PLUG 4l\hELECTRIC-]VEHICLES-]

MetridLi^umbernofncustomersnenrolledinitime Lvariantielectricivehiclesitariffs.-|

Purpose/Policy-|GoallSupported:-|Providesiaiviewintcntheiusageiofpluginielectric-|

vehicles;nconsistentnwithn§8362(g).i

Tabled l10:f*lug InfJectrict/ehiclesIVletricfi

NumberpflSDG&E-|Customers-fnrollediiriainme-yariant-flectriciVehicleirariffi

20l01ValueiMetrici Unitsi

Numbernofncustomersn Customers-! 30"i

1

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei327

SB GT&S 0007280



9.2.3 ENERGYnSTORAGEn

MetriclLnL|VlWnand"|MWhnofTgridnconnectednenergyistorageinterconnectednat"|the"i

transmissionnandndistributiorr|systemievel81-|

Purpose/Policy|GoallSupported:"|DetermineitheTiumbenofiunitS"iprovidingistorage"i

servicesitoitheTietworknanditheincapability;n§8362(g)"i

Table'# nergy#torageiVletricili

SDG&En^VIW-pndlVIWh-pf-iGrid-Connected-EnergylStoragei

20l01ValueiMetrici Unitsi

Gridnconnectednenergyistorage! MWi On

GridnconnectednenergyistorageTi MWhi On

1

81^ecauseistorageisystemsiare-riotil00-percentnefficientiandithereiarenefficiencyndifferences-betweeni 
differentitechnologies,iasnstoragencomesionlineiSDG&E!A/ill-beineasuringibothithenenergyiputiintoi 
storage,ianditheienergyitakeniout!3f-istorage,iiniorderitoiunderstanditheiefficienciesiofithe-yariousi 
technologies.!!

i
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9.2.4 GRIDnOPE RATIONS"]

MetriclLnhTheisystem lwideitotalTiumbenofiminutesnperiyearnofisustainednoutage"iperi

customeriservednasTeflectednbyithenSystemnAverage"|lnterruptiorriDuration1ndexn(SAIDI),"i

shownnbyiMajor"|Events1ncludednand"|Excluded"i

Purpose/Policy-|GoaliSupported:"|MeetTeporting-|requirementsnof-i§8366(e)nandithe-|

policyngoalnofi§8360(a)"i

Table'# 4.2:iSridlOperations1Vletric'|li

SDG&E-|SysteiTrAverage1nterruptioirPuration1ndex-|(SAIDI)-n

Majorfvents1ncluded-/1Vlajorfvents-fxcludedi

2010"ValueiMetrici Unitsi

SAIDh hMajor-iEventsincludedn SAIDIindexn 89.77“]

SAIDlihMajonEventsiExcludedi SAIDIindexn 67.74i

1
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MetridZiSHownofterritheisystem Wideiaverageicustomeriwasinterruptediinithei

reportingiyeanasTeflectednbyithenSystemnAverage1nterruptiorr|Frequency1ndexn(SAIFI),"i

shownnbyiMajor"|Events1ncludednand"|Excluded."i

Purpose/Policy|GoallSupported:"|MeetTeporting"irequirementsnof'i§8366(e)nandithe"i

policyngoalnofi§8360(a).n

Tabled 13:-(Sridl0f

SDG&E-|System-Average1nterruptioirfrequency1ndex-|(SAIFI)-|

Majorfvents1ncluded-/1Vlajorfvents-fxcludedi

2010-yalueiMetrici Unitsi

SAIFhhMajonEventsIncludedn SAIFhjndexi 0.863i

SAIFhhMajoriEventsiExcludedi SAIFIindexn 0.543i

1
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Metric"3nhTheTiumbenofimomentarynoutagesnperncustomerisystem 'widenperiyeanasn

reflected"|byithe"|MomentarynAverage1nterruptiorr|Frequency1ndexn(MAIFI),ishownnby"i

MajonEventS"|Includednand"|Excluded."i

Purpose/Policy|GoallSupported:"|MeetTeporting"irequirementsnof'i§8366(e)nandithe"i

policyngoalnofi§8360(a).n

Table b ' Grid'Pj: 3l

SDG&EiVlomentary-Average1nterruptioirfrequency1ndex-|(MAIFI)-|

Majorfvents1ncluded-/1VIajorfvents-fxcludedi

20l01ValueiMetrici Unitsi

MAIFhhMajonEventsIncludedn MAIFIindexn 0.507ti

MAIFhhMajonEventsnExcludedn MAIFIindexn 0.428i

1
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Metrici!lnLf^umbernof'icustomersnperiyearianclncircuitsnperiyeanexperiencingngreater|thairi

12isustainednoutages"i

Purpose/Policy|GoallSupported:"|MeetTeporting"irequirementsnof'i§8366(e)nandithe"i

policyngoalnofi§8360(a)-|

Table'# li5;'^riclT3perations1Vlelric'^i

SDG&E-Customers-/-Circuits-Experiencing-^12-|5ustained-putagesi

2010i\/alueiMetrici Unitsi

Numbernofncustomersn Customers-! 15i

Numbenoficircuits-| Circuits"! 81
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Metrici5nLPystemioadifactornandioadifactoribyncustomernclass."i

Purpose/Policy|GoahSupported:nMeetnreportingnrequirementsnofn§8366(e)nandnthen

policyngoalnofi§8360(a).n

Tabled 16:lSridlOf

SDG&Ei.oad-factorsi1 1

20l01ValueiMetrici Unitsi

SystemnLoadnFactori %ioad"i 51%i

LoadnFacton ^Residential! %-joadn 46%n

LoadnFacton LP&h<~l500nkWn %-joadn 46%n

LoadnFacton LC&h>n500nkWn %-joadn 77%i

LoadnFacton Lpther82n %-joadn 53%n

1

82nOtheriisncomposednofismalliagriculturei
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MetricTBn^umbernofnanditotalTiameplatencapacitynoficustomer 'ownechonoperated,n 

grid 'connectedndistributedngeneratiorrfacilities.n

Purpose/Policy|GoallSupported:nStatenpolicyiseeks"|tonpromotenbothndistributed"i

generationnandithenusenofirenewables.irhenabilityitointegrateithesenresourcesisnairi

expectednbenefitnofithenSmartnGrid.irhisis-|tiediton§8366(b)Tenewablenandn§8360(c)-|

distributedngeneration.n

Table 0 ' ' Sfid~Ppef3tioH$1¥Ietrie#i

Number-pndiTotal-jMameplate-Capacity-pfiSDG&E-Customer bwned-pnOperatedi 

Grid fconnected-pistributediGeneratioirFacilitiesi

2010^/alueiMetric"! Units-!

Numbernofndistributed"i
generationifacilitiesn(solar)"i

Distributedngeneratiorri
facilitiesn(solar)"i 11,770"|

Numbernofndistributed"i 
generationifacilitiesn(non lsolar)"i

Distributedngeneratiorri 
facilitiesn(non *solar)i 93i

Total vumber of distributed 7 
generation facilities fsolarond 7 

non kolar)i

11,863"|

1

Capacitynof|Unitsn(solar)-| MWn(solar)-| 90.4"i

Capacitynof"|Unitsn(non lsolar)-| MWn(non *solar)i 249.6i

Total -capacity vfdistributed 7 
generation facilities fsolarond7 

non kolarjj

MWi 340i

1

1
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Metrici7nhTotahannuahelectricityideliveriesifroiTncustomer 'ownedionoperatedpiutilityi 

grid 'connectedndistributedngeneratiorrfacilities.n

Purpose/Policy|GoallSupported:nStatenpolicyiseeks"|tonpromotenbothndistributed"i

generationnandithenusenofirenewables.irhenabilityitointegrateithesenresourcesisnairi

expectednbenefitnofithenSmartnGrid.irhisis-|tiedito-|§8366-|(b)Tenewablenand-|§8360(c)-|

distributedngeneration.n

1

Table'# l18r^riclT3perationsiV!etrici7i

Total-Annual-plectricity-peliveriesTfronrlSDG&E-Customer bwned-prPperatedi

Grid tonnected-pistributed-Generatioirfacilitiesi

20l01ValueiMetrici Unitsi

Totalnannualnelectricityn 

deliveriesifromncustomer bwnedi

GWhi
860"|

DGi 1

1
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Metric‘|8nLf^umbernand"ipercentagenof'idistributionncircuitsnequippediA/ithnautomationnori

controlnequipment,includingnSupervisory"Controlnand"|DatanAcquisitionn(SCADA)isystems."i

Purpose/Policy|GoallSupported:"|Measureithenextension/developmentnofithenSmart"i 

Grid .-|

Table'# li9r^riclT3perations1Vlelric"fi

Numberi&'Percentage-pfiSDG&E-pistributioirCircuits-fquippedTi

with-|AutomatioirpriControl-pquipment1ncluding-|SCADAn

20101^/alueiMetrici Unitsi

NumbenoficircuitS! Circuits! 725i

PercentagenofprcuitS! %1 73%!

1

9.3 ADD!TIONAL!SMART!GRID!RELATEDiMETRICS!

ThenconsensusTnetricsndefinednandincludedinnSDG&E'snSmartnGridnDeploymentnPlan! 

arenbasednonithoseidentifiedinithendraftnReportpn^Consensusionc/^Von Consensus7 

Smart iGr/d^Metr/csifilediwithithenCPUCiastnDecembenandnpermitithenutilityitcri 

benchmarknandnassessithenprogressnachievedithroughitsnSmartnGridndeployments.!

SDG&Enplans!tO!Continue!working!with!the"CPUC,istakeholdersisuch!as!the!

EnvironmentalnDefensenFund^henothenCalifornialOUsnandivariousinterestednpartiesin!

thendevelopmentnandnadoptionnofiadditionalnSmartnGridTelatedTnetricsin-ithenneari

future.-!

1
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SDG&E'snSmartnGrid"|Deployment"|Planisintendeditonempowencustomers,increase"! 

renewableueneration,integrate-plug *Tnnelectricivehiclesn(PEVs)nandTeduce-greenhouse-| 

gasn(GHG)nemissionsiA/hileTnaintainingnand/onimprovingisystenrireliabilitynand-| 

operationalnefficiency,nensuringisecuritynand-|protectingncustomerprivacy.Ti

SDG&E'sncustomersnhave-|beennearlyiadoptersnofTiewncleanitechnologiesincluding-|

rooftopisolariand-|PEVs,nand-|thenstatenofiCalifornia-|hasisetitheiDarin-|the-|U.S.ifori

environment lfriendlynenergynandnenvironmentalnpoliciesnandTegulations.nSDG&E's-|

deployment-|planisna-|responseitonbothithe-|need-|tondeliverncustomenvaluenandTneet-|

such-|policy-|requirements.-|Thenutilitynevaluatesitsnprojectsnagainsti:hesencriteria,-|

pursuingithosenprojectsiA/herenestimatednbenefitsnexceedncostsi/vherevernpossible,neven-|

where-p-projectisnentirely-policy 'driven.i

ThenSDG&EnSmartnGrid-|Deployment-|Planisnconsistenti/vithithenutility'snSmartnGridivision,-|

whichisitoi/vorkncollaborativelyiA/ithnkeyistakeholdersitoncreateitheifoundationifornan-i

innovative,nconnectednandisustainablenenergyifuture.iroithatnend,itnhasnconducted-|

exhaustivenoutreachito-|representativenstakeholdersifromnacrossitsiservice-|territory,-|

incorporateditheirinputintoits-|plannandnestablishednanprocess-|toncontinuenengaging-|

stakeholdeninputnoveritheiifetimenofithendeploymentnplannandnbeyond.-|

SDG&E'snSmartnGrid-ibaselineisfairlyTnaturenwithnpreviouslyndeployednorin 'flighti

automationnandncontro|-|technologies,noperationalnprocessTeengineering,-|microgrids,-|

andnSCADAnandnAMIinstallations.iThenutilitynoptsifonopenistandards,nwherencost-|

effectivenandnavailable^ndnpilotsTiewitechnologiesnbeforefulIndeploymentinnordento-i

avoidistrandedncostsnandTemainnopenitoTapturingTiewiDenefitsnasitsnexperiencei/vitlri

thenSmartnGridnunfolds.Ti

Maintainingnand/orimprovingTeliabilityremainsnanhiglripriorityiforithisnutilitynasithengrid-| 

isnchallengednbyithe-|two 'waynenergyiflowifromndistributedngeneration;itheintermittent"i 

availabilitynofisolarnandnwind-generatednpower;nanditheiarge,Tnobilenandngrowingioad-|
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requirednbynelectricivehiclencharging."|Ultimately,nSDG&E"foreseesnaisignificantTeductiorri

inithenenvironmentalifootprintnofnelectricity^enerationnandndeliveryninithenregionnasiA/elh

asna-|more-|resilient-grid-|thatnoffersncustomersngreatenconvenience,7noreiwaysito-|

generatenand"imanagenelectricitynandnenjoyitheirnelectricaInappliancesnasi/vellnas"i

opportunities-forithemitonparticipatenactivelyiinithenelectricityrnarketnandisupportifori

authorizedithird 'partynparticipants.n

Tonenhance-|thencustomer'snexperience,-|thenplannensuresithatncustomendataiwillnbe-|

protectednbyn"designingin"nprivacynasnai<eyiandnearlyicomponentnof'iaIlnprojects."|Data"i

willnaIsonbeisecurednasnpartnofithe"irigorousncybernandnphysicalisecuritynprotocols"|that"i

SDG&EnalsonplansitonprotectithenSmartnGridnandncustomersifromithreats.Ti

SDG&EnhasndevelopednaToadmapifonitsnSmart"|Grid"iprojectsnaroundTiinenprogramnareas"i 

withncostsnandnbenefitsnestimatediforneach,i/vhere"ipossible:nCustomenEmpowerment;"i 

RenewablenGrowth;nElectricnVehiclenGrowth;"|ReliabilitynandnSafety;nSecurity;"Pperationah 

Efficiency;nSmartnGrid"|Research,"|Developmentnand"|Demonstration;"|Integratednand"i  

Cross lcuttingnSystems;nandnWorkforce"|Development."i

ltsnadaptive-|managementnapproachnensuresithatitheToadmapiwillncontinuaIlynevolveiiri  

response"|toifutureitechnologynbreakthroughs,nchangingistatenand"federaInpolicies,"i 

shiftingnstakeholderprioritiesnandnotheriunanticipatedneventsithatithe"|utilitynconsiders"i 

asna-givennoverithencomingnlO Veanpenod.-i

Ultimately,ithenpreliminarynandnconceptuaIncostsnofiSDG&E'snSmartnGridndeployments"i

fontheiyearsn2006-2020narenestimatednatnapproximatelyn$3.5iton$3.6nbillioniA/ith"|the"i

majoritynofithenestimatedncostsnattributableitonpreviouslyiauthorizedinvestments,nSmart"i

GridnprojectsincludedinitsiTY2012nGenerahRate"Casen(GRC)nandnotheriactive"i

applicationsnbefore"|the"Commission."|ThenestimatedincrementaIinvestmentsiflowing"i

fromTiewnprojectsnarenapproximatelyn25"ipercentnofithenoveraIlnestimatedncosts.Ti

The"|totaInestimatednbenefitsnassociatediA/ithithenSmartnGridndeployments"foritheiyears"i 

2006-2020narenbetweenn$3.8nandn$7. Inbillion.iThisncalculationincludesnestimatedn
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economicnandTeliabilitynbenefitsnasnwellnasnestimatedisocietalnandnenvironmentah

benefits.Ti

SDG&E'snSmartnGrid"|Deployment"|PlanisTiotna"irequest!forfunding."|ThenutilityiA/illTiot"i

pursueifundingTequestsiforithenplan'sincrementahprojectsnuntiHtncannaccuratelyn

projectnassociatedncostsnandnbenefitsifornanproject.Ti

SDG&E-)ooks!forward-|toTealizing-|thenpotentiahof-Ta7nore!fullyndeployednSmartnGridnand-|

continuing"|toi/vorkinncollaborationnwithnallngridistakeholders"|tonensureitsnprioritiesnare"i

consistentiA/ithitsistakeholders'nprioritiesnand!that"|thenbenefitsnofithenSmartnGridnare"i

shared"|broadlyiacrossisociety."ri

i

i
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CERTIFICATE OF SERVICE

I hereby certify that I have this day served a copy of the foregoing SMART GRID

DEPLOYMENT PLAN APPLICATION OF SAN DIEGO GAS & ELECTRIC

COMPANY (U 902 E) on all parties identified in Docket No. R.08-12-009, R. 10-05-006 and

A.10-12-005 by U.S. mail and electronic mail, and by Federal Express to the assigned

Commissioner and Administrative Law Judge in R.08-12-009, and to Chief Administrative Law

Judge Karen Clopton.

Executed this 6th day of June 2011, at San Diego, California.

/s/ Jenny Norrin 
Jenny Nor in
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