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BEFORE THE PUBLIC UTILITIES COMMISSION
OF THE STATE OF CALIFORNIA

In the Matter of the Application of San Diego Gas &
Electric Company (U 902 E) for Adoption of its Smart Application 11-06-
Grid Deployment Plan (Filed June 6, 2011)

SMART GRID DEPLOYMENT PLAN APPLICATION OF
SAN DIEGO GAS & ELECTRIC COMPANY (U 902 E)

I
INTRODUCTION

Pursuant to Decision (fID.}) 10-06-047Y and in accordance with the California Public
Utilities Commission (fflommission’) Rules of Practice and Procedure and Senate Bill (SB) 17
(Padilla),? Chapter 327, Statutes of 2009, San Diego Gas & Electric Company (fSDG&E-)
hereby files this application (fApplication) to submit its Smart Grid Deployment Plan
(fBGDP) to the Commission.

IL.
BACKGROUND AND GENERAL DESCRIPTION

A. Background

In 2007, the federal government passed the Energy Independence and Security Act of
2007 (H.R. 6, 110™ Congress, fRISA or fAAct), authorizing two programs aimed at modernizing
the nation|s electric grid through the application of Smart Grid technologies: the Smart Grid

Investment Grant Program;® and the Smart Grid Demonstration Program.? In 2009, the federal

Y D.10-06-047, fecision Adopting Requirements for Smart Grid Deployment Plans Pursuant to Senate Bill 17
(Padilla), Chapter 327, Statutes of 2009 (issued June 28, 2010). Available at:
http://docs.epuc.ca.gov/PUBLISHED/FINAL DECISION/119902 hiun

¥ The bill was sponsored by Senator Alex Padilla (D-Pacoima).

¥ EISA, Title XIII, § 1306 as amended by American Recovery and Reinvestment Act of 2009 (FARRA).

Y EISA, Title XIIL, § 1304 as amended by ARRA.
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government passed the American Recovery and Reinvestment Act of 2009 (ARRA),
appropriating $4.5 billion to fund projects qualifying for the two Smart Grid Programs ffb
modernize the electric grid /2 ARRA also amended several EISA provisions pertaining to the
Smart Grid ¢

By the time of Barack Obama |s inauguration in January 2009, the goal of an 80 percent
emissions reduction by 2050 quickly became the basis for landmark carbon policy as America
stepped out of the shadows to take a world leadership role on climate change. America|s present
carbon policy has started to fundamentally change the country |s relationship with energy, and in
the process it will also reshape the geopolitical energy map. The missing link to enable these
changes is the evolution from an antiquated electricity system to a smart grid. The century-old
power grid system design increasingly struggles to meet the demands of the modern-day
electricity market. The added scale of vehicle electrification and the advanced metering
functions it requires, such as dynamic pricing, cannot be addressed by the legacy infrastructure
alone. Nor can the influx of renewable energy from state and national renewable portfolio
standards be accommodated. A contemporary smart grid infrastructure is being pioneered as a
reinvestment strategy that will be more flexible, while accommodating distributed energy
sources such as rooftop photovoltaic panels, plug-in hybrid vehicles and backup generators. The
smart grid will allow grid managers to shift power provided in one place to power needed in
another place, while effectively managing demand and capacity.

This Commission has already recognized that incorporating new communication and
information technologies into the electric grid can reduce greenhouse gas emissions, increase

energy efficiency and demand response, expand the use of renewable energy, and improve

¥ The American Recovery and Reinvestment Act of 2009, Pub. L. 111-5 (H.R. 1), 123 Stat. 115 at Division A, Title IV, Sec.
408 redesignated PURPA § 111(d)(16) as § 111(d)(18).
¢ Id. at Division A, Title IV.
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reliability, all important state energy goals pursuant to the ffloading Order.l? The overall
purpose of federal Smart Grid planning and mvestment programs is to accelerate the
modernization of the nation |s electric transmission and distribution systems and promote
mvestments in smart grid technologies, tools, and techniques which increase flexibility,
functionality, interoperability, cyber-security, situational awareness, and operational efficiency.
The ARRA also provides funds to states in order to strengthen and expand government energy
assurance planning for new energy portfolios and Smart Grid applications and to build in-house
state and local government energy assurance expertise. The federal purpose focuses on building
regional energy assurance capability to help states to better coordinate and communicate with
one another on energy security, reliability, and emergency response issues. These ARRA Smart
Grid Investment Programs create a unique opportunity for California to expand and accelerate its
activities to modernize the state |s electric infrastructure, using some federal dollars.

A key piece of smart grid infrastructure is smart or advanced technology which could
take on grid balancing functions, while minimizing distribution losses, allowing each electrical
corporation to manage the electric grid more efficiently, reliably and securely while reducing
greenhouse gas emissions. Smart grid technology also empowers consumers with real-time
information so they can better conserve energy and save money.

On October 11, 2009, SB 17 was signed into law by former California Governor Arnold
Schwarzenegger. The bill states that it is the policy of California to ffhodernize the state |s
electrical transmission and distribution system to maintain safe, reliable, efficient, and secure

electrical service, with infrastructure that can meet future growth in demand.” The bill advances

ZThe flloading Order- is a concept developed in the 2003 Energy Action Plan adopted by the Commission and the
California Energy Commission (CEC) and sets an order for the use of energy resources that consists of (1) energy
efficiency, (2) demand response, (3) renewable energy, and, if necessary, (4) clean traditional power generation.

¥ Chapter 327, Statutes of 2009.

SB GT&S 0247735



California |s clean energy policies by improving reliability and efficiency in power distribution
through the deployment of smart grid technology. SB 17 establishes deployment of smart grid
technology as the policy of the state. It calls on the California Public Utilities Commission, by
July 1, 2010, and in consultation with the State Energy Resources Conservation and
Development Commission (Energy Commission), the Independent System Operator (ISO), and
other key stakeholders, to determine the requirements for a smart grid deployment plan
consistent with the policies set forth in the bill and federal law. The bill also requires investor-
owned utilities, by July 1, 2011, to develop smart grid deployment plans.

This Commission initiated Order Instituting Rulemaking (fRulemaking~) 08-12-009 to
consider setting policies, standards and protocols to guide the development of a smart grid
system and authorizing certain expenditures pertaining to the Smart Grid. On June 28, 2010, the
Commission further issued D.10-06-047, dated June 24, 2010, in Rulemaking 08-12-009, which
ordered that ftacific Gas and Electric Company, Southern California Edison Company and
SDG&E each shall file an application no later than July 1, 2011 submitting its Smart Grid
Deployment Plan, consistent with Senate Bill 17 (Padilla), Chapter 327, Statutes of 2009, and the
requirements in this decision.??

B. General Description

Pursuant to SB 17, D.10-06-047 requires that IOUs follow a common outline in preparing
their Smart Grid Deployment Plans.2? The outline consists of eight topics as follows:

1. Smart Grid Vision Statement;

2. Deployment Baseline;

3. Smart Grid Strategy;

#D.10-06-047, at p. 138, Order 1.
This description provides a general outline of the topics included in the SGDP. A more detailed summary of the SGDP
topic areas is provided in AttachmentA of this Application.
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Grid Security and Cyber Security Strategy;
Smart Grid Roadmap;

4

5

6. Cost Estimates;
7. Benefits Estimates; and
8

Metrics.

In addition, the decision sets requirements for each of these sections concerning the
topics that the SGDPs must address, the information that the deployment plans must provide, and
how the deployment plans must link each section and topic back to the policies set forth in SB 17

and in relevant federal law.

1L
SUMMARY OF APPLICATION AND REQUEST

The deployment plan presented in this Application arose from D.10-06-047, dated June
24, 2010, adopting certain requirements for Smart Grid Deployment Plans, which orders, among
other things, that SDG&E shall file an Application to submit its deployment plan addressing how
the grid can achieve the policies contained in SB 17. These policies include: Be self-healing and
resilient; Empower consumers to actively participate in the operations of the grid; Resist attack;
Provide higher quality of power and avoid outages; Accommodate all generation and energy
storage options; Enable electricity markets to flourish; Run the grid more efficiently; Enable
penetration of intermittent power generation sources; Create a platform for deployment of a wide
range of energy technologies and management services; Enable and support the sale of demand
response, energy efficiency, distributed generation, and storage into wholesale energy markets as
a resource, on equal footing with traditional generation resources; and Significantly reduce the

total environmental footprint of the current electric generation and delivery system in
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California. Y’ The utility |s Application submitting its deployment plan must be filed with the

CPUC no later than July 1, 2011.

As described in more detail in Attachment A to this Application, the SGDP represented
in this Application is fully consistent with and responsive to the requirements outlined in D.10-
06-047 and the policies contained in SB 17. The Commission |s directives as well as SDG&E |s
demonstrated smart grid vision and strategy warrant the Commission |s approval of the proposed
deployment plan that comprise this Application. The SDG&E SGDP advances the utility |s
vision for a smart energy future while delivering new value to its customers, meeting its public
policy requirements and delivering societal and economic benefits that exceed project costs.

SDG&E views the SGDP as an end-to-end transformation of its electric delivery system
that applies advances in technology to deliver a range of new benefits to all stakeholders. The
Smart Grid empowers customers, increases renewable generation, integrates Plug-in Electric
Vehicles (PEVs) and reduces greenhouse gas (GHG) emissions while maintaining and improving
system reliability, operational efficiency and ensuring security while protecting customer
privacy. SDG&E anticipates that investments in Smart Grid infrastructure will yield additional
benefits as the transformation progresses and its customers, policy makers and the industry are
able to leverage lessons learned and achieve the Smart Grid|s full potential.

The SDG&E SGDP is not a static document. Consistent with its Smart Grid vision,
SDG&E intends to continue engaging with stakeholders in order to align its Smart Grid strategy
to their priorities. The utility also plans to update its roadmap as its customers, stakeholders,
available technologies, and services evolve; adopt new security strategies as new threats or best

practices emerge; and adjust its cost and benefit estimates as its pilot and deployment

WD .10-06-047, at p. 139, Order 3; see also SB 17, Chapter 327, Statutes of 2009.
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experiences and new information bring greater certainty to anticipated inputs, timelines and

outcomes.

Iv.
RELIEF REQUESTED

SDG&E respectfully requests that the Commission issue a decision:

1. Finding SDG&E in compliance with SB 17, Chapter 327, Statutes of 2009, and
the requirements of D.10-06-047;

2. Accepting this Smart Grid Deployment Plan as a policy guide for future
mvestments;

3. Rendering such other Findings of Fact, Conclusions of Law, and issuing orders
consistent with the foregoing request; and

4. Such other relief as is necessary and proper.

V.
STATUTORY AND PROCEDURAL REQUIREMENTS

A. Rule 2.1 (a) ffic)

In accordance with Rule 2.1 (a) ff{c) of the Commission s Rules of Practice and
Procedure, SDG&E provides the following information.

1. Rule 2.1 (a) - Legal Name

SDG&E is a corporation organized and existing under the laws of the State of California.
SDG&E is engaged in the business of providing electric service in a portion of Orange County
and electric and gas service in San Diego County. SDG&E |s principal place of business is 8330
Century Park Court, San Diego, California 92123.

2. Rule 2.1 (b) - Correspondence

Correspondence or communications regarding this Application should be addressed to:
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with a copy to:

HannonJ. Rasool

Regulatory Case Administrator

San Diego Gas & Electric Company
8330 Century Park Court, CP32D
San Diego, California 92123
Telephone: (858) 654-1590
Facsimile: (858) 654-1788
HRasool@semprautilities.com

Allen K. Trial

Attorney for:

San Diego Gas & Electric Company
101 Ash Street, HQ-12

San Diego, CA 92101-3017
Telephone: (619) 699-5162
Facsimile: (619) 699-5027
ATnal@semprautilities.com

3. Rule 2.1 (¢)

a. Proposed Category of Proceeding

In accordance with Rule 7.1, SDG&E requests that this Application be categorized as quasi-

legislative. Because this proceeding is intended for adopting SDG&E|s SGDP pursuant to SB 17

and D.10-06-047 issued June 28, 2010 in proceeding number R.08-12-009, SDG&E proposes this

proceeding be conducted under the rules applicable to the quasi-legislative category unless and until

the Commission determines that the rules applicable to one of the other categories, or some hybrid

ofthe rules, are best suited to the proceeding. As the Commission stated in D.10-06-047, fft]his

decision is a result of Governor Arnold Schwarzenegger signing into law Senate Bill (SB) 17

(Padilla),'* which became effective January 1, 2010. SB 17 directs the Commission ffb

determine the requirements for a Smart Grid Deployment Plan consistent with the policies set

forth in the bill and federal law” by July 1, 2010" The Commissionin D.10-06-047 further

12 Chapter 327, Statutes of 2009.
3 D.10-06-047, at p. 6.
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ffkject separate review of each utility |s deployment plan,? providing instead that fflw]hile each
utility is required to file a separate application submitting its Smart Grid Deployment Plan, we
expect to review the plans in a consolidated proceeding ! **

b. Need for Hearings

SDG&E does not believe that approval of this Application will require hearings. SDG&E
has provided ample supporting information, analysis and documentation that provide the
Commissionwith a sufficient record upon which to grant the relief requested on an ex parte basis.
SDG&E, nevertheless, sets forth below a schedule that includes hearings, in the event hearings
are deemed to be necessary.

c. Issues to be Considered

The issues to be considered are described in this Application and the accompanying
exhibits.

d. Proposed Schedule

As noted above, SDG&E does not believe hearings will be necessary, but proposes

alternate schedules to address either scenario:

PROPOSED SCHEDULE - NO HEARINGS
ACTION DATE
Application filed June 6, 2011
Responses/Protests July 6, 2011
Reply to Responses/Protests July 18, 2011
Prehearing Conference (if necessary) August 1, 2011

4 D.10-06-047, at p. 89.
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Scoping Memo Issued

August 15, 2011

Intervenor Testimony

September 15, 2011

Rebuttal Testimony

October 17, 2011

Concurrent Opening Briefs

November 15, 2011

Concurrent Reply Briefs

December 15, 2011

Proposed Decision

February 15, 2012

Comments on Proposed Decision

March 6, 2012

Reply Comments on Proposed Decision

March 13, 2012

Commission Decision Adopted

March 16, 2012 (or first meeting scheduled
after February 9)

PROPOSED SCHEDULE ffHEARINGS REQUIRED

ACTION DATE
Application filed June 6, 2011
Responses/Protests July 6, 2011

Reply to Responses/Protests

July 18, 2011

Prehearing Conference (if necessary)

August 1, 2011

Scoping Memo Issued

August 15, 2011

Intervenor Testimony

September 15, 2011

Rebuttal Testimony

October 17, 2011

Evidentiary Hearings

October 27-28, 2011

Concurrent Opening Briefs

November 23, 2011

Concurrent Reply Briefs

December 27, 2011

Proposed Decision

February 27, 2012

10
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Comments on Proposed Decision March 16, 2012

Reply Comments on Proposed Decision March 21, 2012

Commission Decision Adopted March 27, 2012 (or first meeting scheduled
after February 9)

B. Rule 2.2 ffiArticles of Incorporation

A copy of SDG&E |s Restated Articles of Incorporation as last amended, presently in
effect and certified by the California Secretary of State, was filed with the Commission on
August 31, 2009 in connection with SDG&E's Application No. 09-08-019, and 1s incorporated

herein by reference.

VL
SERVICE

This 1s a new application. No service list has been established. Accordingly, SDG&E
will serve this Application and related exhibits on parties to the service list for R.08-12-009
(Order Instituting Rulemaking to Consider Smart Grid Technologies Pursuant to Federal
Legislation and on the Commission |s own Motion to Actively Guide Policy in California |s
Development of a Smart Grid System), R.10-05-006 (Order Instituting Rulemaking to Integrate
and Refine Procurement Policies and Consider Long-Term Procurement Plans), and A.10-12-005
(General Rate Case Application of SDG&E). Hard copies will be sent by overnight mail to the
Assigned Commissioner and Assigned Administrative Law Judge (fALJ”) in R.08-12-009 and
Chief ALJ Karen Clopton.

i
i
i

11
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VIL
CONCLUSION

WHEREFORE, SDG&E requests that the Commission grant SDG&E |s Application as
described herein.

Respectfully submitted this 6™ day of June 2011.

By: /s/ Allen K. Trial
ALLEN K. TRIAL

101 Ash Street, HQ-12

San Diego, California 92101
Telephone: (619) 699-5162
Facsimile: (619) 699-5027
ATnal@semprautilities.com

Attorney for
SAN DIEGO GAS & ELECTRIC COMPANY

By: /s/Lee Schavrein

Lee Schavrien

Senior Vice President - Financial, Regulatory and
Legislative Affairs

SAN DIEGO GAS & ELECTRIC COMPANY

12
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OFFICER VERIFICATION
I, Lee Schavrien, declare the following:

I am an officer of San Diego Gas & Electric Company and am authorized to make this
verification on its behalf. I am informed and believe that the matters stated in the foregoing
SMART GRID DEPLOYMENT PLAN APPLICATION OF SAN DIEGO GAS &
ELECTRIC COMPANY (U 902-E) are true to my own knowledge, except as to matters which

are therein stated on information and belief, and as to those matters, I believe them to be true.

I declare under penalty of perjury under the laws of the State of California that the

foregoing is true and correct.

‘ San Diego Gas & Electric Company
Senior Vice President — Financial, Regulatory and Legislative Affairs
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ATTACHMENT A

SDG&E Smart Grid Deployment Plan: 2011-2020
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Proponent’s Smart Grid Deployment Plan

for the
Smart Grid Deployment Plan Application Of
San Diego Gas & Electric Company (U 902 E)
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Michael R. Nigglh

SDGE President & Chief Operating Officer

8330 Century Park Court
San Diego, CA 92123-1530

Tel: 858.650.6175

)
A g// Sempra Energy utility® Fax: 858.650.6106

mniggli@semprautilitiescom
q
-

June$,12011;

CommissionerMichaelR.1Peevey,President
CaliforniaPublicUtilitiesCommission
505\VanNessAvenue’

Sanfrancisco, CAT84102

DearPresidentPeevey:;

AtSDG&E,wedefinetheSmartGridasanend ko Lendwtransformatiomoﬁour‘ielectricw
systemthateppliesadvancesintechnologytodelivergrangepofnewpenefitstosalh
stakeholders. OurSmartGridrempowerscustomers,increasesrenewablegeneration,;
integratesplug L'rmelectricwehiclesw(PEVshandTeduces*greenhousegaswemissionquew
expecttodothiswhilemaintainingorimprovingsystemreliabilityrandoperationaly
efficiency,sndensuringsecuritywhileprotectingcustomerprivacy.\Weanticipatethaty
investmentsinasmartergridwillyieldsubstantivemandasyetunidentifiedbenefitsas;
thetransformationprogressesandpurcustomers,employees, policymakersandthe

industryareabletojeverageiessonsijearnedandachievetheSmartGrid’sfullpotential.m

Theredisonepbservationthatiscrystalclear: Ourcustomersaredrivingpurdeployment;

plan.q

ffi Over1l3,000pfpourcustomersthaveinstalledatotalofover100megawattsofy
photovoltaics.q

ffi OurcustomersareadoptingPEVsatratesthatareamongthehighestinthemnation+
300wvehiclespurchasedandiincreasingbypveril100permonth.T

ffi Ourcustomersaremlreadyjeveragingreal Ltime1'nformatiomaboutwtheirwenergyw
usagefromthird LpartywsoftwarewapplicationswimorderwtoTnakeTnoreinformedw

decisionsabouthowandwhentheyuseelectricity.q
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ffi OurcustomersandSDG&Esupportenvironment 1‘friendly1oolicies¢fromwtheqCaIifornia7
Global Warming Solutions Act{AB32)}toa33percentrenewableportfoliostandard,

towhichwertommittedovertwoyearspriortoitbeingsignedintoiaw.

Ourvisionistoworkcollaborativelywith-keystakeholderstoxreatethefoundationfor
aninnovative,connectedandsustainableenergyfuture. /We-haveengagedtheinputof
representativestakeholdersfromacrosspurserviceterritoryandaroundtheglobe,;
includingenvironmental,;academic, business, municipal/regionalgovernment,ratepayenr
advocacy, consumer,jargecustomer,andworkforcedevelopmentprganizations.iTheir
valuableijnsightsthaveshapedpourepproachtothefSmartGridDeploymentPlan.;Andwe7

willcontinuetoseekandiincorporatetheirinputaspourplandevelops.;

Ourconnectedgridwillieveragetechnologyadvancementssothatcustomersrtany
managetheirenergypillswithminimalcomplexityandinvestedtime.Productsforthe;
homesuchasappliances,sirconditioners,plug L'rmelectricwvehicles,welectricgeneration,w
andproductsyettobedevelopedornotwidelyavailable, suchashomeenergystorage,;
willgutomaticallyworkinrconcertwithagridenabledbyadvancedtechnologytor
improveTeliability,whilejntegratingtheincreasingwvariabilityproducedbymnever L

growingievelofintermittentrenewablegeneration.;

TheSmartGridDeploymentPlanwasdevelopedbySDG&E-employeesacrossthewholey
company,drivingbroadinternalslignmentaroundtheexcitingchangesassociatedwithy
theenergyindustryevolution.\Weareworkingwith-employeesinternallysndpartneringy
externallytoensuremaSmartGrid Lreadwworkforce.WOutreachwtowDiversewBusine551
EnterprisesisanotherkeyelementinpourSmartGridsupplierselectionprocessto

ensure SDG&Exontinuestoexceedstatetargetsforsupplierdiversity.y

SDG&E’sSmartGridactivitiespverthepasttwodecadeshavedevelopedabaselinethaty
isthefoundationforthewtilityofthefuture.Fromautomationandrcontroly
technologies, tore Lengineeringpperationahprocesses,Tnicrogrids,purmearly Lr:ompletew

SmartMeterprogram,advancedsensingtechnologiesandmanyothers;our

SDG&E-SmartGridDeploymentPlan:12011+—2020; 1

1

SB GT&S 0247759



investmentsarealreadybenefitingpurcustomersbyimprovingsafety,reliability, andy
efficiency. SDG&E’stchoiceofopenstandards,wherecosteffective,available,andy
applicablegllowstheflexibilitytoincorporatenewtechnologies, respondtoevolving;

andnewpolicyrequirementsandcapturenewpenefitsasopportunitiesarise.T

ReliableelectricservicetocustomersispkeydriverforSDG&E@asevidencedbyhaving]
beennamed{'mostreliableutilityinthewest’forthejastfiveyearsandthehonorpf;
bestreliabilityexcellenceijnthemnationfor2009.0urSmartGridinvestmentsare;
intendedtomaintainorimprovereliabilityasthegridischallengedbythetwo lWayw
energyflowfromdistributedgeneration;theintermittentpowergenerationofsolarand;
windgenerators;jandthejarge, mobileandgrowingioadimposedpyelectricyvehicler
charging.Ultimately, theSmartGridwillalsoenableasignificantreductioninthe
environmentalfootprintpfelectricitygenerationfanddeliveryintheregion;reduce
energydependencepnforeignsources;enhancethegrid’sresiliencetonaturaland;
manmadethreats; andmostimportantlymeetiourcustomers’ needsandprovidethem;

withgreaterchoice,convenienceandwvalue.q

Toensurepurrcustomerstrustanelectricgridthatreliespnsignificantlymorer
technology,privacyesndsecuritymustbeafoundationalelementofSmartGridsystems
andsolutions..Customerdatamustbeprotectedby{designingin”privacyfromthes
beginningendieveragingthesecurityofoursystems.\Wehavepartneredwithglobah

leadersinthisereatodevelopiasmartergpproachtoprivacyandsecurity.T

SDG&E’sroadmapforSmartGridprojectsfrom2011+2020aswellasassociatedrcosty
andpenefitestimatesgrestructuredaroundmnineprogrammareas:Customer
Empowerment; Renewable1Growth;ElectricVehicleGrowth;ReliabilityandSafety;;
Security;OperationalEfficiency; SmartGrid-Research, DevelopmentandDemonstration;;

IntegratedandCross Lt:uttingWSystems;qandWWorkforcewDevelopment.w

While'we havepresentedadetailedroadmapwithspecifiedestimatedrcostsand

benefitsforourSmartGridDeploymentPlan, weplantotakeanadaptivemanagementy
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approachonanongoingbasis. Wewillcontinuallyevolveourroadmaptoieverageand
respondtofuturetechnologybreakthroughs,changingstateandfederalpolicies,;
shiftingstakeholderprioritiesandotherunanticipatedeventsthattheutilityconsidersy

asmgivenoverthecomingi0 lyearwperiod.w

Ourplantodayestimatesthepreliminaryandiconceptualcostsof SDG&E’ s Smart-Grid;
deploymentsfortheyears2006—-2020at@approximately$3.5to53.6billionwiththeq
majoritypftheestimatedcostsattributabletopreviouslyauthorizedinvestmentsiand;
activeapplications.fThesepreviouslyauthorizedprogramsinclude SDG&E’'sSmartMeter
andOperationalExcellence20/20programs.ActiveapplicationsincludepuriTestYear
2012-GeneralRateCase{GRC)aswellaspotherprogramssuchasSDG&E sproposed
Demand-ResponserandDynamicPricingprojects.iTheestimatedinvestmentsforprojects]
incrementaltothesepreviouslyauthorizedendactiveapplicationsareapproximately257

percentpfthepverallestimatedrcosts.T

Thetotalbenefitsassociatedwith-the SmartGriddeploymentsdiscussediinthisplanare;
estimatedtobebetween$3.8andS7.1billion.Thiscalculationincludesestimated
economicendreliabilitybenefitsaswellasestimatedsocietalandenvironmentah
benefitssuchasavoidedemissionsthroughtheijntegrationofrenewableenergyand;
PEVsfaswellastheestimatedavoidedfuelcostsPEVownersrealizepbytheirsuccessfuly

integration.

Themajoritypf-benefitsiderivefromsocietaland‘soft” benefitssuchrasmaintainingpr
improvingreliabilityinthefaceofamorecomplexgrid,avoidedrosts,reductionofy
commoditycost, environmentalandpthers,andsotheyminimallyreducepperating]
costsandarenotprojectedtosignificantlyimpactrates, sithoughcustomerswhon
leverageSmartGridtechnologiesenddatawillhavetherapabilitiestheyneedtor
manageandreducetheirpills.t1SmartGridtechnologiesandyapplicationswillenablethe

futuret—andtheexcitingachievementofibenefitstosociety.n
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SDG&E’'sSmartGridiDeploymentPlanishotarequestforfunding. Whilemanyofthe
coststhavebeenpreviouslyauthorizedorsubmittedaspartofthe2012GRC, wewillnoty
pursuefundingrequestsforincrementalprojectsinthisplanuntillwexanaccurately;

projectassociatedrcostsandbenefitsforaproject.]

Wesarepleasedtosubmitthisfoundationaliindustryplanandsharepurvisionforthe
nextdecadeofSmartGridtransformationinourregionandbeyond.\Whilethis
documentisalireadybasedonbroadstakeholderinput,weanticipatethatitsy
publicationwillattractedditionalinputend-helpSDG&Erontinuetoenhanceand;
improveitsSmartGridplansandthoughtieadership,asevidencedbyPresidenty
Obama’srecognitionpfSDG&EintheU.S Russia Bilateral Presidential Commission’s7
Energy Working Groupjoint Action PlanandyntelligentUtility Magazine’smost
intelligentutilityintheU.S.designationfortheasttwoyears.7SDG&Ejsexcitedgbouty
thebettercustomerservice, reliability, efficiencyendenvironmental-benefitsenabledy
by SmartGridinvestments.\Weareproudtodoourparttodeliverthesebenefitstor

customers,toCaliforniamndtosocietygsawhole.;

Sincerely,

SAN-DIEGOGAS&ELECTRICLCO.7

MichaelR.Niggli, PresidentandCOO
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TheSanPDiegofGasRElectricCompany{SDG&E)SmartGridDeploymentPlanadvances,

thewutility’swvisionforasmartenergyfuturewhiledeliveringnewwvaluetoitscustomers,
meetingitspublicpolicyrequirementsanddeliveringsocietalandeconomichbenefitsy

thatiexceedprojectcosts.T

SDG&EviewstheSmartGridasanend o Lendwtransformatiomoﬁtswelectricheliveryw
systemthateppliesadvancesintechnologytodelivergrangepofnewpenefitstosalh
stakeholders.7TheSmartGridempowerscustomers,increasesrenewablegeneration,;
integratesplug L'rmelectricwehiclesw(PEVshanchreducesgreenhouse*gasw(GHGhemissionsw
whiletmaintainingandimprovingsystemeliability, operationalefficiency, securityand;
customerprivacy. SDG&Eg@nticipatesthatinvestmentsinSmartGridinfrastructurewilly
yieldadditionalbenefitsgsthetransformationprogressesianditstustomers,policy]
makersandtheifndustryaresbletoieverageiessonsiearnedandachievetheSmarty

Grid’sfullpotential.m

CustomerchoiceisapotentdriverpfSDG&E’sdeploymentplanfortheSmart1Grid.q
SDG&ErcustomersaresdoptingrooftopsolarandPEVsatratesthataremmongthe
highestinthemnation.iTheygreseekingreal Ltime1'm‘ormatiomaboutwtheir‘ienerquusagew
andratesinprdertoimakemoreinformeddecisions.Somesareijookingforopportunities]
toparticipateinenergymarketsthrough-demandresponse,timepfuserates,;
distributedgeneration(DG)endrstorage.Lastly, SDG&Erxustomersthaveconsistently
showntheirsupportformoregelectricityfromrenewableresourcesandptherimportant
environmentalinitiativesresultingingovernmentandregulatorypoliciesthatarethe;

othermajordriversof SDG&E’'sSmartGridDeploymentPlan.y

Thestatesand-federalpoliciesacceleratingplannedSmartGridinvestmentsinciude
SenateBill{SB)117, AssemblyBill{AB}132,California’s33percentrenewableportfolior
standard{RPS), thestate’sdistributedgenerationgoals,demandresponsemandate,;

improved-buildingandyapplianceefficiencystandards,implementationof theelectricy

SDG&E-SmartGridDeploymentPlan:12011+—2020; Pagei2y

SB GT&S 0247764



procurementijoadingorderandmnationalsecuritystandardssuchastheNorth-Americany

ElectricReliability Corporation’sCriticalinfrastructureProtection(NERC lClPhorogram.Tn

SDG&EFE’svisionforitsSmartGridtransformationistoworkinrcollaborationwithkey
stakeholderstorreatethefoundationforaninnovative,connectedandsustainable
energyfuture.7Consistentwiththisvision, SDG&E-hasengagedtheinputofy
representativestakeholdersfrommacrossitsserviceterritoryinthedevelopmentpfthisy
SmartGridDeploymentPlan.fTheseincludeenvironmental,-academic,business,]
municipal/regionalgovernment, ratepayeradvocacy,consumer,jargexcustomerand
workforcedevelopmentorganizations.inadditiontoengagingtheseexternalgroups,]
internalstakeholdersatSDG&E-haveglignedbehindtheutility’sSmartGridwvisionand;
strategywhichnnowfurtherintegratesSmartGridacrossgiiutilityplanningeffortsand;

operations.T

SDG&E’sdeploymentbaselineisbolsteredbytheutility’snearly Lt:omplete,qcustomer L

empoweringsmartmeteryrolliout, whichisalreadysupportingnewrcustomerbehaviors,;
suchastheuseofthird Lpartwapplicationsw’towseewenergyintervahusagejdata.wltspriorw
SmartGridinvestmentseitheralreadydeployedorintheprocessofdeployment,;
stretchback20wyearsmand-haveiaidthefoundationforthewutilityofthefuturethroughy
improvedefficiencyandreliabilityandmaximizedicustomerwvalue.iTheseincludeearly;
investmentsinautomationendrcontroltechnologies;thedevelopmentofthe
SustainableCommunitiesprogram;its{‘OpEx20/20"programtoreengineeroperational
processesgndassociatedsoftwareforSmartGridsupport;installationofamicrogriding
Borrego-Springs;and-full LscaleqSupervisorquontrohandWDataﬂAcquisitiom(SCADAh

deploymentswhichnnowrontrol85percentoftheSDG&Etransmissionsystem.T

SDG&E’sSmartGridinvestmentstodatethavebeencarefullychosenanddeployedtor
allowthetlexibilitytodjeveragefutureinnovations,addressevolvingornewpolicy;
requirementsandtorapturemorepenefitsasnewppportunitiesandchallengesarise.;

Somepfthesechallengesincludesddressingissuesassociatedwiththetwo lWawenergw
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flowthatresultsfromdistributedgeneration, thejntermittentpowerofsolarandwind;
generationgndthewunknownsandpotentiallyunpredictabledoadimposedbyelectricy
vehiclecharging. 1SDG&E’sSmartGridinvestmentsareintendedtomanagesuchy
changesanditransformthegridofthepastintothesmartergridiofthefuturethatiysy
increasinglyneededtoday.Wheretechnologyinnovationsrorenergymarketsarenoty
matureenoughtosupportafulldeploymentofaneworpotentiallypromisingSmarty
Gridinvestment, SDG&E’sstrategyistoieveragepilotenddemonstrationjprojectstor
improvethewutility’sunderstandingofiikelycostsandbenefitsbeforeafulldeploymenty

decisionjsproposed.T|

SDG&E’'sSmartGridstrategyisguidedbythisvision,consistentwiththegoalsofSB1177
andfollowsadecision Lmakingjframeworkqthatincludeswajﬁve Lprongedwapproachwtow
ensureTcompatibilitywithSB117’sgoals:g)identifyapplicablereguiations; b)identifyq
investmentoptionsthathelpimeetpolicyrequirements;c)determineifinvestmenty
optionsaid SDG&Ejnmeetingpolicyrequirements;d)determineifinvestmentoptions
enhancecustomervalue;ande)chooseinvestmentsbasedonstandardeconomicy

criteria, necessityformeetingpolicyrequirements,andequity.n

SDG&E’ s SmartGriddeploymentstrategyalsoprioritizesprojectsgccordingtorcustomer
value,policydriversprtheneedtopilot.7investmentsdrivenbyrcustomervalueare
thosewheretheprojectedbenefitsoutweighcostsorwheretheinvestmentis
necessarytoeffectivelycommunicatewithcustomers.‘Forinvestmentsdrivenjpystater
orfederalpolicies, SDG&Estillcalculatesthepotentialtustomerandsocietalbenefitsto
pursuegijeast Lr:ostq‘anddaest Lfitﬂ,approach.71Byqfollowingqtl'1iswstrategy,qSDG&E'SWSmartw
Griddeploymenteffortswillsignificantlyreducetheenvironmentalfootprintpf
electricitygenerationanddeliveryintheregion;reduceenergydependencepnforeign;
sources;enhancethegrid’ sresiliencetonaturalormanmadethreats;provide
customerswithgreaterchoice, convenienceqandvalue;mitigaterisk; andensurethe

provisionpfsafe, reliablemndsecureelectricity foritsstakeholders.;
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Inaddition, SDG&E’sstrategyincludescontinuedindustryieadershipinsupporting]
GeneralOrder156withrespecttoincludingDiverseBusinessEnterprises(DBEs}in-itsy
supplierselectionprocess. 71SDG&E-hasincorporatedsupplierdiversitythroughoutaliofy
itspoliciesandprocurementprocessesendhasexceededstatetargetsforDBEspending
andprocurement, atrenditexpectstorontinuewithitsSmartiGrid-DeploymentPlan

procurementpractices.]

Securityjsapriorityimpactingeverycomponentin SDG&E’'sSmartGridDeploymenty
Plan.Preventingorreducingphysicalendcybersecuritythreatsbecomesmorevitalland;
complexin@aSmartGrid;-however,italsopresentsopportunities.\Withtheewn
communicationsandrcontroltechnologiesforphysicalandrcybersecurity, SDG&E-
anticipatesthembilitytointegratesandrcorrelatephysicalandcybersecuritymonitoring,
anddatatobetterprotectgridassetsandsystems. TSDG&E’sSmartGridsecurity
approachwillbegingttheearlieststagespofsystemdecision Lmakingwandwdesign.ﬂltwilh
alsoseektopreventprisolatetheimpactsiofanyphysicalorcyberthreatstoroneor
multipleportionspftheSmartGridtoimaintainsystemreliabilityintheeventofa;

threat.7

JustqassecurityisdesignedintoSmartGridsystemsandsolutions,sotoodisprivacy.]
SDG&Ewillensuremarobustapproachtoenterprisearchitecturemndinformationn
modeling,feveragingthe NationalnstituteofStandardsandiTechnology’s{NIST)four
dimensionspfprivacyaswellastheseveni‘privacybydesign”foundationalprinciplesas;

guidanceforitsprivacyprogram.T

SDG&E’sdeploymentplanwillglisoieverageppenstandardswherepossibletoensure;

interoperabilityandavoidstrandedrcosts.]

TobuildthercapabilitiesTequiredtorealizeSmartGridbenefitsforcustomersandto
meetthestate’sambitiousenergypolicygoals, SDG&E’sportfoliopfSmartGridprojects

isstructuredaroundmninespecificprogramareas:m
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1. CustomerEmpowerment—SDG&Esinvestingtoensurecustomershavethe
knowledgemndmnecessaryinformationtomakeinformedenergymanagement,
decisionstomaximizetheirenergyvalueandtosupporttheiraccesstothird L

partywvalue ]addedWServicesqandqofferingsqwhileprotectingwtheirprivacy.w

2. RenewableGrowth—SDG&E+4ismakingSmart-Gridinvestmentsthatwillmitigate;
theimpactofdistributedandotherintermittentienergysourcesbyincreasing]

measurement,control, andmanagementrcapabilities.q

3. ElectricVehicleGrowth+—SDG&EisdeployingnewSmartGridtechnologiesiny
conjunctionwithtraditionahinfrastructureupgradestoensurethesafe, reliable,;

andefficientintegrationofPEVs."

4. Reliabilityandfafety—SDG&Eismaintainingand/orimprovingreliability by,
mitigatingthechallengesthatintermittentresourcesandelectricvehiclesy
presenttoanpagingelectricinfrastructurethroughimplementationofadvancedy
sensorsandassociatedsystems, andothercapabilitiesthatwillimprove

employeeandpublicsafety.T

5. Security—SDGR&Ejsinvestingtorddresstheincreasedphysicalandcyber
securityrisksandthreatsassociatedwithSmartGridsystemdesign,

development,implementation,andoperations.]

6. OperationalEfficiency—SDG&Es]everagingexistinganddevelopingnews
capabilitiestoimprovetheefficiencyofplanningprocessesandsystem?
operationsthroughremotemonitoringandreal LtimeTesponsivenesswenabledbw

thedeploymentpfadvancedsensorsgndimanagementsystems.T

7. SmartGrid-Research, DevelopmentandDemonstration{RD&D)+SDG&Eis]
improvingitscapabilitiesbyresearchingnnewtechnologies,integratingemerging,
technologysolutions,testingforinteroperabilityandprovidingproof of Lt:onceptw

demonstrations.]
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8. IntegratedmandCross lt:utting'Systemsw—WSDG&E1'sqdeployingwsystemswimareasw
suchmasapplicationplatformdevelopment,datamanagementendanalyticsand
communicationsthatsupportSmartGridfunctionalitiesiacrossmultiplebusinessy

uhits.]

9. WorkforceDevelopment—SDG&E-sinvestingtodevelop-itscurrentworkforce;
andtotransitiontoafutureworkforcethatwillmeetthewuniquerequirements;
of SmartGridthroughimplementationofeffectiveprganizationalchange

managementandworkforceplanning.;

Byepplyingmnadaptivemanagementstrategytotheprojectsiistedundereachoftheser
programpareas, SDG&Eexpectstorcontinuallyevolveitsroadmaptoieverageorrespond;
tofuturettechnologybreakthroughs,changingstateandfederalpolicies,shifting;
stakeholderprioritiesandptherunanticipatedeventsthatthewutilityconsidersasa

givenpverthecomingil0 1yearperiod.w

SDG&E-hasdefinedandincludedrtonsensusmetricsforitsSmartGridDeploymentPlan,;
whichpermitthewutilitytobenchmarkendassesstheprogressachievedthroughitsy
SmartGriddeployments. SDG&Eplanstorontinue-working-withtheCaliforniaPublic;
UtilitiesCommission, theEnvironmental-DefenseFund,theptherCaliforniajinvestor
OwnedUtilities{IOUs), interestedpartiesandkeystakeholdersinthedevelopmentand,

adoptionofadditionalSmart-Grid Lrelatedmﬁetrics.ﬂ

SDG&Ehasidentified, quantified, andmonetizedassociatedcostend-benefitestimates]
forglloftheprojectsinitsnineSmartGridprogram-areas,includingin 1‘ﬂightwandw
plannedroadmapprojects. SDG&Ewillnotrequestauthorizationforfundingofprojectsy
thatiarenotnecessarytocomplywithpolicyunlesstheestimatedbenefitsexceedthe
associatedcostsorwheretheyarerequiredtoeffectivelycommunicatewiththetility’s

customers.]
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SDG&E’sanalysisofthecostsendbenefitsisintendedtobemsaccuratemspossible,
givencurrentlygvailableinformation.However, duetothemnascentstatepf-muchSmarty
Gridtechnologyendthefactthatactualdeploymentwillbebasedonfutureevents,;
lessonsiearnedendpilots, theseestimatesaresubjecttochangeandarepresentedsasT
conceptualfor2011 L2015qand1oreliminarwaor12016 L2020.7!maddition,anangewisw
providedtollowformorexconservativecostandpenefitscenarios. SDG&Ewillfileq

supportingapplicationspnlywhensufficientlypreciseestimatesfareavailable.

SDG&E’sestimatedcostof-SmartGriddeploymentsfortheyears2006+12020described
inthisplanareapproximately$3.5to53.6billionandincludepreviouslymuthorizedy
investmentssuchas SDG&E’sSmartMeterandOpEx20/20programs,Smart-Gridy
projectsincludedinijtsiTestiYear2012+TY2012)GeneralRateCase{GRC), otheractivey
applicationssuchas SDG&E’'sproposed-Demand-ResponseandDynamicPricingprojects,]
andestimatedincrementalinvestments, which-aremspproximately25percentofthe;

overallestimatedrcosts.

Thetotalbenefitsassociatedwith-the SmartGriddeploymentsdiscussediinthisplanare;
estimatedtobebetween$3.8and57.1billion.Thiscalculationincludesestimated
societaland-environmental-benefitsof$760million HSl.913i||ion13ased70mavoided7
emissionsthroughtheintegrationpfrenewableenergyandPEVsaswellasther
estimatedavoidedfuelcostsPEVownersrealizebythesuccessfulintegrationofPEVs.T
Theygalsoincludereconomicandreliability benefitspf$3.07 LSS.HaiIIionTesultingjfromw
previouslyauthorizedinvestmentssuchasSmartMeter,.TY20121GRCandpthergctive;

applicationsaswellasincrementalinvestments.T

Becausethemajorityiofbenefitsderivefrommaintainingand/orimprovingreliabilitying
thefaceofamorecomplexgrid,mvoidedrosts, reductionrof commodityrcost,
environmentalandothersocietalgnd{‘soft’benefits, theyminimallyreduceoperating;

costsandsoarenotprojectedtosignificantlyimpactrates, githoughcustomerswhon
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leverageSmartGridtechnologiesenddatawillhavetherapabilitiestheyneedtor

manageandreducetheirpills.q

Aswithitscostestimations, SDG&E’seconomicandreliabilitybenefitscalculationsy
extendbackto2006toincludethehistoricalbenefitsrealizedfrompreviouslyy
authorizedSmartGridprojects. Becausebenefitsiwillglsogccrueafter2020,5DG&E-has
includedforecastedbenefitsbasedonthemassociatedterminalvaluepfitsSmartGrid;

projects.]

The SDG&ESmartGridDeploymentPlanijsnotastaticidocument.Consistentwithitsy
SmartGridwvision, SDG&E-intendstorcontinueengagingwithstakeholdersinwordertos
alignijtsSmartGridstrategytotheirpriorities.Theutilityalsoplanstoupdateits
roadmapasitscustomers,stakeholders,availabletechnologies,andservicesevolve;y
adoptnewsecuritystrategiesssnewthreatsorbestpracticesemerge;andadjustits
costmandpenefitestimatesasitspilotmanddeploymentexperiencesandnewinformation

bringgreatercertaintytoanticipatedinputs,timelinessandoutcomes.;
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2.1 ASMARTENERGYJFUTUREq

SDG&FE’svisionforgsmartenergyfutureisdrivenbothbypublicpoliciesandbyits]
customerswhoarerurrentlyadoptingtechnologiessuchasrooftopsolarandelectric
vehiclesgtrateshigherthangsnywhereelseinthemnation.71SDG&E’scustomershaveslso
consistentlyshownpsupportformorerenewablegenerationprojects,technologiesands
legislation.TAsaresult, 7'SmartUtility,”-investmentsareaireadyunderwayat SDG&Eto
ensurethatitisimeetingtheuniqueddemandsthatrenewableenergy, electricvehiclesy
andyrooftoprsolarereplacingponthegrid.TAdditionally, SDG&E-envisionsasmartenergy;
futuredinwhichtherisingcostofelectricityismanagedthroughmewoperationaland
customer Lenablingwtechnologies,qwhileqconsumerwprivacyqandgridsecuritywareprotectedw
tothegreatestidegreepossible. SDG&EenvisionspuildingonitscurrentSmartGridy
platformtoimaintainthewutility’sthighservicereliabilitywhilesupportingmore

sustainableenergywutilizationandarost LeffectiveWSmarthridToll LOUt.Ti

Todate, SDG&E-hasinvestedinnewtechnologiesendredesigneditsibusinessprocesses
tomaximizeefficiency, reduceemissions, empowercustomersiandmaximizecustomenr
value. TExamplesofitseffortsincludeafull Lscaleqadvancedmﬁeteringinfrastructurew
(AMI)deploymentandiitsOpEx20/20program,whichincludesSmartGridfoundational
projectssuchasastate 'of lthe ]artwoutagewmanagement/distributionwanagemenh
system{OMS/DMS),geographicinformationsystem{GIS),condition basedmaintenancer
(CBM)andtransmissionjanddistributiongutomation.THelpingitscustomerstosaveonm
theirenergyusageandreducethemsmountpfelectricendgasinfrastructureneeded;
throughenergyefficiency{EE)anddemandresponse{DR)haverlsobeenkeypbjectives
of SDG&E. 17

ThisSmartGridDeploymentPlanbuildspntheseinitiativestoimaximizeijtsvalueand;
benefitsaswellastreatenewvalueandbenefitsthroughmadditional, targeted;

investments.TSDG&E’sSmartGridwvisionjstoworkintollaborationwithkeyy
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stakeholderstorreatethefoundationforaninnovative,connectedandsustainabler
energyfutureinitsserviceterritory.TOneofthekeypbjectivespfSDG&E’scurrent;
SmartGridprogramsandvisiongoingforwardistohelprcustomersimaximizethewvalue;

oftheirenergyusageqandgeneration.

SDG&E’scustomersaregdoptingenvironmentally Lfriendlyjtechnologieswsucl'nasw
photovoltaic{PV)andwindgenerationaswellas PEVsandarepeginningtojeverage
customer LempoweringwsmartTnetemtech nologysuchasGooglePowerMeteringreater
numberseveryday.7Theseexcitingtechnologiesbringthepromisepfextensivebenefits,
tocustomersqandsocietyincludingreducingtheijmpactpofenergyusageonther
environment, reducingenergydependenceonforeignsources,andfurtherdeveloping
thegbilitytobetterunderstandandrcontrolenergyusagefandresiliencyinthefaceofa
naturalorintentionalattackonthegrid.7Theygisobringnewrchallenges, suchasy
maintainingpowermualityandevoidingputagesasiissuesassociatedwiththetwo lWayw
energyflowthatresultsfromdistributedgeneration, theintermittentpowerfromsolan
andwindgeneration;andtheunknownandpotentiallyunpredictablejoadrequiredby
electricvehiclechargingwareaddressed.TiThesesndotherchangesthavetriggeredther
startofamajortransformationintheelectricutilitybusiness LLtransformingqthe*grichoﬁ

thepastintoasmartergridofthefutureincreasinglyneededtoday.;

ThestateofCaliforniaisalsofocusedonfSmartGridinvestmentsthatwillhelpreducer
emissions.TSenate Bill{SB)117establishesthepveralHntentthatSmartGridy
deploymentsthelpachievethefollowing: thegoalsofAssemblyBill{AB) 32, thestate’sy
33percentrenewableportfoliostandard{RPS);aswellasachievingCalifornia’sy
distributedgenerationgoalsanddemandresponsemandate;improvedbuildingandy
applianceefficiencystandards;andimplementationoftheelectricprocurementioading;
order.7SDG&E’svisionisthatutilitieswillprovidethefoundationthatfacilitatesther
achievementpfmanyofthestate’semissionreductiongoals.Thespecificmeansby;
whichthisDeploymentPlancomplieswith 5Bl 71aresetforthindetailinfSection2.6710f

thisSmartGridDeploymentPlanVision.m

SDG&E-SmartGridDeploymentPlan:12011+—2020; Pageil2y

1

SB GT&S 0247774



SDG&FE’svisionistoworkinicollaborationwithkeystakeholderstorreatethe
foundationforaninnovative,connectedandsustainableenergyfuture.7infact, abroad;
cross Lsectiomoﬁstakeholdersnfromqacrosswthewservicejterritoryprovidedinputwtowthisw
filing, pfferingsuggestionsendrecommendationstoenhancethiswvision.TSDG&E~
believesthatthefocuspfitsSmartGridinvestmentsshouldibeonimaximizingbenefits
tocustomers.TByleveragingdigitalendadvancedtechnologiestocreatemsmartergrid,;
customerswillbenefit-fromcost Leffectivewsolutionswtowthesenewwchallengesqandgaim
synergieswhilereducingenergyconsumptionandrelatedemissionsfromtheseevolvingy

technologieswhilesisohavingconfidencetheirprivacyisprotected.TForexample:

ffi ThroughautomationtechnologiesintegratedwithitheSmartGrid,customers-wilh
bep@abletomanagediscretionaryioads, such-asshomesgirconditioningrandPEV
charginginamannerthatisthemosttompatiblewithiocalelectricdistributionn
needs.7By2020,theusepfstationaryandPEV-patteriestanbemnetworkedaty
home,atwork,andatshoppingmallstothelptheutilitystabilizethegridduring,
partiallycloudydaysorerraticwindrconditions,potentiallyjoweringthexostiof;
PEV-ownership, whileincreasingtheamountpfrenewableenergyintegrated

reliablyintothegrid;y

ffi Customerswillthavetoolsthatwillhelpthemmanagetheirenergyusesndcostsy

andymakeiteasyforthemtodoso;;

ffi Customerswillthavepricesensitiveappliancesmnddevicesthattanber
programmed-toreacttotherchangingcostofenergysndmodifybehaviortos
lowerenergybillsaccordingtocustomerpreferences,suchasdelayingthe
refrigerator'sdefrostcycletomidnightwhengirconditioneruseisiow,aswellas
chargingePEVearlierorijaterintheintheeveningtoearlymorninghourswheny
thewindisblowingmorethanexpected, andevendischargingenergyfrom;

storagewhentheypriceisextremelyhigh;y
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ffi Customerswillbeabletoridethroughelectricoutagesbyileveragingmicrogridy
technologiestomanagewrcombinationoficommunityenergystorage,electricy
vehiclebatteries,joadfollowingfuelrcells,,anddistributedsolarandwind
generation. EventuallyPEV-batterieswillsupplyenergy,-end-homeenergy;
managementsystemsandsmartgeppliancesanddeviceswillbeutilizedtobetter

matchenergyusetothesupplyavailable

ffi Customerswillbesbleto]jooktotheSmartGridforprovisionofrealtimeprices,
energyuseinformationgndtoenableansarrayofbillingoptionstoenablethem

tomanageenergyuseandrosts.]

ffi SDG&Ewillbewbletoprovidehigherjevelspofpowerquality, reduceputages,;
andreduceTrestorationtimepyimplementingmnewtechnologies. SDG&E-wilhy
implementSmartGridcapabilitiesthatcanprovidecustomersdifferentiated;
levelsofreliabilityandpowerqualitythateretailoredtomeettheirspecific

needs.T

SmartGridinvestmentswillprovideautilityplatformthatcreatesanetworkofmany;
differentmarketparticipantsthroughoutthegrid, sllowingelectricitytobegenerated,;
stored,deliveredendconsumedinthemostrostefficientendecologicallysound,
mannerpossible. 7Thiswilllempowerpowerproducers,fosterinnovationinequipmenty
suppliers,andenablenewtradingpartnerrelationshipsendnewproductmarkets
(whichmayrincludethingssuchaspallowingcustomerswithdistributedgenerationand
storagetoparticipateinbalancing, storagemnd/orancillaryservicemarketsatthe
distributionservicelevel), sllofwhichwillservetoincreaseefficiencymndminimizecosty

andemissionsassociatedwithelectricityconsumption.m

Manyutilitiesscrossthemnationarewaitingtoseewhathappenselsewherepefore
respondingtotheseindustrychanges.TFortheSanDiegoregionandSDG&E, however,

waitingjisnotanpoption. 71SDG&Erxannotwait-because:;
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ffi Itscustomersandmanystakeholdershaveshownconsistentsupportfornews
renewableegislation,generationtechnologies,andprojects uwithwsomeqalreadyw
beingdevelopedandmorebeingplannedintheSanDiegoregiontomeetthe3 37

percentrenewableportfoliostandardby2020;7

ffi ItscustomershaveinstalledmoremegawattsofrooftopsolarinSanDiegothan
utilitycustomersinanyptherU.S.city. 7By theendof2011,over13,000—more’
thanilpercentt+—ofSDG&Ecustomerswill-haveinstaliedphotovoltaicsystems;

totalingover100MW-rpfrtapacity;]

ffi ItscustomersaresireadytakingdeliveryofNissanleafandChevroletVolty
electricvehicles, withmorelLeafsbeingsoldinSanDiegothananywheregelsein
thecountry{andFord,Mitsubishi,and BMW-haveglsotargetedtheSanDiego

regionfortheirPEVreleaseiniate2011+early2012);and 7

ffi Itscustomersalreadyhaveaccesstointervalusagedata,withtthousandssigningy
upforGooglelPowerMeter.-Theyarepoisedtoleveragenewenergy]

managementtechnology.]

SDG&E—ran'twaitforotherstomoveforward, becauseitscustomersarealreadymoving
forward.7Consistentwiththeviewsexpressedbymanypftheutility'sstakeholders,
SDG&Eenvisionsafutureijnwhichcustomersarerempowered, L1 L1With1acc1.lrate1orice1
signals,;advancedenablingtechnologies,awell Ldesignedmﬁarketwstructure,qandanSmartw
Gridthatellowsthemtorchoosehowtheywanttorconsumegndgeneratetheir
electricityand-maximizetheirenergywvaluebasedontheirownpreferencesands
priorities.TCustomerswillbegbletosafelyaddincreasingievelspfintermittenty
distributedrenewablegenerationandmayevenprovidegridreliabilityservicestothe
utility.iTheelectricitygridwill beabletoaccommodateincreasingdemand-fromPEVs.g
Accuratepricesignalsmayglisoencouragemoreeconomicdecisionstegardingcharging,
suchwvehiclesduringoff Lpeakqandwsupelrjoff Lpeak1'1oursqwhen10ricesqare1ow13ndwthere1'sw

sufficientsystemapacitygndresources. TSDG&E-willachievegreaterefficienciesby;
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movingtorcondition Lbasedwmaintenanceqandimplementingqotherwefﬁciencw

improvementsthroughtheusepfnewtechnologies.

Thegriditself-willbecomemoreTresistantandresilienttoanever LincreasingTu.lmbeﬁoﬁ
threats, fromcyber 1attackwtowterrorism,qanchcustomersqand1:;roviderswalikeqwilHaew
confidentthattheijnfrastructuresandinformationtheydependonaresecure.;TheSmarty
Gridwillalsoempowerelectricityproducerssndpthermarketparticipantsbycreatinge;
network-thatallowsforefficientcoordinationamong manydifferentmarket;
participants Ll‘From1centrahstation*generation,rapacitywandwanciIIary15ervice1resourcesftow
distributedgenerationendidemandresponseresources uandqallowswelectricitywtoiaew
generated, stored,deliveredandconsumedinthemostrcostefficientandecologicallyy

soundmannerpossible.

SDG&EFE’svisionforitsSmartGridDeploymentPlanisintendedtorreateasecureutility
platformforthe'SmartCustomer”’thatempowersthem-witheliability, choice,control;
andconvenience.Thisutilityplatformpfthefutureisenabled by SDG&E’ swvisionpfa
“Smart-Utility"thatiscapableofroordinatingenergyresourcepperationacrossthegrid,;

fromrcentralstationgenerationandcapacity; ~

resourcessitedonthetransmissiongrid, to “SDG&E;can’t wait forpthers
7

distributedenergysnddemandresourcessitedon toimoveforward, becauseitsy
customersurenulreadymoving 7
forward.”;

thedistributionsystem. T hrough-itsutilization

andexpansionofinformationdeliverychannels,;

SDG&Ewillprovidecustomerswithmoretimely;
andrelevantinformationontheirenergyusage, marketpricesandsystemrconditions]
andymakethemmactiveparticipantsinthefSmartGridpfthefuture.rlastly, bycreatings;
utilityplatformthatensuresreliabilityandgllowsresourcestorespondtogccurateand;
timelypricesignalsandsystemeventrconditions, SDG&E-willstrengthentheefficiency,;
transparencyandsecuritypfthegridtosupportitswvisionofat'SmartMarket’forijts

customersandgiigridstakeholders.
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SDG&E1ooksforwardtoworkingcloselywithitscustomers,stakeholders, they
Commission, theCaliforniaindependentSystemOperator{CAISO),andFederalEnergy,

RegulatoryCommission{FERC)tohelpachieveitsSmartGrid-DeploymentPlanVision.

2.2 SDG&E'SISMARTIGRIDVISIONT

Theelectricityindustryisfacingunprecedentedrchanges.7Customers,increasingly;
concernedwiththeircarbonfootprintandrisingenergycosts,areinstallingdistributed
renewablegenerationresourcesingreaternumberseveryyear.TPEVsarebeing;
introducedearlyintheSanDiegomarkettorespondtomagrowingfocusonwhatan
individualcandotohaveiessimpactponthegenvironmentwhilereducingtheirmonthlyy
transportationfuelexpenses.TNewtechnologiesaremallowingcustomerstobecomer
increasinglyempoweredtomanagetheirenergyusagetominimizeelectricitycostsand,
airemissions{bothgreenhousegasesandrcriteriapollutants)associated-withtheir

electricityuse.m

Inordertosuccessfullynavigatethesechangesingwaythatmaximizesthewvalueofthe
services, SDG&Ehasadoptedpvisiononthebasispfinputfromcustomers,key

stakeholders,andemployees.Titsvisionjssetforth-below:

“SaniDiegoGasi& Electric,7incollaborationwith key stakeholders, will create the 7

foundation forunijnnovative, tonnected mnd sustainable energy future.”7

Thisisalso SDG&E’svisionforSmartGriddeployment. TSDG& Eqwillworkwithkey
stakeholderstodeploySmartGridtechnologiesthatcreateaninnovative, connected
andsustainableenergyfuturethatprovideswvaluetoitscustomers.fitwilldothis by
makingSmartGridinvestmentstoensuresafeandyeliableelectricityserviceasy
customersinvestinrenewable DGandPEVs,andallowSDG&Etoeffectivelyy
communicatewithcustomersandtheiragentsregardingtheirenergyuse. iThis{‘core
technicalplatform”willincreasethewvaluepfservicesSDG&Eprovidesendempowery

customerstoconsiderdistributedenergyresourcesDER)alternatives, after 'meterl
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services,and/oraPEV,therebycreatinganewinnovativeandimprovedcustomer
experience. TSDG&E’svisionalignswiththewvisionsetforthintheElectricPowen
Researchinstitute{EPRI)-Publicinterest Energy-Research{PIER)programfinalproject;

reportentitled-CaliforniaUtility Vision and Roadmap forthe Smart Grid of Year2020.1m

IndevelopingthisDeploymentPlan, SDG&Esolicitedinputfromitsicustomersands
stakeholders.1ﬂThreeqareasWOﬁinterestwstoodqoutqaswthehighest*prioritiesimthesew
discussions:customerpehavior/education, demandresponseandratedesign.TiThese
keythemesandotherareasofstakeholderinterestaresummarizedingreaterdetail

belowsndincorporatedthroughoutthisdeploymentplan:y

1. EducateCustomersonEnergyOpportunitiesandChoices.TEducationof;
customersandallstakeholdersisparamount,andsignificantinvestmentin
customerctommunicationsandresearchroncustomerbehaviorshouldbehigh
priorities.Customerjbehaviorandpreferenceswvary,thustheeducationfandy
productiandservicepfferingsneedtowvarygaiso./‘Onesizedoesnotfitail.”;
Utilizingpeer to Lpeerweducatiom'sqamimportantws’trategy.ﬂSignificantweducatiom
willglsobeneededforSDG&E’'sworkforcewhowillbeintegralinpofferingthisy
educationtocustomers.TEducatedcustomersimakebetterchoicesgndaremore

empoweredtoimakevaluedecisionspnenergy.;

B A I

1-SDG&E150Iicitedinpu‘rffromqthewfoIIowing;organiza’cions1::\51"ﬂdeveIopedﬁthiswdeploymenﬁplan:q
ffi  Environmental:TEnvironmentalHealthCoalition; SanDiegoAudubonSociety; SanDiegoCoastkeeper;

ffi Academia:rSanDiegoState University{SDSU)CenterforEnergyStudies; UniversitypfCalifornia, SanDiego;
(UCSD) DivisionpfCalit2;1UCSDOfficepf Strategic Energyinitiativesy

ffi BusinessOrganizations:78anDiegoRegionalChamberpofi:Commerce;SanDiego, North-County, EastCounty;
economicdevelopmentorganizations

ffi  MunicipalUtilities/GovernmentalOrganizations:7Cityof SanDiego; CountypfSanDiego; Cityof ChulaVista;;
SANDAG Energy Working Group?

ffi RatepayerAdvocates:Utility Consumers’ActionNetwork{UCAN);

ffi  EnergyNGOs:UniversitypfSanDiego{USD)SchoolofiawEnergyPolicyinitiativesCenter{EPIC);California;
CenterforSustainableEnergy;

ffi LargeCustomer/Corporateinterests:iSony; Additional Large Communications Technology Company-
ffi  CollaborativeOrganizations:{JCSDConnect; CleanTechSanDiego;
ffi Workforcelnterests:SanDiegoWorkforcePartnership-
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2. Facilitate EnergyEfficiencypndDemandResponse.TCustomeraccesstoenergy’
information,.energypricesandemissionspbytimepfdaywithrenabling
technologiesthatallowrtustomerstocontroland-maximizetheirenergywvalue;
areritical.fThisissimilartotheimportanceofcommunicatingwithcustomers
intheirchosenianguage;utilitiesthavesnpbligationtoprovideand
communicatecustomerspecificusageandpriceinformationwiththecustomer’sy

chosentcommunicationchannel(s).n

3. OfferRateDptionsandCostChoice.7Cost 'basedandtime differentiatedratesini
someformarexriticalend must-belinkedbyrcustomerstorcost Lsavingswtoiaew

effective.y

4. EnablePlug lin-iEIectric-MehicIes-(PEVs).T1SDG&E'sgoah‘swtowensurewthewsafe,w
reliableandefficientintegrationiofPEVchargingioadswiththeutilityq
grid.7mCommunityplanningisimportantinaddressingthepotentialfuturetramp
up”of-homeandpublic/commercial PEVchargingfacilities.7Cost Lbasedq’cime L
differentiated PEVratescanbeaneffectivewaytoencourage PEVrcharging,
duringoff Lpeak1'1ours,qandwyieldqother‘;systemiaeneﬁtswthatwcouldTesultqfromqaw
moreefficientusepfthegridtoday,andinthefuturepotentiallyenablejonger

termPEV—chargingandelectricitystorage.q

5. EnablegndintegrateEnergyftorage.iThereisarxonsensusintheindustrythat;
electricitystorageijsacriticalcomponentinmitigatingintermittencyand;
integratingincreasedpenetrationofrenewabledistributedgeneration.7lLarge L

scalestorageshouldbepartofthestrategy, asshouldwvehicle ko Lgridwstorage.m

6. ExpandfCollaboration.7SDG&E, itsvendorsandsuppliers,businesses,partners,;
communityjorganizations, keystakeholdersandecademiashouldaliwork;
togethertoincorporateprojects/conceptsintoSmartGriddeployment.7Smarty

Gridfunctionalitycouldhavesignificantpotentialasaiocaleconomicdriver.q

SDG&E-SmartGridDeploymentPlan:12011+—2020; Pagel9

1

SB GT&S 0247781



7. SupportiWorkforceReadiness.TASmartGridwillhdemandanewworkforcewith
specificskillsateliHevels. TSDG&E,academia, business,-andiaborshouldwork;
togethertoxreateand/orinvestinthexcreationpfanew,Jocal{“reservoir’1ofq
talentwiththeseskills.Tinjaddition, thereneedstobemaproactiveapproachto
workingwith-unionsinordertodevelopegreementsthatareforward Lthinkingw
andcollaborativemandsupportafiexibleworkforcethatisabletomeetthefuture
needspftheSmartGrid.7Currentemployeeswillneedtodevelopnewskilisto
adapttotechnologicalesndbusinessprocesschangeswhile HRsystemswillneedy
tobeplignedsothattheworkforceisflexiblesndronsistentwith-SmartGridy

needs.]

8. IntegrateDistributedEnergyResources{DER).7iTheSmartGridmustbegableto
integrate DERresourceswithoutadverseimpactsonteliability. 7TheDeployment;
PlanshouldaddressthowSmartGridtechnologiestantfacilitatedevelopmentofy

combined-heatandpower{CHP)facilities.q

9. ExpandilTechnologyDevelopment.Tinvestmentandrollaboration,integrationofy
newtechnologiestointerfacewiththeSmartGrid,aswellasbusinessand
technologytransitionstrategiesareneeded-toensureexistingtechnologiesare;

optimized.]

SDG&E-hasdevelopedthisDeploymentPlanonthebasispofitsvisionendstakeholder
inputendconsistentwiththerequirementspfD.10 o6 l()47.11Pu rsuanttothatdecision,;
SDG&E’'sSmartGridDeploymentplandescribesSDG&E’'sSmartGridvisioninthe
contextofthree-highievelconcepts+1‘SmartCustomer,”{"SmartMarket,”and{'Smart;
Utility” below.TTSDG&E’s DeploymentPlanwillalsorcontinuetoevolveastheprioritiesy

andexpectationspfitscustomersandstakeholderschange.
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23 “SMARTICUSTOMER"q

SDG&FE’svisionpfthe{'SmartCustomer”isonewhoijsempoweredandablettomake;
informeddecisionsebouttheirenergyusagemndgenerationasaresultofSmartGridy

investments, sllowingthemtomaximizetheirenergywvalue.m

Specifically, SmartGridinvestmentswillcreateppportunitiesforthe“SmartCustomer”
ofthefuturetoreduceenergycostanduse, toreducetheircarbonfootprint,andto
installandeffectivelyutilize DGandafter Lmeterwtechnologies.ﬂUnder*iSDG&E'SWSmartw
Grid-DeploymentPlanVision, thewutilitywillcollaboratewithcustomersandenergy
serviceproviderstoprovidecustomerswithimorexchoicepnthowandwhentheyuser
energybasedonimprovedinformationyincludingmccuratepricesignals)andmaccessto

enablingtechnology.mm

SDG&Ewillcreateautility foundationforaninnovative, connectedendsustainabley
energyfutureandworkwithcustomersandserviceproviderstoincreasecustomer
engagementwithandadoptionjofnewenergymanagementtechnologies.7Fromsan
“SmartCustomer”perspective, thiswillgiveconsumerstheopportunitytorapturethes
benefitsofawiderangeofexistingmndemergingenergytechnologiesandassociated
energymanagementproductsandservicesthatmay, ormaynot, beprovidedbythe
utility.iTheseenergyproductsandtechnologieswillempowercustomerstoreduce
energyusewhenenergypricesandassociatedemissionsareattheirhighest,and;
reducetheiroverallenergydemand,sllofwhichwillreduceenergycostsandrelated;

emissions.

Customerswilllbesaware,informedandknowledgeablegbouttheirenergychoices,andy
havethetoolstoactuponthosechoices.Customerswilluse, store, produce,and/or
manageenergytomeettheirindividualneedsaswellastheneedspfthegridand;
energymarketswitharclearunderstandingofitswvalue.7Technology,energy Lrelatedw
services,sndenergymarketswilllevolveasmarketparticipants/actors:{1)theywill

adoptnewtechnologiesthatintegratereadilyaccessibleinformationwithautomated-

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page21,

1

SB GT&S 0247783



systemsthatmanagesppliancesandequipment;{2)theywillinstallcompetitiveq
distributedgenerationsystemsandnetworkedandintegratedPEVchargingequipment;;
and,{3)theywilloptimizerenergystoragecapabilities.Tinordertoachievethese
objectives,jtwilllbenecessarytoensuretheavailabilityiofaccurategndtransparenty
cost LbasedTateswandwpricingqandWStandardized/reliablewim‘ormation.wThiswwilhenablew
utilityandmnon "utilityWServiceproviderswtopffemcompetitiveproductsqandwservicesqthatw
willbewvaluedbyrustomersend3rdpartyserviceproviders.TSDG&Ewillcreates
standardizedplatformforthetransferofcustomerusageinformationtothirdparties]
(withcustomerapproval}, therebyenablingcustomerstogccessthirdpartyservicesandy

reduceoverallmarkettransactionscosts.]

SDG&Erecognizesthatengagingwithandproactivelyreachingputtorustomersis]
criticaltothesuccesspfitssmartmeterdeploymentandSmartGridutilization
efficiency.1Bothdemandside{customers)randsupplysidedecisions{includingself L
providedsupply)aremoreefficientifvalued 1addedmﬁarkeﬁ'nformatiom'sqavaiIablewtow
marketparticipants.7iThetCommissionandtheStatethaveclearlyembarkedonthepathy
ofdeployingmdvancedmeteringtechnology{e.g., smartmeters).TAdvancedmetering,
technologyisnotonlyachievingpperatingefficienciesinmeterreading,i.e., sutomating;
themeterreadingprocess,butasrecognizedbymanypfSDG&E’sstakeholders,;
includingconsumeradvocacygroups, businessinterests, Tacademia, non Lgovernmentah
organizations, andcorporateinterests,thewavailabilityofmoretimelyandgranularm

(interval}energyusageinformationtangndwillchangecustomerbehavior.m

Therchangeincustomerenergyusagetesultingfromsmartmeterscanpercategorized;

intofourimpacts:]

ffi Informationfeedback
ffi Demandresponsefromshortrunpriceelasticityn
ffi EnergyefficiencyrorequipmentinvestmentsincludingPEVsy

ffi Distributedgenerationandstorageinvestmentsy
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Toachievertustomerandenvironmentalbenefitsassociatedwiththeseimpacts,;
investmentsarenecessarytoensurethegavailabilityofenergyusagedatastthegranularm
level.TCustomer Lspecificintervahusage1'nformationTnustwbepresentedimaqtimely,w
understandableanduseful-form.7Customersmustunderstandtheirratestructureands
theimpactsthatmayresultfromwvariousidynamicrateoptions.7Time Ldifferentiatedw
rates,insomeform,arearcriticalcomponentinthesuccesspfdemandresponseand,

adoptionofnewenergymanagementtechnologies.”
CustomerEducation, Dutreachandinformation

UnlesstustomersunderstandthebenefitsthatSmartGridprovides, believethose
benefitsaremeaningful, and-believethereisaneasymndfeasiblewayforthemto
participate,theywillHikelynotiengage. 1SDG&E’scustomereducation, outreachandy
communicationsstrategywillrecognizemndeffectivelyrespondtothischallenge.n
SDG&Emustcontinuetotailorspecificcustomermessagesendrontenttospecificy
customergroupspasedonhowtheyuseenergy, howtheygccessinformationabouty
energy,sndhowtheymakeenergydecisions.Tinaddition, SDG&Ewillneedtoworkwithy
eachsegmenttoensuretwo 1Wayjfeedback/communicatiomschustOmersi’wavewthew
informationtomakeijnformedenergyrchoicesondemandresponse,energyefficiency;
investmentmeasuresandself Lgeneration.TCustomemeducatiomanchcommunication51
willmeedtoincludeafullrangepfputreach, beginningwith-generalenergyiawareness,
tospecific, targeted, customer Lselectedpptions.mByqachievingwthewforgoingpbjectivesn
SDG&Ewillempowercustomerstobettermanagetheirenergyusagesndminimize

emissions,consistentwiththestate’spolicygoals.q

SDG&Eismlsoplanningtoprovidewvariousapplicationsforpn LHnepresentment*pﬁ
energyusage, ratexcomparisonanalysis, nearreal Ltimewinformatiomandwonthwtowdatew

billglerts,month LencHaiIhprojectionsqandwhighhilhanalysis.Tn
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MaximizingBenefitspftheHomeAreaNetworkandOtherCustomerPremise

Technologies

Customerswilllberempoweredtoparticipatefinandrespondtomarketsonthetechnicah
platformcreatedforHomeAreaNetworks{HAN)andothercustomerpremisenetworks.
TheplatformistcomprisedofseveralcorexxomponentsthatincludetheDemand;
ResponseControlApplication{DRCA)}, thenetworkcommunicationpathintothethome
orbuilding, theHANprotherdevicesatthertustomer'spremises,thexustomerportah
applications,endthebackpfficeintegrationsrequiredtosupportthoser
systems.7{‘Behind the Lmeter'ﬁservicesqandqapplicationswaccessediaywthe1customer1'nsidew
theirpremises, suchrasmonitoringiandmanagementofdevicesctonnectedtotheHAN,
couldbeexpandedbeyondthirdpartiesendextendedtowutilities, therebygiving,

customersmorechoices.]
AccommodatingincreasedPlug inElectricVehicle{PEV)Penetration

Thet1‘SmartiCustomer’maydriveanelectricorplug L'rmelectricwehiclewandWSDG&EWisw
preparedtoaccommodatetheirincreasedmarketadoption.TAfter2012,thousandsto
tenspfthousandspfPEVsareestimatedtobepwnedbySDG&E'scustomers.Withan
estimatedioadof3.3kilowatt{kW)pervehicle{6.6 kWperwvehicleafter2012)this
equatestod5megawattsy MWhofT\ewioad2,whichifnotTnanagedqandintegratedw
properly,could-haveasignificantimpactonthejocalelectricdistributionsystemands
potentialgenerationneeds.Tif SDG&E’sserviceterritoryexperiencesrapidadoptionpf
PEVs,theputlookfor2020¢couidbeasmuchas200,000+vehiclesinthegreaterSany
Diegoregion.TStakeholdersinthemunicipalarenahaveexpressedrtoncernaboutthe

impactpfthecoming“wave”’0ofPEVs.q

Onepfmanyrchallengesassociatedwith PEVgrowthrateswill-bethe{‘clustering”ofPEV

ownershipi.e., twopormorePEVsservedbyoneneighborhoodtransformer).7Thiscouldy

>SDG&E-E0Y2012-estimater
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beparticularlyanissueinthepldercoastaliareasof SDG&E’sserviceterritory. Tinmosty
instancesthesecoastalhomesaresmaller, donothavegirconditioningandthenumber
ofcustomerstonnectedpertransformerisgreaterthanmneighborhoodswithsair
conditioningjoadintheinlandareas. TA 3 kW—rhargingioadiscomparabletoiarge
centralgirconditioningjoadthatisaddeditothejocaldistributionsystem.7SDG&E-isT
currentlyinvolvedwithanElectricPowerResearchinstitute(“EPRI”)projecttofurther
assessthejmpactpofPEVsonthegrid,aswellasmonitoringthePEVioadsandcharging
patternspfPEVrcustomersduringthe2011deployment.TProactively, SDG&Epbelievesit
isimperativettoexaminethree@areaspfsystemactivities:Ttheneed-forexistingfacilityy
upgrades,sneffectiveusepfsmart{monitoring)transformersandunderstandingthe
loadsgeneratedfromtheuseofpubliccharginginfrastructureinorderaddressther
comingPEVchargingdemands, andsupportingPEVserviceproviderstoprovidetimely;

andadequatecharginginfrastructure.;

Finally,underSDG&E’'sSmartGridDeploymentPlanVision, SDG&Ewillenableand;
supportthegrowthofelectrictransportationwhileensuringthesafe,reliableand
efficientintegrationwiththegrid. 7SDG&Edesirestocreatemnexcellentcustomer

experiencegndbuildconsumerconfidenceinrtleanelectrictransportation.m
CustomerExperiencepfthef'SmartUtility”oftheFuture

Toensurethatthe{'SmartCustomer’jsempoweredandinformed, SDG&Eenvisionsa
customerserviceexperiencethatmeetstheirpreferencesandneedswhileprotecting

theirprivacy.

Today’stechnology,includingtheijnternetendsmartiphones, hascthangedhow SDG&E’sy
customersteceiveinformationgndthandletransactions.7Theyhavercometoexpect;
instantaccesstoinformationandwviamultipletechnologyplatforms.7Thirty Leightw(38h
percentpfSDG&E scustomershaveoptedtoviewandpaytheirpillonlineusingMy
Account,andtheyrcanglreadyviewtheirhourlyenergydataonGooglePowerMeter.7

LaterthisyeartheywilllbeabletoseehourlydatathroughiMyAccount.TSmartMeters,
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andyaccesstoenergyconsumptioninformationwillprovideitscustomersthe
opportunitytohavemorecontrolovertheirenergyuse.7TheywillHooktoSDG&Eto7
providethem-withthetoolstowunderstandtheinformationaswellgssolutionstosave;
energyandmoney.TCommunicatingthisinformationjinaneasily Lunderstandablewandw
timelywayiswhatcustomerswillexpectendsoontcometodemand.mCustomerswanty
choicejincommunicationschannels:{textme”withoutageinfoandupdates, but{‘email
me”wboutnewprograms.Tinprdertomeettheneedspfitscustomersandestablishthe
kindofrelationshiptheywantfromtheirutility,ISDG&Ehasearesponsibilitytobesbletor

reachthemthroughtheirpreferredcommunicationchannel

Customers’concernsabouttheenvironmentandtheireconomicsituationsareaiso]
growing.TCustomerswant-helpevaluatingsavingsopportunitiesassociated-withy
replacingtheirapplianceswithmoreefficientones.Withdynamicpricing, customers;
wanttoknowhowtheycanusein LhomejdisplayswandeAN stoprogramappliancestogo
ongndofftosavemoney.fiTheyaresalsointerestedinevaluatinginvestmenty
opportunitiesiikedistributedgeneration, batterystorageandelectricvehiclesandwilly
looktoSDG&Eforinformationandinsights.iThroughonlinechannels,interactiveweby
tools,endusepfmedia/video;thesepftencomplexanalysesandrconceptstantbemore
clearlypresented,significantlydincreasingunderstanding,customersatisfactionand;

ultimatelyadoptiongndengagementinsustainableenergypractices.m

SDG&E’sinvestmentsinmobileapplicationsandsocialimediaarenecessarytoprovide
thewrrayofutilityservices{billing, billpayment,energyusageinformation,demand
responseprograms,energyefficiencyprograms,jowincomegassistance,etc.)toq
customerspontheirchosencommunicationschannels. TSDG&E-mustinvestintechnical
infrastructureandsupportingspplicationstointegrateandicommunicatewithitsy

customers.Tn

Empoweringcustomersmeansprovidingthemwithinformationthatraisestheir

awarenesssothattheycanmakeintelligent{smart)choicesregardingtheirenergy,
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usage.7Suchinformationmustbedeliveredtothecustomeringtimely,transparent,;
relevantandreliablemannerwusingthecustomer’spreferredchannel. 1Customerswilly
thenbemostiikelytomakedecisions{behaviorchanges)regardingenergy
consumption.The ' SmartUtility”willelsoneedtomaintainthesbility tocommunicate

withcustomersthatdonotuseanynewelectronicmedia.g

SDG&E’s1"SmartCustomer”isionjstopeproactivesndrolliaborativewithitscustomers
todelivermutuallybeneficialoutcomes.ThismeansthatSDG&E-willcontinuouslywork;
withcustomerstounderstandtheirpreferencesandprovideservicesviatherthannelsy

thattheywvalue. TSDG&Ewillcontinuettoadapttoitscustomers’thangingexpectations.

Asthepopulationinitsserviceterritorychanges, SDG&Ewillcontinuetoprovide
appropriate, multi LHnguahz:ustomeﬁserviceTepresentativeﬂandeon LEnglisl’nprinted1

materialtopettercommunicatewithitscustomers.1m

24 “SMARTMARKET"q

SmartGridinvestmentswillcthangetheexistingmarketbyempoweringcustomerstor
maximizethevalueoftheenergyandptherservicestheyreceivefromthegridand,
participateinidemandresponseandpotentiallyancillaryservicemarketsinthefuture.
Withaccuratepricesignalsinretailrates, SmartGridinvestmentswillallowmarketsfor
DER®@ndPEVstogrowwithoutimposingmadverseimpactsoncustomerswithoutDERr
PEVs.TSmartGridinvestmentswillalsoimproveefficiencyingridpperationsandreducer

costsforcustomerspovertime.Tm

UnderSDG&E’svisionpofaninnovative,connectedandsustainablesenergyfuture, they
“Smart-Market”willhenhancecustomerservicesndwillprovidecustomerswithgreater
energyservicechoices, tontrolandconvenience. 7TSDG&E-willprotectcustomers’y
personallyidentifiableiinformationinfasecureenvironment.1Customerswillbeabletor
chooseglternativerenergymanagementandinformationservices.7Consistentwith?

feedbackfrommunicipal,business Loriented,qandqz:onsumeﬁadvocacyqs’takeholders,w
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SDG&E’ s SmartGridwillensurethatnewmarketparticipantsareabletoentermarkets;

andprovideservicesthattustomersdesire.1TSmartGridinvestmentswillhelpSDG&E:7

ffi Enhanceoverallvalueofidentifiedproductsaspartofthemarket;;

ffi Improvepverallefficiencyandoperationof DERongrid;;

ffi FacilitateparticipationofDERinto1CAISOmarket{includingapilotprogramto
demonstrateviability);n

ffi Enabletime Ldifferentiatedwrateswfor15torage,welectricwehiclesqanchsmalh
distributedgeneration;

ffi IntegratesmalldistributedgenerationintotheCaliforniaindependentSystemn
Operator{CAISO)market;and,

ffi EnhanceCAISOoperationalflexibility, whilenaintainingand/orimproving,
SDG&FE’sgridreliability.q

SDG&E-willprovideiinformationjandensuretheexistencepfetommunications
infrastructurethatfullyenablesthecapabilitiesandpotentialbenefitsiofthe“Smart
Market.”7SDG&E-willHeverageppenstandardsiandinteroperable-architecturesto
enableexistingmndmnewparticipantstotradeinformation,productsandservicesin

thesemarkets.tm

SDG&FE’svisionforaT SmartMarket”-willrequirepricesignalsthatiaccuratelyreflecty
coststoprovideutilityservicessndavoidburdeningponeclassofcustomerwithcosts;
thatwereincurredtoserveanothercustomer{cross Lsubsidization).ﬂThiswwilhalsowhelpw
promoteTrational, sustainableandeconomicallyefficientdecision Lmakingwthatwwilhalloww

customerstominimizetheirenergycostsandemissions.

Distributedrenewablegenerationforresidentiainetenergymeteredrcustomersisya
goodexamplepftheneedformoregccuratepricesignalstorxreateastrategythatwilly
leadtojong Lterm15upportfor,qandqcontinued1’nvestmentwin,jdistributedTenewablew
energyinCalifornia.TAresidentialnetrenergymetering{NEM)customerisgenerallya

homepwnerthat-hassufficientlyhigh-wealthorincomeprathighenoughrcreditratingy
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toeffordaPVsystem.TWhensuchacustomerinstallstenewablegeneration, theyuse
SDG&Eiikeabattery—SDG&Estorestheelectricitythecustomergeneratesbeyond
theircurrentifdemand,andreturnsthatelectricitytothecustomerwhentheymneedit.q
TheysalsoTreceivewhateverelectricitytheystillineedfromSDG&E-underdeeply
discountedtierilandtierR2rates.TUndercurrentratedesign, SDG&Edoesnotrcharge
the'NEM—customerforthe{battery,”or"reliability”’servicejtprovides.THowever, these
costsarereal. lUnderexistingrules, customersthatthavenotorcannotaffordtoinstally
PVareforcedtopaythesercosts.Tinordertoensureaiong Lterm15ustainablewmarketwforw
distributedrenewableenergyinCalifornia,[NEMcustomersshouldpaythercoststhaty

areiincu rredwtoprovidewthesewservices.3Tm

SDG&EFE’sdiscussionswithwvariouscustomersandstakeholdersthavesisoiedtorn]
additionalcomponentiof SDG&E’svisionforat'SmartiMarket”:ascustomerneedsand;
desiresevolve,jtwillbenecessaryforSDG&Etomakeiowemissionelectricity
commodityservicesavailablefromtheutilityinwvariousformssoiallof SDG&E’s
customershavethepptionofincreasedaccesstorenewableenergyatreasonabler
prices.TAllofCalifornia’senergyconsumersshouldhavethepptiontochooseenergy;

fromrenewablesourcesandtoreducetheiremissions.T

25 “SMARTUTILITY"

A{'SmartUtility”understandswhatitscustomerswant, need,andwvalue.TUnder
SDG&EFE’svisionfora{'SmartjUtility,”itwillcreatethefoundationforaninnovative,;
connectedandsustainableenergyfutureinitsserviceterritory. 7Customerssare
expectedtoiincreasinglypdoptautomatedenergymanagementsystems,instalh

distributedenergyresources,utilizeenergystoragercapabilities,andchargeelectrical

3'Dne10frthe11nintendedxonsequencespﬁthispolicyisqthatx:ustomershavemowincentiveﬂtmconsideradoptingwenergyw
storageaspartpftheirsystem.7Evenifenergystorageinstalled-withaPVsystemcouldprovideamoreefficient;
solutionforacustomerthanwutility storage,itwould not beadoptedbecausePVrustomerscanyeceive storage for;
free.7Forthisreason, theinaccuratepricesithatresultfromNEMstandasaniobstacletothegefficientadoptionof;
storagetechnologies by PVrustomers.7y
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vehicles.CustomersthaveglireadytoldSDG&Ethattheywantmoreservicepptions.
SDG&Ewillprovidecustomerusageinformation, pricesandrriticaleventnotifications
throughtherxustomer’spreferredcommunicationchannels. it willdevelopthe
distributionsystemandinformationtechnologyinfrastructuretoenableandsupporty

growthinthesecustomerglternativeenergysolutions.1q

TodothisandaccommodateCalifornia’s RPS, NetEnergyMeteringandlowCarbonFuel
Standardrequirements, SDG&E-willneedtoimproveitsibilitytointegrateincreased;
levelspfrenewablegenerationgndelectricvehiclesintothedistributiongridthroughy

variousSmartGridinvestments.1n

AsaT"‘SmartUtility,” SDG&E-willpromote{‘SmartMarkets”-byenabling,facilitating 7
and/orcreatingreliableandtransparentinformationservicesthatarevaluedby;
customersandmarketparticipants.7SDG&E-willkenablestandard, consistentprotocols]
acrossmarketstoprovidesecuretransactionsendyprotectcustomerinformation.Titwilhy
createaplatformthatallowsforefficientcoordinationbetweenrcentralstationand;
distributedenergyresources, managingenergydemand-basedpngccuratepricesignals,
tominimizecostsandemissions.TThisSmartGridplatformwillenablenewmarkets,;
participants,products,andservices.Theplatformwillgisoallowforpredictive;
capabilitiesforgridpperatorsthatwillthelpiminimizetheimpactiofsystemdisruptionsy

torcustomers.

Frommatransmissionperspective, SDG&E-willimplementprojectsdesignedtoimprove’
thespeedwith-whichthewutilityrespondstoissuesponthetransmissiongrid,providethe;
utility-withadditionahinformationtoallowittopro activelysvoidpotentiahissuesandto
allowrittoomakemoreefficientuseofitsresources.TManypftheseprojectswillbe
designedtoimprovethespeedwithwhichthewutilityissbletorespondtosystem

events.

SDG&Ewillimplementthetoolsnecessarytorcreateaself Ll'wealingwandTesilientwsystemw

throughthewuseofreal Ltime1'nforma’cionw’towmorewefﬁcient|y1utilizewitswdistributiomandw
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transmission@ssets, theexpansionofcommunicatingandremotelycontrollablefieldy
devices,andthesupportofprojectswhich-willprotecttheutilityfromtheelements.q
Forexample,synchrophasorswillprovidereal Ltimeqdataqaboutjthewsystem’gstatuswandw

willultimately beused-forsystemrcontrolendrestoration.

SDG&E-willalsobembletoimplementSmartGridrcapabilitiesthatenablenewproductsy
andservicesthatprovidecustomerswithdifferentiatedjevelsofreliabilityandpowen

qgualitythataretailoredtomeettheirspecificneeds.

SDG&E’s1"SmartUtility”visionincludestheprovisionofbalancing, storage, reliabilityy
andintegrationservicestorustomerswhichreflectsthewvaluepftheservicetheutility
providesandtheinfrastructureiinvestmentthatsupportsit, particularly fordistributed

generationcustomers.T

TosupportSDG&E’s1argervisionforSmartGrid, thetompanymustrlsoronsiderwhaty
rolesecuritywillplayinthisnewparadigm.71SDG&Eenvisionsthatby2020all-Smarty
Gridparticipants, fromcustomerstoserviceproviders,toregulators,toutilities, mustbe;
abletorelyonthegvailabilityofthesystem;trusttheijntegrityoftheinformationy
produced-bythesystem;andbeconfidentthatsensitiveinformationjissecurefrom,
unauthorizedaccessordisclosure. TSDG&E’s SmartGridmustberesistanttophysicah
andcybersecuritythreats,aswellasresilienttoattackendnaturaldisasters.7itmustbe
aligned-withindustrystandardsandpestpractices. Becauseresourcesarefinite,itmust;
bepuiltongsecurityprogramthatuseswell Lestablishedwrisananagemenh

methodologiestomaximizejtssecurityinvestments.;

Torealizethisvision, securityprogramsandinfrastructuremustmakeSmartGridy
participantsiawareofthefollowing:theutilitymusthavegreaterisibilityintothe
systemstate, aswellaseventstakingplaceronthesystem;customersmustiunderstand;

theirownTroleinbetterprotectingtheirprivacy;eachsystemstakeholdermusthave
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moreinformationtohelpthewutilityreducethepverallriskoftheSmartGridwithan
emphasisqomcreatingqaqcultureqoﬁsecurity‘l.ﬂSecurityTnanagementﬁfunctionswush
convergejwithrtentralgovernance-bythewutility.7Thismanagementmustbeppenand;
federatedforcompany o lthird Lparty1'nteroperability.TCompanyqsecuritywprocesses,w
suchmasincidentresponse, mustbeintegrated.7Forsystemesistanceandresilience,
centrallymanagedsecuritypolicieswilldisperse, beingdrivenintojocalizedislandsr
communitiespfinfrastructuretogllowthesystemtorontinuetoprotectitselfinthe

eventitbecomesisolatedfromthewhole.;

SDG&E’'sSmartGridiDeploymentVisionforsecuritywillbenefitcustomersbyensuringa;
trustedendreliabledinfrastructurethatwillenablethemtobettermanagetheirenergy
usageandwillprovidethemabroaderchoicepfenergyopportunitiesthatfittheir
lifestyle, whetheritjssavingmoneyprchoosingfromeawiderselectionof sustainable

energygenerators.]

BeingresistanttophysicalandrtybergttackisakeythemepofSDG&E sSmartGridy
DeploymentPlanVision.Tltisessentialthat the SmartGrid-bedesignedaroundindustry;
bestpracticesandstandards.Titisimportanttodevelopariskimanagement Lbasedw
securityprogramthatenablespusinessriskownerstoapplyresourcesswherethefSmart;
Gridneedsthemmost,basedronknownthreats,vulnerabilitiesandimpactstothe
SmartGrid.Titisslsoimperativethatthewutilityrenhanceitssituationaliewarenessy
capabilitiestoidentifyandrespondimorequicklytophysicalorcybereventsthatcouldy

beprecursorstoaiargersecurityincident.

SecuritywillnotponlybeembeddedinSDG&E’ s SmartGrid’spperationalprocessesand,
technologies, butslsointhepeoplethatparticipateiinthegeneration,transmission,;
distributionsandconsumptionofenergy,includingutilities, thirdpartiesandcustomers.T

TheseTriskownerswithin SDG&E-willcontinuetoincludephysicalandrtybersecurityy

4-Aligns-with-[the{nergy—ﬁector“ﬁon’crol-Systemeorking—Grou;:)’s-g”Rowesmima to-Secure-bEnergyDelivery:
Systems.”
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risksintheirdecisions. Utilityemployees, thirdpartiesgndcustomersareinformedand
understandthesharedobligationtoprotecteveryindividual’sprivacyaswellasthe

SmartGriditself.q

SmartGridwillactasenimportantandpowerfuleconomicdriverfortheregion,asit
servesaspaplatformthatcanbeafocalpointfornew,innovativeproductsandservices,;
therebygivingrisetothegrowthenddevelopmentpfnewandexistingbusinesses. 1By
introducingexperienced,qualifiedandrcertifiedDiverseBusinessEnterprise{DBE);
suppliersand-helpingnewpotential DBEprovidersexpandtheirtechnicalcapabilitiesy
andcapacity, SDG&EwillHeverageSmart-Gridtoensuretherxontinuedgrowthiof;

opportunitiesforDBEs.7

A"SmartUtility"-willrequireesmartworkforce.TAsstakeholdersinacademiahaver
recommended, SDG&Eplanstodevelopaiaborpoohinpartnershipwithuniversities,;
colleges,andtradeschoolsthatistrainedandpreparedtoinstall,integrate,andmanage;
smarttechnologiesforthewutilitysndthirdiparties.iThiswillHeadtoaworkforcethatiis
motivated,enabled,andcompetentitomeettheneedspfglithedomainsendfunctions;
ofthefSmartGridinitiative,maintainsystemsthatsupportendrcreateaworkforcethaty
isflexiblegndabletoadapttobothimmediateneedsaswellasheedsb L101yearswimthe7
future,BandensurethatglisupportingHRsystemsgereglignediandconsistentwiththe

strategiespftheSmartGridinitiative.

SDG&Ehaswastrongcommitmenttoensurejtsworkforcereflectstheiabormarketsity
serves.nTherefore,aswithgllofjtsrecruitmentstrategies, SDG&E-willensurethe
outreachforallemploymentopportunitiesrelatedtoSmartGridisinclusivetosalh

communities.

26 IMPLEMENTINGTHEPOLICIESI1OFSB117,

inD.10 o6 L()47,wthewCommissionTequireswtilitieswtowexplain1’1owwtheir*;Smarthridw

DeploymentPlanVisionwill-furtherthefollowingpoliciesembracedintSB17:
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a. Createpyself Lhealing‘and'resilient‘gridﬂ

b. Empowerconsumerstogctivelyparticipateinoperationspofthegrid;;

c. Resistattack;q

d. Providehigherqgualityofpowerandeavoidpoutages, savingmoney;]

e. Accommodateallgenerationgndsstoragepptions;]

f. Enableelectricitymarketstoflourish;;

g. Runthegridmoreefficiently;;

h. Enablepenetrationpfintermittentpowergenerationsources;

i. Createmplatformfordeploymentofawiderangepfenergytechnologiesandy
managementservices;?

j.  Enableandsupportthesalepfdemandresponse,energyefficiency, distributedy
generation,andstorageiintowholesaleenergymarketsasaresource, pnequalh
footingwithtraditionalgenerationresources;and,;

k. Significantlyreducethetotalenvironmentalfootprintofthecurrentelectric
generationanddeliverysysteminCalifornia.]

SDG&E’splansforimplementingthesepoliciesin2015and2020@aresummarizedbelow.q

A7 CREATE-ASELF 'HEALINGIANDRESILIENTIGRIDA

i

%DG& E’sSmartGridwvisionjncludesimplementingthetoolsnecessarytorxreateaself L
healingandresilientsystemthroughtheusepfreal Ltime1'nformatiomtowmorewefﬁcientlyw
utilizevitsdistributionandtransmissionassets, theexpansionofcommunicatingand;
remotelycontrollablefielddevices,andthesupportofprojectswhichwillprotectthe
utility fromtheelements.7Synchrophasorswillprovidereal LtimejdatawabOt.ltwtl'weWSystemw
statusandwillultimately beused-forsystemcontrolandrestoration.Theseapplications]
atsubstationsystemswillutilizeglgorithmstomakedecisionsatthetransmissionand;
distributionjevel.qThiswillsllow-isolatedfauit detectionandremovepperatorporhuman
interventionthattendstoincreaserestorationtimes.TAutomateddecisions-willreducer

outagedurationsandincreasereliability.n
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UnderSDG&E’svision, SDG&E-willimplementincreasedself Lhealinfﬂoropertiesqanch

resiliencyontitsdistributionsystemunderthefollowingimplementationroadmap:

By20157

ffi Automaticfaultidetection,isolation,mndservicerestorationcapabilitiesare
beingenabled, requiringminimalhumaniinterventionandieadingto
improvementinjoutagereportingimeasurements.;

ffi PEVgrowthissupportedendencouragedthroughthesapplicationjofnews
technologiestomanagecustomerijoadandfacilitateelectricvehiclechargingto
minimizeimpactstothegrid.g

ffi Themnetworkisdesignedandprovisionedwithalternatecommunication,
coverageshouldarriticalnodefail.7Gridcommunicationprotocolsand;
placementpfwirelessaggregationradiositessupportintelligentautomated;

failover.m

By120207

ffi Supplysidenetworkreliabilitymanagementandpredictivecapabilitiesareing
place.q

ffi SDG&Eqsenablingdifferinglevelsofreliability, dependingroncustomerneedsfor
selfsufficiency, withcorrespondingtariffs{particularly forC&lcustomers).m

ffi Redundantmnetworkservicesaredeployedtotargetedareastoensurexontinuedy
availability-forcriticalapplications.;

ffi Fullself Lhealingi nfrastructuresllowsforproactiverepairofthesystem-before

eventshecomerxustomerimpactingincidents.q

B.AEMPOWERICONSUMERSTOACTIVELYPARTICIPATEIN'OPERATIONSOF
THEGRIDT

i
ItisSDG&E’svisiontoprovidecustomerswithinear Lreahtimewsignalswviapriceqand/eventw

triggerstobalancesupplysnddemand.7Customersimayelecttoparticipateinprograms,
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witheventtriggersthatmanagewsndrcontrolcustomerend Luse10ad.ﬂUtiIities,q’cheWCAlSOw
and/orthirdpartieswillprovidecapacitypaymentsorincentives, ormarketsforenergy
orancillaryservicesthatwillbeavailableforcustomeryparticipationy{samedayandhear]
real Ltimeprogramshasqdescribedimthepriorw”Smartharket"wdescription.ﬂPricingwwilh
reflectthewvalueofcapacitytothewutilityandsociety{valueofservice). 1Programswill
providecustomerswithcapacitypaymentsprotherincentivesforcapacity. TSDG&Ewilly
facilitaterendempowerconsumerstoactivelyparticipateingridroperationsbyproviding,
moreinformationgboutthegrid’soperationalconditionandyassociatedenergypricing.T
Thewtilitywillhdevelopsystemsthatwill-enabledynamicpptimizationofgridroperations
andresources,includingappropriateconsiderationforassetmanagementyand;
utilization.TAllcustomerandgridsystemsmonitoring, controlsandinformation
transmissionwillladheretorxybersecuritystandards;-andcustomerprivacywillcontinue

tobeprotectedaccordingtobestpractices.

SDG&EFE’svisionforempoweringcustomersthroughSmartGriddeploymentissetforth

ingreaterdetailibelow.;

By12015-

ffi SDG&EmndthirdpartiesgreprovidingHANandothercustomerpremisenetwork;
capabilities, providingtustomersreal Ltimewfeedbackqonjoowerqconsumptiomandw
energypricing.]

ffi Standardized/reliableqcustomeﬁspecificintervamsageinformatiomandwtimeL
differentiatedpricesignalsareavailableandtransparent,enablingcustomerstor
makeijnformedandcost Lbasedwenergym,lseqdecisions.w

ffi SDG&Eqsprovidingoptionsforcustomerstocontrolandprioritizexcontrolof
theirioadstosccommodatedistributedrenewablesandefficientlyintegrate PEV7
loads.]

ffi HANsandothercustomerpremisedevicesareimprovingprice Lbasedqandwevent L

baseddemandresponsethrough-automation.THANandpthercustomerjpremise;
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devicesactasiow Lcosti nterfaceswithautomatedapplicationsfordemand;
biddingandptherDRprogramparticipation.

ffi SDG&Eisimplementingtwo lWayqr:ommunicationswbetweemt,ltilitwaieldT\etworksw
andcustomerpremisenetworkstoenablecustomerstoparticipateactivelyand;y
securelyindemandresponse,electricvehiclethomercharging, andretailwindandy
solarenergyprograms.Tm

ffi SDG&E-hasextendedgridcommunicationstothedistributionsystem,enablingy
distributedgenerationcustomerswhoprovideenergybacktothegridtoreport;

andwviewnearreal Ltimewstatusqoﬁusage,Tates,qandwsystemWStatus.7

By12020T

ffi HAN@ndpthercustomerpremisecommunicationscontinuetobeextendedinto]
multi Ltenantwbuildingsw(i.e.,qapartmenﬂauiI<:iings,1’1igh Lrise,qandpremisesw
physicallyremoved-fromthemeterjocation).

ffi Energymanagementsystemscapabilitiesgrebeingembeddedintomosty
electronicdevicessuchthatdirectcommunicationviatheinternetissnoption’
forcustomersandmanufacturersiofappliancesendotherequipment.7Utilities
orotherthirdpartiescantransmittoandreceivesignalsfromsuchdevices.

ffi SDG&Eqsprovidingoptionsandtariffsforcustomerstosellgenerationusing,
distributedenergyresources, dynamicmarketypricing,‘electricvehicletogrid”y
applications,orenergystoragedischargetooptimizepverallsystemefficiencyy
andcosts.q

ffi Integratedsystemspmreenablingaholisticapproachtodatamanagementofy
customerinformation, GlSsendotherdatathatwillieadtofurtherinnovationy

andycost Leffectivewenerquusejdecisions.w

C.7  RESISTIATTACKA

H
1

BeingresistanttophysicalandtybergttackisakeythemepofSDG&E' sSmartGridy

DeploymentPlanVision.itisessentialthat theSmartGridbedesignedaroundiindustry;
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bestpracticesandstandards.Titisimportanttodevelopariskmanagement Lbasedw
securityprogramthatenablespusinessriskownerstoapplyresourceswheretheSmarty
Gridneedsitmost,basedonknownthreats,vulnerabilitiesandimpactstotheSmarty
Grid.Titismlsoimperativethatthewutility-enhanceijtssituationalgwarenesscapabilities,
toidentifyendrespondmoremquicklytophysicalorcybereventsthatcouldbe
precursorstogiargersecurityincident. 71SDG&Erealizesthatitcannotachieveits
securitygoalsmalone.7Raisingtheswarenesspfeveryactorandparticipant,including
utilityemployees, third-parties, consumers,andevenregulatorsofaSmartGrid-willbe
imperativetoensuringieveryoneunderstandstheirsharedobligationtoprotectther

SmartGrid.7

SDG&E’svisionistorconvergesecuritymanagementandrcustomerprivacycapabilitiesy
acrossitsrtiskownersandsetenterprise lwidewpolicieswthatwcanbeqcolIectivelyqactedpm
byewidewvarietypfdisaggregateddefensemechanismsthroughtheuseofintelligenty
automation.Thisctonvergencepallowsthewutilitytoestablishinter Lt:onnectedwsecu rityq
capabilitiessuchasincidentresponseprkeymanagement, which-worktogetherwithing
theutilitysndinteroperatewiththirdpartiesthathaveneed ko LknowworT\eed lto Lsharew
securityinformationwiththewtility. Finally, bydisaggregatingsecuritycontroh
capabilities, suchasvideosurveillance, malwareprevention,-eventioggingrorintrusion;
prevention, SDG&Erecognizesthatevensmallportionsof SmartiGridarchipelagosneed;
tobewpbletobetterprotectthemselvesiftheyaredisconnectedfromtheijargerwhole;
forperiodspftimewithresponsetimesimprovedtobettersupportareal Ltimew

environment.y

AlISDG&Eprojectswillbbedoneinemannerthatisdesignedtoresistattack.7For
example, SDG&Eenvisionsthatitstransmissionsystemwillinvolveincreasedtransfers,
ofdata, remotepreautomatedcontrolandincreasedinteractionswithcustomers,;
generators,theCAISOBndothermarketparticipants. TSDG&E-willproceedonlywheny

thesecurityofthesystemwillnotbecompromised.;
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SDG&Ewillaisostrivetoensurethattheelectricsystem,1Tsystems, smartmetersand
new SmartGridtechnologydeploymentsaredesignedtoresistattackfromoutside
sourcessothatservicereliabilityisnotjeopardized.7iThiswill be-accomplishedasy

follows:q

By2015-

e SDG&Exontinuestoensurethatall-SmartGridtechnologiesappliedtothe
electricdistributionsystemmaredesigned-withcontrollandcommunication;
systemsthatarehighlyresistanttoputsideintrusionprotherunauthorized-uses.y

e Equipmentmanufacturersareusinginternalcomponentdesignsthathave
hardwareenableddetectionforoputsideintrusionstoenableijsolationofaffected;
equipment.;

e End Lpointwsecurityrenforcementwandqcentralizedsecuritypolicywanagementqarew
increasingsystemsecurityinsidesndputsidedatamndcontrolcenters.q

e SmartGridnetworksecuritycontinuestoimprove,furtherprotectingagainsty
unauthorizedjaccessandiincorporatingresponsivetintrusiondetectionand;
preventionymeasures.’

ffi Communicationshetworksaregarchitected, configured,operated,imonitored,;
andyauditedrconsistentwithevolvingregulatorypolicymndsecuritybesty

practices.q

By12020

e SDG&E—xontinuestoworkwithtechnologyproviderstodevelopmnewrcontroh
systemsthatcanautomaticallydetectanattackandreconfiguretoresistattack.y

e Enhancedsecurity,-accountabilityandeuditingcapabilitiesinprivatesndpublic
cloudsareenabled,joweringthetoverallcostsofdatasstoragesndcomputations

whileimprovingthesystem’sresistancetoattacks.
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e SmartGridapplicationsprovidedetailedioggingofeventsenablingtransactions
tobetracedfromendtoendandrcorrelatedwithpthereventsormessagesfor

improvedsecurity, problemresolution,andperformancemonitoring.;

D PROVIDEHIGHERQUALITY1OFPOWER-ANDAVOIDOUTAGES

i

%DG& E-willprovide-higherjevelspofpowerquality, reduceputages,andreduce;
restorationtimepbyimplementingmnewtechnologies.Thesewillprovidedynamicwvoltage
regulationtoincreasepowergqualityaswellasautomated-faultiocationandswitchingy
duringforcedprunplannedoutageconditions.UnderSDG&E’syvision, SDG&Ewilly
implementfSmartGridcapabilitiesthatenablenewproductandservicesthatprovide
customersdifferentiatedievelspfreliabilityandpowermqualitythataretailoredtomeety
theirspecificneeds.TAutomateddemandresponsemethodswillslsobeusedtobalance
localsystemconditions, andsmartmeterswillprovide{‘lastgasp”alarmswhichwilly

assistinreal Ltimewidentiﬁcatiomoﬁoca|~putages.m

Improvedimeasurement,control, protection,;management,andoptimizationofthegridy
willgllowSDG&Etowmvoidputagesbyanticipatingpotentialproblemssandresponding
beforetheybecomesanissue,orbyquicklymdjustingthetransmissionanddistribution
systemtominimizesnypotentialoutages.iTheincreaseddataabouttheconditionsof
thesystemwillallowSDG&EandtheCAISOtoprovidewhighergualityofpowerby,
morequicklyrecognizingwhenthepowerqualityisdeviatingfromiidealsndadjusting
thetransmissionsystemtororrectissuesatanrearliertimeperiod.7Thejnitialstepsim
thisprocesswillfocusonincreasedmeasurementiandrecordingthroughmnewsystems,

followedbyputtingthatdatatouseinrcontrolendprotectionprojects.y

UnderSDG&E’'sSmartGridDeploymentPlanVision,powerqualityissueswilllbemore
easilyjdentifiedthroughtheusepfdetailed, widespread,andidependabledatarcollectedy
throughoutthesystem.-Outageswilllbemorexlearlydefinedthroughtheuseofsmarty
metersandothersensors,andjessenedpravoidedbytheexpansionpfremotely;

controllablefieldswitchesandself Ll'xealinf,qoractices.w
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Cost Lbasedwrates,jdynamic1oricingqand7demandTesponseqwilhalsowenable1'1ew1orocluctsw
andservicestohelprcustomersmanagetheirenergyusage.TiThirdpartyinformationy
serviceproviders,demandresponsesaggregators,andalternativeenergymanagement;
serviceproviderswillprovidewvalue ]addedwservicesgivemtransparentqandqtimely*pricew

signals.q

SDG&EFE’svisionforproviding-higherqualityofpowerandtogvoidputagesissetforthing

greaterdetailbelow.”

By2015-

ffi SDG&E,mlongwiththeCAISO,continuestodevelopanddeploysolutionsthaty
mitigateintermittencycausedbyhighpenetrationpofrenewablegeneration.;

ffi Automaticfaultidetection,isolation,mndservicerestorationcapabilitiesare
beingenabled, requiringminimalhumaniinterventionandieadingto
improvementinjoutagereportingimeasurements.;

ffi PEVsjarepbeingintegratediniargernumbers,withoutimpactingdistribution
serviceTeliability.n

e Proactiveputagectommunication,fewerandshorterputages,highercustomery
satisfaction,andfewercomplaintsareachievedthroughapplicationofnewn
communications, sensor,andrcontroltechnologies.;

1

By120207

ffi Distributedgeneration,energystorage,anddemandresponse@arebeing
managedforusemsvirtualpowerplantsandoptherapplications.Tm

ffi Fullyintegrateddatasystemsareenablinggholisticepproachtodata
managementimprovingpverallutility situationallawarenessregardingthestate

ofthegrid.m
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ffi SDG&Eisinstallingmdvancedwvoltageregulationequipmenttoimprovepower]
quality.7
ffi SDG&Erontinuestoworkwiththeindustrytodevelopinterfaceswithcustomer

loadstowrllowdynamiccontrolandregulation.q

E./ACCOMMODATE-ALLICOST 'EFFECT IVE'GENERATION-AND-ENERGY-STORAGE
OPTIONSH

H
1

SDG&E-willstrivetosccommodatenlilcost Leffectivegeneratiomandwenergwstoragew
optionsbyimplementingnewSmartGridtechnologywhichwilladdresswvoltage;
regulation,powermqualityissuesandptherimpactscausedbynewvariableenergy;

resources.TiThefollowingputlinesSDG&E’svisionforimplementingthesecapabilities.

By2015-

e Opensystemsandstandardsexisttofacilitateat'plugandplay’approachtothe;
integrationofwvariousDERsources, energymanagementsystems, andservices. T

e SDG&FE’ssystemintegrationplatformprovidesimprovedinteroperabilityamong,
differentsystems.

e SmartGridcommunicationsfareenabledslongdistributioniinesctonnectingDER"
andenergystorageproviders,enablingtimelyandsecurefnformationexchange
withdistributedrenewableenergyproviders,-energystoragepartners,andthe’

CAISOmarkets.T

By12020,PEVsandDERproductsandserviceswillreachimainstream, supportedby;
regulatorymechanisms.iThirdpartieswillhelpcustomerswithmakingsupplysand
storagedecisions.TAllelectronicdeviceswillbenetworkedwithenergyimanagement;
capabilitiessuchthatcustomerscanmaintaincomfort, control, andchoiceswithgnet L
zeroenergy homeswandpusinesses. TSDG&E’svisionjstoenablethesercapabilitiesas]

follows.7

1
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By120207

ffi SDG&Exontinuestodevelopcontrolendicommunicationsystemsto-facilitater
aggregationpfenergystoragegnddistributedenergyresources,including,
“vehicletogrid”epplications.n

ffi SDG&Erontinuestodevelopforecastingcapabilitiesforenergystoragecapacity,
anddistributedenergyresources.;

ffi SDG&Eqsprovidingcustomerswithiopportunitiestoactivelyparticipateinther
marketusingopenstandardsendcommercial 'off the Lshelﬁ(COTS)/in Lhouse1
applicationsbyieveragingtimeseriesdatamndeventrcorrelations,aswellas
meterdatabroughttogetherusingsystemiintegrations.

ffi Nextgenerationwirelesscommunicationtechnologiesenablegreatergeographic
coverageandhigherdatacapacityformonitoringandmanagingenincreasing

numberofSmartGridfieldareanetworkdevices.n
F.7 EnableElectricityMarketstoFlourishy

UnderSDG&E’sSmartGridDeploymentPlanVision,customerswill-haveaccessitor
energyandeancillaryservicemarketsattheCAISOBandSDG&EwillworkwiththeCAISOq
andothermarketparticipantstoensurethatnewmarketsaredeveloped,orexisting;
marketsjareimprovedtoprovideforservicesprenergyneededforthecontinuedy
operationpfthegrid.7Thirdpartieswillcontinuetodevelopwvalue ]addedserviceswtow
meetcustomerandmarketneeds, sndSDG&E-willprovidetheplatform. 1TSDG&E’sy
customers’energy Lrelatedwdecisionswilhbe1'ntegratedqwithptherwpartspﬁtheidivesw LH
e.g., mobiledevices, PEVchargingatthemall.7itisevenpossiblethataggregationofy
energydemandandrenewablegenerationresourcesidevelop. 75DG&E-providesthexorer
technicalplatformonwhichtheseservicestaneprovided.Tingdditiontovarious]
SmartGridinvestments,thistransitionwillalsorequiregtransitiontogccuratejprice;
signals, soefficientmarketsiemergesndrcustomerdecisionscanbemadethatminimize;

energyrostsmandemissions, withoutunfairlybenefittingcustomersthat-have;
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alternativessuchasrooftopsolarsttheexpenseofthosethatdonot.Titisgisoy
importanttoSDG&Ethatallimarketsegmentsthavegccesstodistributedenergy;

systems,includingunderservedcommunities.

SDG&Ewillfacilitateitscustomers’participationinDRratesandprograms.TAutomatedy
Demand-Response{AutoDR),Residential-AutomatedControliTechnologies{RACT)®&nd1
otherautomatedtechnologieswillreceivedispatchedtriggersporpricesandwillbewble

toinitiatejocalizedresponsestobalanceprrcontroliocalgridconditions.

SDG&Ewillcontinuettosupportendimplementtechnologiesthatadheretoindustry;
openstandardsforinteroperabilityandintegration.7Thesesystem Lc:ompatiblew
technologieswillprovideenergymanagementservicesandsystemsandcontrois]

functionalitythatareintegratedwiththe HANandSDG&Esupportsystems.1m

Morespecifically, SDG&E’svisionistoencourage, promote, sndassistelectricityy
marketstoflourishthroughspplicationpfnewtechnologyandtommunicationsystems?

asfollows:]

By12015-

ffi SDG&Emndthirdpartiesgreenablinggreatercustomerchoicethrough'HANs@andy
othercustomerpremisenetworks.]

ffi SDG&E’ssystemiintegrationplatformprovidesimprovedendmorecost Leffectivew
interoperabilityamongdifferentsystems.;

ffi SDG&Ejisimplementingidentityfederationtoeasecustomeraccesstodifferenty
applicationsandthirdpartyapplicationswith-asingleidentity.;

ffi SDG&Exontinuestodeployflexiblewebandmobileapplicationplatforms,
providingeasyjnformationaccessforcustomersviadifferentchannels:portal 5

mobileccess, etc.]
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ffi SDG&Eqsprovidingcustomerswithiachoicepfuserinterfaces{e.g.portal, client,7
smartdevice)andmnotificationsservices{SMStext, Facebook, Twitter,etc.)thaty
allowthemtomanagesaccess, sndviewpricinginformation.;

ffi DistributedenergyresourcesareabletoparticipateinCAISOmarkets,enablingy

improvedutilizationofallenergyresourceswithintheCAISOoperatingarea.;

By120207

ffi SDG&E’sDistributedy Energy Resource1 Management System (DERMS)7isT fullyq
functionalendiinterfacingwithcustomerloadsiandyresources,supportingther
planningend-utilizationofalldistributedenergyresources.;

ffi Theymarket; continuesyto efficientlyintegrates theaggregationt of1distributeds
resources,fincludingelectricvehicletoGridapplications,andenergystorage.;

ffi Pricesignalsreflectefficientimarketsandthewutilityroletmovestowardthatofa
marketfacilitator.1n

ffi Energyy management systems] capabilities7 are7 being] embeddedy into7 mosty
electronicdevicessuchthatdirectcommunicationswviathenternetisanpoption;
forcustomersiandimanufacturersiofiappliancesiandotherequipment.Utilitiesy
orjothertthirdypartiesicanitransmititojandyreceivesignalsfromisuchidevicesy
providingicapabilitiesforifinerigrainedimanagementjofydistributionresourcesy

andioads.]

G.7 RUN-THEGRIDMOREEFFICIENTLY

i

SDG&FE’svisionwilllbeimplementingseveralprojectsthatwillHead toamoreefficienty
grid.7A'majorthemewithinthiswillbetheusepfdynamicratingsinordertopptimize
theutilizationpofitsfassets. iThis-willbejespecially-helpfulas SDG&E-finishesaphase

identificationprocesstopptimizexapacity.T

Theexpansionpfremotelyrcontrollablejsolationdevicesandptherwirelessy

technologiesmonitoringthegridwillprovidegdetailedrepresentation of SDG&E’sreal L
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timeoperationsfromwhich-educatedandeffectivedecisionscanbemade.7Toensure
itsfieldforceijsmsefficientaspossible, workforceenablementprojectsthavebeenputin
placetodigitize SDG&E’screwsandstartto-haveafaster,;moreenvironmentally;
friendlysystemwhichwill-beconnectedthroughcomputersandwirelessy

communications.

Improved-datapntheronditionsinwvariouspartsofthegridwillellowSDG&Ew@ndthe
CAISOtopptimizepowerflowsonthegrideandminimizejosses,jeadingtoamore;
efficientgrid.7Time of Lusewratesqwilh'nodifchustomerwenergth,isagewpatterns.TAsseHifm
andoperatingcapacity begintobeoptimizedviareal Ltime1'nformatiomandqanalyticsw
andymaintenancercostswilllbereducedviabetterinformationthatbeginstoenable

resourceoptimization.y

Asthegridibecomesmorepbservable, SDG&Ewillneedtomeettherequirementsito

supportadvancedgridcontrolandbusinesspperations.

SDG&EFE’svisionforensuringthattheelectricsystemefficiencyisimprovedthroughy
optimizationofdesignofequipment,implementation, andioptimizationpofcontrolas

follows:y

By20157

ffi Improvedwoltageregulationofthedistributionsystemthrough-energystorage,
automatedrcapacitorswitching,7andiotheridevicesijsresultinginjlowersystem,
losses.q

ffi Robustgridcommunicationsareenablingnearreal Ltimewandwreal Ltimewaccesswtow
informationrequiredtoimoreefficientlypperatethegrid.

ffi SDG&E-continuesitoijimproveassetitrackingiandimanagementithroughimore

comprehensiveassetsynchronization.
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ffi SDG&Erontinuestoenhancenhearreal Ltimewan alyticservicesforcontrolroomn
analysis{viatime LserieswbasedprwaIternativewanalyticwtools)wtowenablewpredictivew
analysis,geospatialanalysis.]

ffi “SmartCharging”’mpplicationsareenablingtheintegrationofgreaternumbersof;
PEVswhilethelpingtomaximizedistributionsystem-efficiencies.q

ffi SDG&Exontinuestointegratecapabilitiesforfieldicrews,includingexplorationy
into alternative toolsy (e.g.,1 headsy up7 displays,7 energizeds line notification,
manualsondemand, goggles, wearablexomputinggear), andprovidesimprovedy
computationalresourcesforfieldcrewsatthepointofwork.y

ffi Community colleges, trade schools,7and universities1have7Smarty Gridy baseds

curriculathatprovideutilitieswithesSmart-Grid LreaciyTecrt.litingpool.ﬂ

By12020

ffi Optimizationpfrenewableresourcedispatchisjeadingtomoreefficientuseof;
resourcesandjowersystemijosses.

ffi Ancillaryservicemarketsaregllowingusepofdistribution L}evelTesourcesntow
supportthetransmissionsystem,resultinginpetterjoaddispatchandiowery
systemjosses.]

ffi Capitalexpendituresaredeferredorreducedthroughbetterplanning
informationandutilizationofdistributedresources.y

ffi SDG&Ejsleveragingtimeseriesdatamndeventcorrelationstoprovidepredictive]
capabilitiesthatimprovemanagementpfindividualassetsandsystempperating
performancewandhealth.m

ffi SDG&Eqspartneringwith-educatorstoprovidepnsiteuniversityleveltrainingfor
Smart-Gridsubjects.mmmmm
.
.

1
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HENABLEPENETRATION-OFINTERMITTENTPOWERGENERATION-SOURCES

i

SDG&EFE’svisionincludesenablinghighpenetrationofintermittentrenewableresources
byusingadvancedtechnologiesinenergystorage{utility, customerand-third Lpartyq
owned), providingmadvancedrtontrolofandmanagementofthesefntermittenty

renewableresources,andsolidstatevoltageregulationasfollows:y

By20157

ffi SDG&Eqswrchitectingandenablingnetworkrconnectivitygnd/ornetwork;
interfacepointstoenablesecureandtimelyinformationexchangefor
intermittentpowergeneratorstoparticipateinenergyinformationservicesand
events.

ffi Installationsandprovisioningofcost LeffectivewenergyWStorage,weitheﬁutiIity,w
customer,prthird Lpartwowned,ishelpingwtoTesolvewoltageTegulation,woltagew
flicker,sndintermittencypfrenewableresources.q

ffi Residentialdistributedgenerationoutputthasmeteringandrcontroloptions
enabledbyHANSs.q

ffi SDG&Eqscontinuingtoexpandextranetconnectivityforsecurethirdparty;

integrationstothewtilityandSmartGridapplications.]

By120207

ffi Advanced-invertercontrols{forpothdistributediandcentralstationtrenewables);

aresmoothingintermittencyassociatedwithsolargndwindresources.;

[.7CREATE-APLATFORMFORDEPLOYMENTOFAWIDE-RANGEOFENERGY,
TECHNOLOGIES'/ANDMANAGEMENT-SERVICES

H
1

SDG&FE’svisionistoprovideaninfrastructurefortheelectricitygridthateliowsforther
utility, customersandthirdpartiestoinstallgwiderangepfenergytechnologiesand;

systemmanagementservices.TiThesewillenableawiderangepfenergytechnologiestor
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beijncorporatedintothegridwithoutadverselyaffecting, andindeedactuallyassisting,

inthereliablepperationpfthegrid. TSDG&E’svisionofthisplatformincludes:

By20157

ffi SDG&E’stommunicationplatformsfordistributionSmartGriddevicesallow
futureexpansionandenablenewtechnologiesandservicestointegrateintother
network.7

ffi SDG&Exontinuestoprovideopensaccessforapplications/serviceswithcommon
datastandardsforbothinternalandexternahinformationexchanges.

ffi SDG&E’ssecurewiredandwirelessnetworksenabledeploymentofawiderange;
ofenergytechnologydevicesmandservices, withiayered-RFnetworksenablingy
communicationsolutionlexibility.

ffi SDG&E’sHANmndothercustomerpremisecommunicationscapabilitiesfacilitaten
theccontinuedintegrationiofnewenergymanagementdevicesincludingend ]'usew
controlrautomation.]

ffi SDG&ErontinuestoronductRD&Dwithotherpartiestohelp-bringtmoresmart -

gridrelatedtechnologiestothemarket.;

By120207

e NewPfmartGriddistributionsensingiendrcontroldevicesarebeingintegratedto
improvedistributionsystemscheduling,;management,andoperationalsupport.;

ffi Synchrophasordataisbeingusedtoassessthexonditionofthegridandrespondy
tochangesbeforetheybecomeproblems.TThisfunctionalitywillpotentiallyy
enableand/orrequirenewproductsendservicesinthe CAISOmarkets,
especiallythesancillaryservicesmarket.;

ffi Nextgenerationwirelesscommunicationstechnologiesandtechniquesare]
improvingtosupporttheincreasedwvolumepofvaultedandunderground;

distributionelectricinfrastructure.
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JLENABLE-AND-SUPPORTTHESALEOFDEMAND-RESPONSE, ENERGY"
EFFICIENCY,1DISTRIBUTEDGENERATION,-AND-STORAGE-INTOWHOLESALE+
ENERGYTMARKETSIASAIRESOURCE ONEQUALFOOTINGWITHA
TRADITIONALGENERATION-RESOURCES,

SDG&Ewillhworkwith-the CAISOtoensurethatthoseresourcesthatcan, sndwantto,;
canparticipateintheCAISO-wholesalerenergyrandpancillaryservicemarkets. flUndertsy
SmartGridDeploymentPlanVision, SDG&Eplanstomakeautomatedtechnology,
availabletorustomersaandfacilitatethird Lparty1orovisioningqoﬁtechnologywthatx:am
dispatchidemandresponse, DGandstoragepnanindividualcustomerbasisorasan,
aggregator.TWholesaleenergymarketsendwholesalepriceswillbetranslatedinto
retailpricesforcustomersingatransparentendtimelymanner. 7TAsSDG&Eempowersits
customerstobecomemoreinvolvedintheirenergyusage, SDG&Eenvisionsenewgridy
withcomplexsystemsgllowingdemandresponseprogramsthathelpboththewutility,
andthecustomer,energyefficiencypracticesthatbecomethemnormeandmnotjustfory
thosewhosare{‘green,”thefurtherexpansionofdistributedenergy,sndthe;

introductionpfenergystoragetosupportthesystem.Tm

SDG&Ewillprovidecustomerswiththeirownrcustomerspecificinformationonienergy

usageqanddynamicpricingwhich-willenable:;

ffi Energyconservationbecausepftheinformationfeedbackimpact;;

ffi Energyefficiencyjnvestmentmeasures{equipment,appliances,pthers);

ffi Demandresponse;and,

ffi Distributedgenerationandstorageinvestmentsforanon Lpremisewenergwsourcew
andmarketavailabilitypofstoredenergy{customerscansellintomarketata

priceiifrombinedwithsutomateddemandresponse).

SDG&E-willsupportthesaleofdemandresponse,energyefficiency,anddistributed;
energystorageandgenerationintowholesaleenergymarketsasisdescribedingreater

detailbelow.]
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By2015-

ffi EnergymwarenessprovidedbyHANs@mndpthercustomerpremisemnetworks,
integratedwith-smartgppliancesandothercommunicatingdevices,jsellowing;
customerstobetterconserveenergyrandmoreintelligentlytargettheirEEy
investments.y

ffi HANwndpthercustomerpremisemutomationtechnologieslikePCTs,Joad
controldevices,sndsmartappliancesaresllowingforimprovedDRresponse’
fromiindividualcustomers,drivingdownthercosttoparticipateandslliowing

smallerendsmallerioadstoeconomicallyparticipateinDR.q

By120207

ffi Price LdrivemdemandTesponsexapabilitieswareqcontinuingqtoimprove,wenablingw
moreefficientusepfresourcesgndmarketintegrationfordemandresponse,;
energyefficiency,distributedgeneration,andenergystorage.T

ffi WidelypdoptedNISTstandardsarecreatingmubiquitousimarketofplug andt

playnetworked-devicesinthomesandbusinesses.Tn

K.SIGNIFICANTLYREDUCETHE-TOTALENVIRONMENTALFOOTPRINTOFTHEN
CURRENTELECTRICGENERATION-ANDDELIVERY-SYSTEM-ASWELL-AS
VEHICLEREMISSIONSHN CALIFORNIA

SDG&E'sSmartGridiDeploymentPlan,incombinationwith-otherprograms,willreduce
SDG&FE’stotalenvironmentalfootprint. TitsSmartGrid-DeploymentPlanVisionincludes]
enablingthepromotionpfreconomicinvestmentsinenergyefficiencyjinvestmenty
measures{equipment,appliances,others), demandresponsewithidynamicpricesignals,;
enablingthewusepfdistributedgenerationgndstorageason Lpremisewenergwsourcew
and/orproviderofservicestothemarket.71SDG&Ewillpursuethisinconjunctionwithy
informationandcommunicationswithjtscustomerstoenableandmaximizey

conservationimpacts.]
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ImpiementationpfSDG&E’'sSmartGridDeploymentPlanVisionwillalsoimprovethe
efficiencyofthercurrentsystem,allowforthemoreefficientinterconnectionofand
utilizationofintermittentresourcessuch-aswindandsolarprojects,;andfosternewsand;
innovativewaystoreduceGHGs.TAsthesystem-becomesmoregefficient, theenergyjosty
duringtransmissionwilllbereduced,therebyresultinginiesspveralossesandiess

energyneedtobegeneratedtomeetdemand.;

Theefforts SDG&E-willmaketoensurethataltypespofgenerationjandstoragecan
connectandthatthegridisebletomccommodatetheincreasedintermittencythatwilly
accompanythewvastexpansionpofrenewableresourcesarespecificallydesignedtothelpy
reducetheenvironmentalfootprintiofelectricityinCalifornia. TFurther, bysllowingthe
gridtobepperatedmoreefficiently{forexamplewithiesssystemiosses)andby
carefullyplanningwhatgdditionsareneededthe
environmentalimpactiofthetransmissionsystemn

itselfwillalsobereduced. . .
Fwillplsober | “..conservationjimpactsy

createtherleanesty
electricitynvailable, that;
whichisnevergenerated.”

SDG&Estrivestobewieaderinreducingthe
environmentalfootprint. SDG&E’svisionwillhelpy

accomplishthisobjectivethrough-tssupportfors

enablingrenewableresourcesendtheadoptionpf;
PEVs.TByenablingthegrowthofrenewableenergyresourcesandthesafe, reliablegndy
efficientintegrationofPEVioadswiththegrid, SDG&E-willmakegsignificanty
contributiontoeffortsttoiessenthemmountoffossilfuelstburned, drivedownthemneed;
fornewpowerplantconstruction,reducethedependencypnthepilmarket, andrcreate;

anpverallswarenessfortheenvironmentthroughoutthecompanyanditscustomers.y

SDG&E’'sSmartGridiDeploymentPlanVisionrecognizesthatconservationimpacts
createthecleanestelectricityavailable, thatwhichisnevergenerated.7Because
demandresponsegllowstheelectricitygridtoavoidusinginefficientpeakingy

generation,jtalsocanhaveamaterialimpactinreducingtotal GHGemissions. SDG&E’s
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visionforreducingthepverallenvironmentalfootprintoftheelectricsystemandwvehicler

emissionsispoutlinedbelow:7

By12015-

ffi SDG&E,customers,endotherthirdpartiescontinuetoinstallenergystorageto
enablemoreefficientuseofrenewableresourcesmandtoreducepverall-base
loadgenerationrequirements.m

ffi SDG&Esrelievingcongestionbywutilizingdynamiciineratingsiandy
synchrophasordatatomoreefficientlypperatethegrid.

ffi SDG&Eqsdeployinghighlyenergyefficientdatacenterinfrastructurethroughy
virtualizationandserverconsolidation,includingactivepowermanagementfor
servergndstoragesystems.

ffi SDG&Eandtsstakeholderscontinuetobuildcapabilitiestotrackemissiony
reductionsassociatedwith-PEVcharging,incompliancewiththeCaliforniajAir

ResourcesBoardlowCarbonFuelStandard.;

By120207

ffi Theabilitytoaggregateenergystorageanddistributedresourcesisieadington
moreefficientdispatchingofresources.;

ffi Datastoragemndromputingsystemsareleveragingultrajowpower
technologies.T|

ffi SDG&Eqsenablingrautomaticserverworkloadmigrationcapabilities, basedpon,
availability, cost,andsourcefossil-fuel, solar,windgenerated)ofpower.q

ffi SDG&FE’sinformationsystemsandapplicationsarebeingdeployedion,

infrastructurewithjowerenergyusage.
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3.1 INTRODUCTION;

SDG&EseesSmartGridasanevolutionnnotarevolution; however, thepacepfevolution
isaccelerating. 7TSDG&E-hashistoricallybeenproactiveiinadoptingnewtechnologies.T
Forexample, SDG&E-installed-itsfirstgenerationgeographicinformationsystem(GIS)
andoutagemanagementsystem{OMS)intheearly1980s. SDG&E-hasbeendeploying
transmission, substation,anddistributionjine SCADAsincethemid1980s, hasdeployed;
high Ltemperature1ow15ag1conductorsqaswwelhasWsynchrophasorsqomthehulkpowerw
system,anddeployeda STATCOM{staticVArcompensation)deviceatTalegasubstation

toprovidedynamicVArsupportonthetransmissionsystem.;

ConsistentwithitsSmartGridvision, SDG&Etcontinuestomakesmarttechnology’
investmentstomeetstateandfederalpolicyrequirementsanddrivewvalueto
customers,jayingthefoundationforaninnovative,connectedandsustainableenergy;
futureinitsserviceterritory. SDG&Ewisorecognizesthatmaintainingiconsumertrusting
theelectricalgridasitmodernizesintotheSmartGridwill-beessential,lespeciallyin;
enablingconsumerchoicewhileprotectingrconsumerprivacythroughtechnologiesiikey
smartmeters.Currentinvestmentshavebeenevaluatedandundertakenbecausethey
enablecustomerchoice,controlendconvenience;provideimprovementioftheutilityy
network’seffectivenessendefficiency; orareclearlyglignedtopolicycompliance.7in7
addition, theseinvestmentsthavebeenmadewithaniobjectivetosllowfortheutmosty
flexibility, sothatfutureinvestmentscanaddressemergingrequirementsasthey;

presentthemselvesandrapturenewbenefitswheretheyexist.7

SDG&E’sT'OpEx120/20”programOperationalExcellencewithe20/20vision, whichy
encompassesthere LengineeringqofkeyqoperationaHausiness1orocesseswt015upportWSmartw
Grid, slongwithnewversionsof-keyassociatedsoftwaresystems)isaprimeexampleof
thewutility’sphilosophyasitdrivesforpenefitsinimanagingitsnetworktodaythrough

enhancedputagemanagement, networkvisibility, mobileworkforceenablement,and;y
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customerinformationpresentment.Eachofthese@areasisimportanttohowSDG&E
runsitspusinesstoday, butelsortombinetoprovidearriticalplatformforthe
deploymentofthesmarttechnologiesoutlinedinthe SDG&E-SmartGridDeployment
PlanRoadmap.Forexample,jtsOutageManagementSystem/DistributiontManagement;
System{OMS/DMS}investmentprovidesthefoundationformanagingtheincreasing,
numberofsmartcontrollabledevicesthe SDG&Enetworkwillrequire. Jts1GIS
investmentprovidesanenterpriseviewpofthenetworkthatwillallowthewutilitytoy
respondtoshorterplanningcyclesdrivenbyindustrytrends,andtobemoreefficienting
itsoperations. SDG&FE’sinvestmentsinicustomermanagementandinformation
presentmentcanpeextendedtosupportnewtypesofinformationsoughtibycustomers

inthefuture.

SDG&FE’sAdvanced Meteringinfrastructureq{AMI)deploymentwasnearlycomplete by,
year LendQO107with71,820,0007electricwand*gasWSmartweterswdeployed.1TheWSamDiegow
regionisaisohometothehighestpenetrationofelectricvehiclesinthelU.S.,andy
accordingly SDG&E’scleantransportationandPEVprogramseresufficientlygdvanced

tosupportrtustomerswhogarechoosingthesejow Lemissiomalternatives.'|

SDG&Eglso-hasenumberpfpilotanddemonstrationprojectsin Lflightqtmassistwitsw
understandingrofsmarttechnologies. Forexample,itsBorregoSpringsMicrogridproject
isdemonstratingaSmartGridalternativeservicedeliverymodelandtechnologiesthaty
SDG&Ebelievestcansupportreliabilitysndincorporateawidergroupofenergy;

generatorsie.g.,wind, solar, storage,etc.).7

Theseinvestmentsandotherexistingmajorsmarttechnologyinvestmentsarediscussed
inmore—detailinthissection.Thissectiontalsofncludesadescriptionofthecurrentstate
of SDG&FE’sgridincludingtransmissionqanddistributioninfrastructure,communications,

andgenerationTesourcescurrentlyexistingin SDG&Eserviceterritory.Lastly,itpresents;

thesecurityandprivacyfeaturesofourexistingSmartiGridinvestments.;

1
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3.2 CURRENTSTATE1OF1SDG&E’'S1GRID7

Thekeygeneration,transmission,janddistributioncharacteristicsof SDG&E’sgridasiof
December31,712010sredescribed-below.iTheyareprovidedascontextforthexurrenty

andplannedSmartGridinvestmentsthatarediscussedinthisdeploymentplan.T

3.2.1 GENERATIONT

Thegeneration fleety thatyis currentlyy connectedto1SDG&E’s  gridyistundergoingy a7
transition.7Theplantsthatwerebuiltinthe1960sand1970s7aremethodically-being
retiredgndreplacedwithmnewplantsthatiarebasediontechnologiesthatiarebetter;

equippedtomeettheneedspofthegridgoingforward.n

ffi ThecurrentmixofgenerationunitsiconnectedtoSDG&E’ssystemthatproviden

powertothegridare:T

L CombinedCyclePlants:1,160MW-

L SteamPlants: 19601 MW

L SimpleCyclePeakingPlants: 688 MW
L RenewablePlants:775MWH

Cogeneration{CombinedHeatmndPower)Plants: 157 MWp

Since2000,thegenerationfleetconnectedtoSDG&E’sgrid-hasundergonethefollowing,

changes:n

ffi Twonewrcombinedxcycleplantsthaveaddedapproximately1,160MW-ofnewn
generationicapacity.17 Theseunitsyare7abouty 1/371 moreqefficientithanithe
generationfleettheyarereplacing. .CombinedCycleplantsshaveaheatrate;
ofabouti7,000Britishthermalunits/kilowatt-hour{Btu/kWh)ascomparedto

thepldersteamplantswith-heatratesinexcesspf10,000Btu/kWh.Tn
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ffi Tenmnewpeakingunitstoflabout501MW-eachatsevendifferentiocations
haveaddedpproximately 500 MWrpfnewrtapacity.7Theseunitsarecapable

ofgoingfrompofflinetofullpoweriniessthanilOminutes.;

Severalofthepldervintageplantscurrentlyconnectedtothegridareexpectedtobe

retiredsoon.TiTheseinclude:

ffi TheEncinaiPowerPlant,afivewunit,960-MW-plantthatusesisteamboiler;
technology;isexpectedtoretireby2017duetoijncreasedrestrictionsinthe
state’spoliciesregardingtheuseofonce Lthroughxoolingqtechnologieswtl'watw

relyonoceanwater.

ffi TheCabrillojlPeakingPlantsaretl2peakingunits,each-withecapacitysbouty
16-MW,1ocatedatthreedifferentsites.7Theseunitsareexpectedtoretiresty
theendof2013whentheiriandieasesexpire.TTheseoldinefficientjunitsy
haveq extremely high1 heatqratest(above 15,0007 Btu/kWh)7 and+ haveqveryy

limitedpperatinghours{under800-hoursaear). T

Theremaininggenerationfleetconnectedtothe SDG&E-gridincludes:T

ffi 137 differenty renewable7 powery facilities7 thaty provide7 abouty 757 MW,
(nameplate) torthet grid.11 These facilitiestare] mostly1 made up7of1biogasy

facilitiesandawindproject.;

ffi Approximately90-MW-ofsmall Lscaleqsolar,wmostlywmadevaoﬁplantswlocatedw
onbusinessandresidentialrooftopswherethepowerisconsumedatorneanr

thedocationitisgenerated.

ffi Fourlargecogenerationfacilitiesy withy a7 totaly capacity] of11571 MW thaty

providemostpftheirelectricalpowertothegrid.y
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ffi Approximately18071MW-smallyscaleqgenerationicombinedheatyandypower
facilitieswheretheelectricaloutputismostlyusedbythebusinesswerether

facilityjisjocated.

To1maintain thegenerationandyloady balance1SDG&E7adheres) to] CAISO7and 1 NERC
reliabilitycriteria.7Underaoneifntenyearadversefoadforecastscenario, thejoadand;
generationpalancemustbemaintainedevenwhentheiargesttransmissioniine({“N L1”),7
andthejargestsinglegenerationplant{“G Ll”),wareputwoﬁservice.ﬂThus,wabsentwneww

majortransmissioniines, newjocalgenerationwillneedtobeaddedasioadincreases.Tn

Generationconnectedtothe SDG&Egridconsistsofbothutilityownedgenerationfand;
generationplantsownedpyindependentenergyproducers.iBecausethetransmission’
gridissubjecttoaniopeniaccessttariff, generationresourcesconnectedtothegriddon
notneedtobegenerationthatisicommitteditoserve SDG&E sjoad.Underanpopen
accesstariff, anygeneratorthatwantstoconnecttoSDG&E’'sgridcanidosolongasity

hasthenecessarystudiescompletedandpaysforanyrequiredsystemupgrades.Tm

3.2.2 TRANSMISSIONA

i

irheWSanWDiegoTegion'swtransmissiominfrastructureiswtypicallywdescribedqaswbeingi nani
“electricalcul de Lsac"wdueq’towitﬂocatiomatwthewsouthernmostwtipqof*ﬁaliforniaqadjacentw
tothePacificlOceanandtheiMexicanborder,whichgeographicallydimitsthe;
transmissionpathspossiblefnthearea.7Theoneexisting500kVtransmissioniine, glsoq
knownsastheSouthwestPowerlink{SWPL),connectsthe SDG&Egridto-Arizona.7iThe
ImperialValleySubstation, situatedrontheoneexisting500kVtransmissionpath,isalso
aninjectionpointforgenerationjocatediinMexicomndproposedrenewablegeneration

indmperialiCounty.m
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SDG&FE’selectrictransmissionhetworkissummarizedasfollows:]
Transmission{500kV,230kV,138kV&69kV)

— 1,762milespverhead;
— 105milesundergrounds
— 14,142structures

— 22substationsy

— 201-tie tinesy

TheSunrisePowerlinkjishowunderconstructionandwhencompleted{expected2012)

willeddensadditionali115milesof500kVand230kV-relectrictransmissionjines.q

Historically, SDG&E-hasbeenwveryproactiveiingpplyingtechnologytoijtssystem.
SDG&E-haswutilizedhigh Ltemperature1ow15ag1conductorswforTnanyqyears;wseveraHinesw
alsohavedynamicratings, transmissionengineeringthasglsopilotedsomeomposite”
coreconductorsandapproximatelyB5percentpfthetransmissionsystemiscontroliedy
viaSCADA.TAdditionally, SDG&E-installeda300-MVArSTATCOMdevicewtiTalegar
substationtoprovidedynamicVArsupportforthesystem. m1SDG&E-hasdeployedar
state lof Ltheqartwenergw'nanagementwsystem,wEMS,wwhichqcontrolswthewSCADAjdevice51
andSTATCOM-device.q

3.2.3 DISTRIBUTION

H
1

SDG&FE’sdistributiongridisdesignedaswaradial, openioopsystem.TiTheprimary;
voltagesarel2landAkV.1Servicetransformersstepdownthevoltagetothecustomenr
supplywvoltageatornearthecustomerpointpfdelivery. 7SDG&E’sdistributionsystem?
containsbothoverheadendundergroundrcircuitswithianexceptionallyhighproportion

ofthesystemunderground. TAsummaryofthedistributionsystemisasfollows:

1
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Distribution{12kV-&4kVh

— 10,131 milesunderground{60percent)
— 6,658 milesoverhead{40percenth

— 219,482woodpoles

— 283substationsy

— 997circuitsy

SDG&EhasCommission ’Tegulatedundergroundqconversiomprogramsqandwworksqiointlw
withtheCitypofSanDiegosndothermunicipalitiestoundergroundamajorityofthe
distributionjineswithinthejurisdictionofithosemunicipalities.7Theseprogramsconvert;
overheadutilitiestoundergroundinmaccordancewith-boundariesestablished by ther

variousjurisdictionswithinthe SDG&Eserviceterritory.]

SDG&EFE’sDistributionOperationsgroupreliestheavilyuponSCADA;overi/0percentpf
distributionrircuitsarecontrolledwviaSCADA.TSDG&Ewireadyhassevenself Lhealingw
circuitsS,bothqcentraIizedqanchde Lcentralized,1'moperation.ﬂWithwitswdeployment*pﬁ
thousandsof{fieldSCADATdevicessincetherarly80s,SDG&Ejswellpositionedtfora
smoothtransitionjntoautomaticpowerrestorationcapability(self Ll'1ealinghsystem7
wide. TSDG&E’stabletechnologymanagementieadershipinciudes:earlyadopterpf;
conduitsysteminthe1960s,excellentfailurerecords,jowfailureratecomparedto
industry,sninnovativecablefaultjocatingtechnique&trainingfacility, andunique
predictivemodelingcapabilitiestoproactivelyreplacexablebeforefailuremndtor
improveTeliability. SDG&E-utilizesthisstate of lthe ]art—pableqassewnanagementqsystemw
alongwithpredictivereliabilitymassessmenttoolstoimanagesystemreliability. TLegacy;
mainframecomputergpplicationsareutilizedformanagingoutages. TSDG&E-hasalso
been-installingpulsetlosingtechnologytoimprovepperations.;Anextensiveweather

networkgives SDG&E’sstaffimeteorologistanddistributionoperatorswidearea

S-A-self Lhealing—grid-is-pne*rthat—automaticallwreconfigureswia-autonomous—switching—pperationswim
responsetoasystemfaultimprovingthejocalreliability.q
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situationalgwareness, betterpreparingtheutilityforweather Lrelatedissues.ﬂThesewarew
justafewexamplesof SDG&Eproactivelyapplyingtechnologytoimprovether

distributionsystem’ssafe, reliablemndefficientoperation.7

The'SDG&E-Electric fystem Reliability Annual ﬂeportsprovidesWStatisticsforwthewfolIowi ng’

reliabilityindicators:;

1..SAIDHSystem-AverageinterruptionDurationindex); Lmint.ltes—pﬁsustainedw

outagespercustomerperyear.]

2. SAIFH(System-AveragenterruptionfFrequencyindex) Lr\t.lmberqoﬁst.istainedw

outagespercustomerperyear.]

3. MAIFH{MomentaryAverageinterruptionfFrequencyindex) Lr\umbeﬁoﬁ

momentaryputagespercustomerperyear.]

4 SAIDETASystem-AveragenterruptionDuration indexExceedingiTh reshold)ﬁ
minutespfsustainedputagespercustomerperyearexceedingadefinedennualy

thresholdof{150minutes.q

5. ERT{Estimated-RestorationTime)y Lxsum70ﬁtl'wewweightedwaccuracwoﬁeacl'n
outagedivided-bythehumberofcustomerswhoexperiencedanputage.;
Weightedaccuracyisdeterminedbyusingthetimeinplayandnumberiof

customerswhoreceivedaccurateestimates. |

Thetreportedresultsfor2010wrepresentedinthefollowingtable.;

6
1

ftp://fto.cpuc.ca.gov/ElecReliabilitvAnnualReports/2010/5DGE  2010%20Reliability%20Annual%20Report,
pdfn
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Tabled lilL:*5D(Z—E&Efl@c‘i!:Ht:rﬁ‘,,ffstern*i?%eliabiiit**,r;?l()fL()ﬁtatistic,sw

Including CPUC Major Events (2010) 89.77 | 0.863 0.507 - -

Excluding CPUC Major Events (2010) 67.74 ] 0.543 0.428 35.82| 54%

10-Year Average (2001-2010) Including CPUC
Major Events

10-Year Average (2001-2010) Excluding CPUC
Major Events

105.59 ] 0.691 0.589 - -

64.09 ] 0.596 0.569 - -

ThehistoricalreliabilityindicestTeported by SDG&EtothetCommissionareasfollows:

Table® L2:ﬁDG&E'Elec:i:lri«::5\,{&%&mrﬁeliabilEty*ﬁ-%im:oric:zazHndict&esf]

Fires (2), Load Curtailment (4), and
2001 68.57 0.870 0.865 52.87 | 0.636 | 0.858 7 Interruptions Due to Non-SDG&E
Facilities (1)

Fires (2), Interruptions Due to Non-

2002 82.68 0.813 0.606 77.35 | 0.807 | 0.604 4 SDG&E Facilities (2)
Firestorm 2003 (1), Wind Storm Affecting
2003 298.45 0.860 0.869 76.14 | 0.717 | 0.845 2 >15% of Facilities (1)
Fires (3), Interruptions Due to Non-
2004 93.19 0.672 0.614 78.75 | 0.615 | 0.610 5 SDG&E Facilities (1), December Storm
@)
Fires (4), Interruptions Due to Non-
2005 61.99 0.637 0.602 58.46 | 0.567 | 0.568 10 SDGA&E Facilities (4), Storms (2)
Fires (8), Interruptions Due to Non-
2006 52.83 0.545 0.494 52.865 | 0.541 | 0.494 9 SDGAE Facilities (3)
State of Emergency Declared (2),
Interruptions Due to Non-SDG&E
2007 182.17 0.590 0.572 52.00 | 0481 | 0.527 8 Facilities (2), Load Curtailment (1),
Request to De-energize/ Restricted
Access (3)
2008 59.17 0.517 0.380 58.92 | 0.515 | 0.378 g |fires (2), Request to De-energize/

Restricted Access (7)

Fires (1), Interruptions Due to Non-
2009 67.06 0.542 0.380 66.01 | 0.538 | 0.380 4 SDG&E Facilities (1), Request to De-
energize/ Restricted Access (2)
Storms (2), Interruptions Due to Non-
SDG&E Facilities (8), Load Curtailment

2010 89.77 0.863 0.507 67.74 | 0.543 | 0.428 12 (1), Request to De-energize/ Restricted
Access (3) ¥
1
1
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Tabled l3:*ﬁDG&E“Hismrical”}&"aag,lswten‘rﬁteliabiliwl.:\,ni)ataj(:.xsimg*fEEE“}l366’£xclusie::rrﬁw'i‘uﬂ:eri.;aiﬂ

SANDIEGO GAS & ELECTRIC 2010 ELECTRIC SYSTEM RELIABILITY REPORT

HISTORICAL SYSTEM RELIABILITY DATA (USING IEEE 1366 EXCLUSION CRITERIA)

i

2001 6857 0870 0.865 57.62 07T 0.858
2002 82.68 0813 0606 T 0.621 0588
2003 20845 .860 0.869 B1.49 .698 (1858
2004 9319 0672 0614 7882 0619 0810
2005 61.99 0.637 0602 651.99 0.637 0.802
20086 5283 0.545 0:484 52.83 0.645 0494
2007 18247 0.580 0672 54 .89 U477 0.530
2008 5947 0.547 0.380 5817 0.817 0.380
2009 67.08 0642 0:380 4871 0:466 0.362
2000 B89.77 0863 0.507 6336 0.520 0441

* Per IEEE Standard 1366-2003 "2.5 beta method” for determining excludable days, days are excluded froma

given year's metric if their SAIDI exceeds 2.5 times the standard deviation of daily SAID over the previous five

year period.
SDG&E-hasbeenrtankedbyenindependentutilityconsultingfirmashavingthe{'best”;
reliabilityinthe-westerniUnitedStatesforfiveyearsinarowandearnedthehonorpf;

“Best-ReliabilityintheNation”for2009’ 1

3.2.4 SUBSTATIONS

i

%DG& Ehasetotalofthreethundredandfivesubstations.7iTwenty Ltwoqoﬁtheseqarew
transmission Lonly15ubstationsWand10nlyd'wave7697kV10r1'1ighelr*woltagesqwhiIewthew
remainingdistributionsubstationsthaveprimarywvoltagesof138pr69kVendsecondary
voltagesofil2ordkV.7Ninety ’fivepercent*pﬁthewtransmissiomcircuitbreakersqarew
SCADA—xontrolled.;

7-|”PA-Consulting—Group-recognizeszorth-AmericamUtilities-ffomexcellence-|in-reliability-and-customeﬁ
serviceptithe2010ReliabilityOne™qand-ServiceOne-Awards,”Nov.718,20104
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Newtransmission Lonlywsubstations1'nqthewlastwlowyearswincludewthe1230/691kVWSilvergatew
Substation,the230kV-PalomarEnergySubstationtointerconnecttheSDG&EPalomar
EnergyCenterpowerplant,andthe230kV-OtayMesaSubstationwhichinterconnectsy
theCalpineOtaypowerplant.TOthermajortransmissionprojectsincludesb00kV
MiguelSubstationretrofitwith-500kV-GasinsulatedSubstationandswitchgearto
reducetransmissionicongestiontostsandastate of lthe ]artwstatichArpompensatiom
(STATCOM)deviceattheTalegaSubstation.TheSunrise Powerlink’s500kVsubstation
will e SDG&E’sthird500kVsubstationuponitscompletionin2012.7

SDG&FE’sstandard12kVdistributionfeedersarefedwia1l38/12kVorH69/12kV-
substations.iThenewerdistributionsubstationsthavegstandarddesignthatspecifies
terminationstructures, switchgear, transformerpanks, surgeprotection, powerfactor
correctionrcapacitors{ifneeded),joadtapichangersiifneeded),control, protectionandy
metering. TApproximately 86percentpfthe12kV-distributionfeedersthave SCADA

control{660putpf765).7

Finally, SDG&EjsphasingoutitsdkVsubstationsthatexclusivelyservedkV-feedersi.e.
69/4kVor12/4kV).TNoneofthedkVsubstationsthave SCADAxontrolbecausetheyare;

beingstrategicallyreplacedwith112-kV-feederspori12/4kVpad Lmountedqtransformers.Tn

SDG&E-haswmdopteddigitalmicroprocessorrelaysinitssubstationssincethemid80s.7
Thesedevicesallowforsmarterinformationi&controlpfitsgrid, muchearlierthany

mostutilities.iThesetechnologiesiaythefoundationforfutureSmartGridepplications.;

SDG&Eisalsoinstallingconditionbasedmaintenance{CBM)toailtransmissionandy
distributionsubstations.TThisdeploymentistheiargestandifirstofitskindintheUnitedy

States.TThisprogramispartofthe OPEX20/20program-whichwillbediscussediater.;

3.2.5 DATA-TRANSPORTT

H
1

The SDG&Etrommunicationinfrastructureconsistspfaprivatemicrowavesystem, a7

fiberopticnetwork, a800MHzlicensedradiosystemusedforSCADA, sswellaspower L
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linecarrier{PLC),cellular, voiceradiomandcopperiines.Communicationsystemspare]

usedforvoicecommunicationanddatatransport.m

3.3 SANDIEGOSMARTIGRIDISTUDY

in2005 L2006,ﬁDG&EpartneredqwithwthewUtilityﬁonsumers'chtiomNetworkw(UCANhom
aSanDiegoftmartGrid Study ReportpreparedfortheEnergyPolicyinitiativesCenter
(EPIC)attheUniversityrofSanDiegoSchoolpfillawandproducedbytheSAICSmartGridy
Team.SwThewstudywwasqonepfwthewfirstimthenatiomtoqapplywtheﬁmartﬁridqconceptsw
developedbytheU. 5. DepartmentofEnergy(DOE)Modern-Gridinitiative®{MGI)toa
specificregion.jtprovidedapreliminarygnalysistodeterminethetechnical-feasibility;
andcosteffectivenessofimplementingSmartGridtechnologiesendstrategiesinthe
SanDiegoregion.TTheobjectivespfthestudywereto{l)determinewhetherthefuture
economicandregulatoryclimateintheSanDiegoregiontouldaccommodatepr
necessitateaSmartGrid,{2)determinetheportfoliopftechnologiesthatcouldy
implementaftmartGrid,and{3)conductacost LbeneﬁtqanaIysiswtowdeterminewwhetherw

implementingesSmartGridwouldberosteffectivefortheregion.y

Thisstudyprovided SDG&EwithawvisionandearlyglimpseintothefutureoftheSmarty
Grid. TApplyingthe MGl thestudyconsideredthewpplicationrofadvancedsensing,;
communication,andcontroltechnologiestogeneratemnddistributeelectricitymore;
effectively,economicallyandsecurelyacrosstheSanDiegoregionfromitssourceto

consumergppliancesandequipment.;

Thestudyultimatelyprovidedausefulreferencepointend-helpedinformSDG&E searlyy

effortstodevelopitsSmartGridroadmapgndision.]

Shitn://www.sandiego.edu/epic/research reports/documents/061017 SDSmartGridStudyEINAL pdfT

*Informationon the- ModernGridiinitiativecan-bejocated-athittp: www.netl.doe.gov/smartgrid/T
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3.4 SMARTTECHNOLOGY DEPLOYMENTS-ANDINVESTMENTSq

3.4.1 OVERVIEWH

i

%DG& ESmartGridinvestmentstodate havehelpedprepareitsnetworktodelivernew
andadditionalcustomer lvalued—papabilitieswaﬁthequtilitywstrivesm‘orgreaterefﬁciencyw
andeffectivenessiacrossitssystem. SDG&E-hasimplementedanengineeringdata
warehouseformorethanilOyearstointegratevariousdatasourcestosupportpetter
systemplanning, pperations®& maintenance.tingddition, SDG&E-hasusedits
investmentsasaflexiblefoundationtoprepareforthefutureandtoallowsufficienty

roomtoTrespondtorchangingdriversandmneeds.’

Inordertoempowercustomers, SDG&E-hasundertakeninvestmentsthatprovide
customerswithichoice,convenienceandcontrolovertheirenergyusageprthatiayther
groundworkforenhancedrcustomerchoice, convenienceandrcontrol.7Timelyenergy;
usageinformationsandrcontroiofin LhomeqappliancesqandwequipmentwcaniaeTemotelyq
enabledthroughthecustomers’ smartmetersandHANs. JtsAMideploymentwas817
percentctompletebytheendpf2010wndissupportingsixpilotstestingHANdevicesy
thatprovidecustomerswithtimelyenergyusageinformationgndallowthemtoset;
alertsmabouttheirenergybills.;Additionally, thegridautomationinvestments SDG&Ehas
madegndrcontinuestomakegcrossitsnetworkareslsoensuringthatthegridmeets;
customers’serviceexpectationswhilecomplyingwiththeenergypolicygoalspfthe;
state.Theseinvestmentsialsoenable SDG&Etosupportadditionalproductsandservices

asmarketidemandandpoliciesemerge.;

InTmaintaininglandimprovingitsnetwork, SDG&E’s1OpEx20/20programissupporting
thesystemthrough-aseriespfinvestmentsthatwillallowSDG&Etomanage-itsy
infrastructuremoreefficiently,increasepperationaleffectiveness,andengage
customersaccordingtotheirpreferences. SDG&E’s1OpEx120/20programalso

establishesthefoundationforitsSmartGridinvestmentswithmetworkvisibilityand;
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managementapabilitiesthatcanbeextendedtoinciudewmdditionaltechnologiesas

theyareimplemented.

SDG&Eisalsoinvestinginpilotstounderstandandutilizetechnologiesthatit-believes)
willplayanimportantfuturerolejingliowingthegridtoincorporaterenewabler
resources,meetstakeholders’expectationsendmeetstateenergypolicygoals.q
Additionally, pilotsthelp SDG&Eunderstandexpectedfuturecostsandbenefitsofwider

deployments.T

3.4.2 MAJORTECHNOLOGYDEPLOYMENTS

H
1

SDG&E-hasmadesignificantprogressdeployingerangeoftechnologiestomeetstate
andfederalpolicyrequirements;maximizecustomerenergywvalue;andhelpcreatethe
foundationforaninnovative,tonnectedandsustainableenergyfutureintheSanDiego
region.Theseinclude SDG&E’sautomation, SmartMeterandSustainableCommunities;
programs.jtssmartmeterdeploymentisalmostcompleteandthewutilitycontinuesto
investincustomerservinginfrastructuremndsmartmeterenabledprogramsandrates,;
suchasdynamicypricingprogramsandinformationpresentation. SDG&E’sgrid;
automationandrcontrolinvestmentsthavedeveloped-tsabilitytomanagegridy
performancegndsetthefoundationforadditionalSmartGridinvestments.iThroughthe
technologiesappliedinitsSustainableCommunitiesProgram,theSanDiegoregiontcany
seethowenergyefficiencytechnologies, greenpuildingandrenewableenergyrcani

significantlyreducecustomers’environmentalfootprint.;

:3“4“2“1 AUTOMATION

SDG&Eisimprovingitsexistingand-extensivegutomationandicontrolcapabilities]
throughstrategiessndinvestmentsidesignedtomeetstateandfederalpolicy;

requirementsfandtoymaximizevaluetocustomers.

SDG&EFE’sDistribution‘AutomationControlstrategycoordinatestheswitchingofdiscrete

devicessuchmastapacitorbanks, voltageregulators,andioadtapchangingtransformers.y
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Objectivesincludemaintainingbuswvoltagesacrossthemnetworkwithinspecifiedvoltager
limits, minimizingthenumberoftransmissionswitchingpperations,increasingwvoltage;
controlreservesbykeepingthemaximummnumberpofdevicesoffline, mitigatingrcircular
reactivepowerflows,andimprovingwvoltagesecuritywhilestrivingttomaintainahigh L

sidebuspowerfactorof0.995.7

Byieveragingsecure,reliablenetworkcommunicationscapabilities; thistechnology

deploymentisafoundationalelementtoSDG&E’ s SmartGrid-DeploymentPlan.y

SDG&E+isdeployingan-AdvancedMeteringinfrastructure{AMI,sisoknownastheSmarty
Meterprogram),throughoutitsSanDiegomndOrangeCountyserviceterritoryto
improvepperationalefficiencies,enableidemandresponseforcustomers,andprovide;
customerswithjnformation,understanding, andcontroloverhowtheytonsume;
energy.TheSmartiMeterprogramwillreplacefaprojectedil.4millionelectricmeters;
andretrofit900,000gasmodulesandyisscheduled-forcompletionbytheendof2012.
Bytheendof2010,theSmartMeterprogramhad-installed1,820,000endpointsinits)
serviceterritoryincludingl,095,000electricand 725,000 gassmartmeters.inwaddition,;
aswpartqoﬁthewSSDTnilIiomSDG&EWSmarthetemCommissiomauthorizedwfundinglo,waw
ZigBeetHAN—tommunicationsymodulehasbeentincludedintheelectricsmartimeters.m
Furthermore,SmartMeterfundingprovidedfortheinstallationofapproximately36,0007
programmablercommunicatingthermostats{PCTs})insmallbusinessfacilities.
Additionally,aremoteturn Lon,wturn LofﬁdevicewwasTequiredwfor‘;alhresidentiah'neteﬁ
installations.ThisfunctionalityisnowbeingieveragedbyCustomerCallCenter
representativesgnd-hasprovidedcustomersanextremelyquickturn Lomorwturn Lofﬁ

servicewhenimovingintonewijocations.’

101The1CPUCwopiniomapprovingsettlementy:)mSDG&E’swAMhprojectmayqbewfoundiah
http://docs.cpuc.ca.gov/word pdf/FINAL DECISION/B6766.pdfn
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AMhhasestablishedatwo lWayqr:ommunicationsi nfrastructure, providingautomated
meterreadinginplacepfmanualmeterreading,integratingcustomerinformationandy
billingsystems,thatmeasuresintervalenergyusedatainfifteenminutejncrementsfor
commercialgnd-hourlyiincrementsforresidentialcustomers,andenablingelectric
demandresponseandioadcontroldevicesthatwillassistcustomerstoreducepeak

energyuse.]

CustomerinformationpresentationwillsconbesupportedpytheMy-~Accountwebr
portalﬂwwhichwwilhprovidehou rlyelectricusageinformationthedayfollowingits
collection.inaddition, customerscansgireadypbtainglternative smartmeterdata
presentmentponanppt L'miaasiswthrougthoogle’swPowerMetergadgetw(applica'cion)12.71
Furthermore,wimplementatiomoﬁsystemsbasedqomOpenADE131'n120117iswexpected7tow
accommodatei‘customerauthorized”thirdpartyenergyusagepresentmentproviders.T
Nearreal LtimeqcustomerwenergwusagewinformatiomwilhbeqavailablewthrougthANw
compatibledevices{in LhomejdisplayshandqotheerANwenabledwequipment,qappliancesw

andinformationtechnologies.q

WhilemostofSDG&E’s1argecommercialtustomers{>200kWdemand)alreadyhave
automated-meterreadingsolutionsinyplace, thisprojectwillprovidesuchmeteringy

capabilitiesforgllresidentialandsmalleandmedium-businesscustomers.y
ExpectedbenefitsoftheSmartMeterprogram-inciude:;

ffi ImprovedrcustomerserviceT

ffi OutageomanagementdetectionT

11qS.DG&E’snMyq/-\ccoun’ﬂwebsiteis hitp://myvaccount.sdge.com.Onlinedintervaldatapresentation-will-begenerally;
availabletorcustomersin2Q2011.7
121PowerMeterwis*mprojectfromgoogle.org,qaqphiIanthropicwpartpﬁGoogleihahdeveIopsﬁechnologyprojects.w
InformationonPowerMeterandgoogle.orgranbefoundatihtip://www.google com/powermeter/about/index. htmin
qupenADEisqthewOpemAutomatedﬂatafxchangeqtaskﬂforcewithinﬂpenSG,qwhichwdefinedTequirementsnndqinitiah
servicedefinitionspriortotransitioningtheirworktothe North-AmericanEnergy StandardsBoard{NAESB), &7
standardsdevelopmentprganization, wheretheworktcontinuesundertheEnergyServicesPProviderinterfacetask;
force. Additionalinformationtanbefoundatinttp://osgug ucalug. org/sgsystems/OpenADE /default aspxandy
http:/fwww.naesb.org/espi task force.asp.m
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ffi ReducedneedtomccesscustomerpropertyT
ffi Energyinformationpavailabilitywhichisleadingtocustomerenergyawareness]
andyassociatedbehavioralchangesthatincreaseenergyefficiency

ffi Enablesdynamicpricingendidemandresponse]

Additionalbenefitsaccruetosocietywhenresidentialandsmallbusinesscustomers
changetheirenergyusepatternsandtakeadvantageofrebatesforkilowatt-hoursy
savedduringpeak Lusageperiods.quqcustomerswshiftwtheirwenergy7usage,worewelectricityw
becomespavailable, delayingtheneedforadditionalenergysupplysourcespnpeak L

usagedays.]

3.4.2.3 SUSTAINABLEACOMMUNITIESPROGRAM,

TheSustainableCommunities Program{SCP)integratescleanenergygenerationsystems,
insustainablydesigned,energyefficientbuildingsthroughoutSDG&E’sserviceterritory.T
TheSCPwasapprovedbytheCommissioninthe SDG&ER004CostpfService
proceedingandagainintheSDG&ER2008General-RateCase.7The SCPhasbeen
recognizedpbythetCommissionasaniexampleoftheCalifornialongTermEnergy7
Efficiency Strategic Plangoalofdemandsidemanagementcoordinationgand
integration'® TitsTequirementthatprogramparticipants’puildingsbehighlyenergy
efficientandsustainablybuiltresultsinshowcaseprojectsthatdemonstratether
integrationofenergyefficiencymeasures, greenbuildingpracticesandrcleandistributed

energy.]

3.4.3 MAJORINFLIGHT-PROJECTSq

i

SDG&FE’sinvestmentsincludekeyprogramsandprojectsthatareintheimplementationy

stageincludingtheongoing OpEx20/20,SecurityEventandincidentiManagement,fiber

Yhttp://www.cpuc.ca.gov/NR/rdonlyres/D4321448 208C 48F9 '9F62 -
1BBB14AABDT717/0/EEStrategicPlan.pdin
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opticcommunicationstosubstations,andptherundertakingstosupportiaconnected
andsustainablesmartenergyfutureforitsserviceterritory.,Theseinvestmentsare
targetedtoimproveSDG&E’sabilitytomanagethesystemandprovidetustomerswith;

engagementtheywvalue.

SDG&Ejsalsoinvestingtounderstandnascent{“smart”technologiesandthowtheirwvalues
canpemaximizedinprogramsiiketheBorregoSpringsfMicrogriddemonstration.7These
programsandpilotsctansalsobefoundintheaccompanyingSmartGrid-DeploymentPlany

Roadmap.;

3.4.3.1 OPEX120/20

OpEx120/20istheprogrammnameforaportfoliopf20enterprise lWide1'nitiativeswthatw
focuspntechnologyupgradesendprocessimprovementstoenhancethercapabilitiespf
front L}inewemployeeswithimElectricﬂperations,wGasﬂperations,back Lofﬁceqﬁeldﬂ,anch

mappingsupport,CustomerServiceField,-andtheCustomerContactCenters.m

OpEx120/20+formerlycalled{‘Utility of theFuture”)enablesSDG&Etocontinueto
deliverOperationalExcellence.720/20”" symbolizesaclearvisionguidingtheeffortsy
overal5 Lyear1orogramqwitl'11'nitiativeswthatwstartqandToll*putﬂ,atwvariouswtimes~pvem

severalyears.T

OpEx120/20+sprovidingnewfunctionalitytosupportdecisionmakingandgreater
visibilityacrosstheutility’soperationsandinfrastructureandispllowing SDG&Eto7
replacelegacysoftwareapplicationswithicommercialoff lthe Lshelﬁoroductswthatwcostw

lessttomaintain.T

Theadvancesintechnologyareenablingnew, moregefficientbusinessprocessesand;

provideactionableinformationdirectlytoemployees.q
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Severalofthenewtechnologiesiistedbelow,suchasMobile DataTerminals{MDTs),7

arewalreadyimusewatWSDG&Eﬁ.Tn
Withnewtechnologiesinplace, manychangeswillpoccur.m

ffi ExpandingtheuseofMobileDataiTerminalsiwithmorefunctionalitytomorer
fieldcrewsmandfront Llinewfield15upervisorswreduceswpaperworkqanchmakesi'\igh L

gualityinformationreadilyavailable

ffi BuildinganenterprisefGeographicinformationfystem{GIS)consolidatesy
foundationalSmartGriddatajntoasingleenterprise 1Widewrepositorwandw
enablesfieldemployeestoaccessorupdateelectronicmapspfthetransmission

anddistributionsystemsthroughimobiledevices

ffi ImplementingnewOutageandDistributionfManagementfystems{OMS/DMS);
immediatelypinpointselectricoutagesand-helptakerxorrectiveactionto

minimizecustomerimpactandmorequicklyrestoreservicetorustomers,

ffi AddingForecasting,Schedulingand-DispatchingSystemsimprovementssupporty
SDG&E’swabilitytoplanworkendroutecrewsmoreefficiently LLreducingwtraveh

timeandreschedulingrchangesautomatically

ffi ImplementingConditionBased{Maintenanceprovidesmoreeffectiveuseofy
largeequipment, Thbyproactivelyandautomaticallymonitoringconditionsthaty

couldimpactreliabilityq

ffi Offeringadditionalpnlineservicesforcustomerssupportscustomerpreferencer

forthesetypespftransactionsT

15{he—g0pExﬁO/20—programs—includeqinvestmentSqforqboth-pﬁSempra—;Energy’s-regulated—ﬁaliforniaqutilities.ﬂ
SDG&E-SmartGridDeploymentPlan:12011+—2020; Page737

1

SB GT&S 0247835



ffi SingleliewpftheCustomerenablesunderstandingofanindividualcustomer’sy
activitiesmcrossvariousprogramsandchannels{suchrastheweb,phone,andy

mail)sothatitcanprovideimprovedservice

3.4.3.2 MICROGRIDS,

SDG&FE’s1DOEfundedandCaliforniafEnergyCommissionq{CEC)fundedmicrogridprojectsy
promotegctivecustomerparticipationtohelpsupportthexcommunityofBorregor
Spring’senergyneedsendaddressstandards,integration, sndinteroperability;
challengesforSmartGrid. BothmicrogridprojectsarexollocatedinBorregoSprings, 71007
milesnortheastiofthercityofSanDiego, withapopulationof2,500residents, andwhen-
complete,willformthejargestiU.S. microgridintermspofrcapacitysndthenumberpf;

customersserved.]

Amicrogridismagroupofenergygeneratorsie.g., wind, solar, portablegeneration,
batterystorage)andrtustomerjoadswithinaclearlydefinedareathatcanberontrolleds
toactassinglecontroliableentitywithrespecttotheiargerelectricgrid. /Amicrogridy
mayhavethesabilitytoronnectanddisconnectfromthegrid{“island”}inresponseto
systemdisturbances,enablingitto{‘ridethrough”outagesbytemporarilysupporting,

themicrogrid’senergyneeds.T

AstheSanDiegoregion’spopulationanddevelopmentgrowthrcontinuesfurtherinland;
totheeast, thepeaktoaverageMW-rapacityprofilewillcontinuetoiincrease.Thiswilly
likelyincreasevreliabilityissues, makingdistributedenergyresource{DER) based
microgridsanecessarypartpfthegriddesignprocesswherercost LeffectiveTeliabilityj'sw
thepriority. SDG&E’smicrogridprojectsareusingproventechnologies,including
renewableanddistributedgeneration, batterystorage, automatedswitchingtechnology
andsmartmeterdatathatwillbe,forthefirsttime,deployed-holisticallyonautility;
grid./AdargepartofthefundingisthroughgrantsSDG&Ereceivedthroughthe DOEwmndy

CECforeSmartGridiDemonstrationof RenewableDistributionSystemsintegration.The
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remainingfundscomefromBSDG&EanditslOpartnerswhoaredevelopingthisy

microgriddemonstration.Tm

Thisnitiativerenhances SDG&E’scybersecuritycapabilitieswithiamoreadvancedy
solutiontomanagesecurityeventsandincidents.dtincludesthedesignand;
implementationpofeSEIMservicethatsupportscurrentproductionandregulatory
requirementsandisafoundationforfuturerenhancementsthatwillsupportstrategic
utilityprogramsiike SmartiGrid. The SEIM—servicestreamlinesiandenhancessecurityy
eventandincidentmonitoring, management,trendanalysis,slertreportingland;y

escalationprocesses.
Benefitsof SEIM+technologyinclude:

ffi Greatermbilitytoimonitorsecurityreventsacross SDG&E’ssystems

ffi Providesthefoundationforasingle,consolidatedsecuritymonitoringinterface,;
helpingtoavoidrostsofmultiplesolutionmanagementtools]

ffi Avoidscostspfperuser/deviceproductiicenses]

ffi Simplifiessecurityincidentandeventdecisionworkflow

ffi Increasescapabilitytodesighianddeployconnectionsbetweenmultipledog
sourcedevicesandtheSEIMA

ffi Increasescapabilitytodesighianddeployeventrcorrelationproceduresfromn
multiplejogsourcesy

ffi Centralizesmanagementandviewpfsecurityincidentsandevents]

ffi Enhancesmndiextendscompliancewith;NERC/CIP,SOX,;andSemprabusiness
continuity/disasterrecoverypbjectives,

ffi Improvessystemperformancebasedpondual Lsitewworkloadwloadiaalancingwtow

meetincidentandeventvolumegrowthy
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Thisprojectbuildsoutafiberopticinetwork-toglitransmissionsubstations,includingy
installationintheSunrisePowerlinkilinexcorridor.Thefiberppticnetwork-willreplacer
agingandiessreliablexommunicationstosubstationsthatwillenablesdvanced;
protectionand-monitoring. inthefuture,itmayprovidebackhaulcapabilitiesforother

SmartGridcommunicationsanddistributionoperations.T

Thisprojectbuildsputtheiow Lspeed,iowwpowemwirelessT\etworkwandiaackhauh
connectivitytoenableelectriciT&Dtodeployandmonitorfaultgircuitindicators{FCls) 1
andtoperformrequireddailymanualmonitoringrofaviationiights.7iTheprojectwilly
supportexistingandmnewaviationiights, faultcircuitindicatorsforHighRiskFire-Areas,
(HRFA),andotherFCis.

Benefitsinclude:

ffi EnhancedsituationalawarenessforT&Dmulti Lphase‘pircuitﬂ
ffi OverheadFClrcostsavings, reducedresponsetimesinHFRAT
ffi Enhancedfiresafety;

ffi Eliminationofrcostlyimanuakinspectionof530existingand-futureaviationdights.

Thisprojectappliesoff lthe LshelHimitedwdischargewenergywtechnoloquomtheqdistributiom
system.Sensor LequippedwdevicesTeducewthewenergﬁet Lthroc.ighqwhenTeclosing1’ntoqaw
distributionjinewhichswitchedpffduetoafault.7Benefitsincludeenhancedsafety,
reducedequipmentstress,improvedpowerqualityandreliability. TProtective-devicer
coordinationisialsoenhanced,sndthetechnologyprovidessystemautomationaty

locationspresentlyoperatedmanually.g

1
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344 INVENTORYOFOTHERSMARTGRIDINVESTMENTS,

i
Inadditiontothedeploymentsandin 1ﬂighﬁ'nvestmentswz:iescribedwimthiasection,w

SDG&E-hasenumberopfibaselineprojectsdesignedtosupportitsSmartGridplanning.T

3.4.4.1 INTEGRATION-OFINTERMITTENT-RENEWABLESTTRANSMISSION

: PLANNING-STUDYA
SDG&EisundertakingraiTransmissionPlanning Studytodeterminetheimpactpf;
increasedievelspfintermittentrenewablesattachedtoitstransmissionanddistributiony

systems.Thestudywillidentifypotentialissuesandinformmitigationstrategies.T

3.4.4.2 DEMONSTRATIONCFCOMPOSITECOREICONDUCTORINSTALLATIONS

Thisprojectisademonstrationpofcompositetoreconductorinstaliations.iThese
technologiesmayprovideincreasedpowertransfercapacity, sndthusdecreasedneeds

fornewtransmission.{tmayslsoreduceenvironmentalimpacts.]

3.4.4.3 TRACKINGANDMONITORINGOFEVICHARGINGFACILITIESy

SDG&EhasimplementedenewprocessandrcontrolsystemthatisintegratedwithGiSy
capabilitiestotrackelectricivehiclecharginginstallationswithinthe SDG&Eservicey
territoryandtomonitorperformance.TlThiseffortisintendedtoensurethattheelectric
distributionsystemistapablepfaccommodatingmnewrcustomerioadsduetoelectric
vehiclecharging.Thisprocessandcontrolsystemincludeswehicleregistrationand;
identificationprovidedbythewehiclemanufacturerand-ECOtality, theelectricwvehicleq

infrastructureinstallerunderthe DOE-fundedelectricvehicleprojectinSanDiego.n

Serviceprdersissuedtopperatingdistrictsrequireevaluationpofelectricdistribution
infrastructureforcapacity, graphicalimappingpofthejocationpfthenewrcustomerioad,;
andinstallingmonitoringrequipmentonassociateddistributiontransformers.7The
consumptionpatternsendioadingpfthemssociateddistributionequipmentwillber

monitoredtoassesstheimpactandquicklyidentifygnyfacilityoverloadsprvoltage
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problemsandtakercorrectiveaction.7Thisinformationwillalsobeusefulforassistingy

planningstudiestomodelfutureimpacts.;

In2007,SDG&Esuccessfullycompletedaprojecttointegratesynchrophasordatainto
theoperationoftheStateEstimatorepplicationpntheEnergyManagementSystem.
This1CEC qundedwprojectqwaswthewﬁrstwutility1'mplementatiomdemonstratingqtheqabilitywtow
usesynchrophasorsforstateestimationinaworking EMS.Tin2009, SDG&E-integrated;
synchrophasordataintoaSCADA®Bpplicationwhichprovidedreal Ltimephaseqanglew
measurementsbetweentwob500kVsubstations, asllowingforfastersystemrestoration’
following500kViineputages.7In2010,SDG&Ejnitiatedgprojecttoinstally
synchrophasorsatalimajortransmissionsubstationsfforuseatthetransmissionjevel.q
Thisprojectisexpectedtoberompletedby2013.iTheprojectwillincluderealtimen
collectionofsynchrophasordatasndaisualizationandoperatorinterfacesystem-to

aidinrealtimepperationsofthesystem.m

3.5 CUSTOMERDATAPRIVACY-ANDSECURITYq

3.51 CUSTOMERDATACOLLECTION,SHARING, AND-RETENTION~

H
1

What datajs SDG&E nowrollecting? For what purpose js the data being rollected? 7
With whom will SDG&Eturrently share the data? Howjong will SDG&E rurrently keep 7

thedata? 7

Inordertoronductbusiness, SDG&Erxollectsandutilizesabroadrangeofcustomery
informatione.g.,customercontactinformation,energyusageinformation,programn
enrollmentandparticipationinformation).Themamountandtypespofinformation
collectedhaveevolvedpvertheyears.Forexample, manual, monthlyregistermeten
readswerepncethenormbuterenowbeingreplacedwithsutomated, remotereading
ofdintervaldata{hourlyforresidential, 715 minutefforcommercialjmultipletimesperday]

viaSDG&E’'sSmartMetersystem.]
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SDG&E—rollectscustomerinformationpeginningwithttheaccountset Lumﬁservicew
establishmentprocessduringwhichpersonalinformationijscollectedtoestablishandy
verifytheddentityofthecustomerofrecordglongwithpremiseinformationtoensure;
thecorrectijinkagebetweenthecustomer, metergndaccount{newlyestablished).7This
informationisnecessarytoenableeffectivecustomerserviceforpillingandoutage
notificationand-forcustomercommunication,putreachesndeducationpurposes.
SDG&Ercustomers primaryorpreferredianguageisalsorollectedand,inthercasepf
businesses,informationregardingresponsiblepfficerspfthetompanyandpther
businessspecificinformationcanbercoliected.Informationnecessarytorunarcredity
checkandtohelpdeterminethecreditriskassociatedwiththewccountisalsorollectedy
inordertodetermineijfemeterdepositwillberequiredandpremisepownershipand;
landlordinformationiscollectedinprdertoienablesuchthingsas reverttorowner’y
services{inwhichserviceisnotinterrupteduponimoveout,butrathertransferredbacky
tothevowner'snameinpordertofacilitatepropertyshowingendfollow LonTentaI).ﬂ
Additionally,informationnecessarytodetermineeligibility formedicalbaselinepriife;

supportstatusistollected.s

Oncethemccountisestablished,variousdataijscollectedduringthetnormalcourseofy
utility-transactionssuchs@asenergyusageinformation,billingendpaymentinformation;
andprogramenrolimentinformation.TiThistanincludethercollectionpf-householdy
incomeinformationtodetermineeligibilityforwvariouswutilityprograms, suchasthe
CaliforniajAlternateRatesforEnergyorCAREprogram,demandresponseprograms’
(suchqasthe SummerSaverorairconditioningcyclingprogram)andenergyefficiencyy
programs.Tinlsomeaseswhenyanin Lhomewenergwsurvey1'51conducted,werywdetailedw
informationabout@acustomer’'spremisesistollectedincludingtypesandnumbersofy
appliancesandiighting, forexample.Tinformationisalsomaintainedregarding
vegetationmanagementassociatedwith SDG&E’'ssystemwithtreetrimming,

informationwhichcansometimesbeassociatedwithicustomerpremises.;
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SDG&Eretainsinformationrcollectedasnecessarytoefficientlyandeffectively-fulfillits

obligationtoserveitscustomers.T

SDG&Esharescustomerinformationwiththirdpartiesintheconductofitsbusiness.;
Thisiincludescontractorsactingonthewutility’sbehalf{e.g., fulfillingEnergyEfficiencyy
programenrollment, CARErecruitment,etc.)Jand-thirdpartieswhomrcustomershave
designatedtoreceiveinformation{such@asCommission Lt:ertifiedwEnergywService1
Providers,forexample).7Thirdpartieswith-whomSDG&E-hasadirectbusiness,
relationshipareboundpystricticontractualtermsandronditionsincludingnon L
disclosureTrequirementsendusageiimitations, asappropriate,andthatallowfor

properremediesTifthirdpartyactionssowarrant.;

3.5.2 DATAACCURACY-AND-RELIABILITY

Whatonfidence does $DG&E have thatijts datajsnccurate mndreliable enough for7

the purposes for whichjt was being used? 7

SDG&FE’spracticesandprocedurestegardingdatagathering,maintenanceandstorage;
areaimedatensuringtheintegritypofthatdatatofulfillthepurposeforwhichijtwasy
gathered.71Overtimemndwhennewsystemsprrulesareputiniplace, thesepractices;
andproceduresevolveandSDG&Estrivesforconstantandincrementalimprovement.
Duringthepgccountsetupprocessprotherprocesses, personallyidentifiabley
informationisprovidedandverifiedbythecustomer.7Customerpersonallyidentifiableq
information{Pll}porotheriesssensitiveinformationthatisrequiredtocompleteautility
andy/orcustomertransactionye.g., billing, fieldorder)includessuchdataasservicer
address, billingaddressandpthercontactinformation.TmAtthetimetheprderis,
completed, theproperservicepddressandptherpremiseorcustomerdataisyvalidated

againstthewutilitydatabasetoensuregccuracy.m

Customerwusagedata{forpillingpurposes)iscollectedviathesmartmeter.iThe

accuracypfthesmartmeterhaspeenerifiedthroughthesmartmetertestingand;
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installationprocess.TiThecustomerusagedatacollectedviathesmartimeter;
communicationssystemmaynotbercompleteifasmartmeterfailstotransmitdata;
throughtheAMimetwork. 7Typically, themissingdatawillbecollectedinasubsequent;
readgttempt.Collecteddataisprocessedthroughthewalidation,estimatingandeditingy
(VEE)process.Theaccuracyofmonthlyreadidata{monthlyusagebilledonthetieredy

structure)mustpassseveralcomparisontestswiththemanualreadasavalidationtest.m7

InadditiontoPllendusagedata,jotherprocessesthatrelypnrcustomerdatagenerally;
haverchecksandpbalancesincluded{suchasmultipleremployeesinvolved), andwhen

possible,@singlesourceofthedatajsutilizedinprdertoensure@ccuracy.]

3.53 PROTECTION-AGAINSTDATA-LOSS1OR-MISUSEq
Howdoes $DG&E protect the datangainstjoss primisuse?7

SDG&Eemploysarobustinformationsecurityprogramthatfocusesponthethreetxore
competenciesthatpperatetogethertoprotectagainstdataiosspormisuse:Governance,

Engineering,;andOperations.]

TheSecurityGovernanceprganizationjstaskedwithcompanysecuritypolicysndypolicyq
compliance,whichincludesthedraftingandmaintenanceofpolicyartifacts,;andassures]
thatthertompanyisincompliancewithallrequirediegalandregulatorycybersecurity;
requirements;securityawareness,whichensureseveryemployeeunderstandsand
executestheirroleinprotectingicompanyinformation;securitystrategyand;
architecture, whichpverseesthefuturedirectionpfsecuritycontroisacrossthe’
company;andthesecurityprogrampoffice,whichieadsprojectsthatimplementnew
securitycontrols..The1Governanceprganizationglsomaintainssecuritycontractuah
languagethatiswusedduringnegotiationswiththirdpartiestoensurethatifthe;
relationshipcallsforthesharingroftompanyinformation,theinformationisadequately;

protected.;
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TheSecurity Engineeringorganizationisresponsiblefordevelopingendmaintaining;
companysecuritystandardsiandrequirements,andensuringthateverynewproject

adherestoeachofthese.;

Finally,theSecurityOperationsprganizationisresponsibleformonitoringicompany
networksandsystemsforpotentialcyberthreatsgndwvulnerabilities,;ensuringthat;
vulnerabilitiesareguicklyremediated, sndijfthreatsmaterialize, theyarecontained;

quicklysothedamagertausedisminimized.y

3.54 SHARINGCUSTOMERINFORMATIONANDENERGYDATAY

H
1

With whom does SDG&E share tustomerijnformation und energy data turrently? With7

whomdoes S$DG&E reasonably foresee sharing datajn the future?7;

Thequestion{"Withwhom-doesthewutilitysharecustomerinformationandenergydata;

currently?”isaddressedinsection3.5.1.7

Dependingronthespecificdataelements,customerPllandusagedatawillbeshared;
withthecustomer.iThecustomerisabletoaccesstheirspecificaccountinformationy
(including P} via SDG&E’sMyAccount.Thecustomermusthaveqan-established- My
Accountjog L'rm! Dandpassword.7Customerusagedatawillibeavailabletocustomer;
authorizedthirdpartiesgiventhercustomer’'siexplicitconsent.7TCustomerauthorized,
thirdpartiescouldbeinformationserviceproviders,-energyserviceproviders,energy’
managementservicesgndptherthirdparty homepareadevices{includingin Lhomew
displays).71SDG&Eagentswhomactionbehalfof SDG&Emaysaisohaveaccesstocustomer
datadependingpnservicestontracted by SDG&E{e.g., energyefficiencyservices,jow L
incomeprogramputreachandenroliment). TSDG&Ewillalsocontractwithvarious,
softwarewvendorsthatprovideon Llinewpresentment,wenergyiaiIImﬁanagementqandw
analyticaltoolsthatrequireaccesstocustomerdata.fiThesethirdpartyvendorswillbe
undercontract/licensedbySDG&E-withappropriatenon Ldisclosureqagreementsw

regardingcustomerrelateddata.q
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3.55 THIRDPARTYDATAUSAGEPURPOSE"

H
1

Whatdoes SDG&E nnticipate js pr will be the purpose for which the third party will use7

thedata? 7

Theprimarypurposeforcustomerauthorizedthird Lpartywaccesswtowtheir‘|usa,cgejz:iatawisq’mw

helpthecustomerpetterunderstandandcontroltheirenergyusage.;

3.56 INFORMATION-SECURITY-ANDPRIVACY-FORSHAREDDATAA

H
1

What measures nre prwill be employed by SDG&E to protect the security nnd privacy 7

ofinformation shared with ptherentities?7

Theprimarymeasuresbywhich SDG&Eprotectsthesecuritygndprivacyofinformation
sharedwithotherentitiesarewviathecontractualtermsandrconditionsincludedinther
contractspetweenSDG&E@andtheentitiesthatreceivethisinformation. 7SDG&E-
structuresijtsagreements-withthirdpartiesswiththegoalofprotectingcustomers’y
information.TiTheutility’ sistandardconfidentialitylanguageincludesthefollowing,

provisionsdesignedtoprotectcustomersinformation:;

ffi SDG&EwusesabroaddefinitionoffConfidentiabinformation”toprotectawide]

rangeofinformationrelatedtorxustomers;;

ffi SDG&E]imitsvendors’usepfsuchConfidentialdnformationtobesolelyfor
purposesofperformingservicesunderitsagreementsyi.e.,Tvendorscannotiuse’

Confidentialinformationfortheirownbenefitorcommercialpurposes);n

ffi SDG&Erequiresvendorstousereasonablesecurityproceduresandpracticestor
protectConfidentialinformationfromunauthorized-access, destruction,use,’
modificationordisclosure.Forthirdparties, onsitesecurityevaluationsmaybe’
performedtoensureappropriatesecuritycontrolsareinplace, exceptinsome’
caseswherecurrentcertifications{e.g. 15027001 )performedbyaccreditedy

firmsexist;"

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page837

1

SB_GT&S 0247845



ffi SDG&ErequiresvendorstodeliverordestroymnyConfidentiaHnformationuponi

requestyandT

ffi SDG&EspecifiesthatconfidentialityprovisionsrelatedtorcustomerConfidential

Informationremainineffectforperpetuity.q

3.5.7 LIMITATIONSJAND-RESTRICTIONS1ON-THIRD 'PARTY-DATA+

i

What Jimitations andrestrictions will SDG&E place pn third f)artyyse nndretentionpf7

datannd pndownstream sharing?7

SDG&Ehasiimitedcontractualcontrols,enforcementguthorityorimposedpenaltieson;
customerauthorizedthirdparties.Tif thecustomerdirects{viaexplicitconsent) SDG&E
toprovidetheirspecificcustomerusagedatatoathirdparty, thendirectcontractuah
relationshipandpotentialibusinesstransactionsarebetweentherxustomer’sthirdparty;
andthecustomer.7SDG&Ehasiimitedauthoritytointerferewiththercustomer’'sthird L
partyrelationship,includingthethird Lpartwuseqoﬁthmcustomeﬁusagejdatawandw
potentialsharingdownstream.7At best, SDG&Ercanterminatetransferpofcustomer

usagedatatowmthirdpartyifthatthirdpartyisdeemeds{badactor”.

EachwendorSDG&Eutilizesisrequiredtothavetheiragents, representatives,
subcontractorsandsuppliersfamiliarwith, andabideby,thecustomerconfidentiality;
provisionsinitsegreementsasmorefullydescribedintheresponsetoruestion’.5.67
above.TGenerallyspeaking,thesecustomerconfidentialityjprovisionsprohibittheusepr
sharingrofcustomers’Confidentialinformationforanypurposeotherthanperforming
servicesforSDG&Eunderitsagreements.TAdditionally, theseprovisionsincluder
requirementstoprotectcustomerinformationusingreasonablesecuritymeasuresiand;

allowSDG&EtoseekthereturnordestructioniofanyConfidentialinformation.;
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3.5.8 ENFORCEMENT-OFLIMITATIONS-ANDARESTRICTIONSH
How will 5DG&E enforce those Jimitations mnd restrictions? 7

InthecasepfSDG&E’'stontractualthirdparties,jimitations,restrictions,conditionsand;
definedidamagesrtaniespecifiedinthespecificrontracttermsgandconditions.7Pery
responseto.5.7, SDG&E-hasiimitedauthoritywithregardtorcustomerjauthorized-third;
parties. TSDG&Ewillrequirecustomerguthorizedthirdpartiessdheretospecificdata
transferprotocolsyi.e., OpenADE/NAESBESPIstandards, SEP)toensuresecurity]

encryption,ctustomerverificationanddevicecompatibility.;

3.5.9 INDIVIDUALS'HACCESSTTOTHEIRIDATA"

i

Howdojndividualshave nccess tothe dataubout themselves?7

Customer’spersonallyjdentifiableinformation(Pll) canbeaccessedbythecustomer
throughtheiriMly-Accountjog L'rm! D, bycallingSDG&E’scustomercontacticenter,orpy;

visitingroneofSDG&E’sbranchoffices.”

3.5.10 AUDIT,1OVERSIGHT,;ANDENFORCEMENTMECHANISMSH

H
1

Whatnudit, pversight mnd enforcement mechanisms does $DG&E have jn place to7

ensure that the utilityis following jts pwnrules? 7

As@aCaliforniautility, SDG&Ejssubjecttomuitiplechecksandbalancestoensureitising
compliancewithijtsinternalpoliciesandprocedures. SDG&E-hasputinplaceseverah
mechanismstoprovidegovernance,oversightandenforcementofsecurityandprivacy;
controls. Forexample, SDG&Eusespothinternaliandexternalimechanismstoprovide

oversightoversecurityandyprivacycontrols.;

Internally, theseincludeafystemDevelopmentiifecycleMethodologythatinjects
securityandprivacyrequirementsearlyingprojecttoensuretheprojectwillcomply

withinternalpoliciesaswellregulatoryrequirements.iThismethodologyisalsousedto
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testplannedcomponentsforsecurityvulnerabilitiesinnewinfrastructurettowverifythaty

securityandprivacyrequirementsthavebeenmet.

SDG&Esecurityandprivacycontrolsiaremisoregularlyreviewed-byarorporateinternah

auditdepartmentthatreportstoSempraEnergy’ sBoardpfDirectors.Thisinternalaudity
organizationusesthecompany’ssecuritypolicy, requirementssandindustrystandardsto
verifythestateofsecuritysndprivacycontrolsandmakesrecommendationstoimprove

whennecessary.]

Externally, SDG&E-usesindependentthirdpartyauditorsandprofessionalsecurity]
controltestingprganizationstoenhanceitsperspectiveof-howwelljtssecurityand

privacycontrolsaremeetingexpectations.

Finally, SDG&E-srtegularlyguditedbyindustrygovernanceprganizations, suchasthe’
North-AmericanElectricReliability Corporation{NERC),toensurecompliancewith

specificsecuritycontrols.y

3.6 CONCLUSIONj

SDG&EFE’scurrentinvestmentsandpracticeshavebeenundertakenbecausetheyare
clearlyalignedtopolicycompliance, providingcustomer 1valuedrapabilitiesnandw
maintaining SDG&E’snetworkefficiency.7TheyareintendedtosupportSDG&E’ svision
forSmart1Grid, whilemaintainingsufficientflexibility torespondtoemerging
requirements. SDG&E-hasbeenworkingforsometimetopuildthetUtilityofther
Future.”mTheenhancementsithasmadewillensurethatitcontinuestoattainthe
highestreputationforreliabilitywhiledookingoutforjtscustomers’bestinterests,;

includingtheprivacypfrcustomers’personallyidentifiableinformation. n
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41 INTRODUCTIONY

SDG&E’sSmartGridiDeploymentstrategyfocusespnempoweringcustomerswith
technologyandservicechoicesthatmaximizetheircomfortandrconvenience, whileglsor
maximizingthewvaluepftheirenergyandprotectingtheprivacyoftheirenergyusage,
andotherpersonaldata.TitembracestheevolutionpftheSmartGridbymaintainingy
systemeliabilitywithself LhealinglﬁqandTesilientwcapabilities,qwhileqalso1'ncorporating1
increasingievelspfrenewableenergyfromcentralizedanddistributedintermittent;
resources.TiTheSmartGridplatformdescribedijnthisplansupportsCalifornia’semission
reductiongoalsbyintegratingrenewableresourcesgndiargenumbersofPEVs,whiler
alsomaximizingtheefficiencysndmaintainingthesecurityoftheelectricityand;
informationinfrastructurethatservestheSanDiegoregion.TThisSmartGridplatform,
willempowerrcustomerswith-opportunitiestoincorporatemuitipleoptionsfordemand;
response,energyefficiency, generation,andstorageintoexistingandfutureenergy’
markets. TSDG&E’'sSmartGriddeploymenteffortsasawholewillsignificantlycontributer
tothereductionpftheenvironmentalfootprintiofelectricitygenerationanddeliveryin
theregionbyintegratingrenewableresources,electricvehicles, andothertechnologiesy

thatwillassistinthegvoidanceofemissionsassociatedwithtraditionalsolutions.

IndevelopingitsSmartGridDeploymentPlan, SDG&E’sstrategywastoengage
employeesandabroadrcross Lsectiomoﬁstakeholder‘groupswfromqacrosswtheWServicew
territoryintheprocess. 71SDG&E’'sputreachsoughtandyreceivedinputfrompover25;
organizationsrepresentingrawidewvarietyiofcustomerinterests,jincludingmunicipalities,;
regionalprganizations,industry, andacademia.TFollowingaframeworkderivedfrom,

theNIST-SmartGridiConceptualiModel*’ 10-domainteamsiedbySDG&Edirectorsand;

16-A-selfLhealing—grid-is—pne*rthat-automaticallyTecom‘igures—r\/ia-autonomous—switching—;opera’cions—in-|
response-rto-a-system*ffaultqimprovingqlocal-reliability.q
17—5’1‘&{.): Jcollaborate.nist.gov/twiki sgerid/bin/view/SmartGrid/SGConceptualModeh
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executivesfrompacrosstherompanydevelopedperspectivesandplansthatweretheny
integratedtogether.ritsstrategyforSmartGriddeploymentinciudespongoingeffortstor
furtherintegrateSmartGridintocompanyplanningandopperations,andtocontinue;
engaging SDG&E’'sstakeholdersinordertoslignthewutility’splanstotheirpriorities.
BecausethisSmartGridDeploymentPlanisbasedonSDG&E’spestestimatespf;
inherentlyuncertainoutcomes, SDG&Ejntendstoadaptivelymanage, revise,andy
updatethisplanonanpongoingbasis, toensurethatitevolvesastcustomers,

stakeholders,technologies,andservicesevolve.T

SDG&E’'sSmartGridstrategyrestsonthreepillars:policy, customervalueandpilots.;
WhilestaterandfederalpolicyfrequentlydrivesSmartGridtechnologyrequirementsy
andinvestments, maximizingthercustomer'senergywvaluebyenhancingtheirenergy,
experiencegndsupportingtheirpreferencesistherriteriamgainstiwhichalimews
technologyinvestmentisevaluated, evenwhereitisrequiredtocomplywithstateon
federalpolicies.7Whilepolicy Ldrivem’ nvestmentdecisionsarewiwaysevaluatedfory
least Lt:ost/best ’fit,wpotentiahcustomerqandﬁocietahbenefitsqareqcalculatedqaswwell.ﬂlm
othercases,jtiscustomervalue, wheretheprojectedbenefitsputweighthercostsor
wheretheinvestmentisnecessarytoeffectivelyrommunicatewithcustomersthaty
drive SDG&E’sdeploymentstrategy.fiThepilotingcomponentiof SDG&E’sSmart-Gridy
strategyisemployedfasamechanismtomitigateriskanddetermine,priortofulh
deployment,whetherthetechnologyinvestmentwilldeliverthebenefitsanticipated;

andwithinthecostsprojected.;

SDG&Ebeganimakingfoundational{‘smart”utilityinvestmentsmanyyearsjagoeven
priorto5B117’senactmentiandpeforethe Commissionordered-utilitiestofileSmarty
GridDeploymentPlans. TAsaTesult,itsSmartGridstrategyisslsobasedpnexperience]
andthebestpracticesintechnologyevaluationandintheimplementationithas]
developedandiscontinuallyrefining. 71SDG&Ejswisopositionedtopuildrcost Leffectivelw
onthisfoundationalplatformbyleveragingpriorinvestmentsin/AMI, OpEx20/207and

otherinfrastructure.ThesepriorinvestmentsarexonsistentwithitsSmartiGridstrategy
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becausetheyhelptheutilitydelivercustomerwvaluebysupportingtheirpreferencetor
adoptdistributedsolargenerationandPEVseheadpfthenationalcurve,and-meet;
SDG&E’ scommitmenttoachievingstateandfederalpolicyobjectives.7Lastly, SDG&E’sq
strategyforinteroperabilitywillbebasedontheusepfopenstandardswherepossibley
andwillavoidstrandedcoststhroughpilotingnewtechnologiestoensuretheymeetthe

utility’sSmartGridrequirements.

AsSDG&Etransitionstoasmartergrid, muchpofitspowerdeliveryinfrastructuresands
customerexperienceand-servicefocuswillremainthesame.THowever, thewaySDG&E-
managesthegridandthetypesofservicesiytprovideswillchangesignificantly, whichy
willcausethewaluepfrservicesprovidedtocustomerstoincrease.iTheintegrationofy
digitalcomputingandcommunicationstechnologieswillbethebiggestenablerpfthisy
transition.7Thissectionof SDG&E’s SmartGrid-DeploymentPlandescribestheutility’s

strategyformakingtheinvestmentsthatwillmakethispossible.q

SDG&E’ s SmartGridDeploymentPlanStrategywillbedriven,injargepart, bythepace]
ofchangeinitscustomers’expectationsanddecisions{e.g., distributedgeneration,
deployment, PEVgrowth,usepfafter Lmetelr‘;automation,wetc.).T1SDG&E'SWS’trategicw
frameworkplacesatoppriorityronfulfillingstatesnd-federalpolicyobjectivesand;
requirements{e.g.,ensuringthesafe, securemndreliabledeliveryofelectricityatjusty
andreasonablerates, andctomplyingwithotherstatemndfederalpolicyrequirements).’
18ﬂThewutilitywwiIhalsoxontinuewtowworchollaborativelquitl'ncustomersqandqotherd(eyq

stakeholderstorreatethefoundationforaninnovative,connectedandsustainabler

'8 |n this Smart Grid Deployment Plan, SDG&E categorizes investments as either necessary to achieve state
and federal policy objectives or as warranted by the value the investment would create for customers. The
term “Policy” as used in this Smart Grid Deployment Plan is distinct and distinguishable from the concept of
“policy-driven” investments as used by FERC-jurisdictional transmission operators such as the CAISO; as
used herein, the term “Policy” includes investments necessary to ensure reliability and safety as well as
other investments necessary to comply with SDG&E’s obligation to serve, regulatory compact with the state
of California and ratepayers, and other federal and state-imposed utility obligations 5
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energwauturewimawanner]thatwaximizeswcustomem/alue,isqalignedwwitthBﬂ7goalslg,7

maximizesinteroperability,jissecure, sndsupportscustomerdataprivacy.m

ConsistentwiththerequirementsofD.10 o6 L()47,WSDG&E1'ncludes1'mthiSWSmarthrid7

Strategysectionjadiscussionpfthefollowing:;

ffi HowthewtilitywilllensureourSmartGridinvestmentsdelivervalueadded

servicesandbenefitstorcustomers;;

ffi Howthewtility-willprioritizejtstechnologyevaluationgnddeploymenteffortstor
meetthegoalsdefinedinSenateBillll7andpromotethegoalsofGenerah
Order156%°:7

ffi Howthewtilitywillevaluatewhetherwusingexistingcommunications

infrastructurecanreducethercostspfdeployingtheSmartGrid;;

ffi Howiinteroperabilitystandardswillbeused;

B

Y These goals are to achieve the following benefits:

ffi Be self-healing and resilient;

ffi Empower consumers to actively participate in the operations of the grid;

ffi Resist attack;

ffi Provide higher quality of power and avoid outages;

ffi Accommodate all generation and storage options;

ffi Enable electricity markets to flourish;

ffi Run the grid more efficiently;

ffi Enable penetration of intermittent power generation resources;

ffi Create a platform for a wide range of energy technologies and management resources;

ffi Enable and support the sale of demand response, energy efficiency, distributed generation and

storage into wholesale energy markets as a resource, on equal footing with traditional generation
resources; and,

ffi Significantly reduce the total environmental footprint of the current electric generating and delivery
system in California. 4

% General Order 156 is intended to increase utility procurement from women, minority and disabled veteran
business enterprises’ (WMDVBE) in all categories.;
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ffi How SDG&Ewillminimizetheriskpofstrandedrcostsincaseswhereconsensus]

standardsareevolving;and,

ffi Ourplansforadoptingmnddevelopinginteroperablearchitecturedesignedto

protecttheprivacypfcustomerdata.;

4.2 STRATEGICDECISION'MAKINGIPROCESS,

SDG&E’sSmartGridvisionprovidesasensepfdirectionandguidanceandprovidesa
viewpfthedesiredendstate..Whilenotmandatingspecifictechnicalsolutions, theq
utility’svisionallowsflexibilityregardingtheevaluationendadoptionpof-emerging,
technologies.Thisapproachiscriticalsincetindustrydriversandtechnologyarerapidly;
evolvingintheSmartGridspaceanditisdifficulttomdequatelyevaluatesandprojectthe;
technologiesthatwillmostiikelybeadoptedbyrcustomers.7/Accordingly, SDG&E’sy
strategyisdesignedtomaximize SDG&E’sgbility tomaketherightSmartGrid;
investmentsforcustomersattherighttime,whilerecognizingthattechnologyisaiways

changing.

SDG&E’'sSmartGridDeploymentPlanisdesignedtoensurethattheutilityfulfillsstater
andfederalpolicygoals;workswithkeystakeholderstorcreatethefoundationforany
innovative, connectedendsustainableenergyfutureinamannerthatisglignedwith-5B;
17goals;maximizesinteroperability; minimizesriskthroughwappropriatesecurityy

controls;;andensurescustomerdatajprivacy.

Inordertodothissuccessfully, SDG&Etakesastrategicapproachtotechnology;
evaluationgnd@adoption . dtisfirstinecessarytounderstandthedifferentkindsofSmarty
Gridinvestmentsthatcouldbepursued, howtheywouldoperateacrossthewvarious,
SDG&Ebusinessprocessesandfunctions, thestateandcostofrcurrenttechnology,ther
benefitsthatcouldbeachievedwithmanygiveninvestment,;andwhetheraninvestmenty
ishecessarytocomplywithstatemnd/orfederalpolicies.TThisgpproachcanbe

summarizedasthefollowingsteps:]
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Identifyapplicablefederalandstatedaws, regulations,andpolicies.”
Identifyoptionsthatcouldmeetthoserequirements.
Determinetowhatextentthosepptionsaidinmeetingthoserequirements.q

Determinetowhatextentthosepptionsenhancecustomerwvalue.

LA

Selectsolutionsbasedontheirfittopolicyrequirements, costeffectiveness,andy

customerwvalue.q

InordertoensurethatSDG&E-has@arobustunderstandingroftheuniversepfpotentialy
SmartGridinvestmentsandapplicationsandthepotentialeffectson SDG&E, thewutilityy
considersanumberofoutsidesources.7iThesesourcesaresummarizedbelowand

discussedingreaterdetailinthesectionsthatfollow.;

ffi TheU.S.DepartmentofEnergy lFy ndedSmartGridiMaturityModeH{SGMM)+
The SGMM-hasassisted SDG&Ejnsettingstrategicprioritiesandalloweditto
drivetoscommoninternalunderstandingofindustrytenets.7Thismodelthelpsy
SDG&Ewunderstandthestageofitscurrenttechnologyinvestmentsanditsy

aspirations.]

ffi TheWU.S.WDepartment“pﬁEnergy’sw(DOE’shModermGridWVisiomLﬁDG&Ebelievesw
thatthisalignmentiscrucialtoadoptingaCaliforniaviewthatisconsistentwithy
thefederalviewandgllowsSDG&E@andptherCaliforniautilitiesaccesstor
solutionsthatwillbedevelopedearlierduetoronsistentrequirements;
nationwide.TThisalsoensuresthatSDG&E-issupportingandpalignedtor
interoperabilityandsecuritystandardswhilemeetingindustry lwide1customer7

privacyexpectations.T

ffi Defining the PathwaytotheLCaliforniaSmartGrid of 20207 LSDG& Ewasakey:

contributortothisreportiedbytheElectricPowerResearchinstitute{EPRI)andy
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fu ndedwbyqtheWCaliforniawEnerngommissiom(CEC).21ﬂThisweffort7resulted1' ne
highjevelvisionandroadmapthatthethreeCaliforniainvestorOwnedUtilitiesy
(SDG&E,SCE,andPG&E)supportedfandadopted.7Moreimportant,the EPRh
reportprovidedausefulreferenceforSDG&Einthedevelopmentofitsowny

deploymentplan.;

ffi ThewNationah(nstitutenﬁStandardszechnologyj(NIST)WHTheprojectsidentifiedim
SDG&E’sSmartGridiDeploymentPlan-Roadmapwereidentifiedbyfollowingthe
NISTSmartGridconceptualmodelandframeworktoachieveabroad;
perspectiveronthisSmartGridDeploymentPlanandtounderstandthe
implicationsofSmartGridinvestmentsacrossthexcompany.TMorespecifically 7
SDG&E-formedteamspfinternalexpertsspecifictoeachidomain.iTheseteams;
firstidentifiedprojectsgireadybeingconsideredthatmighteitherbeSmartGridy
projects,porrcontainelementsthatmightbexconsideredSmartGrid.7Then,the;
teamsidentifiedadditionalpotential SmartiGridprojectshecessarytocomply;
withthewutility’sobligationtoserveastustomers'needsandapplicationschange
and/orthosewhicharexost Lbeneﬁciahandwwouldjfurther‘1theWObJ'ectivesqoﬁS8717,7
customersandptherstakeholders.iTheseteamsscreenedputprojectsthatare
notworthypfpursuitatthistime,andprojectsunderwayprplannedthatwerer
notidentifiedas{'SmartGrid”.7Theprojectswithimeritthatwereidentifiedby
thoseteamsareincludedinthisSmartiGridiDeploymentPlan.7Thiswasnota]
one Ltimeprocess;qSDG&EwwilhcontinuewtoTnonitorwthev'narketqandwsolicitinputw
fromrcustomersandstakeholders,sndthewutilitywillladaptandmodifyitsSmart;
Grid-DeploymentPlanaschangingcircumstanceswarrant,inthesamewaythat;
thisSmartGridDeploymentPlanjsnotawhollynewrconstruction, butadapts,;

modifies,andbuildsonSDG&E’spreviousplansfordeployingnewtechnology.;

21-|This-|re;:>ort-|has-|no’c-|!:>een1:>ublished-as-pof-pIVlay-QOll,-and-is-pex;:>ected~[to-i:>e-|;:>ublicly-available-|in-[the-|
secondhalf-of2011.4
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SDG&FE’sstrategicdecision Lmakingprocesswalsoxonsistentlyqapplieswthewtility’sw
evaluationframeworkofienhancingcustomervalueanddeliveringcustomerbenefits;
whilectomplying-withstateand-federalpolicy,whichisexplainedfurtherinthefollowing;

section.T

Toaddresstherapiddevelopmentofdigitaltechnologies, SDG&E-hasdesigneda
technologyselectionprocessthatrecognizespilotand-fieldevaluationasanintegrah
partoftechnologyevaluation.1SDG&E-willHnvestintechnologiesthatworkforijtsy
customersandpnitssystemandwhereadequateprotectionexiststoprotectcustomer
privacyanddatasecurity.7Wheremnecessary, SDG&Ewillconductpilotstoensurethaty

newtechnologiesmeettheserequirementspriortoawide Lscaleqdeployment.ﬂ

California, withitsembitiousrenewableqandenvironmentalgoalsandtechnologysavvy;
consumers,movesSDG&Ejintoanearlytechnologysdopterrole. TAsthequantitypof
both-bulklanddistributedrenewableresocurcescontinuestoincreaseonSDG&E’ s
system,Smart1Gridtechnologiesereneededtomitigatetheimpactofwvariabilitywhiler
maintainingand/orimprovingreliableservicetocustomers.7SDG&E-incorporatesthe

supportpfthesegoalsinthexriteriathatitusestoievaluateSmartGridinitiatives.T

SDG&EwillcontinuettosupportGeneralOrder156inthesupplierselectionprocess.T
SupplierdiversityisembeddedinthetompanyDNAwandit’'sthowthewutilitydoes;
businesseveryday.1SDG&EthasbeenaieaderwithintheCalifornia]jOU’sindelivering;
resultsendin2010procuredB36percentpfitsgoodsandservicesthroughDiverse
BusinessEnterprisevendors,consultantsendimanufacturers. 715DG&E-willcontinueto
championandstrivetoexceedtheB0percentgoalforDBEeligiblepurchasessacross
everysegmentpftheprganization,includingcapitalprojectsendpothermajorinitiatives.T
Additionally, SDG&Erequestsitsiprimecontractorstosubcontract30percentpfroststo

diversesuppliersandSmartGridprojectsarenodifferent.

SDG&E’sdecision Lmakinf,ﬁs’trategyprovideswajﬂexiblewfra meworkthatdoesnotrestricty

SDG&Etothestatusquorori‘asis”’processes, butratherenablesittoadaptivelymanage
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SmartGridinitiativesaspolicies, technologies,;andcustomerbehaviorsevolve.7This?
flexibility-willallowSDG&EtomeetponepoftheCommission’stequirements:thatiits,

SmartGridDeploymentPlanis“adaptabletorchange.”q

4.3 SDG&E'SISTRATEGICPRIORITIESY

Asmentionedgbove, SDG&E-hassettwoprioritiesattheheartofitsSmartGridplan,;
compliancewithstateandfederalpolicyrequirementsandgbilitytodeliverenhanced
customerwvaluegndcommunication. SDG&E@ssessesprojectsmaccordingtotheirsupport
ofthesepriorities. TSDG&EwillfirstprioritizeitsSmartGridijnvestmentsbased,
primarily, onwhethertheygrenecessarytofulfillstatemndfederalpoliciessuchrasony
theirglignmentiwith.SB117goals.7Additionalprojectswillbeprioritizedbasedoninputy
fromrcustomersendstakeholdersandonwhattheyvaluethegreatestendagainstpther
importantrcriteriasuchiasDOE’sModern1GridwvisionsndontheirabilitytohelpSDG&E
fulfilHtsownSmartGridvisionofrcreatingthefoundationforaninnovative, connected;

andsustainableenergyfutureintheSanDiegoregion.m

431 STATE-ANDFEDERALPOLICIEST

i

StatemndfederalpoliciesrequireandSDG&E’scustomersexpectthesafe, secure,and;
reliabledeliveryofenergystjustandreasonableratesaswellastherealizationpfstate
energypolicygoals. TSDG&Eviewstheseasutilitypbligationsandastopprioritiesing

makingSmartGridinvestments.

Severalstateand-federalpoliciesdrivethisSmartGridDeploymentPlanand-itsurgency.m
TheyjncludewthewRenewablewPortfoliOWStandarch(Squlezz)nthewCaIiforniaWSolarwlnitiative;w
ABB2,thealiforniaGlobal Warming Solutions Act,energyefficiencypolicies;and
reliabilityandsecuritystandardssetforthbyNERCandFERC.TAdditionaldiscussionpofy

thesepoliciesisintheRoadmapsection.]

227Senatquilhz,qlst-ﬁxtraordinaryﬂ}Session,qreferredqto-h ereinas5Bx12
SDG&E-SmartGridDeploymentPlan:12011+—2020; Page 967

1

SB GT&S 0247858



Duetomnewoperationalchallengesposedbyintermittentdistributedgeneration
resources,;automateddemandresponserequirementsandsignificantincrementalioady
fromPEVs,theneedfortimelyinvestmentstoensurethatexistingservicejevelsare;
maintainedisparamount.TAbsenttimelySmartGridinvestments,anumberpftrendsin;
SDG&FE’sserviceterritoryareexpectedtodegradeserviceievels. SDG&E-willprioritizey
itsSmartGridinvestmentsbased, primarily, onwhethertheyaremnecessarytocomply;
withstatepolicies,includingtheprovisionpofsafeandreliableservicemndeffective
communicationpfinformationtocustomersregardingtheirenergyuse.7Forexample,ify
rapidpenetrationpfdistributedgenerationonaparticularcircuit, prinfagivenregion,;
necessitatesSmartGridinvestmentstomaintainreliability, SDG&E-willplaceitsthighesty
priorityonmakingthoseijnvestments.iThesameistruepfinvestmentsthatmaybe;
necessarytoaccommodatePEV-growthinthefuturewithoutadverselyimpacting

reliability tocustomersandinvestmentsnecessarytoempowercustomersregarding

theirenergyuse.T

SDG&FE’sstrategyinmakingtheinvestmentsnecessarytoaddressthesepolicy Ldrivem
situationsistoensurethatthewutilityunderstandsthertostsand-benefitspfailpotentiah
solutionsandimplementsthemostcost Leffectivemweansqoﬁensurinng:ontinuedWSafeqandw
reliableelectricityserviceronthispasis.TSDG&E-hasidentifiedinjtsSmartGridy
DeploymentPlaniRoadmapthemostrcost Leffectivem'}eanswtoTnaintaimsafe,wsecureqandw
reliabledeliveryofenergythatwilladdressthechangesitisseeinginitsservicey

territory.]

Inadditiontoreliabilityrandsecurity, SDG&E’sprogramsaroundRenewableGrowthand;
ElectriciVehicletGrowthwillthelpachieve SDG&E’svisionpfbeingthefoundationforany
innovative, connectedendsustainableenergyfutureinitsserviceterritory.7These
investmentswillallow SDG&Etoapplytechnologiesthatwillmitigateanticipated,
operationalchallenges. 7SDG&Ewppliesmappropriateprojectplanningprinciplesto

ensureitispursuingtheieast Lt:ostjaest ’fitwsolutionswthatweet*systemneeds.ﬂ
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Inaddition, SDG&E’sworkforcedevelopmentprogramwillensurethatjthastherighty
workforcemndskillstosupportthesexchanges, whilejtsSmartGridResearch,
Demonstration,andDevelopment{RD&D}programwillenableijttoevaluaterandpursue;

newsolutions. |

SDG&Ewappliesappropriateprojectplanningprinciplestoensurejtispursuingthejeast L

cost, best ’fitwsolutionsqthatweet*systemwneeds.ﬂ

432 CUSTOMERWALUE,

i

%DG&E’swprioritieswfompursuingqadditionaIﬁmartﬁridinvestmentswilHaewbasedpmthew
pacepfrustomeradoptionpfvarioustechnologiesendabusinesstasethatidefines
anticipatedrcostsbalancingthesecostsagainsttheincreasedcustomervaluecreated,
safety, staterend-federalpolicies, meetingmandatedregulatoryrequirements,;
maximizingcustomerwvaluebasedoninputfromcustomersendstakeholders,protection
ofdataandfacilities, financialbenefitendealignmentwith 5B117goalsandthe DOE’s

ModernGridwvision,andwhereijnteroperabilityanddatasecuritycanbegssured.T

Priorinvestments, suchias’AMI,havecreatedaplatformthatenablesbetterandmore;
effectivectommunicationwithcustomers.TinthesamewaythatSDG&Emusteffectively
communicatewithcustomers-intheirianguagepfpreference,itmusteffectively;
communicatewithitscustomersthroughesndaboutnewtechnologyapplicationsthaty
havebeenenabledbytheSmartGridplatformaireadycreatedthroughpreviousy

investments,eventhoughthewvaluepfthatcommunicationmaybedifficulttoquantify.mm

AsdescribedintheSmartGridVisionsection, SDG&Ehasreachedputtorcustomersandy
anumberpfotherkeystakeholdersforinputintothedevelopmentofthisSmartGridy
DeploymentPlan.78DG&Ewillcontinuetoincorporatetheinputandviewspfitsy
customersintoSmartGridcapabilities, Smart1Gridinvestmentyprioritiesandspecific
SmartGridprojects.Tinordertopbtaincontinuedinputfromcustomersiand

stakeholders, SDG&E-intendstoproactivelydevelopamethodologytorontinuerany
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ongoingdialoguewithcustomersendoptherkeystakeholders.mAdditionally, SDG&E-willy
formastakeholderadvisorypaneland-holdregulardiscussionstopbetterunderstandther
prioritiesanddesirespfrustomers,whoshouldbethefocuspftheseinvestments.q
Duringthesedialogues, SDG&Eplanstosolicitinputandrecommendationstoensurer
thatjitsSmartGridrcapabilitiesandinvestmentsfarefocusedonareasthatcustomers

value.m

433 PILOTS

i

%DG& E’'sprogramareasdeveloprtapabilitiesthatrequirearangeoftechnicalsolutions,;
somepfwhicharenascentandstillimaturing.insomecases, theregredifferent
technicalsolutionsthatcouldsupportthesamexapability, suchasdifferentstorage
solutionstowmddressrenewablejntermittency. 71SDG&E’sstrategyistoutilizepilotsto
vigorouslytestinewtechnologies,ensureadequatefunctionality,interoperability,
securityandidentifybestandjeastcostwaystodeliverneededcapabilitiesand
benefits.Pilotserewviewedasintegralphasesinearlyprojectplanning, but,depending
onthewevaluationpfatechnology smaturity, pilotsaresometimesprganizedsas
separateprojects. SDG&E-willshareresultsofpiloteffortswith-otherutilitiesand;

stakeholders,andwillalsoseektoijearnfromotherspilotsandotherresearchefforts.

44 STRATEGYTOENSUREALIGNMENTWITHISTATE-ANDFEDERALPOLICYq
GOALS;

441 SB717-ALIGNMENTH

i

inD.10 o6 L()47,wthewCommissioni’wasposedan\umber‘pﬁquestionswabouﬂ'\owwutilitiesw
willincorporatethepolicygoalsembracedbySB{17intotheSmartGridDeployment

Planstrategies.7SDG&E’sresponsestotheseguestionsaresetforthbelow.;
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SB1 7

How will SDG&E prioritizejts technology evaluation mnd deployment efforts ngainst7
thegoalsidentified forCalifornia by $B 47?7

SDG&E-haspuiltthepolicygoalsofSBil7intojtsprioritization,evaluationand;
deploymentriteriaforSmartGridinvestments.Potential SDG&Eprojectsareevaluated,
againstthe SB117goals, theirfittotheSmartGrid-DeploymentPlan{SGDP)andthe

timingrequirements.Specifically:

ffi EmpowerConsumerstoActivelyParticipateintheOperationsoftheGrid.
SDG&EFE’swvisionjscustomer Lt:entricqand1'tswstrategy1re<:;uireswthatwthewutilitywplacew
ahighpriorityonimplementingtechnologiesthatempowercustomersinways
theyvalueandthatenablexxommunicationswiththemwhilecomplyingwithy
statepolicyrequirements. TSDG&E-willidentifythosehighwvaluetechnologies
basedonpngoingdialoguewithcustomersandptherstakeholdersandpursue;
technologyinvestmentsinamannerwherercustomervalueexceedsassociated
costs, wheretheinvestmentisnecessarytoeffectivelycommunicatewith

customers,prwhererequiredbypolicy.]

ffi BefBelf IheaIing-|and-ResiIient.TDptionswforwadditionahseh‘ Lhealingqandwresiliencyw
featureswillbeevaluatedasSDG&E’'ssystemisupgradedandwillbe
implementedingmannerthatstrivestoensuretheassociated-benefitsexceed;
thercosts. 7SDG&Ewillimonitorthemarkettoensurethatitisgwareofthese;
technologiesastheydeveloptooptimizethetimingpfSDG&E sprocurement;

practices.T

ffi ResistAttack. TSDG&E-willplacemhighpriorityontechnologiesthatincreasether
abilityofthegridendinformationsystemstoresistattack.fjThesetechnologiesy

willbeconsideredasSDG&E’ssystemisupgraded,andwillbeiimplementedas]
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requiredtosecurethesystem,andwillelsobeincorporatedateveryievehof;
projectevaluationandimplementationfollowing{‘securebydesign”practices.
Aswithself LhealingqandTesiIiencyjtechnologies,qSDG&Eqwilhmonitorjthemﬁarketw
toensurethatjtisewarepfthesetechnologiesastheydeveloptopptimizeits

procurement-practices.]

ffi ProvideHigherQualitypfPowerandAvoidOutages. TSDG&Ehasaiongy
standingrecordofprovidingthe highestievelofreliabilityinthewesternregion
ofthemnation.7THowever,asisdiscussedabove, SDG&Eiscommittedtomaking
thoseinvestmentsnecessaryttomaintainthisthigh-degreeofyeliabilitywhiler
accommodatingincreasedintermittencyandnewioadssuchasPEVswhileq
preservingpowermualityandpavoidingputagesthatwouldptherwiseresult.m
SDG&Eplacesitshighestpriorityonisafelyensuringreliabilityof serviceto
customers.Titwillalsomakethoseinvestmentsnecessarytoimprovepower
qualitywherewsdequatecustomervaluesndrcustomerdemand-forthisservice

existstojustifytheinvestment.

ffi AccommodateAllGenerationandStorageOptions.TAsisdiscussedabove,]
SDG&Eiscommittedtomakingthoseinvestmentsnhecessarytomsccommodate
increased-intermittencyassociatedwithrenewableranddistributedgeneration
whilepreservingpowerqualitysndavoidingoutagesthatwouldotherwise
result.iThehighestpriorityisassignedtoensuringsafeandreliableservicetor
customersand,therefore, SDG&E’sstrategyrequiresgsccommodatingalh
generationgndstoragepptionsinwaysthatmaintainorimprovereliabilityandy

supportcustomers'preferencesfordistributedgenerationatthejeastcost.y

ffi EnableElectricityMarketstoFlourish.TBymakingcustomervalueakey,
componentpfSDG&E’sinvestmentdecision Lmakinfﬂorocessjaym'}akingwthosew
investmentsnecessarytopreservepowerqualityandreliabilityasnewn

intermittentresourcesandPEVsareadded,andbyincludingeffective;
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communicationwithcustomers, thisdecision Lmakingwprocesswwill1olace7a1’1igh7
priorityoncreatingthewutilityplatformmnecessarytogllowelectricitymarketstor
flourish.SDG&E-willcontinuetotakeajeadershiprolejnthisendeavorand-will

continuetorollaboratewiththeCAISOandotherstakeholdersintheseefforts.

ffi RuntheGridiMoreEfficiently.1SDG&E’s@nalysisof-SmartGridinvestmentswilly
ensurethatnewtechnologiesaresavailableintimetomeetcustomer
expectationsandtoensurethatthegridcontinuestopperateefficiently.7iTher
frameworksbeingleveragedtoidentifythebesttechnologiesendSmartGridy

projectswilllensurethatglhviabletechnologysolutionsarexonsidered.y

ffi EnablePenetrationpfintermittentPowerfGeneration Resources. TAbsenttheq
deploymentofSmartiGridiinitiatives, powerqualitysndreliabilitywilly
deteriorategsadditionalintermittentpowergenerationresourcesaredeplioyed.T
Asiisdiscussedabove, SDG&Eistommittedtomakingthoseinvestments
necessarytoaccommodateincreasediintermittency-whilepreservingpowery
qgualityendavoidingoutagesthatwouldotherwiseresult.7Thehighestpriorityis
placedonensuringthesafetyandyeliabilityjof servicetocustomers,andthisy
strategywillhelpensurethatSDG&Ejisabletointegrategrowingievelsiofy

intermittentresourceswhilemaintainingsafetyandreliability.7rm

ffi CreatemPlatformformaWideRangepfEnergyiTechnologiesandiManagement]
Resources.TAsisdiscussedabove, SDG&E’ svisionjscustomer 1‘focc.lsedqanchwilh
placeshighpriorityonimplementingtechnologiesthatempowercustomersin
waysthatcustomerswvalue. TEnsuringinteroperabilitywithinthe SmartGridy
platformwillensurethatewiderangepftechnologiesendserviceswillbe
availabletocustomers. TSDG&Ewilliidentify those-highwaluetechnologiestor
pursue,foreitherpfthesereasons,basedponpngoingdialoguewithcustomers

andotherstakeholdersandpursuetechnologyinvestmentswherecustomer
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valueexceedsmassociatedcostsporwheretheyarerequiredbystateprfederah

policy.q

ffi EnableandSupportthefalepfDemandResponse,EnergyEfficiency,
DistributedGenerationand-StorageintoWholesale EnergyMarketspsgai
Resource,pnEqualFootingwithiTraditionalfGeneration Resources.TAs s
discussedgsbove, SDG&Eiscommittedtomakingthoseijnvestmentsnecessaryto
accommodateiincreasedintermittencywhilepreservingpowerqualityandy
avoidingoutagesthatwouldpotherwiseresult.iThrough—collaborationswiththe
CAISOBndotherstakeholders, SDG&Ewillhworktodevelopinteroperable
standardsandtechnologiesthatenableandsupportthesalepfdistributed;
resourcesincludingdemandresponse, energyefficiency{ifapplicable),n

distributedgenerationgndstorage,intowholesalemarkets.

ffi SignificantlyReducetheflotalEnvironmentalFootprintpftheCurrentElectricy
GeneratingandDeliverySystemiinalifornia.71SDG&E’sSmartGrid-Deployment;
Planplacesehighpriorityonreducingthetotalenvironmentalfootprintofthe
currentelectricgeneratinganddeliverysystemintheSanDiegoregion.Thisis]
becausethepperationalandpotentialreliabilityimpactspfincreased
intermittentrenewablegenerationandrcleantransportationresourcesaregkey’
driverofSDG&E’'sSmartGridinvestments.7Therefore, SDG&Ewillevaluateand;
implementtechnologiesthatjncreaseefficiencyandyeliabilityingridroperationsy
wherethesejnvestmentsarecost Leffective.ﬂ!maddition,WSDG&ijilhevaluatew
anddeploytechnologiestconsistentwithiitsvisionwofworkingwithcustomersandy
otherstakeholderstorcreatesconnectedendsustainablesmartenergyfuture.
ThisensuresthatSDG&E’stechnologyinvestmentscreateorcontributetos
platformforfunctionalitythatjtscustomerswvalueandthatempowersthemtos
bettermanagetheirenergyusage. 1SDG&E’'sSmartGridDeploymentPlanwilly

significantlyreducethetotalenvironmentalfootprintoftheelectricsystemby,
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creatingaplatformthatwillintegratetechnologiesendservicessupporting

California’semissionreductionandotherenvironmentalgoals.

How will SDG&E’s decision /naking framework specificallynddress the 11 pbjectives7
identifiedinD.10 66 64727

SDG&E-hasdesignedgseriespfprogramstoaddresskeySmartGriddriversandsupporty
Californiapolicygoals.TAbasictenetofthedecision Lmakingwframeworkwasitqapplieswtow
SDG&E’'sSmartGridDeploymentPlanisthatthewutilitywillinvestinprpilothewn
technologiesonlywhentheygrerequiredtosupportstateand-federalpolicyordelivera
capabilitywvalued-bycustomers, wherethercustomervalueexceedsassociatedtostsor
wheretheijnvestmentisnecessarytoeffectivelycommunicatewithcustomerssee

Roadmapsectionformore).m

SDG&E’shinecurrentSmartGridDeploymentPlanprogramsareoutlined-below.T
Technologyinvestmentsineachareagreevaluatedanddeploymentdecisionsmade
accordingtothepolicy/valueframeworkpoutlinedabove.TFigure 4 L11fo|lowing7this1ist7
depictsthoweachopfthepolicygoalsofSB174ssupportedbyponeprmanypfthesemnine;

programs,with-furtherdiscussionbelow:T

1. CustomerEmpowerment HSDG&EWiswinvestingi naninfrastructuretoensurethaty
customershavethemnecessaryinformationfromthewutilitylandthirdpartiesasy
wellastherapabilitiestomakeenergymanagementdecisionsthatimeetthein

needswanddesiresandprovidewvaluemddedservicesandpfferings;T

2. RenewableGrowth; LtSDG&E1'swfoc1.isedqon1'nitigatingqtheimpactqoﬁ'ntermittentw

energysources;T
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3. ElectricVehicleGrowth+—SDG&EjsdeployingnewSmartGridtechnologiesing
conjunctionwithtraditionahinfrastructurettoensurethesafe, reliable,and

efficientintegrationofPEVchargingloadwith SDG&E’spverallsystem;

4. ReliabilityandSafety; L1SDG&Eﬂsm’ﬁtigatingwtheTeliability1'mpactsqoﬁamagingw
electricinfrastructurebyimplementingadvancedsensorsandassociated

systems;T

5. Security—~SDGR&EjsinvestingtomddressTpotentialsecurityissuesacrossthe

cyberandphysicalsecuritygrenas;;

6. OperationalEfficiency—investmentsiarebeingimplementedtomaximize

SDG&FE’spperationalefficiency;

7. Smart-Grid-Research,-DeveIopment-and-Demonstration'(RD&D)'lLSDG&EWisw
planningtorreateanintegratedtestfacilitytoresearchnewtechnologies,;
integrateemergingtechnologysolutions,testforinteroperability,;andprovide

proof of Lt:onceptjdemonstrationsm

8. IntegratedmandCross lt:utting'Systemsw—WSDG&E1'sqdeployingﬁntegrated,qcross L

cuttingsystemsthatsupporttherangepofSmartGridtechnologiesacrossmany

functions;and

9. Workforce-DeveIopmenhLﬁDG&Eisjnvestingwtoqdevelopitsqcurrentqandw
transitionjtsfutureworkforcetomeettheuniquedemandsofSmartGridy

technologies.;
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Figure 1‘1:“{SB*ﬂ?"m”‘;SDG&Eﬁmart"ﬁrid“ﬂepicymentﬂan"ngramMapping“;

10

11

SDG&E SGDP Programs**
SB 17 Policy Goals ***

Be self-healing and resilient;

Empower consumersto actively participate in the
operations of the grid;

Resist attack;

Provide higher quality of power and avoid outages;

Accommodate all generation and energy storage
options;

Enable electricity markets to flourish;

Run the grid more efficiently;

fflf

Enable penetration of intermittent power generation
sources;

Create a platform for deployment of a wide range of
energy technologies and management services;

fflf

Enable and supportthe sale of demand response,
energy efficiency, distributed generation, and storage
into wholesale energy markets as a resource, on equal
footing with traditional generation resources; and

Significantly reduce the total environmental footprint of
the current electric generation and delivery system in
California.

EmpowerConsumerstoActivelyParticipateintheOperationspoftheGrid.7

SDG&E’s1CustomerEmpowermentprogramswilldelivertransparencyandi

accessibility tomarketplaceinformationsothaticustomerscanmakeenergyy

managementdecisionsthatmeettheirneedsandsupporttheeffectivepperation

ofthegrid.TUtilizinginvestmentsintustomerputreach, HAN-infrastructure,and;

dynamicpricingenabledbyreal L;3nd1'1ear Lreah’cimeqcommunications,WSDG&ijiIh

driveenergyefficiency, demandresponse,andmoreefficientenergymanagement;

whichzarekeyrtomponentspoftheOperationalEfficiencyprogram.7investments

SDG&EmakesintheSecurityandintegratedCross Lt:t.lttinf,’wSystems1orogramswwiIh
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ensurethesecurityofcustomerinformationssSDG&Ejnvestmentsindata
managementandgnalyticsallow SDG&Etosupplyincreasingusefulinformationto
customers.TheSmartGrid RD&Dprogram-willensurenewrcustomer
empowermentsolutionsarecontinuallybeingdevelopedandbroughtonlineas]
appropriaterandwherethebenefitsputweighthecostsprimprovecustomer

communication.

2. Befelf lheaIing—rand-ResiIient.TﬁDG&E’SWReliabilityqanquafetyprogrami mproves’
measurement,control, protection,endoptimizationtosupporttheresiliencyand;
responsivenesspfthegrid. SDG&Esinvestinginequipmentimonitoringtojdentify;
issuesbeforetheyoccuraswellasfaultidentificationandmanagementy
technologiesthatprovidefasterisolationandjoadrestoration.inaddition,the
OperationalEfficiency, Security, RenewableGrowth,IntegratedandCross Lt:uttingw
SystemsandSmartGrid-Research DemonstrationandDevelopment{RD&D)
programsareglidesignedinwvariouswaystorcontributetoaself Lhealing‘anch

resilientgrid.q

3. ResistAttack.7SDG&E’sSecurityprogrammeetsincreasedphysicalandcyben
securityrequirements-withdevelopmentstopolicygndstrategy, security;
infrastructureinvestment,andSmartGridriskmanagement. 1SDG&E’sSecurity;
programincludesiinvestmentsinsecuritythreat, vuinerability, andincident;
managementaswellasphysicalsubstationthardening, toensurethatrisksarewelh
understoodandmanaged-effectively.7Resistingattackisakeyoutcomeofthe

ReliabilityprogramandSDG&E’songoingSmartGridRD&D-investments.y

4. ProvideHigherQualitypfPowergndAvoidOutages.TSDG&E’'sRenewableGrowth
andElectricVehicleGrowthprogramscompriseiinvestmentsthatmitigategrid
performanceijssuestelatedtotheadoptionandimpactofnewtechnologiesand,
offerings.TTheseijncludeinvestmentsintechnologiesthatwillmanage

intermittency, providebetterreal Ltimewnetworkwisibility,wandimprovedwdynamicw
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control.7ServicereliabilityisSDG&E’sprimarygoalandofitsnineSmartGridy

programs,atieastsevengredirectlyinvolvedinsupportingthisSB117goal.T

5. AccommodateAllGenerationgndStorageOptions. TSDG&E’sReliabilityandSafety
andRenewabletGrowthprogramsmakeinvestmentsacrossthetransmissionand;
distributionnnetworktoenablethemanagementopfgenerationandstorageacrossy
thegrid.rinvestmentsprovidejncreased-monitoringandrcontroltosupportthefulh
rangeofenergysources,whileqmaintainingtheutmostsafetyaroundgrid;y
operations.Tinthetaseofoptionsthaterenotfullyunderstood, SDG&E’sSmarty
GridRD&Dprograminvestsintheexplorationspftechnologiestofacilitatetheir
incorporationinthegrid.iThisSB17goaliskeytotheCustomerEmpowerment;
programthatgivestustomersjaccesstoinformationaboutgridcapacityandthe
optiontoprovideexcesstapacitystoredintheirelectricvehiclebatteriesor
producedbytheirrooftopPVsystems,forinstance,tothegrid, whichisanwareapf

focusinpoththeElectricVehiclemndRenewabletGrowthprograms.T

6. EnableElectricityiMarketstoFlourish.1SDG&E’'s1CustomerEmpowerment,;
RenewableGrowthandOperationalEfficiencyprogramsguidejnvestmentsthaty
enablegwidersetpfresourcesmavailabletothemarketand-theirpoptimized;
deployment.7investmentsinthesegreasgllowrcustomerstoimakedecisionsbased
ontncreasedpricetransparencyandiincreasedaccesstoavarietypfmarkety
participantsandtheirpfferings.Tits Securityprogrampsupportssecureelectricity;
marketcommunicationsandintegratedandCross Lt:uttingWSystemsi'welpswintegratew

marketmechanismsacrossaffectedprogramsandsystems.

7. RuntheGridMoreEfficiently. 71SDG&E’sOperationalEfficiencyprograminvestsing
technologiestomchieveefficientpowerflowacrossthegridwhileglsoinvestingin
moreefficientmaintenance, monitoring, endcontrolcapabilities. TSDG&E’s
WorkforceDevelopmentprogramprovidesthesupportnecessarytoensurethat

therightskillsareavailabletoefficientlymanageSmartGridtechnologyandy
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operations.TiTheElectricVehiclesndRenewableGrowthprogramssarepothy
leveragedtoachievetmoreefficientgridoperations, gndefficiencyisoneofthe
conditionsoftheReliabilityand-Safetyprogram.7SmartGridRD&Dsupportshews

methodspfimprovingefficiency.;

8. EnablePenetrationpfintermittentPowerGeneration Resources. 7SDG&E’s
RenewableGrowthprogramrcoupledwithprogramssuchasReliabilityand-Safety;
providejnvestmentsforexpandedgridmanagementrcapabilitiesthatsupporty
increasedpenetrationspfrenewableresourcespnthegridwhileprovidingfor
improvedplanningcapabilitiestofacilitatetheirrapiddeployment.7Enabling;
customers’preferencesfordistributedgenerationisakeyfeaturepoftheCustomer

EmpowermentandElectricVehicleGrowthprogramsaswell.;

9. CreatepPlatformforgiWideRangepfEnergyilechnologiesandiManagement
Resources.TSDG&E’sCustomerEmpowermentand-OperationalEfficiency
programs,supportedbyintegratedandCross Lt:uttinngystems,1orovide7the7
infrastructuretoprovidecustomerswiththeinformationandpofferingsthatthey
value.Tltsinvestmentsaredesignedtoenablethirdpartiestomeetrcustomers’y
needs,wherepartnerscansassistcustomerstoachievethehighestwvalueatthe
lowestcost. TSDG&E’s SmartGrid-RD&D, ElectricVehicle, WorkforceDevelopmenty
andSecurityprogramsglitontributetoprbenefitfromitseffortstopbuilda

platformfornewenergytechnologiesgndmanagementyresourcesatSDG&E .7

10. EnablejandSupportthefalepfDemandResponse, EnergyEfficiency, Distributed;
GenerationandftorageintoWholesaleEnergyMarketsasaResource, pnEqualq
FootingwithiTraditionalGenerationResources.7TSDG&E’sCustomerEmpowerment
andRenewabletGrowthprogramsprovidetheinformationandrcontrolcapabilitiesy
toimprovethereliabilityrsndavailabilityofdemandresponse,energyefficiency,
anddistributedresources. TSDG&E’'sOperational-Efficiencyprogramdeploys]

technologiesthatallowsforthepptimizationenddeploymentpfthesedifferent;
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resourcestosatisfydemand. TSDG&E’sSecurityprogramstrivestoensurethaty

securemarketcommunicationsareenabled.

11. SignificantlyReducetheilotalEnvironmentalFootprintpftheCurrentElectricy
GeneratingandDeliverySysteminalifornia.71SDG&E’s RenewableGrowthand
ElectriciVehicleGrowthprogramssupportincreasedrenewablegenerationand;
alternativefuehvehiclesacross SDG&E’sterritory. SDG&E’sCustomenr
Empowermentyprogramiinveststoprovidexustomerswithimorerelevant;
informationandoptionsforcustomerstoactinconcertwiththeenvironment.
OperationalEfficiencyandthefSmartGridRD&Dprogramsdeploysndevaluate;
technologies, respectively, whichsupportaiternativeenergyresourcepptions.7As
theenvironmental-footprintof SDG&E’sroleinthestatesystemisdecreased, the
ReliabilityandSafetyprogramseekstoiensurethatcustomers’expectationsiofy
reliability, publicsafetyandpolicyrequirementsgoverningreliabilityaremet.;
SDG&E’ s SmartGridiDeploymentPlanasawholewillsupporttheealizationofy
California’senvironmentalpolicygoals,includingthosesetforthintheCaliforniaj
GlobalhlWarmingSolutions/Act{AB32),theRenewablePortfolioStandard,andthey

CaliforniaSolarinitiative.
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45 TECHNOLOGY SELECTIONT

BecausemanydriversofasmartergridaremorepronouncedinSDG&E’sservice
territorythananywhereelsejnthemnation, SDG&Eneedstobeproactiveintechnology’
evaluation.7Sincemanytechnologiesnecessarytofulfillpolicyrequirementsand;
maximizecustomervaluearenotyetmature,theyglsorequirethatSDG&Eappliesa

carefullyconsideredtechnologyevaluationprocessinitsoveralldecisionmaking.T

AtTSDG&E,1Terchitecturemndsolutionsdecisionsforexistingendnew-infrastructure’
mustmeetpusinessandtechnicalrequirementsforfunctionality,includingprivacy,
performance{adequacy@andiatency),reliability{availability, resilience, and-disaster
recovery), manageability,scalability, security{cybergndphysical),cost Leffectiveness,w
safetyandregulatorycompliance, aswellasinteroperability,expandability{additionah
businessfunction), traceability{transactions/events), flexibility/adaptability,;and;
usability.7Thedefinitionsendspecificcriteriaforeachof thesetermsarederivedfromy
thet'Non qunctionahAttributeswforWaWSmarthriqurchitecture,”imchapteﬁsixqoﬁthewEPRh
Publicinterest Energy Research{PIER) Program Report: Lalifornia Utility Visionand7
Roadmap forthe Smart Grid pf7Year72020.237

SDG&Ewillcarefullyevaluatethereliabilitysndsecurityrequirementsofeachrequired;
SmartGridapplicationandjtsusecasestodeterminettowhatieveltheexisting]
infrastructurecomponentsctanmeetorbeupgradedtomeetappropriateperformance,
reliability,interoperabilitylandsecuritystandardsfortimelyandsecureSmart-Grid;

informationexchange.

SDG&Eevaluatestechnologyandwvendorroadmaps,productdevelopment, R&DA
investments, manufacturers’capabilities, technologymarketshare,and;
manufacturer/supplierfinancialcommitments,distributionchannels,;andstabilitying

determiningtheriskandwvalueofspecificexistinginfrastructure.7injitsiTechnologyy

> bid A
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ReferenceModel(TRM), SDG&E-hastategorizeditstechnologiesandsystemston
understandtheirvalueandiifecycleforbusinesssolutions. TheiTRMwillserveasa
guidetoprioritizetheenhancementsandreplacementsthatwillenabledeploymentof
theSmartGrid.;

The SDG&E{TProductilifecycledefinesthetotalevolutionpfaniTproductfroms
conceptiontoretirement.7Thismethodologycloselymdherestoprincipalsendguidance
definedbytheProjectiManagementinstitute;specificallyasdocumentedin-A Guide to7
the Project Management Body of Knowledge(PMBOK®-Guide). TAtahigh Lfevel,wTabIe14 Llw

belowdefinesphasesinthisiifecyclie.
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SLSLYTO S®ID dS

Table® ﬁiTProductlifecyde?hases’f

Concept

Descriptionpfthebusinessneedandpotentialsolutionsitobeinvestigated, andrtost/benefitsassociatedwith-eachsolution. Provides
informationto-justifythebusinesstasetompletion.]

BusinessCase’
Development

CompletionpfScopeofwork, scheduleandtotalcostiofownershipTCO)fortheproject/program.Submissionpftheproposalfor
fundingandapproval.’

ProjectPrep

Completionpfvendorcontracts,-andgeneralmobilizationpftheprojectteammandresources.]

Requirements

Developmentpfprocessmodels, detailedfunctionalrequirements, technicalrequirementssandusecasestodocumentithebusiness]
need.]

Design

DevelopmentpfhighjevelanddetaileddesignsbasedpnprocessmodelsandbusinessTequirementsinpreparationfor]
construction/build-phase.q

Construction/Build

Development, unititestandstringtestpfrodeperdetaileddesign.]

Test

ExecutionpfBSystem, Integration, RegressionandiTechnical(Non LFunctionaI)1ests.1DefectTixes‘and*rnigrationJ

Implementationn

Migrationofalltestedcapabilitiesintoproductionienvironments.

ProductionT

Productioncutoverandsystemsgo [ﬁvej

Postimplementation
Review

Reviewpfpostimplementationperformancemetrics.]
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Inaddition, SDG&E’stechnologyevaluationprocessincorporatesthejessonsjearned;
fromitsexperienceadoptingautomationtechnology, SmartMeterdeploymentandthe
OpEx20/20programwhichincludedSmartGridfoundationalprojectssuchasastate of b
the %rt@utagewanagementqandﬁistributiommanagementwsystemj(OMS/DMS),w

geographicalinformationsystem-GIS), andcondition basedmaintenance{CBM).T

SDG&E, throughitsResearch, DemonstrationiandDevelopment{RD&D)program,is;
collaboratingwithwuniversities, governmentgagencies,jabs,andestablishedandnew-

companiestoforgesolutionsandpetterunderstandtechnologymaturity.m

46 U.S..DEPARTMENTOFENERGY(DOE)JMODERN"GRID-ALIGNMENT;

The'DOEfundedtheModerniGridinitiativeandutilizedstakeholderinputfrommacrossy

thenationtodevelopsevenSmartGridcharacteristics:m

Enablemctiveparticipationtbyconsumersy
Accommodatepllgenerationandstoragepptions
Enablenewproducts,services,andmarketsy
Providepowerqualityforthedigitaleconomy
Optimizeassetutilizationandpperateefficiently,

Anticipateandrespondtosystemdisturbances{self Lhealh

N oo v B w N

OperateTesilientlyagainstattackandnaturaldisaster

TheStateofCalifornialegislaturethrough-SB{17,andtheCommissionthrough-ts;
DecisionD.10 o6 L()47,7tookwthesewsevemcharacteristicsqandwmodifiedwandwexpandedw
themslightly. 7SDG&Epffersamapping betweenthesetwodifferentdelineationsiny
Tabled LZ.Tn

SDG&Ebelievesthatalignmentamongthesedifferentperspectivesistrucialtoadopting;
aCaliforniawviewthatisconsistentwiththefederalwview.1Suchangalignmentsallowsy

SDG&E@mndotherCaliforniautilitiestoaccesssolutionsonatimelierbasisdueto
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consistentrequirementsnationwide. TAbsentalignment,vendorswilldelayproductand;
standardsdevelopmentwhichwillbeadetrimenttotheStatepfCalifornia’ssaggressiver

energypolicygoals.m
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8.8/¥20 S®ID dS

Table® }Z'DGE“Modem“ﬁrid”ﬁnd"i?tjC’ﬁmast'ﬁrid”{:haracteristicﬁiignment’%

ModernTGrid Characteristics1

CPUCBmartGridCharacteristicsfromBB1L77

Self Lhealinngrom]ooweﬂdisturba nceevents’

Bekelf LhealingWand“resiIienﬂ

EnablingTactiveparticipationbyconsumersindemand’
response’

Empowertonsumerstoactivelyparticipateinthebperationsofthegrid;
EnableTandsupportthesale of demandresponse, energyefficiency,’
distributedgeneration, andstorageiintowholesale’energymarketsasma1
resource, onequalfootingwithtraditionalgenerationresources

Operatingresilientlyagainstphysicalandtyberattack

Beself LhealingWand‘resiIient;Resist“lattackW

Providingpowerqualityfor21stcenturyneeds

Provide higheriguality of powerandavoidioutages’

Accommodatingall'generationqandstorageoptions

Accommodatenllgenerationandenergystorageoptions; Enable
penetrationofintermittent powergenerationsources’

Enablingnewproducts, services,-andmarkets’

Enableelectricitymarketstoflourish; Createaplatformfordeployment?
ofmwideTrangeofienergytechnologiesand'managementiervices;
Enabletandsupportthesaleofdemandresponse, energyefficiency,1
distributedgeneration, andstorageiintowholesale’energymarketsasma1
resource, onequalfootingwithtraditional'generationTesources’

Optimizingassetstand operatingefficiently

Runthegridmoreefficiently’

Accommodatingall'generationand storageoptions, T
enablingactiveparticipationtbytonsumersinidemand-
response, andoptimizingassetsTandoperatingefficiently

Significantlyreducethetotalenvironmentalfootprintiofthecurrent]
electricgenerationqanddeliverysysteminCalifornia.”
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SDG&FE’sstrategyforselectingandmakingSmartGridinvestmentsincludesensuring
thattheyslignwith-bothstatepolicygoalsiidentifiedinSB17andD.10 o6 l()47)7an<:h
federalpolicygoals,asidentifiedby DOE.Thiswillkensure-furtherancepfbothsetsofy
policygoals.7SDG&E-willelsoensurethatgligningwith-bothsetsofpolicygoalswilly
fostermaximizedinteroperabilityrsndrconsistencywithemergingstandards,andnot;

createsituationswherethepolicygoalsareiinppposition.;

4.7 GENERALORDER156ALIGNMENT
Whatnre $DG&E’s strategies formeeting GO 156 goalsund requirements? 7

SmartGridisgoingtotransformthewaySDG&Edeliverspowertorxustomers.7iThere;
aretmanyrcomponentstofSmartGriddeploymentandthisprovidesawiderangeofnew
opportunities.TDiverse Business Enterprises{DBE)canprovidewvaluebyintroducing,
experienced,qualifiedandcertifiedsuppliersandbyhelpingpotential DBEstoexpand
theirtechnicalcapabilitiesendrcapacitybuilding. TSDG&E’sstrategyistoworkrcloselyy
withcurrentand-futurecompaniestoachieveitsDBEgoals.iTheDBEdepartment-hasa
proventrackrecordpfidentifyingend-utilizingcross qunctionahsupplierswthat*providew
cost LeffectivegoodsqandWServicesqtowSDG&E.TOveraIhSmartﬁridprovidesqamopportunityw
tointroducetheenergyindustrywithinnovativetechnologieswhilesupportinge

diversepoolofsuppliers.;

SupportingGeneralOrder156,in2010SDG&EwchievedgreaterthanB36percentDiverse;
BusinessEnterprise{DBE)spendingy/procurementfromall SDG&E’sgoods&services,
with-5385millionofitsprocurementdollarsgoingtoDBEs.7Allcontractscontainy
subcontractinglanguageregardingDBEspending:TtheseincludespendingforSmartGridy
projectsandDBEspartofSDG&E’sevaluationcriteria. Asgnexample, SmartMeter
achieved68percentDBEspendingoverallin2010.71SDG&E-willlemploythesamer
procurementstrategiesthathaveprovensuccessfulinmeetingGeneralOrderi156-goals

inthepastinimplementingthisSmartGridDeploymentPlaninthefuture.Tinfaddition,;
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SDG&EplanstofurtherdevelopitsDBEprogrambyworkingwith1DBEstopuildtheir

technicalcapabilitiestoparticipateinSmartGridprojects.q

4.8 SMARTIGRIDIMATURITY MODELALIGNMENT,

SDG&E-waspneofthepriginalrto Ldevelopers*pﬁthewSmarthrideaturithodel‘aswpartw
oftheBM-Globalntelligent-Utility NetworkiCoalition{GIUNC).7The DOEjsnhowfunding]
Carnegie MellonUniversity toexpandandmaintaintthistool.iThetoolwutilizeseighty
categoriesmandbyrespondingtoiquestionsregardinggctivitiesinthercategories, autilityq
ismabletorankitsSmartGridactivitiesjandprioritizegreasforfutureinitiatives.iThe7
scalewvariesfromzerotofive,withzerobeingbusinessasusualgndnoSmartGridy
activitiestofivewithSmartGriddeployedinitherxategory. 1SDG&E’sexistingscorefandy

aspirationsjareshownpelow.q

Figure? 2:-6martGrid-MaturityModel-Results

SDG&E 2 year SGMM aspirations
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Asaimaturitymodel, the SGMMassistsinguidingtheprganizationthroughthejourney
ofimprovement.fThismodelwasdevelopedtoencompassmanyaspectsofstrategyand;
operations{andnotiimititselftojusty“SmartGrid”"aspects).iThescopeofanSGMM-
assessmentincludeseverythingthatenend lto Lend1’ntelligentlwlinkedwnetworkweffectsw
withinthewutility such-asassets, enduserdevices, businessprocessesandcustomer

interaction.T

SDG&E-hasfoundthistooltobewveryusefulindevelopingitsSmartGridstrategysince
manyindividualsarepresentinthesameroomdebatingthejevelineachrtategory.7iTher

aspirationsthatSDG&Ehasestablishedareguidestoitsinitiativeplanningprocess.T

4.9 NISTIMODELJALIGNMENT,

SDG&FE’splandevelopmentieveragedaframeworkbasedontheNISTSmartGridy
conceptualmodel,-extendedwiththreegadditional{‘cross Lc:utting"qdomainsqaswshowm'm
Figured L3.ﬂTheqadvantageWOﬁthisTnodeh'swthatwitisTepresentativepfwthewelectricwenergyw
ecosystemand-sflexibletoaccommodatefutureecosystemevolution.7iTeamsiwere
assembledforeachofthetendomainsandtheydevelopedstrategiesthateddressther

implicationstotechnology,people,andbusinessprocesses.

Figurey L?»:"Ni;‘%’"F';L’Ic.:»rrfaceprtual“iVimﬁel"anc:l“}ﬁu:iaditimmasl“ﬁrt:»ss ’cuttingﬂomainm

Secure Communication Flows

7 = == = Electrical Flows
Domainmim nnimm e 2% Domain
{NIST ConceptualiModel)

Markets;
Operationsy
ServiceProvider;
Customer;
Distributiony

=
PO / Service
T Qpenations 7 Provider
4 “ g

s s

Transmissiony
Bulk-Generation;

. /Generatlon Tl gyl

t:us{mer /
Ission ==« pistribution "~~~ L
o

. B A
i

NIST Smart Grid Framework 1.0 January 2010
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4,10 PRIVACY CONSIDERATIONS

Privacystrategyorarchitecturepeginswithaicompanysecuritypolicy, whichguidesthe
riskimanagementdecision Lmakingprocess.ﬂWhileWSDG&ET\asqalwaysTespectedw
customerprivacyssanimportantielementofitssecurityprogram,privacy hasbecomep
criticalgndfoundationaltomponentastheresultofnewdatacreatedbySmartGridy

technology.T

Tothatend, SDG&Eintendstoadaptseveralaspectsofemergingguidingprinciplesinto
itssecurityandprivacyframeworks.TForexample, SDG&Esupportsthefourdimensions,
ofprivacymaswdescribedhwa ISTendtheFairinformationPractice(FIP)principlesy
developedbytheFfederaliTradetCommission{FTC)askeyrcomponentsofitssecuritylandy
privacyprograms.Tingddition, fromaprocessendtechnologydesignperspective,;
SDG&EglsoseesvalueinotherguidingprinciplessuchasthePrivacy by DesignSeven,
FoundationahPrinciplesZS.wThisweffortwwiIIpermeateweveryqpartqofwtheutility’sprivacw
framework, from-policy, guidelinesandsecurityrequirements,tosecurityarchitecturah
principlesanddesignstandards,toprocessenditechnologyimplementation.{twilly
positivelyinfluencethewaySDG&Eoffersservicestoitscustomersbybuildingy
confidencesndtrust.TAfterappropriateprinciplesthavebeenapplied, SDG&Emusty

considerhowrcustomerinformationisimanagedfromijtscollectiontojtsdestruction.;

1. SDG&Ewilldetermineifapieceofdatasboutarustomerisnecessarytorollect
eitherforijtself, forexampletogaccuratelybillacustomer,orforathirdparty,;

suchmasregulatorspriawenforcement.;

2. Ifjtisdeemednecessarytorxollecttheinformation, SDG&Ewill-thenensurethat;
adequaterontrolsareinplacetoprotecttheinformationwhilejtisinthe

utility’spossession.;Thesesecuritycontrolsmust-beregularlytestedforpotential;

PEEERRREEREEEE PR R R R R R R R R PR EEREERRREERRREERRE T

24-i:rom-r’Guidelines*[for-smart-Grid-ﬁyber-Security:quI.-Q,-Privacy—g:mnd-[the-ﬁmart-ﬁrid”w

25 . . . . .
From-PrivacybyDesigntSevenifFoundational-Principles,;

http//www.ipc.on.ca/images/Resources/ 7foundationalprinciples.pdh
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vulnerabilitiesthatcouldresultintheinadvertentiossintherconfidentiality,;

integrityoravailabilityroftheinformation.

3. Next,SDG&E-willensuremechanismsareinplacetosecurelytransporty
informationfromitselftothirdpartiesthathavesneed to LknowwbasedWanaw
varietyoffactors,jincludingepplicablejawgndregulation,andcustomerdesire;

tosharethejnformationwithathirdparty.m

4. Whileiinitspossession, SDG&E-willsafeguardtheintegrityofcustomer
information,.ensuringthatcustomerinformationisaccurate, bothwhileSDG&E-

storesijtandduringitstransporttothirdparties.

5. Finally, SDG&Ewilldeterminethewppropriateinformationretentionpolicy]
accordingtogllapplicableiawsandregulations,aswellasbestpractices,andy
ensuretheinformationijsdisposedsecurelyandpermanentlywhenitisno;

longerneeded.y

4101 INTEROPERABILITY-AND-PRIVACY+

H
1

How will SDG&E ndopt und develop mnjnteroperable mrchitecture designed to protect7

the privacy pfrustomerdata?7

SDG&E-hasnamedeChiefCustomerPrivacyOfficeranddirectorresponsiblefor
customerprivacy.TTheserolesincluderensuringthecompletionofeprivacyimpact;
assessmentandotherongoingefforts,includingplansforGridandCyberSecurity;
Strategyandarobustapproachtoenterprisearchitectureandinformationmodeling /-
standardswithprivacy H’elatedinteroperability15tandards,hasedqomthejfourwdimensionsw
ofprivacydescribedbyNISTinqtssecuritypolicy frameworkandthePrivacy by Design,

SevenToundationalPrinciples.q

SDG&Eqspartneringwiththe Officeoftheinformationand-PrivacyiCommissioner{IPC)

of Ontario,Canada, toputintoactionthepolicies,approach,endstandardstoprotect

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page121;

1

SB GT&S 0247883



theprivacypfrustomerdatabyworkingtogetheronaDynamicPricingProgram.TBy1
designingprivacyinfromthepeginning, theprojectwillresultinamodelthattanibe

leveragedandfurtherimprovedacrosstheindustry.q

4.10.2 STANDARDSANDPRIVACY,

|
;-Iowwill SDG&E pvaluate the impact pf standards pn privacy?7
Toevaluatetheimpactiofstandardsonprivacy, SDG&E-willusegriskimanagementy
basedgpproachtodeterminehownewstandardsimayimpacttheconfidentiality,
integritysndavailabilitypfsensitiveinformationbasedonpotentialthreats,;
vulnerabilitiesandimpacts.7/Additionally,because SDG&Erecognizestheimportanceofy
customerparticipationintheSmartGrid,itwillseektomeasuretheconfidence;
customershaveintheSmartGridprivacysystem.7Projectimplementationwilljeverage
privacyandsecurityrelatedstandardsinordertomeetsecurityrequirements,

regulations,andmandatesrelatedtocustomerinformation.;

1
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4.11 INTEROPERABILITYICONSIDERATIONS,

4111 INTEROPERABILITY.STANDARDSA

i

How will SDG&E usejnteroperability standards? 7

Standardsareiessential-forSmartGridinteroperabilitytoensurethatinformationtanie;
exchangedbetweenutilitysystems, spplicationsjiandrcustomerdevicesgndsothaty

informationTremainssecure.]

TheregreanextraordinarynumberpofpotentiallygpplicablestandardsrelatingtoSmarty
Griddeployments./ArecentNiSTreportrcollatedexistingstandardsintorcategories.;
TheserategoriesarestructuredontheGridWise-ArchitectureCouncil’sjayered

referencearchitectureasshownbelow.q
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Figured %:ﬁridWiseﬁrchitecture*ﬁc»unciHmtemperabiiity“Modeh

Cross-Culting Issues: Secwrity, Resource [dentification, Time Synch, slc,

TheWISTFramework nnd Roadmap forbmartGridinteroperability Standards, Release 7
1.02671istedwthewmultitudeqofpotentiallwapplicablewstandardsimeachwdomain.wThewfulh
analysisisnotrepeatedhere, butaselectionofkeystrategicstandardsofinteresttor
SDG&Eishighlightedinthetablebelow.;

> NIST-SpecialPublication11108;1
http://wwew nist.gov/public affairs/releases/upload/smartgrid_interoperability final.pdfy
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LSSLYT0 S®ID dS

Table® LB:”N¥§T”§ntemperabi!ityﬁtaﬁdardsﬁeadmap’ﬁsﬂ

NIST Domain| Keystandards pfinterestT Applicability1

Operations

IECH1968,1ECH1970,1CCP{IECH0870 '6/TASER),
DNP3,1EC618507

Corestandardsforiexchangeoftelemetryandreferencen
data'withinthenetworkoperationsTdomain.1

Markets1

MeteringStandards{asdeveloped),’

aseXMLandassociatedpayloadstandardsifor]
markettransactions’

Smartmetering working groupsaredevelopingrelevant
meteringdatatollectiontandexchangestandards.]

Wholesale, retailland B2Bstandardsare mandatory.1

ServiceProvider1 | OpenADE/NAESBESPIT Exchangebftustomerusagewithicustomerauthorized?
third Lpa rtyserviceproviders
BulkGeneration | 7 N/A7

Distribution

DNP3,1EC61850 7 2, WW3C XML, W3CKSD, W3C]
SOAP, MW3CEXI], W3CWSDL, ANSIC12.22,1ECT
60870, 1EC51968, 1EEETL686 2007, NERC CIP, JEEET
C37.1111999,1EEEB7.118, 1P Suite, TCP/IP7

Inter lapplication"la ndindustryinteroperability standards?
applyandmultipledevelsof dataexchange{fromphysicali
tomapplication).”

Serviceprientediarchitecturestandards.

Transmission

AsaboveplusemergingNASPI

Asabove

Customer ZigBee, DpenHAN, HomePlugrandothers In Lhome/1oeyond Lthe LmeteﬂtechnoIogiesWtoWencourageW
theuptakeofdemandresponseopportunities.T

Generall ISOB0017 Qualityandsafetystandardstobemaintainedasforalh
otherSDG&Eactivities.?

Security1 1SO27002,NISTB00 %3,NERC£IP,1EEE14021 ISOBnd"NIST provide s broad frameworkforsecurityini

technology, processandgovernancedomains.TheCriticall
InfrastructureProtectionCIP)standardsaremore’
specifictogridtransmissionsecurity. 1EEETprovidesta’
standardforphysicalsecurityatsubstations.T
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SDG&E-incorporatesthesestandardsinijtsdecisionmakingprocessbysligningto
standardswhereitwouldachievethegreatestbenefitsforcustomersie.g. lowestcost,7
easiestinstallation).71SDG&Esparticipatingonanpngoingbasiswithstandardsandy
coordinationgroupssuchasOpenSG?’ NIST'sSmart-Gridinteroperability Panel{SGIP),7
theNorth-AmericaniEnergyStandardsBoard{NAESB),andtheNorth-AmericanElectric
ReliabilityCorporation(NERC). SDG&Ewmisomonitorsotherareastoensurethe
standardsaremovinginsupportofrcustomerinterests.inareaswherestandardsy
delivercustomerwvalue, SDG&Eprioritizesiinteroperabilityinitsrequirementsy;
implementingapreferenceforsuppliersthatdonotuseproprietarytechnologiesor

implementations.Tm

SDG&Eseekstodesignsystemsformodularityandimpiementstandardsatkey
interfaces, particularlythosebetweenthewutilityandthirdparties.715tandardsatthese
interfacesenabletheutilitytomaintaintheflexibilityneededtointegratenewn
technologysolutionsandwvendors.jtisdifficulttopredicttheevolutionarypathofy
varioustechnologiesand,therefore, SDG&Ewaluesconsistentinterfacesthatenablether
utility tochangetechnologiesandwvendorsasgndwhenneeded. 71SDG&Ebelievesthisisy

akeyguidingprincipleasitexploresthemmanycomponentsiofSmartGridsolutions.

4.11.2 STANDARDSIANDMINIMIZINGRISK-OFSTRANDEDCOSTS

i

How will SDG&E minimize the risk pf stranded rostsjn rases where standards nre7

evolving?7

Tominimizetheriskpofstrandedassetswherestandardsparestillevolving, SDG&E-wilh

startwithpilotspofnewtechnologiestoensurettheymeetitsrequirements. 71SDG&E-wilh

27-|The-p0pen-§mart-Grid-subcommittee-{within-fthe-MCA-ﬂn’cerna’cional-ster’s-Grou;:>,-5ee-|
http://osgug.ucaiug. oren
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alsoensurethatfielddevicesareupgradeablepverthegir,sothatmsevolvingstandards

firm Lup,WSDG&E'sinvestmentsqcaniaeprotected.Tn

Projectmanagementpracticesincludeevaluationpoffactorsinprdertodecreasetherisky
of stranded—costs.TThe SDG&Eprojectiifecycleprovidesforareviewoftechnology{for
adherencetostandardsy Lbotl’nex’ternahandwinternal),wserviceqand1orocesses,qaswwelhaswaw

vendorevaluationthroughouttheiifecyclepfaproject.n

SDG&Ewillalsosuggestnewregulatorystructuresthatwillprovidetheutilitywithther
properincentivestoadoptappropriate SmartiGridtechnologyinawaythatresponds
quicklytomarkettechnologychanges,andminimizestherisksofstrandedrcosts. TAsthe’
electricgridandmarketsarerevolutionizedbytheSmartGrid, SDG&E-willneedthe
abilitytorespondiquicklyandmakedecisionsthatpreviouslymightthaverequireddirect
regulatoryapprovalandiengthyregulatoryhearings.7Unlessthisstructuredischanged,;
SDG&EwandtheCaliforniawutilitieswill-fallbehindthebestindustrypracticesandwillnot;

bep@bletoprovidewhattustomersrequireranddemand.;

4113 OPENADR-AND-SMARTENERGY-PROFILE1COEXISTENCE~

i

Whatis the feasibility nndost Effectiveness pfoffering DpenADR toexisting with7
Smart Energy Profile 2.0?7

DeployingtechnologiesthatarecompliantwiththeOpenADRspecificationpndedicated,
serverswilllbecomemorepracticalasimorewvendorsenterthisarenagndbeginbuilding,
productsthatsupportthe OpenADRspecification,jincludinginterfaces, demandy
responsejautomationservers,enddevices,gsndsoon.Tintheseearlystages,itwillbe
morerost LeffectivewtowexecuteinitialpiIotsqthrough150ftwareqaswserviceqofferingsfromw
vendors.TThisepproachwillreducethecostimpactassociatedwithinternaldeployment;

ofthetechnologywhilealsospeedingdeploymenttosupportinitialpilotefforts.m

SDG&EhasalimitedimplementationofOpenADRtolargecommercialcustomersandy

willcontinuetoexpanditforthisclassoficustomers,andwillexploreijtsimplementationy
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forpthercustomerclassesmsnewproductsandservicesarebroughttomarket.
SDG&E’sadvancedmeteringinfrastructuresolutioninciludesaZigBeewirelessy
communicationsimoduleintheimeterandisdesignedtosupportthemassociatedSmart;
EnergyProfile. TSDG&E’sfuturedecisionsinthisareawill bedrivenbyrcustomer

adoption,jinteroperability,andymarket-maturity.

Assumingthetechnologiespuiltegainstthe OpenADRspecificationmaturerandmore’
vendorsenterthisarena, morecosteffectivesolutionsandinternaldeploymentand;
supportpftheseproductswill-becomemorefeasible.7internaldeploymentspon;
dedicatedserverswillprovide SDG&Egreaterflexibilityinintegratingthe OpenADR-

compliantproductswithiinternalsystems.;

4.12 CUSTOMERBENEFITSIDELIVERY,

How will SDG&E deliver-benefits to tustomers?;

Aftercomplyingwithstateandfederalpolicyrequirements,deliveringbenefitsand;
maximizingwvalueforjtscustomersistheprimaryfocuspofSDG&E’'sSmartGridy
DeploymentPlanfandakeyelementtoitsdecision Lmakinfﬂorocess.wEvenimsituationsw
whereSmartGriddeploymentplansareinresponsetomapolicy LdrivenT\eed,wsuchqasw
managingintermittencyresultingfrom-increased-installationpfrooftopphotovoltaicy

energy, SDG&Erevaluatesthebenefitstheprojectwilldelivertorcustomers.q

SDG&E—collaboratesinternallywithcross 1‘functionah’ceamsqandwex’terna|lywwithitsw
customersandptherstakeholdersforongoingtustomerinput,toensureijtsSmartGridy
DeploymentPlanijsdeliveringcustomerwvaluesndprovidingbenefits. Byaligningthe
SmartGridDeploymentPlaninternally, with-keystakeholders,;and-withSDG&E’s
strategicplan, theutilityalsoensuresthatitsSmartGridinvestmentsandrcustomen
projectsreceivesupportiacrossthegentireorganization. SmartGridplanningend;
investments,jinturn, wilhinformSDG&E’spngoingstrategicandoperationalplanning

effortsacrossthecompany.Thisviewwillsupportthesnnualupdatesandreportingto
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the'Commissionwhichrequirestentralizedportfoliotrackingandcustomerbenefits]

reporting.’

SDG&FE’sstrategytodelivervaluesddedservicesandbenefitstorustomerswilly
continuetobedrivenbyrcollaborationwithicustomersandotherexternalstakeholders,;
includingratepayeradvocates,government,business,academia,industry,;
environmentalandprivacygdvocates.Thiswillensurepetteralignmentwiththemneeds
anddesirespfstakeholdersendamorecomplieteunderstandingofimpactsion

customers.T

Byieveragingtechnologytorreatemmorefunctionalgrid, SDG&E—customerswilly
becomepartnersinprovidingenergy, managingthegridendensuringareliablesupply;
ofelectricitytotheentire SanDiegoregionatminimumcosts. SDG&E’sdeployment
plantoadmapisdrivenbysdesiretosupportcustomersastheybecomepartnersgnd;
“prosumers”{thosethatbothproduceandconsumeenergy)insteadofremaining)
customersthatonlyconsumeelectricity.TForexample, SmartGridCustomer
Empowermentyprojectswillengagegndpreparecustomerstomaximizewvalue by
developingratepptions, servicesgndprogramsthatcustomerswantwhileprotecting
customerprivacysnd-integratingcustomer Lowned1equipment1'nc|t.ldinquistributedw
energyresourcessuchasphotovoltaicsystems, smartappliances, homeenergy;
managementsystems, homestorageandelectricvehicles. SDG&E-willalsoiookfor
opportunitieswherethewutilitycanplaysuniqueoleorfillagaptosatisfycustomen

energyneeds.

SDG&ErecognizesthattheratepfrustomeradoptionofemergingSmartGridcustomer
applicationsandtechnologiesisuncertain.TiTherefore, SDG&E-willcontinueton
collaboratewithiindustrygroups, majortechnologywvendors, consumerapplianceand;
equipmentprovidersiandretaildeliverychannelstounderstandandinteroperatewithy
SDG&E’ s SmartGridiinfrastructurettosccommodatetherapidlyevolvingiandchanging,

consumerelectroniclandscape.Forexample, deliveringcustomerinformationand;
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customerspecificalertstomrtustomer'smobiledevicewillcontinuetobewrhallengeas
theproliferationofmobilexommunicationstechnologiessandrcustomer Lfacingw

applicationdevelopmentrcontinuefatarapidpace.m

SDG&EwillHintegratecustomerrenewableresources, storage, gndelectricvehiclesinto
gridoperationswhiletnaintainingland/orimprovingreliabilityat-boththetransmission
anddistributionsystem.TWheresappropriate, SDG&E-willinstitutenewtechnologies,;
suchmassynchrophasorsanddynamiciineratings..Somepfthiswill bedone=byy
partneringwith1CAISOpnidentifyingtransmissioniexpansionsandtechnological;
improvementsandrequirementsandresourcecharacteristicsneededinmarkets.7iThese
activitieswillimproveassetmanagementandgridefficiencybyieveragingwidearea
measurementandrcontrolcapabilities. 7By performingtheseactivities, SDG&E-willcreate

theplatformfornewproductsandservicesfromtheutilityandthirdparties.;

Customerrconfidenceinsecurityisparamount, andSDG&E-will-ensuresecurityis]
maintainedorimprovedwiththedeploymentofsmarttechnologies. Thiswillinclude
hardeningsystems,testingforwvulnerabilities, mlighingcontrolstoregulationand
enterprisecapabilities,trackingthreatsandwvulnerabilities, providingappropriate;
trainingtopperators,;andmakingeli-SmartGridparticipantsmoreawareofsecurity;
risks. SDG&E-willdeploysecure, reliableSmartGridcommunicationstapabilitiesand
leverageservice LbasedwintegratiomtowprovidewaximumwﬂexibiIityqandqadaptabilityw

betweensystems.Tr

Astechnologyevolvesand-becomesincreasinglycomplextomaintaingndoperate,;
SDG&Ewillensurereadinessofitsworkforceaseven-higherskilljevelsarerequired.q
Thewellknownworkforcechallengesfromanagingworkforceandgttritionofy
experiencedworkerswillalsobeaddressedinanyworkforceplan.Thiswillensurethaty
SDG&Eismabletoprovideservicethatmaximizesvalueofnewandemerging]

technologiesforcustomers.;

1
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4.13 EVALUATINGTHIRDPARTYICOMMUNICATIONSINETWORKST

How will SDG&E evaluate whether third party rommunications networks tan provide7
cost éffective rommunications that meet the security nnd performance requirementsy
of Smart Grid? How will SDG&E ronsider both existing mnd future service provider7

capabilities {cost gffectiveness, security, nnd performance)?7

Secure,reliablenetworkcommunicationsarearcorerequirementforbothSmartGridy
andtraditionalutilityoperations.NetworkcommunicationssolutionsforSDG&E’sSmart;
Gridmustimeetiacomprehensivesetpffunctionalandtechnicalrequirements,and;
delivermaximumaluetotheutilityandiitscustomers, regardlessiofwhethertheyarer
providedbySDG&E’sprivatelypperatedsystemsprieverageservicesprovidedpy

network-serviceproviders.T7

Likeothertechnicalcapabilitiesgndsystems, SDG&Ewillcarefullyevaluatethe
feasibility, cost,andtechnicalbenefitspfusingexistingcommunicationsinfrastructure
andhowtheyrtanpestpeintegratedwithnewtechnologiestoenableSmartGridy
deployment.fTechnologiesandsystemswillbeevaluatedagainstbusinessandtechnicah
requirements,technologyandproductimaturityendiifecycle,interoperabilitystandards,;

andfit for Lpurposejvalue.m

SDG&E’ scommunicationscapabilitiesthavebeenenabledbysmixpfprivatenetworksy
and-third Lpartyprovidemserviceswforqdecades.wlmitsrontinuousweffortﬁtoimprovew
efficiency, functionality, capacityendsecurity; SDG&Erxonstantlymonitorsthemarkety
foravailablesolutionsendemergingtrendsandincorporatespromisingtechnologies]
intoitsevaluationandanalysisprocess.Throughthatprocess, SDG&E-hasevaluated;
whetherthird Lpartyqr:ommunicationswnetworksqcan10rovide1cost Leffectivew
communicationsthatmeetthesecurityandperformance{includingcoverage,capacity,]
reliability, andsurvivability duringadverseeventssuchasearthquakeorwildfire)

requirementspoftheSmartGrid—end-foundthatinsomercases,theytan.\Wherethose
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requirementsaremet, sndthesolutionpfferedprovidesthemostvalue, network;

servicesfrompathird Lpartwprovider*may13e15e1ectedwoverqa1:JrivateT1e’twork1501ution.Tn

4.14 CONCLUSION;

SDG&E-hasdevelopedarobuststrategyforitsSmartGridDeploymentPlan.7Elements
ofthestrategy-havebeenpresentmndsuccessfullyutilizedforanumberofSmartGrid;
technologydeploymentstodate.Thestrategyutilizesedecisionmakingframeworkthat
prioritizesprojectsthataredrivenbyrequirementsofstateandfederalpolicyandy
projectsthatdelivercustomerwvaluewherethebenefitsexceedthercostsorwherether
investmentisnecessarytoeffectivelycommunicatewithcustomers.Pilotingreduces
riskssuch-asstrandedcosts,.amongpthers,whilethestrategy’smepproachto
interoperabilitystandardsandtheieveragingofexistinginfrastructurewherepossible]
alsohelpkeeprcostsiow.TThisstrategyfulfilistherequirementsofD.10 o6 l()477and7

providesforflexibilityastechnologiesevolvepvertime.
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5.1 INTRODUCTION;

SDG&EintendstobuildeSmartGridthatisnhotonlyreliableandsafe, butalsosecure.;
SDG& E'iswnot‘a|one7imthis*expectation.WThewstate“pf‘Californiazs‘andwthe‘ﬁommissiom
agreethatsecurityplays@avitalrolejnthestate’selectricinfrastructurebystating{‘therer
isanurgentmneed-toensurethattheutilitieshaveappropriatesecurityprogramsinplace;

"Zgwlmaddition,wtheerderahGovern ment,

forphysicalandcyberthreatsand/orattacks.
throughiTitleXillpfthe EnergyindependencesndSecurity- Actof2007statesthaty“itisy
thepolicypftheUnitedStatestosupportithemodernizationpftheNation’selectricityy
transmissionanddistributionsystemtomaintainfareliableandsecureelectricityy
infrastructurethatcanmeetfuturedemandgrowthandtogchieveeachofthe

73 Fromstandardsbodies, suchas

following, whichtogethercharacterizegSmartGrid...
NIST, towutilities, toconsumeradvocacygroupsandprivatecitizens, everyoneggrees
thatforSmartGridtobesuccessfulitmustbesecurefromphysicalandrtyberthreats

andymustprotecttheprivacyofrtonsumerdatacollectedbyutilities.;

SDG&EseesthreeimportantaspectstoachievingesecureSmartGrid,includingphysicah
security, cybersecuritysndcustomerprivacy.First,jphysicalsecurity, whichincludes;
preventingrorreducingthethreatofenergyandpropertytheft,vandalism,trespassing,
andibombscares,isekeypartofthebusinesspfoperatingautility.However,physical
securitybecomesevenmoreromplexin@aSmartGridwhereinfrastructurecomponentsy
andpersonnelpreviouslyrconfinedtodatacenterswillnecessarilymigrateoutintothe;
fieldwheremonitoringismoredifficultandphysicalsecurityintrusionsexperience’
longerresponsetimes.7Second, tybersecurityprogramswill-bechallengedbygan

increasingmnumberofcyberassetsdispersedoverabroadergeographicarea,controllingy

281Ca\IiforniaunbIichtiIi’cieSWCode,ﬂsectionﬂ&%60(5\).1
010 '06 9478t .58%°D.10 06 0478t p.581
3°1From1theﬁgne;mr yindependencemndfecurityActpf 2007, Publiclaw110 1407
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morepartspfthegrid,andcommunicatingmoredatathaneverpbefore.iTheseassets]
willrequireprotectionswagainstunauthorizedaccessandiossestoinformation
confidentiality,integrity-and-availability thaterematieastiasstrongastheircounterparts;
indataxenters. Finally,customerprivacyisgrriticalgspecttobuildingmndpperatinga,
secureSmart1Grid.Pervasivecustomerprivacywillrequireasetofrobustpusinessrules;

aswellpseffectivesecuritycontrols.;

Information-assetsinthefieldwillbehardenedggainstphysicaltampering,andthegrid;
itselfbetterabletodefendagainstunauthorizedaccesstoitssystemsandnetworks.;
Neitheraphysicalnoraxcyber LthreatwcambeqallowedwtmsignificantlwimpactwtheWSmartw
Griddespiteattackinganyoneprmultiplepartsofit./Asthybridphysical Lt:yber*ytl'wreatsw
emerge, SDG&Ewillpreparebyconsideringthowphysicalendrcybersecurityprograms,
canandwillworktogethertoprotectSmartGridassetsandinformation.Securitygndy

privacywillbemandatoryrequirementsthataredesignedinfromthebeginning.]

51.1 SECURITYVISION-AND-APPROACH"

i

’TowsupportqsDG&E's1arger1visiomfor75marthrid,jtheWCompanyisqfurtheﬁelevatingqthew
alreadyimportantrolesecurity, bothphysicalendcyber,willplayinthisnewparadigm.
Inthissecurityperspective, SDG&E-envisionsthatinthefacepfmorecomplexsystems
with-exponentiallymoredataandtransactions,anincreasednumberpfparticipants;
(customersconsumingandproducingenergy, serviceproviders,aggregators, regulators,]
utilities,etc.)willcontinuetorelyonthesgvailability ofthesystem;trusttheintegrityof
theinformationproduced-bythesystem;andbeconfidentthatsensitiveinformationis]
securefromunauthorizedaccessprdisclosure. SDG&E’ sSmartGrid-willberesistantto
physicalandrcybersecuritythreats, sswellasresilienttogttackendmnaturaldisasters.ity
willalignwithindustrystandardsand-bestpractices. SDG&E’ssecuritypoliciesand
practicesarepuiltonasecurityprogramthatusesriskmanagementmethodologiesto

maximizejtssecurityinvestments.T
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Torealizethisvision, securityprogramsand-infrastructurewillmakeSmart-Gridy
participantsiawarepftherisksandpotentialconsequences.iTheutilitywill-havegreater
visibilityintothesystemstate, sswellasieventstakingplaceonthesystem;customersy
willunderstand-howtobetterprotecttheirprivacy;eachstakeholderwillhaveimorer
informationtohelpthewutilityreducetheoveraliriskroftheSmartGridwithanemphasis]
omcreatingqaqcultureqofsecurityMJSecuritywanagementfunctionswilhconverge,wbeingw
centrallygovernedbytheutility. Thismanagementwillgllowforcompany lto lthird Lpartyq
interoperability.Companysecurityprocesses,suchasincidentresponse, willbe
integrated.Forsystemresistancegndresilience, tentrallymanagedsecuritypolicieswilly
disaggregate, distributingintoocalizedislandsorrommunitiespfinfrastructureton
allowthepsystemtorontinuetoprotectitselfintheeventitbecomesisolatedfromthe
totalsystemenvironment. Finally, SDG&E-willcontinuetofocusandenhanceitsability;
tocomplywithFederal, stategndiocalregulationsidesignedtoprotectthe
confidentiality,integrityand-availabilityofthe SmartGrid. SDG&Eriskmanagementy
methodologieswillintegratewithbusinessprocessesandshouldeventuallyiinformthe
developmentofmandatoryreliabilitystandardssetbyregulators.TOvertime,reliability;
standardsshoulddeveloptosalignwiththesimilarriskhmanagementframeworksing

ordertopepagile,effective, sndcostefficient.

ThiswvisionandapproachwillbenefitallSmartGridparticipantsbygsilowingthemtobe
confidentthatthesystemisreliablesnddependable,itspperationpredictableand

trustworthy,andfreefromunauthorizedinformationdisclosuretormodification.T

5.2 SECURITYRISKSINTHE-SMARTGRIDq

SDG&EwevaluatesthreefactorstomeasureagivenrisktotheSmartGrid:1)threatsto
thesystem;2)vulnerabilitiesinthesystem,and3)theimpact, orioss,ifathreat

successfullyexploitsvulnerability.q

31-AIigns-[withjthqunergy—Sectorﬁontrolﬁystequorking—Group’s-{ﬂmadma toSecure-EnergyDeliveryn
Systems.”
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Simplystated, threatsaregnythingwiththepotentialtocausetharm.Lackpofintentdoes
notdiscountsomethingaswathreat. SDG&E—lassifiesthreatsintothreecategories:y

Intentional,Accidental, andEnvironmental.q

Intentionahthreatsarethoseinwhichthereijsintenttowmdverselyimpactthe;
confidentiality,integrityoravailabilityofanjasset. .Commonexamplesincludesabotage,;
theft,cyber 1attack,qandm'}aliciousqcodew(malware).7!m’chisrategoryqoﬁthreats,wimthew
theirreport,High anact, 1low /-'requency EventRisktotheNorthAmericanBulkPower7
System,theNorth-American-ElectricReliability Corporation(NERC)andtheDepartmenty
of Energy{DOE)notedthat“onthehigh L'rmpactwendpﬁthewscalewarehighIy Lt:oordinated,w
well Lplannedqattacksqagainstwultipleqassetsqdesignedwtowdisablewthewsystem."327
Intentionalthreatsincludemnotonlytheseexternalsources, butinsiderthreatssuchas;
disgruntledemployeesorcontractorswhoseknowledgepfthesystemanditsy

vulnerabilitiesctouldbeusedtorcausegreatharm.

Accidentalthreatsincludethosethuman Lc:ausedweventswthatTnayqadverselwimpactqam
assetbutinwhichtherewasnoijntenttocauseharm.Examplesincludethesmccidentah
deletionpfrriticaliinformation, emisconfigurationofasecuritysystemthatintroduces

new-vulnerabilities, ortheunpluggingofadevicefrom-itspowersource.]

Environmentahthreatsarecommonlyassociatedwithnaturaldisasters, suchas;
earthquakes wildfiresorflooding,butglsoincludethreatssuchaspandemicevents®
thaticouldimpaireniorganization’sgbilitytoprovidearriticalservice. Evensolar

phenomenasuchassunflaresrepresentanenvironmentalthreattoSmartGrid.;

Threatsseektoexploitvulnerabilitiesorweaknessesinthesystem.Vulnerabilitiescany
alsopedividedintothreecategories:technological,process Lrelated,wandiaehavioral.7

TheregreseveralplacesvuinerabilitiescouldpotentiallydevelopingatmartGrid.q

32-|N ERC E‘DQE‘”@HE&EH Ym pact,Low E‘Frequemcv*;E\!em‘t‘ﬂEsksﬁm?ﬁh@"‘;Nor’ch“fxmer&ca mBulk-PowerSysterm
33 .
“bid 4
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Technologicahvulnerabilitiestoccurwhengflawingpiecepfhardwareprsoftwareiis
introduced-intentionallypraccidentally). Cyberexamplesincludepperatingsystemandn
applicationbugs,andsystemmisconfigurations.Physicalsecurityrexamplesinciude
coveragegapsintfacilityvideoymonitoring, weaknessesinphysicalbarriers,poralarms

thatfailtotriggerwhensapbreak L'rmoccu rs.

Process ;elatedwulnerabilitieswarewfoundimorganizationahorocesses.ﬁbusinessqorw
organizationalprocessmissinggriticalcheckssand-balancesmay-beexploited-byan

attacker.Process Lrelatedwulnerabilitieswmayhewinﬂuencedhy%umanhehaviom

Behaviorahvulnerabilitiespccurinthumantpeings. Attackerswillpftenusesociah
engineeringtechniguestogainaccesstogfacilityorsystemthroughthumanmoperatorsy
ratherthanattempttobypasssophisticatedorhardenedsecuritycontrols.Usersofy
informationassetsmayattempttodowhatisconvenientratherthanwhatismnecessary;
toronductbusinessingrsecurefashion. Suchwvulnerabilitiescanbeparticularly;

challengingtodetectiormeasure.q

Finally, thepotentiahimpactcausedbythelosspofanmasset, whetherthelossisrelated;
toavailabilitypftheasset, orthejosspfintegritypreconfidentialitypfinformations
stored, processedortransmitted-bytheasset, mustberconsideredinriskdecision L
makingprocesses.AssetsthatarelesscriticaltothepperationpftheSmartGridmay
requirefewerprotectionsthanmassetsthataresignificantlymorejmportanttoitssafety;

andreliability.q

Whenrconsideringthreatsandwvulnerabilitiesstrategically, theprimaryrole of SDG&E’s
securityprogrammustbetoproactivelyreducethepverallrisktoSmartGridthaty
minimizethequantityandseverityofwvulnerabilitiesfoundinthesystem, whetherthey
aretechnological,process Lrelatednorwbehavioral;qanchtowrespondqquicklywtoqcontaim

threatsthatdomaterializebeforetheyrcanseverelyimpactthesystem.
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5.3 PRIVACY ANDSMARTIGRID;

SDG&Eunderstandsthatthefullbenefitsof Smart1Gridcannotbegachievedifitdoesnoty
havetherconfidencepftheusersofthesystem.inparticular,itisimperativethatthe;
privacyofcustomers’personalinformationandusagedatabeprotectedfromsalh

unauthorizedaccess,disclosurerormaodification.;

SDG&Eintendstoadaptseveralaspectsofrelevantguidingprinciplesintoitscustomen
privacyframework.Forexample, SDG&Esupportsthefourdimensionsiofprivacyas
describedby NISTandthefFairinformationPractice{FIP)principlesdevelopedbythe
FederalfTradeCommissionaskeycomponentsofitssecuritysndprivacyprograms.in
addition, SDG&E-alsosupportsptherguidingprinciplesfromaprocessandtechnology;

designperspective,suchasthePrivacy by DesignSevenfFoundationalPrinciples.;

NIST-describesfourdimensionsofprivacythatSDG&E-willconsiderhowtointegrate;

withitsCustomerPrivacyProgram:]

“Privacyrelatestoindividuals.Fourdimensionsofprivacysreconsidered:;

(1) Personalinformation—anyinformationrelatingtoanindividual,whortanbe
identified, directlyorindirectly, bythatinformationendinparticularby;
referencetoaniidentificationnumberoprtooneprmorefactorsspecificto
hisorherphysical, physiological, mental,economic,cultural,jocationor
sociahjdentity;

(2) Personalprivacy—therighttocontroltheintegrityofone’ sownbody;

(3) Behavioralprivacy—therightofindividualstomaketheirownchoicesabouty
whattheydoandtokeeprcertainpersonalbehaviorsfrombeingsharedwith

others;andy
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(4) Personalcommunicationsprivacy—therighttorcommunicatewithoutunduer

. . . . 34
surveillance, monitoring,orecensorship.” ™

Further,SDG&EmgreeswiththesevenprinciplessetforthyPrivacy by Design,namely:]

1. PrivacyisProactivenotReactive;PreventativenotRemediah

2. PrivacyastheDefauity

3. Privacy EmbeddedintoDesign

4. FullfFunctionality—Positive LSum,wnotWZero LSumw

5. Endlto LEndWLifecycIewProtectiom

6. VisibilityandiTransparency

7. RespectforiUserPrivacy ”Customenprivac;qi&
Thesexcharacteristicsandprinciplesbecome becoming anintegral part;
importantaspartofabaselinepfindustry’ ofthepusinessrculture;
understandingendbestpracticesas SDG&E" within 5DG&E.” 7
goesforwardintheevolutionpfitsCustomer

PrivacyProgram.Thiseffortwillpermeate
everypartofSDG&E’ scustomerprivacyframework. Itwillpositivelyinfluencetheway

SDG&Epffersservicestoitscustomerspbypuildingconfidenceandtrust.m

However, SDG&Erecognizesthatthechallengepftransiatingtheseprinciplesintor
practiceinaronsistentandrxosteffectivemanner..Forexample,theprivacyprincipleofy
“dataminimization”iseworthygoaltowachieve, buthowthisprinciplewillbe;
consistentlyappliedtoever Lchanging1’nnovativeWSmarthrid Lenabledwservicewofferingsw

haswyettobefullydetermined.;

34-ﬂ:romq”Guidelineswforqsmar’ﬁGriquyber-ﬁecurity:qul.qz,qPrivacyqandqtheqsmart-ﬁrid”q
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531 EVOLVINGTTHE.CUSTOMERPRIVACY-PROGRAM"

i

EustomerprivacﬁswbecomingqanintegrahpartqofwthebusinessqculturewwithimSDG&E.wThew
utilityisworkingtotightlyintegrateprivacysafeguardsintorelevantbusinessprocessesy
anditsSecurityPrograms.Customerinformationprivacyimpactassessmentsand;
analysisofnewandpendingiegislation, aswellasmaturingbestpracticestegarding
privacy-willresultintchangestoxrompanypolicy,guidelines,processes,procedures—
includingchangestosecurityrequirements,architecturalprinciplessnddesign;
standards,andsystemrconfigurations—inordertobettersupporticustomerprivacy

throughoutend o Lendiausiness1orocessqand7’technology1'mplementations.w

SDG&Ewillseektominimizeoreliminatethecollectionofunneededcustomer
information, sharejusttherequiredcustomerinformationwithonlythosethathaves;
needtoknow,andensuremppropriatesecuritycontrolsprotectcustomerinformation

throughtheinformation’s{ifecycle.

Automatedendpervasivedatalosspreventiontcapabilitieswillallowthetompanytor
minimizetheriskthatsensitiveinformationcouldbeijntentionallypraccidentally;
mishandled{i.e., printed,e Lmailedwwithoutwencryption,wetc.haccordingwto1ega|,7

regulatoryjorcompanysecurityrequirements.;

Mostimportantly, SDG&E-willcontinuetoraisetheawarenessofprivacyissuesand
educateemployeesandcontractorsaboutthemnecessityofrespectingandprotectingy

customers’privacy.T|

TheCustomer-PrivacyOfficerwilloverseetheseactivitiesandhaspverallaccountabilityy

forinsuringthewdequacyofalicustomerprivacyrcontrols.;

54 ALIGNMENTTOSECURITY ) GUIDANCETDOCUMENTSIFROMINISTIAND
OTHERSq

AsstatedintheSmartGridDeploymentPlansecurityvision, SDG&Ebelievesitistritical

thatSmartGridjselignedwithiindustrystandardsandbestpractices./Awidely
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recognizedsetofsecuritystandardsthatSDG&Eusesthroughoutitssecurityprograms;

ismaintained-bytheNationalinstitute forStandardsandiTechnology(NIST).q

NISTrepresentsjustonesetpfstandardsendbestpracticesthatSDG&E-mustiookto
forguidance.inmaddition, severalregulatorybodiesissuestandardsendrequirements
thatthertompanymustalsocomplywith,jncludingtheNorth-AmericanElectricy
ReliabilityCorporationCriticalinfrastructureProtection{NERCCIP), theCalifornia;
PrivacyBreach-Notification-Act, SarbanesOxley,sndothers.Somepfthesestandards]

areduplicative,orrarely,conflicting.7

Tomeetthechallengepofromplyingwiththisgrowingiistiofstandards, requirementsy
andpestpracticeguidelinesinasustainableandefficientway, SDG&E’ssecurityy
programisstrategicallyconsolidatedandarticulatedinitsunifiedsecuritycontrolsy
framework. SDG&Emanagesamastercatalogofsecurityrequirementsandrcontrolsy
thatisimaintainedbythissecurityprogram.Theserequirementsandcontrolsare]
normalizedprstandardizedingianguagethatctanbeunderstood-bythebusinessaswell
aspuditorsandarenotintendedtobespecifictomnypneregulatorybodyprsetiofy
securitystandards.Regulatorystandards, requirementsiorindustrybestpracticesjare’
incorporatedintothiscatalogbyasimplemappingexercise.;/Addingenewsetpf;
regulatoryrequirements,standardsporindustry-bestpracticesisamatterofmapping
themtothisnormalizedcatalogofrcontrols.intaseswhereranewrequirementy
introducesagapinthercatalog,theprogramengagesaprocesstodefine, design,test,

andimplementmnewrcontrolsquicklytoensurethenewrequirementcanbemet.y

Toseeanexamplepf-howSDG&EusesthisframeworktoglignwiththeSecurityProfiley
forAdvancediMeteringinfrastructure,theCatalogofControlSystemsSecurity, sndithe
DepartmentofHomelandSecurity{DHS)CyberSecurity Procurementilanguagefor

ControlSystems, seeappendixinsection#.11.1.7

SDG&Eregulatoryperformsinternalself ’assessmentspﬁtswcompliancewwithTequiredw

federalstandardsregardingsecuritypfcriticalinfrastructureaspartofitsongoing
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complianceactivity.Tinternally, theutility’scompliancewiththesestandardsis
reviewed, documentationandptherevidencerofcompliancearerexamined, sndwhere

necessarychangessaremadetomitigateanyareaswheresecuritycanpeimproved.

55 SDG&E’'S1GRIDJANDICYBERISECURITYSTRATEGY

SDG&FE’ssecuritystrategyslignsiwith-thectompany’soverallpbligationtoensurethe;

safemndyeliabledeliveryofenergytoitscustomers.;

Inordertorealizeftssecurityvision, SDG&E-willactongstrategy-whichrtante

summarized-basedonfivecomponents:]

ffi AdheretoSecurity-Principlesy

ffi BroadenAwareness{toEmployees,ThirdPartiesandCustomers);

ffi Convergefecurity:Governance

ffi DisaggregateSecurityControlsy

ffi ComplywithFederalCriticalHinfrastructureProtection-Standardsand

Requirementsy

551 ADHERE{TO-SECURITY-PRINCIPLESH

H
1

Atijtshighestievel, SDG&E’ssecuritystrategyseekstompplyfundamentalsecurityy

principlestoitsSmartGridinfrastructure.

ffi MinimizethegttacksurfaceofSmartGridinfrastructurecomponents,rendering;
themmoreTesistanttogttack..Everysystemandeverygpplicationmustbeginin
aknownsgndtrustedrconfigurationsothatintherareinstancethatan;
unauthorizedchangedoespccur,jitmaybeguicklyidentifiedandactedupon.y

ffi Protectcustomerprivacybylimitingtheamountpofinformationcollectedabouty
customerstothatwhichisnecessarytomeetserviceneedswhilecomplyingwith

alHegalandregulatoryobligations. Privacymustbethedefault, meaningthat;
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customerswilloptinprexplicitlyguthorizetheutilitytoshareinformationrathen
thanbeingrequiredtopptout.i

ffi Separatemissioncriticaldutiestominimizettheriskofesingleindividuah
misusing@asystemporprocesstoharmtheSmartGrid.,

ffi Simplifythemanagementpfaccesstorcriticalsystemstominimizetheriskofy
human-errorinthemapplicationpfaccessandtomanagegccountabilitypf Smarty
Gridactoractions{i.e.joggingcriticaltransactions)byapplyingtheprincipleof
role Lbasedwaccessrontrol.w

ffi MinimizetheTriskthatthefailurepfanyonexcontrolHeadstoacompromisepor
failureofthesystembyspplyingdefense kn Ldepthwtechniques,imwhichwmultiplew
layersofdefense@areplacedthroughoutitssystemsendpotentialsecurity;
vulnerabilitiesareaddressedetmultipleiayersincludingpersonnel,technology;
andoperationsforthedurationofitssystems’iiferycles.;

ffi EnsuretheSmartGridisalignedwithracceptedsecuritystandardsendbesty
practicesiniordertomaximizeflexibilityin-handlingthejatestthreatwectors.

ffi Separatethesapplicationofcentrallymanagedsecuritycontrols, fromsecurity,

controlsswhichmaredistributedintheSmartGridenvironment.;

552 BROADEN-AWARENESS

i

Beyondtherurrentinvolvementofutilityemployeesiandrcontractorsinsecurity;
activities, SDG&Econsidersthreedifferentperspectivesiofawarenessinitssecurity

strategy.

ffi Develop fituational Awareness7
AvesilientSmartGridisabletoself 'measu reandself 1assesswtheqconsistencyqoﬁ
itssecuritycontrolssandtheireffectivenessinmnearrealtime.Securitypersonnely
monitorforanddetectabroadrangepfphysical, tyberandhybridsecurity;
events,includingincidentsandwvulnerabilities, respondingfasterandmore’

efficientlybasedonthepriorityofeach.m
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ffi SmartGrid Participant Awareness7
SecurityfisnotonlyembeddedintoSmartiGridoperationalprocessesand;
technologies, butglsointhethoughtsandhabitspofthepeoplethatparticipateing
thegeneration,transmission, distributionsandconsumptionofenergy,including,
utilities, thirdpartiesgndcustomers.\Riskownersincludephysicalandrtyber
securityrisksintheirdecisions.Utilityemployees, thirdpartiesandrcustomers,
areiinformedandwunderstandthesharedpbligationtoprotecteveryindividual’'sy

privacyandsecurity.77

ffi Collaborativeind Regulatory Awareness7
Legalandregulatorycompliancejsmoreeasilymanagedanderifiableina;
complexandrapidlychangingregulatoryenvironmentwheretransparency;
buildstrust.;Thexommunicationpfrelevantsecurityinformation,including
threatsandpotentialvulnerabilitymitigations, amongaiargercollaborative

communityfacilitatesfindingandresolvingpotentialproblemsfaster.m

553 CONVERGESECURITY'.GOVERNANCE

H
1

Convergencetakespnthreeperspectivesinthisdeploymentplan.y
ffi Centralized managementofrompany physicalund tybersecurity rapabilities. 777

SDG&E—xcentrallyenforcesijtssecuritymanagementfunctionsiandreducesthe
numberofuniqguemanagementinterfacesrequiredtomonitorandrcontrolthese
capabilities.Securitycapabilitiesarepolicydriventosupporttherconsistent
implementationofsecuritycontrols,jargescaleenterprisemanagementthroughy
theusepfautomationforenterprise 1Wideqconﬁguratiom'nanagement,qandw
remotesecuritymanagement..Companysecurityprocesses, suchpasincident;
response,areiintegratedsothatwhengnincidentoccurs, thecompanyrespondsy
quicklyandeffectively.7

ffi Integrationpfrompanynd third party security rapabilities. 7
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Securitycapabilitiesarefederatedforcompany %o lthird LpartwinteroperabiIity.1
Thirdpartiesmayincludecustomers,vendors, contractors, regulatorsoriawy
enforcement.Thisprovidesrelevantactorsaccesstomoreijnformationiniorder
tomakeTisk-decisions.Thisconvergencemakespossibletheadvanceddata
integritysndnon LrepudiatiomcapabilitiesTequiredjforTnakingsuch1argewscale7
systemstrustworthy.;

ffi Leveragestandards7
DiverseproposalsforstandardizationregardingtheinteractiontbetweenSmarty
Gridsystemsandsecuritycapabilitiesuniteintoasinglewelldevelopedandy
widelyacceptediibrarypfstandards, makinginteroperabilitybetweendifferent

entitiescosteffective, flexible,easytomanage,andsecure.q

554 DISAGGREGATESECURITY1CONTROLSH

H
1

DisaggregatedSmartGridsecuritycontrols,enforcementmmechanisms,andinformation;
repositoriesarephysicallyandiogicallydistributedthroughoututilitypperations.iThisy
approach-increasesthegrid’sresilienceinthefaceofman LmadeqorT\aturahdisasters.w
Risk-managementdecisionssitmorecloselytothesppropriateriskrownerandare
therefore, basedoninformationprovidedbythesourcesclosesttotheijssue.improved;
automationsalsoallowsforriskidecisionfprocessingwith-greatercontrolbyriskowners,

butwithjessthuman-intervention.

Informationsecuritycapabilitiesctontinuetoevolvebeyondwell LknowmandTnaturew
networkiayerrcontrolsintothegpplicationjayer,increasingrelianceronbusinessjogicto

makenearyreal Ltimewsecuritywdecisions.w

Disaggregatedsecuritycapabilitiessupportdistributedsecuritycontrols,enforcingy
decisionsgoverned-byenterprisepolicywhiletakingintoaccountiocal-businessneeds;
areconfiguredtodefendijocalinformationfassetswithoutrequiringaccesstorxentralized;

systems;andtargetspecificiocalizedthreats.T
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555 COMPLYWITHFEDERALCRITICALJINFRASTRUCTURE-PROTECTION?
STANDARDS-AND-REQUIREMENTS

H
1

SDG&Eseekstomaintaincompliancewith-federalCriticalhinfrastructureProtection{CIP);
standardsandrequirementsatalitimesandrcontinuallyseekstoenhanceijtscompliance
activities.iThesefederalstandardsaredesignedtoprotectthoseqassetsthatarecritical

forthereliablepperationforthebulkpowersystem.Tm

ffi CompliancewithfederalCIPisgivenhighprioritywith Lim’che1companywwithqaw
seniormanager{VicePresidentlevel)desighatedtoasthexchiefmanager
responsibleforthecompaniestriticalinfrastructureprotectionstandardsy

complianceacrossthewvariouspusinessunits.m

ffi SDG&E-hasaninternalReliabilityCompliancedepartmentthatworkswiththey
businessunitstoimaintaincompliance.TiThisdepartmentaisodirectlyreviews,
documentationofcompliancemndprovidesmanagementwithanindependenty

viewpftherompliancepactivitieswitheachbusinessunit.

ffi EachbusinessunitwithCriticaHnfrastructureProtectionresponsibilities,
includingbothrcybergndphysicalsecurityareinternallyreviewedforcompliance
aspartoftheprocesspofself lr:ertiﬁcatiomoqu ERCreliabilitystandardsy

compliance.m

ffi SDG&ErontinuallyseekstoenhanceClPStandardscomplianceandtoensure
thatjtsemployeesandcontractorsarewellversedintheimportanceof

compliancewiththeserulesinimaintainingthesecurityofthegrid.m

AsdeploymentdevelopssomeSmartGridassetswillbedeemedtobexriticalgndfall
undertheCiPStandards. TSDG&E-willincorporatetheseassetsintoitsongoing
complianceactivitiesandensurethatasdeploymentprogressestheseassetsare

afforded,at@ minimum,theprotectionsrequiredbytheseStandards.]

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page147;

1

SB GT&S 0247909



556 SMARTGRIDSECURITY STRATEGICEXPECTATIONS,

i

g'I'owmeetw’cl'weseqz:hallengingwdemandsqoﬁsecuringwtheWSmarthrid,wSDG&Ewrm.lstwsetwclearw
securityexpectationsacrossthewutilityland-withitsstakeholders,implementjprotocolsy
torelentlesslymonitoritssystemsforundesirabletbehavior,createacultureandy
technologicalplatformthatenablesthewutilitytoquicklyreacttopotentialincidents,
beforetheyranrtausegreatimpact,anddevelopcommunicationsmechanismstokeep
everyrelevantstakeholderinformed.Gridendrcybersecurityshouldalsoenable

flexibilityandextensibility toomeetchangingbusinesstequirements.

Cybersecuritywillcontinuettouseandexpandnetworkjayersecuritycontrolswhere
theyprovidewvalue,andwillgggressivelydevelopapplicationijayercontrolsinordertor

meettheiatestsecuritychallenges.;

EnsuringdataintegritywillbecomeincreasinglyimportantinaSmartGridenvironment;
wherepricesignalsorsystemcommandsimaybesent, receivedandactedoninmore;
automatedways.Further,non Lrepudiatiom(assc.iranceqoﬁdataqauthenticitthilHaecomew
essentialtoSmart-Gridparticipantsinprdertobewabletotrustthatotherparticipantsy

cannotdenytheirroleinagiventransaction.;

Frommaphysicalsecurityperspective, SDG&E-willfurtherimproveitsgnomalydetection
capabilities;includingenhancedvideorcapture,storageandretrieval, motionsensing,;
electronicsignaldetection,andphysicalaccesscontroltechnologiesfurtherintothe;
field.twillexploitrole Lbasedqandprovisioning/de Lprovisioninf,ﬁcapabilities1'morderwtow

improvethesmaccuracysndtimelinessofphysicalaccesstcontrol.q

Inaddition, SDG&E-willconsiderthreatsrelatedtoelectromagneticpuises,andnaturaly

eventssuchassolarflares, thatcoulddisrupttheavailabilityofthegrid.;

SDG&Ewillactinthefollowingwaystoiexecuteitssecuritystrategyandachieveitsy

securityvisionforSmartGrid:
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ffi Applyai‘securebydesign’approachy
ffi Distributesecuritycontrolsgndimakethemmoreautonomousy
ffi DevelopmnewwsecuritycapabilitiestosupporttheSmartGridT
o Informationsharingserviceswithcollaborativepartnersy
o largescalesituationalgwarenesscapabilities
o largescaleinformationintegrityendnon Lrepudiatiomservicesw
o Endpointprotectioncapabilities
ffi EvolveexistingsecuritycapabilitiestosupporttheSmartGridn 7
o Community Lr:entrichecurityqawareness—g:apabilitiesw
o Internalsecuritystandardsandtestingcapabilitiesy
o Softwaredevelopmentiifecyclemanagement;
o Enterprisejoggingservices
o Vulnerabilitymanagementservices
o Riskandirompliancemanagementservicesy
o Systemronfigurationmanagementrcapabilities;
o Cyberthreatdetection,slertingandresponsercapabilities;
o Physicalthreatdetection,slerting, andresponsecapabilities]
ffi Unifysharedsecuritycapabilities
o Integratephysicalandcybersecuritycapabilitiesy
o ldentitysndaccessmanagementservices

o Encryptionkeymanagementservices,

5.5.7 APPLY-A7“SECUREBYDESIGN”7APPROACH"

i

gecuritwiswmoreweffectiveqand1esswexpensivewwhenitisqconsideredwfromwthewbeginningpﬁ
aproject, ratherthanaddedonaftertheprojectiscomplete. Securitycontroisthatare;
designedalongsidesystemfunctionality{aspartoftheiTiifecyclefortechnologyy
projects)aremoreeffectiveatprotectinginformationandesystems.Jtiselsofess

expensiveinthejongruntodesignsecurityfromthebeginningratherthangttemptito
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addsecurityfeaturesiateinthedesigneffort,jorworse,afterthesystemordevicethas

beendeployedendplacedintopperations

Thesuccessofa{‘securebydesign’approachisasmuchabouttheculturepfther
securitywithinorganizationdevelopingasolutionasitisebouttheprocessespr

technologiesitdeploys.]

AUTONOMOUS,

Forawarietypfperformanceandreliabilityreasons, securitycontrolsthathave
traditionallybeenplacedindatamnd/orcontrolcenterswillmovexlosertothetfieldy
systemsthattheysupportorbeabletoreachisuchfieldsystemsthatereclosertother
edge,prtherconsumer’stesidenceorbusiness.Someexamplespofsuchtontrolsinclude,
butaremnotiimitedto:authentication;authorization;encryption;eventjoggingand;
correlation;intrusionprevention;jandphysicalaccesstcontrolssuch-asremoterxameras,;

motiondetectors,gndfacilityentrysystems.]

5.5.7.2 DEVELOPNEWSECURITY . CAPABILITIESTTOSUPPORTTHESMARTGRID

Shareinformationwithollaborative partnersy

ASmartGridintroducesanewsetpfchallengesinijargescalexybersecurityy
situationalgwareness.Sincenopneorganizationprindividualowns,operates,
monitorsprusestheentiregrid,itisincumbentonutilities, thirdpartiesand;
customersthatparticipatejnitsoperationtoshareinformationinprderto;
maintaina{‘bigpicture”viewpfsystemrconditions,sndinparticular, threat

activitysndsecurityeventsthatcouldbeindicativeofacybergttack.,

SDG&Ewilldefinethesetofactorsyi.e., informationprovidersorconsumersofy
information, basedonrole)with-whichitwillsendeand/orreceiverelevant;
informationandensureindividualsinthoserolesreceivetheappropriate;

backgroundrcheckstohandlesensitiveinformation, determinetheviewprsetofy
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informationthatjisrequiredpyeachsactor,developmechanismstorollectandy
handletherequiredinformation,includingsystemsand-facilitiesthatmeet
governmentsensitiveinformationrequirements,andimplementresistantands
resilientmechanismstodelivertheinformation.SDG&E simodelwillbemodular
forportabilityendstandardizedformoreefficientintegrationwithfuture

securitythreatandeventinformationjactors.;

Large Scale Situational Awareness Capabilitiesy

Similartothepowersystemitself,increasingvolumesofsecurityeventdatawilly
bercapturedandanalyzed, sosecuritypersonnelmusthavemoreefficientways
ofwisualizingandfindingpatterns,drillingdownformoredetails,and;y
formulatingrandactingonaresponse.Especiallyinphysicalsecurity, augmenteds
realitywill-bexonsideredforenhancingreal Ltime1videow’toqdeﬁneqandwvisualizew
securitytoleranceboundaries./Augmentedrealitymayglsoproveinvaluableby
discoveringhardtospotpatternsinwvideo,suchmaspartiallyhiddenor

camouflagedpbjects.]

Large Hcaleinformationintegrity mnd Non Repudiation Services7

SmartGridwilldependonthegbilityforthousands,tenspfthousandsand;
perhapsmillionspofactorstoreliablyconductrapidendfrequentautomated;
businesstransactions..[Eachractormustbeabletorconsistentlytrustthatthe
informationtheyusetomakeenergydecisionsisbeingprovidedbysa’
trustworthysourceandthattheinformationitselfisfreefromunauthorized;

maodificationthroughtheentiretransaction.;

Informationintegritygndmnon LrepudiatiomserviceswwillTequirewstandardizedw
enrolimentinterfacesandprovisioningimechanisms.Theseservicesmusty

seamlesslyinteroperatewiththirdparties.q

Endpointprotectiontapabilitiesy
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EndpointsgenerallyincludeanydevicethatisattheendofatSmartGridy
transaction, suchiasesmartmeterpropthersmartdevice.Dependingpntherole;
oftheendpoint,itmayrequirespecificprotectionsaroundguthentication,
authorization,jeastprivilegeprientedrole Lbasedqaccessxontrol,qdata1ossw
prevention,malwareprevention,digitalrightsmanagement,orcryptographicy
capabilities.Legacyendpointsyi.e.existingdevicesthatarealreadydeployedin,
theinfrastructure)maynotbeabletosupportmodernauthentication,
authorization,encryption,orothercapabilities. Suchendpointsmuststill-beable;
tosecurelyinteroperatewithptherendpointsontheSmartGridnetwork.Thisy
mayTequireabstractingthesecurityfeaturesthatcannotbeperformedbythe
legacyendpointto{‘securitylayer’technologiesthathandlethesefeaturesony
behalfoftheiegacydevice.;

558 EVOLVEEXISTINGSECURITY.CAPABILITIESTTOSUPPORTITHESMART,
GRIDA

i

Community Eentric becurity Awareness LCapabilities

Cybersecurityisenissueaboutwhichpeoplearerelativelyswareand
concerned.SDG&Ercanijeveragethatewarenessendenhanceitby
collaborativelysharingknowledge, bestpracticesandexperienceswithits

customers,partners,regulators,andemployees.]

CommunicatingregularlywiththisjargercommunityisapriorityforSDG&Eandy
includessuchtopicsasthreatinformationandprivacyconcerns./Awareness]
programstheutilityisdevelopingwill-bepervasive,deliveraconsistentmessage,;
multipletimesandoveravarietypfdeliverymechanisms, bothphysicaland;
electronic. SDG&Ewillalsobepreparedtoreceiveinformationgboutthreatsand;

vulnerabilitiesanddistributethisinformationquicklytotheaffectedparties.;

Cybersecurityrannotberelegatedtothepackoffice.,Thosewitharesponsibility

tosecureinformationmustplayansactivesndcommunicativepartinmakingthisy
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largercommunitylawarepfthecurrentstatepofthe SDG&E’ssecuritypostureas]
wellasgllowingthisiargercommunitytokeepthecompanyawarepfitsideas

andconcernspnanyplannedfuturestate.;

internalfecurity Standards tindTesting7

Standardsarexriticaltothedevelopmentopfstrongandrepeatablesecurity;
controls,andinthemeasurementpftheireffectiveness.\Withoutstandards,
interoperabilitybecomesincreasinglydifficultandprohibitivelyexpensive.;
SDG&EparticipatesinawvarietypfindustryandSmartGridstandards
organizationsinprdertoimprovesecuritycapabilitieswhileensuringcompliance

withindustry 1acceptedwstandards.w

SDG&EwillHnvestinsecuritytestingagainstnewandexistingfieldembeddedy
andwirelesssystems,andintheperformancepfregularreassessmentspf;
existingsystemsdeployedintheoperationalenvironmenttoquicklyfindand

mitigatewvulnerabilities.

Software Developmentlifecycle Management Servicesy

SmartGridwillrequiresignificantlymoresoftwarecomponentsthanthegging,
infrastructureitwillreplace. Whilemuchofthissoftwarewilllbeproducedby;
thirdparties, SDG&Ewillevolveitscapability toproducesndmaintainguality;
softwarethatisfreepfdefectsendsecuritywvulnerabilities. Existingsoftware
managementyprocesseswillbeunifiedandintegratedintoasinglewell Lmanagedw

andiauthoritativecapability.q

Anenterprisesoftwaredevelopmentiifecyclemanagementrcapabilitywilly
includethetechnology,processesandorganizationalunitsrequiredton
effectivelyandrepeatedlywritesoftware; thoroughlyxcheckijtfordefects;and;y
ensureitsintegritythroughdevelopment,unittesting, deploymentand-whileit;

remainsinproduction.]
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Further,thismanagementrcapabilitywill bepreparedtoincorporatethirdparty;
software,includingsourcecodeifavailablegndnecessary, thatisintroducedinto

companyenvironments.

Lifecyclemanagementrcapabilitiesshouldimake-iteasierforsoftwaredevelopers
tofocusmorepnsoftwaredevelopmentiwhilemeetingrelevantsoftware;

securitystandards. 7

Enterpriseiogging bervices7

Enterprisingloggingistheheartpfeventrcollectionforactoraccountability,;
anomalydetectionandincidentresponsesgutomation.iTheutilitymust-begbletor
storemuchmoreeventdataingascalablefashionandprocessthatdatafasterfor

deliverytowariousmonitoring,correlation, andcompliancetools.;

Vulnerability Management fervicesy

Vulnerabilitydetectionandresponserxapabilitiesmustthavewiderreachacross]
moresystemsgnddiscovermorewvulnerabilitiesinnearrealtime.iThesey

capabilitieswillincludetraditionalwvulnerabilitydiscoverytoolsiikewvulnerability,
scannersthatconductsweepsofanenvironment, gswellasqueryingtoolsthaty
examinesystemrconfigurations, andpassivetoolsthatobservepassingnnetwork;

trafficinprdertoinferpotentialvulnerabilities.y

Vulnerabilitymanagementwillbeginexamining systemsthatinthepasthave;
hadiittleornorcyberfootprint, suchasSCADAsystemsandfieldequipment,jin

ordertofindwvulnerabilitiesinthesespecializeddevices.q

Risknind Compliance Management fervicesy

Theralculationofphysicalendcybersecurityriskmustbecomeruantifiableand
reliable.Riskrownersmustbeabletodependonriskdatafortheirdecisions.Risky

datamustbewvailabletoriskiownersviatheirpreferreddeliverymechanisms.;
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SDG&Ewillbewsbletomeasuremorefrequentlyandreportmorequicklyto

multiplestakeholders, bothinternalandexternal.q

Compliance Managementy

Documentation, reportingandisualizationpfcontrolsobjectives,
controlssand-associatedrisks, surveysandself 1assessments,q’testing,qandw
remediationisanecessaryfeaturepfcompliancemanagement.;
Compliancemanagementshouldsupportvarioustypespofrtompliance,;
such7as1SO27002;NIST-800 LS3;‘and“ptherstandards,windustry Lspecificw
regulationssuchas NERCCriticalinfrastructureProtection{CIP);service L
levelagreements;tradingpartnerrequirementsandtompliancewithy

internalpolicies.Testing, verification,;andmeasurementpfcontrol;

effectivenessarexriticaltoassurecontinuedcompliance.T

Risk-Managementy

Riskistmanagedpythedocumentation, @ssessment, gapgnalysis,]
reporting,visualization,andremediationofrisks.Theriskmanagement;
frameworkshouldprovideastructureofrapturingpotentialissuesfound
duringassessmentandanalysis, Teusablecontrolsforremediatingrisk,;
andreportingcapabilitiestoensuretheriskownersareawarepftheir

riskposture.T

System Configuration ManagementLapabilities;

Anyrchangetoaproductionsystemshouldbetecognized, guthorizedand;
documented.lUnauthorizedchangesshouldbeimmediatelyspparentand;
operatorsshouldhavetheabilitytoreverttoatrustedstateremotelygnding’
trusted-fashionwithminimalinteraction.Systemsshouldrecognizemndreject;
attemptstomodifyjogicalcomponents.insomexases,evenifsoftwaredelivery;

controlsaretircumvented,thesystemshouldbesbletorecognizean
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unauthorizedchangesndreverttomprevioustrustedstatewithouthumany

intervention.

CyberThreat-Detection, Alerting wnd Response Lapabilities;

Collectingeventdataisnotenough.Eventdatamustquicklybegnalyzedfor
knownpatternsiandenomalousbehavior.;Thextompanymustenhanceits
monitoring, detection,andresponsetcapabilitiestoprovideformoreautomated;
defensemechanismsgndsecuritypersonnelaugmentationcapabilities.iThreaty
analystsandrespondersimustieveragevisualizationtechnologiesthatallown
themtovisuallyconsumegandinteractwithpotentiallymillionsofsecurityeventsy

perhour.]

Frommarcyberperspective,thismeansimprovingintrusiondetectionand;
prevention,;anddatajosspreventioncapabilities.Gridcomputingwhich
harnessesthepowerofunderutilizedcomputerprocessorstoperformprocess L

intensivetaskswilllbeconsideredforthreatanalysis.T

Thesetxybersecuritythreatcapabilitiesmustintegratewithrelevantphysicah
securitycapabilitiesinordertogainabetterunderstandingiofiargescalepr
blendedthreats.;

PhysicaliThreat-Detection, Alerting mnd Response Lapabilities

Thercompanymustexpanditsfacilityrsndpropertysurveillancefromexisting,
visiblelighttechnologiesintothethermal,infraredandiowvisibledighty
spectrums.Capabilitiesarerequiredtodetectandrespondtoanomalous]
electronicsignalsthatrcouldindicatepotentialinformationgatheringorsabotage’

threats.]

Further,thecompanymustbegbletomonitorincreasingnumberspfiocalandy
remotefacilitiesendequipment, beglertedtoenomalousevents,recognize

physicalsecuritythreats, sndguicklyrespond.;
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Finally, thesephysicalsecuritythreatcapabilitiesmustintegratewiththeircyber

cousinsinprdertogainapetterunderstandingofjargescaleprblendedthreats.q

Companysecurityprganizations, technologiesandprocesses,includingsecurityrisky
management,eventmonitoring,iincident-handling,provisioning,de Lprovisioning,w
authentication,suthorizationandencryptionmustbeabletobemanagedand;
monitoredfromamorecentralizedsecurityperspective. Specificentities, suchmas]
businessunitsprthirdparties, mayhaveispecificrequirementsfortheirbusinessareas,]
buttheserequirementsshouldintegratecohesivelywiththejargersecuritydirectivettor
minimizerisk-withoutsacrificingflexibility. Such—capabilitiesshouldallowthectompany;
toworkwiththirdparties,regulatoryagencies,oriollaborativecommunity Ldrivem
needstoshareinformation.iThefollowingdiagramdepictsthewvariousjevelsofmaturity;

insharedsecuritycapabilities.

Figure 1:-MaturityLevelspfShared-Security Capabilities

sEvery,entity;provides;its;owmsecurity;capabilities.
eSecurityicapabilitiesiareimanagediautonomously.
sEntitiesihavelittle;ornoyvisibilityjintothesecuritycapabilitiesof others.
oEntity lownedwcapabiIitiesmaprex:onfiguredwwi’chou’c1'egard1fomenterpriseq
requirements.

sEntitieswithlikerequirementsshareacommonsetpfsecuritycapabilities. 1

sEntitiesfirstconsiderthesectommonycapabilitiesbeforedimplementinganyseparate;
capability.

sEntitiesrelyonartommonsetiof securitycapabilitiesforrelevantbusinessprocesses.

sAllentity %anagedrapabiIitiesareeithermigratedinto{hiswcommomframework,wom
arefederated-withit.

sProvidesrelevantsecurityinformationtothosethatneedit.

sAllowscentralized, policy HrivenmanagementpfﬁecurityxapabiIities.
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integrate Physicalond Lyber fecurity LCapabilities7

ThethreatsthatfacemaSmartiGridarerelentless,havingthejuxurypftimeand;
unlimitedcumulativeresourcespntheirside./Asthesethreatsalreadypperate;
bothinthephysicalandcyberworidssimultaneously, somustthexcompany’s]
securityprogramcombineijtsphysicalandcybersecuritycapabilitiesinorderto
detect,prevent,;andwhenmnecessary,respondto,suchthreatsinacoordinated;
andwell Lpracticedﬁfashion.WSDG&EWWiIh'nanagewthesewcapabilitieswunderqaw

centralizedjointsecuritypperationstenter{JSOC).7

identity nndAccess Management Servicesy

Allactors,includinguser,systems,sndsomesapplications, mustthaveunique’
identitiesinordertoronductsecuretransactionspnaSmartGrid.Thistapability,
mustincorporateexternalizedguthorization, coarse Landwfine Lgrainedwrole Lbasedw
accesscontrol, andfederationwithinternalaswellasthirdpartysystems,and
withcryptographickeymanagementsystems.Multi ’factorqauthenticatiomwilHaew
required-foruserspfthesysteminspecificroles,circumstances,orthreaty
conditions.Further,authentication,suthorizationandyaccesstcontrol
mechanismsmustbecomemorerentralizedformorerxonsistentimanagement;

andsupportmuitiplejevelsofgranularity.q

EncryptionKey Managementbervices7

Stronginformationiintegritysndmnon Lrepudiatiomserviceswwilhrequireqaw
centralizedendwunifiedkeymanagementsysteminprdertoprotectvalidy

encryptionkeysandrevokethosethathaveexpiredorbecomexrompromised.;

56 SDG&E'SIINFORMATIONSECURITYIPROGRAM

ThissectionoftheSmartGridCyberSecurityDeploymentPlandescribesthe

InformationSecurity Programforthecompany.iThesecurityprogramaddresses
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informationsecurityinthebroadestscopeanddeterminesSDG&E’smethodologyfor

followingitssecuritystrategies.

AspartofimplementingitsSmartGridisecuritystrategy, thexcompanywillapplyits]

InformationSecurityProgram,includingthefollowingelements.;

ffi InformationSecurityGovernance

ffi InformationfManagement;

ffi ComplianceProgramn

ffi SecurityjAwarenessandilraining]

ffi SecurityStrategyand-Architecturer

ffi SecurityPrinciplesinContractsy

ffi InformationSecurityEngineeringintheSystemDevelopmentilifecycleq
ffi OperationalfSecurityy

1

56.1 INFORMATION-SECURITY'-GOVERNANCE"

H
1

Companyinformationsecuritygovernancepracticessupportthegeffectiveoperationofy
thecompanyincarryingoutitsrolemsapublicutilitywiththewverifiablemssurancethaty
informationassetsare-handledinamannerthatprotectsthebusinessandijstonsistenty

withapplicabletawsgndregulations.q

ManagementiofanycomplexsystemrsuchasthoserequiredtodeploySDG&E s Smarty
Gridvisionrequireswelldocumentedendunderstoodaccountabilityandresponsibility;
of gsystem’sT“users”sndownersofthesystem.TThetompany’'sSecurityGovernance

Programiincludesthefollowingelements.;

ffi Leadership:TDefinerolesthataremccountableandresponsibleforprotectingy
informationandiinformationsassets.iTheserolesprovidethemppropriatejevelof;
authoritynecessarytoexecutetheirresponsibilities.y

ffi Requirementsinacomprehensivesecuritypolicyframework.]
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ffi Partnerships:TPartnershipswith-externalstakeholders,includingiawn
enforcementandregulatoryentities, tofacilitatereportingandescalationiofy
importantsecurityincidentsandinformationsecurelyand-efficiently.q

ffi RiskiManagement:TNoorganizationcanprotecteverythingwiththesameieveh
ofsecurity, norshouldit.TRisk-based managementofsecurityincludesawvalue;
andjimpact LbasedTnethodologywtmensc.lre1orotectionsware7commensurateqwitl'n

thewaluepfthewssetbeingprotected.y

5.6.1.1 INFORMATIONSECURITYLEADERSHIP,

Thercompany’sinformationSecurityProgramdefinesieadershiprolesand
responsibilitiestofulfillkeyactivitiesanddecision makingwithintheprogram.iThekey
rolesarethosepfinformationendsystemowners, securityprofessionals,-andy
operationsandsystemadministrationstaff. SmartGridtechnologydeploymentswillber
subjectedtothisprogramelementaspartofSDG&E’'spngoingbestpracticesinsecurity;

leadershipand-decision Lmaking.Tﬂ
ThecorporatestructureconsistsofOfficers, Directors,Managers, and-Staff.q
Forexample,specificinformationSecurityProgramrolesincliude:;

ffi TheChiefinformationOfficerhasoverallaccountabilityfortheinformations
securitypostureofthectompanyanditsinformationassets.]

ffi TheDirectorofinformationSecurityandiSCompliancehasthepverally
responsibility forcompanyinformationSecuritydepartmentactivities.q

ffi Managersaddressaspectspofstrategy,architecture, compliance,risk,7
governance,engineering, sndoperations.

ffi Variousstaffpositionsprovidemultiplesupportfunctionstocompanyprojects,
assistingindesign,implementation,pperation, management,andrcompliance

activities.q
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ffi AComputerincidentResponseiTeamCIRT)isresponsiblefordetecting,
respondingto,endassistingintherecoveryfromcomputersecurityincidents
thatimpairthecompany’sabilitytoconductnormal-businessoperations.

ffi InformationSecurity-Advocates{ISA)participateinarxrossfunctionalteamn
comprisediofbusiness,1Tandsecurityteammembers.7iSA’sareqapractical;

extensionoftheenterprisesecurityprogramintothebusiness.q

5.6.1.2 COMPANYINFORMATION-SECURITY-ROLES-AND-RESPONSIBILITIES,

Anindividualmaybegssignedtoroneprmorepfthefollowingroles.;Eachrolethas
specificresponsibilitieswithrespecttoinformationsecurityandprotectingcompany,

assets.Tabled L11istsnthosewrolesw&Tesponsibilities:w
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Table s lfl:*ﬁec:urit\,ri?%olea*sq&"ﬂes;;:mmsibilitiesf]

Anindividuahwhop@ccessesporattemptstomccessiCompany

Informationand/orinformationSystems.]

Companyofficerprexecutivethatisultimatelyaccountableforrisky
andhasthesbilitytoassumefinancialimpactofenacceptedriskor
theresidualriskrelatedtotheputcomepfarisktreatment.inmany;

cases, theRiskOwnercanglsobetheinformationOwner.y

Companyexecutiveordirectorthathasbeendelegatedaiimitedy
levelofresponsibilityformakingrisk-decisionsonbehalfpftheRisks

Owner.q

Directorsprmanagersultimatelyaccountableforsecuritycontrols.y
Control-OwnersreporttoRiskiManagersanydeficiencyofrontroisy
relatedtotheprotectionpfcompanyinformationandinformation
systems.Control-Ownersdon’tnecessarilyneedtoorganizationally;

reportdirectlytogRiskiManager.;

Individualsresponsibleforimpiementingandmaintaining
operationalcontrols.TAsecondaryresponsibilityexiststoensure
controlsarepoperatingeffectivelyandperformingasexpected.q
ControlfManagersare@ssignedbyandreportdeficienciestoControl;

Owners.]
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Companysecuritypolicydocumentsareprganized-byartifacttype.‘Companysecurity]

policyartifactsinclude:

ffi

ffi

ffi

ffi

ffi

Policies:iThesetpfbusinessrulesandpracticesthatregulatethowsan
organizationmanagesgandprotectssensitiveinformation.y
Guidelines:Providepracticaldirectionforwhatpeopleneedtodoinporderto
complywithsecuritypolicy.y

Standards:TAspecificationofagreedsecurity featuresandcontrolsthatare
establishedforusewithinthecompany.q

Procedures:Detailedstep Lby Lstep1’nstructionswthatwdeﬁne1'1oww’m1oerform1
informationprotectionjprocessesandpactivities.q
Requirements:iThespecificationspfthesecurityfeaturesandrcontrolstecessary;

tosatisfysecuritypolicy.T

CompanyinformationSecuritypoliciesaretbasedpnacceptedstandardsendguidelines,;

including§S027002andtheNiST800seriesstandards,andcoverregulationimportant

toSDG&E,suchasINERCLCIPStandardsendRequirementsandmanyothers.jThepolicy;

frameworkappliestotheSempraEnergyUtilities{SEU),includingSDG&Eandthe

SemprafEnergyCorporateCenter{CC).T
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SEWCC information Security Policy Framework

Policies Guidelines Standards Procedures

Seturily
Requirements System Security

Template Requirements

Best Practices

ThenformationSecurityteammaintainsenumberpfpartnershipsoutsideofthe
company.iThepartnershipsincludeindustryigroups,communityorganizations,andstate’
andfederalorganizations. BestpracticesinSmartiGridcybersecurity, physicalsecurityy
andprivacywillbesharedwiththesegroupsbySDG&E-whereqappropriateendSDG&E-
expectstoworkrcollaborativelywiththeseexternalpartnerstoacceleratebestpractices

throughouttheindustryasitimplementsitsSmartiGrid-ision.q
Somepftheijndustrygroupsinclude:

ffi UCAlug/OpenSmartGridiUserGroup
ffi GridWiseAlliance/InteroperabilityandCyberSecurityWorkingGroup
ffi ZigBee-Alliancen
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ffi EPRh

ffi InternationalinformationSystemsSecurityCertificationiConsortium,inc.{(ISC) 27
ffi InformationSystems-AuditendControl-Association{ISACA)

ffi InformationSystemsSecurity-Association{ISSA)

ffi UTCHUtilitiesiTelecomCouncil)

Activitieswith.community, State,endFederalporganizationsinclude:

ffi DOE/NISTSmartGridCyberSecurityWorkingGroup

ffi DHSHomelandnfrastructureiThreatend-Risk-AnalysistCenter{HITRAC)security’
briefingsy

ffi FederalBureauofinvestigation{FBIi)

ffi WesternElectricityCoordinatingCouncil{ WECC)Criticalinfrastructure;
ProtectionUser1Group]

ffi ElectricitySectorinformationSharingland-AnalysisCenter{ES LtSAC)w
Partnershipwithotherindustryexperts:;

ffi Activeparticipationandinformationsharingwithjocalcompaniesinthey
financial,healthcareandotherjndustries;;
ffi Activeparticipationwithvariousindustrypeergroups+—LCISO,CSORoundtable,

etc.

EnterpriseinformationRiskManagementisanongoingprocesstoproactivelymanage
riskrelatedtoinformationassets.1tsobjectiveswill beappliedtonewSmartGridy
deploymentstomanageTisk, makeinformationrisk-decisions, driveswarenesspf;
potentialriskimpactandensurecontinualassessment, measurementandprocess]

improvement:

ffi ProvidetherxrompanywithastandardframeworkformanaginginformationTisk;y
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ffi Providethesabilityforthepbusinesstomakeinformedinformationriskdecisions;’
ffi Makethecompanyawarepfthepotentialriskimpacttoitsinformation;s

ffi Continualassessment, measurementandprocessimprovement.;

ThesepbjectivesareaccomplishedusinganEnterpriseinformationRiskiManagementy
(EIRM)frameworkandinformationassuranceprocessthatisalighedwiththey
company’scorevaluesandrisktolerance, inordertoassessgndmanageinformation;

risk.7

5.6.1.6 EIRMFRAMEWORIKDEFINITIONA

Thefourkeyphasesofthe EIRM-Frameworkaredepictedgraphically,aswellas]

describedbelow:

Figure s S:-EnterprisednformationRisk-ManagementPhases7

ffi Profile:ridentifiescompany
informationsassetsandtheir

value.

ffi Assess:Tprovidesthreaty
classificationfandsecurityy
Take vulnerabilityinformation,slongy
Action withpotentialbusinessimpact,;

tosuggestpossibleresponses

todifferentcategoriespf;

informationTisk.7

ffi TakeActionempowerbusinessanagerstomakeinformed-decisionston

prioritizerisksandimplementappropriatecontrols.T
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ffi Monitorensuresthatcurrentandfutureriskscanbeminimizedthroughy

ongoingmaintenanceand monitoringiactivities.y

56.2 INFORMATION-MANAGEMENT,

|
glnformatiomManagementronsistspﬁpreating,whandling,qandwwhemnecessary,wsecurelw
destroyingdatathroughoutitsiifecycleasrequiredbythecompanyrecordsretention
policyandyapplicabletawprregulation,7asywellgsfappropriate-handlinglanddisclosurer
required-byinformationsensitivity,jegalandregulatoryrequirements.information-sy
classifiedbasedpnitsvaluemndsensitivitycombinedwiththeimpactofitsioss,g
modification,orunintendeddisclosure..Companyrecordsqaregspecifictypeof

informationwithadditionalhandlingrequirements.y

Companyinformationiscategorizedintoponepffouryclassificationjevels.iThe
classificationjevelsdonotaffectanyprivilegestatusprprecludetheuseofmore
stringentneed ko LknowTestrictionswfor‘]theqdissemination,wprotection,wandwseqoﬁthew

information.

Thefourcategoriesare ' Public,”{“Internal,”"Confidential,” and{‘Restricted.”{These
categoriesaregppliedtoinformationordata, commands,sndrcontrolsforall-formsof;
systems.Rolesandresponsibilitiesaredefinedforinformationtodeterminethe

appropriateciassificationjand-handlingpfspecificpiecespofdata.

ffi Publicinformation—Publicinformationisanynon Lprivilegedwim‘ormatiomorepared,w
owned,used, orretainedbythecompanyandthatisrequiredprintendedtober
disclosedormadeavailabletothepublic.7Publicinformationmustbeguthorizedfor

releasepriortobeingreleasedtothepublicdomain.

ffi Internal'lnformatiomHlnternah'nformatiom'sgenerallyTeleasabquthompanyq

employeesandcontractorsdesignatedbygnguthorizedemployeetoreceivesuch
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information, subjecttoprivilegeand/orneed ko LknowTestrictions.wltTequiresqaw
degreepfprotectionbecauseunauthorizedacquisition, modificationprdestruction,
ofjnternalinformationcouldresultinjosspfproductivity, disruptionofCompany;
operationsornegativelyimpactthecompany’'sreputation.\Whenghandlerisy
unsureofapieceofinformation’stlassification,jitshouldbeassumedtobe, vta]

minimum,Companynternalinformation.

Theexternalreleasepfinternalinformationregardiesspfthetransmissionmediay

mustbeguthorizedbytheinformationjowner.
Unauthorizedreleaseof Companyinternalinformationcould:T

ffi ReducetCompanycompetitivebusinessadvantage;T
ffi Increasetheriskprofileofthecxompanyduetoattacks;
ffi Tarnishthereputationofthexompany;;

ffi Negativelyimpactserviceavailabilitymnd/orreliability.n

ffi Confidentialinformation-ConfidentiaHnformationisanyinformationthatify
disclosedorcorruptedinganunauthorizedmannercouldcauseigreatharmtoan,
individualorthecompany.jtrequiresreasonablecontrolbecauseunauthorized;
accessorimpropersecuritymeasurescouldicauseaviolationofapplicabledawor
couldtharmthecompany’streputation,credibility, competitiversdvantage, revenue

generatingpotentialloremployeesmorale.q

DisseminationofConfidentiabinformationregardliessofthetransmissionmedia’

mustbeguthorizedbytheinformationOwner.T

Unauthorizedreleaseof CompanyConfidentialinformationmaysignificantly:m

ffi Compromisethecompanybusinessreputationandrcredibility;n

ffi IncreasetheTriskprofileofthecxompanyduetoattack;n

ffi DecreaseCompanyctompetitivebusinessadvantage;T
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ffi ReducetCompanyrevenuegeneratingpotential;;

ffi Destroyemployeemorale.q

ffi Restrictedinformation—Restrictedinformationisanyinformationthatifdisclosed
orcorruptedinanunauthorizedmannercouldrcauseextremely gravetharmtoan
individualorthecompany.jtrequiresmaximumrcontrolbecauseunauthorized;
accessorimpropersecuritymeasurescouldcausegnimpairmentpf-business]
activitiesprsignificantreconomicdamageand/orsignificantlydamagethehealthandy

well LbeingWoﬁ'ndividuals,qandwmayqalsoqcauseqawviolatiomoﬁapplicable1aw.ﬂ

Restrictedinformationrequiresexplicitwrittenapprovaldisseminationbyther

informationowner,includingoff LsiteTecordswretention.ﬂ

UnauthorizedreleaseofCompanyRestrictedinformationwouldsignificantly:

ffi Impairthegabilitytogenerate, transmitiordistributeenergy;
ffi Harmtheeconomicwellbeingofthecommunitiesserved;T
ffi Inflictirreparabletharmonthegeneralpublic.T

5.6.2.2 NEED TO'KNOW-

Thehierarchicalrclassificationimaynotalwayspesufficienttoadequatelydeterminether
appropriateprotectionmeasuresforinformation..Reasonablesecurityfeaturesand;
controlsshould-beusedtoprotectinformationfrommisuse,unauthorizedaccess,;
unauthorizedacquisition, destructionordisclosure./Accesstoinformationmaybe
furtherdimited-basedonbusinessconsiderationsandenindividual’s'need ko Lknow."w
Generally,informationshouldbeiimitedtothefewestnumberpfindividualstoreduce

theriskiofcompromiserormisuse.

“Need to Lknow"Wcategoriesqareqoftemdictatedwbwcustomer/employee1orivacy,wlegal,7

regulatoryandbusinesstonsiderations, snditypicallyinclude:

ffi AffiliatetCompliance;n
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ffi Client Attorneyprivilegedinformation:T
ffi ProcurementcontractsduringtheRequestforProposaland/orpreparation,
process;’

ffi Allpersonalinformationprotectedfromdisclosurebyapplicablejaw.7

Informationwhichisprivileged, pursuanttothe-Attorney/Clientprivilegeorotherwiser

shallremainprivileged-rrespectiveofitsclassificationabove.T

5.6.2.3 INFORMATION-LABELING?

Markingorjabelingistheprocessofdesignatingthewvaluepfinformationbasedonits;
hierarchicalxlassification,anyassociatedneed ko LknowTestrictionsqandwimsomeqcases,w
any@associatedneed to Lknow1orivileges.1A|hCompany1'nformationTnaydaeTnarkedqwithw
onepfthefourclassificationsasanadvisablemeansoftommunicatingsuchstatusto
recipients.Companyinformationshouldalsobemarkedwithneed to LknowTestrictionsw
asenadvisablemeansiofcommunicatingsuchrestrictionstorecipients. Privileged
Companyinformationshallremaintothewrpplicableprivilegeijrrespectivepf-whetherity
istnarked, butthedisclosermaywishtomarkitassuchforclarity. iftheclassificationpor
need to LknowTestrictions/privilegesqoﬁtheinformatiomarewnknown,wemployeesqarew
trainedtorcheckwiththeirmanager/supervisor,thesassociatedinformationowneror

theapplicablerecordsretentionschedule.
Information,dependingpnitsmedia, maybeijabeledinsomepfthefollowingways:

ffi Withinelectronicfilesand/ordocuments;;
ffi Onthemediacontainingtheinformation;n

ffi Onprintedorhardcopyinformation.T

TradeSecretiMarkingGuidelines—intellectualPropertyiawrecognizespatents,;
trademarks,copyrightsandtradesecrets.Tradesecretstrequirespecialprotection

measures.Theterm 'tradesecret"undertheCalifornialUniformiTradeSecretsiActy
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meansinformation,includingaformula,pattern,compilation,program,device, method,;

technique,prprocess,aswellascontractualmnon Ldisclosurewprotectionsq’chat:ﬂ

1. Derivesindependentieconomicwvalue,gctualprpotential, fromnotbeing
generallyknowntothepublicortoptherpersonswhorcanwobtainieconomic

valuefromitsdisclosureoruse;sndm

2. lIsthesubjectofeffortsthatarereasonableunderthextircumstancestomaintaing

itssecrecy.T

Accordingly,TradeSecretinformationshallbeappropriatelysafeguardedbasedpnits
classificationt—Internal, ConfidentialorRestricted, suchstatuscanbercommunicateds

effectivelybyimarking.q

' 5.6.2.4 INFORMATION-ANDSYSTEM-APPROPRIATEUSAGES

CompanypolicydefinesappropriatebusinessuseintheinformationSecurityAcceptabley
UsePolicytoaddresssuchimpactsasprivacybutalsoguidelinesforusageofy
informationonportabledevices,jegalconsiderationsendpasswordimanagementwhichy
willbeappliedtoSDG&E’sinformationproducediinassociationwithSmartGridy

deploymentstoensureproperusage.’

ffi Privacyrightsmndiemployeeexpectations;

ffi UserGuidelineswithrespectto;;

ffi AuthorizedBusinessUse;]

ffi Protectingiinformationand-information-Systems;;
ffi PasswordiManagement;]

ffi InformationiTransfer;;

ffi LegalConsiderations;]

ffi Portabledevices;

ffi InformationRetention.]
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:5.6.2.5 RECORDSMANAGEMENTPOLICY

Thercompanyretainsponlythoserecordsandmnon LrecordsjthatqareT\ecessaryqforw
complyingwithiegal, regulatoryporfinancialrequirementsandforconductingbusiness.]
Allbusinessunitsinvolvedwith-SmartGrid-deploymentsaresubjecttoandwillcomply
withandimplementthispolicy. Fachemployeeisresponsibleforunderstandingthisy
policyandimaintainingend-disposingpfrecordsendmnon Lrecords,wregardlesspﬁ’nedia,w

withintheirpossessionorcontrolincompliancewiththispolicy.

Itisimportantinformationiskepti{whichincludescompanyrecords)forasiongas)
requiredtomeetcompanypolicysndregulatoryrequirements..Whensanypieceof
SmartGrid Lrelated1’nformation1's1'1010nger1'1eeded,wit'swequallyj' mportantthatitisy

destroyedaccordingtoitsievelofsensitivity.

informationstoredin-hard Lcopy,qorqomelectronicwmedia,qthathasbeenrlassiﬁedwasw
confidentialorrestrictedshouldbeshreddedpritsimediaphysicallydestroyedwhen-ity

isnoiongerneeded.

56.3 COMPLIANCEPROCESS,

H
1

The'CompanyinformationSecurityiComplianceProgramroverseesctompliancewithy
externalrequirements,jnternalpoliciesandbusinessprocesses.{talsodefinesiTy
departmentalresponsibilitiesandmonitors, measuresandreportsponcompliancestatus

viaexceptionengagementssuetracking.q

TheinformationSecurityiComplianceProgramassiststhebusinesswithtcompliancewithy
thedinformationSecurityaspectsingnumberpofibusinessareas. SDG&E’sinformation
Securityi1ComplianceProgram-ensuresthatallSmartGridinformationsecurityjsing

compliancewiththeregulationsendstatutessuchas:
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ffi ElectricReliabilityStandardsasrequired by FERCH(suchas,INERCLCIP,;NERC;
Communications/COM);7

ffi FERCOrderj717-Affiliate CompliancetCodepfConduct);

ffi CPUCAffiliateiTransactionsiCompliance{Sharedv.C.D.97 12 '088/D.97 12 '929)

ffi ConsumerinformationPrivacy{Gramm 'teach Bliley-Act{GLBA], SB1386):

ffi BreachNotification{SB11386,CaliforniaiDatabaseBreach-Notification-Acty
[CDBNA]);

ffi IdentityTheftdetection{Red-FlagRules);

ffi Financialintegrityy(SecuritiesendExchange‘CommissionSEC],Sarbanes 1Oxleyw
ActSOX]);

ffi RetentionandeDiscovery{suchsas,FederalRulesofCivillProcedure{FRCP],CA’s7
ABB)

ffi MedicalHnformationProtection{HealthinsurancePortabilityand-Accountability;
Act{HIPAA],CaliforniaCivilCode11798);7

ffi CreditiCardandCheckingAccounttransactions{TheElectroniciPayments,
Association[NACHA], PaymentCardindustryPCl]);

ffi Californiaspecific{CaliforniaHighwayPatrol, DepartmentiofiMotorVehicles).

RolesandResponsibilities

ResponsibilityfortheComplianceProgrampongaday ko LdawbasisTesideswwitl'nawvarietyq
ofbusinessendiToperatinggroups,particularlythoseareasanddepartmentsiofthe
companygaffectingtheconfidentiality,integritysndavailabilitypfinformationassets.;
SeniorManagementprtheirdelegate(s)inthesedepartments,orareas, areresponsibler
forcommunicatingitscomplianceresponsibilitiestoaffectedemployeeswithinthe
departmentandmonitoringcompliancewithapplicablestandards,policiesand
regulatoryrequirements.TTheSeniorManagementortheirdelegate{s)willbe
responsibleforactivities, proceduresandrchangesnecessarytoensuretheir
department,functionorgreaisinfullcompliancewithexternalrequirements,internah

policiesandbusinessprocesses.]
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InformationSecurity Complianceilooisand-Processesincludercapabilitiessuchas:]

ffi
ffi
ffi
ffi
ffi
ffi
ffi
ffi
ffi

1

Controlsand-PolicyMapping;]
PolicyDistributionand-Attestation;
ITControlSelfAssessmentandiVieasurement;;
Governance,Riskand{Compliance-Asset-Repository;;
AutomatedGeneraliComputerControisCollection;;
RemediationandExceptionfManagement;;
BasiclComplianceReporting;;
ITComplianceDashboards;andy

iITRisk-‘Assessment.q

InformationSecurityCompliancejnternalControlsandiMonitoring

ThetComplianceProgramproactivelymonitorsandself-assessesitscompliancewithslh

applicablestandards, policiesandexternalrequirementsaswellasjtsprocessesy

intendedtoensureitscompliance. 1TSDG&Eundertakesnumerousctomplianceactivities,

whichdifferinscopeandactivitydependingonthecompliancerequirement,jincluding:q

ffi
ffi

ffi
ffi

ffi

ffi
ffi

Controleffectivenessreview/verification, sttestationandrertification;;
PeriodicinternalauditsbyAuditServices(inSempraEnergyCorporateCenter)pof
oneprmorecontrolgreas;
Periodicexternalauditsbyqualifiedthirdpartiesofoneprmorexontrolareas;;
Ongoingmonitoringofregulatoryenvironmentsfordevelopmentofnecessary
changes;?

Ongoingmonitoringforcompliance, controleffectivenessandprogram;
effectiveness;

Regularcompliancemeetings;;

Promptandthoroughiassessmentofcompliancequestions;
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ffi Coordinationandfacilitationoficomplianceinquirieswithappropriateresources]
withindT;q

ffi Regularevaluationpfdocuments,proceduresandresourcesassociated-withy
applicablestandards, policiesandregulatoryrequirements;;

ffi Timelyinvestigation,fassessment,riskmitigationandremediationofcompliance;

eventsandissuestoensurerontinuedcomplianceandtopreventreoccurrence.]

OncetheTiskijsunderstood,aRiskOwnerhasfourpptions.Heporshexan

ffi AvoidtheTisk,7

ffi Mitigateit,7

ffi Transferit,or

ffi Acceptit.q
RiskavoidancemeanstheRiskOwnertanpptnottotontinuewiththesourceofthe
risk. Forexample,theservicemaynotbepoffered, prawvuinerablesystemmaybpe

removed-fromthemnetwork.q

Risk-mitigationprovidestheRisk:-Ownergreatflexibility.Theservicemaybepffered, buty
securitycontrolsmust-beputinplacetoreducerisktomoremanageablejevels.For
example,awvulnerablesystemmaybepatchedtoreducetheriskiofgettingacomputer
virus..TheremaybeseveraloptionsforriskimitigationpofvaryingcostsfortheRisky
Ownertoronsider.inthesameexample,thewvulnerablesystemmaygisobeplaced;
behindafirewallorothernetwork LbasedWSeCt.lritcho ntroltofurtherreducetheriskof;

virusinfection.

Risktransfer,prrisksharing,isforsituationswhereitmaybemorecost Leffectivewtow
allowanotherentitytoadopttheriskratherthanfortheRisk-Ownertopaytomitigate
oracceptrisk.Forexample,athirdparty-hostingservicemayberontractedwithto

provideawebserveriftheRiskOwnerhasreasontobelievethethirdpartycanmore
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effectivelymanagetheriskofcomputervirusinfectionpnitswebservers. Risktransfer
mayalsoincludethepurchaseofinsuranceinprdertopffsetcostiferiskconditiondisy

realized.q

RiskacceptanceisaprocessinwhichaRiskOwnermakesadecisiontorcceptaspecific
securityriskbecausethepverallctostofaddressingresidualriskthroughavoidance,;
mitigationand/ortransferoutweighsthevalueoftheinformationasset(s)being]
protected.RiskiAcceptanceprovidestheRiskOwneranppportunitytounderstandands
documentaknowninformationSecurityRiskSituation./ARisk-Ownercanpnlyaccepty
riskforinformationassetstheypown.1OnlyaSeniorExecutiveresponsibleforthe

businessunitatriskmayassumeTiskonpehalfofthesubjectenterpriseenvironment.

Risk-Acceptanceisusedifaxcompanysecuritypolicy, procedure, standard,or

requirementrtannotbemetbecause:

ffi Itisphysicallyinfeasibletodosoyi.e., physicalattributeprevents;
implementationpfsecuritycontrols);T
ffi Logicallyinfeasibletodoso(i.e., significantimpacttobusinessprocess, service]
andorfinancials,prregulatoryrequirements);n
ffi Thecostofimplementingmespecificsecuritycontroloutweighsthevalueofther
informationasset(s)beingprotected.
Risk-Acceptanceijsmnotpermanent.;Thebusinessunitandororganizationmustsatisfy;
thenecessaryrequirementsandrcomeintocompliancewithinformationSecurity-Policy

withinadesignatedperiodoftimedescribedintheRiskiAcceptance.

ItisthepurposeoftheRiskAcceptancetodefinetheissue(s), developaplan,andbegim
thepathtoremediation, nottobecomeromfortableprcomplacentwiththeknown
risk.,The Risk-Acceptanceprocesstequiresthataplanbesubmittedthatidentifieswhaty
correctiveaction(s)will-betaken,whenthoseactionswillbesccomplished,andwhoisy
responsiblefordoingthem.Therejsamaximumdurationforariskacceptance, stwhichy

pointitwillhavetoberenewedthroughthesameprocess,ortheriskisdemonstrateds
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toberemediated, preircumstancesthatireatedtheriskthaveended, orthegcceptance;
hasbeenrenewed.Afterexceedingtheperiodofriskacceptance,andfailing,
remediation, ortheendpftherisksituation,informationSecuritymaytakestepsto
minimizetheisk,eitherbyaddingicompensatingsecuritycontrols, orremovingtherisky

(i.e., shuttingdownpgriskygpplicationprserver).7

Whenwulnerabilityisdiscoveredingthirdpartyjproductorservice,ariskassessmentis]
performedtomassistthebusinessindetermininganappropriatecoursepfaction.TWhere
vulnerabilitiesctanbeexploited, thebusinessmayelecttopostponeimplementationofy
thewvulnerablesystemprproceedwithimplementationingcceptanceoftheresidual
risk.Tinbothcases, vendorsorserviceprovidersareinformedpfthewvulnerabilitiesand;
askedtoremediatethem.7Alsoinbothrases,theconditionsaretrackedtoremediation

bythertompanyriskecceptanceprocess.’

5.6.4 SECURITY-AWARENESS-&TRAINING-

H
1

SecurityjawarenessgnditrainingisyriticaltopreservingasecureSmartGridy
environment.iThecompanyusesseveralmethodsusedtopromoteawarenesswitha;
focusonvole Lbasedqaudiences,qdiversejdeliveryrlmecl'wanisms,qandwrelevantmﬁessages.w
The'CompanyinformationSecurityProgrammakestrainingavailabletoemployees
regardingacceptableuseandptheraspectsofthesecurityprogram.Specificregulations
andijawswhichapplytorcertainsegmentspofthebusinessprovidetargetedsecurity;

traininginthosefocusedareas.

Securitylawarenessanditrainingisiofferedtoallremployeesthroughawvarietyofdiverse
communicationsimechanismsintopicalareassuchassocialengineering, password
handling, managinginformationintheirworkareas,jockingandsecuringworkstations,

reportingpossiblesecurityissues,andfacilitysecuritysndsafety.;

PhysicalandCybersecuritypersonnelreceivepngoingtrainingtomaintainfandexpand

knowledgeintheirfieldsofexpertise.Trainingconsistsofsecuritycertifications,
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specializedskilltraining, technicaltrainingionspecificsystemsandyplatforms,andy

informationsecurityawareness.]

Aspartofthercontinualimprovementofthercompany’spverallsecurityposture,the
InformationSecuritydepartmenthasestablishedaninformationSecurityAdvocates
(ISA)-Program.Thisprogramhelpstoalignbusinessandsecuritystrategygoalsby
developingendmaintainingeteamofbusiness Lfoc&.isedjoersonnehthat1’1elp7establishqaw
foundationforkeybusinessdrivers,processes, requirementsandimpactswhile;

distributingresponsibility forselectinformationsecuritytasksacrossbusinessdomains.

Candidatesareleaderswithingroupsetthemanagerievelorbelowthathavean
interestandwillingnesstoiearnmoreaboutinformationfSecurityand-howijtimpacts]
theircorebusinessarea.Participantsaregivenatwodaytrainingrcoursefollowedbys
company Lspecificqcertificatiomtest.wAfterpassingwthewtest,wthewlSAqteaaneetsw

periodicallytoshareknowledgeandexperiences.;

565 SECURITYSTRATEGY-ANDENTERPRISETRISK-ARCHITECTUREA

H
1

Thercompany’sinformationSecurityProgramincludesthefollowingarchitecturalandy
strategicelementswhichwillbeappliedtoprotectingthephysicalandcybersecurity;
needspoftheSmartGrid.g

ffi AdopteComprehensiveView.TSystemsecuritydesignshouldiookbeyond
traditionalorganizationalboundaries, demarcationpoints{suchasthose
betweentransmissionanddistributionsystems)andareasofresponsibilityin,
ordertoworkwithinterconnectedsystemsandotherfauthorized{‘users”to
ensuresecurityismaintainedwheninformationisexchangedbetweendifferent;
systemsorentities.]

ffi Improveinteroperability.TSystemrcomponentsshouldbedesignedinsuchiaway;

astoshowhowtheymaximizeresilience, reusabilityandinteroperabilitywithy
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ffi

ffi

adjacentsystems,sllowingauthorized-interfacestot{'plugandplay”intrusted;

andpredictablewayswithcentralizedservices.;

ManageStandards.TSecuritysolutionsshouldbedevelopedwviatonsensus Ldrivem

securitystandardsanddevelopmentmethodologies, suchrasthosedescribed-ing

the'NISTinteragencyreportinordertominimizetheriskthatproprietaryy

technologieswill-beexploitedbythreatswhileimprovingcosteffectivenessand;

reliability .

BalanceRedundancy.1Systemsshouldbedesignedinarcost Leffectiveqwayjtow

minimizethechancepfasinglepointpffailurecausingmadverseimpacttothe

overallsystem.y

56,6 SECURITY I REQUIREMENTSIINICONTRACTS

Keysecurityrequirementsareembeddedincontractsiwithvendorsandservice]

providers.iThegeneralcontractareas, below,sresugmentedwithspecificrequirements;

basedonthespecificproductprserviceladdressedbytheagreement.fiThecontract

languagerequiresverifiablemccomplishmentpfsecuritygoalsandaedherencetosecurity;

standardsand-bestpractices,gndthatverificationmaybeperformedpythecompanypr

atrustedthirdparty.Contractianguageisintendedtoinstillinthirdpartiesemnecessary;

senseofurgencyinprotectinginformationassetsandcustomerprivacy.jtdescribesy

thirdpartypbligationstoprotectinformationinalignmentwithindustryaccepted;

oversightandiauditprocedures.tfurtherdescribesthirdpartyliabilityiftheysrethe

causepfasecuritybreach.]

Thercontractsthaveianguageregarding:]

ffi
ffi
ffi
ffi
ffi

RoleBasedSecurityControls;y
SharedApplicationArchitecture;
AccountiManagement;;
ApplicationinterfaceControls;?

Encryption;;
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ffi PasswordandilogonStandards;]

ffi DataSecurity;

ffi Loggingand-ErrorsDetails;y

ffi OperationalSupportend-Administration;;
ffi SourceCodeReview;]

ffi VulnerabilitiesandDefects;q

ffi Security1Assessmentsandilesting;]

ffi RighttoReport.]

56.7 SOLUTIONSDEVELOPMENTANDIMPLEMENTATION-LIFECYCLE 7

H
1

ThemissionpfinformationSecurity EngineeringistoprovideinformationSecurity;
guidanceandconsuitingservicestotheinformationiTechnology{IT)departmentanditsy
clientsduringthepreproductionphasespfthesystemdevelopmentiifecycie. iThisy
approachtoinformationsecurityduringpreproductionwillassistinthe{‘secureby

design”approachSDG&EenvisionsforallSmart-Gridtechnologydeployments.;

TheinformationSecurityEngineeringteam-usesseveralprocesstoolsinthercourseofany
engagement.TThesetoolsaretheRiskiTriageProcess, theSecurityAssessment
Methodology,theKeyConcernsforinformationSecurity Document,theinformation,
SecurityRequirementsiDocument,thelTPLDocumentationRequiredforPhaseReview

document,andtheSecurity EvaluationfMethodology.;

5.6.7.2 ITSYSTEMALIFECYCLESECURITYICHECKPOINTST

k InformationSecurityincludessign LofchheckpointsWatjthewRequirementswandWDesigm
phases,and“go/no Lgo"wauthorityqatw’chewTestphaseqoﬁthewlTWSystem7LifecycIe.71

ApprovalsarerequestedfrominformationSecuritybytheprojectteam,andestablishy
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assurancethroughouttheSystemDevelopmentiLifecycle{SDLC)thatinformation,

Security Requirementsfaremet.]

‘ WhilesupportingthelTSystemLifecycle,variousartifactsareproducedtocommunicate;
thedevelopingandmeasuredsecurityposturepftheinformationassetpeing;

developed.Tm

DuringProjectPreparationphase, theprojectteamidentifiesthetypespofinformation
thatianassetwillhandle; theinformationownerandrcustodianspfthatinformation;the
sensitivityoftheinformation,sndtheenvironmentsinwhichtheinformationwillbe
handledandaccessed.TinformationSecurityusesthisinformationinconjunctionwithy
interviewspftheprojectteamandthevariousstakeholderstodevelopaPreliminary;
Risk-Assessmentfortheinformationgasset.iThisriskfassessmentidentifiesgeneralized,
risksthattheassetmayposetotheenterpriseandtheinformationthatthemssety
handles,sndprovidesrecommendationspnthetypesofrtontrolsthatshouldbe

employed-inyprotectingtheinformation.;

AtRequirementsphasereview,thePreliminaryRisk/Assessmentijsreviewedslongwith
theRequirementsdocumentationtoverifythattherecommendedrtontrolsarerequired;
aspartpftheproject.TDirectfeedbackisprovidedtotheprojectteaminprdertor
facilitatesanynecessarychangestotheRequirementsthatsupportnecessary;

InformationSecuritycontrols.;

AtDesignphasereview,theDesignidocumentisexaminedtoidentifyifthedesign;
appearstoeffectivelyimplementtherequiredcontrols, sndtoidentifyanyrisks
conditionsordeficientcontrolsthatmaynothavebeenpreviouslyapparent. Directy
feedbackisprovidedtotheprojectteaminordertofacilitatemnynecessarychangesto

theDesignthatsupportinecessaryinformationSecuritycontrols.y
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DuringBuildphase, the@ssignedSecurity Engineerprovidesdirectsupportfor
implementationofsecuritycontroisbytheprojectteams.7inaddition, theassigned;
SecurityEngineerperformssomepreliminarysecuritytestingonpaselineconfigurationsy
ofproducts,usuallybeforecustomizationandintegrationthappen.TThisprovidessa
meansofidentifyingvulnerabilitiesinsoftwareorintegrationproductsthatthewvendors
will-beexpectedtoremediatebeforethemssetentersproduction.TThefindingsfromthe
detailedtechnicaltestingatthisstageincludespecificidentificationpfwvulnerabley
conditionstormaterialdefectsthatieadtosecurityrisks,andareusuallyjdentified by,
thetCommon-VulnerabilitiesandExposures{CVE)referencesmaintainedby MITREy

Corporation.Tq

AtiTestphase, the@ssetistestedforcompliancewithtechnicalandadministrative
securitycontrols.iThedepthanddetailof thistestingwvariesaccordingtoassessedTisks,
withmoredetailedandcomprehensivetestingbeingaffordedtothoseassetsthatare;
assessedwiththehighestriskjevels.TThertesultoftheiTestphasereviewofanassetisa
SecurityEvaluation-Reportthatdescribesitsoverallsecuritypostureandspecificsteps,
toremediateanywvulnerabilityfindings.Tinformationassetsmustbedeterminedtobe;
compliantwithinformationSecurity RequirementsbeforeinformationSecuritywilly
grant@pprovalforanmassettoenterproductionthrough*ChangeiManagement;

processes. i

UponsuccessfulcompletionpfiTestphase, Security Engineeringtransitionstrackingofy
theassettotheinformationAssuranceteam-forfollow Lomr:omplianceWWork.ﬂTheWassetw

istrackedasematterofroursebySecurity Operationsprocesses.]

5.6.7.4 SECURITY-ENGINEERING-PRODUCTSFORPARTNERPRODUCTSANDT
‘ SERVICEST

Increasingly,hardwaresandsoftwaresolutionsareoutsourcedtothirdpartiesthatare;
notunderthedirectimanagementofSDG&E.Often, thissituationymakesitimpracticah

toapplythexcompanyiifecycleapproach.fTowsddresspotentialdifferences,additionalor
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alternativecontrolsarejeveraged.Forexample,externalthirdpartiesmaybeevaluated
asmaccomplishingcompanycontrolobjectiveseitherusingdirectexaminationby;

companyinformationSecuritypersonnelorpygnindependentthirdparty.m

Inbothases, thesubjectthirdpartyismeasuredforcompliancewithcommonlyusedy
standardsiikeinternationalOrganizationforStandardization{ISO)27001,1S027002 7
ISO115408,prNISTSP800 L53.TAciditionally,wawpreviously*performedxomprehensivew
Statementpn-AuditingStandards{SAS)170typeilauditmaybeusedtoroliect

informationaboutthesecuritypostureofathirdparty. m

ContracttermsandrclausesintheStatementofWorkpriMasterServicesiAgreement,
providethemechanismforenforcementofthesecurity LrelatedTequirementsqanchtl'wew

righttomeasureaccomplishmentofrcontrolpbjectives.

56.8 OPERATIONALSECURITYA

H
1

Thegoalofoperationalsecurityistoensurethatinformationandinformationsystems;
arecontinuallymonitoredforthreatsattemptingtoaccess,damageprotherwise]
disruptthem,andforthewvuinerabilitiesthosethreatsaretryingtoiexploit.iThe
company’sinformationSecurityProgramincludesthefollowingioperationalsecurity;

elements.;

ffi EventCollectionjandlogging.informationsystemsforwardiogsmndieventsto
centralizedenvironmentsforthercollectionandanalysisofevents.;

ffi EventManagement.;/A77x24-SecurityOperationsCentermonitorseventsand;
loggingsystemsforsuspiciouseventsthataredetectedandinitiatesanincident;
responseteam,gshecessary.]

ffi IncidentResponse.lfasecurityeventoccurs, snincidentresponsemayber
initiated.Suspiciouseventsthatescalateiintoincidentsarerecognizedguickly,
andcontainedinprdertominimizegdverseimpacttothesystem,sorecoveryofy

thesystemrcanpegin.incidentrespondersarereadiedforsuchactivitiesthroughy
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training, proceduraldevelopment,testingandrontinuousimprovement.
CriminalincidentsarereportedthroughtheinternalCorporateSecurity;
departmenttogppropriatedawenforcementagencies.

ffi VulnerabilitytManagement.Vulnerabilitiesarejdentifiedandevaluatedbeforeq
theycanbeexploitedbymthreat, sndtoensuretimelymitigationofthose
vulnerabilities.;

ffi PenetrationiTesting.Testingisperformedinaniefforttodiscoverandmitigate;
vulnerabilities.nternalendthirdpartiesareusedtosimulate‘attacks’onthe
systemfromtheperspectiveofanoutsidethreatinprdertofindbackdoorsor

otherweaknessesthataremnotreadilygpparentinthesystem.;

5.6.8.1 VULNERABILITY MANAGEMENTH

Thetmostcommonsecurityexploitationsieverageknownwulnerabilities. Vulnerabilityy
Managementminimizesriskassociated-with-knownwvulnerabilitiesbyseekingto
discoverandremovethenumberofvulnerabilitiesinthecompany’sbusiness]
operationsandinfrastructure.Thisapproachwill-besppliedtoknownwuinerabilitiesing

SmartGridtechnologiespriortodeploymentendmonitoredthroughouttheirjifecycle.q

TheVulnerability?ManagementProgramtracksreportingandremediationpofknown,
vulnerabilitiesacrossmultipleiinformationresourcesbymonitoringwvendorswhich
provideandsupportenterpriseinformationandcontrolssystems,anumberpfpublic
andiimiteddistributionvulnerabilityreportingiists, andtrackingmndreporting
vulnerabilitiesdiscoveredduringinternaltestingactivities.;Theprogramensures]

systemsimaintaincurrent, supportedpatchesendupgradejevels.;
FunctionsoftheVulnerabilityManagementprogram-include:;

ffi PenetrationiTesting:TEvaluatingthesecuritypfecomputersystemormnetworkby;

simulatingattacksfromamalicioussource.T
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ffi ApplicationScans:TAttemptstoidentify-vulnerabilitiesinthewpplicationand/or
webijayers.T|
ffi ValidationScans:TAttemptstoidentifyvulnerabilitiesinthehostoperating,
systems,jikeWindows, Linux,JUNIX,etc.]
ffi Reports:TRequestresultsfromamonthlyscheduledscanoronepftheabover
servicerequests.]
VulnerabilityManagementactivitiesgisousesthexcompanyriskiacceptanceprocess.
UndersomeTcircumstancesitisnecessarytodocumenttheacceptancepfbusinessrisky
resultingfromagapbetweenthemapplicablesecurityrequirement(s)andthe

implementedsecurityfeaturesandrcontrols.;

5.6.8.2 INCIDENT-RESPONSE-&RECOVERY"

Whilethegoalofthecompany’siinformationSecurityProgramistoproactivelyavoidy
incidentswhichthreatentocompromisetompanyidata, systemsprrelatedassetsusing,
proactivetmeans,jtalsogovernsSDG&E’sresponsetoijncidents.7Adisorganizedreaction
toaninformationSecurityincidentcanbeasdamagingtothercompanyastheincident;
itself.iTherefore,jtisimportanttofollowawell Ldeﬁned1orocess1'mresponse,qwithizlearw
coordinationTesponsibilities.ThefollowingdescribesthencidentiResponseand
RecoveryprocessfollowedinthereventofaninformationSecurityincidentwhichputs;

companyassetsatyisk.T

5.6.8.3 COMPUTERIINCIDENT-RESPONSE-TEAM~(CIRT)"

ThetComputerincidentResponseiTeam (CIRT)teamisresponsiblefordetecting,
respondingto,andassistingintherecoveryfromcomputersecurityincidentsthaty

impairthecompany’sabilityto:]

ffi Generate,transmitordistributeenergy;:
ffi Conductnormalbusinessoperations;]

ffi Operatejnasecurecomputingenvironment;]
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ffi Threatentheprivacyofcustomers.]

1 1

5.6.8.4 INCIDENTRESPONSEPROCESS

; ThencidentResponseprocessisinitiated-whentheSecurityOperationsCenter{SOC), 8
7x24teamdedicatedtomonitoringenterprisesecurity, detectsorreceivesareportofa;
securityevent.Theteam—rollectsandevaluatesthejnformationinprdertoassess]
whetherthegeventisanincident.jftheeventisanincident, the CIRTteam,with

appropriatepredefinedmembersbasedpnthenaturepftheincident,isactivated.;

TheCiRT{Teammanagestheincidentresponse,recoveryandpost L'mcidentT\otiﬁcatiom

andreportingby:]

ffi Performingatriagetodeterminethebestcourseofaction,gathering:
informationonhowtoresolvetheincident, howtorcontainthegeffects,and;
consultwiththesppropriatecorporatemanagementrepresentative-before
actionsgretaken;;

ffi Takingmctionsto-haltendcontainimmediatedamageduetognincident;

ffi RemediatingtheaffectedsystemstoTfix"thedamagerausedbyanincident;]

ffi Observingthepmssetsbehaviorinordertogaininformationastothemnatureof;
thetincident,sndpotentiallyidentifyaiargerissue;;

ffi DeterminingwhetherornottheformalFforensicsProcessheedstobeinitiated,;
giventheinformationabouttheincidentavailable.jftheForensicsProcessis
initiated, theresultsarereportedbacktotheCIRT;;

ffi PerformingorrequestingaRootCauseAnalysis{RCA)todeterminethepbasic
reasonfortheincident,andsuggestarcoursepfactiontopreventtheincident;
fromre Loccurringn

ffi Determiningthefinalactionsandactivitiesneededtoreturnthecompany
systemandnetworktows'knownsecurestate,”andtopreventtheincidentfrom,

re Loccurring;whichmayinvolvewpolicyqalterationnsecurityjtraining,wcomponentw
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upgrades,patchmapplication, orotherremediationactions.TSpecifically, theRisky
Managementprocessmay{andiikelywill} becalledfromthesefinalactions;

ffi Collecting, documentingandprotectingalleventiandsituationdatainthe
Security Eventrepository;]

ffi Reportingtomppropriatepartiespbouttheincident.q

1

5.6.8.5 INCIDENT-RECOVERYPROCESS

‘ Iftherethasbeengserviceimpact, theCiRTTeamLeadactivatesandrtoordinateswithy
theServiceRestorationiTeam(SRT)torespondtotheputagebyrestoringservice,whileq
addressingthepotentialneed-forForensicsdatamaintenance,andRootCauseiAnalysisy

tobeperformedgfterthejncident.y

5.6.8.6 NOTIFICATION-ANDREPORTING?

’ Dependingronthesystemorinformationinvolvedingnincident, aswellfasregulatoryy
requirements, differentinternalandiexternalprganizationswillneedtobeinformed,
regardingtheincident.;Thesetorganizationspotentiallyinclude, butarenotiimitedto,;
FERC,.NERC,thetCommission, ES LiSAC,qtheWDHS,qthewFBl,wother1aw1enforcement1

agencies,;andimpactedcustomers.]

5.7 SDG&E’'STPHYSICALSECURITYPROGRAMq

Utilitiesthavejongrecognizedphysicalsecuritythreatsassignificant. /AsSDG&Emoves
moreassetspfincreasingvaluefurtherputintothetfield,includinginformationassets,;
existingphysicalsecuritythreatswillbeexacerbatedandnewpnesintroduced.Having,
physicalaccesstoaninformation@assetincreasestheiikelihoodtheassettanipe
exploited.iThetompany'sPhysical-Security Programrecognizesthatasmore’
informationassetsmoveoutpofwell Lprotectedqdata—penters?ndintowtheqfield,morew

robustandfasterrespondingphysicalsecuritycontrolsimustialsobespplied.;

1

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page187;

1

SB GT&S 0247949



’ 57.1 INVESTIGATIONS,

i

Physicalsecurityinvestigativecapabilitiessextendoveraserviceterritorycoveringimuchy
of SouthernCaliforniasndpartofMexicoinprdertosupportSmartGridphysicah

security.]

’ 57.2 SITESECURITYREVIEWS-ANDWULNERABILITY ASSESSMENTS

i

EriticalsiteswustbeTeviewedbchorporatewsecurityTepresentativeswthatwhaveheem
trainedinfassessingphysicalsecurityoffacilitiesandpropertiesforthreatsand;
vulnerabilities. Discoveredwvulnerabilitiesareprioritizedandcommunicatedtorisky
ownerstomakedecisionsaboutthowtoavoid, mitigate, transferorfacceptthesevisks.]
Appropriatemitigationsmustbeappliedtoreducetherisktosafety, sswellasassety

lossordamage.

57.3 PHYSICALSECURITY'MANAGEMENT+

i

Physicalsecurityservicesmustbeeffectivelymanagedendexpandedtoincorporate;

SmartGridinfrastructureconsiderations.Such managementservicesinclude:
ffi GuardWServiceswHincludingwmanagement*pﬁemployeepr]contractorguardwforces;w

ffi TechnicalSecurityServices LincludingwfaciIitwclearing,qandqcou nter Lsurveillancew
measures;Videosurveillancejncludesjocalandremotemonitoringofactivityat
gatesandpotherstrategiciocations.Livemonitoringatguardstationsand;

recordedvideoforincidentjnvestigation.;

ffi AlarmMonitoringandResponser

574 SECURITY.COMPLIANCEN

H
1

Aswithcybersecurity, facilitiesthatsupportSmart-Gridinfrastructureand-activitiesy
mustcomplywithalHegal, regulatoryandcompany Ldrivemstandardswandpolicies.w

Compliancemustberasilyverifiedandreportable.q
SDG&E-SmartGridDeploymentPlan:12011+—2020; Page1884

1

SB GT&S 0247950



Physicalsecuritycapabilitiesformissioncriticalifacilitiesareperiodicallyreviewed-bythe
DHS,"NERC,mndtheiTransportationSecurity Administration{TSA}.7

575 ACCESS-ADMINISTRATION

i

Effectivemccessmdministrationincludesfacilitysccessimanagementcapabilities,;
includingthecompany’'senterprise lwidebadgeqaccesmsystem.wEmployees,qvendors,w
contractorsarerequiredtohavephotolD/accessbadgedisplayedwhilepnsite./AccessT

isinaccordancewithsllepplicabledawendregulation,includingtoFERCrequirements.;

’ 57.6 SECURITY AWARENESSIANDTRAININGH

i

Employeegsndthirdpartyrawarenessandtrainingiofphysicalsecuritythreatsand;
vulnerabilitiesareacorepartofthesecurityprogramandincorporaterelevantsabotage

awareness, threatdetectionandreportingmechanisms.;

’ 57.7 THREATMONITORING,1IGLOBALEEVENT NOTIFICATION-AND-ALERT S

i

Threatjnformationsharingmmustbe-integratedandfloweasilynotonlybetween
companyphysicalandcybersecurityprogramsputalsobetweentheseprogramsand;

relevantjawenforcementand-intelligenceagencies.n
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58 SDG&ERESPONSESTTOICOMMISSIONTQUESTIONSREGARDINGPRIVACY;

ThissectioncontainsSDG&E’sresponsestothequestionsposedtotheCaliforniay
InvestorOwnedUtilitiesbythetlCommissioninOrderingParagraphi100fD.10 o6 l()471

concerningthesecurityofcustomerinformation.;

581 INFORMATION-COLLECTEDVIASMARTMETERS,PURPOSES 1
MINIMIZATIONA

What types pf information mbout tustomers are prwill be rollected via the smart 7
meters, pnd what pre the purposes pf the jnformation rollection? Lould the 7

informationrtollection be minimized without failing to meet the specified purposes?7

SDG&E’ssmartmetersarecapablepfstoringmanytypesofenergyrelateddata.
However, smartimetersidonotstorecustomerdataptherthanenergymeasurement;
data. TSDG&E’ssmartmetersfareprogrammedtostoreenergymeasurementdatathaty
isTequiredforpilling.TmAdditionally, SDG&E’ssmartmeterscollectdifferentenergy;
measurementdataidependingontheelectricrateortariffassociatedwiththe
customer’saccount.7Generally, SDG&E’ s smartmeterstollectregisterreadsand;
intervalreadsforelectricmetersandregisterreadsforgasmeters.tinadditiontothe
energymeasurementdataSDG&Ewisorollectsinformationrelatedtoevents’ fromthe
meter,suchasatamperglarm,andptherinformationthataliowsthexxompanyto;
validatetheaccuracyofthedatarcollectedjandtransmittedbacktoSDG&E.rinorderton
beswssuredofaccuratepillinginformationandascertainthestatusoftampering,;

outagesandptherevents,thedatacollectedisnecessaryandrcannotbeminimized.

BelowisaiistingpftheinformationpeingcollectedbySDG&E ssmartmetersby;
customertclass. TAsstated, SDG&E’'ssmartmetersarecapableofbeingprogrammedto
collectmanytypespofinformation;examplesofthesesdditionalcapabilitiesare;
includedinAppendix5.10.2.7

1
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BasicResidentialq

1. DeliveredRegisterReadT

2. ReceivedRegisterRead

3. TotalRegister+—DeliveredplusReceivedT

4. DeliveredhourlyintervalsT

5. Eventinformationsuchastamperalarmsoroutageinformation

BasictCommercialj

1. DeliveredRegisterReadT

2. ReceivedRegisterRead

3. NetRegister—DeliveredminusReceived

4, Deliveredql5minuteintervalsT

5. Eventinformationsuchastamperalarmsoroutageinformation

AdvancedResidential & Commercial{e.g. <o Lgeneratioani Ldirectional)w

1. DeliveredRegisterReadT
2. ReceivedRegisterRead
3. NetRegister—DeliveredminusReceived
4, Delivered{l5minuteintervalsT
5. Received{15minuteintervalsT
6. Eventinformationsuchastamperalarmsporoutageinformation
Notes:7
1. Deliveredmeansenergydeliveredfromutilitytothecustomer.;
2. ReceivedTneanswenergwdeliveredjfrochustomerwtowtl'wewtiIityj(e.g.,wfromanoofL

topsolarinstaliation)}.

1
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582 EXPECTED-DEVICES-AND-ASSOCIATEDINFORMATIONA

Does 5DG&E have prexpect to have pthertypespf devices, such s programmable 7
communicating thermostats, which ranrollect information mbout rustomers?Jf 50,7
what types pfinformationpre rollected, pnd what nire the purposes pf the 7
informationtollection? Lould the jnformation rollection be minimized without 7

interfering with the specified purposes? 77

SDG&Eispilotingnewtechnologiesthatenabledevicesinsidethethome, suchasin L
home-displays, programmablecommunicatingthermostatsendpther{'smart”;
communicatingdevices, tobercommissionedtothecustomer'ssmartimetery
(collectively, HomeAreaNetworkorHAN-devices).7Thesedeviceswillpresenty
information, suchasconsumptionprprice,andwillbecapableofreceivingsignalsy

controllingend LusejdeviceshasedqomestablishedwpreferenceﬂsetbywsDG&Erustomers.w

Informationcollectedbythese HANdevicesismanufacturergnddevicedependent.
SDG&E’ssmartmetersareequippedwithZigBeetransceiversendtheZigBeeSmart
EnergyProfileq(SEP).-TheZigBee SEPprotocolprovidesforcustomenr
acknowledgements, suchaswacknowledgingthatamessagewasreceived, orachoiceto
opt LoutfromqaqdemandTesponsewevent.ﬂDeviceswthatwuseprofiIesWOtheﬁthamZigBeew
SEPmayrcollectdevicestateiinformation, suchasthecurrentthermostatsetpoint,;
modecoolingorheating)and/orcurrenttemperaturesensedpythethermostat.m
Certainend LuseTneterinquevicesmwawcollectwinterval—g:onsumptiomdata*pﬁthewend Lusew
appliance.rOther, morercapabledevices, mayrecordalinformationinputbytheuser
similartothecapabilitiesofapersonalcomputer{e.g., tabletcomputersusedasin L
home-displayspriigBeetJSBdonglesthatwoulduseacustomer'scomputerasthe

userinterfacefortheirHAN).7

Minimizinginformationrcollectionmustbebalancedwiththeinformationnneededfora
meaningfulcustomerexperienceandrealizationofcustomer,utilitysndsocietah

benefits.THANdevicesexchangeinformationwithcustomersandthewutility toenable
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valuedaddedservices.iFeaturesthatmakeidevicesdesirabletocustomersmaynotber
thesamefeaturesthatimakethemdesirableforutilities.7Forexample,utilitiesy
generallystriveforpperational, energy-efficiency, demandresponse,andsocietal;
benefits.THowever,customersdesiretechnologiesthatprovidelowercostandgreater
choice,tonvenience,control,andcomfort,;aswellaspthertangibleandintangibler
benefits.T1Customerrequirementsforinformationexchangemaydifferfromthatofy
utilities.Utilitiesmayminimizedeviceinformationrcollectiontoachievewutility
operationalgndidemandresponsebenefits. THowever, minimizingdataxtollectionmay
resultinjoweradoptionratesbecausesomerxustomerswvaluegreateremountsand;
frequencypfinformationandcustomizationoftheexperience. SDG&Ejintendsfor
devicesandpsystemstorcollectonlytheminimalinformationnecessarytoperformtheir

functionsandprovidecustomerswithfeaturesandoptionsthatprovidewalue.;

583 EXPECTEDAUNFORMATIONAFROMSMART METERSIANDHANGATEWAY,

What types pfinformation, jfnny, does SDG&E plantorollect fromthe smart meter7

and Home Area Network gateway?7;

Detailsregardingssmartmeterdatacollectiongndrcapabilitiesarediscussedinthe
responsetoiguestiong,sbove. RegardingtheHomeAreaNetworkgateway, thistyper
ofdeviceservesasarommunicationsconduitforsecurelycommissioningvariousin
homedevicestothesmartmeter{suchasaprogrammablecommunicatingthermostaty
oranin Lhomeqdisplay).ﬂTheqdatawcoHectedi ncludesiMedia-AccessControl{MAC)
identificationnumbers, devicetype, seriallnumber,andpthersimilardata.iThey
gatewaymaybegronduitfordataxolliectedatthedeviceievel.q

.

1
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584 FREQUENCYOFINFORMATIONACOLLECTIONFROMSMARTMETERS,

H
1

How frequently will SDG&E take readings from the smart meter? s this frequency7

subject torthange? Will tustomers rontrol this frequency? 777

Asstatedabove, smartmeterscollectthourlypril5minuteintervaldatadependingon;
thetypeofrcustomerandthetariffassociatedwith-thecustomeraccount.7ingeneral;
andwundernormalrcircumstances, thisdataistransmittedtothewutilitytwicereachday.
Energyusageintervalsrecordedatthemetercanberxhanged,ascanthefrequency
with-which SDG&E—rollectsthisdatafromitsSmartMetersystem.iTheeffective
frequencypfutilitymeterreadsisbasedontherelevanttariffedratebeingpilled,
informationtobepresentedtorcustomers,andsystemperformancercharacteristics.
SDG&Edoesnotenvisionopeningthesesystems’pperationalcharacteristicsto

customercontrol.q

5.8.5 INFORMATIONUSAGE+/"PURPOSESH

Foreachtypepfinformationijdentified mbove, for what purposes will the information 7
beused? The purposes must pe articulated with specificity, e.g., {targeted7

marketing”jnstead pf /'promoting energy efficiency.” 7

Asstatedabove, theinformationcollected fromSDG&E’ssmartmetersandHAN-
systemareusedforpillingendconsumptioninformationpresentationpurposesandto
allowend Lusejdeviceswtowbeqcommissionedwtoqaparticularqcustomer'sTneter.ﬂ
Additionally, thisinformationwillbeusedtoeffectivelymanagetheHANsystem,sllowr
verificationofenergyandrapacitysavings{demandresponsemeasurementand;
evaluation),possiblyprovideadditionalfunctionality tocustomersasthemarkety
continuesitsgrowthandmorefunctionalityisenabledbytheSmartGrid,andpossibly;
makecustomersawarepfenergyservicestheymayfindofvaluesubjecttoaffiliater
compliancerestrictions.

1
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5.8.6 INFORMATIONRETENTION-PERIODS/1PURPOSE1OFRETENTION-

Foreach typepfinformationrollected, for howjong will the information beretained, 7
and whatjsthe purpose pf theretention? Lould the retention period-be shortenedy

without failing to meet the specified purpose?7;

Regardingdatacollectedbyhomeprpremiseareanetworkdevices, SDG&Ejsinthe;
earlystagesofpilotingsystemstoascertaincustomeracceptancendsatisfactionwithy
thesesystemsaswellastoevaluatesystem,technologyenddeviceperformance.;
Retentionpoliciesfortheinformationfassociatedwiththesesystemshavenotbeen
formallyestablished, howeverSDG&Ejintendstoretainthisinformationforonlyasiongy
asjsnecessarytomeettheseevaluationpurposes. TAsthesedevicesandsystems;
becomemorewidelydeployed, dataretentionwillelsodependontherequirements;
associatedwiththewverificationofenergyandrcapacitysavings{demandresponse
measurementandevaluation)andotherdemandresponseorpricesignaleventy

acknowledgementpurposes.

RegardingthedatacollectedfromSDG&E’'ssmartimeters, retentionjsdrivenbyfactorsy
suchmasElectricRulel8{thatstates,inpart, thatifeitheraresidentialornonresidentiah
customerijsfoundtohavebeenpverchargedduetopillingerror,thecalculationpfther
amountpftheoverchargeforrefundtothecustomerisforuptopperiodpfthree;
years),credit, meterrevenueprotection,joadresearch,ratedesign,andsystem,
planningrequirements.TForgreditpurposes,theretentionrequirementfordataisy
sevenyearswhichistiedtorreditreportingrequirements.7Thisperiodofretentiondis;
alsorequiredpyiawifarcustomerdisputesanitemontheircreditreport,andthus,;
suchretentioniisnecessary. Formeterrevenueprotection,jegalrequirementsfory
reportsandinvestigationsareforaminimumrofsevenyearsplusthecurrent;
year.THowever, forunauthorizedwuse{whichincludes, butismnotiimitedto, meter
tampering,unauthorizedconnectionorreconnection, theftorfraud)thereisno

limitationregardingtherebillingperiodendideally, enoughpastinformationwouldber
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availabletore LbiIhfomthewentireperiodpﬁthewunauthorizeduse,wwhichwwouldbenefitw

allothercustomersytheseprovisionsaremalsofoundinElectricRulel8).1

Inadditiontothesboverequirementsforcustomeryaccountspecificmeterdata,;
therearemisorequirementstokeepmeterdataforiongerperiods, howeverforthese
purposesthedatadoesnotnecessarilyneedto-betiedtogparticularcustomer,but;
rathertogeneralcategoriesofcustomersyi.e.:residential/smallcommercialy/Jarge;
commercialorinland/desert/mountain/coastalclimatezoneporothercustomer
groupings).TTheserequirementsaretiedtosuchthingsasratedesignandsystem,
planning. TAdditionally,joadimpactanalysisassociatedwith-demandresponsepr
energyefficiencyprogramsererequiredoverperiodsextendinguptol0yearsasiere]
priceelasticitystudiesthatrequiremsubstantialemountofpreandpostratetreatmenty

usageinformationupto1lOwyears). mThisdataisretaineduptoil5years.

SDG&FE’stecordsretentionpoliciesevolvepvertimeandwiththedeploymentofthe
SmartMetersystem,thesepoliciesiarebeingreviewedindetailtoideterminemnecessary;
changes.Theabovenotedrequirementswillbethedriversinideterminingupdated

retentionrequirementsforthetypesofdatadiscussed.]

587 DATASHARING-AND-ASSOCIATEDAISSUES,

H
1

(1) Withwhomdoes $DG&E share tustomerjnformationand gnergy dataturrently? 7
SDG&E—rurrentlyprovidescustomerswithaccesstotheirusagedataviavariousponlines

applicationsandisplanningtoprovidegdditionalchannelsinthefuture.7

Forjargecommercialgndindustrial{C&l}customersywhorcurrentlyhaveintervaldatas
meterswithtelecommunicationgenerally200kWorgreater),usagedataatthel 5,
minuteintervaljsprovidedpon LHne1via7the1<WickVieWWapplication.ﬂTheqC&hcustomerw

accessesthekWickViewapplicationthrough SDG&Eswebsitestwww.sdze.com.iThe

kWickViewapplicationhasbeensavailablepnlinetoiargeC&Ilcustomerssince2001.7in

additiontoenergyusagedatakWh), kWickViewprovidescustomerspecificmonthiyy
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demand(kW)forthepillingmonth.m

ResidentialcustomergaccesstoSDG&Esmartmeter-hourlyconsumptiondata-isy
availablewviaGoogle’sPowerMetergadget. 7SDG&Ecustomerswhorthoosetogccess]
theirconsumptiondataviaGoogle’sPowerMetermustregisterwithSDG&Easa My
Accountcustomerand-mustprovideexplicitconsent®*forthetransferoftheirintervah

usagedatatoGoogleduringtheGooglePowerMeterenrolimentprocess.Tm

SDG&E—sharescustomerinformationandenergydatawithvariousthirdpartieswithy
whomritcontractsforsuchpurposesason LHnewenergw:iata1oresentment,7creditwchecks,w
collectionqfagencies,sdministrationofdemandresponseandenergyefficiency
programs,facilitationofmeterinstallations, SDG&Ebrochureorpthermailings, e Lmaih
contactsconcerningtheirgasporelectricservice, tofacilitateon LHnepayment*pﬁaiIls,w
andTadministrationofiowincomeprograms{suchjasCaliforniaAlternate Ratesfor
EnergyoriCARE)amongptherreasons.incaseswhenSDG&Edoessharecustomer
datawithathirdparty,contractualtermsendconditionsareincludedtoprotectsuchy
dataand,ifnecessary, holdthethirdpartiesaccountableifsuchdatajsnothandledy

properly.]
(2) Withwhomdoes $DG&E reasonably foresee sharing datajnthe future?y

SDG&Eplanstorontinuetooffergvarietyofon LHnewenergywmanagementwtoolsntow
customersinthefuturesothatcustomerscanttracktheirusage,jdentifytheestimatedy
bill to Ldatejailhforecastjdata,1orojected7month LendwtieredTate,wawrateqcaIculator,qandw

notificationstocustomersastheyrcrossratetiers.n

SDG&E’sfutureplansincludemobileapplicationsforcustomersandnew,
experimentalpilotspnthomeenergymanagementtechnologiesthatwilldikelyinvolvey

thirdparties.T

35-|The-g:ustomer's-consentmawbe-made-eithemby—mmanual—signature-pﬁby-electronic—means;-as—set-fforthq
inSDG&E-Adviceletter2100 [E,-datedﬂulyﬁl,qzoo&q
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SDG&E-glsoenvisionssharingcertainkindspofdatawiththirdparties, suchas;
aggregators,iniaccordancewithijtsprivacypoliciesandregulatoryrequirementsing
ordertofacilitatecustomerparticipationjnsuchthingsassancillaryservicesmarket;
(leveragingtheirPEVprroof Ltomsolarwsystems,wfor‘iexample)qand1oerhap570ther1oartiesw

thatthexcustomermaydesignatei.e., serviceproviders).m

Incaseswheredatasharingisassociatedwithsecondarypurposesifasdefinedinther
CPUCproposeddecisionmailedMay6,12011adoptingprivacyrules),priorcustomer

authorizationwilllbeobtainedpriortogatheringrorsharingsuchdata.

(3)What does SDG&E nnticipate js prwill be the purpose forwhich the third party will7

usethedata?7

Thirdpartiessuchasaggregatorsmayfacilitatecustomeryparticipationiinsuchthingsas]
ancillaryservicesymarkets{leveragingtheirPEVorroof Ltopwsolar15ystems,wfor‘iexample)w
andperhapsrcustomersmaydesignatereleaseofdatatoptherpartiesthatwillprovide

variousenergymanagementservices,includingrateqanalysisoreppliancemaintenance.;

(4) What measures nre prwill be employed by SDG&E to protect the securityund7

privacy of information shared with pther entities?7

SDG&E’sinternalpoliciesregardingprivacyprotectionsenddataexchangerulesiare;
basedinpartontheCommission’sdirection, federalandstatestatutesand;
CommissionprdersapplicabletoCommission Lregulatedqcompanies.wNumerousw
CommissiondecisionsmakeclearthattheCaliforniaregulatedutilitiesmustkeep
sensitivecustomerinformationconfidential{e.g.,\D.01 o7 l()32).TlAdditionaIly,WSDG&Ew
placessignificantimportancepnprotectingitscustomers’privacyaspartameasureofy
good-businessypracticesforcompaniesentrustedwithsuchsensitivemndconfidentiah

customerinformation.m

Customerspecificusagedataaswellascustomerpersonallyidentifiableinformationy

(Pllyareconsideredandtreated by SDG&E@ssensitiveandconfidentialinformation.
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PiHncludesanypersonalidentificationsuchasname, service/billingaddress,phoner
number,-emailaddress,endsocialsecuritynumber.7itaisoincludesconsumption
informationsuchasusageamountsandpatternsandcredithistorysuch-asrtecordsiof;

customers’paymenthistories.T

Asthegeneralrule, SDG&EdoesmnotreleasePlitoathirdparty{e.g. datapresentmenty
orenergyserviceproviders)withoutpbtainingthecustomer’spriorexplicitconsenty
andauthorization.7Thereare,however,certainiimitedexceptionstothegeneralrule.;
Oniimitedoccasion, SDG&EmayberompelledorrequiredbylawtoprovidePllitoiaw
enforcementagenciesuuponTreceiptofasubpoenaorptheriegallyenforceabley
documentdemandingtheinformation{e.g. acourtprder). TSDG&E’spoliciespertaining
tolegalrequestsordemandsfordisclosurespfPlidataimadepursuanttoasubpoenar
orcourtprderarediscussedinmoredetailbelow.1Dependinguponthespecific
customerrequestreceived by SDG&EtoreleasePlitomthirdparty, SDG&Eevaluates,
thespecifictypeofrustomerusagedatagndintendedpurposeunderthefollowing,

generalguidelines.q

Allrequirementsfordatatransfer,{e.g.Google’sPowerMeter)isassessedagainsty
SDG&E’sinformationSecurity Requirements.Securityrequirementscomportwith;
effortstoadheretogiaw, regulation, SDG&Esecuritypolicyprbestpractice.n

Regulationsandiawsthatepplytorcustomerwusagedatatransferinclude:

ffi SarbanesOxleyy

ffi CaliforniaPrivacyBreach Notification-‘Actm

ffi HIPAAT)

ffi CaliforniainformationProtectionlawsT

ffi Bestpracticeswhichdrive SDG&Erequirementsinclude:
ffi NIST-800/53Currently-Rev2;Rev3indevelopment)T

ffi NISTHnteragencyReport{IR)77628T

ffi BS 47799(1SO27002)
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ffi ControlObjectivesforinformationsandRelatedTechnology{COBIT});

SDG&E-hasseveralspecificpoliciesthatgovernproperaccesstocustomerenergy

usagedata, suchas:

ffi Password-PoliciesT
ffi AcceptabletUsePoliciesT

ffi ServiceAccountPoliciesT

Eachof SDG&Esecurityrequirementsaretheresultofandrcanibetracedtoapolicy,
law,regulationjand/orpbestpractices. Becauseofchangestoregulationsandiawsover
time, SDG&Ereviewspoliciesgoverningdatasecuritygndprivacyprotection,ata7

minimum,jongnyannualbasis.T

Althoughthe SmartGrid-decisiondoesnotexplicitlyrequestthatutilitiesaddress,
consumerprotectionjssuesthatmaysarisefasaresultiofthirdpartyenergy;
managementandinformationserviceproviders, SDG&E-believesstatewidecertification
ofthirdpartiesmaybeprudenttoprovideminimum-protectionandpversightpfthirdy
parties.TThe'Commissionturrentlycertifiesenergyserviceproviders{ESPs)thaty
provideDirectiAccessservicestocustomers. TAsimilarprocesscouldpotentiallyber

usedtorcertifythirdpartiesrequestingmccesstorcustomerdata.m

TheproposeddecisionpftheCommissionmailedonMaybregardingprivacyrules;

indicatesthattheCommissionimaynotimplementsuchacertificationprocessforthirdy
parties%qlﬁthiswdirectionispdopted,ﬁDG&EwilhcontinueqtowworkqwithqthewCommissiom
onfaljegallymcceptableprocess{dueprocess)toceasetransferofcustomerdatatobady

actors.

B A I

36‘Findingpffactﬁ&pﬁthe1PD7statesq”Because‘pﬁtheprivacyprotectionsxadoptedinthisrlecision,becauseanesidentialrustomem
maywithdrawgccesstohisorherconsumptiondataptanytime, andbecausethe Commissiontanfindathirdpartyineligibletor

receivedataeitherviatarifforbyrefusingtointerconnectdevicethatputomaticallytransfersusagedatatothethirdparty,itisy
notnecessarytocreatepregistrationprocesstoxertifythird partiesaseligibletoreceiveusagedata.”]
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Additionally, forSDG&E—rxontractedthirdparties,theiegallybindingcontractualterms
andconditionswillprotectcustomerinformation. 7SDG&E’sstandardconfidentialityy

languageiincludesthefollowingprovisionsdesignedtoprotectcustomers™information:y

ffi SDG&Eusesmbroaddefinitionoff'Confidentialinformation”toprotectawider
rangeofinformationrelatedtorxustomers;;

ffi SDG&EJimitsvendors’usepfsuchConfidentialdnformationtobesolelyfor
purposesofperformingservicesunderitsagreementsyi.e.,vendorscannotuse’
Confidentialnformationfortheirownbenefitorcommercialpurposes);n

ffi SDG&Erequiresvendorstousereasonablesecurityproceduresandpracticesto
protecttheConfidentialinformationfromunauthorized-access, destruction,;
use, modificationpordisclosure;

ffi SDG&ErequiresvendorstodeliverordestroyanyConfidentialnformationuponi
request;andT

ffi SDG&Enowspecifiesthatijtsconfidentialityprovisionsrelatedtorcustomer

ConfidentiaHnformationremainineffectperpetually.y

15) WhatJimitations nnd restrictions will SDG&E place pn third party use und 7
retention pf data nnd pn downstream sharing 77

Non ldisclosc.treqagreementsw( NDAs)arerequiredforaliconsuitantsorcontractorsy
retained by SDG&EthatareprovidedaccesstoSDG&Erustomerdata. iThe NDA7

providescontractualprotectionfromyunauthorizeduseprreleasepfrustomerenergy

usagedataorPliny

Each-vendoristequiredtoensureeachofjtsagents, representatives, subcontractors]
andsuppliershecomefamiliarwith,andabideby,thecustomerconfidentialityy
provisionsin SDG&E’'segreementsasmorefullydescribedintheresponsetoquestion
5.8.714),sbove.7Generallyspeaking, thesecustomerconfidentiality provisionsprohibity
theuseprsharingofrcustomers’confidentialinformationforanypurposeptherthan;

performingservicesfortheutilityunderitsagreements.7Additionally, theseprovisions,
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includerequirementstoprotectcustomerinformationusingreasonablesecurityy
measuresendallowSDG&Etoseekthereturniordestructionpfanyconfidentiah

information.y

(6) How will sDG&E enforce those Jimitations mnd restrictions? 7
SDG&E-hasseveraloptionstoenforcethecustomerconfidentialityprovisionsinitsy
agreements.Tintheeventpfebreachorathreatenedbreachofthecustomer
confidentialityprovisionsofanSDG&Erxontractiwithathirdpartywithwhom-ijthasy

shareddata, SDG&Erxangenerally:7

ffi Obtaininjunctivereliefpreventingabreachofcustomers’confidential
information;;

ffi Requestthereturnordestructionofallorenypartofcustomers’confidentiah
information;or

ffi Seekmonetarydamagesandotherjegalandequitableremedies.

588 AUDIT-AND-SECURITYPRACTICES

H
1

Whatmeasures nre pr will be employed by SDG&E to protect the security pf rustomery

information?7;

SDG&E-hasdesignatedaChief-PrivacyOfficerwhoseresponsibilityitistoensurether

privacyofcustomerinformationthatisinthercustodyofthewutility.;

Inaddition, SDG&Eemploysarobustinformationsecurityprogramthatfocusesionthe
threecorecompetenciesthatioperatetogethertoprotectthesecuritypofcustomer

information:Governance, EngineeringandOperations.

TheSecurityGovernanceprganizationjstaskedwithcompanysecuritypolicysndypolicyq
compliance,whichincludesthedraftingendmaintenancepfpolicyartifacts,andy
assurancethatthercompanyisincompliancewithallrequirediegalandregulatorycyber

securityrequirements;securityawareness, which-ensureseveryemployeeunderstands
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andexecutestheirroleijnprotectingcompanyinformation;securitystrategyand
architecture, whichpverseesthefuturedirectionpfsecuritycontroisacrossthe’
company;anditssecurityprogrampoffice,whichieadsprojectsthatimplementnew;
securitycontrols..The1Governanceprganizationglsomaintainssecuritycontractuah
languagethatiswusedduringnegotiationswiththirdpartiestoensurethatifthe;
relationshipcallsforthesharingrofcompanyinformation,thattheinformationisy

adequatelyprotected.y

TheSecurity Engineeringorganizationisresponsiblefordevelopingendmaintaining;
companysecuritystandardsandrequirements, sndensuresthateverynewproject;

adherestosuchstandardsandrequirements.;

Finally, SDG&E’sSecurityOperationsiorganizationisresponsibleformonitoringy
companynetworksandsystemsforpotentialcyberthreatsandwvulnerabilities,ensuring;
thatwvulnerabilitiesarequicklyremediated,andifthreatsmaterialize, theygrecontainedy

quicklysothedamagertausedisminimized.;

Has the utility pudited prwill it puditjts security mnd privacy practices, bothjnternally 7
andpyindependentputside entities? Jf 50, how pften will there be pudits? Whatnre 7
thenuditresultstodate, ifany?7
Asasupplementtosystempwnerdrivencontrolprocesses,SempraEnergy’s/Audit
Servicesdepartmentperformstisk Lbasedqauditsbasedwomamannuahauditwplan.ﬂ
Confidentialityofcustomerdataandsecuritypracticesarerconsideredwhendeveloping
annualguditplans.fThefrequencypfinternalpuditsofcustomerinformationand;
privacycontrolsaredependentonthepoutcomepftheannualriskassessmentprocess.
Onpccasion,thecompanyrisoengagesindependentputsideentitiestoperform,
targetedassessmentsof SDG&Esecuritypracticesandcontrols.;
Thercompanyrconsidersauditreportsandthe@ssociatedfindings,ifany, tobe
confidential..Thecompany’ssecurityandprivacypracticesprotectronfidential

informationfrompublicdisclosure.;

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page203;

1

SB GT&S 0247965



5.9 CONCLUSION;y

The'Commissionandthepublicaretoncernedaboutthepotentialphysicalandcyber
securityrisksposedbySmartGrid.JtisincumbentpongllofSmartGridparticipants,;
includingutilities, regulators, serviceprovidersandrconsumers,todotheirpartto
ensurethatthesystemallparticipantsrelyontodeliversafemndreliableenergytoour

homesandpbusinessesisresistanttothreatsandresilienttodisaster.]

SDG&Ebelievesthatif SmartGridisimplementedaccordingtoitssecuritystrategy,its)
advantagestorustomersandthecommunitiesitserveswillfarputweigh-itspotentiah

risk.7

1
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5.10 APPENDIXy

5.10.1 SAMPLE-MATRIX-OFUNIFIED-SECURITY.CONTROLS#FRAMEWORK-TO~

VARIOUSSECURITY . GUIDELINESY

i

ThessampletCommonpr{‘Unified”controlfframework-belowisprovidedforillustrative;

purposespnly.Jtisnotintendedtoshow SDG&E’sentireiibraryofsecuritycontrolsand

controlactivities, nordoesitrepresentthecompleteiistpfstandardsendregulatory;

requirementsSDG&Ejsobligatedtocomplywith.y

Tabled l2:“ﬁample“fvlatrix*y:»“l‘"ﬂnH‘iee::i""ﬁec:::s,mrit\,,'*ﬂc:mzircxi::rframe\.:vmr‘k*ta"fv’arit:‘masrt‘ic—:acusrityﬁ

Guidelines,

SampleCommonpr
"Unified"ControlActivity
Accesstoadministrationwutilitiesshathbey
strictlycontrolledandmaintained
separatelyfromapplicationfunctions.

9558

DHS'2.83.1

Accesstoadministrationutilitiesshalhbey
limitedtotheyminimumpracticahnumber
ofeuthorizedusers.

955C

Activitiesperformedusingradministrationy
utilitiessshallibelogged.

955F

DHS'2.16.2.1

21621

44

Personsand-processesthatthavepccessior
administrationutilitiesshallbey
documented.

9556

DHS'2.10.8.1

21081

Unnecessaryutilitiesandsystemsoftware;
shalhberemovedfromSempral
informationpassets.

955H

cmi7{1)

DHS'2.15.7.3

21432

213

Sensitiverinformationshalhnotbey
transmittedtooutputidevices{e.gn
printers,websites, unencryptedemail)
wheretheycannotbeprotectedim
accordancewiththeirsensitivity.

96.1D

DS134

PE's

Informationmassetsshalhbemonitoredton
detectide viationfromraccesscontroh
policies.

87

cpt
007-R6,1

R6.1,1

R6.2

PO8.6,
DS3.5,1
DS5.5,1
DS133

cAl7

Usersandputomatedprocessesshalhbey
identifiedbyuniqueUseriDsandy
authenticatedibycryptographicy
mechanismsprpasswordsicompliantiwith)
the SempraPasswordStandard.

921A

DS5.3

1A14A 2(1)
AlS

DHS'2.15.16.3

21552
215162

433

Hon
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5.10.2 LISTINGOFPOSSIBLESSMARTMETERDATA ELEMENTS,

Thefollowingtable,Tableb L3,-|Iists—rtheﬁata-elements—available-pn-smart-meters.—n

Tablep [3:’ﬁmartMeter*Dataf!ementsw

Examples of SDG&E Smart
Meter Capabilities

Selected Categories / Elements
that can be recorded {(Commercial
and/or Residential meters)

Meter Info
voltage
TR SIS (idses )
o demre S ars on
Fiempmeaers on
Comminio

Flernwmre e on

ALALEN

Measurements

Wiodule Status & Erros

Ensrgy Beading

AR RO fail

ward Ernergy Kl

Mty oot

Ravarse Ensrgy Kwh

RemepteCommunications Insct e

tet Energy (Fed + Rey)

Controls

Whet Brmrgy (Fud - Rey

Drarnignd Thees held & et

Darrgnd W)W

Set grd uptats tms

Drgrngnd KRR

rEsEl BT odes

Darmand BWVA

Foes et yomantary pulsgs oo unts

Power Guality - Voltage Measurements

T o kepe

tin Vo kege

Meter Status & E rrors

Dourrant Vo lage et

HAM bR e

Power Quality - Current Measurements

Hgrd EEFROMenor

Irstartansous BB ourent A

Configuretion ey

Imstartanecus R0 S et B

Dheck Emor

Irstertenecs RM Seured O

Low patlery

Status / Alarms

Load Profile Deerfiow

Wlater Tamper

Tetar Alarre ard s tetus

Outages

Service Condition Status

Wb rnartary date sred time

Fowenr failurs

Cutage dated time

Bavars & powar

Hlae toraldgie Slime

Ot of Borhat slarm

Security

P iid P ge gogrd

Radio Performance

Tesnsmilt Fowsr
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6.1 INTRODUCTION;

IntheDeploymentBaselinesection, SDG&E-describedhistoricalandrcurrentSmartGridy
technologydeploymentseithercompletedrorongoing. iTheseprojectsthavejaidther
foundationforaiarger, morecomprehensiveSmartGriddeploymenttoenhance;
customerwvaluegswellasmeetstatemandfederalenergypolicygoalsasdescribed-inthisy

document’sStrategysection.

Whiletthe-RoadmapsectioniaysputSDG&E’'sSmartGridprojectspnaforward L}ookingw
10 1year*]timeline,wenergyindustrw:hange51cannot13e7expectedwtoproceedpmsuchqaw
predictablepath.Rather, SDG&Eexpectsercombinationpftechnologybreakthroughs,;
policychanges,andunanticipatedeventstoimpactboththeprojectiistgndthe;
timeline.Evenwithoutsignificantexternalimpacts;lessonsiearned,projectdelays,andy
Commissionapplicationapprovals, modifications,anddenialswillresultinchangesto;

SDG&E’'sSmartGriddeploymentroadmap.m

Giventheseteal lWorldqz:onditions,WSDG&Eqwilht,iseq’cl'wiswroadmapwasqawtoohforqadaptivew
managementandieverageittogaindirectionalalignmentwithcustomersandpther
regionalstakeholders;ensuremcommonunderstandingwithin SDG&E;creates
dialoguewithregulatorsandiegislators;advancediscussionswithotherwutilities,
vendors,gndindustrystakeholders;jandestablishabaselinetomoveforwardwith,;
trackegainstiandupdateastheutilityimplementssolutionstoenableitsSmartGridy

vision.]

InthisRoadmapsection, SDG&Epresentsitsplantofacilitaterachievementpfeachof;
thefollowingpolicies, specifically:the Global Warming Solutions Act of 2006 {AB32);7
CalifornialongiTermEnergy Efficiency Strategic Plan;machievementofstate Lmandatedw
energyefficiencymnddemandresponsegoals;mchievementoftherenewableportfolio

standardprogram(RPS);andfullsolarphotovoltaicdeploymentundertheCalifornia;
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Solarinitiative.The SDG&E-SmartGridroadmapgisoincludesinfrastructuresteps;
SDG&Emusttaketoempowercustomerswithiaccesstoenergyconsumptionand;

pricingdata.T

SDG&EiscommittedtomeetingCalifornia’spolicygoalsforpromotingincreasedievels
ofrenewableenergyresourcesandelectricvehicledeploymenttomeetgreenhousegas
GHGreductiontargets.However, suchgsdvancementsijnenvironmentally ’friendlw
technologiesiikesolarand-windgeneration,PEVs,andenergystorageaswellasthe;
deploymentofnewrcustomer Lempoweringﬁmartweter‘rcechnoloquarewplacingw
significantnewdemandspntheelectricsystem. SDG&Erecognizestheneedtoieverage]
advancedinformationandtommunicationtechnologiestoensurethecontinuedsafety,;
reliability, securitygndefficiencypftheelectricgridasutilizationpfintermittentenergy;

resourcesandidemandforPEVsincreases.]

Inaddition,environmentalpolicyandiegislationencouragingtustomerempowerment;
overenergymanagementgendrenewableijntegrationareacceleratingthemneedtorcreate
asmartergrid.iThepublicpolicyobjectivestofCaliforniamsndthesituationfacedintan
Diegorreatemnurgentineedtomoveforwardwiththeimplementationofsuchy

advancedtechnology.q

TobuildthercapabilitiesTequiredtorealizeSmartGridbenefitsforcustomersandto
meetthestate’sambitiousenergypolicygoals, SDG&E’sportfoliopfSmartGridprojectsy

isstructuredaroundmninespecificprogramareas:m

1. CustomerEmpowerment—SDG&Esinvestingtoensurecustomershavethe
knowledgemndmnecessaryinformationtomakeinformedenergymanagement
decisionstomaximizetheirenergyvaluesndtosupporttheiraccesstothirdy

partywvalue ]addedWServicesqandqofferingsqwhileprotectingwtheirprivacy.w
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2. RenewableGrowth—SDG&E+ismakingSmartGridinvestmentsthatwillmitigater
theimpactofdistributedandotherintermittentienergysourcesbyincreasing]

measurement,control, andmanagementrcapabilities.q

3. ElectricVehicleGrowth+—SDG&EisdeployingnewSmartGridtechnologiesiny
conjunctionwithtraditionahinfrastructureupgradestoensurethesafe, reliable,;

andefficientintegrationofPEVs."

4. Reliabilityand-fafety—SDG&Eismaintainingand/orimprovingreliability by,
mitigatingthechallengesthatintermittentresourcesandelectricvehiclesy
presenttoanpagingelectricinfrastructurethroughimplementationofadvancedy
sensorsandassociatedsystems, andothercapabilitiesthatwillimprove

employeeandpublicsafety.T

5. Security—SDGR&Ejsinvestingtorddresstheincreasedphysicalandcyber
securityrisksandthreatsassociatedwithSmartGridsystemdesign,

development,implementation,andoperations.]

6. OperationalEfficiency—SDG&Es]everagingexistinganddevelopingnews
capabilitiestoimprovetheefficiencyofplanningprocessesandsystem?
operationsthroughremotemonitoringandreal LtimeTesponsivenesswenabledbw

thedeploymentpfadvancedsensorsgndimanagementsystems.T

7. SmartGrid-Research, DevelopmentandDemonstration{RD&D)+SDG&Eis]
improvingitscapabilitiesbyresearchingnnewtechnologies,integratingemerging,
technologysolutions,testingforinteroperabilityandprovidingproof of Lt:onceptw

demonstrations.]

8. IntegratedmandCross lcuttingﬁystemsw—wSDG&Eisqdeployingwsystemswimareasw
suchmasapplicationplatformdevelopment,datamanagementendanalyticsand
communicationsthatsupportSmartGridfunctionalitiesiacrossmultiplebusiness

uhits.]
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9. WorkforceDevelopment+—SDG&E-sinvestingtodevelopitscurrentworkforce;
andtotransitiontoafutureworkforcethatwillmeetthewuniquerequirements;
of SmartGridthroughimplementationofeffectiveprganizationalchange

managementandworkforceplanning.;

6.2 STATUTORY-AND-POLICY-ALIGNMENT?/

TheStateof CaliforniahasasignificantnumberofenergypolicygoalsasshowninFigure
6 L1.TAbrieﬁdescriptiomoﬁeachpolicygoahisgivenhelow.ﬂSDG&EbelieveswthatWSmartw
Gridisessentialtomeetingthesegoalsattheleastcostmndwiththegreatestpossibley
benefittoconsumers. TSDG&E’ sSmartGridDeploymentPlanwillachieveregulatoryand;
policyrequirements,asshowninFiguret L1,wby7accommodatingwincreasinf,ﬁlevelmoﬁ
renewablegeneration;improvingcustomereducationandoutreachregardingusage,]
pricingendenergyoptions;andieveragingnewrcustomerioads{i.e.PEVsandsmart;

appliances).

37-Portions-pf—rthis—sectionnincluding—figureﬁ L1,-;:1re-adapted*[from-rthe-fPRI-Defining1‘he7‘3011‘hw01y7.‘o1717
SmartGridin 2020 report.;Publicavailabilityiofthereportisexpectedinthesecond-halfof2011.p
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Mandatory EO $-3-05: 80%
below 1990 levels

Mandatory SB x1 2, $-06-06:
33% of the load with 20% biomass
020 2030 50

Mandatory R06-04-010, D07-10)
032: 100% of zero net energy.
commercial constructions

Mandatory EO $-3-05: 1990
levels, 15% reduction from
currentlevels

Greenhouse Gas
Emission

Mandatory SB x1 2, $-06-06 :
20% of load w/ 20% biomass

Incentive CSI:
3.000 MW of
distributed PV

Renewable
Energy

2010 2015 201 2017 2019

Mandatory AB 2021:
10% reduction of total
forecasted electricity

consumption
=
2
20
wm =y . Mandatory R06-04-010, D07-10-
i 5 Incentive AB 1470 : 200,000 032: 100% of zero net energy
2 m solar water heaters systems residential constructions
@ =
i Mandatory R06-04-010, D08-07-047

2012-2020: 4500 MW/16GWh,
620 million Therms (gas)

Figurep 1:CaliforniaEnergyPolicy Elementsy

6.2.1 GREENHOUSEGASESEMISSIONSRREDUCTIONA

i

ABB2,thealifornia Global Warming folutions Act, 2006establishesartomprehensiver
programpfregulatorysndmarketmechanismstoachievereal, quantifiable,cost L
effectivereductionsofgreenhousegases{GHG)./AB321makestheAirResourcesBoard,

(ARB)TresponsibleformonitoringlandreducinglGHGemissions.

Executive Order5 565 12005)calisformgreenhousegasreductiongoalof19901ievelsby
2020+(30percentreductionfromyprojectedievelsby2020,715percentreductionfromn

currentievels), withatargetof 80percentbelow1990-emissionsjevelstby2050.7
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6.2.2 RENEWABLEPORTFOLIOSTANDARD(RPS)7

SBx12requiresCalifornia’sretailsellersofelectricity toserve20percentoftheirioady
withrenewableenergy-by2013,25percentby2016and33percentby2020.7

SBx12alsosetsrulesfortheusepfRenewableEnergyCredits{RECs)byestablishinga
cappofnomorethan25percentuunbundled-RECsgoingtowardsthe RPShetween2011
and12013,115percentfrom20141t012016,andl0percentthereafter.;

Executive Order5 b6 b6 12006 ) promotestheuseofbioenergy,andcallsforthestateto
meeta20percenttargetfortheuseofbiomassforelectricitygenerationwithinther

establishedstategoalsforrenewablegenerationfor2010end2020.7

6.2.3 DISTRIBUTEDENERGY-RESOCURCESH

i

California Solarinitiative 5B 1 {2006) nkaMillion SolarRoofs Program:thegoalofthis
programistoiinstall3,000-MW-pofdistributedsolarPVelectricitygenerationinCalifornia;
bytheendof2016.7SDG&E’sportionofthisprogramis180.3- MW .

Renewable Auction Mechanism{RAM).-ThetCommissionenactedRAM LFlTj( Renewableq
AuctionFeediniTariffMechanism)whichwillrequire SDG&Etoacquire 81 MWof;

additionaldistributedrenewablegenerationresources.T

SDG&E Solar Energy Project {SEP)approved-bythetCommissioninSeptemberi2009,willh
addangdditional{100MIWsofPV1toSDG&E’ stenewablegenerationtesources.iTheSEP;
willconsistof 26 MWsofSDG&EownedPVandasenadditionali74-MWsofPower

PurchasejAgreements.T

Feed fn Tariffs{FiTs):/AB11969+2006)7andSB1380{2008)provideastandardcontractand;
tariffpriceforrenewablegeneratorsuptoil.5MWatasetprice. SDG&E’'scombined
allocationundertheseprogramsis#1.1MW.SB321{2009)expandstheexisting FiTsto
eligiblerenewablefacilitiesupto B MW.Implementation1of SB32-4sstillunderwayaty

theCommission.]
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Combined heat and power{CHP):theCalifornia-AirResourceBoard-initsScopingPlan 387
setatargetofenedditionald, 000 MW-ofinstalled CHPrapacityby2020,enoughto
displacempproximately30,000gigawattthours{GWh}ofdemandfromotherpowenr

generationpsources.

AB2514-SkinnerwouldrequirethetCommission, byMarch1,2012,topopens
proceedingtoestablishprocurementtargetsforeachelectricalcorporationforviable
andcost LeffectiveWenergwstoragewsystemswand,1by10ctobe|r11,72013,1t07adoptqam
appropriaterenergystoragesystemprocurementtarget,ifeny,tobeachievedbyeach
electricalcorporationbyDecember31,2016,sndwsecondtargettobefachievedby
Decembers31,2021.4

6.2.4 ENERGYEFFICIENCYA

AB1470+SolarWaterHeating mnd Efficiency Act:/Authorizeda710 1yeamSZSO Lmilliom
incentiveprogramforsolarwaterheaterswithagoalofpromotingtheinstallationpf;
200,000systemsinCaliforniay2017.7

ABR20217Publicutilities: energy efficiency: Setsastatewidegoalofreducingtotah

forecastedelectricityconsumptionbyl0percentoverthenext10vears{starting2006).7

Rulemaking 06 b4 blOﬁecision 08 67 647:7First,wthiswdecisiomsetswinterimwenergyw
efficiencysavingsgoalsforR2012through2020forelectricitysndnaturalgasonmetotah
grossmarketbasis.ForR2012through2020,totalenergysavingsareexpectedtoreachy

over#,500 MW, theequivalentofninemajorpowerplants.Further, thedecision

38wThe1CaIiforniaWAir‘ResourcewBoardmNas*mandated1t01developﬁ;aws.copingﬂPIam:)u'clining1the15'cate’qu’crate,cqutoxachieveq

the2020greenhousegasemissionsjimit.iTheScoping Plan, developed by CARBintoordinationwiththeClimate
ActionTeam{CAT), proposesacomprehensivesetpfactionsdesignedtoreduceoverallgreenhousegasemissionsing
California,improvetheenvironment, reducedependencepnwil, diversifyenergysources, save energy, create new;
jobs,andenhancepublichealth.;The“ApprovedScopingPlan”-wasadopted-bytheBoardatitsDecemberill1,2008;
meeting.iThemeasuresintheScopingPlanwillbedevelopedoverthenextitwoyearsand-beinplaceby2012;
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expectssavingsofoveril6,000GWhofelectricityand620millionthermsoverthaty
period.TThedecisionalsorconfirmsexistingenergysavingsgoalsfor2009through20117
thatshallbegrossgoals, notnhetpffreeriders{D.04 o9 Lf)GOgoalswoverqthquOOQ L20117
period:77,516.GWh,11,584-MW-and162milliontherms).

Rulemaking D6 b4 élOﬁecision 07 90 632.*1A|lT\ewTesidential—ponstructionimCaIiforniaw
willbezeronetenergyby2020.-AlllnewctommercialconstructioninCaliforniawillbe

zeronetenergyby2030.7

CARBfcoping Plan:Theplanwouldsetnewtargetsforstatewidegnnualenergyy
demandreductionspf32,0000GWhand800millionthermsfrombusinessasusualt+
enoughtopowermorethanbmillionthomes,orreplacethemneedtobuildabout10news
largepowerplants{500-MWseach).TThesetargetsrepresentahighergoalthanexisting,
efficiencytargetsestablishedbythetCommissionfortheinvestor Lownedwtilitiesqduewtow

thetinclusionpfinnovativestrategiessbovetraditionalutilityprograms.y

6.2.5 RELIABILITY

H
1

AnnualReliability Reports1D.96 oo b45):wTheTnajoeraliforniawelectricutilitiesTnustw
complywithesnumberpofreliabilityguidelinesforthedurationandfrequencyofy
sustainedandmomentaryoutagesusing SAIDI,SAIFl,andMAIFI,withandiwithouty
excludablemajoreventsforthepastl0years;thetopilOpowerputageeventsbasedon’
customer Lminutesnexcludingweventswsuchqasweather,qdeclaredWemergencies,—prw
disastersaffectingroverilOpercentopftheutility’scustomers;andthenumberpfrircuits
innwhichcustomershaveexperiencedgreaterthanil2sustainedoutagesinareporting,

year.

Emergency ftandards:in71998,the CommissionsignedD.98 o7 L097,‘adopting‘ﬁenerah
Orderil66,whichrcomprisesstandardsforoperation,reliability, andsafetyduring;
emergenciesanddisasters.Subsequently,inthewyear2000,thelCommissionadopted;
D.00 05 L()2ZWaddingWStandardswl213nd7137t01607166,1oertainingwtowthewRestoratiom
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PerformanceBenchmarkform

aMeasuredEvent.]

Electric EmergencyAction Plan:Duringthepowercrisis{2000 l()1)7the7Com missionT
revisitedprogramspofdistributionutilitiestopreserveelectricservicetothegreatest

numberofcustomersbyppeningRulemakingR.00 40 L(302.7

Inspectionand Maintenance Standards: Decisions96 41 l€)21qandq97 03 L€)707estab|ish7
inspectioncyclesandrecord Lkeepingwequirementswforwutilitwdistributiomequipment,w
whicharecontainedinGeneralOrderi165.1Decision97 o1 L()44101‘1nvestigatiom94 et
012-establishesstandardsfortrimmingtreesnearpoweriines,issuedasgrevisionito

Rule350ofGeneralOrder95 ’A.w

6.2.6 ELECTRICTRANSPORTATIONA

i

ié\B 1007, PavleyAirQuality: plternative fuels:iThebillrequirestheState Energy,
ResourcesConservationandDevelopmentiCommission,inpartnershipwiththestate
board,sndintonsuitation-withspecifiedstateagencies, todevelopandadoptastate;
plantoincreasetheusepfalternativefuelstoachievesgoalof20percentnon L
petroleumfueluseinthewyear2020andB30percentintheyear2030.7Astequired, the
CECreleasedinDecember2007+tsState-AlternativeFuelPlan, providingstrategies,;
actionsandrecommendationstomeetthestategoalstoreducepetroleum,

consumptioniinthetransportationsector.;

SDG&Eadaptedexternalforecastsofiightidutyelectrictransportationdeploymentand,

developeditsforecastforthe SDG&Eserviceterritory, showninFigurep ) N
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Figure b 2:AssessmentpfSDG&EElectricVehicleMarket-Population
Cumulative PEV sales (2010 to 2020)

BEVs and PHEVs (x 1,000)
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6.2.7 WATERTJUSE:1ONCE THROUGHCOOLINGH

H
1

TheState‘WaterResourcesBoard’s\Policy pn the 1Use pf Coastal and Estuarine Waters 7
forPowerPlant LCoolingralisforcoastalpowerplantstophaseoutponce Lthroc.lghqcoolingw
systems.iThepolicygimstoprovidestandardsandconsistencyinimplementingthe;
FederalCleanWaterAct,whichrequirestheusepfbestitechnologyavailablefory
protectingmarineiife.iThepowerplantsin SDG&E’sservicepreawouldhaveuntii20177
tophaseputtheironce LthroughqcoolingWSystems.wPlantswimthewLoswAngelesqareaqwouldw
haveuntili2020owingtotherity’smorercomplexpowerneeds.;TheSanOnofreand;

DiabloCanyonnuclearplantswould-haveuntil2022and2024,respectively.]
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6.3 POLICYACHIEVEMENT;

SDG&E’sSmartGridDeploymentPlanwillfacilitatesachievementofthestate’senergyy

policygoalsmandinparticulareachpofthefollowingpolicies:y

ffi GlobalWarming folutions Actof 2006{AB32),whichrequiresCaliforniaj
toreduceijtsiGHGemissionsto1990]eveisby2020;7

ffi TheCalifornialongTermEnergy Efficiency StrategicPlan;

ffi Achievementoftheenergyefficiencygnddemandresponsegoalsas]
requiredbySections¥54.5and¥54.55oftheCalifornia Public Utilities 7
Code;7

ffi AchievementoftheRPSgoal;andy

ffi FullsolarPV-deploymentundertheCaliforniaSolarinitiative.m

Inaddition,thedeploymentplanwillsupportessentialinfrastructurestepsthatmustpe
takentoprovidecustomerswithaccesstorconsumptionandpricingdatapursuantto

D.09 412 '046.-

6.3.1 GLOBALWARMINGSOLUTIONS-ACT10OF12006(AB132)

i

TheGlobalhlWarmingSolutions/Actof 2006{ABB 2} requiresCaliforniatoreduceitsGHGy
emissionsto71990+evelsby12020.7

SDG&EisreducingGHGbysccommodatingincreasedievelsofrenewablegenerationy
andinstallingenergystoragetomoreefficientlyusegeneratingresourcesaswellas]

othertechnologytopromoteenergyefficiency.q

ProjectsinSDG&E’'sCustomerEmpowerment, RenewabletGrowthand-ElectriciVehicleq

Growthprogramareas,inparticular,willhelpthestatemeetthispolicygoal.q
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6.3.2 THECALIFORNIATLONGTTERMENERGYEFFICIENCYSTRATEGICPLANA

i

TheCalifornialongTermEnergy Efficiency Strategic Plan+{“StrategicPlan”)encourages)
programsthatintegratethefullrangeofdemand Lsidemﬁana,cgementw(DSM)qoptionswtow

achieve{‘Big, BoldEnergyEfficiencyStrategies,”whichinclude:

1.-AllhnewresidentialconstructionjnCaliforniawillbezeronetenergyby2020.7
2. AlllnewrcommercialconstructionjinCaliforniawilllbezeromnetenergyby2030.7
3. TheHeatingVentilationand-AirConditioning{HVAC)industrymndmarketwilh
betransformedtoensurethatitsenergyperformanceispptimalforCalifornia’sy
climate.;

4.Alleligibledow L'mcomeqcustomersqwilHaegivemtheqopportunitywtoparticipatew

indJowincomeenergyefficiencyprogramsby12020.7

ThefullrangeofDSMoptionsincludesenergyefficiency{EE),JjowincomeEE{referredto
asEnergyAssistancePrograms),demandresponseDR),CaliforniaSolarinitiativeand
distributedgenerationarefundamentaltoachievingCalifornia’sstrategicenergygoals.q

TheStrategicPlanprovidesforthreejevelsofintegrationforDSM-programs:

1) ComprehensivemandCoordinated-Marketing—Thisincludescomprehensivecustomenr
outreach-andeducationthrough-whichofferingsfromwvariousDSMprogramstanbe;

presentediniaunifiedportfoliopfservices.;

2} ProgramDeliveryCoordination—Thisallowsforvariousauditstobecombinedwitha
comprehensivesetpfDSMrecommendationsthatcustomerscanconsiderandy

implement.;

3TechnologyandSystemsintegration—Thisincludesequipmentandinformation
systemsthatallowrcustomerstomanagetheirenergyusage{e.g., energymanagementy

systems,dimmableballasts,etc.).]
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Projectsin SDG&E’sCustomerEmpowerment, Renewable1Growth,Reliabilityand-Safety,;
OperationalEfficiencyrandintegratedandCross Lcc.lttinngystems1orogramqareas1'm

particularwillhelpthestatemeetthispolicygoal.;

6.3.3 ACHIEVEMENTOFTHEENERGYEFFICIENCY-ANDDEMANDRESPONSES
GOALSIASTIREQUIRED BYSECTIONS¥454.5°AND¥54.55°0FTHE
CALIFORNIAPUBLICHUTILITIESCODES

SDG&Epromotesachievementofmeetingenergyefficiencygoalsthroughoptimizationy
ofvoltagesandpperationpfthesystemtominimizeiossesendalsobyprovidingtools]
andrcommunicationsthatprovidemoreinformationtothecustomereandoptionsfor

operatingtheirequipmentmoreefficiently.m

Projectsin SDG&E’'s1CustomerEmpowerment, ReliabilityandSafety, Operational;
EfficiencymndintegratedandCross Lt:uttingWSystems1:)rogramqareas,1'n1:)artic1,llar,qwilh

helpthestatemeetthispolicygoal.q

6.3.3.2 DEMAND-RESPONSEq

OnepfSDG&E’skeygoalsistoenabledemandresponse. 7SDG&E’stechnologyy
investments-willprovidedincreasingpoptionsforcustomerstoparticipateinmanaging
theirenergyconsumptionduringpeakusageperiods,insomeraseselectingtorthoose
optionsthatallowforautomateddevicercontrolwhich-willsupportgridoperations,
whiletmaintainingcustomerconvenience, prisettingsmartappliancesandsmartdevices
toreactbasedonpricemndeventsignals.inpallcases, choiceremainswith SDG&E

customers.]

Projectsin SDG&E’sCustomerEmpowermentandintegratedandCross Lt:t.lttinf,rwSystemsw

programareasinparticularwillhelpthestatemeetthispolicygoal.q
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SDG&EisworkingaggressivelytomeetCalifornia’sRPStargets. SDG&Esutilizinga
numberofexistingandidevelopingprogramstomeetthestate’smandated33percenty
RPSgoalbyR020.7TheseprogramsincludetheRenewableAuctionMechanism{RAMN
programxesigned-to-facilitaterenewableprojectsunder20-MW,annualRP$y
solicitations,andtheSolarEnergyProject,coveringpurchasegsgreementsandutility;

ownedgeneration.

Projectsinthe SDG&EprogramereaspfRenewableGrowthandReliabilitysnd-Safetyiny

particularwillhelpthestatemeetthispolicygoal.;

SOLARANITIATIVEN

SDG&Eiscommittedtoenablingdistributedenergyresourcestoronnecttothegridand;
potentiallyparticipateinimarkets. 1TSDG&E-believesthatrcouplingesnumberofkey;
investmentswilladdresstheintermittencyijssuesresultingfromphotovoltaic

penetration.]

Projectsinthe SDG&EprogramareaspfustomerEmpowerment, RenewableGrowth

andReliabilityand-Safetyinparticularwillhelpthestatemeetthispolicygoal.q

6.3.4 ESSENTIALINFRASTRUCTURE-STEPS-T O-PROVIDE1CUSTOMERSWITH-
ACCESS-TOCONSUMPTION-AND-PRICINGDATA-PURSUANT-TOD.09 "
12 ‘0464

SDG&Eiscommittedtoprovidetimelyandactionableenergyinformationtorxustomersy
andisinvestingindatarcollection, management,andpresentmentrcapabilities. SDG&Es]
alsoworking-withwutilitygndcustomer ’authorizedwthirdpartieswtoweetwcustomers'w
needsthatmayprovidecustomerswith-evengreatervalue ]addedwenergwmanagementw
services. SDG&Ejisdevelopingrtapabilitiesthatwillprovidecustomerenergyusagedata

tocustomer 1authorizedwthird1oartiesWWitthtandardindustrywdatawtransferinterfaces.ﬂ
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Theserapabilitieswillprovidecustomersmorechoice, conveniencesndrontrolpover

theirenergyuse.T

OnMay 56,2011 CommissionPresidentMichaelPeeveyissuedaproposeddecision{PD)
adopting, amongotherrequirements,rulesregardingtheelectricityusagedataiof
customers.ThisPPDalsofncludesgrequirementtorommenceapilotstudywithinsixy
monthspfthefinalladoptionofthedecisiontoi‘providepriceinformationtocustomers
inTealtimeprnear Lreahtime."3gT]A<:iditionally,jthewPDTequireswthatWSDGéchw”ﬁleqawTiemSw
adviceietterincludingtariffchangestomakeprice, usagegndrostinformationavailable
toitscustomerspnlineandupdatedatieastonadailybasis...” 4OﬂAdditionally,wthewPDw
discusseswhatwtypeqofpricingwinformationwustwbeprovidedqtmcustomers“qandrlarifiesw

accesswtousagejdatawtobeprovidedwtowthirdwparties.“w

Inordertofulfilltheserequirements, SDG&E-willhavetodeployinfrastructuresuchsasy

HAN-with1messagingfunctionalitytopresenttheinformationtoxustomers.7n

UnderSDG&E’sCustomerEmpowermentprogramarea, @ HAN-infrastructuremndiab,]
dynamicpricingprojectandtheCustomerEnergy Network{CEN)areplannedandwilh

enabletompliancewith-thePD{formore, seesection6.4.1below).q

Additionally,thentegratedandCross Lt:uttinngystems1orogramqareawwi|halsowhelpw
SDG&Emeetthispolicygoal.q

ngSeeworderingwparagraphqux)ﬁtheqProposed13ecisiom:) fPresidentPeevey, mailed5/6/2011titled{'Decision;
Adopting RulestoProtectthePrivacyandSecurityoftheElectricity Usage Datapf theCustomersofPacificGasand;
ElectricCompany, SouthernCaliforniaEdisoniCompanyandSanDiegoGas R ElectricCompany,at page138.;
4015eewordering1paragraphﬁpﬁtheqProposedDecisionp fPresidentPeevey, mailed5/6/2011titled“DecisionAdopting;
RulestoProtectthePrivacyrandSecurityof theElectricity Usage Dataofthe Customersof-PacificGasand-Electricy
Company, SoutherniCaliforniaEdison CompanyandSanDiegoGas& ElectricCompany,atpage137.
417Seeqpriceﬁiscussiomfromwp.881to1:>.961'che7Proposed1)ecisionpﬁPresidenti’eevey,maiIed15/6/20111ti’c|ed1”Decisiom
Adopting RulestoProtectthePrivacyandSecurityof theElectricity Usage Dataof theCustomersofPacificGasand;
ElectricCompany, SouthernCaliforniaEdisoniCompanyand-SanDiegoGas& ElectricCompany.;
42ﬁeeprderinngaragraphwspfiheqProposedDecisionp fPresidentPeevey, mailed5/6/2011titled“DecisionAdopting;
RulestoProtectthePrivacyandSecurityofthe Electricity Usage Dataofithe Customersof-PacificGasandElectricy
Company, SouthernaliforniaEdison CompanyandSanDiegoGas& ElectricCompanyatpageil37.;

1
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6.4 FUNCTIONALITY -ANDJTECHNOLOGYROADMAP;

The SDG&ESmartGridDeploymentPlaniRoadmapiscomprisedofnineprogramsareas’
whichwilldeliverthecapabilitiesTequiredtomeetthedemandsofcustomersandy
California’spolicygoals.iTheprogramsaredesignedtorespondtopolicysndmarkety

driverswhichzareimpactingSDG&E’sgridlandcustomers.

Figure 3:AlignmentbetweenSDG&EProgramsand-5B{7Policy Goals

SDG&E SGDP Programs™*
SB 17 Policy Goals ***
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Thenineprogramsincludewghighdegreeofflexibilityunderstandingthat,whileSmart;
Griddriverswillremain,thezarrayofsolutionswillevolveastechnologyandmarket;
requirementsimature.SDG&E-incorporatesiaiargenumberpofpilotsacrosstheseq

programsanddedicatesanentireprogramtofSmartGridResearch, Developmentiand
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Demonstration. SDG&E’stechnology ’focusedwprojectsi ncorporatemilestonestto
monitorprogressggainstbenefitexpectations.Collectively, theseinvestmentsandthis
approachensurethatSDG&Ejspursuingsolutionsthatdeliverthexapabilitiesthatits;

programsrequire.T

ManyijnvestmentsthatSDG&Edsundertakingorplanstoundertaketomeetthebroader
needspfitsbusinessarerelatedtotheSmartGridbutinotexclusively.However, theser
“enterpriseproject”’investmentstomplementtheutility’ sabilitytomeetpolicy;
objectives,,empowerijtscustomers,incorporateadvancingtechnologies,anddevelopits]
workforcetomeettheneedsof SDG&E’'sSmartGridrcapabilitiesendassuch, theyare;
importantcontributorstotheportfoliopfSmartGridinvestmentsandareinciudedin
SDG&E’sroadmap.T

Note:{'‘Enterprise”projects—thosethatmeetthebroaderneedsof SDG&E’sbusiness]
butthatareslsorelatedtoSmartGrid—aredesignatedwithan(E)aftertheprojecttitie;

inthebelowprojectiistings.]

641 CUSTOMEREMPOWERMENTH

H
1

Empoweredcustomersmusthavereadilyaccessiblemndeliableinformationregarding
theirenergyusage.Tinaddition,customersmustiunderstandthepasicunitsofenergy;
measureandtheenergyconsumedamongtheircommon-uses. TSDG&Ehasbeen
empoweringitscustomerswiththisinformationformanywyears,jncludingrecenty
emphasisduring SDG&E’sSmartMeterdeploymentwhereenergyusageinformation,;
applianceenergyrequirementsandenergyefficiencymeasures,includingpeakperiody
consumption,wereprovided.TiTofurtherempowercustomers,pricesignalsmustflowto
theminatimelyesndmeaningfulimannerandbeeasilyintegratedintoctustomerenergy,

managementandHANsystemsallwhileTespectingcustomers’privacy.q

SDG&Eisprovidingandcontinuingtodevelopinformationsystems, communication

infrastructure,;andenergymanagementyservicesalongwithcustomer 1‘facingqtools,w
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servicesandsignificantputreachcapabilitiestoraisecustomers’awarenessoftheir
energyusage,relevantimarketiconditions,andtogatherfeedback. 1SDG&E-willgisoy
endeavortoworkthroughrcustomer 1authorizedjthird1oartieswtowdisseminateimportantw
informationandreducateitscustomers,recognizingthatoftenothersourcespf;

informationareglsoneededtobemosteffective.Tm

SDG&Erecognizesthatmanypftoday’ scustomershavegneverincreasingnumberpf;
communicationsandmediaxcapabilitiesfromsmartphonestotabletstowhatevery
comesnext.Throughthesetools, customersare{pluggedin’tosocialnetworksand,
engagedinpeercommunicationsatenunprecedentedievel.iToensurecustomers’ new,
communicationspreferencesandexpectationsaremet, SDG&E-willsupportvarious]
toolsandproviderelevantinformationtorcustomersyincludingpricesignals)thatwill
resultingreatercustomerawarenessofenergyimpacts, relatedbehavioralchangesin;
energyusage,andinformedappliancemndequipmentchoicesieadingtoreductionsin
overallpeakdemand,totalusageandassociatedemissions. 7SDG&E-willensuresecure
customeraccesstousageinformationviatheinternetendaccesstonearreal Ltimew
usagedatawviaHANTconnecteddevices.TAxriticaltomponenttoempoweringcustomers;
isdeploymentoftoolsandapplicationsthatpresenticustomerspecificenergy Lrelatedw

data.]

SDG&E’sCustomerEmpowermentprogrampareaalsodeliversthejinformation, services,;
andcontrolsoughtbytustomerswithprojectsprovidingenhanceddemandresponse,;
dynamicpricing, distributedenergypptionsendHAN—rapabilities.7TKeyandsubstantiver
information,knowledge,sndunderstandingwillbeprovidedbytheresultsofseveraly

pilotprojectsincludingthemicrogridandHANpilots.T

SDG&Ecustomer Lrelated1’nvestmentsqandwprojectsqarejdesignedwtowprovideqcustomersw
withtransparentandrelevantpricesignals.7Thesejeffortsenablewutilitygndnon Lutilityw
serviceproviderstopffercompetitiveproductsendservicesthatprovidecustomers,

value.m
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Investmentsinkeytechnologiesarerequiredtoachievethesexapabilities. Forexample,
forsecuritysndprivacyreasons, SDG&EwilldeploywrentralizedDemand-Response’
Control-Applicationy{DRCA)thatwillmanagecustomerguthorized HANdevices]

provisionedtowmrcustomer'ssmartmeter.m

Likemanypofthetechnologiesacrossthe SDG&ESmartGrid-DeploymentPlan,theexact;
timinganddegreepftechnologymaturity,;aswellascustomeradoptionofnewservicey
offeringsistunknown.SDG&EpelievesthatanSDG&Ejinfrastructureroadmaptosupport;
customerempowermentmustremainflexibleandadaptablesothatutilityandthird;
partyenergymanagementandinformationserviceproviderstanpeincorporated.]
SDG&E-hassequenceditsinvestmentstogliowforflexibilitywhileglsopreparingfonr

capabilitiesthat SDG&Ebelievesarecriticalitomchievingcustomerempowerment.y

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheCustomerEmpowermentprograminciudesthefollowing:y

ContactmandCampaigniManagement{CCM)Enhancements{E)+—Thisprojectwilly
expandendenhance SDG&E’scustomercommunicationsiendnotificationsystemyand;
allowcustomerstobenotifiedbypperationsorotherevents,pricethresholdsporyrelateds
items(i.e. billtriggers, movingintonextpricingtier,ratesy marketsignalsandrelated).n
Thercommunicationsandnotificationswillbebasedpnieachcustomer’spreferred;
channelgivenaspecificeventorareapfinterest. CCM-willsavecustomerstimeand;

providethemwithinformationforbetterenergyusedecisions.’

Single-ViewpftheCustomer{SVOC){E)- Thisprojectexpandstailoredtreatment;
optionsendprovidesmutomationforextractingandpresentingcustomer Lspeciﬁchataw
forcustomerwebmaccessandinteractivevoicerecording{IVR)systems, therefore,

resolvingrcustomerissuesmoreeffectivelysndefficiently.n

HomeAreaNetwork{HAN)infrastructure; 17This1orojectqwill1orovide7HAN7device7

commissioningenddecommissioningcapabilities, managegnddistributefirmware
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updates,demandresponseeventsignals, pricingsignalsandshortmessagestoHAN,
devices.Thisprojectwillimplementtherequired-hardwareiinfrastructuretosupportthe
Demand-ResponseControlApplication{DRCA)deployment.tSecurityreviewandy
penetrationtestingarealsoincludedtoensurethatsecuritythreatsaremitigated.
Futureimplementationswillsupportgrowthofthesystem,additionalinfrastructure;

requiredforecustomerdevicemanagementportal, andsecuritytestingrofnewHAN .7

HAN-Labt+ThetHAN1{aboratorysupportsthextompatibilityverificationofHANdevicesy
withSDG&Esystemsensuringthatthedevicesperformthefunctionalityssdesigned;

anddescribedbythedeviceproviderandinteroperatewithiotherHAN-devices.q

DigitaI'Roadmapw(E)jHTheWDigitahRoadmapprovideswforsixinitiativesqthat—providew
customerswithgreateraccessibilitytoinformationand-easiernavigationformore
effectivexommunicationsandtimesavingsinaddressingcustomerenergy Lrelatedw
informationmneeds:{a)Re %rchitectingﬁDG&E.comjwebsite;w(bheServices;w(c)qdigitah
research;{d)includingsocialmediaintotwo lWayqz:ommt.mications;w(ehdigitah

advertising;and{{f)mobileapplications.T

Demand-ResponsePrograms, 1jDemandWResponsewprograms1'mthiswcontex’tTeferjtowthew
Smart-GridrelatediDemand-ResponseProgramcosts/benefitsfilediMarch2011+in7
SDG&E's2012 2014-DRApplication{A.11 93 '002*)includingpeaktimerebate{PTR),7
residentialandnon Lresidentiahnewwconstructiomprogramswandjthewsma|l—g:ustomerw

technologydeployment{SCTD)efforts.q

ElectricCleaniTransportation{CustomerQutreach); HEIectricwCleamTransportatiom( ECT)h
providescustomersupportoutreach,educationandinformationtoSDG&Etcustomersy
purchasingorconsideringpurchasingaPEVandchargingfacilities{thome,commercialh

andpublic). Thiseffortisneededtosupporttherapidigrowthintheusepfelectricityas

43-&’1‘&{.}: Jwww.sdee. com/regulatory/All E] EOQZ,sahtmEm
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atransportationfuelinthefSanDiegoregionduetotheinfluxpfPEVsandrcharging,

facilitiesinthemarket.

EnergyinnovationCenter(EIC){(E)y 1wThewEnergywlnformatiomCenterj(ElC)quIhbeqaw
27,000squarefootfacilitywherecustomerswillreceivedemonstrationsofwvarious
technologies,jearnenergyefficiencyconcepts,principlesandequipmentimeasures,;
alternativefueltransportation, cleangenerationandSmartGridfeatures.TAportionof
thefacilitywillfocustonSmartGridtechnologies{i.e. hometechnologies, electric
vehiclesandrenewable(s),etc.)andthetfacilityisplannedtofunctionasaismarty
building”-withgridinteroperability. iTThe EICwillprovidecustomersjaccesstoa

demonstrationfacilitytotestenergywutilizationideas.T

SmartiVieters L1TheWSDG&EWSmartheterwprojectqwasqapprovediaywthewCommissiom’m
D.07 '04 L()431' nApril2007-and-hasresultedinaprojecttoinstallsmartelectricmetersy
andgasmodulesforalllSDG&Erxustomers.TAs1ofMay2011,thedeploymentismore
than85percentcomplete.1Smartmetersaredigitaldevicesthatrcollectenergy Luseqdataw
and,unliketraditionalimeters, transmitandreceivedata. Electricenergyuseijsrecorded,
everyhourforresidentialcustomersandeveryfl5 minutesforcommercialcustomers

andmnaturalgasinformationjsreadpnadailybasis.

NewPDevelopmentSmartCommunity; EI'his1'sqawpiIot1orojech’towtestqdistribt.ltedqenerqu
resources usuchqaswsolamPV,qfuehcellswandWenergyws’torage Llandqdemand Lresponse L
enablingtechnologyinanewrtommunity.Thepilotisdirectedatresidentialendafew
smallcommercialcustomers.iinsaddition, thecommunitywillprovideemployment;
opportunitiestoiocalresidents.Thetommunitywillbedesignedtobe-highlyenergy L
efficientinboththeresidentialendcommercialsectors.iThegoalofthepilotprojectisy
toprovideenoughdistributedenergyresourcestomeetthecriticalenergyneedspofther
community.iTherequirementsforsuchgpilotaretheabilitytoshednon Lt:riticaHoadw

through-demandresponseprogramsgnditoutilizesutomaticswitchesthatwouldy
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reroutepowerfrom-distributedenergyresourcestothecommunity,sllowingcustomers

toridethroughioutages.m

DynamicPricingProject{DPP)+DPPreflectsdynamicpricingandtime of LuseTatesw
proposedinthe2010 DynamicPricingApplication1(A.10 o7 L()O9)1filed10n1luly76,12010,7
alongwith1T,billingssystemenhancementsandrcustomerputreachtoassistcustomers
indynamicpricingparticipationandemployeesinsupportingdynamicypricing/time oft

useratebusinessprocesses.m

CustomerEnergyNetwork{CEN)phaseB1 1jThewCustomeernergyWNetworkw(CEN)wwilh
providemastandardinterface{OpenADE/NAESB-ESPIcompliant)forauthorizedthirdy
partiestomaccesstustomerenergyusagedatapnabatchandreal Ltime#aasiswtherebyw
allowingthemtopresentusageinformationtocustomersviatheirownplatform/7

application.;

EmerginngechnoIogies-RD&mHEmerginngechnologiesWResearch,wDevelopmentqandw
Demonstration(ETRD&D)fundsmultiplepilotstoevaluatepromisingcustomerpremise

technologies.;

Customer& OtherftakeholderEngagementCampaign{E)t+Providecampaignievel
coordinationy/pverarchingconnectionsbetweentheprogrammaticoutreachand;
educationeffortsexistingthroughoutptherprojectssuchqasDynamicPricingApplicationy

andtheoutreachy/educationforElectricCleaniTransportation{PEVs).7

Thetimeline1of SDG&E’sCustomerEmpowermentprogramisshowninFigurep Lth
below,includingthowthattimelinerelatestostatepolicyrequirements, related SDG&E~
forecastsandthe2015/2020detailedvisionstatementsprovidedintheVisionsectionof

thisSmartGridDeploymentPlan.T
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Figure 6-4

50,000 users of online energy tools Zero net energy—100% new
residential construction
30% GHG emissions reductionto B0 levels

20% reduction in non-petroleum fuel use

B FconomicDRat 5% of peak
B 1% GHGemission reduction
B 12.000 MWpeak reduction

B 77p00 MW peak reduction
Default dynamic eleciric rate —small commercial customers

33% Renewable Portfolie Standard
260,000 PEVs

Optional dynamic eleciric rate —Tesidential customers

B Provide usage data

10,000 customers using online
energy tools

B.000 customers, 40 MW

| 225000 distributed renewables customers
B8 MW Py (CEC)

260000 FEVe SDG&E Smart Grid Vision: by 2015

residential 80 MWiotal ) % Customer education and outreach programs
distributed renewables B 0% EE reduction from 2006 are proactively engaging customersthrough
: B CSI1:3000 MWof distributed solar multiple channels

% SDG&E and third parties are providing HANs and
other customer premise network capabilities,
providing customers real time feedback on
power consumption and energy pricing

: Provide real or near real-time access to usage data

£ Standardized/reliable customer specific interval
usage information and time differentiated
price signals are available, enabling customers
to make informed and cost-based energy use
decisions

@ Customers can choose among multiple energy
information services and providers

SDGAE Smart Grid Vision: by 2020

% Customers are provided near-real time signals
via price and event triggers enabling a balance
of supply and demand

4

% Widely adopted standards create a ubiquitous
market of plug-and-play network devices in
businesses and homes, including multi-unit
dwellings

% SDG&E is providing options and tariffs for
customers to sell generation using distributed
energy resources, electric vehicle to grid, or
energy storage discharge

£& Microgrid and other technologies give customers
more reliability options

www sdge.com/smartgrid
2008 20 13 20 % 2020 © Jure 20M%n Dego Gas &Hectric Corpary. Al copyright and trademark rights reserved,



6.4.2 RENEWABLE-GROWTH"

i

SDG&Ercustomerstontinuetoinstallsignificantinumbersandrcapacitiespfsolar
photovoltaicandotherintermittentelectricgenerationresourcesatresidentialand;
non Lresidentiahoremises.ﬂmsupportjdistribution LfevehrenewabIeTesources,wSDGéchw

plansinvestmentsthatincreasemeasurement,control,-endmanagementcapabilities.q

SDG&EisplanningRenewableGrowthijnvestmentstoenablereal Ltime,Tnonitoringqandw
situationalgwareness.Thesejnvestmentswill-helpmitigatethejntermittencyissuesy
associatedwithrenewablegenerationbyemployinghigh Lspeed,wtime Lsynchronizedw
measurementdevicesinstalledinsubstationsendatkeypointsonthedistribution
system.Thisidatacanequipsystemioperatorswithbetterreal Ltime1'nformatiomabouh
actualoperatingmmarginssothattheycanbetterunderstandandmanagetheriskiof

operatingclosertosystemiimits.T

Foruseinrconjunctionwithimproved-monitoringcapability, SDG&Ejsincreasingcontroh
capabilities.Whenrcombinedwiththeijncreasedmonitoring, theseinvestmentswilh
assistingddressingintermittencyissuestreatedbythewvariablepowerputputpf;

renewableenergyresources.

Asanadditionalgridmanagementimechanism, SDG&E+jsplanningdistributedenergy
storagesystemsoncircuitswith-highpenetrationpfcustomerPVsystems.jAdditionally,
energystoragesystemswillbestrategicallyiocatedjnsubstationstomitigatetheimpact;

ofmultiplecircuitswith-PV.7

Tofurtherextend SDG&Egridrcontrolcapabilities, SDG&EplanstoimplementSCADA
controlofelitapacitorson SDG&E’sdistributionsystem.SCADAxontrolledcapaciton
bankswillprovidedocalandremotercontrol, failurepredictionsnddetection, reducedy
operatingcost,andshouldenhancedistributionsystemperformancethroughimproved

voltagesndreactivepowercontrol.m
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Theseinvestmentsinincreasedymeasurement, tontrol,protections, managementand;
optimizationienabledbytechnologyinvestmentswillaccommodatetheincreased
variability thatwillresultfrom-intermittentrenewableresourcesastheyhelprunthe;

gridinthemostefficientmanner.q

Tojinformthetimingoftheseinvestmentsandidentifyfurtherneeds, SDG&E-hasorisT
closelyconductingmnd/ormonitoringenumberpofstudiesunderway. Adistpfthe
specificprojectsthatSDG&EjsincorporatinginitsSmartGridDeploymentPlanforthe;

RenewableGrowthprograminciudesthefollowing:;

PhasorMeasurementUnitst+installationofhigh Lspeedwtime Lsynchronizedw
measurementdevicesinsubstationsandondistributiondines.7Thisinformationwillbe;

utilizedtoprovidewnindicationofgridconditionsthatcandrivemitigationmeasures.

DynamiclLineRatingstinstallationofsensorspndistributioniinestomonitortension
andtemperatureconditionsinprdertoideveloprealtimedynamicconductorratings.m
Withthistechnologyaspartiofaportfolioofprojects,increasedmamountspfrenewabler

generationmaybeintegratedintothegrid.;

AdvancedEnergyStoragerinvestigationanddeploymentpfvarioustypespfstorage
andotherfastactingtechnologiestohelpimprovethevreliabilityofthedistribution

system.]

SCADAExpansion 1jlnstallatiomoﬁl.SWSCADAwswitchesqatweverywdistributiomcircuitw(mid L
pointsandties).Withthecompletionofthisproject, sutomationpfasignificantportion,

of systemyrestorationgfterasystem-faultcanoccur.q

LapacitorSCADA+—InstallationofSCADAtontrolonallexistingdistributioniner
capacitors.7Thiswillallowasdditionahvisibilityiintogridconditions, morepptimaly
volt/VArmanagementand-identificationoftapacitorswith-blownfusesthatneedtober

replaced.
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CommunitySolar LCommunitVWSolaerrogramisqam'n Lbasimcommunityqscalewsolarw
projectdevelopedbySDG&Etoprovidemlicustomersanppportunitytoexperiencethe
benefitsofsolar. TSDG&E-willsecurethesolarenergysystemonbehalfofcustomersand;
actastheprogrammanager.TCustomerswillwvoluntarilyparticipateinthecostandy

benefitsofthesystemt—helpingtobuildthecommunity' spowerfuture.q

Thetimeline1of SDG&E’sRenewableGrowthprogramisshowninFiguret L51oelow,7
includinghowthattimelinerelatestostatepolicyrequirements,related SDG&ES
forecastsmandthe2015/2020detailedvisionstatementsprovidedintheVisionsectionof

thisSmartGridDeploymentPlan.q

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page234;

1

SB GT&S 0247996



L66LYT0 S®ID dS

Key . InFight Froject
e NewPFrojedt - Policy
B Folicy Goal smmae NewPoject - Value

Forecast EEmmE NewPoect - Plot

% SXRBESvart Gid Vision s Enterprise Project

Figure 6-5 _
0,000 users of online energy tools
B FconomicDRat 5% of peak ’
B 1% GHGemission reduction T 7000 MWpesk reduction
BE b 000 MW peak reduction Default dynamic eleciric rate —small commercial customers
Optional dy namic electric rate —Tesidential customers
8 circuits with *30%
PV under light loads,
0 with >20%
B 0% EE reduction from 2006
I C31:3000 MWof distributed solar
2@% of RPS from t}icj power
(4% of total generation) § 53 circuits with %30% PV under light
Provide usage data loads, 130 with 20%
0.000 customers using >%68 MWPY (CEG)
online energy tools . o
AT ) e "25 000 distributed renewables customers
90 MWV (residentialand C&l} 60,000 PEVs
, &
B Provide real or near real-time access
to usage data
1000 PEVs
a8 E\sj‘»f\fresi{isn;iak 16 MWtotal v ’ %
%
NMIOHINN <
COMMUNITY SOLAR
&
E
2006 20% 208 2020

B Zeronet energy—100% new

residential construction

30% GHGemissions reductionto B0 levels
20% reduction in non-petroleum fuel use
33% Renewable Portfolio Standard
Governor's Clean Energy Plan proposes
12,000 MW of localized renewable generation
200 MW PV (CEC)

280,000 PEVs

SDG&E Smart Grid Vision: by 2015

@ SDG&E, customers and ot her third parties
continue to instali energy storage to enable
more efficient use of renewable resources
and to reduce overall base load generation
requirements

é SDG&E is relieving congestion by utilizing
dynamic line ratings and synchrophasor data
to operatethe grid more efficiently

@ Cost-effective energy storage—either utility,
customer, or third party owned —is helping to
resolve voltage regulation, voltage flicker, and
intermittency of renewable resources

@ Residential distributed generation output has
metering and control options enabled by HANs

SDGEE Smart Grid Vision: by 20290

§ Synchrophasor data is being used to assess the
condition of the grid and respond to changes
before they become problems

43 Advanced inverter controls (for both distributed
and central station renewables) are utilized for
the smoothing of intermittency issues associated
wit h solar photovoltaics and wind resources

§é SDG&E is providing optionsfor customersto
sell out put from their electric vehicle, PV system
or storage device to optimize overall system
efficiency and costs

www sdge.com/smartgrid
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6.4.3 ELECTRICWVEHICLEZGROWTHH

i

SDG&Eispreparingforelectricvehiclegrowthbyaddressingtheserriticalareas:

ChargingiTechnology&infrastructure—SupportwidespreadandconvenientPEV;

chargingppportunitiesincludingthirdparty, customerandutilitychargingstations.

Rates/Pricing/Incentives—Developandpromotepattractivecost Lbased10ff Lpeakw
chargingratesthatencourage PEVcustomerstorchargevehiclesduringoff Lpeaki’wours,w

whenthereissufficientsystemrcapacity.

EfficientUtility Systemiintegration—Expand-utilityicharginginfrastructureiin@mannenr
thatenablesthesafe, reliableandefficientintegrationpfPEVchargingioadswiththe

utilitygrid,includingseparate, aswellasjargechargingstationetworks.;

SupportforMarketDevelopment—-Supportthegrowthpofthe PEV-marketwith
customer ’focusedsensitivities,qwhilewproviding15upportwserviceswtowelectricwehiclew
servicesproviders{EVSP)andrelatedindustries.\Providesupportforawvarietyof PEV
customersandstakeholderswithservices{e.g., metering, billing, backpffice, field;
support), sswellaseducationandoutreachforhomeandmnon Lhome1charging:Tpt.lblic,w
private,commercial, multi Lt.mitqdwellings,wsingleqfamiIy,7contractors,7EVSPs,7

municipalities, OEM+/dealerships,tradesllies, mediaandfleet.;

TopreparefortheefficientintegrationofPEVchargingloads, SDG&Eismonitoring PEV7
EVSP-nstallationsintheeventthattheseloadsrequireservicetransformerupgrades,;
includingtheusepoftransformersensorssandpothermonitoringtechnologies.mThese;
capabilitieswillprovidejnformationtoengineersendoperatorseboutthestateofthe
gridincludingdistributedresourcesandioadsgttheiocationpfthesetargetedy
transformers.7Thesesensorsthavethepotentialtoallowincreasedtransformerrcapacity

utilizationandaccommodatefuturejoadsincliuding, butnotiimited, toPEVs.7m
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AdistpofthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheElectricVehicleGrowthprogramincludesthefollowing:y

PubliciAccessChargingStations Hlnstallatiomoﬁutilitwowned,publicwaccessqchargingw

facilitiesforEVs.7Projection:1129-1Level2-stationsand13+FastiChargestationsin2012.5

SmartiTransformerstinstallationofsensorspondistributiontransformersplusancillary;
communicationtechnologytomonitorandreportioading,andtransformercondition.
ThiswillimpactthenumberoftransformersreplacedendpverloadedbyPEVsand-heaty

storms.;

PIug1n-EIectric-|\IehicIes-|'1nfrastructure-Upgradesw—WU pgradestotheelectric
distributionsystemtoaccommodateincreasednumbersofPEVs.TUpgradesinciude
facilitatingcustomerpanelupgrades,upgradesofresidentialdistributiontransformersy

andupgradespofprimarydistributionfeeders.y

VehicletoGrid1(V2G)PilotT HThiswpilotwresultswini ntegratingstationarypatterieswith
fastpublicendprivatechargingfacilitiesandincludesimplementationpofsites/unitswithy
communicationandcontrolsprotocol, testingiofamicro H’\etworkqoﬁPEVWChargingwnitsw
with-EVSPandtechnologypartners, micro H’\etworkwtesting,protocolTefinementqwithw

automotivemanufacturersandPEV-integrationtesting.]

EV-Studyt+Rates|E)+SDG&Ejisstudyinguptoil,000-PEVowners’'chargingpatternsy
usingexperimentalratesdesignedtoencouragepoff Lpeak1charging.wTheTesultsqoﬁthew

studywillbeusedtodesignfuture EVchargingrates.

Thetimeline1of SDG&E’sElectriciVehicleGrowthprogramijsshowninFigurep L613elow,7
includinghowthattimelinerelatestorstatepolicyrequirements, related SDG&Er
forecastsmandthe2015/2020detailedvisionstatementsprovidedintheVisionsectionof

thisSmartGridDeploymentPlan.q
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Figure 6-6

50,000 users of online energy tools

B 77p00 MW peak reduction
? Default dynamic eleciric rate —small commercial customers

B FconomicDRat 5% of peak
B 1% GHG emission reduction
B 1000 MWpeak reduction

Optional dy namic electric rate —Tesidential customers

B Provide usage data
10,000 customers using
online energy tools
13000 customers, 48 MW
residential 90 MWtotal
distributed renewables

25,000 distributed renewables customers
>168 MW PV (CEC)
>60.000 PEVS

B 0% EE reduction from 2008
B CS1:3000 MWof distributed solar

B Provide real or near real-time access to usage data
1000 PEVs

[N

&

VEHICLE TOGRID
H . %

EV STUDY (RATES)

2008 200 206 2020

Zero net energy —100% new

residential construction

30% GHG emissionsreduction to 890 levels
20% reduction in non-petroleum fuel use
33% Renewable Portfolio Btandard
260,000 PEVs

SDG&E Smart Grid Vision: by 2015

PEV growth is supported and encouraged through
the application of new technologies to manage
customer load and facilitate EV charging to
minimize impacts to the grid

% SDG&E is providing options for customersto
prioritize and control load to accommodate
distributed intermittents and efficiently
integrate plug-in electric vehicles

§ SDG&E, through metering and related measures,
is tracking electricity used for transportationin
order to earn Low Carbon Fuel Standard credits
on behalf of customers

SDGEE Smart Grid Vision: by 2020

SDG&E is providing optionsfor customersto sell
energy from their electric vehicle, PV system,

or storagedevice to optimize overall system
efficiency and costs

4} The market continues to integratethe
aggregation of distributed resources, plug-in
electric vehicles, and energy storage

www sdge.com/smartgrid
© Jure 20M%n Dego Gas &Hectric Corpary. Al copyright and trademark rights reserved,



6.4.4 RELIABILITY - ANDSAFETYq

i

gDG&E’szeliabilityqandﬁafetyprogramgoalsqarewtowaintaimand/orimproveTeliabilityw
andsafetyinresponsetotherhallengesassociatedwithrenewablegenerationandy
PEVs.7SDG&Ewilllaccomplishthisigoalbyimprovingmeasurement,control, protection,;
datarecording, andmanagementandoptimizationcapabilities.Tinitially, SDG&E-willy
focuspnincreasingthemeasurementandrecordingacrossitsgrid, providingthepbasisy
foranincreasedunderstandingpfgridperformanceandthesbilitytoperformdetailedy
analysisonpastevents.finthefuturethiswillenable SDG&Etoimplementrtontrolandy
protectionprojectsthatwillimprovethegbility of SDG&EandtheCAISOtognticipate
problemsandrespondtothemyautomaticallygndmanually. iThedatawillalsoallowfor

programsthatwillstabilizesndoptimizethegrid, slsoimprovingitsresilience.q

SDG&E’stechnologyinvestmentswillcombinewithinvestmentsitismakingtoexpand;
itscontrolcapabilitiesgndfurtherjtsgoalofprovidingfasterisolationoffaultedelectricy
distributionrircuitsgndbranches, resultinginfasterjoadrestorationgndisolationiofy

systemdisturbances.

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheReliabilitysandSafetyjprogramincludesthefollowing:;

AdvancedGround-FaultDetection+—Developmentiofalgorithmsthatwillutilizen
availabledataandperformanalyticevaluationstodetermineoptimalactions.7Purchase;
ordevelopexistingprotectionequipmenttosupportimprovedanalyticandcontroh

functionality.q

AdvancediWVeatherftationintegrationandForecastingCapabilities Optimizationofy
advancedweathermonitoringinformationtodevelopenvironmentalforecastingtools]
thatfacilitatemandienhancedeploymentstrategiesduringinclementweatherconditions,;
includingRedFlagevents.miThisinformationcanbefurtherieveragedforrenewable;

generationforecasting.q
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WirelessFaultedCircuitindicators—Implementationofwirelessfaultedrircuity
indicatorstoproviderapididentificationsndiocationoffaulteddistributioncircuitsy

resultinginreducedoutagetimebyexpeditingpatrolandrestorationactivities.

ConditionBasedMaintenanceExpansiont+—Expansionof CBMtoselectedAkV
substationtransformerbankstoieverageqctualtransformerconditionstopptimize;

operations.]

Phaseidentification{E)q Hldentificatiomofwthephasepﬁeachqconductorqomawth ree Lphasew
feeder,aswellassinglephasebranchespnsalhcircuitsby2013.fiThiswillimprovethe

distributionsystemmodelsandallowforfuturesystemefficiencyimprovements.;

Smart'lsolation'and'RecIosingjLApplicationpfpff the Lshelﬁot.llseqclosingwtechnoloquatw
additionalpointsonthesystem.7SDG&Ehasalreadyappliedthistechnologywhichy
limitsthemmountpfenergythatSDG&Ere Lcloseshackwintowfaultedqcircuits,improvingw

publicsafety.y

ARCPDetection+—Developmentofrcapabilitiesforarcdetectionin230kVwunderground;
vaultsendpoverheadconductors.iThissystemprovidesradiofrequencyindicationtoan

inspectoratstreetieveland-helpsiocatefaulits.;

AutomatedFaultiocation—Developmentpfautomatedfauitiocationfortransmission
events,usingrelayeventsfromsalinetterminalstoimproveaccuracy.Thiswillassisting

servicerestorationgndputageduration.;

CompositeCoreConductor; HDemonstratiomoﬁ:ompositeqcoreqconductor1'nstallation.ﬂ
Thistechnology-hasthepotentialtoincreasertapacityratingsofexistingandnews

transmissionrcorridors.]

Advanced-fystemPlanningiTools] HDevelopmentwoﬁimproved1m0delswfornewwtypespﬁ
generation, suchassolarthermalandsolarPV,andtheusepfbetterweather
forecastingforimprovedgenerationforecasting,improvinggridperformancewith

renewablegeneration.y
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DynamiciVoltagegndVARControh Hlnstallatiomoﬁth reesynchronouscondensersat)
Mission, Penasquitosandilalega230kVsubstationstomitigatetheiossofsystem

inertiandassistinmaintainingwvoltagewithintolerances.;

EnergyftorageforiTransmissionReliability; Hlnstallatiomoﬁvariouswtypespﬁstorageqandw
otherfastactingtechnologiestomaintainend/orimprovetheveliabilityofthe

transmissionsystem.]

RealifTimeoltageStability Programt—Usageofnewapplicationsgnd-modelstoaliow

forwvariationsindispatchiandbetterutilizationofimportcapabilities.

Synchrophasors{Transmission); 1jDeploymentqoﬁmultiplewPM UsacrossSDG&E’sservice

territorythatwillenablewideareasituationalewarenesstapabilities.

ConvertManualiinefwitchestoRemote SCADADperations, HExpansiomoﬁSCADAqtow
additionalpointssonthetransmissionsystemtowallowformoreautomatedgridy

operations.]

FiberOpticCommunicationsfystems{(E)y HExpansiomoﬁthewﬁberppticmetworkwtoqalh
transmissionsubstations.TThissystemwillbeprimarilytoenablesystem-protection,

capabilitiestbutcantbeleveragedforptherSmartGridcommunicationneeds.

Thetimeline1of SDG&E’sReliabilityandSafetyprogramisshowninFiguref L77below,7
includinghowthattimelinerelatestorstatepolicyrequirements, related SDG&ES
forecastsandthe2015/2020detailedvisionstatementsprovidedintheisionsectionof;

thisSmartGridDeploymentPlan.q
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Figure 6-7

SMARTISOLATIONG

ADVANCED VISUALIZATION

BE rconomicDRat 5% of peak
B My GHGemission reduction
B 12,000 MWpsak reduction

METHODS

RECLOSING

Provide real or near real-time access (o usage dala

1000 PEVs

T Provide usage data

10,000 customers using online
energy tools

BQG(} cusiomers, 49 MWresidential/ B 0% EE reduction from 2006

~ AUTOMATION FAULT LOCATION (TRANSMISSION)

50,000 users of online energy tools

B 177000 MW peak reduction
Default dynamic eleciric rate —small commercial customers
Optional dynamic electric raie —Tesidential cusiomers

B Potentialenergy storagetarget

>25 000 distributed renewables customers
168 MW PY (CEC)

60,000 PEVs

B CS1:2000 MWof distributed solar

&

T

R

} REAL TIME TRANSMISSION
VOLTAGE STABILITY PROGRAM

2008

206 2020

FPotential energy storageiargst

Zero net energy —100% new
residential construction

30% GHGemissions reduction to B0 levels
20% reduction in non-petroleum fuel use
33% Renewable Portfolio Standard
*260,000 PEVs

~ ADVANCED WEATHER STATION INTEGRATION/ FORECASTING CAPABILITIES

SDG&E Smart Grid Vision: by 2015

§ Automatic fault detection, isolation, and service
restoration capabilities are being enabled,
requiring minimal human intervention and
leading to improvement in outage restoration

T I ———
3 ( ) é Cost-effective energy storage—either utility,

customer, or third party owned—is helping to
resolve voliage regulation, voltage flicker, and
intermittency of renewable resources

SDGEE Smart Grid Vision: by 2020

@ SDG&E is enabling differing levels of reliability,
based on customer needs/preferencesfor seif
sufficiency (particularly for C&l customers)

§ Synchrophasor data is being used to assess
the condition of the grid and respond to changes
before they become problems

§ Highly reliable network services are deployed to
targeted areasto ensure continued availability
for mission critical applications

www sdge.com/smartgrid
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6.4.5 SECURITYq

i

%DG& E’sSecurityprogramguidesacomprehensivesetofcapabilitiestoraddressther
increasedphysicalandrcybersecurityrequirementsassociatedwiththedevelopment,;
implementation,andpperationoftheSmartGrid’ ssystems.TheSecurityprogram-wilh
focusondevelopingpolicyandstrategy, upgradingthesecurityinfrastructure, managing
SmartGridrisk,andextendingsecuritydailypperations.fiTheprogram-isdesignedto

supportthetenetsofSDG&E’ssecuritystrategy:y

AdherencetoSecurityPrinciplesy
Broaden-Awareness
ConvergefSecurityfGovernance]

DistributeSecurityControlsy

TheprogramsupportsSDG&E’ssecurityprinciplesbyincorporatingthemmacross
projects.Forexample, keyprinciples, suchasglignmenttorole Lbased‘accessrontroh
withseparationofcriticalduties, sreincorporated-inconfigurationchangecontroh

projects SDG&Eplanswithinsecurityicompliancemanagement.7

SDG&EFE’sSecurityprogrambroadensawarenessinternallysndexternally.Activitiesare;
dedicatedtovreal Ltimewsituationahawarenesswoﬁsecurity—pontrols.wProjechobjectivesw
includeenhancingrcurrentpolicies,informingparticipants, suchasemployees, third;
parties,andrcustomers;pofthesharedobligationtoprotecteveryindividual’ sprivacyand;
security.7Additionally, plannedinvestmentsdrivemechanismstorcommunicaterelevanty
securityinformationemongmacollaborativetommunitytofacilitatefindingandresolving

potentialproblems-faster.q

SDG&E-achievestconvergedsecuritygovernancepbyincorporatingstandardsand;
interoperabilityintosecuritymanagementprojectssothatsecuritymanagementrtanpe;

centrallymanaged.Securitycapabilitiesiarepolicydriventosupportcoursegrained;
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securitycontrols,sndsecurityprojectsdefinecentral,integratedsecurityprocessesto

enableSDG&Etorespondeffectivelyasarsingleunit.q

Finally, SDG&E’sSecurityprogramplacesjandexecutessecuritythroughoutthemnetwork
toresistattack, distributeriskhmanagementdecisions,asndsupportapplicationievel
security.Thisdistributedsecuritycontrolellowsdecisionstoreflectiocalbusinessy
needs,whiletheygregoverned-byenterprisepolicy. Pilotsaredefinedtoexpand;
SDG&E’scapabilitiesarounddistributednetworkprotocolssupportingthisdistributeds

securitycontrol.;

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanforthefSecurityprograminciudesthefollowing:

Security Event&incidentManagement(SEIM)Refresh HlnstallatiomoﬁSEle
technologytoreplace SDG&E scurrentSEIM-infrastructure.iTheprojectwilldesignand;
implementwaSEIMservicethatsupportscurrentproductionandregulatory;
requirementsandgfoundationforstrategicutilityprograms.iThiscapabilitywilly
streamlineandenhancemanagement,trendgnalysis, slertreportingesnd-escalation

processes.’

SubstationPhysicalSecurity Hardeningt+installationpfphysicalaccesscontroland;
monitoringforsubstations,andenhancedrcapabilitiesfornetworkmonitoringrofaliarm,

systems.]

SecurityMetrics, Reportand-Awareness|Cyber)—iThisprojectwillenhanceinternah
andexternalsecurityawareness,collaborationgnd-training, aswellassecurityand;

compliancemetrics,andriskreporting.7m

SecurityCompliancetManagement{Cyber)—Implementationpfaicompliancecontroh
framework, securityfeaturesandrontrolbaselinesandronfigurations,aswellas]
compliancecontrolunification, sttestationandtestingrautomationforsecurityand;

compliancerequirements.’
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SecurityiThreatandVulnerabilityfManagement{Cyber)—Enhancementstothe
hardware/softwaresecuritytestingmndwvulnerabilitymanagementprogram;testingand;
monitoringrof-SmartGridsecuritycontrols;Toperationalcompliancermonitoring{SOX&
NERC/CIP);datalabelingandtagging,compliancemanagementsolution;ctybersecurity,

testing-Rassessmentprogram;TCISstandards;auditendrecordsretention.

SecurityincidentiManagement{Cyber)—Implementationpfsolutionsforvulnerability;
assessmentiandmanagement;hardwareand-firmwaresecurityassessmentiandrcoder
review.Timplementationofprocessesandproceduresfordatarlassification,handling,
markinganddisposal.TiTheseapabilitieswillhelpensurerconfigurationandassurance

verificationfandtesting; threatandwvulnerabilitycollaboration.T

SecureDistributed-NetworkProtocol{DNP)Pilot 17This1orojectqwilhdevelomSDG&Ew
standards/guidelinesfortheimplementationfanduseofsecure SCADAtechnologyfor
electrictransmissionanddistribution.7ThetechnologywillthaveprovenTeliability,;
security, robustness; meetjatencyandreal Ltimewapplicationswrequirements;wandprovidew

robusttwo lWaw:ommunications.ﬂ

InformationSecurity ResearchE)+fecurityresearchactivitiessupportingSmart-Grid;y
technologiesandyprojects.Monitorstandardsdevelopmentiandptherbestpracticestor

ensureexternalalignment.

Thetimeline1of SDG&E’sSecurityprogramisshowninFigure 6.8 below,includingthown
thattimelinerelatestostatepolicyrequirements, related SDG&E-forecastsandthe
2015/2020detailedvisionstatementsprovidedintheVisionsectionofthisSmartGrid;

DeploymentPlan.y
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g SXRESvert Gid Vision s Enterprise Project

Zero net energy —100% new
residential construction

30% GHG emissions reductionto B0 levels

20% reduction in non-petroleum fuel use

33% Renewable Portfolie Standard
260,000 PEVs

SDG&E Smart Grid Vision: by 2015

% SDGS&E continues to ensure that secure
Smart Grid technologies are being applied

Figure 6-8 0,000 users of online energy tools
ool B R
R e
B Provide usage data 5000 distributed renewables customers
;:;{S%i ;L;;;‘gmers using {:znuine 58 MW'%“"” s
%j ;%}:5%;25%5 N | BE 0% EF reduction from 2006
BE Csi:3000 MWor distributed solar
= F%&\ziz::j% re%u or near real-time access to usage data
2005 20 20%6 2020

to the electric distribution system that are
highly resistant to outside intrusion or other
unauthorized uses

Q Smart Grid network security continues to
improve, further preventing unauthorized
access and incorporating responsive intrusion
detection and prevention measures

SDGEE Smart Grid Visionz by 2020

ﬁ SDG&E continues to work with technology
providers to develop new control systems that
automatically detect attacks and reconfigure
to resist attack

§ Smart Grid applications provide detailed
logging of events enabling tracing and
correlation for improved security, problem
resolution, and performance monitoring

www sdge.com/smartgrid
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6.4.6 OPERATIONALEFFICIENCY,

i

%DG& E-hasdesignedtheOperationalEfficiencyprogramtogadvance SDG&E’ snetwork
monitoring, pperatingandioptimizingcapabilitiestoachievemoreefficientgridy
operations.jnvestmentsareplannedtoimproveimonitoringendmeasurementwith
technologiesthatsassistinthedetectionpfenomalieswith-greaterefficiencyandy
effectiveness. 7SDG&Eplansinvestmentsthatfacilitatethegvailabilityanduseofkey
networkinformation, suchrasmodelingtoolstoimprovetheefficiencypfnetworky
planningprocesses.Severalprojectsfacilitatetheoptimizedpperationofthegridy
utilizingremotemonitoringendreal Ltimewresponsiveness,wsuchwaswthewOutagew
ManagementSystem/DistributionfManagementSystem{OMS/DMS)anddynamicy

transmissionijineratings.T

SDG&EFE’sinvestmentsoptimizinggridoperationaddressppportunitiestoimprovepower]
flowaswellasgenerationcoordination.investmentsinidynamiciinegndfacilityratings;
willgllowoperatorstomakereal LtimeqdeterminationsWOﬁagridwelement'sqabilitywtoqcarryw
loadbasedonelectricalgndenvironmentalconditions.inconjunctionwithSDG&Er
investmentsingridoperationalcontrolsuchasthedistributionomanagementsystem;
implementation,operatorswillbegbletoconductreal Ltime1oa<:htransferwtl’1roughTeaI L
timefeederreconfigurationandpptimizetorelieveloadpnequipment,improveassety

utilization,improvesystemefficiency,andenhancesystemperformance.T

Collectively, SDG&E’sinvestmentsinpperationalefficiencywillimproveitsabilityto;
planandopperatethegridwhiledeliveringkeyenvironmentalbenefitstyenabling;
alternativeresourcesandmoreefficientlydeliveringpower.7Additionally, sometpfthese

investmentswillplayskeyroleiniempoweringconsumers.T

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheOperational-Efficiencyprogramiincludesthefollowing:
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WeatherStation-l\letwork-(EhHExpansiomoﬁthewfou rthiargestweathernetworkinthe
nationtosupportimprovedpperationaldecisionmakingduringradverseweather
conditions.Theexpansionpftheweathernetworkwillalsoenhancejtsmanagementpfy
currentandfuturerenewableenergygeneration.jiThecollectioniofreal Ltimewwind,wsolarw
radiation,barometricpressure,andsatellitedrradiancedatawillbeusedtoforecasty
solarPVandwindgenerationenergyproduction.TModelingandforecastingthemicro L
weatherclimateofSDG&E’sserviceterritorywilllenhanceitsabilitytopredictPVandy
windenergygenerationpeaksandexpectediowsthatoccurfromthenaturalwvariations,
innweatherpatterns.7Thiswillenable SDG&Etomanagethetransmissionandy
distributiongridatehighlevelpfefficiencyandhelptomanagethedispatchofy
resources.TFinally, thisreal Ltimeqweatherqdataqcambewsedwtowsupportqdynamiciinew

ratingspyfactoringintemperatureandwindformaximumiineratings.

MicroPileDistribution)—Micropilesi{alsocalledminipiles)arehigh Lperformance,w
high Lcapacitywdrilledqand*groutedpilesqwithwdiameterswtypically75"1—712".T1Generally,7
micropilesareqapplicablewhenthereareproblemswithusingctonventionaldeep
foundationsystems."WhilenotatraditionallSmartGridtechnologyproject, thisprojecty
leveragesinnovative'materialsandrconstructiontechnologiesendhelpsminimize;

environmentalimpactspftheelectricsystem.m

ARCPDetectiont+DistributiontFEvaluationenddeploymentpfthistechnologywillassisty

infirepreventionmactivitiesthrough-SDG&Epackcountryareas.]

3D-ModelingUsing PLSTCADD/LIDAR+Thisproject-willapplystate of lthe ]artwcomputerw
modelingtechnologytoexistingutilityinfrastructure,usingconventionalorLIDAR"
surveydata.TThistechnologywillprovide SDG&E-withbetterinformationregarding

criticalspansandgroundclearancethatcanimpactsystemreliability.q

DistributedEnergyResourceManagementSystem{DERMS) Thisprojectwilloptimizer
resourceutilizationinresponsetosystempperationalevents,.environmentaland

equipmentrconditions{collectivelyreliabilityevents), andmarketpriceconditions.
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DERMS1includesseveraldifferent, butintegrated, softwarecomponentsthaty
incorporateadvancedpptimizationglgorithmstodispatchdemandendsupplyside
resources,including DR, storage,andPEV-Charging{monitoringandcontrolofbatteries

atpublicchargingstations).

Condition 'BasediMaintenancetransmissionqand-Distribution-Condition-based-
maintenancewillusetechnologytomssesstherxonditiongndperformanceofsubstationy

transformersandpreakerstoimakebettermaintenancedecisionsandoptimize@ssets.

IRInspectionforDistribution L;Apply‘a‘structuredj'nfra Lred1’nspection1orogram7towthe7
distributionsystemtoreduceequipmentfailures,jeveraginggroundand/orgaircraft L

basedymethods.y

Geographic1nformation-ISystem'(GIS)‘lleplementatiomoﬁamenterprisegeographicw
informationsystemthatwillimaintain, snalyzeendmapdataenteredinelectronic
formatandintegratewiththe OMS/DMStoensureup lto LdateTwetworanodelsqarewsedw

insystemoperations.]

OutageManagementfystem/DistributionfMlanagement-System(OMS/DMS)+
ReplacementofanexistinglOMSandiinstallationpfanew DMStoimproveputage
restorationandresponsendidentifypotentialgridissues.TiThissystem-willprovide
operatorswithimprovedrapabilities, particularlyinstormrconditionsandreduce;

manualprocesses.

Automated-Facility RatingSystem L1This1o rojectwillcreateenewdatabasetogutomater
developmentoffacilityratingsandallowequipmentratingrownerstoenterdatas
directly.ThiswillprovideupdatedinformationtoOperationsandEngineeringaswellas]

providemnaudittrailforNERCreliabilitystandardscompliance.q

SmartSubstations{E)+Upgradesofpldelectro Lmechanicahrelayswtmsolid LstateTelaysw

tosllowforimprovedprotectionschemesand-functionality.y
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MobileFieldForce Deployment{E)1=Thisiprojectiincludesfieldischedulingiandidispatchy
(FSD),widerwutilizationof mobiledataterminals{MDTs)forsuchinitiativesasSupervisor
Enablement{SE),improved-workimanagementsystemsandtheConstructionPlanning;
and-Design{CPD}initiative.iTogether, theseprojectswillimprovetheefficiencyof

SDG&E’sfieldforcesthroughimprovedicommunicationsendautomation.;

DynamiclLineRatings+—iThisprojectwilldeveloprcriteriaforapplicationspnthey
transmissionsystem,andinitiategpilotprogramwiththeCAISOtouseDynamicy
TransmissionLineratingsingenerationdispatch.Sensorswillbeijnstalledoniinestor
monitortensionandtemperatureconditionsinprdertodeveloprealtimedynamic

conductorratings.’

Thetimeline1of SDG&E’sOperationalEfficiencyprogramisshowninfFigure6.9below,]
includinghowthattimelinerelatestorstatepolicyrequirements, related SDG&Er
forecastsmandthe2015/2020detailedvisionstatementsprovidedintheVisionsectionof

thisSmartGridDeploymentPlan.;
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ng(ﬁ‘e 6-9 50,000 users of online energy tools
B FconomicDRat 5% of peak B 17000 MW peak reduction
B 1% GHGemission reduction Default dynamic eleciric rate —small commercialcustomers
B tooo MW peak reduction Optional dynamic eleciric raie —Tesidential customers
B Provide usage data
15,000 customers using
online energy tools B rotentialenergy storagetarget
13,000 customers, 45 MW 5,000 distributed renewables customers
residential/ 90 MWiotal > 5 (e
distributed renewables B8 MW PY (CEC)
60,000 PEVS
‘ B 0% EEreduction from 2006
= Provide real or near real-time access B CS1:3,000 MWof distributed solar
to usage daia
1000 PEVs
& &
DISTRIBUTED ENERGY o
RESOURCE MANAGEMENT SYSTEM
- AUTOMATED FACILITY RATING SYSTEM
DYNAMIC LINE RATINGS (TRANSMISSION)— S
&
& .
2008 2010 206 2020

FPotential energy storage targst

Zero net energy —00% new
residential construction

30% GHG emissionsreductionto 1890 levels
20% reduction in non-petroleum fuel use
33% Renewable Portfolic s
260,000 FEVs

tandard

SDG&E Smart Grid Vision: by 2015

% Improved distribution system voltage regulation
through energy storage, automated capacitor
switching, and other devices results in lower
system losses

SDGEE Smart Grid Vision: by 2620

% Ancillary service markets allow use of
distribution level resources supporting the
transmission system and resulting in improved
system performance

% SDG&E's Distributed Energy Resource
Management System is fully functional and
interfacing with customer loads and resources,
supporting efficient utilization of distributed
energy resources

€8 SDGBRE is utilizing time series data and event
correlations to provide predictive capabilities
that improve asset management, system
operating performance, and health

www sdge.com/smartgrid
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6.4.7 SMART-GRID-RESEARCH,[DEVELOPME NT-ANDDEMONSTRATION-
(RD&D)A

H
1

ManySmartGridtoolsandtechnologiesanticipatedtobewvailableinthefutureare;
nascentorstillintheconceptualstage.TiThetechnicalrequirementsand-functionalityy
arenotdefinedandtheimpaction SDG&E’'spperationsisnotfullyunderstood. SDG&E
SmartGridResearch, DevelopmentandDemonstration{RD&D)program-incorporates)
pilotssandthedevelopmentpofanintegratedilTestFacilitytoqaddressthesegreasofy

uncertainty.]

SDG&EplanstoimplementanintegratediTestFacilityasatestbedforSmartGridy
technologies.Aspartioftheefforttointegratetechnologiestoimprovetheelectric
powersystems’reliabilityandefficiency;facilities, systems,andpersonnelwill-ber
requiredtotestinteroperability, functionalityandeffectivenessinimeeting
requirements.Theintegrated-TestFacilitywillallowintegrationtestingrofmultipley
complexhardwareandsoftwaresystemstomprisingSmartGridtechnologies.”
LeveragingspacegtranexistingSDG&Ebuilding, theprojectwillimplementnecessary

upgradesandequipmenttorreatethesexapabilities.;

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheSmartGridRD&Dprogramincludesthefollowing:y

Microgridy LSDG& E’sBorregoSpringsMicrogridddemonstrationprojectusesSmartGrid
technologiestointegratemndmanagedistributedresources,sndwilllenablether

demonstrationofislandingofenentiredistributiontircuitfromthewutilitygrid.;

IntegratediTestFacility; L1Th isprojectwillconstructfacilityupgradesandpurchaseand,

installrequipmenttorcreateeSmartGridintegratedtestfacilityssdescribedabove.q

FlexibleDemand-Pilot; 1wThis1oroject1'swdesignedw’towworkwwithwthewCAlSOwtoqaggregatew
manysmallbatteriespnthedistributionsystemintooneiargerentitythatcanbidinto
theCAISOmarkets.q
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RD&DPmartGridRelatedProjects; LTheseRD& Dprojectsareprganizedintomultiple
programareaspf RD&D{operations,customerapplications, cleangeneration, clean
transportation,renewablegenerationandprogrammanagementandrelated)and;
include{amonguothers)standardsandprotocols, customerDERintegration, next

generationDER@andnext lgeneratiomenergyws’tora,cgewsystems.w

Thetimeline1of SDG&E’'sRD&Dprogramisshown-inFiguref L1Owbelow,1'ncluding1'10W7

thattimelinerelatestostatepolicyrequirements, related SDG&E-forecastsand-the

2015/2020detailedvisionstatementsprovidedintheVisionsectionofthisSmartGrid;

DeploymentPlan.y
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Zero net energy —100% new
residential construction

30% GHG emissions reductionto B0 levels

20% reduction in non-petroleum fuel use

33% Renewable Portfolie Standard
260,000 PEVs

SDG&E Smart Grid Vision: by 2015

% SDG&E is helping advance the development
of protocolsthat enable full integration
of customer Distributed Energy Resources

@ SDG&E is demonstrating the benefits of energy
storage and communications with conventional
technologies in practical applications

£ SDGRE customers have the ability to control
loads autonomously and many have adopted
energy efficiency technologies to attain zero
net energy objectives

SDGAE Smart Grid Vision: by 20620

€& SDGRE continues to work with the industry to
develop interfaces with customer loads to aliow
dynamic control and regulation

% Widely adopted NIST standards are creatinga
ubiquitous market of plug-and-play networked
devices in homes and businesses

Figure 6-10 _
50,000 users of online energy tools
B FconomicDRat 5% of peak 5 " )
B 1% GHGemission reduction B 77p00 MW peak reduction
B 12.000 MWpeak reduction Default dynamic electric rate —small commercial customers
- Optional dy namic electric rate —Tesidential customers
B Provide usage data o
0.000 ; . i »25,000 distributed renewables customers
, customers using online .
energy tools >168 MW PV (CEC)
BOO0 customers, 4G MW 60,000 PEVE
residential 90 MWiotal . .
distributed renewables B 0% EE reduction from 2006
B CSI1:3000 MWof distributed solar
B Provide real or near real-time accessto uga‘ge data
1000 PEVe
INTEGRATED
TEST FACILITY
ELEXIBLE
DEMAND PIL OT
RD&D SMART GRID RELATED PROJECTS
STANDARDS AND PROTOCOLS
DER & RENEWABLES
ENERGY STORAGE
2006 20% 208 2020
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6.4.8 INTEGRATEDJANDCROSS 'CUTTING SYSTEMS

]

SDG&Erecognizesthatsomeproad Lbasedi nvestmentsarerequiredtoamchieveSmart
Gridcapabilities.Ingreassuchyasapplicationplatformdevelopment,datamanagementy
andyanalytics,-andgridcommunications; anintegratedinvestmentapproachwillensure
thatcostseremanagedefficiently-whilexcreatingtheplatformtodeliverstreamsofy

benefitsacrossSDG&Epperations.T |

SDG&E-willHnvestin@anext Lgeneratiomapplicationjolatformwtomﬁeetwthejdemandsqoﬁitsw
SmartGridinvestments.linvestmentsinienterpriseinformationmanagementwillensure’
thatinewSmartGridequipmentforgridoperationscanreadilyctommunicatewithnewn
andjegacyequipmentendactontheinformationexchanged. TSDG&Ejnvestmentsin
communicationswillconvergeintoasinglepurposecommunicationsetwork,working-
towardaunifiedcommunicationshetwork.iTheshort Lterm1’nvestmentswenhanceqandw
buildinewcommunicationsinfrastructuretoienablenewsensor, metering, maintenance,;
andgridassetcontrolnetworks..Mid Lterm1’nvestmentswextendWSDG&E’swphysicahandw
logicalmetworksecurityperimetertoenableincreasedsecureinformationexchange
withSDG&E, servicepartnersandcustomers.TiThejong Lterm1’nvestmentsqwilhex’tendw
thetransitiontogunifiedcommunicationsinfrastructure, furtheringeasily Lenabled‘anch

secureijnformationexchangebetweenfSmartGriddomains, systems,andparticipants.y

AdistpofthespecificprojectsthatSDG&EjsincorporatinginjtsSmartGridDeploymenty

PlanfortheintegratedandCross Lt:t.lttinf,’wSystems1orogram1'nc|udeswthejfollowing:w

LowPowerWideArealCommunications Network’ 17This1oroject13uild510utwthe1ow L
speedwirelessinetworkandbackhaulconnectivitytoenableelectricT&Dtodeployand
monitorfaultcircuitindicators{FCis)andtomoreeffectivelymonitoraviationiights
required-foraviationsafety.TThisincludessupportfortheSunrisePowerlink, new
aviationiights, faultedrcircuitindicatorsforHighRiskFireAreas{HRFA),andotherFCisy

andaviationiightsneeds.Thiscapabilitywillalsoprovidefaultnotificationandy
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integrationwith OMS/DMSandptherinfrastructuremndcommunicationmonitoringy

systems.Tq

ClSCO‘Data'Archiving'(EhLGrowthimdatawolumewandincreasedsizeqoﬁthejdatabasew
canyieldperformancedegradationtobatch,onlinesnddistributedprogramsassociated
with-SDG&E’scustomerjnformationsystem{CISCO).7Thisprojectwilldevelopadataiife;
cycleforCISCOdatawiththegsimpofreducingdatabasesizesendimprovedpnline,web

servicegndbatchprocessperformance.

CISCOReplacementyUpgrade{Eh L1SDG&CISC07WiIhneedwtoiaeTepIacedqor*rsigniﬁcantly1
upgradedasvariousSmartGridtechnologiesareimplemented.iThexcurrentcustomery
informationsystemwasputinserviceinapproximately 1998, andSDG&E@anticipates

thatreplacementorsignificantupgradeswillbenecessaryinthe2015+712020period.;

DataManagementandAnalytics] HThewDatawManagementwandenaIyticswproject“[Wilh
provideaninfrastructuretto-housethewvastamountspfnewdatagenerated-bySmart
Gridandwillmakeitgvailableforanalysispnenear lreal Ltimewbasis.ﬂNewwanalyticswtoolsw
willbedeployedandspecificallytailoredtotheSmartGridbusinessdomainstouncover
agreaterunderstandingofthisinewdatajnjareassuchas:Predictive-AssetMaintenance,;
Demand-Forecasting, Situational+Analysis, OptimizationsndCustomerlUsageAnalytics.T
Underlyingfoundationalcapabilitiesincludeiensuringthatinternalcompanydatais

consistentlyusedandpalignedwith-external-SmartGridindustrystandards.T

SDG&EGridCommunicationsfervicestSDG&EGridiCommunicationServiceswilly
implementenadvancedwirelessctommunicationssystemthatwillallowSDG&Eto7
monitor,communicatewith-andcontroltransmissionanddistributionequipment,thus]
acceleratingdeploymentofSmartiGridapplicationsanddevices.;TheNextGeneration
SDG&EGridiCommunicationsServicesprojectwilldeploynext lgeneratiomwirelessw
communicationstechnologytoimprovecoverage, capacity,andperformancetomeetsa

greatlyexpandedSmartGridcommunicationsiandscape.

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page2567

1

SB GT&S 0248018



PrecisioniTimefystem L1This1orojectqwilhassess,wtest,wandqdeponWStandardized1orecise7
timesynchronizationfortheelectricsystemand-harmonizethetimestandardswiththe;
informationnetwork.Standardizinghighlyprecisettimesynchronizationacrosstheutility;
systemswillbevitaltodeliveringSmart1Gridroperationaland-efficiencypbjectives.;
Currently,differenttimesynchronizationstandardsandprotocoisareusedwithinthe
electricsystem, whiletheNetworkTimeProtocol(NTP}ispredominantinthe
informationnetwork.SmartGridrequirementsforhighlyprecisetimesynchronizationis
drivingtheworkoftheNISTPriorityActionPlanPAP L13:ﬂHarmonizatiomoﬁlEEEWC37.1187

withl]EC61850@andPrecisionTimeSynchronization.]

Next lGeneration-|AppIication-PIatformq HDesigmandimplementatiomoﬁanext L
generationapplicationplatformtosupportSmart-Gridpperationandcustomen
enablement.iThenewplatformwillsupportwversatileapplicationdeploymentthroughy
web, mobile,jin LhousewHANqandqothers.wltqwoulchenablewreliableqandwscalableqoperationsw
andsupportimassiveparallelprocessingandenablecentralizedpolicysndentitlementy

managementanddistributedenforcementforapplicationandidevicesecurity.m

ImpIementation-pf-lnternet-ProtocoI-yG-(lPv6)-(E)-|HThis1orojectqwillwigratewtheWSDG&Ew
technicalinfrastructuretojeverageinternetProtocolversion6{IPv6)asakeyenabler
fordeployinggnincreasingsndwvastnumberofnetwork Lparticipatingwdevices,ﬂ'ncludingw
smartdevicesdeployedbyprojectsontheSmartGridroadmap.Thisprojectwilly
preparethenetwork, server,;andapplicationiinfrastructureneededtosupportthis;

migration.T

TheintegratedandCross Lcuttinquystemswprogramjwilhcontinuewtowevolveqandwprovidew
newandimprovedtechnicalcapabilitiesforallof SDG&E.Whilehotspecificallyincludeds
intheSmartGridroadmap,projectsthatdeliverimprovedtechnicalcapabilitieswillbe

leveragedbySmartGriddeployments.TSomeexamplesinclude:m

ffi Continuedserverconsolidationthroughvirtualizationtoreducethennumberpofy

servers,aswellastotalenergyconsumption.y
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ffi Meetingincreasingstoragedemandviadatade Lduplication,wthin1orovisioning,7
automaticdatatiering, sndimprovedstorageresourcemanagement.’
ffi A-wirtualmetworkperimeterenvironmenttoincreasenetwork-flexibility, security

reliability,andscalability.T

Thetimeline1ofSDG&E’'sintegratedandCross lr:uttinquystems1orogram1'swshown1im
Figurep Llﬁaelow,includinghowwthatwtimelinewrelateswtowstatewpolicwrequirements,w
relatedSDG&Eforecastsendthe2015/2020detailedvisionstatementsprovidedinthe

VisionsectionofthisSmartGrid-DeploymentPlan.y

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page258;

1

SB GT&S 0248020



1208720 S¥ID dS

P

5 5 "
A ;%‘ Sermnpra Fnergy uiity

-’

s 201 Smart Grid Roadmap

lmmmmml\ﬁmvs

InFight Project

Key
S NewFroject - Policy

B Policy Goal smmae NewPoject - Value

¢ Foreoast EEmmE NewPoect - Plot
& SRBESart Gid Vision s Erterprise Rroject

Figure 6-11

COMMUNICATIONS
INFRASTRUCTURE

B FconomicDRat 5% of pe%k
B M% GHGemission reductio
B 12.000 MWpeak reduction

E Provide usage data

energy tools

. BOOO customers, 40 MW
residential 90 MWiotal
distributed renewables

1000 PEVe

13,000 cusiomers using online

50,000 users of online energy tools

B 77p00 MW peak reduction
V Default dynamic eleciric rate —small commercial customers
Optional dy namic electric rate —Tesidential customers

225 000 distributed renswables customers
>168 MW PV {CEC)
60,000 PEVs

B 09 BF reduction from 2008

: Provide real or near real-time access to usage data

B CSI1:3000 MWof distributed solar

2008

208%

206

2020

B Zeronet energy—100% new

residential construction

I 30% GHG emissions reduction te 890 levels
B 20% reduction in non-petroleum fuel use
I 33% Renewable Portfolic Standard

260,000 PEVs

SDG&E Smart Grid Vision: by 2015

€5 SDGRE continues to enhance near real-time
analytic services for control room analysis (via
time-series or alternative analytic tools) enabling
predictive and geospatial analyses

£& Robust grid communications are enabling the near
real time and real-time information access required
operate the grid more efficiently

£ Smart Grid communications enabled along
distribution lines connecting Distributed Energy
esource and energy storage providers, enabling
timely and secure information exchange with the
CAISO markets

€& SDGE’s system integration platform is providing
improved interopersbility among different systems

SDGAE Smart Grid Vision: by 2020

% Fully integrated data systems enable a holistic
approach to data management improving overall
utility situational awareness regarding the state
of the grid

i SDG&E provides customers with opportunities
to participate in the market using open standards
and applications by leveraging time series data and
event correlations, as weli as meter data brought
together using system integrations

% SDG&E is enabling automat ic server workload
migration capabilities, based on availability, cost, and
source (fossilfuel, solar, wind generated)of power

www sdge.com/smartgrid
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649 WORKFORCEDEVELOPMENTA

i

SDG&E’st\WorkforceDevelopmentprogramenablestheactivitiesoftheptherprograms,

byensuringthatSmartGridrequirementssaremetbygskilledandpreparedworkforce.;

AdistpfthespecificprojectsthatSDG&EisincorporatinginijtsSmartiGridDeploymenty

PlanfortheWorkforceDevelopmentprogramincludesthefollowing:y

SmartGridOrganizationallChangeManagementT LﬂThis1oroject7WiIl1m.1t7in1olacewthe7
training, communication, policiesandpracticesnecessarytoensurethatastheimany;
SmartGrid Lrelatedinitiativeswareimplementedwthatwchangewanagementishandledw
consistentlyandeffectively.Thisinitiativedevelopsnewjobskillsforsomeemployees,;
newpositionsforptherrequiredjobskillsandnewbusinessprocessestoensure]

continuedcompliancewithregulatoryandsafetymandates.

Surveyilools{Eh HThiswprojectqwilhresulﬁ'm'mplementingwthewsurveywtoolsnecessarywtow
gaugeemployeeattitudestowardaendunderstandingpofvariousinitiativesbeingy

pursued.T

WorkforcePlanningilTools{E)—iThisprojectwillimplementthetoolshecessaryto

projectworkforcerequirementsandgidinplanningtomeetthoserequirements.]

SmartGridiWorkforcetManagementt+Thisprojectwillresultintheimplementationpfy
recruitingstrategiesandrclientpartnershipsnecessarytomanagetheSmartGridrelated
workforce. Forexample, SDG&EengineeringandiTdepartmentsthavestartedtorecruity
jointlyinanefforttogttractiand-hirestudentswithablendofelectricalengineeringand;
computerscience, computerengineering, and/ormanagementengineering

backgrounds.y

ChangeManagementilools{E)+iThisprojectwillresultintheimplementationpfthe

toolsnecessarytoensureeffectiveorganizationalchangemanagement.T
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SDG&Ehasastrongcommitmenttoensureijtsworkforcereflectstheiabormarketsity
serves. T herefore,aswithwllofitsrecruitmentstrategies, SDG&E-willensurether

outreachforallemploymentiopportunitiesrelatedtoSmartGridisinclusivetosall.m

Thetimeline1of SDG&E’'sWorkforce-DevelopmentprogramisshowninFiguret L127
below,includingthowthattimelinerelatestostatepolicyrequirements, related SDG&E-
forecastsmandthe2015/2020detailedvisionstatementsprovidedintheVisionsectionof

thisSmartGridDeploymentPlan.q
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Figure 6-12 . .
50,000 users of online energy tools B 7eronet energy—I00% new
B . i DR at 5% of peak residential construction
- 11;/??:(; ;mi;i{i:;;u;.' B 7000 MW peak reduction 1 30% GHGemissions reduction to 8O0 levels
BE 1000 MWpeak reduction | Default dynamic electric rate —small commercial customers BB 20% reduction in non-petroleum fuel use
’ Opticonal dynamic electric rate —Tesidential customers BB 33% Renewable Portfolio Standard
260,000 PEVs
E Provide usage data »25,000 distributed renewables customers
;:tn;@:i ;L:;;‘cmers using online 168 MW PV (CEC)
| BDOO customers, 4 MW 60,000 PEVE
residential 90 MWiotal .
disiributed renewables BE 0% EE reduction from 2006
B C3SI:3000 MWof distributed solar
B Provide real or near real-time accessto uga‘ge data
1000 PEVs
£
e
SDGRE Smart Grid Visioni by 20715
§ Community colleges, trade schools, and
universities have Smart Grid based curricula
that provides utilities with a Smart Grid-ready
recruiting pool
SDGEE Smart Grid Vision: by 2020
@ SDG&E is partnering with educators to
provide on-site university level training for
Smart Grid subjects
2006 200 20% 2020 www sdge.com/smartgrid
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6.5 CONCLUSION;y

SDG&E'sSmartGridiDeploymentPlanfacilitatesachievementofABB 2, theCalifornia;
LongTerm Energy Efficiency Strategic Plan, state Lmandatedwenergywefﬁciencwandw
demandTresponsegoals, RPS,andfull LsolaerVm:ieploymentwt,mder*rcheWCaIiforniaWSolarw
Initiative;janditincludesplanstodeployinfrastructureenablingcustomerswithsaccessy
toenergyconsumptionandpricingdata.Through-SDG&E’shineSmart-Gridjprogram;
areas,theutilityisabletobuildtherapabilitiesrequiredtomeettheneedsofy

customersandthestate’sambitioussenergypolicygoals.q
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Section 71 COSTESTIMATEST

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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7.1 INTRODUCTION;

AspartofitsSmartGridiDeploymentPlan, SDG&E-hasdevelopedcostandbenefity
calculationprocedurestoiidentify, quantify, and, wherepossible, monetizethecosts
andpenefitspofitscurrentandplannedSmartGridinvestments. SDG&E-hasapproached;
eachpofthenineprogramareasdescribedthroughoutthisdocumentfromarcost L
effectivenessperspectiveasdescribedinD.10 o6 l()471'morder‘]toqdeterminewwhetherw
eachpproject’stostsareputweighedbyitsbenefits.Thismanalysisisahighpriorityfor
SDG&EindevelopingitsSmartGriddeploymentroadmapand-hasbeenpappliedtosalh
projectsinthefSmartGridDeploymentPlanwhetherrequiredtoimeetstateorfederaly
policyrequirementsortosupporticustomerchoiceandpreferences. SDG&Ewillnoty
requestiauthorizationforfundingofprojectsnotnecessarytocomplywithpolicyunlessy
thebenefitsexceedthemssociatedcostsorwheretheyarerequiredtoeffectivelyy

commuhicate-withcustomers.]

SDG&Ehasdevelopedandappliedathoroughendcomprehensivegsnalysispfits]
proposedSmartGridtechnologygndinfrastructureinvestments./Asexplainedinthe
followingsection, thisanalysisisintendedtobeasaccuratesspossible, givencurrently;
availableinformation.iThewnalysisidentifiedwhichcostandperformancedataofferthe
bestapproachandgaugedtheveliabilityofibothtostendperformanceestimatesfor
eachpprojectin SDG&E’'shineSmartGridDeploymentPlanprogrameareas. However,as]
explainedinsectioni/.2.3,snestimateoftherostpercustomer{orparticipating;

customer)hasnotbeenprovided.

44ﬂ”Cost”1imthiSquarthridﬂeponmen’cPIam'sqdefinedastapitahexpenditurespndpperatingandwmaintenanceq
{O&M)expenses.jtdoesnotincludeadditionalelementsof total costspf projectsthatareincludedinratespaidby;
customers.

1

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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DuetothemnascentstateofmuchofSmartGridtechnologyandthefactthatactuah
deploymentwilllbebasedpnfutureiessonsandpilots, theseestimateswillcertainly;
changepvertimeasSDG&E{earnsmore.7Additionally,jitistommonforcompetingiabor;
resources,technologycomplexities, newsndrchangingrequirements,andpothen
unforeseencircumstancestoincreaseostandcauseprojectdelay.inordertomitigate
scheduledelaysandcostoverruns, SDG&E’sprojectimanagersieverageanumberpf;
bestpractices, whichcangaidindevelopingaccurateestimatesput, st thisstageinthe
SmartGrid’sevolutionandindustrydeploymentexperience, manyarenotavailablefor

SmartGridDeploymentPlanprojects.n

Todeveloprcostestimatesieveragingbestpractices, detailedrequirementsare
developed,prototypesareimplemented, contingencyisaddedtorovernewand;
unanticipatedchangesbasedpnthecromplexityandsizeoftheproject,jessonsiearned
frompreviousprojectimpiementationsareaccountedfor, proposalsarerequestedfrom,
experiencedintegratorsthatiareaskedtocommittofixedprices, projectimaterialsare;
forecastedbasedponmarketprices,andexperiencedemployeesaregssignedorhiredto
resourcetheproject.SmartGridprojectsarecurrentlyunabletoieveragemanypfthese

practices, butwilllastheymaturepvertime.;

AstheCPUChotedinD.10 o6 L()4745,7these7estimatesqarejoreliminarywandqconceptual.7
SDG&Ewillfilesupportingapplicationswhensufficientlypreciseestimatesareavailable
andwillrevisethedeploymentroadmapasrequirementsandtechnologycapabilities,

evolve.

AsdescribedintheDeploymentBaseline, SDG&EhasbeenpursuingSmartGridy
solutionsforseveralyearsandtheCPUChasglreadysuthorizedasubstantialportionofy

thecostsreflectedin SDG&E’ sSmartGridDeploymentPlan.iThosecostsareincludedfory

B A

*D.10'06 '047-atp.697

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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the2006+2020timeperiodanddomnotapplytheprovisionalrangefactorsdescribedin

sectioni/7.2.2.7y

Inadditiontopreviouslyauthorizedexpenditures,thisplanincludesproposed
investmentsthatthavebeenpreviouslyfiledwiththe CPUCIinSDG&E’sTestYear2012
(TY2012)General-RateCase*®*(GRC),prinseparatempplications{such-asSmartGrid L
relatedeemandwResponsquandeynamichricingASprograms).ﬂThesewestimatesqdoT\otw

applytheprovisionalrangefactorsdescribedinsectioni/.2.2.7

Projectedrostsincrementaltothesetwogroupsaremrisoestimatedandsummarized;

belowsaccordingtotheirregulatoryjurisdiction, CPUCprFERC.

ThetotalestimatedrcostsiofSmartGridideploymentsfortheyears2006+120207

describediinthisplanaresapproximately$53.5t053.6billion,brokendownasfollows:

46-p/-\.lo 42 [OOS,-information-available-at et/ /www.sdee.com/regulatory/AL0 12 i@ﬁﬁnﬁhtméﬂ
47—A.11 o3 [OOZ,-information-available-atﬂ’tt S fwww sdee.com/regulatory/A11 03 %O()szh‘tm%ﬂ
48-A.lO b7 [()09,1nformation-available-atﬂt‘tm: weow. sdge.com/regulatory/A10 07 009.shtm

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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Tabley li:ﬁmartﬁridﬂepmymentsﬂ"atalfstimated*ﬁmstsﬁ@% 20207

Previouslwauthorized1'nvestmentsAgj(SmarthetemOpExw $1,042-M M7
20/20-Smart-Gridprojects)

2012-TestYearGeneralRate1Case’’T $1,424 MM
Otheﬁactiveqapplicationsw(DemandwResponseﬂ,wDynamicw $237 MM

PricingSzh

Estimatedincrementalinvestments+—CPUC $299-MM- L$3647l\/| M7
Estimatedincrementalinvestments+—FERC, S466 MM~ LSSSSWM M7
.

7.2 APPROACH;

InordertodeterminethepverallbusinesswvaluepfitsSmartGridDeploymentPlan,;
SDG&Eembarkedonanextensiveinitiativettoforecastandtompileboththeprojecteds
costsandbenefitsforthewvariousprojectsthatsupportSmartGrid. TAspartpfthis]
exercise, SDG&EexaminedtherostsofprojectsandprogramsthatprovideSmartGridy

functionalitywhichwreslreadyunderwayporexpectedtobeginpriorto2020.7

4S-ﬁosts-ffoﬁpreviouslwauthorizedwinvestmen’cs-|have-|been*forecast-i::eyond-rthe-period-reﬂected-ﬂn-BDG&E's-|
TY2012General-RateCase{A.10 12 '005).1

SOqustsm‘o rprojectsiintheiTY2012General-RateCase{A.10 4o l€)05)qhaveqbeemforecasH:)eyondqthe-periodq
reflectedqinthe-application

51-OnIy-[the-ﬁmart-Grid-related-g:osts—rfor“rche-|DemandResponse-KA.ll b3 [OOZ)qprogram-are-included-and-|
havebeenforecastibeyondtheperiodreflectedintheapplication.q
52-Ongoing—g:os’cs-ffor*[the-|Dynamic;Pricing—Program-[a;:);:)lication-|(A.10 b7 [()09)-|haveqbeenjforecast-beyondq
theperiodreflectedintheapplication.

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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7.2.1 PROJECTCLASSIFICATIONS

i

Thercosticompilationexerciseinvolvedexaminingthercostsettheindividualprojecty
leveltoensurethatabestcostestimatewascollected. TAsdiscussedinjtsSmartGridy

Strategy,projectsweregroupedintopnepfthreeclassifications:;

ffi Policy531—1orojectsqwhich15ervewtoweetqawspecificTegulatorywandateqorpolicy;w
thedriverfortheprojectsolutionisthesolutionthatisthejeast Lcost/best 1‘Fit;w

ffi Valuerprojectsthatareexpectedtoprovidepverall-benefits{e.g. reliability,
economic,societal)Ttotheutilityand/orcustomer,includingeffectiven
communicationswithcustomers,thatjustifytheprojectinvestment;or

ffi Pilot—projectsmeanttoexplorenewtechnologiesorserveasaproofofroncepts

orpreliminarytestrcasepriortothefullideploymentofaiargerprogram.;

7.2.2 CONCEPTUAL-ANDPROVISIONALESTIMATES

While SDG&Emadeeveryefforttoensurethewvalidityofthecosts, thefinalcompileds
figuressaremeantstrictly tobeusedforinformationalpurposes,and, consistentwith?
D.10 06 L()4754,qarewshowmusin,cng:onceptuahestimateswfor‘ythewyearSWZOl1 |‘2015‘and7

provisionalrangesfor2016 L2020.71

Theprojectcostswererollectedfromoneprmoresources, whereboththelaborand;
non Llabor‘;:omponentsqoﬁeach1orojectwwere1examinedwtoqz:onductwestimatesqoﬁ:apitah

expendituresandoperationsandmaintenance{0O&M)expenses.

B

5311nﬁhisﬁmarﬁGridﬂeploymentfIan,ﬁDG&chategorizesninvestmentsaseithemecessaryqtoachieve*stateqandw
federalpolicypbjectivespraswarranted-bythevaluetheinvestmentwouldcreateforcustomers.7iTheterm+Policy”
asusedinthisSmartGrid-DeploymentPlanisdistinct-anddistinguishablefromthetonceptpf{‘policy driven”
investmentsasusedbyFERC Ljurisdictionahtransmissiomoperatorsxsuchiza\sqthe{IAISOnasusedherein,qtheq‘termq
“Policy”1includesinvestmentsnecessary toensurereliabilityandsafetyaswelllasptherinvestmentsnecessary to;
comply-with-SDG&E’spbligationtoserve, regulatorycompactwithjthestateofCaliforniamndratepayers,andother;
federalandstate Limposedqu'cilityx)bligations.q

*4D.10 '06 B478tp.691

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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ffi Costsforin 1ﬂight—projectsqorwtl'wosewscheduledwtowbegim'mZOllwwerewsourcedw
frompactualrcoststo Ldatew(whereqavaiIable)qor‘iestimated1cost515ubmitted1’n1orior7
GRCorapplicationtfilings.y

ffi CostsforprojectsinSDG&E’s{TY2012-GRCTilingprotheractiveapplicationswerer

sourcedfromthosefilings.T

ForprojectsexpectedtoextendbeyondtheilY2012-GRCHilingperiod;jestimateswere
madetodeterminethercoststhroughthewyear2020,forthe2011 L20157‘conceptua|’7

timeframep@andthe2016 L20207‘provisiona|’7timeframe.w

Dependingonthenatureoftheprojectscope, schedule,;andtechnologymaturity;;
individualprojectsmay-haveaproject Llevehcontingencwaactor‘;applied,qz:onsistentimthew
SmartGridDeploymentPlanwithassumptionsimadebytheengineersandprojecty

managersdevelopingthoseinitiatives.T

Inordertoaccountfortheincreasingievelofuncertaintyaroundprojectrostsfurther
outintime,additional-factorswereappliedtoprojectaprovisionalrangepofrostsfor
thewyears20167 L12020.WBecausewfu ndingforprojectspreviouslysuthorizedandproposed
throughtheGRCandotherapplicationsareiimitedtoprioryears,theseprojectsdonot;
applytheprovisionalrangefactorsttheyapplyonlytoincrementalprojects.riThese
provisionalrangefactors{asapercentagepfthebaseforecastedcost)reflectwhatare;
believedtopbearteasonablerangeabove{+)andbelow LhtheWestimatedwcostw

projections.Tq

SDG&E-haspresentedprovisionalrangesfor2016+—2020whererxostscouldbe25
percenthigherthanthebasecasepr25percentiower.Thisisduetoseveralreasons,;

includingthefollowing:;

17 Forecastedprojectscostsmayincludetechnologiesthathaveyettobe

developedand/ordonothavemniestablishedcost;q

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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2.7 Costsareasnapshotintimebasedpnidatagvailablegtthetimepfestimation,
and@aresubjecttochangeduetounpredictableexternalfactors{e.g. rateofinfiation,

healthofeconomy,ratepftechnologyprogression);andy

3.7 Thetjevelofuncertaintysroundfutureicostsincreasesasafunctionpftime;;

therefore, thefurtherputthercostforecast, thehigherthedegreepfinaccuracy.

Table77 L215ummarizeswthe1orovisionaITangeqfactorswusedjtmdeterminewthe*g:ostw

estimatesin SDG&E’'sSmartGridDeploymentPlan.Tm

Table7 2:1SummarypfProvisionalRangeFactorsT

Provisional Range Provisional Range Factors)
Costs2016 20204
High1 +25%1
Lown b5 %

7.2.3 COSTSWPERCUSTOMERT

H
1

Note:SDG&Ejnvestigatedrcalculatingcostspercustomer,butultimatelydetermineds
thatthisimetricwould-bemisleadingsodidnotrcalculateorprovidethismssessment.T

Thisdecisiondisbasedonafewkeyreasons:]

1. Theimpactedcustomerbaseforeachprojectvariesdependingonprojectscope.T
Forexample,theimpacteduserpaseforpilotsctanpotentiallybesignificantly;
smallerthanthatforprojectsaffecting SDG&E’sentirecustomerbase.7Thisy
precludesconsistenticomparisonpfrostpercustomeracrossprojectsifactual
impactedrcustomercountisused.]

Thissectioncontainstonceptualand/orprovisionalcostestimatesteflecting the-best-availableinformationatthetimeof1

preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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2. Forcertainprojects,therorrectrtustomercounttopbeusedwhencalculatingthe
costpercustomerisnotrclear.7Forexample,inthercasepfpilotprojects,ther
actualcustomercountinvolvedintheprojectmaybedisproportionatelysmall;
comparedtothatpfthefullprogram.mButtousethefullcustomerpasecouldy
bemisleadingsincethepilotrostissmallerthanthefullprogramcost.y

3. Thexostpercustomermetricforrcertainprojectsmaymaskithefactthattherer
mayesubstantialeconomiesofscopeorscalethattanbepbtainedifthe
projectiseitherexpandedtowgiargercustomerfootprintorifother
project/programsctanieveragethexcurrentprojectye.g. subsequentprojects’
buildoffinfrastructureestablishedinrcurrentproject)

4. AsthefSmartGridplatformevoives,siternativeratestructuresandotherprice;
signalsareexpectedtoemergethatwillmoreaccuratelyreflecttheroststor
provideutilityservicesandavoidcross Lsubsidization.ﬂThus,q’cheqcostswfomsomew
futuredinvestmentsimaynotbebornebysallcustomers,andprojectingthese

costsasimpactingallcustomersimaybeinaccuratemndpotentiallymisieading.;

7.3 COSTESTIMATESBYPROGRAM;

ProvidedbelowisasummarypftheSmartGridDeploymentPlanjprogramcosts, withinj
eachpprojectrlassification.jAsereminder,allcostestimatesarenominal, reflectthe;
bestinformationsavailablewatthistimeandaremnotintendedforuseinnewrequestsfor

funding.Pleasemotesubtotalsintablesinsectioni/.3 maydifferduetorounding.m

-Allestimatesaresubjecttorchangemsnewinformationbecomessavailable.q

731 CUSTOMEREMPOWERMENTA

i

AsdiscussedintheRoadmap, SDG&E’'sCustomerEmpowermentprogramwillinsuren
customershavetheijnformationgndrcapabilitiesthattheyneedinprdertomakeenergy;

managementdecisionsthatmeettheirvalues, needsanddesires.m

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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TheprimarydriversiofrcostsintheCustomerEmpowermentjprogram, groupedpytheir

classificationare:;

ffi Policy:fTheinfrastructurerequiredtodeliverenergyinformationanddynamicy
pricingsignalstocustomerswviaHANandothercustomerpremisetechnologies;
thetechnologyneededtoprovideaccesstoenergyusagedataviathird Lpartyq
informationserviceproviders;sndrustomerputreach-andeducationprograms,
thatwillenabletustomerstomaximizethewvaluetheyrealize fromtheser
capabilities.|

ffi ValuerSmartMetersandSmartGrid ]'relatedqdemandTesponseprograms.w

ffi Pilot:Research,developmentianddemonstrationofcustomerend ]'usew
technologies;integrationpfdistributedenergyresourcesingnewresidentialy

community.T

CustomerEmpowermentprojectsthavesignificantstatepolicydrivers,jincluding;
SDG&E’sAMISettlement{D.07 '04 '043) D.09 42 '046 SB117,theCaliforniaLtong Term7
Energy Efficiency Strategic Planandmachievementoftheenergyefficiencyanddemand;
responsegoalsperi§454.5end8454.550ftheCaliforniaPubliciUtilitiesiCode.

TheronceptualgndprovisionalcostestimatesforSDG&E’sCustomerEmpowerment,

programpareasfollows:

Tabley 13:Tﬁustomer"ﬁmpuwerment?mgram*ﬁonceptuamnd?mvisimai”ﬁmstw

Estimates
Capital 0&M

Historical Conceptualh; ProvisionatRanges Historical Conceptuah ProvisionalRanges Total Estimated Capital # D&M

istorica Estimates 20162020 SOMICat 1 Etimates 20162020
Project
Class 006 . W Al OW Rd Bk
Policy ($2,676) ($83,836) | (510,481} | ($10,481) (61,700) | (100,215} | ($131,912) [($131,912) {$330,819) ($330,819)
Value ($320,368) | ($184,775) | ($55,493) | ($55,493) (848,202} | (s156,265) | ($132,303) |($132,303)F| ($897,407) ($897,407)
Pilot $0 ($24,254) $0 $0 $0 ($8,160) (56,789} | (811,315} || ($39,212) ($43,739)
Subtotal || ($323,044) | ($292,885) | (365,974} | (¢65,974) ($49,902) | (5264.650) | (5271,004] |(5275.530) | | (51,267,439) | (51,271,965)

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables
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ForthercorrespondingbenefitspoftheCustomerEmpowermentprogram,pleaseseethe

BenefitsEstimatessection.]

7.3.2 RENEWABLE-GROWTH~

i

SDG&Erxustomerstontinuetoinstallsignificantinumbersofphotovoltaicelectric
generationinstallationsatresidentialandnon LresidentiaI1oremises.ﬂTowsupportw
distribution Llevehrenewablegeneration,WSDG&E1:Jlans1'nvestmentswthatincreasew

measurement, controlendmanagementicapabilities.y

RenewableGrowthprojectsarejargelydrivenbystatepolicyrequirements,particularlyy
theCaliforniaSolarinitiative, SelfGenerationincentive Program{SGIP), Feed L'rmTariffs 55,7

andwNethnergwMeteringSG.w

TheprimarydriversiofcostsintheRenewabletGrowthprogram,groupedbytheir

classificationare:;

ffi Policy:installationofphasormeasurementunitsinsubstationsandpm
distributionines, sensorspndistributioniinestodevelopdynamictonductor
ratings,advancedenergystorage,asndexpansionpofSDG&E’ s SCADAsystemto
includegllidistributioncircuitsandtoinstallSCADAxontrolstofdistributiondine
capacitors.]

ffi Pilot:Providecustomerstheppportunitytoparticipateinacommunitysolar

program.’

RenewableGrowthprojectshavesignificantstatepolicydrivers,includingSB17,the
Global Warming Solutions Act of 2006 {AB832),theCalifornialong Term Energy 7

SS-Summary—available—iat-m”%:;:»: www.cpuc.ca.gov/PUC/energy/Renewables/feedintariffssum. htom
Se-htms www.cpuc.ca.gov/PUC/energy/DistGen/netmetering. htrmm

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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Project

Efficiency Strategic PlanandfullsolarphotovoltaicdeploymentundertheCalifornia;

Solarinitiative.]

TherconceptualandprovisionalcostestimatesforSDG&E’s RenewableGrowthprogram,

areqasfollows:

Tabley Lf-l:wﬁenewabieﬁmwth"ngram*ﬁonceptual“andfmvismnamostfstimatesw

Capital O&M
Historical CO“?GPYUGH ProwstonaLH%anges Historical Con.ceptuah Prowsuonilﬂanges Total Estimated Capital #0&M
Estimates 2016 2020 Estimates 2016 2020

Class
Policy SO (S350,440) | (5244,877)((5244,877) SO ($31,878) ($33,101) | ($33,101) ($660,297) ($660,297)
Value SO SO SO SO SO SO SO NoJ SO SO
Pilot SO SO SO NoJ SO ($3,038) (52,094) ($3,489) ($5,130) (56,525}
Subtotal SO (5350,440) | (5244,877)((5244,877)] | SO (534,914) (535,195} | (536,591} (5665,426) (S666,822)
T

WhilettheRenewable1Growthprojectsiareprimarilydriventbystatepolicyrequirements,;
therearesignificantbenefitsassociatedwiththesuccessfulintegrationofrenewabley
resources.PleaserefertotheBenefitsEstimatessectionforadiscussiononthesocietah
andenvironmentalbenefitsofrenewableresourcessanddetailsontheeconomicand;

reliability benefitsassociatedwithttheRenewableGrowthprogram.T

7.3.3 ELECTRICWVEHICLEZGROWTHH

i

i’-\sqdiscussedimthewRoadmap,wsDG&Eispreparingwfor‘rchegrowthinpublicwadoptiomoﬁ
Plug L'rmElectrichehicles.ﬂlmanticipatiomoﬁthis*growth,wsDG&Ejolanswinvestmentsq’chatw
willhelppromotethewadoptionofelectricivehicles,-educatethepublicontheirusage
withregardtotheelectricgrid,andassistthirdpartiesinvolvedwiththeelectricvehicley

ecosystemtoensuresuccessfulintegratepfelectricvehicleswithinthegrid.q

ThepolicydriversoftheElectriciVehicletGrowthprogramaretheGlobal Warming 7
Solutions Act pf 2006 {AB32),California’sLowCarbonFuelStandard,andSB-17.7

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
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Project
Class
Policy
Value

Pilot

Subtotal

TheprimarydriversiofcostsintheElectriciVehicleGrowthprogram, groupedbytheir

classificationare:;

ffi Policy:installationofutility Lownedwpublicqaccessqz:hargingﬁfaciIities,1'nsta|latiomoﬁ
sensorsandcommunicationtechnologypndistributiontransformersand;
upgradestotheelectricdistributionsystem-(i.e.: toprimarydistributionfeeders);
tomccommodatePEVs.

ffi Pilot:TesttheintegrationofstationarybatterieswithPEVchargingasastep]

towardwvehicletogrid{V2G)rcapabilities.q

TherconceptualgndprovisionalcostestimatesforSDG&E’sElectriciVehicleGrowthy

programpareasfollows:T

Tabley l5:*ﬁilec”trif.:“i\/t&:hicleﬁm:»wzthri’m;agram*llf:c»m:ep*cu,ml”}am:i*f’irmrisicmal“ﬁosdrﬁstimatesw

Capital o&M

Conceptuah ProvisionalRanges

Conceptuah
20 i

ProvisionalRanges
5

. . TotalEstimated Capital w0 &M
Historical

Historical

Low |

(5171,646)

$0 ($84,260) | ($35,675) | ($35,675) $0 ($19,293) | ($32,419) |($32,419) ($171,646)

$0 $0 $0 S0 $0 $0 S0 SO SO SO

$0 ($6,740) ($3,744) | ($6,241) $0 ($936) ($1,191) ($1,985) ($12,611) ($15,901)
$0 ($91,000} | (539,419) | ($41,916) $0 ($20,228) | ($33,610) | ($34,404) ($184,257) ($187,547)
T

WhiletheElectriciVehicletGrowthprojectsareprimarilydriventbystatepolicyy
requirements, thereqaresignificantbenefitsassociatedwiththesuccessfulintegrationofy
PEVs.PleaserefertotheBenefitsEstimatessectionforadiscussiononthesocietalgand;
environmentalbenefitsof-PEVs,anddetailsontheeconomicendreliabilitybenefitsy

associatedwiththeElectricVehicletGrowthprogram.

7.3.4 RELIABILITY -ANDSAFETYq

H
1

AsdiscussedintheRoadmap, SDG&E’sgoalistomaintaingnd/orimproveTeliabilitying
thefaceofintermittentresourcesandelectricvehiclesthroughimprovingits]
Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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measurement,control,protection, recording, andmanagementandpptimization
abilities.Tinvestmentsintotheaforementionedgbilitieswill supplementtheexisting,
technologyinvestmentsimadetoimprovethegccuracyendspeedoffaultisolationand;

systemTrestorationtime.;

ReliabilityandsafetyTprojectshavesignificantistatepolicydrivers,includingSB17,the;
CalifornialongiTermEnergy Efficiency trategicPlan,achievementoftheenergy
efficiencysnddemandresponsegoalsper§454.5and§454.55pftheCalifornia Public;
Utilities Lode,schievementoftherenewableportfoliostandardand-fullsolar

photovoltaicdeploymentundertheCaliforniaSolarinitiative.q

TheprimarydriversiofcostsintheReliabilityandSafetyprogram, groupedbytheir

classificationare:;

ffi Policy:Timplementadvancedgroundfaultdetectioncapabilitiesendadvancedy
systemplanningtools,installpulseclosingatedditionalpointsonthesystemas
wellasdynamicwvoltiandiVARcontrolcapabilities, advancedenergystoragetor
improvetheiocalizedreliabilityofthetransmissionsystem, tonductarenewable;
transmissionplanningstudyandconvertmanualineswitchestoremoteSCADA;
operations.]

ffi Value:Optimizemdvancedweathermonitoringcapabilities,implementwirelessy
faultedcircuitindicators,expandrconditionbasedmaintenance{CBMh
capabilitiestoselectedAkVsubstationtransformerpanks, developautomated
faultiocationfortransmissionevents,implementgreal LtimeW\/oltagewstabilityw
programanddevelopaplanforthedeploymentofsynchrophasorunitsy
integratingwithWesternElectricityCoordinating Council{WECC).7

ffi Pilot: Developarcapabilityforarcdetectionin230kV-undergroundvaultsand;

overheadfacilitiesanddemonstratectompositecoreronductorinstallations.y

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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TherconceptualgndprovisionalcostestimatesforSDG&E’sReliabilityandSafety;

programpareasfollows:T

Tabley 16:wﬁeiiabilitmnd*ﬁafetyﬁmgram*ﬁmceptuamndfmvisionammtﬁstimatesw

Capital O&M
Historical Confeptualw Provisionzilﬂanges Historical Con_ceptuah Provisionzilﬁanges Total Estimated Capital+0&M
Estimates 2016 2020 Estimates 2016 2020
Project

Class O 110 L LO) £ 0 it 115 QW hallft i hahpe
Policy ($315,878) | (5129,411) |( $0 $0 $446,363 ($532,637)
Value ($51,608) (59,275) | (515,039) ($11,296) | (511,296) {580,395} ($86,158)
Pilot ($7,235) $0 $0 $0 $0 ($7,235) ($7,235)

Subtotal $628 $374,722) | (138,686} |($230,723) $0 $8,662 $11,296) | ($11,296) $533,994 $626,031)

ForthercorrespondingbenefitspoftheReliabilityrandSafetyprogram,pleaseseethe;

BenefitsEstimatessection.]

7.3.5 SECURITYq

H
1

AsdiscussedintheRoadmap,thecoretenetsiof SDG&E’ssecuritystrategysre:adhere
tosecurityprinciples,broadenawareness, convergesecuritygovernancegnddistribute;
securitycontrols.TSDG&Eplanstosupportthesetenetsbyinvestingintoaportfolioof

securityprojects.]

ThepolicydriversoftheSecurityprograminclude5B17andtheNERCCriticah

InfrastructureProtection{CIP)standards.T
TheprimarydriversiofcostsintheSecurityprogram, grouped-bytheirclassificationqare:

ffi Policy:Selectandimplementareplacementtothecurrentsecurityincidentandy
eventimanagementenvironment,improvethephysicalaccesstcontrolsandy
network-monitoringrofalarmsystemsatsubstations,improveinternalland;
externalsecuritylawarenesscollaborationgnd-training,improvereportingof
compliancemetricsandriskreporting,improvethexcompliancecontroh
framework,improvesecuritythreatandwvulnerabilitytmanagement,implement;
Thissectioncontainstonceptualand/orprovisionalcostestimatesteflecting the-best-availableinformationatthetimeof1
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hardwaregsndsoftwaresolutionsforimprovedwvulnerabilityassessmentandy
management, anddevelopSDG&Estandardsandguidelinesforimprovingther

securitypofSCADAtechnology.q

TherconceptualgndprovisionalcostestimatesforSDG&E s Securityprogramareas]

follows:T

Tabley 17:wﬁecurityfrmgram*ﬁonceptual“and“vaisimal“ﬂ:ostfstimatesw

Capital O&M
Conceptual Provisional-Ranges Conceptual ProvisionalRanges i i
Historical ‘ ptuah Lﬁ g Historical ‘ ptualy 5 Rang TotalEstimatedCapital#+ 0&
Estimates 2016 2020 Estimates 2016 2020
Project
Class . 0 Loy Hig L0 OW |
Policy {$1,789) {$118,179) | ($10,518) | {$10,518) $0 {815,005} | ($35,853) |{$35,853) {$181,344) {$181,344)
Value S0 S0 S0 S0 S0 S0 S0 S0 S0 S0
Pilot S0 S0 S0 S0 | S0 S0 S0 S0 S0 S0
Subtotal | | (51,789 $118,179) | (810,518} | {$10,518) $0 $15,005) $35,853) | {$35,853) $181,344 $181,344

1

ForthercorrespondingbenefitspoftheSecurityprogram, pleaseseetheBenefits

Estimatessection.

7.3.6 OPERATIONALEFFICIENCY,

i

AsdiscussedintheRoadmap, SDG&E-hasdesignedanOperational-Efficiencyprogramto
improveitsebility tomonitor, pperateandoptimizeitssystem.7iToadvancethepveralh
efficiencypfitsgridoperations, SDG&E-willHnvestinnumerousprojectsinits,

OperationalEfficiencyprogram.m
TheOperationalEfficiencyprogram-isdrivenbyrcustomerwvalue,ratherthanypolicy.T

TheprimarydriversiofcostsintheOperationalEfficiencyprogram,grouped-bytheir

classificationare:

ffi Value:implementmicropiletechnology, BDmodelingusingstate 'of the larty
technology(PLS1TCADD/LIDAR),ladistributedenergyresourcermanagementy
Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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ffi

system{DERMS),condition-based maintenance{CBM),infrared-inspection

technologyatthedistributionjevel,anenterprisegeographicinformationsystem

(GIS),outagetmanagementsystem-/distributionmanagementsystemn

(OMS/DMS),sndimplementanautomatedfacilitiesratingsystem.]

Pilot: Evaluate{FireScoutarcdetectioncapabilitiesinback Lt:ountryqareas,w

developrriteriaforappropriateapplicationspofdynamiciineratingsionthe

transmissionsystemandbeginapilotprogramwiththeCAISOtousedynamicy

transmissioniineratingsindispatch.;

TherconceptualandprovisionalcostestimatesforSDG&E s OperationalEfficiency

programareasfollows:

Tabley ‘8:Tﬂperatimnalffﬁciemcyﬁonceptual“and“vaismnammstfstimatem

Capital O&M

Historical Con.ceptuah ProwstonihRanges Historical Con.ceptuah ProwstonaLfRanges TotalEstimated Capital + O&M
Project
Class )
Policy $0 $0 $0 $0 $0 $0 $0 $0 $0 $0
Value ($84,313) | (5183,156) | ($24,337) | ($39,635) || ($20,076) | ($38,835) | ($28,874) |($33,648) ($379,592) ($399,664)
Pilot 50 ($653) $0 $0 $0 (0) $0 $0 ($653) ($653)
Subtotal ($84,313) | (5183,809) | ($24,337) | ($39,635) | (s20,076) | (¢38,835) | ($28,874) |($33,648) ($380,245) ($400,317)

Tl

Fortherorrespondingbenefitspfthe OperationalEfficiencyprogram,pleaseseethe

BenefitsEstimatessection.]

7.3.7 SMARTGRID-RESEARCH,\DEVELOPMENT,/ANDDEMONSTRATIONA

H
1

AsdiscussedintheRoadmap, manypftheSmartGridtechnologiesarestillthenascenty
stagespofdevelopment,oriareonlyiconcepts. SDG&Eplanstopromotethedevelopmenty
andrealizationpfsuchtechnologiesbyinvestinginprojectstoresearchandpilotthese

technologies.;

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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TheprimarydriversiofcostsintheSmartGridResearch, Development,and;

Demonstrationprogram, grouped-bytheirclassificationare:

ffi Pilot:installedemonstrationmicrogridproject,constructfacilityupgrades,;
purchasegndinstallequipmenttorcreateeSmartGridintegratedtestfacility,;
workwiththeCAISOtoeggregatebatterytechnologyinafiexiblexdemandpilot

andconductotherSmartGridrelated RD&Dprojects.y

TherconceptualandprovisionalcostestimatesforSDG&E’sResearch, Development,and;

Demonstrationprogrameareasfollows:T

Tabley [9:wﬁesearch,ﬂevelc»pment*and*ﬂemmnstration?mgram*ﬁonceptual“amh
Provisional-CostEstimates

Capital O&M
Historical Con_ceptuah Provusnonailﬂanges Historical ConFeptualw ProvusuonaLIRanges | TotalEstimated-Capital + D&M
Est 2016 2020 Estimat 2016 2020

Project

Class 0l 01 ) 006 201

Policy $0 $0 $0 $0 $0 $0 $0 $0 $0 $o

Value $0 $0 $0 $0 $0 $0 $0 $0 $o $0

Pilot (2,749} (562,631} ) ) ($1,680) (520,145} (530,691} | (s30,691) ($117,896) ($117,896)
Subtotal || (52,749 $62,631) $0 $0 $1,680 $20,145) 530,691} | {530,691} $117,896) $117,896)

T

ForthercorrespondingbenefitspftheSmartiGridResearch, Development,and;

Demonstrationprogram,pleaseseetheBenefitssection.;

7.3.8 INTEGRATEDJANDCROSS 'CUTTING SYSTEMS

H
1

AsdiscussedintheRoadmap, SDG&Erecognizestheneedtodeveloparobust
enterprise 1wideqapplicationplatformwtmsupportitsﬁmartﬁridwapplications.ﬂThisw
platformwillenablenewsystemstoxco LexistwitMegacwsystemsqasqwelhasWsupportwthew

adoptionandiintegrationofincreasinglycompliexdatamanagementandegnalyticsas

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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wellasgridcommunications.TiTocreatethisapplicationplatform, SDG&E-willinvesting

numerousprojectstoadvanceitsapplicationandrtommunicationsinfrastructure.;

TheintegratedandCross Lc:uttingWSystemswprogramincludes1orojects1requiredwtmsupportw
avarietypfpolicy Ldrivemprojects.wProjectswimthis1orogram7areaqwilhprovidew
infrastructuremndpapplicationservicestopthersystemsthatarerequiredtoimplementy

policiessuchastheRenewablePortfolioStandard, sndtheCaliforniaSolarinitiative.

TheprimarydriversiofcostsintheintegratedandCross Lt:uttinf,’wSystemswprogram,w

groupedpytheirclassificationare:

ffi Policy: Deployaprecisiontimesystemandanext Lgeneratiomapplicatiom
platform.y

ffi Value:Buildoutaiow LpowerwwirelessqcommunicationT\etworkjmplementqam
improveddatamanagementendanalyticsicapabilitycommensuratewith-Smarty

Gridapplicationsenddeploysmnextgenerationwirelesscommunicationnetwork.;

TherconceptualgndprovisionalcostestimatesforSDG&E’ s IntegratedandCross Lt:uttingw

Systemsprogrampareasfollows:T

Tabley &G:ﬂntegratedﬂnd"ﬁmss Icuttingﬁystemgﬁrmgram*ﬁonceptual“and“vaismnah
CostEstimates

Capital O&M
Historical Conf:eptuah PFOVISIoneLJHRangeS | Historical Conf:eptuah Provrs‘onflﬂanges Total Estimated Capital # D&M
201 0
Project .
Class High
Policy NoJ ($9,521) ($14,076) | ($23,460) SO NoJ ($855) ($1,424) ($24,452) ($34,405)
Value ($7,874) ($48,990) (520,201} | (633,668} | SO (58,193) ($15,451) (520,848) ($100,707) (5119,572)
Pilot SO SO SO SO S0 SO SO SO SO SO
Subtotal ($7,874) ($58,511) (534,276} | ($57,127) SO (58,193) (516,305} ($22,273) | | (5125,159) ($153,977)
Tl
Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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CostsshownintheintegratedendCross LcuttinngystemswprogramwareT\et“pﬁaWSZS.17
milIiomSmarthridwlnvestmenthrantwfromwthe7D0E57mandqawSlwilIiomPlERgrantﬁfromw
the CEC*®,ForthecorrespondingbenefitspftheintegratedandCross lr:t.ittinquystemsw

program,pleaseseetheBenefitsEstimatessection.

7.39 WORKFORCEDEVELOPMENTA

i

i’-\sqdiscussedimthewRoadmap,qakewelementimthewsuccesspﬁtheWSDG&EWSmarthridw
DeploymentPlanresidesintheeducationandadoptionpftheprogramwithinijtsy
currentandfutureworkforce. TSDG&EplanspninvestinginnumerousthumanTesource
projectsthatwillhhelpdeployprganizationalstructuresaswellastoolsthatmaximizey

thewutility’sabilitytoomanageandsupporttheoverall-SmartGridprogram.T

StateenergypoliciesdomnotrequireutilitiestothaveaSmartGridWorkforce
Developmentprogram.However,toachievestatepolicygoalstequiresther
implementationandmaintenancepfertomplexintegrationofinformationandenergy;
technologies, requiringaworkforcewithskillsintheseevolvingareas./As\Workforce
Developmentprojectsaredesignedtomeetthatrequirement, SDG&E-hastherefore;

classifiedthemmas{Policy.”

TheprimarydriversiofcostsintheWorkforceDevelopmentprogram,groupedbytheir

classificationare:;

ffi Policy:implementSmartGridworkforcemanagementandimproved;

organizationalchangetmanagementprograms.;

TherconceptualandprovisionalcostestimatesforSDG&E’ sWorkforceDevelopment

programpareasfollows:T

57—;h‘tm: WWW.0e,energy.gov/recovery 12&95Ew‘twm
Ss-htms www.energy.ca.gov/contracts/PON 98 611 FOA NOPA.PDF

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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Project
Class
Policy
Value

Pilot

Subtotal

Tabley 111:Mmrkforceﬁevelopment?mgram*ﬁonceptual“and?rmvisimnal“mstw

Estimates

Capital

0&M

Historical

Conceptual

Esti

ProvisionalRanges
2016 202

Historical

Conceptuah

Provisional Ranges
90

20

otal Estimated Capital # O&M

I : 451 Q@\
$0 $0 $0 $0 $0 (65,991} (65,755} (59,591} ($11,746) (615,582}
$0 $0 $0 $0 $0 S0 S0 S0 SO SO
$0 $0 $0 $0 $0 $0 SO SO NoJ NoJ
$0 $0 S0 $0 50 (55,991 (55,755} (59,591} |1 (511,746) (515,582}

ForthecorrespondingbenefitspftheWorkforceDevelopmentprogram,pleaseseethe;

BenefitsEstimatessection.]

74 CONCLUSION;,

SDG&E'sSmartGridDeploymentPlanCostEstimatesarebasedpnanmassessmentofy

historical, tonceptualandprovisionalestimatesandbrokenpoutbypolicy,customenr

valuemnd/orpilotdrivenexpensesforalloftheplannedprojectsineachdeployment;

programpgrea.iTheprojectrostsincludeestimatespfrcapitalexpendituresand,

operationsandmaintenance{0&M)expensesfortheperiodsfrom2011 L2015qand7

2016 L20207WithqawtotahestimatedrostxﬁapproximatelywS3.57 LS3.613illion.1

CorrespondingbenefitswerealsoralculatedandiarepresentedintheBenefitsEstimatesy

sectionofthedeploymentplan.y

Thissectioncontainstonceptuatand/orprovisionaltostestimatesyeflectingthe bestpvailableinformationatthetimepf
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8.1 INTRODUCTION;

SDG&Eandmanypofitskeystakeholdersbelievethatimplementingstrategic,intelligenty
SmartGridinvestmentswillproduceiong Ltermhenefitswforpustomers,v'narketw
participants,theenvironmentiandsocietyasawhole. 7Thissectionpresents SDG&E’sy
approachtorcataloging, measuringandmonetizingthebenefitsassociatedwiththe;

SmartGridinijtsserviceterritory.m

Determiningfuture-benefitsfromtechnologyinnovationsisaninexactscience. 7in12006,7
SDG&Ebeganworkingtodeterminethebenefitsfromafulldeploymentofsmart;
electricendgasmetersthroughoutijtsserviceterritory. Somepfthebenefitswere
apparent, suchassavingtheexistingcostformanuallyreadingmeters..Others, suchas
howmuch-demandresponsethewbilitytowverifyhourlyintervalusagewouldenableand
thewvaluepfsuchanenergyshift, weremoredifficult-toprojectwithiangdequatejevel;
ofcertainty.7dustasnoonepredictedtherewouldberevenuefromringtonesalesfor
cellphones,predictingpthervaluestreamsforSDG&E’stcustomersioncetheadvanced,
meteringinfrastructurewasdeployedwasenexerciseiimitedbytheutility’sandy
customers’experiencesandexpectationsgtthatmomentintime.TThose benefitsare

juststartingtoberealizednow, withincreasingbenefitspvertime.

Althoughnosingleprojectinthecurrentlyenvisioned SDG&ESmartiGrid-Deployment
PlanisasiargeasSmartMeter, thechallengespofbenefitivaluationforthemaresimilar.y
Nascentandfuturetechnology,inabilitytopredictcustomergadoptionrates,aiackofy
modelstowvaluebenefit,economicfluctuationsandenvironmentalpolicyslicontribute
tohighjevelsofuncertaintyindeterminingbenefits.THowever,aswasthecasewhenq
telecommunicationsfirstwentdigital, theopportunitiesforfurtherbenefitsinthe;

futurearedimitedponlybypurimagination.;

Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
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Societalbenefitsaretheproadestcategorytoralculatetakingintoaccountlibenefits
tosllcustomerssuch-asaddedefficiency,svoidedgenerationcostsincludinglinejosses,
avoided-transmissionqanddistributionrcosts, reliability benefitstorxustomers;

(determinedthroughwvalueofservicestudies)sndenvironmentalbenefits.m

Thesocietalperspectiveistheonegenerallyusedtoevaluatercost Leffectivenessdayw
focusingpnefficiencyintheproductionanddeliverypfenergyandenvironmentah
qualityimprovement.7iThistypeofbenefitevaluationisusedtodeterminethexosty
effectivenesspfenergyefficiencyprograms;storagessitrelatestotheeffective
integrationofmorerenewableresources,reducedgiremissionsfromgeneration;jand;
improvedutilizationpfgridassetsy{i.e., generationgndT&Dequipment).Tinmostcases,
societalbenefitsaremccompaniedbyaninternalizableorpartiallyinternalizablebenefit.q
Forexample,autilitycustomerusesstoragetoreduceon Lpeakwenergywuse.wAm
internalizablebenefitaccruestothatcustomerintheformpfreducedrcost;-however,;
othersocietalbenefitsmaygccruetoutilitycustomersasagroupand/ortosocietymsaT
whole. Forexample, reducedpeakdemandcouldieadtoreducedairemissionsanda’

generalimprovementofbusinesses’costcompetitiveness.]

Empoweringcustomersandmaintainingand/orimprovingthereliabilityofthegridim
thefaceofgreatchangegrepressingdriversforSmartiGridprojects. Bothofthese
driversaredifficulttovalue. Empoweringcustomerswithchoicemndthetoolstequiredy
tosupporttheirnewpreferencesandbehaviorsthasgreateryvaluetoparticipating,
customersthantothosethatdonotexercisetheirchoicepradoptnewbehaviors.y
Additionally, determiningthenumberpofrtustomersthatwillengageandthejevelpof;
theirengagementijsisorchallengingtoforecastwithprecision.TWhile SDG&Eq
customersarecurrentlyieadingthecountryinrenewableenergyadoption,thedepthiofy
marketpenetrationpverthejongtermisasyetundetermined..Moreover,jtisalsor
difficulttodetermineaprecisevaluefornewfunctionality, butcertainlymany;
customersexpectthatSDG&Ewillprovidethemwith moderntoolstointeractiwiththe
Thissectioncontainstonceptualand/orprovisionalb enefitsestimatesteflecting thebestavailableinformationatthetimemof1
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companygndtheirenergyinformation.{Comparetoday’sexerciseijnestimatingSmarty
Griddeploymentipenefitstothechallengeyearsagowhenijtwasdifficulttorcostjustifyy

havingawebsitepremail.)

Gridreliabilityissnexpectationrofmodernsociety. However,thegridwasnotdesigned,
forthexhallengesposedbymodernsocietysuchasplug L'rmelectricwvehicles,qﬂ.lehcells,w
batteries,wind, sndrooftopphotovoltaics.TEstimatingadoptionratespfthese;
technologiesandtheirimpacttoreliabilityisinexact,whichrequirescarefuh
considerationtoguantifythebenefitspfenablingtechnologies.However,giventhe
currentthighievelsofreliabilityoftoday’sgridandourcustomers’growingeppetitefory
high Lqualitywenergy,itisimperativewthatmowlossimreliabilityqorqqualitypccumthroughwthew
transitiontoamoderngrid.However, sbsentthedeploymentioftheSmartGrid, the
reliabilityandgqualityofservicewilldeteriorateasmoregndmoreelectricvehiclesand;

intermittentenergyresourcesaredeployed.;

Aswithanypotherinvestmentintechnology, thebenefitsto SDG&Ercustomersfromn
SmartGridinvestmentswilloccurovertimegfterthisequipmentandsoftwarethasbeen;
installedandcapabilitiesenabled.TAswithotherinvestments, customerswillnotsee;
immediateratereductionsastheinvestmentsaremade, butratherwillseejncreasingy
benefits,includingcostsavingsandincreasedfunctionality, duringtheusefuliifeofthe;
investments.7Anotherfactorthatcannotbevovericokedisthatwithoutthese;
investments,reliabilitylandgualitypfelectricitydeliverywilldeteriorate. 1S8imply;
maintainingreliabilitysndgualityofservicewilllbesdauntingchallengethatSDG&E’sy
customersexpectittomeet.7And,whilesomepenefitsdirectlyreduceelectricrates;
suchasthereductioninmeterfieldpersonnelasaresultiofsmartmeterinstaliation,
manybenefitsaremnotdirectlyreflectedinjowerrates, butinsteadprovideenabling]
technologyforthecustomertotakemoreactiveontrolpoverandparticipateinenergy

management.
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TheseTsoft’benefitstakeotherformssuchasreducedenvironmentaliimpactthroughy
thesafeandreliableintegrationofrenewablegeneration, whichSmartGridinvestments]
ensuretanpegaccomplishedinthemostcost Leffectiveqway,i mpactingelectricratesiess
thanglternativetmethods.Byenablingcustomerswith-energymanagementtoolsand;
greaterinformationgboutenergyconsumptionandassociatedcost, SDG&Erxustomers
will-beabletomanagetheirtotalelectrichilland, moreimportantlyforsome, saver
personaltime.ingddition,jeveragingdigitalandadvancedtechnologytosafelyand;
reliablyintegratenewproducts, suchasPEVsandPVsystems,willdirectly benefitsomen
customersthroughijowerfuelcosts, aswellasthesocietalbenefitofiesseningy
environmentalimpactendachievingilAmericanenergyindependencewtthejowestcost.]
Whilethesesocietalandenvironmentalbenefitsarenotreflectedinelectricrates, thesey

softerbenefitsprovidesignificantwvalue.y

ConsistentwithD.10 o6 L()47,WSDG&E1'1aswdevelopedeeneﬁtwestimatesftmsupportwthew
SmartGridDeploymentPlan.ThetotalestimatedbenefitspofSmartGridideploymenty
describediinthisplanfortheSanDiegoregionarebetweenapproximately$3.87 LS7.17
billion,jincludingsocietalandenvironmentalbenefitsfortheyears2011-20200f
approximately 5760 million L;Sl.97billion.1

Table8 LHareakswtheseiaeneﬁtswdowmbywtheir‘;source:w
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Table B Li:Tﬁocietal"and“fnvimnmental*ﬁeneﬁtsﬁﬂl17-*;2()20“1

Societal/EnvironmentalBenefitq Societaly/ Estimatedtonspf0.eq
Sourceq EnvironmentalBenefitq Avoided®
Rangeq
Estimated-AvoidedEmissionsfromn S12-MM- LS837M M7 ~0.7million

Energy-Reductionsand-Peakioady
Shiftingy

Estimated-AvoidedEmissions S85 MM~ L$6121M M7 ~5.4million
Reductionbyintegrating,

CentralizedRenewableEnergy

Estimated-AvoidedEmissions S10MM- LS797M M7 ~0.7million
Reductionbyintegrating,

Distributed-Generation

Estimated-Avoided-Net-Emissionst | $284MM1-$550MM®* ~0.9-million"
ReductionbyintegratingElectricy

Vehiclesy

SQ-NOX,-SOX,-and-|PM10-fwere-also-inc!uded-|in-[the-monetized-|benefits—;estimates.—n
GO-A-significant-|portion-pf-rthese-benefits—are-Nalued-rfrom-avoided-j\l&emissions-|(approximately-|13,000-|
tonsinthebasecase).
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Inaddition, thepotentialfuelsavingsbenefitsforcustomersadoptingelectricvehicles

havebeenijdentifiedandestimatedasfollows:y

Tableg L2:*rPc:ﬂ;en‘tiaH!:uael*ﬂ’:ac»s;t#‘iavimgs*i’mr*ytkdc.ur)*cing*ﬁlet:ts*‘it:r}“d@:hic::les*}

BenefitSource BenefitRange PurchasedGallonspfy

GasolineAvoidedi

EstimatedjAvoidedFuelCostbyr | $369MM--6615MM® ~207milliom

IntegratingElectricVehicles

Thesebenefitswillbeexplainedinmoredetailinsection8.3.1.7

Inaddition,estimateswerexalculatedforeconomicandreliabilitybenefits{whichsare
primarily‘soft”benefits)for2006 L2020,1'ncludingwtheirqassociatedwterminah\/aluew(post L

2020),totalingrapproximately$3.0billionT L;SS.lwbillion.w

Table8 L.'-Hareakswdowmtheseiaeneﬁtswbwinvestmentwcategory:w

61-Benefitqrangeqfor-avoidedqfueI-g:ostqimbased-pn-mlow—andqhigh-gasolineqprice-derivedqfromjaqforecas’ﬁ
baseasefinteportmno.CEC 'so0 2011 bOl—preparedqby-rche-ﬁalifornimEnergy-ﬁommission-rcitledq
“Transportation¥uel Price Cases Demand-Scenarios: inputsandMethods forthe 2011ntegrated £nergy;
Policy Report”-datedFebruary2011andpvailableatittp://www.energy.ca.gov/201 Lpublications /CEC
6002011 001/CEC '600 2011 '001.PDFy
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Tableg l?»:ﬁconmmicwnd*ﬁeliabilityﬂenefitsﬁﬂ%v&ﬂzm

InvestmentCategory EconomicandReliabilityq
Benefits2006+12020pnd7

TerminaliValueq

Benefitsidentifiedrelatedtopreviouslymauthorized $1,378 MM
fundingj(SmartheterGZ,WOpExw20/2075marthrid7

projects)®*
BenefitsidentifiedforprojectsiniTY2012Generah S966 MM~ LS2,2631M M7
RateWCase&H
Benefitsidentifiedforotheractiveapplicationsy S29-MM- L$1391M M7
(Demand-Response® )
Estimatedincrementalinvestmentbenefits—CPUC, $2531MM- L$49 1-MMe
Estimatedincrementahinvestmentbenefits—FERC; S4341MM- L$9O61M M7

Thesebenefitswillbeexplainedinmoredetailinsection8.3.2.7

B A I

62-ﬁmartheterqbenefits-gwereqsourcedqfromqthe-priginal-ﬁPUGapplication-(A.OS lp3 L€)15).1
Gg-Benefitsﬂmthequartﬁriqueploymenthlan-mayclifferqfromﬁny—shown-jmSDG&E’sﬂYZOlZ-Generah
RateCase{A.10 l47 LOOS)qbecause-pof-g:Iifferen cesyinpresentationpfdata.q

64-Ongoing—benefits-gfo riprojectsinSDG&E’s{TY2012GeneralRate1Case{A.10 42 [OOS)-have-been-fforecastq
beyondtheperiodyeflectedinthempplicationtotheCPUC.q
65quly-rche-;Smar’c—Grid-|re!ated-|benefits-gfor“fthewDemand1‘?esponse1:>rogram-;are-|included-and-have-i:>een-|
forecast-beyondtheperiodyeflectedintheapplicationtotheCPUCH{A.11 o3 [()02).1
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8.2 APPROACH;q

Atthesametimeprogramrcostswerectompiled, SDG&Ewrlsoengagedinsa
comprehensiveexercisetoidentifytherorrespondingbenefitsassociatedwithijtsSmart;
Gridprogramsandprojects.TWhereverpossible, SDG&Esoughttonotonlyidentifythe
benefits, butalsoxconvertthemintoemonetaryfigure.Tintheinterestofusings’
commonsetpfbenefitcategoriesandmethodologiesthatisunbiased,clearandeasily;
understood, SDG&Erchosetomodelitsbenefitsframeworkafterthebenefitsevaluation,
modelthatEPRIHncludedinthereporttitledy"MethodologicabApproachiforiEstimating;

the Benefits mnd Costs of SmartGrid Demonstration Projects” 58

SDG&E’sapproachieveragedthebenefiticategoriesdefinedbyEPRImasfollows:

ffi Economictincludesavoidedorreducedcostsandinvestmentsduetoimprovedy

systemefficiencyporassetutilization.

ffi Reliability—includesmavoidanceprreductioninelectricalserviceinterruptionsy
andimprovementsinpowerygualitysndithereliability benefitstocustomersthaty

aredeterminedthroughwvalueofservicestudies.

ffi Environmentaltincludesavoidedorreducedemissionswhichimpactglimate

changeqandadverselyimpacthumanhealthandvariousecosystems.]

ffi Other—includesimprovementstorcybersecurity,worker/customersafety,;

customersatisfactionaswellasreductioninpildependence.

®Fina [ Report No.71020342,“Methodological Approach for Estimating the Benefits and Losts of Smart Grid ;
Demonstration Projects”, datedanuary2010andavailableat;
hitp://my.epri.com/portal/server.pt?space=CommunityPage&cached=true&parentname=0biMgr&parentid=2&contr
ol=SetCommunity&CommunitylD=404&Raise Docl D=000000000001020342 &Raise DocType=Abstract ich

1
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Furthermore, SDG&EwrisosugmentedtheEPRIcategorieswithasdditionaltypesiof
benefitsjdentifiedthrough-bestpracticesandindependentresearch.iTheresulting,
benefitsframeworkservedasthemodelusedtojdentifyallpotentialbenefits;
associatedtoeachpofthe SDG&ESmartGridprogrammareas.jTohelpguantifythe
economicvaluepftheSmartGrid-benefits,effortsweremadetotransiateidentifiedy
benefitsintoemonetarywvalueusingfactorsprovided-byexternalsourceswhere
possible.Thefollowingtable(8 L4)1orovidesqawsummaryqofwthewscopepﬁbenefitswfomeachw
categorymseguidancewutilizedduringtheijdentification, guantificationand;

monetizationprocess.]

Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;

subjecttochangeasmnewinformationbecomespvailables

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page294

SB GT&S 0248056



Table B %:TSDG&Eﬁeneﬁtsframeworkj

Economicy Improved-AssetUtilization

Transmission&DistributionCapitalSavings]

Transmission & DistributionOperating ExpensesSavings]

TheftReduction

EnergyEfficiencyy

ElectricityCostSavings

Reliabilityy Powernterruptions

PowerQualityq

Environmentaly| AirEmissionsy

Othenr Security & Safetyy

Customer-Satisfaction

Energyindependence’

.
ThemajoritypofprojectswithinSDG&E’sSmartGridprogramareaswereidentifiedas]
providingeithergualitativeand/orgquantitativebenefits.TNumerousfactorsdictatedthey
typeandextentiofthebenefitseachSmartGridprojectprovided, aswellasimpacted;

theaccuracyoftheestimatedbenefits.TSomepfthefactorsincludethefollowing:

ffi ProjecttyperProjectsclassifiedasPolicy,whichmeetaregulatorymandateor
policy,;may-havefewerpenefitsastheyareimplementedtomeetspecified

requirements.Pilotprojectsmayaisohavefewerpenefits,astheyareusedto
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testtheviabilityofnewtechnologieswhoseexactbenefitshaveyettobefully

understood.]

ffi NewprfuturetechnologiesQuantifyingandestimatingtheimonetarybenefit;
ofnew,emergingrorfuturetechnologiestcanpedifficultgiventheiackof

precedenceand/orsufficienthistoricaldata.]

ffi Qualitativebenefits—Certainbenefittypesbynaturearedifficulttolguantify, ety
aloneconvertintogmonetaryvalue{e.g.customerengagement,reductionpf
relianceonpil).TMeasuringsuchbenefitsmaypedifficultand/orthereisno
methodologytoralculatethebenefit’'seconomicyvalueorthemethodologyisy

overlycomplexortime Lt:onsumingjforwt:ieponmentwplanningpt.irposes.ﬂ

ffi Inconsistenciesofstandards—Conversionfactorsareusedtoxonvertspecific
benefitunits{e.g. MWh, MW )intomonetaryunits.7Theconversionfactorvalues,
themselvestanwvarygreatlydependinguponthesource,wherethe

inconsistencyjsttributedtovaryingrcalculationimethodologies.;

ffi Lackpfhistoricaladoptionratedatar—Certaintechnologies{e.g. PEVs)aremnewn
tothemarket.TAsaresult, themagnitudesndextentoftheirbenefitsrealized
arevargelydependentupontheirratesofedoptionbyconsumersortheirrates)

of penetrationintotheindustry, both-ofwhicharedifficulttopredict.

Projectbenefitswerercalculatedinasimilarfashionasprojectcosts, whereeachprojecty
wasteviewedforbenefitsasdefinedwithinthebenefitsframework.THistorical-benefitsy
weremnotedforin Lﬂightjorojectswthaﬁ'wavewalreadyTeaIizedwbeneﬁts,qand13eneﬁt7
projectionsswereimadeforroadmapprojectssiatedforthetfconceptual’2011 L20157

timeframesand/orthefprovisional’2016 L201oroject1timeqframe.ﬂ

Inordertoaccountforthedifficultyofestimatingbenefits, thebenefitforecastfor
SmartGridprojectsusedarangeofpotentialvaluesforbothconceptualandprovisionaly
Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy

preparationoftheSmart Grid- DeploymentPlan.7Theseestimatesarenotintendedforuseinnewrequestsforfundingendpre;
subjecttochangeasmnewinformationbecomespvailables

SDG&E-SmartGridDeploymentPlan:12011+—2020; Page296

SB GT&S 0248058



estimates.iTheserangevalues{asapercentpfthebaseforecastedbenefit}reflectwhaty
arebelievedtobemreasonablerangeabove{+}randbelow{ Lhthewestimatedhenefitw

projections.Tq

Table8 L515ummarizeswtheqconceptuahand1orovisionahcontingencywalueswincorporatedw
into12011 LZOZOwbenefitwestimatesntowreﬂec’ﬁthewncertaintyqassociatedqwithqthew
methodologyandaiongtimeframe.Supportinggronservativeviewtowardsattaining
benefits,andthegreateruncertaintyinthejongerterm,therangejsb0percentbelow
toB0percentebovefortheyears2011to2015,and75percentbelowtoi75percent
aboveforecastedpenefitsfortheyears201614012020.7
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Table8 '5:7Conceptualand-Provisional-Range Factorsfor2011 2020Benefits Estimates

ConceptualRange Factors] Provisional Range Factors

Benefits2011 20157 Benefits2016 2020+
High +30%7 +75%
Lown L50%7 |‘75%7

Inadditiontohistoricalandprojected-benefits, terminalvalueswerealsoralculated.
ForeachpftheSmartGridDeploymentPlanprojects, aterminalvaluesccountsfor
ongoingnetpenefitsthatrontinuetomccruefortheworkingiifeofcapitalassetsy
beyond2020.7Thus,theterminalwvaluesctompiementthehistorical, projected;
conceptualandprovisionaltimeframepenefitstoprovidegrompleteendviewofthe;

totalanticipatedbenefitsassociatedwithagivenSmart1Gridproject.m

Asdiscussed,sllbenefitestimatesarepresentedinnominaldollars{i.e. notdiscounted);
andreflectthebestavailableinformationatthistime.iTheseestimatesarenoty
intended-foruseinnewrequestsforfundingandwillchangeasnewinformation

becomesgavailable.q

8.3 SOCIETALJANDENVIRONMENTALBENEFITS

SDG&E~xollaboratedwiththeEnvironmentalDefense Fund(EDF),aleading,
environmentalnon Lgovern mentalprganization(NGO), initsefforttoquantifythe
societalandenvironmentalbenefitspfitsSmartGrid-DeploymentPlan,particularly;
thosethatareexpectedtoresultfromtheintegrationofcentralizedanddistributedy
renewableresourcessndPEVs.\Whiletheeconomicandreliabilitybenefitswerer

estimatedonaproject L}eveHaasis,qandqsummarized13y1orogramqandxlassificatiomim
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section8.3.2,thercalculationpfthefollowingsocietalendenvironmental-benefitswerer
calculatedsttheportfoliojevel, becausethesebenefitsarearesultofmultipleSmarty
Gridprojectsprprogramsand-havesignificantdependenciespnexternalfactors.y
Consistentwithourconservativegapproachtowardsbenefits, terminalvaluesaremnot

reflectedinestimatesforsocietalbenefitsfromthesesources.

8.3.1 ESTIMATED-AVOIDEDEMISSIONSFROM-ENERGY-REDUCTIONS-AN DA
PEAK-LOAD-SHIFTING,

i

SDG&Eestimatedthegvoidedemissionstreductionbenefitsassociatedwithreduced
energyrconsumption, moreefficientgridoperationsendpeakioadshiftingenabledby;
newSmartGridtechnologiesandptherinvestments,usingthefollowingassumptions

andimethods:q

ffi QuantificationofkWhofenergygvoidedorreducedandkWhofenergyshift

frompeaktomnon Lpeak1oeriods.7

ffi ConversionofkWhtoemissionsreductionbasedontonsofiCO,e,NO,, SO, mnd7
PMio.m

ffi Pricespertonpf0O,e,NO,,SOandPM;icbasedonareportpreparedbythe;

CaliforniaEnvironmentalProtectionjAgency{Cal/EPA). o7,

Asaresult,apotentialrangeofbenefitsinthiscategorywasestimatedat 512 MM LS837
MM-forthe2011 2020 timeperiod.

671Pricesnbasedqomreporﬁ:)reparedqbyq'cheqCaIiforniaﬂEnvironmentaIWProtectiomAgencyﬂtitlequpda'l“ed7’:'conomIC7
Analysispffalifornia’sflimatefhange5copingPIamdatedMar;hwz4,1201013ndavailableah
hitp:/fwww.arb.ca.gov/ce/scopingplan/economics sp/updated analysis/updated sp_analvsis.pdfs
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8.3.2 ESTIMATED-AVOIDEDEMISSIONS-REDUCTIONBY-RELIABLY
INTEGRATINGICENTRALIZEDRENEWABLE-ENERGY"

H
1

SDG&Eestimatedthegvoidedemissionsreductionbenefitsassociatedwiththe
integrationpfrentralizedrenewableenergyusingthefollowingassumptionsand

methods:]

ffi Integrationofcentralizedrenewableenergyupto20percentRPScanbedone]
withoutSmart1Grid, resultingiinzerobenefits. RPSincreasefrom20percenttor

33percentrequiresSmartGridinvestment.;

ffi PricespertonofO,e,NO,,50,8ndPM;gbasedon@areportpreparedbythe
Cal/EPA.%%

Asaresult,apotentialrangeofbenefitsinthiscategorywasestimatedat$85MM- H
S612-MM-forthe2011 L20207’cime1:)eriod.ﬂ

8.3.3 ESTIMATED-AVOIDEDEMISSIONSREDUCTIONBYINTEGRATINGA
DISTRIBUTEDGENERATIONT

i

SDG&Eestimatedthegvoidedemissionsreductionbenefitsassociatedwiththe
integrationofdistributedrenewableenergygenerationusingthefollowingassumptions

andimethods:q

ffi ConversionofkWhtoemissionsreductionbasedontonsofiCO,e,NO,, 50, mnd7
PMio.m

ffi PricespertonofLO,e,NO,, 50 ndPM gbasedonareportpreparedbythe
Cal/EPA.%

681Ibid.'|
691!bid.1
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ffi Appliedtimedifferentiatedemissionproductionfactors.m

Asaresult,japotentialrangeofbenefitsinthiscategorywasestimatedat$10MM- 1-15797
MM-forthe2011 2020 timeperiod.

834 ESTIMATEDAVOIDEDNETEMISSIONSREDUCTIONBYINTEGRATINGA
ELECTRICVEHICLEST

i

SDG&Eestimatedthegvoidedemissionsreductionbenefitsassociatedwiththe

integrationpfPEVswusingthefollowingassumptionsand-methods:;

ffi Netemissionsreductionscalculated-basedonthedifferentialofconsumptionofy

electricitytosupplyenergyneedsversusgasolineconsumption.]

ffi MPGstandardsforCaliforniamarketbasedonreportpreparedbyCaliforniaAir

ResourcesBoard.”*

ffi ConversionofkWhtoemissionsreductionbasedontonsofiCO,e,NO,, 50, mnd7
PMio.m

ffi PricespertonofLO,e,NO,, 50 ndPMgbasedonareportpreparedbythe
Cal/EPA."}

Asaresult,apotentialrangeofbenefitsinthiscategorywasestimatedat$284MM- H
S550-MM-forthe2011 L20207’cime1oeriod.7

oM PGstandardsbasedonreportpreparedbyitheCaliforniaAirResources BoardtitlediComparison pf Greenhouse;
Gas Reduction 1Under CAFE Standards and ARB Regulations Adopted Pursuant to AB1493 datedyanuary2,2008and;
availableathttp://www.arb.ca.gov/co/scopingplan/economics sp/updated snalysis/updated_sp_analysis.pdf
711PricesnbasedpmreportpreparedqbyqtheqCaIiforniafnvironmentaIWProtectionﬁgencyﬂtitlequpdatedfconomIC7
Analysis of California’s Climate Change Scoping PlandatedMarch24,2010-andgvailableat;

it/ fwww.arb.ca.gov/ce/scopingplan/economics sp/updated analysis/updated sp analysis.pdfq
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835 ESTIMATEDAVOIDEDFUELCOSTBY INTEGRATINGELECTRICWEHICLEST

i

SDG&Eestimatedthemvoidedfuelcostbenefitsassociatedwiththeintegrationof-PEVs,

usingthefollowingassumptionsendmethods:y

ffi Avoidedfuelrcostralculatedbasedonthedifferentialofcostofgasolineversus,

electricity.

ffi ForecastofgasolinepricestbasedonareportpreparedbytheCaliforniaEnergyy

Commission{CEC).”*
ffi Forecastqoﬁelectricitypriceshasedpmawreport*preparedbywtheWCEC.Bw

Asaresult,apotentialrangeofbenefitsinthiscategorywasestimatedat$369 MM~ H
S615MM--forthe2011 L20207’cime1:)eriod.1

84 ECONOMICAND RELIABILITY BENEFITS1ESTIMATESIBY PROGRAMAREA]

Providedbelowisasummarypfthemonetizedeconomicendeliability SmartGridy
benefits, groupedbyprogramereasndprojectclassification. Pleasenotesubtotalsing

tablesinsection8.4maydifferduetorounding.m

841 CUSTOMEREMPOWERMENTA

i

AsdiscussedintheRoadmap{section6.0pfthisplan), SDG&E’sCustomer

Empowermentprogramwilllensurecustomershavetheinformationandrcapabilities

721Forecastx)fgasoIinepricesbaseanTeporhno.1CEC 's00 2011 L€)011:)reparedi:)wtheqCaIH‘orniawEnerquCommissiom
titled{'Transportation Fuel Price Cases Demand Scenarios: inputs and Methods for the 2011 integrated Energy Policy ;7
Report’datedFebruary2011andavailableathitp//www.energy.ca.gov/201 toublications/CEC 600 12011 001/CEC
6002011 001.PDF

731ForecastpﬁeIectricitywprice51basedqon1’eporhno.qCEC 002009 012 'em Fprepared-bytheCaliforniaEnergy;
CommissiontitledCalifornia Energy Demand 2010 éOZO%\dopted Forecast” dated December2009andavailableat;
bt/ /www.energy.ca.gov/2009publications/CEC 200 2008 '012/CEC 200 2009 'o12 CMF.PDR
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thattheyneedinprdertoimakeenergymanagementdecisionsthatmeetwiththein

values,needswanddesires.T

TheSmartMeterprojectdrivesthejargemajorityofbenefitsundertheCustomen
Empowermentprogram.jThedeploymentpofsmartmetersthasandwillcontinueto
providesubstantialcostsavingsbyreducingdistributionpperationalcosts,curtailing;
energytheft, andimprovingdemandyesponsegefficiency.Theronceptualand
provisionalbenefitestimatesforSDG&E’'sCustomerEmpowermentprogramareas’

follows:T

Table g l6:*rﬂ:tusstcm'xer"ﬁmpmwelzfmtfi*rat%m:»grarmﬁcmcept&,maﬂ“ano!“i:’imwisicmaH:}eneﬁ*l:s“";

Estimates
Benefits TotalEstimated-Benefits
. . ConceptualEstimates ProvisionalRanges
Historical - ) )
20112015 2016 2020 2006 2020-Tota Beyond2020
Project
Class
Policy S0 $3,898 $10,134 $12,445 $87,114 $16,342 $97,247 $10,833
Value $69,491 $379,480 $402,395 $337,296 |$424,888 $786,266 $896,775 $365,447
Pilot S0 $2,195 $5,706 $1,510 $10,573 $3,705 $16,280 $7,544
Subtotal $69,491 $385,572 $418,235 $351,251 |$522,575 $806,314 |$1,010,301 | $383,824

T

ForthecorrespondingcostspftheCustomerEmpowermentprogram,pleaseseethe

CostEstimatessection.

8.4.2 RENEWABLE-GROWTH"

H
1

AsdiscussedintheRoadmap, SDG&Erxustomersarecontinuingtoinstallsignificanty
numberspofPVelectricgenerationsystemsatresidentialgndnon Lresidentiahoremises.ﬂ
Tosupportdistribution Llevehrenewable*generation,WSDG&EWpIansinvestmentswthatw

increasemeasurement,control,.andmanagementrcapabilities.]
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Investmentstoimprove SCADAtechnologiesandexpandtheirdeploymentwilldrivether

majoritypfbenefitsbyincreasingthepveralireliabilityofenergydeliverytoxcustomers.m

Otherprojectsgeneratessignificantibenefitsbyintroducingdynamiciineratingsand;
augmentingphasormeasurementrcapabilitiestodefercapitalinfrastructureexpenses
andreducepperationalexpenses.;Thexonceptualandprovisionalbenefitsestimatesfor

SDG&E’sRenewableGrowthprogramareasfollows:T

Table [7:menewable“ﬁmwth?mgram*ﬁmnceptuamndfmvisional*ﬁenefitsfstimates

Benefits TotalEstimated-Benefits
. . ConceptuakEstimates ProvisionalRanges
Historical - L
2011 2015 2016 2020 2006 20207Total Beyond2020

Project

Class

Policy , , , , , ,

Value SO SO SO SO SO SO

Pilot S0 SO S0 SO S0 SO
Subtotal SO $59,431 $154,520 $64,243 |5449,701 | | $123,674 $604,221 $321,374

ForthecorrespondingcostspftheRenewableGrowthprogram,pleaseseetheCosty

Estimatessection.

843 ELECTRICWVEHICLEZGROWTHH

i

i’-\sqdiscussedimthewRoadmap,wsDG&Eispreparingﬂfor‘rchewincreasedpublicwadoptiomoﬁ
plug L'rmelectricwehicles.ﬂlmanticipatiomoﬁthisgrowth,ﬁDG&Eplanswinvestmentsqthatw
willhelppromotethewadoptionofelectricivehicles,.educatethepublicontheirusage
withregardtotheelectricgrid,andassistpartiesinvolvedwiththeelectricvehicley

ecosystemtoensurethesuccessfulintegrationofelectricvehicleswithinthegrid.q

Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
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Investmentsthatinstallsmarttransformersare-expectedtoenablercostsavingsby
reducingequipmentfailuresassociated-withtheincreaseinjoadfromelectricvehicles.m
Otherinfrastructuresand-technologyinvestmentstosupportelectricvehicleadoptiony
willimprovetheefficiencyofelectricdistributionandreduceusagesndrelianceon
ancillaryservices.;ThetonceptualandprovisionalbenefitsestimatesforSDG&E’s

ElectriciVehicletGrowthprogramareasfollows:T

Table lﬁﬂflectricﬁvehiale*ﬁmwth?mgram*ﬁonceptualﬂndfrmvisional*ﬁeneﬁtm
Estimates

Benefits TotalEstimated-Benefits

ProvisionalRanges
2016 2020

Conceptual-Estimates

Historical 2011 9015

2006 2020-Total Beyond2020

Project

Class

Policy $14,343 $37,293 $24,051 $168,355 $38,394 $205,648 $107,978

Value SO S0 SO S0 SO SO SO S0

Pilot S0 SO S0 SO SO SO S0
Subtotal $14,343 $37,293 $24,051 $168,355 $38,394 $205,648 $107,978

1

ForthecorrespondingrcostspftheElectriciVehicleGrowthprogram,pleaseseetheCosty

Estimatessection.

8.4.4 RELIABILITY - ANDSAFETYq

i

i’-\sqdiscussedimthewRoadmap,ﬁDG&E'sgoahisqtovnaintaimand/orwimprovewreliabilityim
thefaceofintermittentresourcesgndelectricvehiclesthroughimprovingits]
measurement,control,protection, recording, andmanagementandpptimization
abilities.Tinvestmentsintotheaforementionedabilitieswillsupplementtheexisting,
technologyinvestmentsmadetoimproveaccuracysndspeedoffaultisolationandy

systemrestorationttime.;

Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
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UndertheReliabilitygndSafetyprogram, strategicinvestmentsintechnologiestothelpy
balanceandregulatewvoltagepntransformerswillresultingnotablerostevoidance

benefitbyprecludingtheneedtoxonstructenewpowergenerationplantaltogether. 1
Otherprojectstoimproveelectricreliability, suchasimprovementstosynchrophasors,]

areexpectedtoreducexostlymajorgridputages.;

TherconceptualandprovisionalbenefitestimatesforSDG&E’sReliabilityandSafety;

programpareasfollows:T

Tableg '9:Tﬂeliabilitmnd*ﬁafetyﬁmgram*ﬁmceptuamndfmvisional"ﬁeneﬁtm
Estimates

Benefits TotalEstimatedBenefits
Historical ConceptualEstimates ProvisionalRanges
storica 20112015 2016 2020

Project
Class
Policy $243,460 $632,995 $6,144 $43,011 $249,604 $676,006 $120,239
Value S0 $47,849 $124,408 $45,657 |$319,596 $93,506 $444,004 $202,918

Pilot S0 S0 S0 S0 S0 S0 S0

Subtotal $291,309 $757,403 $51,801 |$362,607 $343,110 [$1,120,010 | $323,157

T

ForthecorrespondingrcostspftheReliabilityandSafetyprogram,pleaseseetheCosty

Estimatessection.

8.4.5 SECURITY,

H
1

AsdiscussedintheRoadmap,thecoretenetsof SDG&E’ssecuritystrategyare:
adherencetosecurityprinciples,broadengwareness, convergesecurity governance,
anddistributesecuritycontrols. TSDG&Eplanstosupportthesetenetsbyinvestinginto

aportfolioofsecurityprojects.;

Collectively, SDG&E’sinvestmentsinsecurity Lrelated1’nitiativeswarewexpectedwtowprovidew
significantbenefitsbyminimizingdisruptionsinpowerandgvoidingdatareaches.TiThis]
Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
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figureexcludestheinvaluablesocietalbenefitsarisingfromimprovedsecurity,
measures.TSignificantsocietalbenefitsincludemaintainingcustomerdataprivacysndy

enforcingnationalsecurity by preventingforeigncybergttacksontheelectricalgrid.q

TherconceptualandprovisionalbenefitestimatesforSDG&E’sSecurityprogramareas’

follows:T

Table 8 10:1Security ProgramConceptualand-ProvisionalBenefits Estimates]

Benefits TotalEstimated-Benefits

ConceptualEstimates
20112015

Provisional-Ranges
2016 2020

Historical

2006 20207Total Beyond12020

Project
Class
Policy $41,176 $107,057 $22,824 |[$159,766 $64,000 $266,823
Value S0 S0 S0 S0 S0 S0 S0 S0

Pilot S0 S0 S0 S0 S0 S0 S0

Subtotal $41,176 $107,057 $22,824 |$159,766 $64,000 $266,823 $7,938

1

ForthecorrespondingcostspftheSecurityprogram, pleaseseetheCostEstimates

section.

8.4.6 OPERATIONALEFFICIENCY,

i

AsdiscussedintheRoadmap, SDG&E-hasdesignedenOperational-Efficiencyprogramto
improveitsebility tomonitor, operate, andpptimizeitssystem.7iToadvancethepveralh
efficiencyofitsgridoperations, SDG&E-willHnvestinanumberpfprojectsiniits,

OperationalEfficiencyprogram.;

Technologyinvestments, suchasLightDetectiongnd-Ranging{LIDAR)andGeographic
InformationSystems{GIS), willimproveenergyreliability throughacombinationof
improvingthesabilitytotakepre Lemptivewmeasureswtoqavoidwfaults,qom'ncreasingwthew
efficiencyofelectricrestorationgfteranioutagethasoccurred.TSuchtechnologieswilly
Thissectioncontainstonceptuatand/orprovisionalb enefitsestimatesyeflectingthebestavailableinformationatthetimeofy
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alsogvoidsignificantcapitalexpensesbyreducingcostlyequipmentrepairon

replacementrostsandextendingtheiifepfexistingassets.;

TherconceptualgndprovisionalbenefitestimatesforSDG&E’'sOperationalEfficiency

programareasfollows:

Tableg Li1:Tﬁ)peratimnakﬁfficiencyﬂmnceptuaI“ﬁndfmvisiona!ﬁenefitsfatimatem

Benefits TotalEstimated-Benefits
. . ConceptualEstimates ProvisionalRanges
Historical - I-
20112015 2016 2020 2006 20204Total Beyond-2020

Project

Class

Policy SO S0 SO S0 S0 SO SO S0

Value $48,462 $97,235 $128,094 $80,524 |$182,313 $226,220 $358,869 $81,313

Pilot | SO $15 $38 $13 $92 $28 $129 $120
Subtotal $48,462 $97,249 $128,132 $80,537 |5182,405 || $226,248 $358,998 $81,433

17

ForthercorrespondingcostspftheOperationalEfficiencyprogram, pleaseseetheCosty

Estimatessection.

8.4.7 SMARTGRID-RESEARCH,\DEVELOPMENT,/ANDDEMONSTRATIONA

i

AsdiscussedintheRoadmap, manypftheSmartGridtechnologiesarestillinthe
nascentstagesofdevelopmentorareonlyconcepts. TSDG&Eplanstopromotethe
developmentandrealizationofsuchtechnologiesbyinvestinginprojectstoresearchy

andpilotthesetechnologies.q

SmartGridRD&Dprojects, by design,srenotmeantbythemselvestoreturnsignificanty
financialbenefits.Tinstead, theirpurposeistoexplorenewtechnologiesandtestideas
whichinturnrcanpeieveragedinthefuturetogeneratesignificanteconomicend;
societalvalue.TAsaresult,theSmartGrid RD&Dprojectswerenotakeysourceofy
benefits.iThetonceptualandprovisionalbenefitestimatesforSDG&E’'sSmart-Grid;y
Research,Development,andDemonstrationprogrameareasfollows:T
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Table g Li.;?.:Tﬂegearch,*ﬂevelopment“and“{)emOnstratimn?rmgram*ﬁonceptual“ﬂamh
Provisional-BenefitsEstimates

Benefits TotalEstimated-Benefits
. . ConceptuahEstimates ProvisionallRanges
Historical 20112015 20162020 2006 20207Total Beyond
i yond2020
Project
Class
Policy SO SO SO SO SO SO SO SO
Value 30 $0 $0 $0 o | $0 $0 $0
Pilot SO $6,799 $17,677 $1,719 $12,035 $8,518 $29,712 $7,156
Subtotal SO $6,799 $17,677 $1,719 $12,035 $8,518 $29,712 $7,156

T

BenefitsshowninthefSmartGridResearch, DevelopmentandDemonstrationprogramn
includeapproximately$7.5millionawardedthroughaiRenewablemndDistributed
Systemswlntegratiom(RDS!)grantqfromjtheWDOEM,qandqapproximatelyWSZ.81'nilIiom

awardedth roughqawPublicwlnteresthnergwResearchj(P!ER)grantjfromwtheWCECB.ﬂ

ForthercorrespondingcostspftheSmartGridRD&Dprogram,pleaseseetheCosty

Estimatessection.

8.4.8 INTEGRATEDJANDCROSS 'CUTTING SYSTEMS

H
1

AsdiscussedintheRoadmap, SDG&Erecognizestheneedtodeveloparobust
enterprise 1wideqapplicationplatformwtmsupportitsﬁmartﬁridwapplications.ﬂThisw
platformwillenablenewsystemstorco LexistqwithiegacywsystemSWaSqwelhaswsupportjthew

adoptionandiintegrationofincreasinglycompliexdatamanagementandgnalyticsas

74—htm: events.energetics.com/rdsiZ008 /pdfs/oresentations/wednesday -
partl/Merrill%20Eric%20RDS| Review 102%&%1’3 ‘ ’ ‘ ‘ ’
P http://www.energy.ca.gov/2010publications/CEC '500 2010 018/CEC 500 2010 '018 'CME.PDF
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wellasgridcommunications.TiTocreatethisapplicationplatform, SDG&E-willinvesting

numerousprojectstoadvanceitsapplicationandrtommunicationsinfrastructure.;

Forexample,theuseofphasormeasurementinformationbothforreal Ltimegrid1
monitoringrendopperationalcontrolrequirestheexistencepfaprecisiontimeserviceto
ensureglldatastreamsarecorrelated-endassessedcorrectly.Likewise, new-
communicationssystemsarerequiredtopringalithesenewdatat’home”tofachieve;
SmartGridoperations.;Thedeploymentofanextgeneration,high Lspeedw
communicationstnetworkwillprovidenumeroussystemefficiencies.iTheseefficienciesy
inturnienablenotablecostssavingsbyreducingtheeffortandinvestmentsneededto
operaterandmaintainthegrid,joweringcapitalexpenditures,aswellasavoidingrother
morercostlycapitalinvestmentsnheededtosupportehigh Lspeedwenterprisew

communicationsplatform.

TherconceptualgndprovisionalbenefitestimatesforSDG&E’sintegratedandCross L

cuttingSystemsprogramaresasfollows:T

Tableg li?s:ﬂntegrated“and"ﬁmss Icuttingﬁystemgﬁrmgram*ﬁonceptual“and“vaismnah
BenefitsEstimates

Benefits TotalEstimatedBenefits
Historical ConceptualEstimates ProvisionalRanges
20112015 2016 2020

Project

Class

Policy SO SO SO SO SO SO SO

Value SO $31,068 $80,776 $13,423 $93,961 $44,491 $174,737 $173,059

Pilot S0 SO SO SO SO S0 SO SO
Subtotal SO $31,068 $80,776 $13,423 $93,961 $44,491 $174,737 $173,059

T

ForthercorrespondingcostspftheintegratedendCross Lc:uttinngystems1orogram,7

pleaseseetheCostEstimatessection.

1
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849 WORKFORCEDEVELOPMENTA

i

i’-\sqdiscussedimthewRoadmap,qakewelementimthewsuccesspﬁtheWSDG&EWSmarthridw
DeploymentPlanresidesintheeducationandadoptionoftheplanwithinjtscurrenty
andfutureworkforce.7SDG&Eplansoninvestinginseveralthumanresourceprojects]
thatwill-helpdeployprganizationalstructuresaswellastoolsthatmaximize SDG&E’sy
ability tomanageandsupportitsSmartGridprogram.mThrough-tscollaborativevisiony
andongoingstakeholderputreachtoregionalworkforcedevelopment,academicand;
technologyorganizations, SDG&Ewillhelpfacilitatethedevelopmentofabroader
SmartGridsavvy-workforceinitsserviceterritory,includingjocalbusinessesanddiverse

businessenterprises{DBEs).

SimilartotheSecurityprogram,themonetary benefitoftheWorkforceDevelopmenty
programisdifficulttoquantifysinceitsrealvalueismorequalitativeinmnature. 7Projects
intheWorkforceDevelopmentprogramareintegraltoeducatingpresentendfuture
utilitypersonnelonthetbenefitsofSmartGridtechnology, maximizingthesuccessfuh
adoptionanddeploymentoftheprogram,andrealizingtheprogram’sfullpotentialandy

associatedpenefits.]

WorkforcedevelopmentiiscriticaltothesuccessofSmartGridimplementation./Whiley
therearemnospecific,individual, costreductionsorguantifiablebenefitsdirectly tiedto
the'WorkforceDevelopmentprogramactivities, workforcedevelopmentisarriticaly

enablerofeach-SmartGridinitiative.mm

ForthecorrespondingcostspftheWorkforceiDevelopmentprogram,pleaseseethe

CostEstimatessection.
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8.5 CONCLUSION;

SDG&E’sBenefitsEstimatesaremodeleduponthebenefitsframeworkidevelopedibyy
EPRIttoguidercalculationsofeconomic, reliability, environmental, security, safetyand;
customersatisfactionoutcomes;augmentedwith SDG&E’'sownbestpracticesand
additionalindustryresearch;sndenhancedbythewutility’scollaborationwithtthe EDF
whichhelpedmuantifythesocietalandenvironmental-benefitsofitsSmart-Gridy

DeploymentPlan.T

SDG&E’sconceptualandprovisionalbenefitsestimatesarebrokenputbypolicy,]
customerwvalueprpilotdriventbenefitsforalloftheplannedprojectsineachofitsnine

deploymentprogramareas.

ThenascentnatureofrcurrentandfutureSmart1Gridtechnology, theinabilitytopredicty
customeradoptionrates,thejackofmodelstovaluebenefits,andtheimpactiof
economicfluctuationsandchangingenvironmentalpolicymakeitdifficulttoprecisely;
estimatetheplan’sfuturebenefits.\However,throughwaralculationofbothsocietalandy
environmentalbenefitsaswellaseconomicandeliability benefits, SDG&E-has
identifiedarangepftotalestimatedbenefitstoitsserviceterritoryfromitsSmartGridy
Deployment-Planof$3.8to57.1billion.q
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9.1 INTRODUCTION-

Duringthesecondhalfof2010,5DG&ExollaboratedwiththeptherCaliforniainvestor
OwnedUtilities{IOUs)andtheEnvironmental-Defense Fund-todefineconsensusimetricsy

tobeincludedwiththelOUs SmartGridDeploymentPlans.T

D.10 06 L()471foundwthatw”SmarthridWDepIoymenthlanswshouldwincludeTnetricswthatw
permittheassessmentopfprogress,buttheadoptionpfspecificmetricsrequires,
additionalworkpyparties. /Asubsequentdecisionjatertthisyyearwillhendorsespecificy

metricsTforinclusiom’mSmarthrideepIoymenthlanswandptherTeports."761

Whilethatdecisionthasnotyet-beenissuedbytheCommission,jtisSDG&E’sy
assumptionthattheronsensusmetricsidentifiedinthedraftiReport on Consensusand7
Non Eonsensus Jp’mart)GridMetrics”qfiledqwithjtheqummissiomomDecember“129,72010,7
willbeincludedintheCommission’sfuturedecisionregardingimetricsandihave,

therefore,includedthosemetricsinthisSmartiGridDeploymentPlan.7

SDG&Ewillcontinueworkingwiththe Commission, theEnvironmentalDefenseFund,;
theotherCaliforniaOUs,jinterestedpartiesendkeystakeholdersinthedevelopmentofy
additionalSmartGrid Lrelatedwetricswimadditionahtopicqarea515uchqaswenvironmentah

andcybersecurity.T

%D.10'96 '047-atp. 57
771The1Report,-{which-jncludes—s;::ecific;deﬁnitions—pf—each-metric—herein,—jm
http//docs.cpuc.ca.gov/efile/RULINGS/129001 . pdfn
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9.2 SMARTGRID RELATEDJCONSENSUSTMETRICST

TheSmartGrid Lrelatedwmetricsincludedimthisplamarehasedqomtheqconsensuswmetricsw
proposedinthedraftiReporton Consensusand Non é‘onsensusfmartjGridMetrics.wThew

objectiveoftheseronsensusimetricsistwofold.n

First,thetonsensusmetricswillbegninitialsourceofinformationavailabletothe
CommissionforuseinmeetingitsobligationjunderSection8367ofthePubliciUtilitiesy
CodetoprovidewninitialennualreporttoitheCalifornialegislaturesboutSmartGridy

deploymentsinCalifornia.m

Second,therconsensusmetricswillprovidesausefuljnitialguidanceiinmeasuringSmarty
Gridprogress.;Thesemetricsshouldbereviewedpnpgregularbasistoraddresstheir
applicabilityandeffectivenessasameasurepfSDG&E’s SmartGrid-DeploymentPlan.y
TheSmartGridconsensusmetricsincludedil9metricsgroupedintofourtopics:]
Customer/AMI{nineconsensusmetrics),Plug LtmElectrichehiclew(oneqconsensusTnetric),w
EnergyStorage{oneconsensusimetric)andGrid-Operations{eightconsensusmetrics).q
EachSmartGridconsensusmetricsupportsapolicygoalasrecommended-bythe

Commission.]

1
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9.2.1 CUSTOMER/AMIMETRICSH

i

Metricil L|TheTwumber‘pﬁadvancedwmeterwalfu nctionswhereservicetisdisrupted.;

Purpose/PolicyGoalSupported: Tomeasureimprovementsingridreliabilityatthe]
customerievelsnditomeasuretheabilitypftheSmartGridtoavoidandidentify;
outages,§8360(a).

Tablep ﬁ:ﬁustomer/AMI“Metricﬂw

NumberpfSDG&E-AdvancedMeterMalfunctions\WhereServiceisDisruptedy

2010 Value

Numberofmeters Meters 377

1
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MetricﬂjLLoadwimpactjfromWSmarthrid LenabledﬂutilityqadministeredwdemandTesponsew

(DR)programsy{intotalandbyrcustomerclass,totheextentavailable);

Purpose/PolicyGoalSupported: Tomeasuretheachievementpfenergyefficiencyandy
demandresponsegoalsasiistedin$§454.5and§454.557 U7§8366(<:1)7

Table-® 2:Customer/AMEHMetric2

LoadimpactspfSDG&E-AdministeredDR-Programs’®

2010 Value
Residentialy MW 144
C&I=H00kWH MW 30
C&I+>H00kWH MW 07
Othenr MW 67

Total by Customer Llass

78As—definedqimthe-DecemberﬂS,qZOIOqAU-Ruling—entitledq”Administrative-a_awﬂudge’snRulingqseekingq
CommentsonProposedinterim-MetricstoMeasure-ProgressbyPG&E,SCEand-SDG&E4inimplementingsa;
SmartGrid”,thisincludesPTR,{CPP,TOU,A/CLCycling.q

1
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MetricB1 LPercentagepﬁdemandTesponsewenabledhyﬁutoDRj(AutomatedWDemandw

Response)byindividual-DRimpactprogram.]

Purpose/PolicyGoalSupported: TheSmartGridseekstopromotetheuserofdemand

responseandistiedto88366{(d)and§8360(d).1

Table-8 8:-Customer/AMHMVetric8

PercentagepfSDG&EDRenabled by AutoDR1

2010 Value;

Percentageofdemandresponse
enabledbyAutoDR+Capacity; %7 6%
BiddingProgram+{CBP)y

Percentageofdemandresponse
enabledbyAutoDR+—CriticaliPeaky %7 4%

Pricing{CPP)programn

1
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Metric L|The11umber|oﬁ.|tility LownedqadvancedTnetersqwitthonsumerwdeviceswwithw
HomeAreaNetwork{HAN)orcomparableconsumerenergyimonitoringonr
measurementdevicesregisteredwiththewutilitybycustomerclass, CaliforniajAlternativer

RatesforEnergy(CARE),sndclimategzone,toextentavailable.q

Purpose/PolicyGoalSupported: SomepfthebenefitspftheSmartGridarelinkedto
customerusagepfitscapabilities,and-thismetricseekstomeasurecustomerusepf
SmartGridendadvanced metercapabilities. Tiedt01§8360(f),{h),{i}and§8366(a}.7

Tablep %:ﬁustomerlAMH\/ﬁetric*ﬁw

SDG&EOwned-AdvancedMetersWith HANY-ComparableDevicesRegistered

2010 Valuet
Residentialy H#meters 07
C&I<HB00kWH H#meters 07
C&I>Hp00kWH H#meters 07
Other H#meters 07

Total by Lustomer Llass 7

CAREq #meters 07
Non lCAREW #meters 07
7
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SDG&EOwned-AdvancedMetersWith HANY-ComparableDevicesRegistered

Total by CARE/non EARE7

Coastah H#meters 07
inlandy H#meters 07
Mountain #meters 07
Deserty #meters 07

Total by Llimate Zone 7

1
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Metrich1:Numberpfrcustomersthatarepnatime lvariantwomdynamic1oricingwtarifﬁ(byw

customerxlass,CARE,andclimatezone,toextentavailable.q

Purpose/PolicyGoalSupported: SomepfthebenefitspftheSmartGridarelinkedtoy
customerusagepfitscapabilities, and-thismetricseekstomeasurecustomerusepf
SmartGridendadvanced metercapabilities, §8360(f){h){i}and§8366(a) .1

Table® l5:“ﬁusmmw/A!\./lI“i\\/ietri«:ﬁﬁ“x

NumberpfSDG&E-CustomerspnpailimeVariantorDynamiciariff’ >

2010 Value
Residentialq H#rcustomers 1,886
C&I=Hp00kWH H#rcustomers 23,4957
C&I>H00kWH H#rcustomers 688~
Other H#rcustomers 19

Total by LustomerClass 26,088
CAREq #rcustomers 07
Non lCAREW #rcustomers 26,088

79—As-defined-in-rchquecembequ9,-;2010-ALJ-|RuIing—entitled-{’AdministrativeqLawdudge’s-Ruling—Seekingq
CommentsonProposedinterim-MetricstoMeasure-ProgressbyPG&E, SCEand-SDG&E4inimplementingsa;
SmartGrid”,thisjincludesCPP,TOU,RTP,;andcustomersenrolledin-PTRnotificationstandseparately;
metered-PEVrates.q

1
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NumberpfSDG&ECustomerspnafimeVariantporDynamiciariff’ >

Total by CARE/non EARE-

Coastaly H#rcustomers 16,3737

inlandy H#rcustomers 9,3357
Mountaing #rcustomers 3157

Deserty f#icustomers 657

Total by Climate Zone

1
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Metric-6'|LNumberqoﬁescaIatedrustomer‘pomplaintsTelatedwtow( 1)thewaccuracy,
functioning,orinstallationofadvanced metersori2)porthefunctioningofautility L

administered'HAN-withregisteredconsumerdevices]

Purpose/PolicyGoalSupported:Linkedtorcost Leffectivenessqand1orovisiomoﬁ

informationtocustomers,§8360(a)(e)(h}.

Table® L6:“ﬁusmmw/A!\./lI“i\\/ietri«:rﬁ*x

NumberpfEscalated SDG&ECustomerComplaintsRelatedto:q
1t+Accuracy, FunctioningprinstallationpfAdvancedMeters,or

2+FunctioningpfanSDG&E-Administered-HomeAreaNetworkWith-Registered,

Devicesq

2010 Value,
.
Numberofrcustomer
complaints Complaints 2,1237
1
7
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MetricﬂjLNumberqofutility LownedqadvancedTnetersTeplacedqannuallywbeforewthewendw

oftheirexpectedusefulife.;

Purpose/PolicyGoalSupported:Linkedtorcost Leffectivenessqand1orovisiomoﬁ

informationtocustomers§8360(a){e)1{h}.7

Tablep L3’:“ﬁusmnw;w/ﬁ\!\./lI“i\\/ietri«:riﬁ

NumberpfSDG&E-Owned-AdvancediMetersReplacedin2010

BeforetheEndpfiTheirExpectedUsefultlife;

2010 Value

#meters; meters; 27,47 2807

8OﬂAIhmeters-gcountedqin-metric—;#ﬁ-ywereqreplaced-under-{wa rranty-bytheirmanufacturer.-Advanced-meters;
owned-bySDG&E-haveqabiyearwarrantythatcoversthepartsandiaborcostsofreplacement.p

1
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Metric-8'|LNumberqofqadvancedTneter—rﬁeldwtestsperformedwatwtheTequestqoﬁcustomerw

pursuantto-utilitytariffsprovidingforsuchfieldtestsy

Purpose/PolicyGoalSupported:Linkedtorcost Leffectivenessqand1orovisiomoﬁ

informationtorcustomers.§8360(a){e){h).n

Table-8 '8: Customer/AMEHMVetricB8

NumberpfiAdvancedMeterFieldiTestsPerformedpttheRequestpfSDG&E

Customers

2010 Value;

Numberofmeters Metersy 3297

1
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MetriC'BjLNumberqandwpercentageqoﬁcustomerswithwadvancedwetersusingqaytiIity L
administered-internetorweb LbasedportaHtowaccesswenerquusageinformation*pﬁtow

enrollinutilityenergyinformationprograms.

Purpose/PolicyGoalSupported:Linkedtorcost Leffectivenesswand1orovision—pﬁ

informationtorcustomers,§8360(a){e){h).n

Table® @:“ﬁustomer/AMI“Metricﬂw

Numbery/Percentage pf SDG&ECustomersWith-AdvancediMetersUsing SDG&E’s
Web lBased-PortaIto-;l-\ccess-Energy-Usage-lnformation-pr1o-£nroII1'n1SDG&E-Energy1

InformationPPrograms

2010 Value
Numberofrcustomers Customers, 07
Percentagepfrustomersy % 0%
.
7
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9.2.2 PLUG iN{ELECTRICWVEHICLESH

i

Metric-[hLNumberqochustomerswenrolledimtime lvariantwelectricwehicleswtariffs.w

Purpose/PolicyGoalSupported: Providesaviewintotheusageofpluginelectricy

vehicles;consistentwith§8362(g).1

Table® lfl():**,?’h,xg fnElectriciVehiclesMetricilq

NumberpfSDG&ECustomersEnrolledinailimeariantElectriciVehiclefTariff;

Metric 2010 NMalue

Numberofcustomers Customers, 307

1
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9.2.3 ENERGYSTORAGE"

i

Metricil LManndeWhWOfgridqconnectedwenergwstorageinterconnectedqatwthew

transmissiomandqdistributiomsystemievelmw

Purpose/PolicyGoalSupported: Determinethenumberpfunitsprovidingstorage

servicestothenetworkandtheircapability; §8362(g)

Table® ﬁlzfnergyﬁtmragewetricﬂw

SDG&Eq I-MW-|and-MWh-pf-Grid-(:onnected-Energy-Storagew

Metricy 2010-Value
Gridconnectedenergystorage MW 07
GridconnectedenergystorageT MWho 07

81-Because-ﬁtorage-systems-are-not11001:>ercen’c-efficien’cqandqthere-are-efﬁciency—pdifferences—betweem
differenttechnologies,asstoragecomesonline SDG&Ewillbetmeasuringboththeenergyputintos
storage,;andtheenergytakenputpfstorage,injordertounderstandtheefficienciesofthewvariousy
technologies.
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9.2.4 GRIDOPERATIONS

i

Metricil L|Thewsystem R/videwtotalnumberpﬁminutesperweaﬁoﬁsustainedqoutagewperw

customerservedasreflectedbytheSystem-AveragenterruptionDurationindex{SAIDI),

shownpbyMajorEventsincludedeandExcluded

Purpose/PolicyGoalSupported:Meetreportingrequirementspf§8366(e)andthe;

policygoalof§8360(a)

Table® lfl.;?.:*ﬁf:?riol*{)paawra"ti«::»ns;rMe"tlric:“*;lw

SDG&ESystemAverageinterruptionDurationindex{SAIDI)T

MajorEventsincludedy-MajorEventsExcluded;

Metric Units 2010 Value}
SAIDhH L1Major1Event57!ncluded7 SAIDlHNndexq 89.77
SAIDhH L1Major7EventswEchudedw SAIDHndexT 67.747
1
1
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Metrici2q LH owpftenthesystem lWideqaverageWCt.lsto merwasijnterruptedinthe
reportingyearasreflectedbytheSystemAverageinterruptionFrequencyindexySAIFI) 1

shownpyMajorEventsincludedandExcluded.;

Purpose/PolicyGoalSupported: Meetreportingrequirementspf§8366(e)andthe;

policygoalpf§8360(a).

Table® lfl?.’s:*ﬁf:iric:l*ﬁ)paawra"ti«::»ns;rMe"tlric:*;ZW

SDG&ESystem-AverageinterruptionFrequencyindex{SAIFi);

MajorEventsincludedy-MajorEventsExcluded;

2010NMalue
SAIFhH L1Major1Eventswlncluded7 SAIFHNndexq 0.8637
SAIFh HMajomEventswExcludedw SAIFHNndexq 0.5434
1
1
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Metric-B'|L|TheT1umberpfmomentaryqoutagespeﬁcustomeﬁsystem l\/vider)erwyearqasw
reflected-bytheMomentary-AverageinterruptionFrequencylndex{MAIFI), shownby

MajorEventsincludedandExcluded.;

Purpose/PolicyGoalSupported: Meetreportingrequirementspf§8366(e)andthe;

policygoalpf§8360(a).

Table® lflf'il:*ﬁriol*{)paawra"ti«::»ns;ri\/le"tric:ﬂw

SDG&EJMomentaryAverageinterruptionFrequencyindex{MAIFI);

MajorEventsincludedy-MajorEventsExcluded;

Metric) 2010WValue
MAIFH L1Major1Eventswlncluded7 MAIFlHndexy 0.507
MAIFH HMajomEventswExcludedw MAIFHNndexy 0.4287
1
1
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Metric14'|LNumberqochustomersperyearandqcircuitspewearexperiencing*greater‘]tham

12sustainedputages

Purpose/PolicyGoalSupported: Meetreportingrequirementspf§8366(e)andthe;

policygoalof§8360(a)

Table® lfl5:“&3ric:l*ﬁ)paawra"ti«::»ns;rMe"tlric:wﬁ:*;

SDG&ECustomersyCircuitsExperiencingp12-SustainedOutages

2010 Malue;
Numberofcustomers Customers, 157
Numberofrgircuitsy Circuitsy 8
7
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MetricH L[System1oad1factorqandwloadwfactorbchustomerqclass.w

Purpose/PolicyGoalSupported: Meetreportingrequirementspf§8366(e)andthe;

policygoalpf§8360(a).

Table® lflG:*ﬁf:Zric:l*ﬁ)paawra"ti«::»ns;ri\:’le"tric:*ﬁ“]

1 SDG&E1oadFactors] 7

Metricq Units 2010 Valueq
SystemiloadFactor %load 51%
LoadFactor HResidentiah %oad 46%
Load-Factor1C&I<500KkWH- %oad- 46%1
Load-Factor|-C&500+W- %oad- 77%
Load-Factor 1-Othergzw %joady 53%

82-Dtherqis-g:omposed-pf-small-agricultu req

1
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Metric-6'|LNumberqofqandwtota|T1ameplateqcapacityqofpustomer Lowned70r10perated,7

grid Lc:onnectedqdistributedgeneratiomfaciIities.w

Purpose/PolicyGoalSupported: Statepolicyseekstopromoteboth-distributed
generationandthewusepfrenewables.Theabilitytointegratetheseresourcesisan,
expected-benefitoftheSmartGrid.Thisistiedto$8366(b)renewableand$8360(c)

distributedgeneration.;

Table® lfl?':*ﬁriol*{)paawra"ti«::»ns;rMe"tlric:*ﬁ“}

NumberandiTotallNameplateCapacity pf SDG&E-Customer lOwned-pr-Dperated-|

Grid lConnected-Distributed-ﬁeneration-FaciIitiesw

Numberofdistributed; Distributedgeneration,
generationfacilities{solar) facilities1(solar) 11,7707
Numberofdistributed, Distributedgeneration
generationfacilities{non Lsolarh facilities{non Lsolarh 934

Total number pfdistributed 11,8631
generation facilities {solarpond 7
non éolar)—; 1
CapacitypfUnits{solarh MWH{solar) 90.47
CapacitypfUnits{non Lsolarh MW-{non Lsolarh 249.67

Total tapacity of distributed 7

generation facilities {solar nnd 7
non $olar)7

1
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Metrici/q L|Totahannuahelectricitywdeliverieswfrochustomer Lownedqorqoperated,wutilityq

grid Lc:onnectedqdistributedgeneratiomfaciIities.w

Purpose/PolicyGoalSupported: Statepolicyseekstopromoteboth-distributed
generationandthewusepfrenewables..Theabilitytointegratetheseresourcesisan
expectedbenefitoftheSmartGrid.Thisistiedto§83661(b)renewableand§8360(c)

distributedgeneration.;

Table® lfla:*ﬁf:}ric:l*ﬁ)paawra"ti«::»ns;rMe"tlric:”iﬁ

TotallAnnualElectricityDeliveriesfromSDG&ECustomer l0wned-pr-Dperated-|

Grid lConnected-Distributed-Generation-FaciIitiesw

Metrici 2010 NValue
Totalannualelectricityy GWh-
860
deliveriesfromrcustomer Lownedw
DGy 1
.
7
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Metric-B'|LNumberqandwpercentageqoﬁdistributiomcircuitswequippedwwithqautomatiomom

controlequipment,includingSupervisoryControlandDataAcquisition{SCADA)systems.

Purpose/PolicyGoalSupported: Measuretheextension/developmentpftheSmarty
Grid.g

Table® lflS):*ﬁf:Zric:l*ﬁ)paawra"ti«::»ns;rMe"tlric:“B“}

Number&Percentage pfSDG&EDistributionCircuits EquippedT

with-AutomationprontrolEquipmentincludingSCADA

2010 Valuey
Numberofcircuitsy Circuits 7257
Percentagepfrircuitsy % 73%

9.3 ADDITIONALISMARTIGRIDIRELATEDMETRICS,

TherconsensusmetricsdefinedandincludedinSDG&E’ s SmartGridDeploymentPlan
arebasedonthoseidentifiedinthedraftReport onLonsensusondNon Eonsensus 7
SmartGrid Metricsfiledwiththe.CPUCHast Decemberandpermitthewutilitytoy

benchmarkendassesstheprogressachievedthrough-itsSmartGriddeployments.;

SDG&EplanstorontinueworkingwiththeCPUC, stakeholderssuchiasthe
EnvironmentalDefenseFund,theptherCalifornialOUsendwvariousinterested-partiesing
thedevelopmentandgdoptionofadditional-SmartGridrelatedmetricsinthenear

future.m

1
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SDG&E’ s SmartGridDeploymentPlanisintendedtorempowercustomers,increase’

renewablegeneration,jntegrateplug Limelectricwehiclesw(PEVshandTeducegreenhousew
gas{GHG)emissionswhilenaintainingrand/orimprovingsystemeliabilityandy

operationahefficiency,ensuringsecurityandprotectingcustomerprivacy.T

SDG&E’scustomershavebeenearlyadopterspfnewrleantechnologiesincluding
rooftopsolargndPEVs,endthestaterofCaliforniathassetthebarinthelU.S.for
environment ’friendlywenerquandwenvironmentahooliciesqandTegulations.WSDG&E'sw
deploymentplanisaresponsetoboththeneedtodelivercustomervalueandmeety
suchpolicyrrequirements.iTheutilityevaluatesitsprojectsagainstthesecriteria,;
pursuingthoseprojectswhereestimated-benefitsexceedcostswhereverpossible,even

wheregprojectisentirelypolicy driven.

The SDG&ESmartGridDeployment-Planjsrtonsistentwiththewutility’sSmartGridision,
whichistoworkrcollaborativelywithkeystakeholderstorreatethefoundationforan
innovative, connectedendsustainableenergyfuture.Tothatend,itthasctonducted;
exhaustiveputreachtorepresentativestakeholdersfromacrossitsserviceterritory,;
incorporatedtheirinputintoitsplanandestablishedaprocesstocontinueengaging

stakeholderinputovertheiifetimepfthedeploymentplanendbeyond.;

SDG&E’ s SmartGridbaselineisfairlymaturewithpreviouslydeployedporin ]ﬂighh
automationandcontroltechnologies, pperationalprocessreengineering, microgrids,;
andSCADA@andAMlinstallations.Theutilityoptsforopenstandards, wherertosty
effectiveandavailable,andpilotshewtechnologiesbeforefulldeploymentinorderto
avoidstrandedrcostsgndremainppentorcapturingnewbenefitsasitsexperiencewith

theSmartGridunfolds.m

Maintainingiand/orimprovingreliabilityremainsahighipriorityforthisutilitymssthegrid;
ischallengedbythetwo lWaywenergywﬂowwfroquistributed*generation;wtheintermittentw

availabilityofsolarendwindgeneratedpower;andtheiarge, mobilesndgrowingioad
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required-byelectricvehiclecharging.Ultimately, SDG&E-foreseesasignificantreduction
intheenvironmentalfootprintofelectricitygenerationjanddeliveryintheregionaswelly
asamoreTesilientgridthatoffersicustomersgreaterconvenience, morewaysto
generategndmanageelectricityandenjoytheirelectricalappliancesaswellasy
opportunitiesforthemtoparticipateactivelyintheelectricitymarketendsupportfor

authorizedthird Lparty1oarticipants.7

Toenhancethecustomer’'ssexperience, theplanensuresthatcustomerdatawillbe;
protectedbyT‘designingin”privacyasekeyandearlycomponentofailprojects. Data;
willalsobesecuredaspartioftherigorouscyberandphysicalsecurityprotocolsthaty

SDG&EglsoplanstoprotecttheSmartGridandcustomersfromthreats.

SDG&EhasdevelopedaroadmapforitsSmartiGridprojectsaroundnineprogrammareas
withcostsendbenefitsestimatedforeach, wherepossible:Customer-Empowerment;;
RenewableGrowth;ElectricVehicletGrowth;Reliabilityrand-Safety;Security; Operationaly
Efficiency;Smart1Grid-Research, DevelopmentandDemonstration;integratedand;

Cross Lt:uttingWSystems;qandWWorkforcewDevelopment.w

ltsadaptivetmanagementapproachensuresthattheroadmap-willcontinuallyevolveim
responsetofuturetechnologybreakthroughs,changingstatemndfederalpolicies,
shiftingstakeholderprioritiesandotherunanticipatedeventsthattheutilityconsidersy

asmgivenoverthecomingi0 lyearwperiod.w

Ultimately, thepreliminaryandrconceptualcostsiof SDG&E’'sSmart1Griddeploymentsy
forthewyears2006—2020areestimatedatapproximately$3.5to53.6billionwiththen
majoritypftheestimatedcostsattributabletopreviouslysuthorizedinvestments, Smart;
GridprojectsincludedinitsiTY2012General-Rate Case{GRC)mndotheractive
applicationsbeforetthe Commission.;Theestimatedincrementalinvestmentsflowing

frommnewprojectsareapproximately25percentofthepverallestimatedcosts.

Thetotalestimated-benefitsassociatedwiththeSmartGriddeploymentsfortheyears

2006—20207arebetween3.8andS7.1billion.Thiscalculationincludesiestimated;

1
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economicandreliabilitybenefitsaswellasestimatedsocietalandenvironmentah

benefits.7

SDG&E’ s SmartGridDeploymentPlanishotarequestforfunding.Thewutilitywillnot
pursuefundingrequestsfortheplan’sincrementalprojectsuntiHticangccurately;

projectassociatedcostsandbenefitsforaproject.T

SDG&EjooksforwardtorealizingthepotentiallofemorefullydeployedSmartGridand;
continuingtoworkincollaborationwithgligridstakeholderstoensureitsprioritiesarer
consistentwithitsstakeholders’ prioritiesandthatthebenefitspfthe SmartGridarer

sharedbroadlyacrosssociety.n

1
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