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BEFORE THE PUBLIC UTILITIES COMMISSION 
OF THE STATE OF CALIFORNIA 

In the Matter of the Application of San Diego Gas & 
Electric Company (U 902 E) for Adoption of its Smart 
Grid Deployment Plan 

Application 11-06-
(Filed June 6,2011) 

SMART GRID DEPLOYMENT PLAN APPLICATION OF 
SAN DIEGO GAS & ELECTRIC COMPANY (U 902 E) 

I. 
INTRODUCTION 

Pursuant to Decision (f0).J) 10-06-047- and in accordance with the California Public 

Utilities Commission (fflommissionJ) Rules of Practice and Procedure and Senate Bill (SB) 17 

(Padilla),- Chapter 327, Statutes of 2009, San Diego Gas & Electric Company (fflDG&EJ) 

hereby files this application (ffkpplicationJ) to submit its Smart Grid Deployment Plan 

(fflGDPJ) to the Commission. 

A. Background 

In 2007, the federal government passed the Energy Independence and Security Act of 

2007 (H.R. 6, 110th Congress, fttISAJ or ffkct), authorizing two programs aimed at modernizing 

the nation|s electric grid through the application of Smart Grid technologies: the Smart Grid 

Investment Grant Program;-and the Smart Grid Demonstration Program.- In 2009, the federal 

- D. 10-06-047, fffl ecision Adopting Requirements for Smart Grid Deployment Plans Pursuant to Senate Bill 17 
(Padilla), Chapter 327, Statutes of2009^ (issued June 28, 2010). Available at: 
http://docs.emicxa.gov/PUBUSHED/FINAL PECISION/1 t9902.htm 
- The bill was sponsored by Senator Alex Padilla (D-Pacoima). 
- EISA, Title XIII, § 1306 as amended by American Recovery and Reinvestment Act of2009 (ffkRRAJ). 
- EISA, Title XIII, § 1304 as amended by ARRA. 

II. 
BACKGROUND AND GENERAL DESCRIPTION 
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government passed the American Recovery and Reinvestment Act of 2009 (ARRA), 

appropriating $4.5 billion to fund projects qualifying for the two Smart Grid Programs ffb 

modernize the electric grid.J - ARRA also amended several EISA provisions pertaining to the 

Smart Grid.-

By the time of Barack Obama |s inauguration in January 2009, the goal of an 80 percent 

emissions reduction by 2050 quickly became the basis for landmark carbon policy as America 

stepped out of the shadows to take a world leadership role on climate change. America |s present 

carbon policy has started to fundamentally change the country |s relationship with energy, and in 

the process it will also reshape the geopolitical energy map. The missing link to enable these 

changes is the evolution from an antiquated electricity system to a smart grid. The century-old 

power grid system design increasingly struggles to meet the demands of the modern-day 

electricity market. The added scale of vehicle electrification and the advanced metering 

functions it requires, such as dynamic pricing, cannot be addressed by the legacy infrastructure 

alone. Nor can the influx of renewable energy from state and national renewable portfolio 

standards be accommodated. A contemporary smart grid infrastructure is being pioneered as a 

reinvestment strategy that will be more flexible, while accommodating distributed energy 

sources such as rooftop photovoltaic panels, plug-in hybrid vehicles and backup generators. The 

smart grid will allow grid managers to shift power provided in one place to power needed in 

another place, while effectively managing demand and capacity. 

This Commission has already recognized that incorporating new communication and 

information technologies into the electric grid can reduce greenhouse gas emissions, increase 

energy efficiency and demand response, expand the use of renewable energy, and improve 

- The American Recovery and Reinvestment Act of2009, Pub. L. 111-5 (H.R. 1), 123 Stat. 115 at Division A, Title IV, Sec. 
408redesignatedPURPA§ 11 l(d)(16)as § lll(d)(18). 
- Id. at Division A, Title IV. 
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I 7 / reliability, all important state energy goals pursuant to the ffLoading Order.-1 - The overall 

purpose of federal Smart Grid planning and investment programs is to accelerate the 

modernization of the nation |s electric transmission and distribution systems and promote 

investments in smart grid technologies, tools, and techniques which increase flexibility, 

functionality, interoperability, cyber-security, situational awareness, and operational efficiency. 

The ARRA also provides funds to states in order to strengthen and expand government energy 

assurance planning for new energy portfolios and Smart Grid applications and to build in-house 

state and local government energy assurance expertise. The federal purpose focuses on building 

regional energy assurance capability to help states to better coordinate and communicate with 

one another on energy security, reliability, and emergency response issues. These ARRA Smart 

Grid Investment Programs create a unique opportunity for California to expand and accelerate its 

activities to modernize the state |s electric infrastructure, using some federal dollars. 

A key piece of smart grid infrastructure is smart or advanced technology which could 

take on grid balancing functions, while minimizing distribution losses, allowing each electrical 

corporation to manage the electric grid more efficiently, reliably and securely while reducing 

greenhouse gas emissions. Smart grid technology also empowers consumers with real-time 

information so they can better conserve energy and save money. 

On October 11, 2009, SB 17 was signed into law by former California Governor Arnold 

8/ I Schwarzenegger.- The bill states that it is the policy of California to ffiiodernize the state |s 

electrical transmission and distribution system to maintain safe, reliable, efficient, and secure 

electrical service, with infrastructure that can meet future growth in demand.-1 The bill advances 

-The fHoading OrderJ is a concept developed in the 2003 Energy Action Plan adopted by the Commission and the 
California Energy Commission (CEC) and sets an order for the use of energy resources that consists of (1) energy 
efficiency, (2) demand response, (3) renewable energy, and, if necessary, (4) clean traditional power generation. 
- Chapter 327, Statutes of2009. 
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California |s clean energy policies by improving reliability and efficiency in power distribution 

through the deployment of smart grid technology. SB 17 establishes deployment of smart grid 

technology as the policy of the state. It calls on the California Public Utilities Commission, by 

July 1, 2010, and in consultation with the State Energy Resources Conservation and 

Development Commission (Energy Commission), the Independent System Operator (ISO), and 

other key stakeholders, to determine the requirements for a smart grid deployment plan 

consistent with the policies set forth in the bill and federal law. The bill also requires investor-

owned utilities, by July 1, 2011, to develop smart grid deployment plans. 

This Commission initiated Order Instituting Rulemaking (RulemakingJ) 08-12-009 to 

consider setting policies, standards and protocols to guide the development of a smart grid 

system and authorizing certain expenditures pertaining to the Smart Grid. On June 28, 2010, the 

Commission further issued D. 10-06-047, dated June 24, 2010, in Rulemaking 08-12-009, which 

ordered that ffiacific Gas and Electric Company, Southern California Edison Company and 

SDG&E each shall file an application no later than July 1, 2011 submitting its Smart Grid 

Deployment Plan, consistent with Senate Bill 17 (Padilla), Chapter 327, Statutes of 2009, and the 

requirements in this decision.-1 -

B. General Description 

Pursuant to SB 17, D. 10-06-047 requires that IOUs follow a common outline in preparing 

their Smart Grid Deployment Plans.— The outline consists of eight topics as follows: 

1. Smart Grid Vision Statement; 

2. Deployment Baseline; 

3. Smart Grid Strategy; 

- D. 10-06-047, at p. 138, Order 1. 
—This description provides a general outline of the topics included in the SGDP. A more detailed summary of the SGDP 
topic areas is provided in Attachment A of this Application. 
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4. Grid Security and Cyber Security Strategy; 

5. S mart Grid Roadmap; 

6. Cost Estimates; 

7. Benefits Estimates; and 

8. Metrics. 

In addition, the decision sets requirements for each of these sections concerning the 

topics that the SGDPs must address, the information that the deployment plans must provide, and 

how the deployment plans must link each section and topic back to the policies set forth in SB 17 

and in relevant federal law. 

III. 
SUMMARY OF APPLICATION AND REQUEST 

The deployment plan presented in this Application arose from D. 10-06-047, dated June 

24, 2010, adopting certain requirements for Smart Grid Deployment Plans, which orders, among 

other things, that SDG&E shall file an Application to submit its deployment plan addressing how 

the grid can achieve the policies contained in SB 17. These policies include: Be self-healing and 

resilient; Empower consumers to actively participate in the operations of the grid; Resist attack; 

Provide higher quality of power and avoid outages; Accommodate all generation and energy 

storage options; Enable electricity markets to flourish; Run the grid more efficiently; Enable 

penetration of intermittent power generation sources; Create a platform for deployment of a wide 

range of energy technologies and management services; Enable and support the sale of demand 

response, energy efficiency, distributed generation, and storage into wholesale energy markets as 

a resource, on equal footing with traditional generation resources; and Significantly reduce the 

total environmental footprint of the current electric generation and delivery system in 
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California. — The utility |s Application submitting its deployment plan must be filed with the 

CPUC no later than July 1, 2011. 

As described in more detail in Attachment A to this Application, the SGDP represented 

in this Application is fully consistent with and responsive to the requirements outlined in D.10-

06-047 and the policies contained in SB 17. The Commission |s directives as well as SDG&E |s 

demonstrated smart grid vision and strategy warrant the Commission |s approval of the proposed 

deployment plan that comprise this Application. The SDG&E SGDP advances the utility |s 

vision for a smart energy future while delivering new value to its customers, meeting its public 

policy requirements and delivering societal and economic benefits that exceed project costs. 

SDG&E views the SGDP as an end-to-end transformation of its electric delivery system 

that applies advances in technology to deliver a range of new benefits to all stakeholders. The 

Smart Grid empowers customers, increases renewable generation, integrates Plug-in Electric 

Vehicles (PEVs) and reduces greenhouse gas (GHG) emissions while maintaining and improving 

system reliability, operational efficiency and ensuring security while protecting customer 

privacy. SDG&E anticipates that investments in Smart Grid infrastructure will yield additional 

benefits as the transformation progresses and its customers, policy makers and the industry are 

able to leverage lessons learned and achieve the Smart Grid|s full potential. 

The SDG&E SGDP is not a static document. Consistent with its Smart Grid vision, 

SDG&E intends to continue engaging with stakeholders in order to align its Smart Grid strategy 

to their priorities. The utility also plans to update its roadmap as its customers, stakeholders, 

available technologies, and services evolve; adopt new security strategies as new threats or best 

practices emerge; and adjust its cost and benefit estimates as its pilot and deployment 

— D. 10-06-047, at p. 139, Order 3; see also SB 17, Chapter 327, Statutes of2009. 
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experiences and new information bring greater certainty to anticipated inputs, timelines and 

outcomes. 

IV. 
RELIEF REQUESTED 

SDG&E respectfully requests that the Commission issue a decision: 

1. Finding SDG&E in compliance with SB 17, Chapter 327, Statutes of 2009, and 

the requirements of D. 10-06-047; 

2. Accepting this Smart Grid Deployment Plan as a policy guide for future 

investments; 

3. Rendering such other Findings of Fact, Conclusions of Law, and issuing orders 

consistent with the foregoing request; and 

4. Such other relief as is necessary and proper. 

V. 
STATUTORY AND PROCEDURAL REQUIREMENTS 

A. Rule 2.1 (a) ff|c) 

In accordance with Rule 2.1 (a) ff(c) of the Commission |s Rules of Practice and 

Procedure, SDG&E provides the following information. 

1. Rule 2.1 (a) - Legal Name 

SDG&E is a corporation organized and existing under the laws of the State of California. 

SDG&E is engaged in the business of providing electric service in a portion of Orange County 

and electric and gas service in San Diego County. SDG&E |s principal place of business is 8330 

Century Park Court, San Diego, California 92123. 

2. Rule 2.1 (b) - Correspondence 

Correspondence or communications regarding this Application should be addressed to: 
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HannonJ. Rasool 
Regulatory Case Administrator 
San Diego Gas & Electric Company 
8330 Century Park Court, CP32D 
San Diego, California 92123 
Telephone: (858) 654-1590 
Facsimile: (858) 654-1788 
HRasool@semprautilities.com 

with a copy to: 

Allen K. Trial 
Attorney for: 
San Diego Gas & Electric Company 
101 Ash Street, HQ-12 
San Diego, CA 92101-3017 
Telephone: (619) 699-5162 
Facsimile: (619) 699-5027 

ial@semprautilities.com 

3. Rule 2.1 (c) 

a. Proposed Category of Proceeding 

In accordance with Rule 7.1, SDG&E requests that this Applicationbe categorized as quasi-

legislative. Because this proceeding is intended for adopting SDG&E |s SGDP pursuant to SB 17 

and D.10-06-047 issued June 28, 2010 in proceeding number R.08-12-009, SDG&E proposes this 

proceeding be conducted under the rules applicable to the quasi-legislative category unless and until 

the Commission determines that the rules applicable to one of the other categories, or some hybrid 

of the rules, are best suited to the proceeding. As the Commission stated in D. 10-06-047, ffl]his 

decision is a result of Governor Arnold Schwarzenegger signing into law Senate Bill (SB) 17 

(Padilla),12 which became effective January 1, 2010. SB 17 directs the Commission ffb 

determine the requirements for a Smart Grid Deployment Plan consistent with the policies set 

forth in the bill and federal lawJ by July 1, 2010.J 13 The Commission in D. 10-06-047 further 

12 Chapter 327, Statutes of 2009. 
13 D. 10-06-047, at p. 6. 
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ffbject separate review of each utility |s deployment plan,J providing instead that ffhv] hi 1 c each 

utility is required to file a separate application submitting its Smart Grid Deployment Plan, we 

expect to review the plans in a consolidated proceeding.-114 

b. Need for Hearings 

SDG&E does not believe that approval of this Application will require hearings. SDG&E 

has provided ample supporting information, analysis and documentation that provide the 

Commission with a sufficient record upon which to grant the relief requested on an ex parte basis. 

SDG&E, nevertheless, sets forth below a schedule that includes hearings, in the event hearings 

are deemed to be necessary. 

c. Issues to be Considered 

The issues to be considered are described in this Application and the accompanying 

exhibits. 

d. Proposed Schedule 

As noted above, SDG&E does not believe hearings will be necessary, but proposes 

alternate schedules to address either scenario: 

PROPOSED SCHEDULE - NO HEARINGS 

ACTION DATE 

Application filed June 6, 2011 

Responses/Protests July 6,2011 

Reply to Responses/Protests July 18, 2011 

Prehearing Conference (if necessary) August 1, 2011 

14 D. 10-06-047, at p. 89. 
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Scoping Memo Issued August 15, 2011 

Intervenor Testimony September 15, 2011 

Rebuttal Testimony October 17, 2011 

Concurrent Opening Briefs November 15, 2011 

Concurrent Reply Briefs December 15, 2011 

Proposed Decision February 15, 2012 

Comments on Proposed Decision March 6, 2012 

Reply Comments on Proposed Decision March 13, 2012 

Commission Decision Adopted March 16, 2012 (or first meeting scheduled 
after February 9) 

PROPOSED SCHEDULE ffHEARINGS REQUIRED 

ACTION DATE 

Application filed June 6, 2011 

Responses/Protests July 6,2011 

Reply to Responses/Protests July 18, 2011 

Prehearing Conference (if necessary) August 1, 2011 

Scoping Memo Issued August 15, 2011 

Intervenor Testimony September 15, 2011 

Rebuttal Testimony October 17, 2011 

Evidentiary Hearings October 27-28, 2011 

Concurrent Opening Briefs November 23, 2011 

Concurrent Reply Briefs December 27, 2011 

Proposed Decision February 27, 2012 

10 

SB GT&S 0247742 



Comments on Proposed Decision March 16, 2012 

Reply Comments on Proposed Decision March 21, 2012 

Commission Decision Adopted March 27, 2012 (or first meeting scheduled 
after February 9) 

B. Rule 2.2 ffi\rticles of Incorporation 

A copy ofSDG&Els Restated Articles of Incorporation as last amended, presently in 

effect and certified by the California Secretary of State, was filed with the Commission on 

August 31, 2009 in connection with SDG&E's Application No. 09-08-019, and is incorporated 

herein by reference. 

VI. 
SERVICE 

This is a new application. No service list has been established. Accordingly, SDG&E 

will serve this Application and related exhibits on parties to the service list for R.08-12-009 

(Order Instituting Rulemaking to Consider Smart Grid Technologies Pursuant to Federal 

Legislation and on the Commission |s own Motion to Actively Guide Policy in California |s 

Development of a Smart Grid System), R. 10-05-006 (Order Instituting Rulemaking to Integrate 

and Refine Procurement Policies and Consider Long-Term Procurement Plans), and A.10-12-005 

(General Rate Case Application of SDG&E). Hard copies will be sent by overnight mail to the 

Assigned Commissioner and Assigned Administrative Law Judge (ffkLL ) in R.08-12-009 and 

Chief ALJ Karen Clopton. 

Ill 
III 
III 
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VII. 
CONCLUSION 

WHEREFORE, SDG&E requests that the Commission grant SDG&E |s Application 

described herein. 

Respectfully submitted this 6th day of June 2011. 

By: /s/Allen K. Trial 
ALLEN K. TRIAL 
101 Ash Street, HQ-12 
San Diego, California 92101 
Telephone: (619) 699-5162 
Facsimile: (619) 699-5027 

al@semprautilities.com 

Attorney for 
SAN DIEGO GAS & ELECTRIC COMPANY 

By: A7Lee Schavrein 
Lee Schavrien 
Senior Vice President - Financial, Regulatory and 
Legislative Affairs 
SAN DIEGO GAS & ELECTRIC COMPANY 
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OFFICER VERIFICATION 

I, Lee Schavrien, declare the following: 

I am an officer of San Diego Gas & Electric Company and am authorized to make this 

verification on its behalf. I am informed and believe that the matters stated in the foregoing 

SMART GRID DEPLOYMENT PLAN APPLICATION OF SAN DIEGO GAS & 

ELECTRIC COMPANY (U 902-E) are true to my own knowledge, except as to matters which 

are therein stated on information and belief, and as to those matters, I believe them to be true. 

I declare under penalty of perjury under the laws of the State of California that the 

foregoing is true and correct. 

Executed th' 1 ^T 1 ' " T"' go, California. 

San Diego Gas & Electric Company 
Senior Vice President - Financial, Regulatory and Legislative Affairs 
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ATTACHMENT A 

SDG&E Smart Grid Deployment Plan: 2011-2020 



SDGc 
Sem.pra Energy utility" 

Proponent's Smart Grid Deployment Plan 
for the 
Smart Grid Deployment Plan Application Of 
San Diego Gas & Electric Company (U 902 E) 
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Junen6,n2011-| 

CommissionenMichaehR.-|Peevey,-|President-| 
California-|Public-|Utilities-Commission-| 
505nVan-|NessnAvenuen 
San-|Francisco,-CAn94102-| 

DeanPresidentnPeeveyn 

AtnSDG&E,nwendefineithenSmartnGridnasnannend 'to 'enditransformationnofpunelectricn 

system-|thatnappliesnadvancesinitechnologyitondelivernaTangenofTiewiDenefitsitonaIh 

stakeholders."PuriSmartnGridnempowersncustomers,increases-|renewable-generation,-| 

integratesnplug InnelectricivehiclesiPEVsJnandTeducesngreenhousengasnemissions.nWe-i 

expectitondoithisiwhile7naintainingnor|improving-|systemTeliabilitynandnoperationah 

efficiency,nandnensuringisecurityiA/hilenprotectingncustomernprivacy.nWenanticipateithat-| 

investmentsinnaismarterngridiA/illiyieldisubstantivenandnasiyetnunidentifiediDenefitsnas-| 

theitransformation-|progressesnandnouncustomers,nemployees,npolicy7nakersnandithe-| 

industryiarenable-|toieverageiessonsiearnednandnachieveithenSmartnGrid's-fullnpotentiaI.Ti 

Thereisnonenobservation-|thatisncrystalnclear:-purncustomersnarendrivingnoundeployment-| 

plan.Ti 

ffi Over-|13,OOOnofnourncustomers-|haveinstaIledna-|totaInofpvenlOOTnegawattsnofi 

photovoltaics.n 

ffi Ourncustomersnarenadopting-|PEVsnat-|ratesithatnarenamongithenhighestinitheTiationi-

300ivehiclesnpurchasednandincreasingiDynoveril00nperTnonth.Ti 

ffi OurncustomersnarenalreadyieveragingTeal 'timeinformatiornaboutitheinenergyn 

usage-fromithird 'partyisoftwarenapplicationsirnordentoTnakeimoreinformedi 

decisionsnaboutnhownandiA/henitheyiusenelectricity.n 
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ffi OurncustomersnandnSDG&Eisupportnenvironment Lfriendlynpolicies-fromithenCo///orn/o7 

Global ̂ A/arming-^olutions-/kcti(ABn32)itonan33npercentTenewablenportfolionstandard,-| 

to-which-wexommittediovertwo-yearspriortcrjt~beingisignedintcHaw.-

OurivisionisTtonworkncollaborativelyiA/ithnkeyistakeholdersTtoncreateTtheTfoundationTfori 

aninnovative,nconnectednandnsustainablenenergyifuture.nWenhavenengageditheinputnofi 

representativeistakeholdersTfromnacrossnour|service-|territoryiandnaround-|thenglobe,-| 

includingnenvironmental,nacademic,iDusiness,7nunicipaI/regionaIngovemment,Tatepayeri 

advocacy,nconsumer,iargencustomer,nandiA/orkforcendevelopmentnorganizations.iTheiri 

valuableinsightsnhaveishapednouriapproachTtoithenSmartnGrid-|Deployment-|Plan.nAndiA/e-| 

willncontinue7toiseeknandincorporate-|theirinputnasnournplanndevelops.-| 

Ournconnectedngridi/vilHeverageitechnologynadvancementsisoTthatncustomersncan-| 

manage7theinenergyiDills7with7ninimaIncomplexityiandinvested-|time.-|Products7for|the-| 

homeisuchnasnappliances,nainconditioners,-plug lrnnelectricTvehicles,nelectricngeneration,-| 

and-|productsiyetitoiDendevelopednorTiotiA/idelyiavailable,isuchnasnhomenenergyistorage,-| 

willnautomaticallynworkinnconcertnwithnangridnenablediDynadvanced-|technologyito-| 

improveTeliability,nwhileintegratingitheincreasingivariabilitynproduced-|byiannever L 

growingievelnofintermittentTenewable-generation.-| 

ThenSmartnGrid-|Deployment-|Plani/vasndeveloped-|bynSDG&Enemployeesnacrossithenwhole-| 

company,ndrivingiDroadinternaInaIignmentnaroundithenexcitingnchangesnassociatednwith-| 

thenenergyindustrynevolution.nWenarenworkingnwithnemployeesinternallynandnpartneringn 

externallyitcnensurenanSmartnGrid lreadynworkforce.-putreachitonDiverse-|Business-| 

Enterprises! snanothenkeynelementinnouriSmartnGridisupplieriselection-|processTto-| 

ensurenSDG&EncontinuesitonexceedistateTtargetsTforisupplierndiversity.-| 

SDG&E'snSmartnGridnactivitiesnoventhe-|past-|twondecadesnhavendevelopednai3aseline-|that-| 

isTtheifoundationifor|the-|utilitynofithe-future.-|Fromnautomationnandncontroh 

technologies,-|tonre lengineeringnoperationahprocesses,nmicrogrids,nourTiearly tomplete-i 

Smart-|Meterprogram,nadvancedisensingTtechnologiesnandTnanypthers;nouri 
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investmentsnarenaIreadyiDenefitingnouncustomers-|by-|improvingisafety,-|reliability,nand-| 

efficiency .nSDG&E'snchoicenofppenistandards,iA/herencostneffective,navailable,nand-| 

applicablenallows-|theflexibilityitoincorporateinew-|technologies,Tesponditcnevolving-| 

andnnewnpolicyTequirementsnandncaptureTiewiDenefitsnasnopportunitiesnarise.Ti 

ReliablenelectricnserviceitoncustomersisnankeyndriverfornSDG&EnasnevidencediDynhaving-i 

beenTamedf'mostTelia bleuti lityint he-west" fort heiastifive-yearsTandthe+ionoriof-

bestteliabilitynexcellenceinthennationforn2009.-purnSmartnGridinvestmentsnare-| 

intendedto7naintainnorimproveTeliabilitynasthe-|gridisnchallengediDythetwo Wayi 

energyflowfromndistributedngeneration;theintermittent"ipowerngenerationnofisolarnand-| 

windngenerators;nandtheiarge,7nobilenandngrowingioadimposediDyielectrici\/ehicle-| 

charging.-|Ultimately,thenSmartnGridi/villnalsonenablenansignificantTeductioninthe-| 

environmentalfootprintnofnelectricity-generationnandndeliveryiinthe-|region;Teduce-| 

energyidependencenonforeignisources;nenhancethe-grid's-|resiliencetoTiaturalnand-| 

manmadethreats;nand7nostimportantlyTneet-|Ourncustomers'Tieedsnand-|providethem-| 

withngreatenchoice,nconveniencenandt/alue.-| 

Tonensurenourncustomerstrustnannelectric-gridthatTeliesnonisignificantlyimore-| 

technology,nprivacynand-|securitytnustiDenafoundationalnelementnofiSmartnGridnsystems-| 

andnsolutions.nCustomerndata7nustiDe-|protectediDyn"designingin"nprivacyfromthe-| 

beginningnandieveragingtheisecuritynofpunsystems.nWenhavenpartnerediA/ith-globah 

leadersninthisnareatondevelopnansmarternapproachtonprivacyiandisecurity.Ti 

SDG&E's-|roadmapfornSmartnGridnprojectsfromn2011i-i2020nastvellnasnassociatedncost-| 

and"|benefitnestimatesnareistructurednaround-|nine-|programnareas:-Gustomer-| 

Empowerment;-|RenewablenGrowth;-|ElectricnVehiclenGrowth;-|ReliabilitynandnSafety;-| 

Security;-pperationahEfficiency;nSmartnGrid-|Research,-|Developmentnand-|Demonstration;-| 

Integratednandftoss tuttingiSystemsjiandiWorkforce-iDevelopment.-i 

Whilenwe-|havenpresentednandetailedToadmapiA/ithispecifiednestimatedncostsnand-| 

benefitsfornouriSmartnGrid-|Deployment-|Plan,iA/e-|plantotal<enannadaptiveTnanagement-| 
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approachnonnannongoing-|basis.nWenwillncontinuallynevolvenounroadmapitoieveragenand-| 

respondito-futureitechnologynbreakthroughs,nchangingistatenandifederalnpolicies,-| 

shiftingnstakeholderprioritiesnandnother-|unanticipatedneventsithatithe-|Utilitynconsiders-| 

asna-givennoverithencomingnlO Vearperiod.i 

Ournplan-|todaynestimatesithenpreliminarynandnconceptualncostsnofiSDG&E'snSmartnGrid-| 

depIoymentsifor|theiyearsn2006-2020natnapproximatelyn$3.5iton$3.6iDillioniA/ithithe-| 

majoritynofithenestimatedncostsnattributableitonpreviouslynauthorizedinvestmentsnand-| 

activenapplications.ifhesenpreviouslynauthorizednprogramsincludenSDG&E'snSmart-|Meteri 

andnOperationahExcellencen20/20nprograms.nActivenapplicationsincludenouriTestnYean 

2012nGenerahRate-Gase-|(GRC)nasiwellnasnothernprogramsisuchnasnSDG&E'snproposed-| 

Demand-|Responsenand-|Dynamic-|Pricing-|projects.iThenestimatedinvestmentsiforprojects-| 

incrementaIito-|thesenpreviouslynauthorizednandnactivenapplicationsnarenapproximatelyn25n 

percentnofithenoverallnestimatedncosts.Ti 

The-|totahbenefitsnassociatedi/vithithenSmartnGridndeploymentsndiscussedinithisnplannare-| 

estimatedito-|beiDetweenn$3.8nandn$7.1iDillion.iThisncalculationincludesnestimated-| 

economicnandTeliabilityiDenefitsnasnwellnasnestimatedisocietalnandnenvironmentah 

benefitsnsuchnasnavoidednemissionsithrough-|theintegrationnofrenewablenenergynand-| 

PEVsnasiA/ellnasithenestimatednavoidedifuelncostsnPEVnownersTealizeiDyitheinsuccessfuh 

integration.TI 

The-|majoritynofiDenefitsnderiveifromnsocietalnandn"soft"iDenefitsisuchnasTnaintainingnon 

improvingTeliabilityinithefacenof-ia7norencomplexngrid,navoidedncosts,Teductionnof-| 

commodityncost,nenvironmentalnandnothers,nandisoitheyTninimallyTeducenoperating-| 

costsnandnare-|notnprojected-|tonsignificantlyimpactTates,nalthoughncustomersi/vho-| 

leveragenSmartnGriditechnologiesnandndatai/villnhaveithencapabilities-|theyTieedito-| 

managenandTeduceitheiribills.T^martnGriditechnologiesnandnapplicationsnwillnenableithe-| 

futurei-nandithenexcitingnachievementnofibenefitsitonsociety.Ti 
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SDG&E'snSmartnGrid-|Deployment-|PlanisTiotna-|requestiforfunding.nWhileTnanynofithe-| 

costs-|haveiDeennpreviouslyiauthorizednonsubmittednas-|partnofithen2012nGRC,iA/eiA/illTiot-| 

pursue-fundingTequests-forjncrementalprojectsinithisplaniuntil-weicaniaccuratelyi 

projectnassociatedncostsnandiDenefits-fornanproject.n 

Wenarenpleased-|to-|Submitithisfoundationahindustry-|plannand-|sharenourivision-forithe-| 

nextndecadenofiSmartnGrid-|transformationinnourTegionnand-|beyond.nWhileithisn 

documentisnaIready-|basednoniDroadnstakeholderinput,nwenanticipateithatits-| 

publicationi/villnattractnadditionaIinputnandnhelpnSDG&Encontinue-|tonenhancenand-| 

improveitsnSmartnGridnplansnand-|thoughtieadership,nasnevidencediDyiPresident-| 

Obama'sTecognitiomoiTSDG&ElntheiL'.S kussiabilateralfresidential-Commission's 7 

Energy i/Vorkingijroupiointikction-pian-^ndintelligentiJtility Magazine'STnost} 

intelligentnutilityin-|the-|U.S.ndesignation-forithe-|lastitwoiyears.-nSDG&Eisnexcitednabout-| 

theiDettencustomenservice,Teliability,nefficiencyiandnenvironmentaIiDenefitsnenabled-| 

bynSmartnGridinvestments.nWenarenproud-|tondonounpartitondeliveritheseiDenefits-|to-| 

customers,ito-palifornianandito-|Societynasnanwhole.-| 

Sincerely,n 

SAN1DIEGO-GAS1&1ELECTRIC1CO.1 

MichaehR.-|Niggli,-|Presidentnand"GOO-| 
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wmssmammmmmmmmmmm 
ThenSan-|DiegonGasn&-|Electric-Companyn(SDG&E)nSmartnGrid-|Deployment-|Plannadvances-| 

thenutility'sivision-fornaismartnenergyifuturenwhilendeliveringTiewi\/alueitoitsncustomers,-| 

meetingitsnpublic-|policyirequirementsnandndeliveringisocietaInandneconomiciDenefits-| 

thatnexceednprojectncosts.Ti 

SDG&EiviewsithenSmartnGridnasnannend 'to 'enditransformationnofitsnelectricndeliveryn 

system-|thatnappliesnadvancesinitechnologyitondelivernaTangenofTiewiDenefitsitonaIh 

stakeholders.iThenSmartnGridnempowersncustomers,increasesTenewablengeneration,-| 

integratesnplug linnelectrici\/ehiclesn(PEVs)nandTeducesngreenhousengas-|(GHG)nemissions-| 

while7naintainingnandimprovingisystemTeliability,noperationalnefficiency,-|securitynand-| 

customerprivacy.iSDG&E-anticipatesthatinvestmentsin-SmartiGridinfrastructure-wilh 

yieldnadditionahbenefitsnasitheitransformationnprogressesnanditsncustomers,npolicyn 

makersnand-|theindustrynarenableitoieverageiessonsiearnednandnachieveithenSmartn 

Grid'sifullnpotential.Ti 

CustomernchoicenisnanpotentndrivenofiSDG&E'sndeploymentnplanifor|thenSmartnGrid.-| 

SDG&EncustomersnarenadoptingTooftopisolariand-|PEVsnatTatesithatnarenamongithe-| 

highestinitheTiation.iTheynareiseekingTeal 'timeinformationnaboutitheinenergyiusagen 

and-|ratesinnorderito7nake7noreinformedndecisions.nSomenareiooking-fornopportunities-| 

tonparticipateinnenergy7narkets-|throughndemand-|response,itimenofnuseTates,-| 

distributedngenerationn(DG)nand-|Storage.-|LastIy,nSDG&Encustomers-|havenconsistentIy-| 

shownitheinsupportifor7norenelectricity-fromTenewableTesourcesnandnother|important-| 

environmentaIinitiativesTesultinginngovernmentnandTegulatorynpoliciesithatnareithe-| 

otherTnajorndriversnofiSDG&E'snSmartnGridnDeployment-|Plan.-| 

ThenstatenandfederahpoliciesnacceleratingT3lannednSmartnGridinvestmentsinclude-| 

SenatenBilln(SB)-|17,nAssembly-|Billn(AB)-|32,nCaIifornia'sn33npercent-|renewable-|portfolio-| 

standardn(RPS),itheistate'sndistributedngenerationngoaIs,ndemandTesponseTnandate,-| 

improvediDuildingnandnappliancenefficiencyistandards,implementationnof|thenelectric-| 
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procurementioadingnordernandTiationaIisecurityistandardsisuchnasithe-|NorthnAmerican-| 

ElectricnReliability-pDrporation'siCriticah!nfrastructure-|Protection(NERC lCIP)nprogram.Tn 

SDG&E'sivisioniforitsnSmartnGrid-|transformationisitoiA/orkinncollaborationiA/ithi<ey-| 

stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable-| 

energyfuture.TPonsistentiwithithisivision,nSDG&Enhasnengageditheinputnof-| 

representativeistakeholdersifromnacrossitsiservice-|territoryiinithendevelopmentnofithis-| 

SmartnGrid-|Deployment-|Plan.-nTheseincludenenvironmentaI,nacademic,i3usiness,-| 

municipal/regionalngovernment,Tatepayernadvocacy,nconsumer,iargencustomeriand-| 

workforcendevelopmentnorganizations.-|lnnadditionitonengagingithesenexternaIngroups,n 

internahstakeholdersiatnSDG&E-|haveia!ignedibehind-|the-|Utility'siSmartiGridivisiornand-| 

strategynwhichTiowifurtherintegratesnSmartnGridnacrossnallnutilitynplanningneffortsnandn 

operations.ji 

SDG&E'sideploymentiDaselineisiDolsterediDyitheiutility'sTearly Complete,ncustomer L 

empoweringismartTneterirollout,nwhichisnaIreadyisupportingTiewncustomeribehaviors,-| 

suchnasithenusenofithird lpartynapplications-|to-|seenenergyintervaInusagendata.1tsnprion 

SmartnGridinvestmentsneithernaIreadyndeployednorinithenprocessnofideployment,-| 

stretchiDackn20nyearsnandnhave-|laidithefoundationfonthe-|Utilitynof|the-futureithrough-| 

improvednefficiencynand-|reliabilitynand7naximized-|CustomenvaIue.irheseincludenearlyi 

investmentsinnautomationnandncontrolitechnologies;-|thendevelopmentnofithe-| 

Sustainable-Gommunities-|program;itsn"OpExn20/20"nprogram-|toTeengineenoperationah 

processesnandnassociatedisoftware-fornSmartnGridisupport;instaIlationnofia-|microgridin-| 

BorregonSprings;nandfull lscalenSupervisory-pontrolnand-|DatanAcquisition-|(SCADA)-| 

deploymentsiwhichTiowncontroln95-|percentnofithenSDG&Eitransmissionnsystem.Ti 

SDG&E'snSmartnGridinvestments-|tondate-|havei3eenncarefullyichosennandndeployedito"i 

aIlow-|theiflexibilityitoieverageifutureinnovations,naddressnevolvingnonnewnpolicy-| 

requirementsnanditoncapture7noreiDenefitsnas-|newnopportunitiesnandnchaIlengesnarise.-| 

Somenofithesenchallengesincludenaddressingissuesnassociatedi/vith-|theitwo Wayienergyi 
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flowithat-|results-fromndistributedngeneration,-|theintermittentnpowenofisolarnandiA/ind-| 

generationnandithe-|unknownnandnpotentially-|unpredictableioadimposediDynelectric-| 

vehiclencharging.-nSDG&E'snSmartnGridinvestmentsnareintended-|to7nanagensuch-| 

changesnand-|transformithengridnofithenpastintoitheismartergridnofithe-futureithatis-| 

increasinglyTieededitoday.nWhere-|technologyinnovationsnornenergy7narketsnareTiot-| 

maturenenoughitonsupportna-fullndeploymentnofiaTiewnornpotentiaIlynpromisingnSmart-| 

Gridinvestment,nSDG&E'sistrategyisitoieveragenpilotnandndemonstration-|projectsito-| 

improveithenutility'snunderstandingnofilikelyncostsnandiDenefits-|beforenaifullndeployment-| 

decisionisnproposed.Ti 

SDG&E'snSmartnGridnstrategyisnguidedi3yithisivision,nconsistentiA/ith-|thengoaIsnofiSB-|17-| 

and-followsnandecision 'makingiframeworkithatincludesna-five 'prongednapproachitcn 

ensure-ncompatibilityiA/ithnSB-|17's-goals:na)identifyiapplicableTegulations;iD)identifyi 

investmentnoptionsithatnhelp7neet-|policyirequirements;nc)ldetermineifinvestment-| 

optionsnaidnSDG&Ein7neetingnpolicyirequirements;nd)ndetermineifinvestmentnoptions-| 

enhancencustomerivaIue;nandne)nchooseinvestments-|basednonnstandardneconomic-| 

criteria,TiecessityifonmeetingnpolicyTequirements,nandnequity.Tn 

SDG&E'snSmartnGridndeployment-|StrategynaIsonprioritizesnprojectsnaccordingitoncustomer-| 

value,npolicyidriversnorithe-|needitonpilot.TilnvestmentsndriveniDyicustomeri\/aluenare-| 

thosei/vhereithenprojected-|benefitsnoutweighncostsnonwhereitheinvestmentis-| 

necessary-|toneffectivelyncommunicatenwithncustomers.-|Foninvestmentsndriven-|byistate-| 

orifederalnpolicies,nSDG&EnstillncalculatesithenpotentialncustomenandisocietaliDenefitsito-| 

pursueiadeast tostiandibest lfitnapproach.TiByifollowing-|thisnstrategy,nSDG&E'snSmart-| 

GridndeploymentneffortsnwillnsignificantlyTeduce-|thenenvironmentalifootprintnofi 

electricityngenerationnandndeliveryin-|the-|region;Teducenenergyndependencenon-foreign-| 

sources;nenhanceithengrid'sTesilienceitoTiaturalnorimanmadeithreats;nprovide-| 

customersiwith-greaternchoice,nconveniencenandivalue;TnitigateTisk;nandnensureithe-| 

provisionnofisafe,Teliablenandisecurenelectricityiforitsnstakeholders.-| 
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lnnaddition,nSDG&E'sistrategyincludesncontinuedindustryieadershipinisupporting-| 

Genera InOrder-|156nwithTespectitoincluding-|Diverse-|Business-|Enterprisesn(DBEs)inits-| 

supplienselectionnprocess.-nSDG&Enhasincorporated-isupplierndiversityithroughoutnallnofi 

itsnpoliciesnandnprocurementnprocessesnand-|hasnexceededistateitargets-fonDBEnspending-| 

and-|procurement,naitrenditnexpectsitoncontinuenwithitsnSmartnGrid-|Deployment-|Plan-| 

procurementnpractices.n 

Securityisna-|priorityimpactingneveryncomponentinnSDG&E'snSmartnGrid-|Deployment-| 

Plan.-|PreventingnorTeducingnphysicaInandncybensecurity-|threatsiDecomes7norei\/itaInand-| 

complexinnanSmartnGrid;nhowever,itnaIsonpresentsnopportunities.nWith-|theTiew-| 

communicationsnandncontrol-|technologies-fornphysicaInandncybensecurity,nSDG&E-| 

anticipatesithenabilityitointegratenandncorrelatenphysicaInandncyberisecurityTnonitoring-| 

andndataitoi3ettenprotect-gridnassetsnandisystems.-nSDG&E'snSmartnGridisecurity-| 

approachnwilliDeginnatithenearliestistagesnofisystemndecision 'makingnandndesign.Tiltnwilh 

aIsoiseekitonpreventnorisolateitheimpactsnofianynphysicaInoncyberithreats-|tononenori 

multipleportionsnofithenSmartnGrid-|to-|maintainisystem-|reliabilityin-|theneventnofia-| 

threat.ji 

Just-as-securityisidesignedi'ntolSmartiGrid-systemsTand-solutions^oitooi'sprivacy.i 

SDG&EiwillnensurenaTobustnapproachitonenterprisenarchitecturenandinformationn 

modeling,ieveragingithe-|NationahInstitutenofnStandardsnandirechnology'sn(NIST)ifoun 

dimensionsnofnprivacynasnwellnasitheisevenn"privacyibyidesign"ifoundationahprinciplesnas-| 

guidance-forjtsprivacyprogram.Ti 

SDG&E'sndeploymentnplani/villnaIsoieveragenopenistandardsnwhere-|possibleitonensure-| 

interoperabilitynandnavoidnstrandedncosts.n 

To-|buildithencapabilitiesTequiredito-|reaIizenSmartnGridiDenefitsiforncustomersnandito-| 

meetitheistate'snambitiousnenergynpolicyngoaIs,nSDG&E's-|portfolionof-iSmartnGridnprojects-| 

isistructurednaroundTiineispecificnprogramnareasiTi 
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1. CustomerfmpowermentT-"iSDG&Eisinvestingitonensurencustomersnhaveithe-| 

knowledgenandTiecessaryinformationitoTnakeinformednenergy-imanagementn 

decisionsito7naximizeitheirnenergyivaluenand-|tonsupport-|theinaccessitoithird L 

partyivalue 'addediservicesnandnofferingsiA/hilenprotectingitheirnprivacy.n 

2. Renewable"|Growth^nSDG&E1snmakingnSmartnGridninvestmentsi;hatTwilhmitigaten 

theimpaclnofidistributediandiothen'ntermittentienergy-sourcesiDyincreasingn 

measurement,ncontrol,nand7nanagementncapabilities.-| 

3. Electric"^ehicleTGrowthi-nSDG&EisndeployingTiewnSmartnGriditechnologiesin-| 

conjunctioni/vith-|traditionahinfrastructure-|upgradesitonensureitheisafe,Teliable,-| 

andnefficientintegrationnof-|PEVs.-| 

4. ReliabilityTand"|SafetyT-"iSDG&EisTnaintainingnand/orimproving-|reliabilityiDy-| 

mitigatingithenchallenges-|thatintermittent-|resourcesnandnelectricivehicles-| 

present"|tonannagingnelectricinfrastructureithroughimplementationnofiadvanced-| 

sensorsnandnassociatedisystems,nandnotherncapabilitiesithatnwillimprove-| 

employeenandnpublicisafety.Ti 

5. Securityi-"iSDG&Eisinvestingitonaddress-|theincreasednphysicaInandncyberi 

securityrisksnandithreatsnassociatedi/vithnSmartnGridisystemndesign,-| 

development,implementation,nandnoperations.-| 

6. Operational"ffficiencyi-"iSDG&EisieveragingnexistingnandndevelopingTiew-| 

capabilitiesitoimproveithenefficiencynofnplanningnprocessesnandisystem-| 

operationsithroughTemoteTnonitoringnandTeal LtimeTesponsivenessienablediby-| 

thendeploymentnofnadvancedisensorsnand-|managementisystems.Ti 

7. Smart-|Grid-Research,-pevelopmentiand-pemonstration-|(RD&D)T-iSDG&Eisn 

improvingitsncapabilitiesiDyTesearchingTiewitechnologies,integratingnemerging-| 

technologyisolutions,itestingiforiinteroperabilitynandnprovidingnproof bf tonceptn 

demonstrations.-! 
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8. IntegratechanchCross tuttinglSystemsT-iSDG&Eisndeployingnsystemsinnareasn 

suchnasnapplication-|platformndevelopment,ndata7nanagementnandnanaIyticsnand-| 

communications-|that-|SupportnSmartnGridfunctionalitiesnacross7nultipleiDusiness-| 

units.-] 

9. Workforce-pevelopmentr-]SDG&Eisinvesting-|tondevelopitsncurrentiworkforce-| 

and-|to-|transitionitona-futurei/vorkforceithatnwill7neetithe-|uniqueTequirements-| 

of-]SmartnGridithroughimplementationnof-]effectivenorganizationaInchange-| 

managementnandiA/orkforcenplanning.n 

Bynapplyingnannadaptive7nanagementistrategy-|toithenprojectsiistednundeneachnofithese-| 

programnareas,nSDG&Enexpects-|toncontinuaIlynevolveits-|roadmap-|toieveragenonrespond-| 

toifuture-|technologyiDreakthroughs,nchangingnstatenandifederaInpolicies,ishifting-| 

stakeholdenprioritiesnandnothernunanticipatedneventsithatithenutilitynconsidersnasna-i 

givennoventhencomingnlO Vearnperiod.n 

SDG&EnhasndefinednandincludednconsensusnmetricsiforiitsnSmartnGrid-|Deployment-|Plan,-| 

whichpermittheiutilityitoiDenchmark-and-assessTtheprogressiachievedthroughits-

SmartnGridndeployments.nSDG&Eplans-|toncontinueiworkingiwith-|the-paIifornia-|Public-| 

Utilities-£ommission,thenEnvironmentahDefense-|Fund,itheiother£alifornia1nvestori 

Owned-|Utilitiesn(IOUs),interestednpartiesnandi<eyistakeholdersinithendevelopmentnand-| 

adoptionnofnadditionalnSmartnGrid 'relatedimetrics.Ti 

SDG&Enhasidentified,nquantified,nand7nonetizednassociatedncostnandi3enefitnestimates-| 

forallioftheprojectsim'tsTine-Smart-Gridprogramiareas^'ncludingin ^lightnandi 

plannedToadmapnprojects.nSDG&EiwillTiotTequestnauthorization-forifundingnof]projects-| 

thatnareTiot-|necessaryitoncomplyiA/ithnpolicynunless-|thenestimatediDenefitsnexceedithe-| 

associatedncostsnoriwhereitheyiareTequireditoneffectivelyncommunicateiA/ith-|the-|Utility's-| 

customers.-! 
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SDG&E'snanalysisnofithencostsnandiDenefitsisintended-|toiDenasnaccuratenasnpossible,-| 

givenncurrentIynavailableinformation.-|However,ndueitoitheTiascentistatenofTnuchnSmart-| 

Griditechnologynandithefact-|thatnactuaIndeploymentiwilliDeiDasednonfuturenevents,-| 

lessonsiearnednand-|pilots,-|thesenestimatesnarensubjectitonchangenandnare-|presentednasTi 

conceptuahforiZOll ^015iandpreliminaryifon2016 l2020.1rnaddition,iaTangeisi 

provided-|tonaIlowifonmorenconservativencostnandi3enefitiscenarios.nSDG&Enwillifile-| 

supportingnapplicationsnonlyiwhenisufficientlyiprecisenestimatesnarenavailable.Ti 

SDG&E'snestimatedncostnofnSmartnGridndeploymentsifontheiyearsn2006i-n2020ndescribed-| 

inithisnplannarenapproximatelyn$3.5iton$3.6-|billionnandincludenpreviouslynauthorized-| 

investmentsisuchnasnSDG&E'snSmart-|MeternandnOpExn20/20nprograms,nSmartnGrid-| 

projectsincludedinitsiTestnYean2012-|(TY2012)nGenerahRatenCasen(GRC),nothernactive-| 

applicationsisuchnasnSDG&E's-|proposed-|Demand-|Responsenand-|Dynamic-|Pricingnprojects,-| 

andnestimatedincrementalinvestments,i/vhichnarenapproximatelyn25npercentnofithe-| 

overallnestimatedncosts.Ti 

The-|totahbenefitsnassociatedi/vithithenSmartnGridndeploymentsndiscussedinithisnplannare-| 

estimatedito-|beiDetweenn$3.8nandn$7.1iDillion.iThisncalculationincludesnestimated-| 

societalnandnenvironmentaliDenefitsnofiSyeOTnillion-ihSl-QibillioniDasednonnavoided-i 

emissionsithroughitheintegrationnofTenewablenenergynand-|PEVsnasi/vellnasithe-| 

estimatednavoidedifuelncosts-|PEVnownersTeaIize-|byitheisuccessfulintegrationnof-|PEVs.-| 

TheynalsoincludeneconomicnandTeliabilityiDenefitsnof^S.O-ihSS.libillionTesultingifrom-i 

previouslynauthorizedinvestmentsnsuchnasnSmart-|Meter,-|TY2012nGRCnandnothernactive-| 

applicationsnasnwellnasincrementalinvestments.Ti 

BecauseitheTnajoritynofibenefitsnderiveifromTnaintainingnand/orimprovingnreliabilityin-| 

theifacenofna7norencomplex-grid,navoidedncosts,Teductionnoficommodityncost,-| 

environmentaInandnothensocietalnandn"soft"iDenefits,ithey7ninimaIlyTeducenoperating-| 

costsnandisonare-|notnprojected-|toisignificantIyimpactTates,naIthoughncustomersiA/ho-| 
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leveragenSmartnGriditechnologiesnandndataiA/illnhaveithencapabilities-|theyTieedito-| 

managenandTeduceitheinbills.Ti 

Asnwithitsncostnestimations,nSDG&E'sneconomicnandTeliability-|benefitsncaIculations-| 

extendiDack-|ton2006-|toinclude-|the-|historicaIiDenefitsTealizedifromnpreviously-| 

authorizednSmartnGridnprojects.-|Because-|benefitsnwillnaIsonaccruenaftern2020,nSDG&E-|has-| 

includediforecastediDenefits-|basednonithenassociatediterminaIivaIuenofitsnSmartnGrid-| 

projects.-! 

ThenSDG&EnSmartnGrid-|Deployment"|PlanisTiotnaistaticndocument.-Gonsistentnwithits-| 

SmartnGri division,nSDG&Eintendsitoncontinuenengagingnwithistakeholdersinnorder|to-| 

aligniitsiSmartiGridistrategyitoitheiripriorities.iTheiutilityialsoiplansitoiupdateitsi 

roadmapiasiitsicustomers,-stakeholders,iavailableitechnologies,iandiservicesievolve;i 

adoptinewisecurityistrategiesiasinewithreatsior|bestipracticesiemerge;iandiadjustitsi 

costiandibenefitiestimatesiasitsipilotiandideploymentiexperiencesiandinewiinformationi 

bring^reatericertaintyitoianticipatediinputs,-|timelinesiandioutcomes.i 
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2.1 A1SMART1ENERGY1FUTURE1 

SDG&E's-visioniforaismartienerg\rfutureisidrivenibothiD\rpublic-policies-andiDy1ts-

customersi/vhonarencurrentlynadopting-|technologiesnsuchnas-|rooftopnsolarnandnelectric-| 

vehiclesnatTatesnhigherithannanywherenelsein-|theTiation.-nSDG&E'sncustomersnhavenaIso-| 

consistently-|shown-|Supportforimore-|renewable-generation-|projects,itechnologiesnand-| 

legislation.~nAsiaTesult,n"Smart-|Utility,"investmentsnarenaIreadynunderwaynatnSDG&Eito-| 

ensureithatitisnmeetingithenuniquendemands-|thatTenewablenenergy,nelectricivehicles-| 

and"irooftopisolarnarenplacingnonithengrid.-nAdditionally,nSDG&Enenvisionsna-|smartnenergy-| 

futureiniA/hichitheTisingncostnofnelectricityis7nanagedithroughTiewnoperationalnand-| 

customer 'enablingitechnologies,iwhilenconsumeripnvacynandngridisecuritynarenprotected-| 

toithengreatestndegreenpossible.nSDG&EnenvisionsiDuildingnonitsncurrentnSmartnGridn 

platformitonmaintainithenutility'snhighiserviceTeliabilitynwhileisupporting-|more-| 

sustainablenenergynutilizationnandnancost 'effectivenSmartnGridToll 'out.Ti 

Tondate,nSDG&E-|hasinvestedinTiewitechnologiesnand-|redesigneditsiDusinessnprocesses-| 

to7naximizenefficiency,Teducenemissions,nempowencustomersnand7Tiaximizencustomeri 

value.TExamplesiofitsieffortsincludeiaTfull 'scalenadvancedimeteringinfrastructurei 

(AMI)ndeploymentnandits-ppExn20/20nprogram,i/vhichincludesnSmartnGridifoundationah 

projectsisuchnasnaistate bf 'the 'artnoutagenmanagement/distributionTnanagementn 

systemn(OMS/DMS),ngeographicinformationisystemn(GIS),ncondition 'basedimaintenancei 

(CBM)nanditransmissionnandndistributionnautomation.TiHelpingitsncustomersito-|savenon-| 

theirnenergynusagenandTeduceithenamountnofielectricnandngasinfrastructurenneeded-i 

throughnenergyiefficiencyi(EE)nandndemandTesponse-|(DR)nhavenalso-|beeni<eynobjectives-| 

ofnSDG&E.Tn 

ThisnSmartnGrid-|Deployment-|PlaniDuildsnonitheseinitiativesito-|maximizeitsivaluenand-| 

benefitsnasiwellnasncreateTiewi\/aluenand-|benefitsithroughnadditional,itargeted-| 

investments.-nSDG&E'snSmartnGridivisionis-itoiA/orkinncollaborationnwithnkeyi 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageilli 

i 

SB GT&S 0247773 



stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable-| 

energyifutureninitsiserviceiterritory.TPnenofithe-|keynobjectivesnofiSDG&E'sncurrent-| 

SmartnGridnprogramsnandivision-goingforwardisitonhelpncustomers7naximize-|theivaIue-| 

ofitheirnenergynusagenandngeneration.ji 

SDG&E'sncustomersnarenadoptingnenvironmentally 'friendlyitechnologiesisuchiasi 

photovoltaicn(PV)nandiA/ind-generationnasiA/ellnas-|PEVsnandnareiDeginningitoieverage-| 

customer 'empoweringismart7Tieteritechnology-|SuchnasnGoogle-|PowerMeterinngreateri 

numbersneverynday.-nThesenexcitingitechnologiesiDringithenpromisenofiextensive-|benefits-| 

toncustomersnandisocietyincludingTeducing-|theimpactnof-ienergynusagenon-|the-| 

environment,nreducingnenergyidependencenoniforeignisources,nand-furthendeveloping-| 

thenabilityitonbetternunderstandnandncontrolnenergyiusagenandTesiliencyinitheifacenofia-| 

naturalnoriintentionalnattacknonithengrid.TiTheynalsoiDringTiewnchallenges,nsuchnas-| 

maintainingnpowernqualitynandnavoidingnoutagesnasnissuesnassociatediA/ithitheitwo Wayi 

energyiflowithatTesultsifromndistributed-generation,itheintermittent-|powerfromisolari 

andnwindngeneration;nandithenunknownnandnpotentiallynunpredictableioadTequirednbyi 

electricivehiclenchargingnarenaddressed.-nThesenandnothenchanges-|haveitriggeredithe-| 

startnofiaTnajoritransformationinithenelectric-|Utility-|business LLtransforming-|thengridnofi 

thenpastintonaismartergridnofithe-futureincreasinglyTieededitoday.-| 

The-stateiofiCaliforniais-also-focusedion-'SmartnGridinvestmentsthat-will+ielpTeduce-

emissions.-nSenate-|Bilh(SB)-|17nestablishesithenoverallintent-|thatnSmartnGrid-| 

deploymentsnhelpnachieve-|the-following:ithengoalsnofiAssembly-|Billn(AB)n32,itheistate's-| 

33npercentTenewablenportfolionstandardn(RPS);nasiwellnasnachievingnCalifornia's-| 

distributedngenerationngoalsnandndemandTesponse7nandate;improvediDuildingnand-| 

appliancenefficiencyistandards;nandimplementationnofithenelectricnprocurementioading-| 

order."nSDG&E'sivisionisithatnutilitiesiA/illnprovide-|the-foundation-|thatifacilitatesithe-| 

achievementnofTnanynofitheistate'snemission-|reductionngoals.irheispecific-|meansiDyi 

whichithis-|Deployment-|Planncompliesi/vithnSB-|17-|arensetiforthinndetailinnSectionn2.6nofi 

thisnSmartnGridnDeployment-|PlannVision.Tn 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil2i 

i 

SB GT&S 0247774 



SDG&E'sivisionisitoiA/orkinncollaborationiA/ithi<eynstakeholdersitoncreate-|the-| 

foundationiforianinnovative,nconnectednandisustainablenenergyifuture.T|In-fact,naiDroad-| 

cross lsectionnof-|Stakeholdersfromnacrossithe-|serviceiterritory-providedinputitoithis-| 

filing,nofferingisuggestionsnand-|recommendationsitonenhanceithisi\/ision.-nSDG&E-| 

believesithat-|theifocusnofitsnSmartnGridinvestmentsnshould-|benon7naximizingiDenefits-| 

toncustomers.TiByieveragingndigitalnandnadvanced-|technologies-|toncreatenaismartengrid,-| 

customersiwilhbenefitifrorrncost WfectivensolutionsitoitheseTiewnchallengesnand-gainn 

synergiesnwhilenreducingnenergyiconsumptionnand-|relatednemissionsifrom-|thesenevolving-| 

technologiesiA/hilenalsonhavingnconfidenceitheinprivacyisnprotected.TiFornexamplen 

ffi Throughnautomationitechnologiesintegratediwith-|thenSmartnGrid,ncustomersiwilh 

benableito7nanagendiscretionaryioads,isuchnasnhomenainconditioningnand-|PEV-| 

charginginna7nannerithatisithe-|mostncompatiblenwithiocalnelectricndistribution-| 

needs.T]Byn2020,ithe-|Usenofistationarynand-|PEViDatteriesncaniDeTietworkednat-| 

home,natiwork,nandnatishopping7Tialls-|to-|help-|thenutilityistabilizeithengridnduring-| 

partiallyncloudyndaysnornerraticiwindnconditions,-|potentiallyioweringithencostnofi 

PEVnownership,iA/hileincreasingithenamountnofrenewablenenergyiintegrated-| 

reliablyinto-|thengrid;n 

ffi Customersiwilhhaveitools-|thatiwilhhelpitheirnmanageitheinenergyiuseiandicosts-| 

and-|makeitneasy-forithemitondoiso;-| 

ffi Customersi/vilhhavenpriceisensitivenappliancesnandndevices-|thatncan-|be-| 

programmed-|to-|reactitoithenchangingncostnofnenergynand7nodifyiDehaviorito-| 

lowernenergyiDillsnaccordingitoncustomernpreferences,isuchnasndelayingithe-| 

refrigerator'sndefrostncycleitoTnidnightiA/hennainconditionenuseisiow,nasnwellnas-| 

chargingna-|PEVnearlienonlaterin-|thein-|theneveningitonearlyimomingnhoursiA/hen-| 

theiA/indisiDlowing7noreithannexpected,nandnevenndischargingnenergyifrom-| 

storageiA/henithe-|priceisnextremelynhigh;n 
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ffi CustomersiA/ilhbenable-|toTideithroughnelectricnoutagesiDyieveragingTnicrogrid-| 

technologiesito7nanagenancombinationnoficommunitynenergyistorage,nelectric-| 

vehicleiDatteries,ioadifollowing-fuelncells,nandndistributednsolarnandnwind-| 

generation.-|EventuallyiPEV-|batteriesnwillisupplynenergy,nandnhomenenergy-| 

managementnsystemsnandismartnappliancesnandndevicesnwilliDenutilized-|toiDetten 

matchnenergynuse-|to-|theisupplynavailable.-| 

ffi CustomersiA/ilhbenable-|toiook-|toithenSmartnGridiforprovisionnofirealitime-|prices,-| 

energynuseinformationnanditonenablenannarraynofiDillingnoptionsitonenableithemn 

toTnanagenenergynusenandncosts.n 

ffi SDG&Eiwilli3enableitonprovide-|higherievelsnofipowernquality,Teducenoutages,-| 

and-|reduceTestorationitimei3yimplementingTiew-|technologies.nSDG&Enwilh 

implementnSmartnGridncapabilities-|thatncannprovidencustomersndifferentiated-| 

levelsnofTeliabilitynandnpowenquality-|thatnareitailoredito7neetitheirispecific-| 

needs.Tn 

SmartnGridinvestmentsiA/illnprovidena-|utilitynplatformithatncreatesnaTietworknofimany-| 

different7narketnparticipantsithroughoutithengrid,nallowingnelectricityito-|bengenerated,-| 

stored,ndeliverednandnconsumedin-|the7nostncostnefficientnandnecologicallyisound-| 

ma nnerpossible.TThis-williem powerpowerproducers,Tfosterin novation! niequi pmenti 

suppliers,nandnenablennewitrading!3artnerTelationshipsnand-|newnproduct-|markets-| 

(which!Tiayiincludeithingsisuchnasnallowingncustomersnwithndistributedngenerationnand-| 

storageitonparticipateinnbalancing,istoragenand/ornancillaryiservice-|marketsnatithe-| 

distributionnserviceievel),nallnofiwhichiA/ilhserveitoincreasenefficiencyiandTninimizencost-| 

andnemissionsnassociatediA/ithnelectricitynconsumption.Tn 

ManyiutilitiesnacrossitheTiationnarenwaiting-|toiseenwhatnhappensnelsewhere-|before-| 

responding-|toitheseindustrynchanges.T]ForithenSan-|DiegoTegionnandnSDG&E,nhowever,-| 

waitingisnnotnannoption.-nSDG&Encannot!A/ait-|because:-| 
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ffi ltsncustomersnand7nanynstakeholdersnhavenshownnconsistentisupportifonnew-| 

renewableiegislation,ngenerationitechnologies,nandnprojects '"Withnsomenalreadyn 

beingndevelopednandTnoreiDeingnplannedinithenSan-|Diego-|regionito7neetithen33-| 

percentTenewableiportfolicnstandardibyi2020;-| 

ffi ltsncustomersnhaveinstaIled-|more-|megawattsnofTooftopnsolarinnSan-|Diegoithan-| 

utilityncustomersinnanynother-|U.S.ncity.T]Byithenendnof-i2011,novenl3,000-i-Tnore-| 

thannlnpercenti-nofiSDG&EncustomersiA/illnhaveinstaIlednphotovoltaicisystems-| 

totalingnover-|100-|MWnofncapacity;-| 

ffi ltsncustomersnarenalreadyitakingndeliverypfiNissan-|Leafnand-GhevroletnVolt-| 

electricivehicles,iA/ith-|more-|LeafsiDeingisoldinnSan-|Diegoithannanywherenelsein-| 

thencountryn(and-|Ford,-|Mitsubishi,nand-|BMW-|havenalsoitargetedithenSan-|Diego-| 

regionfor|their|PEV-|releasein-|laten2011i--iearlyn2012);nand,-| 

ffi ltsncustomersnalreadyihavenaccessitointervahusagendata,iA/ith-|thousandsnsigningn 

upifornGoogle-|PowerMeter.iTheynare-|poiseditoieverage-|newnenergy-| 

management"|technology.-| 

SDG&Encan'tiA/aitifonothersito7noveiforward,i3ecauseitsncustomersnarenalreadyTnoving-| 

forward .7iConsistentiA/ithithei\/iewsnexpressediDyTnanynofithenutility'sistakeholders,-| 

SDG&Enenvisionsna-futureinnwhichncustomersnarenempowered-|LiLlwithnaccuratenprice-| 

signals,nadvancednenablingitechnologies,naiwell ldesigned7narketistructure,nandnanSmart-| 

Gridithatnallows-|themitonchoosenhowitheyiwantitonconsumenandngenerate-|theiri 

electricitynand7naximizeitheirnenergyivalueiDasednonitheirnown-|preferencesnand-| 

priorities.-nCustomersiwilliDenableitoisafelynaddincreasingievelsnofintermittent-| 

distributedTenewablengenerationnand-|maynevennprovidengridTeliabilitynservices-|to-|the-| 

utility.-nThenelectricityngridiwilliDenableitonaccommodateincreasingndemandfrom-|PEVs.-| 

AccuratenpriceisignalsTnaynalsonencourage-|moreneconomicndecisionsTegardingncharging-| 

suchivehiclesnduringnoff 'peaknandnsupernoff 'peak+iours-whenprices-areiow-andthereisi 

sufficientnsystemncapacitynand-|resources.-nSDG&Eiwillnachievengreatenefficiencies-|byi 
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movingitcncondition 'basedimaintenanceiandimplementingiothenefficiencyi 

improvements-|through"|thenusenofTiewitechnologies.Tn 

The-griditselfiwilliDecomeTnoreTesistantnandTesilientitonannever 'increasinginumbenofi 

threats,ifromncyber lattackitcnterrorism,iandicustomersiandiprovidersialikeiwillibei 

confidentithatitheinfrastructurenandinformation-|theyndependnonnare-|secure.irhenSmart-| 

GridiA/illnaIsonempowernelectricitynproducersnandnother7narketnparticipants-|byicreatingna-| 

network-|thatnallowsfornefficientncoordinationnamong7nanyndifferent7narket-| 

participants Llfromncentralnstationngeneration,ncapacitynandnancillaryiserviceTesources-|to-| 

distributedngenerationnandndemandTesponseTesources '-'andiallowsielectricityitcnbei 

generated,istored,ndeliverednandnconsumedin-|theTnostncostnefficientnandnecologicallyi 

soundimannenpossible.Tn 

SDG&E'sivisioniforitsnSmartnGrid-|Deployment-|Planisintendeditoncreatenaisecurenutility-| 

platformiforithen"Smart-Gustomer"ithatnempowersithemiA/ith-|reliability,nchoice,ncontroh 

andnconvenience.-|Thisnutilitynplatformnofithe-futureisnenabledi3ynSDG&E'sivisionnof-ia-| 

"Smart-|Utility"-|thatisncapablenofncoordinatingnenergyTesourcenoperationnacrossithe-grid,-| 

fromncentralistationngenerationnandncapacity-| 

resources-|sitednonitheitransmissionngrid,ito-| 

distributednenergynandndemandnresourcesisitednon-| 

thendistributionisystem.TnThroughitsnutilization-| 

andnexpansionnofinformationndeliveryichannels,-| 

SDG&EiwillnprovidencustomersiA/ith7noreitimely-| 

and-|relevantinformationnon-|theinenergy-|Usage,7narketnpricesnandisystemnconditions-| 

and-|makeithemnactivenparticipantsin-|thenSmartnGridnofitheifuture.TnLastly,-|byicreatingna-| 

utilitynplatformithatnensuresTeliabilitynandnallowsTesourcesito-|responditonaccuratenand-| 

timelynpriceisignalsnandnsystemneventnconditions,nSDG&EiA/illistrengthenithenefficiency,-| 

transparencyiandisecuritynofithengriditoisupportitsi\/isionnofian"Smart-|Market"iforiits-| 

customersnandnallngridistakeholders.Tn 
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SDG&Eiooksiforward-|toiA/orkingncloselyiwithitsncustomers,istakeholders,ithe-| 

Commission,ithe-Galifomia-|IndependentnSystem-pperaton(CAISO),nand-|FederahEnergy-| 

RegulatorynCommission-|(FERC)itonhelpnachieveitsnSmartnGrid-|Deployment-|PlannVision.-| 

2.2 SDG&E'SiSMARTnGRIDiVISIONi 

Thenelectricityindustryisfacingnunprecedentednchanges.TPustomers,increasingly-| 

concernediA/ith-|theincarbonifootprintnandTisingnenergyicosts,nareinstallingndistributed-| 

renewablengenerationTesourcesinngreatennumbersneveryiyear.T|PEVsnare-|being-| 

introducednearlyinithenSan-|Diego7narketitoTesponditonangrowingifocusnoniA/hatnan-| 

individuaIncanndoitonhaveiessimpactnon-|thenenvironmenti/vhile-|reducingitheinmonthly-| 

transportationfuelnexpenses.T|NewitechnologiesnarenaIlowingncustomers-|toiDecome-| 

increasinglynempowereditoTnanageitheirnenergynusageitoTninimizenelectricityncostsnandn 

airnemissionsn(bothngreenhouse-gasesnandncriterianpollutants)nassociatediA/ith-|theiri 

electricitynuse.Tn 

lnnorderitoisuccessfullyTiavigate-|thesenchangesinnanwayithatTnaximizesithei\/aIuenofithe-| 

services,nSDG&Enhasnadoptednaivisionnonithe-|basisnofinputifromncustomers,i<ey-| 

stakeholders,nandnemployees.TiltsivisionisnsetiforthiDelown 

"SaniDiegoiGasi&iElectricJnicollaborationiwith j<ey stakeholders, yvilljcreate the7 

foundation forpn innovative, connectedpndsustainablepnergy future."1 

ThisisnalsonSDG&E'sTvisiorrifonSmartnGridndeployment.-nSDG&ETwilhworkiA/itl"nkey-| 

stakeholdersitondeploynSmartnGriditechnologiesTthatncreatenaninnovative,nconnected-| 

andnsustainablenenergy-|future7that-provides7value7toitsncustomers.Tiltiwilhdo7thisnby-| 

makingnSmartnGridinvestmentsitonensureisafenand-|reliablenelectricityiservicenas-| 

customersinvestin-|renewable-|DGnandnPEVs,nandnallownSDG&E-|toneffectively-| 

communicatei/vithncustomersnanditheirnagentsTegarding-|theinenergynuse.TiThisn"core-| 

technicalnplatform"iA/ilHncreaseitheivaluenofiservicesnSDG&E-|providesnandnempowen 

customersitonconsiderndistributednenergyiresourcesn(DER)nalternatives,nafter 'meterL 
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services,nand/orna-|PEV,itherebyncreatingnaTiewinnovativenandimprovedncustomen 

experience."nSDG&E'sivisionnalignsiA/ithitheivisionisetiforthinithe-|Electric-|Poweri 

Research-|lnstituten(EPRI)-|Publicinterest-|Energy-|Researchn(PIER)-|programfinalnproject-| 

report-ertltled-CaliforniajJtilityyisionTomd ftoad map for thefimart iSrid pf fear j2020.Tr 

lnndevelopingithis-|Deployment-|Plan,nSDG&Ensolicitedinputfromitsncustomersnand-| 

stakeholders. SThreenareasnofiinterestistoodnoutnasithenhighestnprioritiesin-ithese-i 

discussions:ncustomeribehavior/education,ndemandTesponsenandTatendesign.-nThese-| 

key-|themesnandnothernareasnofistakeholderiinterestnareisummarizedin-greaterndetaih 

belownandincorporatedithroughoutithisndeploymentnplann 

1. Educate-|Customers-pn-fnergy-|Opportunitiesiand-|Choices.-nEducationnofi 

customersnandnallistakeholdersis-|paramount,nandnsignificantinvestmentin-| 

customerncommunicationsnandTesearchnonncustomenbehaviorishouldiDenhigh-| 

priorities."nCustomer|behavionandnpreferencesivary,ithusitheneducationnand-| 

productnandiservicenofferingsTieeditoivaryialso.n"OneisizendoesTiotifitnall."-| 

Utilizingnpeer 'to 'peeneducatiorrjsiairiimportantistrategy.-nSignificantieducatiorri 

willnalsoiDeTieededifornSDG&E'siA/orkforcenwhoiA/illiDeintegralinnofferingithis-| 

educationitoncustomers.T|Educatedncustomers7nakeiDettenchoicesnandnare7nore-| 

empoweredito-|makeivaluendecisionsnonnenergy.-| 

^DG&ETSolicitedinputfromitheTfollowingiorganizationsTasitidevelopedithisideploymentiplann 

ffi Environmental:iEnvironmentaliHealthiCoalition;TSannDiegOTAuduboniSociety;iSaniDiegOTCoastkeeperi 

ffi Academia:T[iSaniDiegoiStateiJniversityT(SDSU)TCenterforEnergyiStudies;1JniversityiDfTCalifornia,iSaniDiegon 
(UCSD)TiDivisioniDfTCalit2;nUCSDTOfficeTofiStrategic-Energy1nitiativesTi 

ffi BusinessiOrganizations:TiSaniDiegofiegionalTChamberpfnCommerce;iSaniDiego,iMorthTCounty,-EastiCountyn 
economicndevelopmentiorganizationsn 

ffi MunicipaldJtilities/GovernmentahOrganizationsriptyiDfTSannDiegonCountyTDfiSanTDiegonCityTofTChulaiVistan 
SAN DAG^EnergyiWorki ngnG rou pn 

ffi RatepayenAdvocates:iJtilityTConsumers'TActioniMetworkT(UCAN)n 

ffi Energy-(MGOs:nUniversityTDfiSan-piegOT(USD)iSchool-pfiLa\ArEnergy-policyinitiativesTCenteri[EPIC);TCalifornian 
CenterforSustainableiEnergyn 

ffi Large-fZustomer/Corporateinterests:T$onY;^Additionalj-argeiCommunicationsJechnologypompany7 

ffi CollaborativeTOrganizationsnUCSDnConnectnClearnTechiSarnDiegcri 

ffi WorkforcelnterestsnSarnDiegcrjWorkforce-partnershipi 
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2. Facilitate"fnergy-ffficiencynand"Pemand"Pesponse."nCustomernaccessitonenergy-| 

information,pnergypricespndpmissionsibyitimepfTdayiwithpnabling-| 

technologiesithatnallowncustomers-|toncontrolnand7naximize-|theinenergyivalue-| 

arepritical."nThisisisimilantcntheimportancepfpommunicatingiwithpustomers-| 

initheinchosenianguage;nutilitiesnhavenannobligationitonprovidenand-| 

communicatepustomerispecificpsageiandpriceinformationiwithithepustomer's-| 

chosenpommunicationphannel(s).Tn 

3. OfferPate-pptionsnand-CostiChoice.-nCost basednanditime 'differentiatednratesinn 

someiforrrnarepriticahandTnustibeiinkedibvpustomersitopost 'savingsitcnbei 

effective.-! 

4. Enable-piug lnrflectrici\/ehicles-|(PEVs).-nSDG&E'sngoaHsitopnsureithensafe,-| 

reliablenandnefficientintegrationnofiPEVnchargingioadsiwithithenutilityn 

grid.TiiComm unity-plan ningisim porta ntiniadd ressingt hepotentia |-futurei"ram pi 

up"pfihomenandpublic/commerciahPEVnchargingifacilities.TGost taseditime L 

differentiated"|PEVTatesncaniDenanneffectivenwayitonencourage-|PEVncharging-| 

duringpff lpeaknhours,nandiyieldpthensystemiDenefitsithatncouldTesult"fromna"i 

morenefficientnusepfithengriditoday,nandinithe-futurepotentiallynenableionger-| 

termnPEVnchargingnandnelectricityistorage.-| 

5. Enableiandintegrate-pnergyiStorage.TiThereisnanconsensusinitheindustry-|that-| 

electricityistorageisnancriticalncomponentinTnitigatingintermittencyiand-| 

integratingincreasedpenetrationpfrenewablendistributed-generation.TiLarge L 

scaleistorageishouldiDepartpfitheistrategy,nasishouldivehicle 'to 'gridptorage.Tn 

6. Expand"Collaboration.TlSDG&E,itsivendorsnandisuppliers,iDusinesses,partners,-| 

communityprganizations,-|keyistakeholderspndpcademiaishouldplliA/ork-| 

togethentoincorporate-|projects/conceptsintonSmartnGridndeployment."nSmart"i 

Gridifunctionalitypould"|haveisignificantpotentialpspiocalpconomicndriver.-| 
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7. Support1\A/orkforce"Peadiness."nAnSmartnGridiA/illndemandnaTiewiworkforceiA/ith-| 

specificnskillsnatnaIHevels.-nSDG&E,nacademia,iDusiness,nandiaborishouldiA/ork-| 

togethentoncreatenand/orinvestin-|thencreationnofia-|new,-|locah"reservoir"nofi 

talentiwithitheseiskills.TiInnaddition,ithere-|needsitoiDena-|proactivenapproach-|to-| 

workingiwithnunionsinnorderitondevelopnagreements-|thatnare-forward 'thinkingi 

andncollaborativenandisupportnaiflexiblenworkforce-|thatisnableitoTneetitheifuture-| 

needsnofithenSmartnGrid.TGurrentnemployeesiwilhneeditondevelopTiewnskills-|to-| 

adaptitoitechnologicalnandiDusinessnprocessnchangesnwhile-|HRisystemsiA/illTieed-| 

toiDena!ignediso-|thatitheiA/orkforceis-flexiblenandnconsistentiA/ithnSmartnGrid-| 

needs.n 

8. lntegrate-pistributed"Energy-pesources-|(DER).nThenSmartnGridTnust-|benable-|to-| 

integrate-|DERTesourcesiA/ithoutnadverseimpactsnonTeliability."nThe-|Deployment"i 

Planishouldnaddress-|hownSmartnGriditechnologiesncan-facilitatendevelopmentnof-| 

combined+ieatiandpowen(CHP)-facilities.-| 

9. Expand"|Technology^)evelopment.Tilnvestmentnandncollaboration,integrationnof-| 

newitechnologiesitointerfaceiA/ithithenSmartnGrid,nasi/vellnas-|businessnand-| 

technology-|transition-|StrategiesnareTieededitonensurenexisting-|technologiesnare-| 

optimized."! 

SDG&Enhasndevelopedithis-|Deployment-|Plannon-|thei3asisnofitsivisionnand-|Stakeholderi 

inputnandnconsistentiwith"|theTequirementsnofiD.10 ^6 ̂ y.-nPursuantitoithatndecision,"! 

SDG&E'snSmartnGrid-|DeploymentnplanndescribesnSDG&E'snSmartnGridivisioninithe-| 

contextnofithree-|highievelnconceptsi-n"SmartnCustomer,"n"Smart-|Market,"nandn"Smart-| 

Utility"i3elow.TnSDG&E's-|Deployment-|Plannwillnalsoncontinueitonevolvenas-|the-|priorities-| 

andnexpectationsnofitsncustomersnand"|stakeholdersnchange.-| 

1 

1 
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2.3 "SMARTiCUSTOMER"-] 

SDG&E'sivisionnofithen"Smart-Customer"isnonenwhoisnempowerednandnable-|toTnake-| 

informedndecisionsnabout-|theinenergy-|usagenandngenerationnasnaTesultnofiSmartnGrid-| 

investments,naIlowingithem-|to-|maximizeitheinenergyivaIue.Ti 

Specifically,nSmartnGridinvestmentsiwillncreatenopportunitiesfonthen"SmartnCustomer"-| 

ofitheifutureitonreducenenergyicostnandnuse,ito-|reduceitheirncarbon-footprint,nandito-| 

installnandneffectivelynutilizenDGnandnafter [metentechnologies.-nUnderTSDG&E'siSmart-i 

Grid-|Deployment-|PlannVision,ithenutilityi/villncollaboratenwithncustomersnandnenergy-| 

serviceprovidersitoprovidexustomers-withTnorexhoiceion+iowTarid-whenTtheyTUse-

energyiDasednonimprovedinformationn(includingnaccuratenpricensignals)nandnaccessito-| 

enablingitechnology.Tn 

SDG&Eiwillncreatena-|utilityifoundation-fornaninnovative,nconnectednandnsustainablen 

energyifuturenandiA/orki/vithncustomersnandiservicenproviders-|toincreasencustomeri 

engagementnwithnandnadoptionnofinewnenergy7nanagementitechnologies.TiFromna-| 

"Smart-Gustomer"nperspective,ithisi/villngivenconsumers-|thenopportunityitoncaptureithe-| 

benefitsnofianwideTangenofiexistingnandnemergingnenergyitechnologiesnandnassociated-| 

energyTnanagementnproductsnandnservices-|that7nay,norTnayinot,iDenprovidediDyithe-| 

utility.-nThesenenergynproductsnanditechnologiesi/villnempowencustomers-|toTeduce-| 

energynuseiA/hennenergynpricesnandnassociatednemissionsnarenat-|theinhighest,nand-| 

reduce-|theinoverallnenergyndemand,nallnofnwhichiwillTeducenenergyncostsnand-|related-| 

emissions.Ti 

Customersiwilhbenaware,informednandnknowledgeablenaboutitheinenergynchoices,nand-| 

haveitheitoolsitonactnupon-|thosenchoices.-Gustomersiwilhuse,istore,produce,nand/orn 

managenenergyito7neetitheirindividuahneedsnasp/ellnas-|theTieedspfithengridnand-| 

energyrnarl<etsiA/ithnanclearnunderstandingpfiitsivalue.-nTechnology,nenergy 'related-! 

services,nandnenergyTnarketsiA/illnevolvenas7narketparticipants/actors:n(l)itheynwilh 

adoptTiewitechnologiesithatintegrateTeadilynaccessibleinformationnwithnautomatedn 
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systemsithatTnanagenappliancesnandnequipment;n(2)itheynwilhinstallncompetitive-| 

distributedngenerationisystemsnandTietworkednandintegrated-|PEVnchargingnequipment;-| 

and,n(3)itheyiwillnoptimizenenergy-|Storagencapabilities.Tilnnorder|tonachieveithese-| 

objectives,itiwilhbeTiecessaryitonensureithenavailabilitynofiaccuratenand-|transparent-| 

cost lbasedTatesnandnpricingnandistandardized/reliableinformation.irhisnwillnenable-| 

utilitynandnnon kjtilityiservicenproviders-itonoffencompetitivenproductsnandnservices-ithat-i 

williDeivalued-|byicustomersnandn3rdnpartyiservicenproviders.-nSDG&Enwillncreatena-| 

standardizednplatform-foritheitransfernofncustomernusageinformation-|to-|thirdnparties-| 

(withncustomernapproval),itherebyienablingncustomersitonaccessithirdnpartyiservicesnand-| 

reducenoverallTnarketitransactionsncosts.n 

SDG&ETecognizesithatnengagingnwithnandnproactivelyTeachingnout-|toncustomersisn 

criticalito-|theisuccessnofitsismartTnetendeploymentnandnSmartnGrid-|utilization-| 

efficiency.TiBothndemandisiden(customers)nandisupplyisidendecisions-|(includingnself L 

providednsupply)nare7norenefficientifivalued 'addedimarketinformationisiavailableitcri 

marketnparticipants.T]The-GommissionnandithenState-|havencIearlyiembarkednonithenpath-| 

ofndeployingnadvanced7neteringitechnologyi(e.g.,ismartTneters).-nAdvancedTnetering-| 

technologyiisTiotnonlynachievingnoperatingnefficienciesin7netenreading,i.e.,nautomating-| 

the7neterireading-|process,iDutnasTecognizediDy7nanynof-iSDG&E's-|Stakeholders,-| 

includingnconsumeriadvocacyngroups,iDusinessinterests,-nacademia,-|non 'governmental-! 

organizations,nandncorporateinterests,ithenavailabilitynofTnoreitimelynandngranulan 

(interval)nenergyiusageinformationncannandnwillnchangencustomenbehavior.Tn 

Thenchangeinncustomenenergynusage-|resultingfromnsmart7netersncaniDencategorized-| 

intoifourjmpactsn 

ffi Informationfeedbackn 

ffi DemandTesponse-frorrnshortTun-priceielasticityTi 

ffi Energynefficiencypnequipmentinvestmentsincluding-|PEVs-| 

ffi Distributedngenerationnandistorageinvestments-| 
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Toiachieveicustomenandienvironmentahbenefitsiassociatechwithitheseimpacts,-| 

investmentsnarennecessaryitonensureithenavailabilitynofnenergynusagendatanatithengranulari 

level.TiCustomer ^pecificintervaliusageinformationTnustnbepresentediniaitimely,! 

understandablenandnusefuliform.TCustomers-|mustnunderstanditheinratenstructurenand-| 

theimpactsthatTnayTesult-from-yariousidyriamicTateioptions.TTime 'differentiated-! 

ratesjnisomeiform^renancnticalncomponentinitheisuccessnof-idemandnresponsenand-! 

adoptionnofTiewnenergyimanagementitechnologies.n 

Customerfducation,-putreachnand1nformationn 

UnlessncustomersnunderstandithenbenefitsithatnSmartnGridnprovides^elieve-ithosen 

benefitsnareTneaningfu^nandnbelieveithereisnanneasynand-feasibleiA/ayiforithemiton 

participate,itheyi/vilHikelyriotnengage.-nSDG&E'sncustomeneducation^utreachnand-! 

communicationsnstrategyi/villTecognizenandneffectivelyTespondito-ithisnchallenge.Tn 

SDG&ETnustncontinue-itoitailonspecificncustomerTnessagesnandncontent-itonspecificn 

customerngroupsnbasednonnhowitheyiusenenergy^howitheynaccessinformationnaboutn 

energy^ndnhowitheyimakenenergyidecisions.Tilnnaddition^DG&EiwillTieeditoiA/orkiA/ith-! 

eachnsegmentitonensureitwo Way-feedback/communicationisoncustomersnhave-ithe-! 

informationitoTnakeinformednenergynchoicesnonndemandTesponse,nenergynefficiency-| 

investmentTneasuresnandiself'generation.TGustomeneducationnandncommunicationsn 

willTieed-itoincludenaifullTangenofputreach^eginningiA/ith-generalnenergyiawareness-! 

toispecific,^targeted,ncustomer lselectednoptions.TnBynachievingitheiforgoingnobjectives,-i 

SDG&Eiwillnempowencustomers-itoiDetterTnanageitheirnenergynusagenandTninimizen 

emissions,nconsistentnwithitheistate'snpolicyngoals.-! 

SDG&Eisnalsonplanningitonprovideivariousnapplicationstornon 'tinenpresentmentnofi 

energynusage,Tatencomparisonnanalysis,Tiearireal 'timeinformationnandimonthitcndate-! 

billnalerts,7nonth 'endibilhprojectionsiandihighibilhanalysis.Tn 

1 
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Maximizing-3enefits-pf1theiHome-Area1MetworkTand-|0thenCustomerPremisei 

Technologiesi 

CustomersiA/ilhbenempowereditonparticipateninnandTesponditoTnarketsnonitheitechnicah 

platformncreatedifonHomenAreanNetworksiHANjnandnotherncustomernpremisennetworks.n 

Thenplatformisncomprisednofiseveralncorencomponents-ithatincludeithenDemand! 

Response-pDntrohApplicationn(DRCA),!theTietworkTCommunication-pathinto!the-|home! 

ornbuilding^henHANnornotherndevicesnat-ithencustomer'snpremises^hencustomerportah 

applications,nand!theiDacknofficeintegrationsTequired!toisupport!those! 

systems.-n"Behind 'the 'meteY'iservicesnandnapplicationsnaccessednbyithencustomerinside! 

theirnpremises^uchnasTnonitoringnandTnanagementnofidevicesnconnecteditoithenHAN,! 

couldnbenexpandednbeyondithirdnpartiesnandnextendeditonutilities^hereby^iving! 

customersTnorenchoices.n 

Accommodating1ncreased~Plug lnrflectric-yehicle!(PEV)-penetration! 

Then"SmartnCustomer"!may!drive!an!electric!or!plug 'innelectricivehiclenandnSDG&Eis! 

prepareditonaccommodate-|their|increased!market!adoption.-nAften2012,!thousands!tO! 

tensnofithousandsnofiPEVsnarenestimateditonbenownednbyiSDG&E'sncustomers.-nWithnann 

estimatedioadnofT3.3-|kilowatt-|(kW)!perTvehicle!(6.6-|kW!perTvehicle!aften2012)-|this! 

equates!ton45Tnegawattsn(MW)!ofTiewioad2,iA/hichifTiotTnanaged!andintegrated! 

properly,ncouldnhavenansignificantimpactnonitheiocalnelectricndistributionisystemnand! 

potential-generationnneeds.TilfiSDG&E'siservice-iterritoryiexperiencesTapidnadoptionnof! 

PEVs,!thenoutlook!for!2020!Could!be!as7Tiuch!as!200,000+!vehiclesin!the^reateriSan! 

DiegoTegion.-nStakeholdersin-ithenmunicipaharenanhavenexpressednconcernnaboutithen 

i m p actnofit h enco m i n gf'wa ve"nofiP E Vs.! 

Onenofrnany!challenges!associatediA/ith!PEV-growthTates!williDe!the!"clustering"!ofiPEV! 

ownershipYi.e.^wonorTnorenPEVsiservediDynonenneighborhooditransformerJ.-nThisncould! 

2lSDG&EiEOY2Q12iestimatei 
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be"iparticularlynanissueinithenoldencoastahareasnofiSDG&E'siserviceiterritory.T|lnTnost-| 

instancesithesencoastaInhomesnareismaIler,ndoTiotnhavenairnconditioningnand-|theTiumberi 

ofncustomersnconnected-|per|transformerisngreaterithanTieighborhoodsiwithnairi 

conditioningioadin-|theinIandnareas."nAn3i<Wnchargingioadisncomparableitoiarge-| 

centralnainconditioningioad-|thatisnaddedntoitheiocaIndistributionisystem.-nSDG&Eis-| 

currentIyinvolvedi/vithnan-|Electric-|PowenResearch-|Institute-|("EPRI")-|projectitoifurthen 

assessitheimpactnof-|PEVsnonithengrid,nasiA/ellnas-|monitoringithe-|PEVioadsnandncharging-| 

patternsnof-|PEVncustomersnduring-|then2011ndeployment.TiProactively,nSDG&EiDelievesit-| 

isimperative-|tonexamineithreenareasnofisystemnactivities:T|theTieed-fornexisting-facility-| 

upgrades,nanneffectivenusenofismartn(monitoring)-|transformersnandnunderstanding-|the-| 

loadsngeneratedifromithenusenofpublicncharginginfrastructureinnordenaddress-|the-| 

coming-|PEVnchargingndemands,nandisupporting-|PEVnservicenprovidersitonprovide-|timelyi 

andnadequatencharginginfrastructure.n 

Finally,nundenSDG&E'snSmartnGridnDeployment-|PlannVision,nSDG&Enwillnenablenand-| 

supportithengrowthnofielectricitransportationiA/hilenensuringitheisafe,-|reliablenand-| 

efficientintegrationnwithithengrid.-nSDG&Endesiresitoncreatenannexcellentncustomen 

experiencenandiDuildnconsumernconfidenceinncleannelectricitransportation.Tn 

Customerfxperience-pfthe1"SmartiUtility"-pf1the-futurei 

Tonensure-|thatithen"Smart-pustomer"isnempowerednandinformed,nSDG&Enenvisionsna-| 

customeriservicenexperience-|thatTneets-|theiripreferencesnandTieedsiA/hilenprotecting-| 

theirnprivacy.Ti 

Today'sitechnology,includingitheinternetnandismart-|phones,nhasnchanged-|hownSDG&E's-| 

customersTeceiveinformationnand-|handle-|transactions.T|Theynhavencomeitonexpect-| 

instantnaccessitoninformationnandiviaTnultipleitechnologyiplatforms.TiThirty 'eightn(38)-| 

percentnofnSDG&E'sncustomersnhavenopteditoiviewnandnpay-|theiribillionlinenusing-|IVIyi 

Account,nanditheyncannalreadyiviewitheinhourlynenergyidatanonnGoogle-|PowerMeter.Ti 

Laterithisiyearitheynwilhbenable-|tonsee-|hourlyndataithrough"|MyiAccount.-nSmart-|Meters-| 
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andiaccesstoienergyxonsumptioninformation-will-provideitsicustomersTthe-

opportunityito-|have7norencontrolnoventheinenergy-|use.-nTheynwilHookitonSDG&Eito-| 

provideithemiwith-|theitoolsitonunderstanditheinformationnasiwellnas-|Solutions-|tonsave-| 

energynand7noney.TCommunicating-|thisinformationinnanneasily bnderstandableiandi 

timelyiwayisiwhaticustomersiwilhexpectiandisoonicomeitcndemand.TrCustomersiwant-| 

choiceinncommunicationsnchannelsn"text7ne"nwithnoutageinfonandnupdates,iDutn"emaih 

me"naboutnnewnprograms.TilnnorderitoTneet-|theTieedsnofitsncustomersnandnestablish-|the-| 

kindnofTelationshipitheyi/vantifromitheirnutility,-|SDG&E-|hasnaTesponsibility-|to-|benable-|to-| 

reachithemithroughitheirpreferredncommunicationnchannel.Ti 

Customers'nconcernsnaboutithenenvironmentnanditheirneconomicisituationsnarenaIso-| 

growing."nCustomersiA/antnhelpnevaluatingisavingsnopportunitiesnassociatediA/ith-| 

replacing-|theinappliancesi/vith-|morenefficientnones.nWithndynamic-|pricing,ncustomers-| 

wantitonknownhowitheyicannusein lhomendisplaysnand-|HANsito-|programnappliances-|tongo-| 

onnandnoff|toisaveTnoney.-nTheynarenaIsointerestedinnevaIuatinginvestment-| 

opportunitiesiikendistributed"generation,iDatteryistoragenandnelectrici\/ehiclesnandnwilh 

lookitonSDG&E-forinformationnandinsights.-nThroughnonlinenchannels,interactivenwebn 

tools,nandnusenofimedia/video;-|thesenoftenncomplexnanaIysesnandnconceptsncan-|beTnore-| 

clearlynpresented,isignificantlyincreasingnunderstanding,ncustomensatisfactionnand-| 

ultimatelynadoptionnandnengagementinisustainablenenergynpractices.Tn 

SDG&E'sinvestmentsin7nobilenapplicationsnandisociahmedianare-|necessaryitonprovide-| 

thenarraypfiutilityiservicesn(billing,iDilhpayment,nenergynusageinformation,ndemand-| 

response-|programs,nenergynefficiencynprograms,iowincomenassistance,netc.)ito-| 

customersnonitheirnchosenncommunicationsnchannels.-nSDG&ETnustinvestinitechnicah 

infrastructurenandnsupportingnapplicationsitointegratenandncommunicatei/vithitsn 

customers.Tn 

Empoweringncustomers7neansnproviding-|themiA/ithinformationithat-|raises-|theiri 

awarenessnso-|thatitheyncan7nakeintelligentn(smart)nchoicesTegardingitheirnenergy-| 
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usage.-nSuchinformationTnustiDendelivereditoithencustomerinnaitimely,itransparent,-| 

relevantnand-|reliable7nannernusing-|thencustomer's-|preferrednchannel.TCustomersi/vilh 

theniDe7nost-|likelyito7nakendecisionsn(behaviornchanges)Tegardingnenergy-| 

consumption.-nThen"Smart-|Utility"nwillnaIso-|needito7naintainithenabilityitoncommunicate-| 

withncustomers-|thatndoTiotnusenanyTiewnelectronicTnedia.-| 

SDG&E'si"Smart-Customer"ivisionisitcnbe-|proactiveiandicollaborativeiwithitsicustomers-| 

tondeliverTnutuallyiDeneficialnoutcomes.TiThis7neansithatnSDG&Eiwillncontinuouslyiwork-| 

withncustomers-|tonunderstanditheinpreferencesnandnprovideiservicesi\/iaithenchannels-| 

that-|theyivalue.-nSDG&Eiwillncontinue-|to-|adaptitoitsncustomers'nchangingnexpectations.Ti 

As-|thenpopulationinitsiserviceiterritoryichanges,nSDG&Eiwillncontinue-|tonprovide-| 

appropriate,Triulti 'tinguahcustomeriserviceTepresentativesiandTion tnglislrprintedi 

materialito-|betterncommunicateiA/ithitsncustomers.Tn 

2.4 -]"SMART-]MARKET"i 

SmartnGridinvestmentsiA/illnchangeithenexisting7narketiDyiempoweringncustomersito-| 

maximizeitheivaluenofithenenergynandnothernservicesitheyTeceiveifromithengridnandn 

participateinndemandTesponsenand-|potentiallynancillaryiserviceTnarketsin-|theifuture.Ti 

Withnaccuratenpriceisignalsin-|retailTates,nSmartnGridinvestmentsnwillnallowTnarkets-fon 

DERnand-|PEVsitongrownwithoutimposingnadverseimpactsnonncustomersiA/ithout-|DERnon 

PEVs.TSmartTGridi'nvestments-willialsoi'mproveiefficiencyi'n^ridioperationsTandTeducei 

costs-forncustomersnoveritime.Tm 

UnderiSDG&E'sivisionnof-ianinnovative,nconnectednandnsustainablenenergyfuture,-|the-| 

"Smart-|Market"iA/illnenhancencustomenservicenandiA/illnprovidencustomersnwithngreateri 

energyiservicenchoices,ncontrolnandnconvenience.TnSDG&EiA/illnprotectncustomers'-| 

personallyidentifiableinformationinnansecurenenvironment.TGustomersi/villiDenableito-| 

choosenalternativenenergyTnanagementnandinformationiservices.TGonsistentiA/ith-| 

feedbackifromnmunicipal,iDusiness 'oriented,nandnconsumenadvocacyistakeholders,-| 
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SDG&E'snSmartnGridnwillnensureithatTiewTnarketnparticipantsnarenableitonenterimarkets-| 

andnprovideiservices-|thatncustomersndesire.-nSmartnGriclinvestmentsiA/illnhelpnSDG&E:-| 

ffi EnhancenoveraIlivaIuenofidentifiednproductsnasnpartnofitheTnarket;-| 

ffi lmprovenoverallnefficiencynandnoperationnofiDERnonngrid;-| 

ffi FacilitatenparticipationnofiDERinto-GAIS07narketn(includingnanpilotnprogramito-| 

demonstrateiviability);Ti 

ffi Enableitime ldifferentiatednratesiforistorage,nelectrici\/ehiclesnandismalh 

distributedngeneration;-fi 

ffi lntegrateismallndistributed-generationintoithe-Galifornia1ndependentnSystem-| 

Operatorn(CAISO)Tnarket;nand,-| 

ffi EnhancenCAISOnoperationalflexibility,nwhile7naintainingnand/orimproving-| 

SDG&E's-gridnreliability.-| 

SDG&Eiwillnprovideinformationnandnensureithenexistencenof-iancommunication-| 

infrastructureithat-fullyienablesithencapabilitiesnandnpotentialiDenefitsnofithen"Smart-| 

Market."-fiSDG&EiwilHeveragenopen-|Standardsnandinteroperablenarchitectures-|to-| 

enablenexistingnandTiewnparticipantsitoitradeinformation,nproductsnandiservicesin-| 

theseTnarkets.Tm 

SDG&E'sivisioniforiai"Smart-|Market"iA/illTequirenpriceisignalsithatnaccuratelyTeflect-| 

costs-|tonprovidenutilityiservicesnandnavoidiDurdeningnonencIassnof-icustomeriA/ithncosts-| 

thatnwereincurred"|toiservenanothencustomen(cross 'subsidization).TiThisiwilhalso-|helpi 

promoteTational,nsustainablenandneconomicallyiefficientndecision 'makingithatiwilhallowi 

customersito-|minimizeitheinenergyncostsnandnemissions.Tn 

DistributedTenewablengenerationiforTesidentialTietnenergyimeteredncustomersisnan 

goodnexamplenofitheTieedfor7norenaccuratenprice-|signalsitoncreatenanstrategyithatiwilh 

leaditoiong Ltermisupportifor,nandncontinuedinvestmentin,ndistributedTenewable-| 

energyin"Galifomia.-nATesidentialTietnenergyTneteringn(NEM)ncustomeris-generallyna-| 

homenownerithatnhas-|Sufficiently-|highiwealthnorincomenona-|highnenoughncredit-|rating-| 
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tonaffordna-|PVisystem.-nWhenisuchnancustomerinstaIlsTenewablengeneration,itheynuse-| 

SDG&Eiikenai3atteryi-nSDG&Eistoresithenelectricityithencustomerngenerates-|beyoncl-| 

theirncurrentndemand,nandTeturnsithatneIectricity-|toithencustomeriwhenitheyTieedit.Ti 

TheynaIsoTeceivei/vhatevernelectricity-|theyistilhneedifromnSDG&Enundendeeply-| 

discounteditiernlnanditiern2Tates.TiUndencurrentTatendesign,nSDG&Endoes-|notncharge-| 

the-|NEMncustomerifonthen"battery,"non"i"eliability"iserviceitnprovides.TiHowever,-|these-| 

costsnareTeal.TiUndernexisting-|rules,ncustomersithatnhave-|notnorncannotnafford-|toinstaIh 

PVnareiforceditopayithesencosts.Tilnnordentonensurenaiong Ltermisustainable-|market-fon 

distributedTenewablenenergyiin-GaIifornia,-|NEMncustomersishouldnpayithencosts-|that-| 

arenincurreditonprovideitheseiservices.3Tm 

SDG&E'sndiscussionsiwithivariousncustomersnandistakeholders-|havenaIsoieditonan-| 

additionaIncomponentnofiSDG&E'sivisionifornan"Smart-|Market":nasncustomerTieedsnand-| 

desiresnevolve,itiwilhbeTiecessaryiforiSDG&E-|toTnakeiownemissionnelectricity-| 

commoditynservicesnavailable-fromithenutilityinivariousiformsiso-|o//nofiSDG&E's-| 

customersnhaveithenoptionnofincreasednaccessitoTenewablenenergyiatTeasonable-| 

prices.-nAIInofGaIifomia'snenergynconsumersishouldnhaveithenoptionitonchoosenenergy-| 

fromTenewablensourcesnand-|toTeduceitheinemissions.Ti 

2.5 "SMARTiUTILITY"i 

An"Smart-|Utility"-|understandsiA/hatitsncustomersi/vant,Tieed,nandi\/alue.T|Unden 

SDG&E'sivisionforian"Smart-|Utility,"itnwillncreateithefoundationfornaninnovative,-| 

connectednandisustainablenenergyifutureinitsnserviceiterritory.TGustomersnare-| 

expecteditoincreasinglynadoptnautomatednenergy7nanagementnsystems,instaIh 

distributednenergyresources,nutilizenenergyistoragencapabilities,nandnchargenelectricah 

3"PneTDfitheTJnintendedTConsequencesTofthisT3olicyisithaticustomers+iavennoincentiveitOTConsidenadoptingTenergyn 
storageTas-partToftheirpystem.TEvenifTenergy^torageinstallediA/ithTa-pV-pystemTCouldTJrovideTanmoreTefficientn 
solutionTfonaTCustomenthannutility-ptorage^itnwouldTiotijeTadoptediaecausenPVTCustomersTcanTeceive^torageTfon 
free.TforthisTeason,tHeinaccurateT3ricesnthatTesultfromiMEM^tandTasTannobstacletoitheTefficientiadoptionTofn 
storagetechnologiesijyi'VTCustomers.Tn 
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vehicles.-Customers-|havenaIready-|toldnSDG&E-|thatitheyiA/ant-|morenservicenoptions.Ti 

SDG&E-willprovidexustomerusageinformation/~pricesiandicriticalieventTiotifications-

throughithencustomer'snpreferredncommunicationnchannels.TnItiwillndevelopithe-| 

distributionnsystemnandinformationitechnology-|infrastructure-|tonenablenandisupport-| 

growthinithesencustomernalternativenenergyisolutions.Tn 

TondoithisnandnaccommodatenCaIifornia'snRPS,-|Net-|Energy-|Meteringnand-|Low-Garbon-|Fueh 

StandardTequirements^DG&E-willTieeditoi'mprovei'tsiabilityTtoi'ntegratei'ncreasedi 

levelsnofTenewablengenerationnandnelectricivehiclesinto-|thendistribution-grid-|through-| 

variousnSmartnGridinvestments.-m 

Asnan"Smart-|Utility,"nSDG&Ei/villnpromoten"Smart-|Markets"-|byienabling,ifacilitating,-| 

and/oncreatingTeliablenanditransparentinformationnservices-|thatnareivaIuediDy-| 

customersnand7narketnparticipants.-nSDG&EiA/illnenableistandard,nconsistentprotocols-| 

across7narketsitonprovideisecureitransactionsnand-|protectncustomerinformation.T|ltiwilh 

createnanplatformithatnaIlows-fornefficientncoordinationiDetweenncentraIistationnand-| 

distributednenergyresources,TnanagingnenergyidemandiDasednonnaccurate-|priceisignaIs-| 

to7ninimizencostsnandnemissions.-nThisnSmartnGridnplatformnwillnenableTiew-|markets,-| 

participants,products,nand-|services.-nThenplatformiwillnaIsonaIlowfornpredictive-| 

capabilitiesiforngridpperatorsithati/vilhhelp-|minimizeitheimpactpfisystemndisruptions-| 

toncustomers.n 

Fromnaiti"ansmissionperspective,nSDG&Enwillimplementprojectsndesigned-|toimprove-| 

the-|speednwithiwhichithenutilityTespondsitoissuespn-|theitransmissionngrid,-|provideithe-| 

utilityiA/ithnadditionalinformation-|tonallowit-|to-|proactivelyiavoidpotentiahissuesnand-|to-| 

allowititoTnakeTnorenefficient-|UsepfiitsTesources.T|ManypfitheseprojectsiA/illiDe-| 

designed"|toimproveitheispeediA/ithnwhich-|thenutilityisnableito-|responditoisystem-| 

events.Tn 

SDG&Eiwillimplementitheitools-|necessaryitoncreatenaiself lhealingnandTesilientisystem-| 

throughithenusepfreal Ltimeinformation-|to-|morenefficientlynutilizeitsndistributionnand-| 
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transmissionnassets,ithenexpansionnoficommunicatingnand-|remotelyncontrollableifield-| 

devices,nanditheisupportnofprojectsiA/hichiA/illprotectithenutilityifrom-|thenelements.Ti 

Fornexample,nsynchrophasorsnwillnprovide-|real Ltimendatanaboutitheisystem'snstatusnand-| 

willnultimatelyibenused-forisystemncontrolnand-|restoration.Tn 

SDG&Eiwillnalsoi3enableitoimplementnSmartnGridncapabilitiesithatnenable-|newnproducts-| 

andnservicesithatnprovidencustomersnwithndifferentiatedievelsnofireliabilitynandnpowen 

qualityithatnareitailoredito-|meet"|theinspecificTieeds.Tn 

SDG&E'sn"Smart-|Utility"ivisionincludesithenprovisionnofibalancing,istorage,Teliability-| 

andnintegrationiservicesitoncustomersiA/hichTeflectsitheivaluenofitheiserviceithenutility-| 

providesnanditheinfrastructureinvestmentithatnsupportsit,nparticularlyifondistributedn 

generationncustomers.Ti 

TonsupportnSDG&E'siargerivision-fornSmartnGrid,ithencompanyTnustnalsonconsideriwhat-| 

roleisecurit\nwillplayinthisTewparadigm.TSDG&EienvisionsTthatiDy-'2020-allTSmartn 

Gridnparticipants,ifromncustomersitoiservicenproviders,itoTegLilators,-|tonutilities,-|mustiDe-| 

able-|to-|relynonithenavailabilitynofithe-|system;-|trust-|theintegritynofitheinformation-| 

producediDyithe-|system;nandiDenconfidentithat-|sensitiveinformationis-|securefrom-| 

unauthorizednaccessnorndisclosure.-nSDG&E'snSmartnGrid7nust-|beTesistant-|tonphysicah 

andncybensecurity-|threats,nasi/vellnasTesilientitonattacknandTiaturalndisasters.Tilt"imustiDe-| 

alignediwithindustrynstandardsnandiDest-|practices.-|BecauseTesourcesnare-finite,it7nust-| 

benbuiltnonnaisecuritynprogram-|thatnusesiA/ell Wtablishediriskimanagementi 

methodologiesito7naximizeitsnsecurityinvestments.-| 

Tonrealizeithisivision,isecuritynprogramsnandinfrastructureTnust-|makenSmartnGrid-| 

participantsnawarenofitheifollowing:ithenutility7nustnhave-greaterivisibilityintoithe-| 

systemnstate,nasnwellnasneventsitakingnplacenonithensystem;ncustomers7nust-|understand-| 

theirnownnrolein-|betternprotectingitheirnprivacy;neachisystemnstakeholderTnustnhave-| 
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moreinformationto+ielptheiutilityTeducetheioverallTiskiofitheTSmart-Grid-with-an-

emphasisnonncreatingnanculturenofisecurity4.-nSecurityTnanagementifunctionsTnust-| 

convergeiwithncentralngovernance-|by-|thenutility.irhis7nanagement-|mustiDenopennand-| 

federatediforncompany 'to 'third 'partyinteroperability.TCompanyisecurity-processes,! 

suchnasincident-|response,7nust-|beintegrated.T|Forisystem-|resistancenandTesilience,-| 

centrallyimanagednsecuritynpoliciesiA/illndisperse,iDeingndrivenintoiocalizedislandsnon 

communitiesnofinfrastructureitonallowitheisystem-|toncontinueitonprotectitselfiinithe-| 

eventitiDecomesisolated-fromithei/vhole.-| 

SDG&E'snSmartnGrid-|DeploymentnVisionifonsecuritynwilli3enefitncustomersi3ynensuringna-| 

trustednand-|reliableinfrastructureithati/villnenableithem-|toiDetterTnanageitheirnenergy-| 

usagenandi/villnprovideithemnaiDroadernchoicenofienergynopportunitiesithatifit-|theiri 

lifestyle,nwhetheritisnsaving7noneypnchoosingifromnai/videriselectionnofisustainable-| 

energyngenerators.n 

BeingnresistantitonphysicalnandncybernattackisnankeyithemenofnSDG&E'snSmartnGrid-i 

Deployment-|PlannVision.Tiltisnessential-|thatithenSmartnGridiDendesignednaroundindustryi 

bestnpracticesnandistandards.TiltisimportantitondevelopnaTiskTnanagement basedi 

securitynprogram-|thatnenablesiDusinessTisknowners-|tonapplyTesourcesiwhereithenSmart-| 

GridTieedsithem7nost,-|basednon-|knownithreats,i\/ulnerabilitiesnandimpactsitoithe-| 

SmartnGrid.Tiltisnalsoimperativeithat-|the-|utilitynenhanceitsisituationalnawareness-| 

capabilitiesitoidentifynandTespond-|morenquickly-|to-|physicalnorncyberneventsithatncould-| 

benprecursorsitonaiargensecurityincident.-m 

SecuritynwillTiotnonlyiDenembeddedinnSDG&E'snSmartnGrid'snoperationalnprocessesnand-| 

technologies,-|butnalsoinithenpeopleithatnparticipateinithe-generation,itransmission,-| 

distributionnandnconsumptionnofienergy,includingnutilities,ithirdnpartiesnandncustomers.Ti 

TheseTisknownersi/vithinnSDG&Enwillncontinueitoincludenphysicalnandncyberisecurity-| 

4nAlignsiwithithe^nergyiSectoi^ontroliSystemiWorkingnGroup'si''Roadm^|o:5ecureiEnejgyjC)eliyeryi 
Systems."! 
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risksinitheirndecisions.TiUtilitynemployees,ithirdnpartiesnandncustomersnareinformednand-| 

understanditheisharednobligationitoprotectnevery-iindividual'snprivacynasiA/ellnasithe-i 

Smart iGriditself.Ti 

SmartnGridiA/illnactnasnanimportantnandnpowerfulneconomicndriverifonthe-|region,nasit-| 

servesTasTaplatformithaticaniDeTa-focalpoint-foiTiew^'nnovativeproductSTand-services,! 

therebyngivingTiseitoithengrowthnandndevelopmentnofTiewnandnexistingiDusinesses.TiByn 

introducingnexperienced,nquaIifiednandncertified-|Diverse-|Business-|Enterprisen(DBE)-| 

suppliersnandnhelpingTiewnpotentiahDBE-|providersnexpanditheiritechnicaIncapabilities-| 

andncapacity,nSDG&EiwillieveragenSmartnGriditonensureithencontinuedngrowthnofi 

opportunities-fonDBEs.n 

An"Smart-|Utility"i/villTequirenaismartiA/orkforce.-nAsistakeholdersinnacademia-|have-| 

recommended,nSDG&E-|plansitondevelopnaiaborpoohinnpartnershipi/vithnuniversities,-| 

colleges,nanditradenschoolsithatisitrainednandnprepareditoinstall,integrate,nandTnanagen 

smartitechnologiesiforithenutilitynand-|third-|parties.-nThisiA/illiead-|tonaiA/orkforceithatis-| 

motivated,nenabled,nandncompetent-|to7neetitheTieedsnofiall-|thendomainsnandifunctions-| 

ofithenSmartnGridinitiative,-|maintainisystemsithatisupportnandncreatenaiA/orkforceithat-| 

isflexiblenandnablei:onadapt-|to-|bothimmediate-|needsnasnwellnasTieeds-|5 'iOiyearsinithei 

future,nandnensureithatnallisupporting-|HRisystemsnarenalignednandnconsistentiA/ithithe-| 

strategiesnofithenSmartnGridinitiative.Ti 

SDG&E+ias-aistrongicommitmenttoiensureits-workforceTeflectstheiabormarketsit-

serves.TnTherefore,nasiwithnallnofiitsTecruitment-|Strategies,nSDG&Eiwillnensurei:he-| 

outreachifonallnemploymentnopportunitiesTelateditonSmartiSridisinclusiveitonalh 

communities.-] 

2.6 IMPLEMENTINGITHEIPOLICIESIOFISBI17I 

InnD.lO ^6 l047,ithe-GommissionTequiresnutilitiesitonexplainnhowitheiriSmartnGrid-| 

Deployment-|PlannVisioniA/ill-furthenthe-|followingnpoliciesnembracedinnSB-|17:Tn 
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a. Createnaiself lheaIingnandTesilientngrid;-| 

b. Empowenconsumers-|tonactivelynparticipateinnoperationsnof|thengrid;-| 

c. Resistnattack;n 

d. Providenhighernqualitynofpowenandnavoidnoutages,isaving7Tioney;-| 

e. AccommodatenaIlngenerationnandnstoragenoptions;-| 

f. Enablenelectricity7narketsitoiflourish;-| 

g. Runithengrid7norenefficiently;-| 

h. Enablenpenetrationnofintermittentnpowerngenerationisources;-| 

i. CreatenanplatformifondeploymentnofiaiA/ideTangenofienergyitechnologiesnand-| 

managementnservices;n 

j. Enablenandisupportitheisalenof-idemand-|response,nenergynefficiency,ndistributed-| 

generation,nandistorageintoiA/holesalenenergyTnarketsnasnaTesource,nonnequah 

footingiwithitraditionalngenerationTesources;nand,-| 

k. SignificantlyTeduce-|the-|totalnenvironmental-footprintnofithencurrentnelectric-| 

generationnandndeliveryisystemin-California.-| 

SDG&E's-|plansforimplementingithesenpoliciesinn2015nandn2020nare-|Summarized-|below.-| 

An CREATE A SELF HEALING AND RESILIENT -GRID j 

SDG&E'snSmartnGridivisionincludesimplementingithe-|toolsTiecessaryitoncreatenaiself L 

healingnandTesilientisystemithroughithenusenofTeal Ltimeinformationito-|morenefficiently-| 

utilizeitsndistributionnanditransmissionnassets,-|thenexpansionnofncommunicatingnand-| 

remotelyicontrollable-fieldndevices,nanditheisupportnofprojectsiA/hichiA/illnprotectithe-| 

utilityifrom-|thenelements.-nSynchrophasorsiA/ilhprovideTeal Ltimendatanaboutitheisystem-| 

statusnandiA/illnultimatelyiDenusediforisystem-|controlnandTestoration.TiThesenapplications-| 

atnsubstationisystemsnwillnutilizenalgorithmsito"imakendecisionsnatitheitransmissionnand-| 

distributionievel.TiThisiA/illnallowisolatedifaultndetectionnandTemovenoperatonorihuman-| 

interventionithat-|tends-|toincrease-|restoration-|times.-nAutomatedndecisionsi/vilhreduce-| 

outagendurationsnandincreaseTeliability.Tl 
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UndenSDG&E'sivision,iSDG&Eiwillimplementincreasediself 'healingnpropertiesnandn 

resiliencynonitsndistributionisystemnunderithe-followingimplementationToadmapn 

Bv-20151 

ffi Automaticifaultndetection,isolation,nandiserviceTestorationncapabilitiesnare-| 

beingnenabled,Tequiring-|minimahhumaninterventionnandieading-|to-| 

improvementinnoutage-|reporting7neasurements.-| 

ffi PEVngrowthisnsupportednandnencouragedithroughithenapplicationnofinewn 

technologiesitoTnanagencustomenIoadnandifacilitatenelectricivehiclencharging-|to-| 

minimizeimpactsitoithengrid.-| 

ffi The-|networkisndesignednand-|provisionedi/vithnalternatencommunication-| 

coverageishouldnancriticalTiodeifail.-nGridncommunicationnprotocolsnand-| 

placementnofiwirelessnaggregationTadioisitesisupportintelligentnautomated-| 

failover.jn 

By-gQ20n 

ffi SupplynsideTietwork-ireliabilityTnanagementnandnpredictivencapabilitiesnareinn 

place.-] 

ffi SDG&Eisnenablingndifferingievelsnofireliability,ndependingnonncustomenneeds-for-| 

selfisufficiency,nwithncorresponding-|tariffsn(particularlyifor-G&lncustomers).Tn 

ffi RedundantTietworknservicesnarendeployeditoitargetednareasitonensurencontinuedn 

availability-forncriticalnapplications.-| 

ffi Fulliself lhealinginfrastructurenallows-fornproactive-|repairnofitheisystemiDefore-| 

eventsiDecomencustomerimpactingincidents.n 

B. EM POWER CONSUMERS TO ACTIVELY PARTI CI PATE IN OPERATIONS OF ' 

THE GRID H 

ltisnSDG&E'sivisionito-|providencustomersiA/ith-|near lreal-|timeisignalsivianpricenand/event-| 

triggersitoiDalanceisupplyiandndemand.-nCustomers-|maynelectito-|participateinnprograms-| 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei35i 

SB GT&S 0247797 



withneventitriggersithatTnanagenandncontrolncustomernend luseioad.TiUtilities,-|thenCAISO-| 

and/onthird-|partiesi/vilhprovidencapacitynpaymentsnorincentives,norTnarketsifornenergy-| 

ornancillary-|servicesithatnwilliDenavailablefoncustomernparticipation-|(samendaynandTiear-| 

real Ltimenprograms)nasndescribedinithenprion"Smart-|Market"ndescription.TiPricingnwilh 

reflectitheivaluenoficapacityito-|the-|Utilitynandisociety-|(valuenofiservice).T|ProgramsiA/ilh 

providencustomersnwithncapacitynpaymentsnornotherincentivesifoncapacity.-nSDG&Enwilh 

facilitatenandnempowernconsumersitonactivelyiparticipateinngridnoperationsiDynproviding-| 

moreinformationnabout-|the-grid'snoperationalnconditionnandnassociatednenergynpricing.Ti 

The-|utilityi/villndevelopisystems-|thatiA/illnenablendynamicnoptimizationnofgridnoperations-| 

and-|resources,includingnappropriatenconsideration-fornasset7nanagementnand-| 

utilization.7iAHlcustomenandngridisystemsTnonitoring,ncontrolsnandinformation-| 

transmissioniA/illnadhereitoncyberisecuritynstandards;nandncustomernprivacyiA/illncontinue-| 

toiDe-|protectednaccording-|to-|bestnpractices.Tn 

SDG&E'sivisionifonempoweringncustomersithroughnSmartnGridndeploymentisisetiforth-| 

inngreaterndetaihbelow.n 

Bv-2015n 

ffi SDG&Enandithirdnpartiesnarenproviding-|HANnandnothencustomerpremiseTietworl<-| 

capabilities,nprovidingncustomersTeal 'timeifeedbacknonnpowernconsumptionnandn 

energynpricing.n 

ffi Standardized/reliablencustomerispecificintervalnusageinformationnanditimeL 

differentiatednpriceisignalsnarenavailablenanditransparent,nenablingncustomersito-| 

makeinformednandncost tasednenergynusendecisions.-i 

ffi SDG&Eisnprovidingnoptionsiforncustomers-|toncontrolnandnprioritizencontrolnofi 

theirioadsitonaccommodatendistributedTenewablesnandnefficientlyintegrate-|PEV-| 

loads.n 

ffi HANsnandnotherncustomenpremisendevicesnareimprovingnprice tasednandneventL 

basedndemandTesponse-|throughnautomation.T]HANnandnotherncustomeripremise-| 
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devicesnactnasiow 'costinterfacesiwithiautomatechapplicationsifondemanch 

biddingnandnothenDRnprogramnparticipation.Ti 

ffi SDG&Eisimplementing-|two WayncommunicationsibetweeniutilityifieldTietworksi 

andncustomerpremiseTietworksitonenablencustomers-|tonparticipatenactivelynand-| 

securelyiinndemandTesponse,nelectricivehiclenhomencharging,nandTetailiA/indnand-| 

solanenergynprograms.Tm 

ffi SDG&Enhasnextended-gridncommunicationsitoithendistributionisystem,nenabling-| 

distributedngenerationncustomersiA/honprovidenenergyibackitoithengriditoTeportn 

and-yiewTearTeal Ltimeistatusnof-iusage,Tates,nandnsystemistatus.-| 

By-202Q-n 

ffi HANnandnotherncustomernpremisencommunicationsncontinue-|toiDenextendedinto-| 

multi Ltenant"|buildingsn(i.e.,napartmentiDuildings,nhigh lrise,nandnpremises-| 

physicallyTemovedifromitheimeter|ocation).-| 

ffi Energy7nanagementnsystemsncapabilitiesnareiDeingnembeddedinto-|most-| 

electronicndevicesisuch-|thatndirectncommunicationi\/iaithe1nternetisnannoption-| 

foncustomersnand7nanufacturersnofiappliancesnandnothernequipment.TiUtilities-| 

ornotherithirdnpartiesncanitransmititonandTeceiveisignalsifromisuchndevices.-| 

ffi SDG&Eisnprovidingnoptionsnanditariffsifoncustomersitoisellngenerationnusing-| 

distributednenergyresources,ndynamic-|market-|pricing,n"electrici\/ehicleitongrid"-| 

applications,nonenergyistoragendischargeitonoptimizenoverallnsystemnefficiency-| 

andncosts.n 

ffi Integratednsystemsnarenenablingnanholisticnapproachitondatanmanagementnofi 

customerinformation,nGISnandnotherndataithati/vilHead-|toifurtheriinnovation-| 

andncost Wfectivenenergyiusendecisions.n 

1 C.n RESIST ATTACK ! 

Being-|resistantitonphysicalnandncybernattackisnai<eyithemenof-iSDG&E'snSmartnGrid-| 

Deployment-|PlannVision.1tisnessentialithatithenSmartnGridi3endesignednaroundindustry-| 
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bestnpracticesnandistandards.TiItisimportantitondevelopnaTiskTnanagement basedi 

securitynprogram-|thatnenablesiDusinessTisknowners-|tonapplyTesourcesi/vhereithenSmart-| 

GridTieedsit7nost,-|basednon-|knownithreats,i\/ulnerabilitiesnandimpactsitoithenSmart-| 

Grid.TiItisnaIsoimperative-|thatithenutilitynenhanceitsnsituationalnawarenessncapabilities-| 

toidentifynand-|respond7norenquicklyitonphysicaInoncyberneventsithatncouldiDe-| 

precursorsitonaiargerisecurityincident.-nSDG&ETeaIizesithatitncannotnachieveits-| 

securityngoa!snaIone.TiRaisingithenawarenessnofieverynactornandnparticipant,including-| 

utilitynemployees,-|thirdnparties,nconsumers,nandneven-|regulatorsnofnanSmartnGridi/vilhbe-| 

imperativeitonensuringneveryonenunderstands-|theinsharednobligationitonprotectithe-| 

SmartnGrid.Ti 

SDG&E'sivisionisitonconvergeisecurityTnanagementnandncustomernprivacyicapabilities-| 

acrossitsTisknownersnandnsetnenterprise 'widenpoliciesithatncaniDencollectivelynactednon-i 

bynaiwideivarietynof-idisaggregatedndefenseTnechanismsithroughithe-|Usenofiintelligent-| 

automation.ifhisnconvergencenallowsithenutilityitonestablishinter tonnectednsecurity-i 

capabilitiesisuchnasincidentTesponsenori<eyimanagement,iA/hichiA/ork-|togetheriA/ithin-| 

theiutilityiandinteroperate-withthirdpartiesthat+iaveTeed 'to 'knownorjieed 'to 'sharen 

securityinformationi/vith-|thenutility.-|Finally,iDyidisaggregatingisecurityncontroh 

capabilities,isuchnasivideo-|Surveillance,-|malwarenprevention,neventioggingnor|intrusion-| 

prevention,nSDG&ETecognizesithatnevenismallnportionsnofiSmartnGridnarchipelagos-|need-| 

toiDenableitoiDettenprotect-|themselvesifitheynarendisconnected-fromitheiargeriA/hole-| 

forperiodsnofitimei/vithTesponseitimesimproveditoiDettensupportnaTeal 'timei 

environment.-! 

AllnSDG&Enprojectsi/vilhbendoneinnaTnannerithatisndesigneditoTesistnattack.TiFor-| 

example,nSDG&Enenvisionsithatits-|transmissionisystemi/villinvolveincreased-|transfers-| 

ofndata,Temotenornautomatedncontrolnandincreasedinteractionsi/vithncustomers,-| 

generators,ithe"GAISOnandnotherimarket-|participants.-nSDG&Eiwillnproceednonlyi/vhen-| 

theisecuritynofithensystemi/villTiotiDencompromised.-| 
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SDG&EiwillnaIsoistriveitonensureithat-|thenelectricisystem,1Tisystems,ismart-|metersnand-| 

newnSmartnGriditechnologyndeploymentsnarendesignedito-|resistnattack-fromnoutside-| 

sourcesnsoithat-|service-|reliabilityis-|notieopardized.T|ThisiwilliDenaccomplishednas-| 

followsn 

Bv"2015n 

• SDG&EncontinuesitonensureithatnallnSmartnGrid-|technologiesnapplieditoithe-| 

electricndistributionisystemnarendesignediwithncontrolnandncommunication-| 

systemsthat-are+iighlyTesistanttoioutsideintrusioniorpthenunauthorizediuses.-

• Equipment7nanufacturersnare-|usinginternalncomponentndesigns-|thatnhave-| 

hardwarenenabledndetectionifonoutsideintrusionsitonenableisolationnofiaffected-| 

equipment."! 

• End lpointisecuritynenforcementnandncentralized-|securitynpolicyTnanagementnare-| 

increasingisystemnsecurityinsidenandnoutsidendatanandncontrolncenters.-| 

• SmartnGridTietworl<nsecurityncontinuesitoimprove,-furtherprotectingnagainst-| 

unauthorizednaccessnandincorporatingTesponsiveintrusionndetectionnand"i 

preventionimeasures.-| 

ffi CommunicationsTietworl<snarenarchitected,nconfigured,noperated,-|monitored,-| 

andnauditednconsistentiwithnevolvingTegulatorynpolicynandnsecurityiDest"i 

practices."! 

Bv"2020i 

• SDG&Encontinuesitonworkiwith"|technologynproviders-|tondevelop-|newncontrol"i 

systemsithatncannautomaticallyndetectnannattacknandTeconfigureitoTesistnattack.-| 

• Enhancedisecurity,naccountabilitynandnauditingncapabilitiesinnprivatenandnpublic-| 

cloudsnarenenabled,ioweringithenoverallncostsnofndatanstoragenandncomputation-| 

whileimprovingitheisystem'sTesistanceitonattacks.-| 
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• SmartnGridnapplicationsnprovidendetailedioggingnofieventsnenabling-|transactions-| 

toiDe-|tracedifromnend-|tonendnandncorrelatediA/ithnotherneventsnonmessagesifon 

improvedisecurity,nproblemTesolution,nandnperformance-|monitoring.-| 

^ D. i PROVIDE HIGHER QUALITY OF POWER AND AVOID OUTAGES j 

SDG&Eiwillnprovide-|higherievelsnofipowenquality,Teducenoutages,nandTeduce-| 

restorationitimeiDyimplementingTiew-|technologies.irheseiA/illnprovidendynamici\/oltage-| 

regulationitoincreasenpowenqualitynasiA/ellnasnautomatedifaultiocationnandiswitching-| 

during-forcednonunplannednoutagenconditions.TiUndernSDG&E'si\/ision,nSDG&Enwilh 

implementnSmartnGridncapabilities-|thatnenableTiewnproductnandnservicesithatnprovide-| 

customersndifferentiatedievelsnofTeliabilitynand-ipowernqualityithatnareitailoreditoTneetn 

theirispecificTieeds.-nAutomatedndemandTesponseTnethodsiA/illnalsoiDenuseditoiDalance-| 

localisystemnconditions,nandismartTnetersiA/ilhproviden"lastngasp"nalarmsiA/hichiA/ilh 

assistinTeal LtimeidentificationnofL|ocalnoutages.Tn 

lmproved-|measurement,ncontrol,nprotection,-|management,nandnoptimizationnofithengrid-| 

willnallownSDG&Eitonavoidnoutagesi3ynanticipatingT3otentialnproblemsnandTesponding-| 

before-|theyiDecomenanissue,noriDynquicklynadjustingitheitransmissionnandndistribution-| 

system-|to7ninimizenanynpotentialnoutages.TiTheincreasedndatanaboutithenconditionsnofi 

theisystemiA/illnallownSDG&Enandithe-0AISOito-|providenanhighernqualitynofnpoweriDy-| 

morenquicklyTecognizingiA/henithenpowernqualityisndeviatingifromidealnandnadjustingn 

theitransmission-|systemitoncorrectissuesnatnannearlieritimenperiod.-nTheinitial-|Stepsin-| 

thisnprocessnwil|-focusnonincreased7neasurementnandTecordingithrough-|newisystems,-| 

followediDynputtingithatndataito-|useinncontrolnand-|protectionnprojects.-| 

UndenSDG&E'snSmartnGridnDeployment-|PlannVision,npowernqualityissuesiA/ilhbeTnore-| 

easilyiidentifiedithrough-|thenusenofndetailed,nwidespread,nandndependablendatancollectedn 

throughoutithensystem.nOutagesi/vilhbeTnorenclearlyndefinedithroughithe-|usenofismart-| 

metersnandnothensensors,nandiessenednonavoidediDyithenexpansionnofiremotely-| 

controllablefieldnswitchesnandiself'healingnpractices.n 
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Cost lbased-|rates,ndynamicnpricingnandndemandTesponsei/villnaIsonenableTiewnproducts-| 

andnservicesito-|helpncustomers7nanage-|theinenergynusage.T|Thirdnpartyinformation-| 

servicenproviders,ndemandTesponsenaggregators,nandnaIternativenenergy7nanagement-| 

servicenprovidersnwilhprovideivalue 'addednservices-given-|transparentnand-|timelynprice-| 

signals.n 

SDG&E'sivisioniforprovidingnhighernqualitynofnpowernand-|tonavoidnoutagesisnsetiforthin-| 

greatendetailiDelow.n 

Bv2015n 

ffi SDG&E,nalongi/vith"|the"CAISO,ncontinuesitondevelopnandndeployisolutionsithat-| 

mitigateintermittencyncausediDynhighnpenetrationnofrenewablengeneration.-| 

ffi Automaticifaultndetection,isolation,nandiserviceTestorationncapabilitiesnare-| 

beingnenabled,Tequiring-|minimahhumaninterventionnandieading-|to-| 

improvementinnoutage-|reporting7neasurements.-| 

ffi PEVsiare-beingi'ntegratedi'niargerTiumbers^ithouti'mpacting-distributioni 

serviceTeliability.Ti 

• Proactivenoutagencommunication,-fewenandishorternoutages,nhighencustomer-| 

satisfaction,nandifewerncomplaintsnarenachieved"|throughnapplicationnofinew-| 

communications,isensor,nandncontrolitechnologies.-| 

1 

Bv2020n 

ffi Distributedngeneration,nenergyistorage,nandndemandTesponsenareiDeing-| 

managediforiusenasivirtuahpoweriplantsnandnothernapplications.Tn 

ffi Fullyintegratedndataisystemsnarenenablingnanholisticnapproach-|tondata-| 

managementimprovingnoverall"|UtilityisituationalnawarenessTegarding-|theistate-| 

ofithengrid.Tn 
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ffi SDG&EisinstaIlingnadvancedivoltage-|regulationnequipmentitoimprovenpoweri 

quality.-! 

ffi SDG&Encontinuesitonworkiwith-|theindustryitondevelopinterfacesiwithncustomer-| 

loadsitonallowndynamicncontrolnandTegulation.n 

I E. ACCOMMODATE ALL COST EFFECTIVE GENERATION AND ENERGY STORAGEj 

OPTIONS i 

SDG&Eiwillistriveitonaccommodatenallncost Wfectivengenerationnandnenergyistorage-| 

optionsiDyimplementingTiewnSmartnGriditechnologyiwhichiwillnaddressivoltage-| 

regulation,ipowernqualityissuesnandnotherimpactsncausediDyTiewivariablenenergyi 

resources.T|The-followingnoutlinesnSDG&E'sivisioniforimplementing-|thesencapabilities.Ti 

Bv2015n 

• Openisystemsnandistandardsnexistitoifacilitatenan"plugnandnplay"napproachitoithe-| 

integrationnofvarious-|DERisources,nenergyTnanagementisystems,nandnservices.Tn 

• SDG&E's-systemintegrationplatformprovidesimprovedinteroperability-amongi 

differentisystems.-| 

• SmartnGridncommunicationsnarenenablednalongndistributioniinesnconnecting-|DER-| 

andnenergy-|Storage-|providers,nenablingitimelyiand-|secureinformationnexchange-| 

withndistributedTenewablenenergynproviders,nenergyistorage-|partners,nandithe-| 

CAISOTnarkets.Ti 

Byn2020,-|PEVsnand"|DERnproductsnandiservicesiA/ilhreach-|mainstream,isupportediDyi 

regulatoryimechanisms.TiThirdnpartiesnwillnhelpncustomersnwithTnakingisupplynand-| 

storagendecisions."nAllnelectronicndevicesiA/illiDeTietworkediA/ithnenergyimanagement-| 

capabilitiesisuchithatncustomersncanTnaintainncomfort,ncontrol,nandnchoicesiA/ithnaTietL 

zeronenergynhomenandiDusinesses."nSDG&E'si\/isionisitonenable-|thesencapabilitiesnas-| 

follows."! 
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Bv2020n 

ffi SDG&Encontinuesitondevelopncontrolnandncommunicationisystems-|toifacilitate-| 

aggregationnof-ienergyistoragenandndistributednenergyTesources,including-| 

"vehicle-|tongrid"napplications.Ti 

ffi SDG&Encontinuesitondevelopforecastingncapabilitiesfonenergynstoragencapacity-| 

andndistributednenergyTesources.n 

ffi SDG&Eis-|providingncustomersi/vithnopportunitiesitonactivelynparticipateinithe-| 

marketnusingnopenistandardsnandncommercial bff 'the lshelfi(COTS)/in 'housei 

applicationsiDyieveragingitimeiseriesndatanandneventncorrelations,nasiA/ellnas-| 

metendataiDroughtitogether|Usingisystemintegrations.-| 

ffi NextngenerationiA/irelessncommunicationitechnologiesnenablengreatengeographicn 

coveragenandnhigherndatancapacity-forTnonitoringnandTnanagingnanincreasingn 

numbernofiSmartnGridifieldnarea-|networkndevices.Ti 

F.n Enable-plectricity1Vlarkets1to-Flourish-| 

UnderiSDG&E'snSmartnGrid-|Deployment-|PlannVision,ncustomersiA/illnhavenaccess-|to-| 

energynandnancillaryiserviceTnarketsnatithenCAISOnandnSDG&EiwilliA/orkiA/ithithe-GAISO-| 

andnothenmarketnparticipantsitonensure-|thatTiewTnarketsnarendeveloped,nornexisting-| 

marketsnareimprovedito-|provideifonservicesnornenergyrieedediforithencontinued-| 

operationnofithe-grid.-nThirdnpartiesiA/illncontinue-|tondevelopivalue 'addediservicesitcn 

meetncustomenand7narketTieeds,nandnSDG&EiA/illnprovideithenplatform.-nSDG&E's-| 

customers'nenergy lrelatedidecisionsiwilhbeintegratediwithiotherpartsiofitheir|ives-|LLi 

e.g.,-|mobilendevices,-|PEVnchargingnatithe7nall.Tiltisnevennpossibleithatnaggregationnofi 

energyidemandnand-|renewable-generation-|resourcesndevelop.-nSDG&E-|providesithencore-| 

technicalnplatformnoniA/hichitheseiservicesncan-|benprovided.Tilnnadditionitoivarious-| 

SmartnGridinvestments,-|this-|transitioniwillnalsoTequirenaitransitionitonaccurate-|price-| 

signals,isonefficientTnarketsnemergenandncustomendecisionsncaniDeTnadeithatTninimizen 

energyncostsnandnemissions,iwithoutnunfairly-|benefittingncustomersithat-|have-| 
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aIternativesisuchnas-|rooftopisolarnat-|thenexpensenofithoseithatndoTiot.TiltisnaIso-| 

importantitonSDG&EithatnaIhmarketnsegments-|havenaccessitondistributednenergy-| 

systems,includingnunderservedncommunities.-| 

nSDG&Enwill-facilitateitsncustomers'-|participationinnDRTatesnandnprograms.-nAutomated-| 

Demand-|Response-|(Auto-|DR),-|ResidentiaInAutomated-pontroliTechnologiesn(RACT)nand-| 

othernautomateditechnologiesiA/ilhreceivendispatcheditriggersnorpricesnandiA/illiDenable-| 

toinitiateiocalizednresponsesitoiDalancenorncontroHocalngridnconditions.Tn 

SDG&EiwilIncontinue-|toisupportnandimplementitechnologiesithatnadhereitoindustry-| 

openistandardsiforinteroperabilitynandintegration.-nTheseisystem 'compatible-! 

technologiesiA/illnprovidenenergyrnanagementiservicesnandisystemsnandncontrols-| 

functionalityithatnareintegratednwithithenHANnandnSDG&Eisupportisystems.Tn 

MoreispecificaIly,nSDG&E'si\/isionis-|tonencourage,npromote,nandnassistnelectricity-| 

markets-|toiflourishithroughnapplicationnofinew-|technologynandncommunicationisystems-| 

as-followsn 

By-gQ15n 

ffi SDG&Enandithirdnpartiesnarenenablingngreatencustomernchoiceithrough-|HANsnandn 

otherncustomenpremise-|networks.-| 

ffi SDG&E'snsystemintegrationnplatformnprovidesimprovednandTnorencost 'effective-! 

interoperabilitynamongndifferentisystems.-! 

ffi SDG&Eisimplementingidentityifederationitoneasencustomernaccess-itondifferentn 

applicationsnand-ithirdnpartynapplicationsnwithnaisingleidentity.-! 

ffi SDG&Encontinuesitondeployiflexiblenwebnandnmobilenapplicationnplatformsn 

providingneasyinformationnaccessforncustomersiviandifferentnchannelsinportal,-! 

mobilenaccess,netc.n 
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ffi SDG&Eisnprovidingncustomersnwithnanchoicenofnuserninterfacesn(e.g.nportaI,nclient,n 

smartndevice)nandnnotificationsnservicesn(SMSntext,nFacebook,nTwitter,netc.)nthat 

aIlownthemntonmanagenaccess,nandnviewnpricinginformation.n 

ffi Distributednenergynresourcesnarenablentonparticipatein-CAISOnmarkets^nablingn 

improvednutilizationnofnallnenergynresourcesnwithinnthe-CAISOnoperatingnarea.n 

Bv-2020n 

ffi SDG&E'sn Distributed-! Energyn Resource-! Management-! System-! (DERMS)n is-! fullyn 

functionalnandninterfacingnwithncustomernloadsnandnresources,nsupportingnthen 

planningnandnutilizationnofiallndistributednenergynresources.n 

ffi Then market-! continues-! ton efficiently-! integrate-! then aggregation ofn distributedn 

resources,nincludingnelectricnvehiclentonGridnapplications,nandnenergynstorage.n 

ffi PricensignalsTeflectnefficientnmarketsnandnthenutilityTolenmovesntowardnthatnofian 

marketnfacilitator.mi 

ffi Energyn management systemsn capabilitiesn aren beingn embeddedn inton mostn 

electronicndevicesnsuchnthatndirectncommunicationsnvianthenlntemetnisnannoptionn 

forncustomersnandnmanufacturersnofhappliancesnandnothernequipment.nnUtilitiesn 

orn othern thirdn partiesn cann transmit ton andn receiven signalsn fromn suchn devicesn 

providingn capabilitiesn fori finern grainedn management ofn distribution resourcesn 

andnloads.n 

^ G.n RUN THE GRID MORE EFFICIENTLY ! 

SDG&E'snvisionnwillnbeimplementingnseveralnprojectsnthatnwilHeadntonanmorenefficientn 

grid.nnAnmajornthemenwithinnthisnwillnbenthenusenofidynamicTatingsinnorderntonoptimizen 

thenutilizationnofitsnassets.TThis-will-benespecially-helpful-asnSDG&E-finishesna-phasen 

identificationnprocessntonoptimizencapacity.m 

ThenexpansionnofTemotelyncontrollableisolationndevicesnandnothernwirelessn 

technologiesnmonitoringnthengridnwillnprovidenandetailednrepresentationnofiSDG&E'sTeal L 
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timenoperationsifromnwhichneducatednandneffectivendecisionsncaniDe-|made.TiTonensure-| 

itsifieldiforceisnasnefficientnasnpossible,i/vorkforcenenablementnprojects-|haveiDeennputin-| 

placeitondigitizenSDG&E'sncrewsnandnstartitonhavenafaster,-|morenenvironmentally-| 

friendlynsystemiA/hichiA/illiDenconnectedithroughncomputersnandi/vireless-| 

communications."! 

lmprovedndatanonithenconditionsinivarious-|partsnofithengridiA/illnallowiSDG&Enand-|the-| 

CAISOitonoptimize-|powerflowsnonithengridnand7ninimize-|losses,-|leadingitona-|more-| 

efficientngrid.-nTime bf luse-|ratesiwilhmodifyncustomenenergynusage-|pattems."nAsset-|ife-| 

andnoperatingncapacitynbeginntcnbenoptimizednviaTeal LtimeinformationnandnanaIytics-| 

and-|maintenancencostsiA/ilhbeTeducedivia-|betterinformationithat-|beginsitonenable-| 

resourcenoptimization.n 

As-|thengridiDecomesTnorenobservable,nSDG&EiA/illTieedito7neetitheTequirements-|to-| 

supportnadvancedngridncontrolnandiDusinessnoperations.n 

SDG&E'sivisionifonensuringithatithenelectricnsystemnefficiencyisimprovedithrough"i 

optimizationnofidesignnof-iequipment,implementation,nandnoptimizationnoficontrolnas-| 

followsn 

Bv-20151 

ffi lmprovedivoltage-|regulationnofithe-|distributionnsystem-|throughnenergyistorage,-| 

automatedncapacitornswitching,-|and-|Other-|devices-|is"iresultingin-|lower-|system-| 

losses."! 

ffi RobustngridncommunicationsnarenenablingnnearTeal 'timenandnreal 'timenaccessntcn 

informationTequiredito-|morenefficientlynoperate-|thengrid.-| 

ffi SDG&E"| continues-! ton improve"! assetn tracking"! andn management"! through"! moren 

comprehensivenassetisynchronization.-| 
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ffi SDG&Encontinuesntonenhancennearnreal 'timenan alyticnservicesnforncontrolnroomn 

analysisn(via-|time lseriesnbasednornaItemativenanalyticntools)ntonenablenpredictiven 

analysis,-geospatialnanalysis.n 

ffi "Smart-Charging"napplicationsnarenenablingntheintegrationnofgreaternnumbersnofn 

PEVsnwhilenhelpingntonmaximizendistributionnsystemnefficiencies.n 

ffi SDG&Encontinues-|tointegratencapabilities-for-fieldncrews,-|includingnexploration-| 

inton alternative-! tools-! (e.g.,n heads-! upn displays,-! energized-! linen notification,-! 

manuaIsnonndemand,ngoggles,nwearablencomputingngear),nandnprovidesimprovedn 

computationahresourcesnforfieldncrewsnatnthenpointnofiwork.n 

ffi Community-! colleges,-! trade-! schools,-! and-! universities-! haven Smartn Gridn basedn 

curriculanthat-providenutilities-withnaiSmartnGrid ^eadyrecruiting-pool.n 

Bv-2020i 

ffi OptimizationnofhrenewableTesourcendispatchisnleadingntonmorenefficientnusenofn 

resourcesnandnlowernsystemiosses.n 

ffi Ancillarynservicenmarketsnarenallowingnusenofndistribution Welnresourcesnton 

supportthetransmissionnsystem^esultingin-betterloadndispatchnandiowern 

systemnlosses.n 

ffi Capitalnexpendituresnarendeferrednonreducednthroughnbetternplanningn 

informationnandnutilizationnofhdistributedTesources.n 

ffi SDG&Eisnleveragingntimenseriesndatanandneventncorrelationsntonprovidenpredictiven 

capabilitiesnthatimprovenmanagementnofindividualnassetsnandnsystemnoperatingn 

performancenandnhealth.Tn 

ffi SDG&Eisnpartneringnwithneducatorsntonprovidenonsitenuniversitynlevelntrainingnforn 

S m a rtnG ri dns u bj ect s .nrrmTmn 

i 

i 

i 
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I H. ENABLE PENETRATION OF INTERMITTENT POWER GENERATION SOURCES] 

SDG&E's-visionincludesienabling+iighpenetrationiofintermittentTenewableTesources-

bynusingnadvanced-|technologiesinnenergyistoragen(utility,ncustomenandithird ^artyi 

owned),nprovidingnadvancedncontrolnofiandTnanagementnofitheseintermittent-| 

renewableTesources,nandisolidistatei\/oltageTegulationnasifollows:-| 

Bv-2015n 

ffi SDG&EisnarchitectingnandnenablingTietworknconnectivitynand/orinetwork-| 

interfacenpointsitonenableisecurenanditimelyinformationnexchangeifori 

intermittentnpowergeneratorsitonparticipateinnenergyinformationiservicesnand-| 

events.n 

ffi Installationnandnprovisioningnoficost Wfectiveienergyistorage,ieithenutility,-| 

customer,nonthird lpartynowned,isnhelpingitoTesolveivoltageTegulation,ivoltage-| 

flicker,nandintermittencypfrenewableTesources.-| 

ffi Residentialndistributedngenerationnoutputnhas7neteringnandncontrolnoptions-| 

enablediDy-|HANs.-| 

ffi SDG&Eisncontinuingitonexpandnextranetnconnectivityifonsecureithirdnpartyn 

integrationsito-|thenutilitynandnSmartnGridnapplications.-| 

Bv-2020n 

ffi Advancedinverterncontrolsn(foriDothndistributednandncentral-|StationTenewables)-| 

arensmoothingintermittencyiassociatediA/ithisolarnandiA/indTesources.-| 

I. CREATE A PLATFORM FOR DEPLOYMENTOF A WIDE RANGE OF ENERGY' 

TECHNOLOGIES AN D MANAGEMENT SERVICES ] 

SDG&E'sivisionisitonprovidenaninfrastructure-forithenelectricityngridithatnallowsiforithe-| 

utility,ncustomersnandithird"ipartiesitoinstallnai/videTangenofienergyTtechnologiesnand-| 

system-|managementiservices.-nTheseiA/illnenablenaiA/ideTangenof-ienergyitechnologiesito-| 
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beincorporatedinto-|thengridi/vithoutnadverselynaffecting,nandindeednactuaIlynassisting,-| 

initheTeliablenoperationnofithengrid.-nSDG&E'sivisionnofithisnplatformincludesn 

Bv-20151 

ffi SDG&E'sncommunicationnplatformsiforndistributionnSmartnGridndevicesnaIlow-| 

futurenexpansionnandnenableTiewitechnologiesnandiservicesitointegrateintoithe-| 

network.-! 

ffi SDG&Encontinuesito-|providenopennaccess-fornapplications/servicesiwithncommon-| 

datanstandards-foriDothintemalnandnextemahinformationnexchanges.Tn 

ffi SDG&E'snsecureiwirednandiwirelessTtetworksnenablendeploymentnofnaiwideTange-| 

ofnenergyitechnologyndevicesnandiservices,iwithiayered-|RFTietworksnenabling-| 

communicationisolutioniflexibility.-| 

ffi SDG&E's-|HANnandnothencustomerpremisencommunicationsncapabilities-facilitate-| 

thencontinuedintegrationnofinewnenergyTnanagementndevicesincludingnend bsei 

controlnautomation.n 

ffi SDG&Encontinuesitonconduct-|RD&Diwithnotherparties-|tonhelpiDring7nore-|smartL 

gridTelated"|technologies-|toitheTnarket.-| 

By-gQ20n 

• NewnSmartnGridndistributionisensingnandncontrolndevicesnareiDeingintegrated-|to-| 

improvendistributionisystem-|Scheduling,-|management,nandnoperationalnsupport.-| 

ffi Synchrophasorndatais-|beingnused"|tonassessithenconditionnofithengridnandTespond"i 

tonchangesiDeforeitheyibecome"iproblems.T|Thisifunctionalityiwillnpotentiallyi 

enablenand/orTequireTiew-|productsnandiservicesinithe-GAISOTnarkets,-| 

especiallyithenancillaryiservicesTnarket.-| 

ffi Nextngenerationiwirelessncommunicationsitechnologiesnanditechniquesnaren 

improvingitoisupportitheincreasedivolumenofi\/aultednand-|underground-| 

distributionnelectricinfrastructure.-| 
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J. -ENABLE AND SUPPORT THE SALE OF DEM AN D RESPONSE, ENERGY-

EFFICIENCY, DISTRIBUTED -GENERATION, AND STORAGE INTO WHOLESALE] 

ENERGY -MARKETS AS A RESOURCE, ON EQUAL FOOTING WITH j 

TRADITIONAL GENERATION RESOURCES] 

SDG&EiwilliA/orkiA/ithithe-CAISOitonensureithatithoseTesourcesithatncan,nandiA/antito,-| 

can-|participateinithe-pAISOiwholesalenenergy-|andnancillarynservice7narl<ets.T|Under|its-| 

SmartnGridnDeployment-|PlannVision,nSDG&E-|plansitoTnal<enautomateditechnologyi 

availableitoncustomersnandifacilitateithird 'partynprovisioningnofitechnologyithatncann 

dispatchndemandTesponse,-|DGnandnstoragenonnanindividualncustomenbasisnoriasnan-| 

aggregator."nWholesalenenergyTnarl<etsnandiA/holesale-|pricesnwilliDeitranslatedinto-| 

retaihpricesiforncustomersinnaitransparentnand-|timelyrnanner.-nAsiSDG&Enempowersits-| 

customersito-|become-|moreinvolvedinitheinenergynusage,nSDG&Enenvisionsnannewngrid-| 

withncomplexisystemsnallowingndemandTesponse-|programsithatnhelpiDoth-|the-|utility-| 

and-|thencustomer,nenergynefficiencynpracticesithatiDecomeithe-|normnandTiotiust-for-| 

thoseiwhonaren"green,"itheifurthernexpansionnofidistributednenergy,nandithe-| 

introductionnofienergyistorageitoisupportithensystem.Tn 

SDG&Eiwillnprovidencustomersi/vithitheirnownncustomenspecificinformationnonnenergy-| 

usagenandndynamic-|pricingiwhichiwillnenable:-| 

ffi Energynconservation-|becausenofitheinformationifeedbackimpact;-| 

ffi Energynefficiencyinvestment7neasuresn(equipment,nappliances,nothers);-| 

ffi DemandTesponse;nand,n 

ffi Distributedngenerationnandistorageinvestmentsiforiannon 'premiseienergyisourcei 

andnmarketnavailabilitynofistorednenergyn(customersncaniselHntoTnarketnatna-| 

pricenificombinediA/ithnautomatedndemandTesponse).-| 

SDG&Eiwill-|Supportithe-|salenofidemandTesponse,nenergynefficiency,nandndistributed-| 

energyistoragenand-generationintoiA/holesalenenergyTnarketsnasisndescribedinngreaten 

detaihbelow.i 
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By-2015"! 

ffi EnergynawarenessnprovidediDy-|HANsnandnothencustomerpremiseTietworks,-| 

integratedi/vithnsmartnappliancesnandnothencommunicatingndevices,isnaIlowing-| 

customersitonbetternconservenenergyiandTnoreintelligentlyitargetitheir|EE-| 

investments.-! 

ffi HANnandnotherncustomernpremisenautomationitechnologiesiike-|PCTs,ioad"i 

controlndevices,nandismartnappliancesnarenallowing-forimproved-|DR-|response-| 

fromindividualncustomers,ndrivingndown-|thencostitonparticipatenandnallowing-| 

smallenandismaller|Ioadsitoneconomicallyiparticipatein-|DR.-| 

Bv-2020n 

ffi Price ldrivenndemandTesponsencapabilitiesnarencontinuing-|toimprove,nenabling-| 

morenefficientnusenofTesourcesnand7narketintegrationiforndemand"iresponse,"i 

energyiefficiency,ndistributedngeneration,nandnenergyistorage.Ti 

ffi Widelynadopted"|NISTistandardsnarencreatingnanubiquitous-|marketnofiplug *and L 

playTietworkedndevicesinnhomesnand-|businesses."m 

K. SIGNIFICANTLY REDUCE THE TOTAL-ENVIRONMENTAL-FOOTPRINT OF THE ' 

CURRENT ELECTRIC-GENERATION AN D DELIVERY SYSTEM AS WELL AS j 

VEHICLE EMISSIONS IN CALIFORNIA j 

SDG&E'snSmartnGrid-|Deployment"|Plan,inncombinationiA/ithnothernprograms,nwillTeduce-| 

SDG&E's-|totalnenvironmental-footprint.TiltsnSmartnGrid-|Deployment-|PlannVisionincludes-| 

enablingithenpromotionnofneconomicinvestmentsinnenergynefficiencyiinvestment-| 

measuresn(equipment,nappliances,nothers),ndemand-|responseiwithndynamicnpricensignals,-| 

enablingithenusenofidistributedngenerationnandistoragenasnon 'premisenenergyisourcen 

and/orprovidernof-|servicesitoitheTnarket.-nSDG&EiwillnpursueithisinnconjunctioniA/ith-| 

informationnandncommunicationsiA/ithitsncustomersitonenablenandTnaximizen 

conservation! m pacts.i 
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lmplementationnofiSDG&E'snSmartnGrid-|Deployment-|PlannVisioniA/illnaIsoimprove-|the-| 

efficiencynofithencurrentnsystem,naIlowifontheTnorenefficientinterconnectionnofnand-| 

utilizationnofiintermittentTesources-|Suchnasiwindnandnsolarprojects,nandfosterTiewnand-| 

innovativei/vaysitoTeducenGHGs.-[iAsitheisystemiDecomesTnorenefficient,ithenenergyilost-| 

during-|transmissionnwilhbeTeduced,itherebyiresultinginiessnoveraIhlossesnandiess-| 

energyrieeditcnbe-generatedito7neetidemand.-| 

TheneffortsnSDG&Eiwill7nakeitonensureithatnaIlitypesnofgenerationnand-|Storagencan-| 

connectnand-|thatithengridisnableitonaccommodateitheincreasedintermittencyithati/vilh 

accompany-|theivastnexpansionnofTenewableTesourcesnarenspecificaIlyndesignedito-|help-| 

reduce-|thenenvironmentaIifootprintnofielectricityin-GaIifornia.T|Further,iDynaIlowingithe-| 

griditoiDenoperated-|morenefficientlyn(fornexampleiA/ithiessisystemiosses)nand-|byi 

carefullynplanningnwhatnadditionsnarenneeded-|the-| 

environmentaIimpactnofithe-|transmissionisystem-| 

itselfiwillnalsoiDeTeduced.n "...conservatiortjjm pactsn 
create fhe-f leanest j 

electricity available, fhatj 
which fs jtever generated." 

SDG&EistrivesTto-be-aieaderi nTeducingt he-

environ mental-footprint.-SDG&E's-yision-will+ielp-

accomplishithisnobjectiveithroughits-|Supportfor-| 

enablingTenewableTesourcesnandithenadoptionnofn ~ 

PEVs.TiBynenablingithengrowthnofTenewablenenergy-|resourcesnanditheisafe,Teliablenand-| 

efficientintegrationnofiPEVioadsiA/ithithengrid,nSDG&EiA/ill7nakenaisignificant-| 

contributionitonefforts-|toiessen-|thenamountnoffossilifuelsiDurned,ndrivendown-|theTieed-| 

fonnewnpowernplantnconstruction,Teduceithendependencynon-|thenoihmarket,nandncreate-| 

annoverallnawareness-forithenenvironmentithroughout-|thencompanynanditsncustomers.-| 

SDG&E'snSmartnGrid-|Deployment-|PlannVisionTecognizesithatnconservationimpacts-| 

createithenc!eanestnelectricitynavailable,ithatnwhichisTievengenerated.T|Because-| 

demandTesponsenallows-|thenelectricity-grid-|tonavoidnusinginefficient-|peaking-| 

generation,itnalsoncannhavena7naterialimpactinTeducingitotalnGHGnemissions.nSDG&E's-| 
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visioniforTeducing-|theiDvera!henvironmenta!footprintiofitheielectricisysteiTnanchvehicle-| 

emissionsisiDutlinechbelown 

Bv2015n 

ffi SDG&E,ncustomers,nandnotherithirdnpartiesncontinueitoinstaIlnenergynstorageito-| 

enableTnorenefficient-|Usenofirenewable-|resourcesnanditoTeducenoveraIhbase-| 

loadngenerationnrequirements.Ti 

ffi SDG&Eis-|relievingncongestioni3ynutilizingndynamiciine-|ratingsnand-| 

synchrophasondataitoTnorenefficientlynoperateithe-grid.n 

ffi SDG&Eisndeployingnhighlynenergyiefficientndatancenteriinfrastructure-|through-| 

virtualizationnandiservenconsolidation,includingnactivenpowenmanagementifori 

servernandistoragensystems.-| 

ffi SDG&Enanditsnstakeholdersncontinueito-|buildncapabilitiesitoitracknemission-| 

reductionsnassociatediA/ith-|PEVncharging,inncompliancei/vith-|the-GalifornianAin 

ResourcesnBoard-|Low-Garbon-|FuelnStandard.-| 

Bv-2020n 

ffi Thenabilityitonaggregatenenergy-|StoragenandndistributedTesourcesisieadingito-| 

morenefficientndispatchingnofresources.n 

ffi Dataistoragenandncomputingnsystemsnareieveragingnultraiownpowen 

technologies.-!! 

ffi SDG&EisnenablingnautomaticnserveriA/orkload7nigrationncapabilities,i3asednon-| 

availability,ncost,nandisourcen(fossilifuel,nsolar,nwindngenerated)nofnpower.-| 

ffi SDG&E' sinformationnsystemsnandnapplicationsnareiDeingndeployednonn 

infrastructureiA/ithiowenenergyiusage.n 
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3.1 INTRODUCTION! 

SDG&EiseesnSmartnGridnasnannevolutionnnotnaTevolutionjnhoweve^ithenpacenofievolution! 

isnaccelerating.-nSDG&EnhasnhistoricallynbeennproactiveinnadoptingTiewitechnologies.Ti 

Fonexample,!SDG&Einstalledits!firstngenerationT*eographicinformationisystem!(GIS)! 

andnoutage7nanagement!system!(OMS)in!the!early!l980s.!SDG&E!has!been!deploying! 

transmission,!Substation,!and!distributioniine!SCADAisince!the!mid!l980s,!has!deployed! 

high 'temperatureiowisagnconductorsnasiA/ellnasisynchrophasorsnonithenbulknpower! 

system,nandndeployednanSTATCOM^staticnVAncompensationJndevicenatnTalegansubstatiori! 

tonprovidendynamicnVAnsupportnonitheitransmissionisystem.! 

Consistent!withitS!Smart!Grid!\/ision,!SDG&E!Continues!tO!mal<eismart!technology! 

investmentsitonmeetistatenand-federalnpolicyTequirementsnandndriveivalue-itO! 

customers,iaying!the!foundation!forianinnovative,!Connected!and!Sustainable!energy! 

futureinitsiserviceiterritory.nSDG&EnalsoTecognizesithatTriaintainingnconsumentrustirri 

thenelectrical-gridnasitTnodemizesintoithenSmartnGridiA/illnbenessentia^nespeciallyin! 

enablingnconsumenchoiceiA/hilenprotectingnconsumernprivacyithroughitechnologiesiike! 

smartnmeters.-Currentinvestmentsnhavenbeennevaluatednandnundertakennbecauseithey! 

enablencustomenchoice^ontrolnandnconveniencejnprovideimprovementnofithenutility! 

network'sneffectivenessnandnefficiencyjnornarenclearlynaligneditonpolicyicompliance.Tiln! 

addition,-itheseinvestmentsnhavenbeennmadeiwithnannobjectiveitonallowifonthenutmost! 

flexibility^o-ithatfutureinvestmentsncannaddressnemergingTequirementsnasithey! 

presentithemselvesnandncapturennewnbenefitsiwhereitheyiexist.Ti 

SDG&E's!"OpExn20/20"!program!(OperationahExcellence!with!a!20/20!vision,!which! 

encompassesitheje 'engineeringnofikeynoperationahbusinessnprocesses-itoisupportnSmart! 

Grid^longiwithTiewiversionsnofikeynassociatedisoftwareisystemsJisnanprimenexamplenofi 

theTUtility'sphilosophyTasit-drives-foriDenefitsinimanagingitsTetworktodayith rough-

enhancednoutage!management,!network!\/isibility,!mobile!workforce!enablement,!and! 
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customer! nformation-presentment."Eachioftheseiareasisi m porta ntto+iow-SDG&Ei 

runsits-|business-|today,iDutnaIsoncombineitonprovidenancriticahplatformiforithe-| 

deploymentnof|theismart-|technologiesnoutlinedin-|thenSDG&EnSmartnGrid-|Deployment-| 

PlannRoadmap.-|Fonexample,its-putage-|ManagementnSystem/Distribution-|Management-| 

Systemn(OMS/DMS)investmentnprovidesitheifoundationifonnanagingitheincreasing-| 

numbernofismartncontrollablendevicesithenSDG&ETietworknwilhrequire.1tsnGIS-| 

investmentnprovidesnannenterprise!/iewnofithe-|networkithatiA/illnaIlowithenutilityito-| 

responditonshortenplanningncyclesndriveniDyindustryitrends,nanditoiDe-|morenefficientin-| 

itsnoperations.nSDG&E'sinvestmentsinncustomennanagementnandinformation-| 

presentmentncaniDenextendeditoisupportTiewitypesnofinformationnsought-|byicustomers-| 

initheifuture.Ti 

SDG&E'snAdvanced-|Metering1nfrastructure-|(AMI)ndeploymenti/vasTiearlyicomplete-|byi 

year lendn2010iA/ith-|l,820,000nelectricnandngasismart!netersndeployed.irhenSan-|Diego-| 

regionisnaIsonhomeitoithe-|highest-|penetrationnofielectric!/ehiclesinithe-|U.S.,nand-| 

accordinglynSDG&E'sncleanitransportationnandnPEVnprogramsnareisufficientlynadvanced-| 

toisupportncustomersnwhonarenchoosingitheseiow 'emissionnalternatives.n 

SDG&EialsoihasTaTiumberTDf-pilot-andidemonstrationprojectsin 'flightitonassistitsn 

understandings fismartitechnologies.-|Fonexample,its-|BorregoiSprings-|MicrogridiprojecM 

isndemonstratingnaiSmartnGridnaIternativeiservicendeliveryTnodelnand-|technologies-|that-| 

SDG&EiDelievessanisupportTeliabilitynandincorporatenaiwiderngroupsfienergyi 

generatorsn(e.g.,iA/ind,isolar,istorage,netc.).TI 

TheseinvestmentSTandsthenexistingnmajorismartTtechnologyiinvestmentSTareTdiscussedn 

inimoreTdetailinithisisection.nThisisectionnalsoincludesTaTdescriptionsfltheTCurrentistaten 

of7SDG&E's7gridincluding7transmission7and7distributioninfrastructure,sommunications,7 

and-generationTesourcessurrently7existingin7SDG&Eiservice7territory.7Lastly,it7presentS7 

theTsecuritynandnprivacyTfeaturessFiourTexistingTSmartTGridinvestments.n 

1 
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3.2 CURRENTiSTATEiOFiSDG&E'SnGRIDi 

The-|key-generation,-|transmission,nandndistributionncharacteristicsnofiSDG&E's-gridnasnofi 

Decembern31,-|2010narendescribed-|below.-|Theynare-|providednasncontext-for|thencurrent-| 

and-|plannednSmartnGridinvestmentsithatnarendiscussedinithisndeployment-|plan.Ti 

3.2.1 GENERATION •] 

Then generation"! fleet! that! isn currently! connected! ton SDG&E'sn gridn isn undergoing! an 

transition.T|The!plants!that!were!built!in!the!l960s!and!l970s!are!methodically!being! 

retirednandnreplacednwithnnewnplantsithatnarenbasednon-itechnologies-ithatnarenbetter! 

equipped"|tO!meet!the!needs!of!the^rid^oing!forward.Tn 

ffi Thencurrent-imixnof-generation-iunitsnconnected-itonSDG&E'snsystenTithat-iprovide! 

powerntonthe^ridnareiTi 

L Combined"Pycle!Plants:!l,160!MW! 

L Steanr|Plants:!960!MW! 

L Simple-Gycle!Peaking!Plants:!588!MWTrn 

L Renewable!Plants:!75!MW! 

L Cogeneration!(Combined!Heat!and!Power)!Plants:!l57!MWTn 

Since^OOO^he-generationnfleetnconnectedntonSDG&E's^ridnhasnundergone-ithe-following! 

changes:Tn 

ffi Two"inew!Combined!cycle!plantS!have!added!approximately!l,160!MW!of!new! 

generation! capacity.! 1 Thesei units! arei about! 1/3! morei efficient! thani then 

generationnfleet-itheynarenreplacing.nCombinednCyclenplantsnhavenanheatnrate! 

ofiabout!7,000!British!thermal!units/kilowatt!hour!(Btu/kWh)!as!Compared!tO! 

thenoldensteam-plants-with-heatTatesin-excessnof-ilC^OOChBtu/kWh.T! 
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ffi Ten-|new-|peaking-|unitsnofiabout-|50-|MW-|each-|at-|seven-|different-|locations-| 

havenaddednapproximatelyn500nMWnofnriewncapacity.mThesenunitsnarencapablen 

ofngoingnfromnofflinentonfullnpowerniirfessnthannlOnminutes.n 

Severahofnthenoldernvintagenplantsncurrentlynconnectedntonthe-gridnarenexpectedntonben 

retiredisoon.TiTheseincludern 

ffi The-|Encina-|Power-|Plant,na-five-|unit,-|960-|MW-|plant-|that-|Uses-|Steam-|boilen 

technology;isnexpectedito-|retireiDyn2017ndueitoincreasedTestrictionsin-|the-| 

state'snpoliciesnregardingnthenusenofnonce Woughncoolingntechnologiesnthatn 

relynonnoceannwater.n 

ffi ThenCabrillonIlnPeakingnPlantsnarenl2npeakingnunits,neachnwithnancapacitynaboutn 

16nMW,-|ocatednatnthreendifferentnsites.mThesenunitsnarenexpectedntonretirenatn 

thenendnofn2013nwhen-|theiriIand-|leasesnexpire.TiThese-|oldinefficient-|units-| 

haven extremelyn highn heatn ratesn (aboven 15,OOOn Btu/kWh)n andn haven veryn 

Iimitednoperatingnhoursn(undern900nhoursnanyear). MMMMMM 

ThenremainingngenerationnfleetnconnectedntonthenSDG&E-gridnincludes:m 

ffi 13n differentn renewablen powern facilitiesn thatn providen aboutn 75n MWn 

(nameplate)n ton then grid.nnThesen facilitiesn aren mostlyn maden upn ofn biogasn 

facilitiesnandnanwindnproject.n 

ffi Approximatelyn90nMWnofnsmall lscaIensolar,nmostlynmadenupnofplantsnlocatedn 

onnbusinessnandnresidentialTooftopsnwherenthenpowerisnconsumednatnornriearn 

theiocationitnis-generated.nn 

ffi Fourn largen cogenerationn facilitiesn withn an totaln capacityn ofn 157n MWn thatn 

providenmostnofntheirnelectricalnpowerntonthe-grid.n 
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ffi Approximately-! 80n MWn smalh scalen generation-! combined-! heatn and-! power-! 

facilitiesnwherenthenelectricalnoutputnisnmostlynusednbynthenbusinessnwerenthen 

facilitynisnlocated.m 

Ton maintain-! then generation-! and-! load-! balance-! SDG&En adheres-! ton CAISOn andn NERCn 

reliabilityncriteria.nnUndernanoneninntennyearnadversenloadnforecastnscenario^henloadnandn 

generationnbalancenmustnbenmaintainednevennwhenntheiargestntransmissioniinen("N 

andnthenlargestnsinglengenerationnplantn("G ^"^narenoutnofnservice.nnThus^absentnnewn 

majortransmissioniines^ewiocalngeneration-willTeedto-benaddednas-loadincreases.TTi 

GenerationnconnectedntonthenSDG&E-gridnconsistsnofnbothnutilitynownedngenerationnandn 

generationnplantsnownednbynindependentnenergyiproducers.nBecausenthentransmissionn 

gridisnsubjectntonannopennaccessntarif^-generationnresourcesnconnectedntonthe-gridndon 

notTieedntonbengenerationnthatnisncommittedntonservenSDG&E'snload.TiUnderiannopenn 

accessntarif^nany-generatornthatnwantsntonconnectntonSDG&E'sngridncanndonsonlongnasnitn 

hasnthennecessarynstudiesncompletednandnpaysnfornanynrequirednsystemnupgrades.mm 

p.2.2 TRANSMISSION ! 

ThenSannDiegonregion'sntransmissionninfrastructure-jsntypicallyndescribednasnbeinginnann 

"electricalncul 'de 'sac"ndue-|tonitsiocationnatnthensouthernmostntipnofGalifornianadjacentn 

tonthenPacificnOceannandnthenMexicannborde^nwhich-geographicallynlimitsnthen 

transmissionnpathsnpossibleninnthenarea.TiThenonenexistingn500nkVntransmissioniine,nalson 

knownnasnthenSouthwestnPowerlinkn(SWPL),nconnectsnthenSDG&EngridntonArizona.TiThen 

lmperialnValleynSubstation,nsituatednonnthenonenexistingn500kVntransmissionnpath,isnalson 

aninjectionnpointnforngenerationiocatedninnMexiconandnproposedTenewablengenerationn 

innlmperialnCounty.Tn 

1 

1 
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SDG&E'snelectricitransmissionTietworkisisummarizednasifollowsn 

Transmission-|(500kV,n230kV,-|138kVn&n59nkV)-| 

— l,7627nilesnoverhead-| 

— 105-|milesnunderground-| 

— 14,142istructures-| 

— 22isubstations-| 

— 201"|tie 'tinesn 

ThenSunrise-|PowerlinkisTiow-|undernconstructionnandiA/henncompletedn(expectedn2012)-| 

willnaddnannadditionahll57nilesnofi500i<Vnandn230-|kVnelectric-|transmissioniines.-| 

Historically,nSDG&Enhasi3eeniverynproactiveinnapplyingitechnology-|toitsisystem.TI 

SDG&E+iasiutilized+iigh Ltemperatureiow7sag7Conductors7for7many7years;7severaIiines7 

also7have7dynamicTatings,7transmission7engineering7has7alsopiloted7Some7Composite7 

core7Conductors7and7approximatelyT957percent7of7the7transmissionisystemis7Controlled7 

via7SCADA.7iAdditionally,7SDG&Einstalled7a73007MVAr7STATCOM7device7at7Talega7 

substationTtOTprovideTdynamicnVAnsupportTforTtheisystem.TTiSDG&EThasTdeployedTan 

state bf Lthe7art7energy7managementisystem,7EMS,7which7Controls7the7SCADA7devices7 

andnSTATCOMndevice.n 

| 3.2.3 DISTRIBUTION i 

SDG&E's7distribution7gridis7designed7as7aTadial,7openioopisystem.7iThe7primary7 

voltages7are7l27and747kV.-nService7transformers7Step7down7the7voltage7to7the7Customeri 

supplyTvoltagenatTonnearTtheTCUstomerTpointTofTdelivery.TiSDG&E'sTdistributionisystemn 

containsnbothTOverheadTandTundergroundTcircuitsTwithnanTexceptionallyihighTproportionn 

ofit h eisyste mnu n d e rg ro u n d .TATS u m m a rynofit h end i st ri b u t i o nisy st e mi sna sif o 11 o ws :TI 

7 

7 
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Distributionn(12i<Vn&n4i<V)-| 

— 10,13l7nilesnundergroundn(60npercent)-| 

— 6,6587nilesnoverheadn(40-|percent)-| 

— 219,4821/voodnpolesn 

— 283nsubstations-| 

— 997ncircuits~i 

SDG&Eihas-£ommission Cegulatednundergroundnconversioniprogramsiandiworksiointlyi 

withithe-GitynofiSan-|DiegonandnothenrnunicipaIitiesito-|undergroundna7najoritynofithe-| 

distributioniinesiA/ithinitheiurisdictionnofithose7nunicipaIities.TiThesenprogramsnconvert-| 

overheadnutilitiesitonundergroundinnaccordancenwithiDoundariesnestablished-|by-|then 

variousiurisdictionsiwithinithenSDG&Eiservice-|territory.-| 

SDG&E's-|Distribution-pperationsngroup-|relies-|heavilynuponnSCADA;noveri70-|percentnofi 

distributionncircuitsnarencontrolledivianSCADA.-nSDG&Enalreadynhasiseveniself Ciealingi 

circuits5,iDothncentra!izednandnde Centralized,innoperation.-nWithitsideploymentiofi 

thousandsnofn"fieldnSCADAn"ndevicesnsinceithenearlyn90s,nSDG&Eisi/vellnpositioned-nforna-| 

smoothitransitionintonautomatic-|powerTestorationncapabilityn(self Ciealing)nsystem-| 

wide.-nSDG&E'sncable-|technologyrnanagementieadershipincludes:nearlynadopternof-| 

conduitisysteminithe-|1960s,nexcellent-failureTecords,iowifailure-|ratencomparedito-| 

industry,naninnovativencablefault-|locatingitechniquen&iti"ainingfacility,nand-|unique-| 

predictiveTnodelingncapabilitiesitonproactivelyTeplacencableiDeforeifailurenand-|ton 

improveTeliability.nSDG&Enutilizesithisistate Cf Che 'artncablenasset7nanagementnsystem-| 

alongnwithnpredictiveTeliabilitynassessmentitools-|to7nanagensystemTeliability.TiLegacyi 

mainframencomputenapplicationsnarenutilizedifonmanagingnoutages.-nSDG&Enhasnalso-| 

beeninstallingnpulsenclosing-|technologyitoimprovenoperations.nAnnextensivei/veatheri 

network-givesnSDG&E'snstaffimeteorologistnandndistributionnoperatorsi/videnarea-| 

5nAnself healing-gridisioneithatiautomaticallyireconfigures-yiaiautonomousiswitchingnoperationsiini 
responseitoia^ystemifaultiimprovingitheilocali'eliability.i 
SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei61i 

i 

SB GT&S 0247823 



situationaInawareness,iDettenpreparingithenutility-foriA/eather 'relatedissues.-nThesenaren 

justnaifewnexamplesnofnSDG&Enproactivelynapplyingitechnologyitoimproveithen 

distributionnsystem'sisafe,Teliablenandnefficientnoperation.Ti 

TheiSDG<SfnE/ectr/c^Syste/r)^?e//ob/7/ty74nnuo/^?eport6nprovidesistatistics-foritheifollowing-| 

reliabilityindicatorsn 

1.nSAIDIn(SystemnAverageinterruption-|Durationindex)-|'Tninutesnofisustained-| 

outages-|pencustomerpenyear.-| 

2.nSAIFh(SystemnAverage1nterruption-|FrequencyiIndex)-|Linumbernofisustained-| 

outages-|pencustomerpenyear.-| 

3.-|MAIFh(MomentaryiAverage1nterruption-|Frequency1ndex)-|'Tiumbernof-| 

momenta rynoutages-|pencustomerpenyear.-| 

A.nSAIDET^SystemnAverage-iInterruptionnDurationlndex-iExceedingirhreshold)-!1-! 

minutesnofisustainednoutages-ipencustomeriperiyeanexceedingnandefinednannuah 

thresholdnof|150-|minutes.-| 

S.-iERTiEstimatednRestorationiTimeJ-ihsumnofitheiA/eightednaccuracypfieach-i 

outagendividediDyitheTiumbenoficustomersiwhonexperiencednannoutage.-| 

Weighted-accuracyisideterminediDyiusingithetimeinplayiandTumbenofn 

customersi/vhoTeceivednaccuratenestimates.Ti 

The-|reportedTesultsiforn2010narenpresentedinitheifollowing-|table.-| 

6 
1 

IIil^lMMJCX3jy3y/0ecRt^Mjt^Qnua^ 
Pdfn 
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Tabic DG&Ef lectrk System ReliabilityiZOlOlStatisticsi 

CRITERIA SAIDI SAIFI MAIFI SAIDET ERT 

Including CPUC Major Events (2010) 89.77 0.863 0.507 - -

Excluding CPUC Major Events (2010) 67.74 0.543 0.428 35.82 54% 

10-Year Average (2001-2010) Including CPUC 
Major Events 105.59 0.691 0.589 - -

10-Year Average (2001-2010) Excluding CPUC 
Major Events 

64.09 0.596 0.569 - -

1 

The-|historicalTeliabilityindicesTeportedi3ynSDG&Eito-|thenCommissionnarenasifollows:-| 

Table S SDG&Ef lectric System Reliability Historical Indices i 

All Forced Interruptions Included CPUC Major Events Excluded 

Year SAIDI SAIFI MAIFI SAIDI SAIFI MAIFI 
No. of 
Events Event Cause(s) 

2001 68.57 0.870 0.865 52.87 0.636 0.858 7 Interruptions Due to Non-SDG&E 
Facilities (1) 

2002 82.68 0.813 0.606 77.35 0.807 0.604 4 Fires (2), Interruptions Due to Non-
SDG&E Facilities (2) 

2003 298.45 0.860 0.869 76.14 0.717 0.845 2 Firestorm 2003 (1), Wind Storm Affecting 
>15% of Facilities (1) 

2004 93.19 0.672 0.614 78.75 0.615 0.610 5 
Fires (3), Interruptions Due to Non-
SDG&E Facilities (1), December Storm 
(1) 

2005 61.99 0.637 0.602 58.46 0.567 0.568 10 Fires (4), Interruptions Due to Non-
SDG&E Facilities (4), Storms (2) 

2006 52.83 0.545 0.494 52.65 0.541 0.494 9 Fires (6), Interruptions Due to Non-
SDG&E Facilities (3) 

2007 182.17 0.590 0.572 52.00 0.481 0.527 8 

State of Emergency Declared (2), 
Interruptions Due to Non-SDG&E 
Facilities (2), Load Curtailment (1), 
Request to De-energize/ Restricted 
Access (3) 

2008 59.17 0.517 0.380 58.92 0.515 0.378 9 Fires (2), Request to De-energize/ 
Restricted Access (7) 

2009 67.06 0.542 0.380 66.01 0.538 0.380 4 
Fires (1), Interruptions Due to Non-
SDG&E Facilities (1), Request to De-
energize/ Restricted Access (2) 

2010 89.77 0.863 0.507 67.74 0.543 0.428 12 

Storms (2), Interruptions Due to Non-
SDG&E Facilities (6), Load Curtailment 
(1), Request to De-energize/ Restricted 
Access (3) 

1 

i 
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Tabic DG&EiHistorical (SystemiReliabilitypata (using1EEE (1366fxclusioniCritenan 

SAN DIEGO GAS S ELECTRIC 2010 ELECTRIC SYSTEM RELIABILITY REPORT 

HISTORICAL SYSTEM RELIABILITY DATA (USING IEEE 1366 EXCLUSION CRITERIA) 

Alt Forced interruptions included Threshold Major Event Days Excluded ' 

Year SAIDI SAiFI MAIFi SAIFI MAIFI 

2001 58.57 0.870 0.865 57,62 0 858 

2002 82.68 0.813 0,606 70.71 0.583 

2003 298.45 0.860 0.869 81.49 0.688 0 856 

2004 93 '-9 0.672 0.614 78.83 0 619 0610 

2005 61 "99 0.637 0.602 81.95 0 637 0 602 

2006 62 .93 0 645 0,494 52 83 0 5,45 0 494 

2007 132 17 0.590 0.572 54.89 0 477 0 530 

2008 6r« 17 0 517 0.380 59.17 0 517 0.380 

2009 67.06 0,542 0,380 49.71 0 406 0.362 

2010 89.77 0 863 0 507 63.36 0 520 0.441 

• per IPEE Standard 1066-2003 "2 0 beta method" for determining excludable days days -are excluded from a 
given year's metric if their SA1DI exceeds 2 6 times the standard deviation of daily SA1D1 over the previous five 
year period. 

SDG&E+iasiDeenTankediDy-anindependentiutilityxonsulting-firrrnas+iavingthef'best"-

reliabilityinitheiwestern-|UnitednStatesforfiveiyearsinna-|rownandneamedT:henhonornof-| 

"Best-|Reliabilityinithe-|Nation"ifori20097.-| 

p.2.4 SUBSTATIONS] 

SDG&Enhasnaitotalnofithree-|hundrednandifiveisubstations.TiTwenty W/cnofithesenaren 

transmission lonlyisubstationsnandnonlynhave-|69-|kVnornhigherivoltagesiA/hileithe-| 

remainingndistributionisubstationsnhavenprimaryivoltagesnof]138nor]69-|kVnandnsecondary-| 

voltagesnof-|12norn4-|kV.TiNinety Wenpercentnofitheitransmissionncircuitnbreakersnare-i 

SCADAncontrolled.n 

VPATConsultingnGroupTecognizesiNorthnAmericarnUtilitiesiforiexcellenceiin-reliabilityianclicustomeri 
serviceiatithei2010iReliabilityOne™iandiServiceOneiAwards,"iNov.il8,i2010i 
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Newitransmission lonlyisubstationsin-|theiast-|10iyearsincludeithen230/69i<VnSilvergate-| 

Substation,-|then230kV-|PaIomar-|EnergynSubstationitointerconnectithenSDG&E-|PaIoman 

Energy-penternpowerplant,nand-|then230kVnOtay-|MesanSubstationiwhichinterconnects-| 

the-Galpine"Ptaynpowernplant.TPtherTnajor|transmissionnprojectsincludenai500kV-| 

MiguehSubstationTetrofitiwithi50ChkViGas1nsulatediSubstationiandiswitchgeantcri 

reduceitransmissionncongestionncostsnandnanstate bf 'the 'artistaticnVAncompensationn 

(STATCOM)ndevicenatitheiTaleganSubstation.-|ThenSunrise-|Powerlink'sn500i<Vnsubstation-| 

wilHDe-SDG&E'sthirdi500ikVisubstationiuponitsicompletionin-'2012.-

SDG&E'snstandard-|12nkVndistributionifeedersnare-fedivia-|138/12-|kVnorn59/12i<V-| 

substations.T|TheTiewendistributionisubstations-|havenaistandardndesignithatispecifies-| 

terminationistructures,iswitchgear,-|transformeribanks,isurgenprotection,npowerf acton 

correctionncapacitorsn(ifTieeded),ioaditap"|changers-|(ifineeded),ncontrol,nprotectionnand-| 

metering.-nAppi"oximatelyn86npercentnofithe-|12i<VndistributionifeedersnhavenSCADA-| 

controh(660noutnofi765).n 

Finally,nSDG&Eisnphasingnoutitsn4nkVisubstations-|thatnexclusivelyiserven4i<Vifeedersn(i.e.-| 

69/4-|kVnor-|12/4i<V).TiNonenofithen4-|kVisubstations-|havenSCADAncontroliDecauseitheynare-| 

beingistrategicallyTeplacednwith-|12nkV-feedersnor-|12/4-|kVnpad 'mounteditransformers.-m 

SDG&Enhasnadoptedndigital7nicroprocessorTelaysinitsisubstationsnsinceitheTnidn80s.Ti 

Thesendevicesnallowfonsmartennformationn&ncontrolnofiitsngrid,7nuchnearlienthan-| 

mostnutilities."nTheseitechnologiesiayitheifoundationiforifuturenSmartnGridnapplications.-| 

SDG&Eisnalsoinstallingnconditioni3ased7naintenancen(CBM)-|tonallitransmissionnand-| 

distribution-substations.TThisideploymentistheiargest-and-firstiofitsikindintheiUnited-

States.TiThisnprogramisnpartnofithe-pPEXn20/20-|programiA/hichiA/illiDendiscussediater.-| 

| 3.2.5 DATA TRANSPORT-] 

ThenSDG&Encommunicationinfrastructurenconsistsnof]a-|privateTnicrowaveisystem,na-| 

fibenopticnnetwork,nai900-|MHziicensedTadioisystem-|usedifonSCADA,nasnwellnasnpowerL 
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linencarriern(PLC),ncellular,i\/oiceTaclionandncopper)ines.-Communicationisystemsnare-| 

usedifonvoiceicommunicatiornanchdataitransport.Tn 

1 

3.3 SAN1DIEGO1SMART1GRID1STUDY1 

Irn2005 ^006,iSDG&Epartnerediwitlrithe-|Utility-£onsumers'iActiorr|Networl<i(UCAN)ioiri 

aSan p/'ego£marf iGr/c/£fx/c/yf?eporfnp repa redact ntheiEnergyiPo licyinitiati ves~Centen 

(EPIC)nat-|the-|UniversitynofiSan-|DiegonSchoolnofiLawnand-|producediDyithenSAICnSmartnGrid-| 

Team.8iTheistudyiA/asnonenofitheifirstin-|theTiation-|tonapplyithenSmartnGridnconcepts-| 

developedi3yithe-|U.nS.-|Departmentnof-|Energy-|(DOE)-|ModemnGrid-|Initiative9n(MGI)-|tona-| 

specific-|region.1t-|providednanpreliminarynanalysisitondetermine-|the-|technicalifeasibility-| 

andncostneffectivenessnofiimplementingnSmartnGriditechnologiesnandnstrategiesinithen 

San-|Diego-|region.iThenobjectivesnofitheistudyiA/ereiton(l)ndetermineiA/hetheritheifuture-| 

economicnandTegulatorynclimateinithenSannDiegoTegionncouldnaccommodatenon 

necessitatenanSmartnGrid,n(2)ndetermine-|thenportfolionofitechnologiesithatncould-| 

implementnanSmartnGrid,nandn(3)nconductnancost benefitianalysisitcndetermineiwhetheri 

implementingnanSmartnGridiA/ouldiDencostneffective-foritheTegion.n 

ThisnstudynprovidednSDG&EiA/ithnai\/isionnandnearlynglimpseintoitheifuturenofithenSmart-| 

Grid."nApplyingithe-|MGI,itheistudynconsidered-|thenapplicationnofiadvancedisensing,-| 

communication,nandncontrol-|technologies-|tongeneratenandndistributenelectricity7nore-| 

effectively,neconomicallyiandisecurelyiacrossithenSan-|DiegoTegion-fromitsisourceito-| 

consumernappliancesnandnequipment.-| 

Thenstudynultimatelynprovidedna-|usefuhreference-|pointnandnhelpedinformnSDG&E'snearly-| 

effortsitondevelopitsnSmartnGridToadmapnandivision.-| 

^ttp://www.sandiego.edu/epic/research.Kreports/documents/061017_SpSmartGridStudvFINAL.pdf"n 
91nformationiDntheiVlodernTGridnlnitiativeTaniDe1ocatedTatihttjj//wwwJieti.Jj^gov/sr2Ta|tgi[|d/Ti 
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3.4 SMARTiTECHNOLOGYiDEPLOYM ENTS1AND1INVESTMENTS1 

3.4.1 OVERVIEW j 

SDG&E-Smart-Gridinvestmentstoidateihave+ielpedprepareitsTetworktoideliverrew-

andnadditionalncustomer Lvaluedncapabilitiesnasthenutilityistrivesforngreatenefficiency-| 

andneffectivenessnacrossitsnsystem.nSDG&Enhasimplementednannengineeringndata-| 

warehouse-forTnoreithannlOiyearsitointegrateivariousndataisourcesitoisupportnbetteri 

system-|planning,noperationsn&7naintenance.Tilnnaddition,nSDG&Enhasnusedits-| 

investmentsnasna-flexibleifoundationitoprepareiforitheifuturenanditonallownsufficientn 

roomitoTesponditonchangingndriversnandTieeds.-| 

lnnorderitonempowerncustomers,nSDG&Enhasnundertakeninvestmentsithatnprovide-| 

customersiwithnchoice,nconveniencenandncontrolnoveritheirnenergynusagenorithatiay-|the-| 

groundworkifonenhancedncustomenchoice,nconveniencenandncontrol."nTimelynenergy-| 

usageninformationnandncontrolnofin 'homenappliancesnandnequipmentncaniDeTemotelyi 

enabledithroughithencustomers'ismartTnetersnand-|HANs.1tsnAMIndeploymentiA/asn81-| 

percentncompleteiDyithenendnof-i2010nandisisupportingnsixnpilotsitesting-|HANndevices-| 

thatnprovidencustomersiA/ithitimelyienergyiusageinformationnandnallowithem-|tonset-| 

alertsnaboutitheinenergyibills.nAdditionally,ithe-gridnautomationinvestmentsnSDG&Enhas-| 

madenandncontinuesito7nakenacrossitsTietworknarenalsonensuringithat-|thengridTneets-| 

customers'-|servicenexpectationsiwhilencomplyingiwithithenenergy-|policy-goalsnofithe-| 

state.ifheseinvestmentsnalsonenablenSDG&Eitoisupportnadditionalnproductsnandiservices-| 

as-|marketndemandnandnpoliciesnemerge.-| 

ln7naintainingnandimprovingitsTietwork,nSDG&E's-ppExn20/20-|programisisupporting-| 

the-|systemithroughna-|seriesnofinvestmentsithatnwillnallownSDG&Eito-|manageits-| 

infrastructure7norenefficiently,increasenoperationalneffectiveness,nandnengage-| 

customersiaccordingitcntheinpreferences.iSDG&E's-ppExi20/2Chprograrrnalso-| 

establishesithe-foundationiforitsnSmartnGridinvestmentsnwithTietworkivisibilitynand-| 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei67i 

i 

SB GT&S 0247829 



managementncapabilitiesithatncannbenextendeditoincludenadditionalitechnologiesnas-i 

theynareimplemented.Ti 

SDG&EisialsoinvestinginpilotsTtoiunderstand-andiutilizetechnologiesthatitnbelieves-

willnplaynanimportantifutureTole-|innaIlowingithengriditoincorporate-|renewable-| 

resources,-|meetnstakeholders'nexpectationsnand-|meetnstatenenergynpolicyngoa!s.-| 

AdditionaIly,npilotsnhelpnSDG&Enunderstandnexpected"futurencostsnandiDenefitsnofiwiden 

deployments.Ti 

^ 3.4.2 MAJOR TECH NO LOGY DEPLOYMENTS] 

SDG&Enhas7nadensignificantnprogressndeployingnaTangenofitechnologies-|to-|meetnstate-| 

and-federalnpolicyTequirements;7naximizencustomenenergyivaIue;nandnhelpncreateithe-| 

foundationiforianinnovative,nconnectednandisustainablenenergyifuturein-|thenSan-|Diego-| 

region.iTheseincludenSDG&E'snautomation,nSmart-|MetenandnSustainable-Communities-| 

programs.1tsismartTnetendeploymentisnalmostncompletenand-|thenutilityncontinuesito-| 

investinncustomeriservinginfrastructurenandnsmartTneternenablednprogramsnandTates,-| 

suchnasndynamic-|pricingT3rogramsnandinformationnpresentation.nSDG&E's-grid-| 

automationnandncontrohinvestments-|havendevelopeditsnability-|to7nanage-grid-| 

performancenandisetithe-foundationifornadditionalnSmartnGridinvestments.-|Throughithe-| 

technologiesnappliedinitsnSustainable-Communities-|Program,-|thenSan-|DiegoTegionncan-| 

seenhownenergyiefficiency-|technologies,ngreeniDuildingnandTenewablenenergyican-| 

significantlyireducencustomers'nenvironmentalifootprint.n 

'3.4.2.1 AUTOMATION"] 

SDG&Eisimprovingitsnexistingnandnextensivenautomationnandncontrolncapabilities-| 

throughistrategiesnandinvestmentsndesigneditoTneetistatenandifederaInpolicy-| 

requirementsnanditoTnaximizeivalueitoncustomers.Ti 

SDG&E's-|DistributionnAutomation"Controlistrategyncoordinatesitheiswitchingnofidiscrete-| 

devicesisuchnasncapacitoribanks,i\/oltageTegulators,nandioaditapichanging-|transformers.-| 
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ObjectivesincludenmaintainingiDusivoltagesiacross-|theTietworlqwithirr|specifiedivoltage-| 

limits,7ninimizingitheTiumbenofitransmissionnswitchingnoperations,increasingivoltage-| 

controhreserves-|by-|keepingithe7naximum-|numbernof-idevicesnoffline,-|mitigatingncircular-| 

reactivenpowerflows,nandimprovingivoltagensecurityiA/hilenstriving-|toTnaintainnanhigh L 

s i d eib u spowe rf a ct o rpflO.995 .JI 

Byieveragingisecure,TeliableTietworkncommunicationsncapabilities;ithisitechnology-| 

deploymentisnaifoundationaInelementitonSDG&E'snSmartnGrid-|Deployment-|Plan.-| 

3.4.2.2 ADVANCEDiMETERINGilNFRASTRUCTURE^AMi)iDEPLOYMENTi 

SDG&EisndeployingnannAdvanced-|Metering-|Infrastructuren(AMI,naIsonknownnasithenSmart-| 

Meterprogram),ithroughoutitsnSan-|Diegonand-prangenCountyiserviceiterritoryito-| 

improvenoperationaInefficiencies,nenable-|demandTesponseifoncustomers,nandnprovide-| 

customers/withinformation,understanding,nandncontrohoverihow/theyiconsumei 

energy.irhenSmart-|MeternprogramiA/illTeplacena-|projected-|1.4-|millionnelectric7neters-| 

and-|retrofiti900,000ngas-|modulesnandis-|ScheduledfoncompletioniDyithenendnof-i2012.Ti 

Byithenendnofi2010,ithenSmart-|MetenprogramnhadinstaIled-|l,820,000nendpointsinits-| 

serviceiterritoryincluding-|l,095,000nelectricnandn725,000ngasnsmart7neters.1nnaddition,-| 

as-|partnofithen$5727nillionnSDG&EnSmart-|MetenCommissionnauthorizedifunding10,na-| 

ZigBee-|HANncommunications7nodulenhasiDeenincludedinithenelectricismart-|meters.Ti 

Furthermore,nSmart-|Meterifunding-|providedifontheinstallationnofnapproximatelyn36,000-| 

programmablencommunicatingithermostatsn(PCTs)inismaIliDusinessifacilities.Ti 

Additionally,naTemoteiturn 'on,iturn 'offndevicei/vasTequirediforiallTesidentialTneteri 

installations.-|ThisifunctionalityisTiowibeing-|leveragediby-CustomerCal|-Centeri 

representativesnandnhasnprovidedncustomersnannextremelynquickiturn bnnontum 'offi 

service-whemnovingintoTewiocations.-

^nTheTCPUCTDpinionTapproving-pettlementrpniSDG&E's-AMhprojectTnay-jbeifoundTatn 
http://docs.cpuc.ca.gov/word pdf/FINAL DECISION/66766, pdfn 
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AMInhasnestablishednaitwo Lwayncommunicationsinfrastructure,nprovidingnautomated-| 

metenreadinginnplacenofTnanual7neterTeading,integratingncustomerinformationnand-| 

billingnsystems,ithat7neasuresintervaInenergyiuse-|datainfifteen7ninuteincrementsfori 

commercialnandnhourlyiincrements-forTesidentialncustomers,nandnenablingnelectricn 

demandTesponsenandioadncontrolndevicesithatnwillnassistncustomers-|to-|reducenpeakn 

energynuse.n 

Customerinformationnpresentationiwill-|SooniDe-|SupportediDyithe-|MynAccountiweb-| 

portal1:LnwhichiA/ilhprovidenhourlynelectric-|usageinformationithendayifollowingits-| 

collection.1nnaddition,ncustomersncannaIreadynobtainnaIternativensmartTneterndata-| 

presentmentnonnannopt lrnnbasisithroughnGoogle's-|PowerMetengadgetn(application)12.Ti 

Furthermore,implementationnofisystemsiDasednonnOpenADE13inn2011isnexpectedito-| 

accommodaten"customeriauthorized"ithirdnpartynenergynusage-|presentmentproviders.Ti 

Nearjeal 'timencustomenenergynusageinformationiwilhbenavailableithroughlHANi 

compatiblendevicesn(in lhomendisplays)nandnotheriHANnenablednequipment,nappliancesi 

andinformation-|technologies.-| 

WhilenmostnofiSDG&E'siargencommercialncustomersn(>200i<Wndemand)nalreadyihave-| 

automated7netenreading-|Solutionsin-|place,ithisnprojectiwillnprovide-|Such7netering-| 

capabilitiesifornalhresidentialnandismallnandTnediumiDusinessncustomers.-| 

ExpectediDenefitsnofithenSmart-|Meternprograminclude:-| 

ffi Improvedncustomenserviceji 

ffi Outage-|managementndetection-fi 

ulSDG&E's^VTAccountiwebsiteisihttp://mvaccqunt.sdge.cqm.i3nlineintervahdata^resentation-|iMill-fre-generallyi 
availableitOTCustomersinT2Q2011.Ti 
12nPowerMetenisTanprojectTfrom-google.org,TanphilanthropicnpartiofiGooglethatidevelopsitechnologyT3rojects.n 
lnformationToni3owerMetenandngoogle.orgTanibefoundTatihttp;//www.google.com/powerriieter/about/index.hfmlTi 
13-ppenADEisitheTOpeniAutomatediData-ExchangetaskTforceTA/ithinTOpenSG,iA/hichTdefinedTequirementSTandinitiah 
serviceidefinitions-priortoitransitioningtHeinA/orkitothe-fvlorthTAmerican-EnergyiStandards-poardiNAESBJ.Tan 
standardsidevelopmentiorganization,iA/heretheiA/orkT!:ontinuesTJnder|the-EnergyiServicesi3rovider(nterfacetaskn 
force .-Ad d'rtionakjnformatio rnca rrb e-f o undnatihttpi//osgug. ucaiug.org/sgsystems/OpenADE/default.aspxna ndn 
http://www.naesb.org/espi task force.asp.TI 
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ffi ReducedTieeditonaccessncustomenpropertyTi 

ffi Energyinformationnavailabilitynwhichisieading-|toncustomenenergynawarenessn 

andnassociatediDehavioralnchangesithatincreasenenergynefficiencyi 

ffi EnablesndynamicnpricingnandndemandTesponsen 

AdditionaIiDenefitsnaccrueitoisocietyiA/hen-|residentiaInandismalliDusinessncustomers-| 

change-itheinenergyiusenpatternsnanditakenadvantagenofirebates-fornkilowattnhoursn 

savednduringnpeak lusagenperiods.nAsncustomersnshiftitheirnenergynusage,7norenelectricity-| 

becomesnavailable,ndelayingithenneedifonadditionaInenergyisupplyisourcesnonnpeak L 

usagendays.n 

3,4,2,3 SUSTAINABLE-TCOMMUNITIESIPROGRAMI 

ThenSustainable-GommunitiesnProgramn(SCP)integratesncIeannenergy-generationisystems-| 

in-|Sustainablyndesigned,nenergynefficientiDuildings-|throughoutnSDG&E's-|serviceiterritory.Ti 

ThenSCPiA/asnapprovedi3yithe-Gommission-|inithenSDG&En2004-GostnofnService-| 

proceedingnandnagaininithenSDG&En2008nGenerahRate-Gase."nThenSCP-|hasiDeen-| 

recognizediDyithenCommissionnasnannexamplenofithenCo///orn/oiong7rer/r)^fnergy7 

f/f/c/ency^Stroteg/c^/onngoalnofidemandiside7Tianagementncoordinationnand-| 

integration14.T|ltsTequirement-|thatnprogram-|participants'-|buildingsiDe-|highlynenergy-| 

efficientnandisustainablyibuilt-|resultsinishowcasenprojectsithatndemonstrate-|the-| 

integrationnofnenergynefficiency7neasures,ngreeniDuildingnpracticesnandncleanndistributed-| 

energy.n 

3.4.3 MAJOR INFLIGHT PROJECTS i 

SDG&E'sinvestmentsincludenkeynprogramsnandnprojectsithatnarein-|theimplementation-| 

stageincludingithenongoing-ppExn20/20,nSecurity-|Eventnand1ncident-|Management,-fiben 

14Tittp://www.cpiic.ca.gov/NR/rdorilyres/D4321443 '208C '43F9 SF621 

1668] 'EEStrategicPlan.pdfn 
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opticncommunicationsitonsubstations,nandnothernundertakings-|tonsupportnanconnected-| 

andnsustainableismartnenergyifuture-foritsiserviceiterritory.irheseinvestmentsnare-| 

targeteditoimprovenSDG&E'snability-|to7nanage-|the-|systemnandnprovidencustomersiwith-| 

engagementitheyivalue.Ti 

SDG&Eisnalsoinvestingito-|understand-|nascentn"smart"itechnologiesnand-|howitheirivalue-| 

can-|be7naximizedinnprogramsiikeithe-|BorregonSprings-|Microgridndemonstration.T|These-| 

programsnandnpilotsncannaIsoi3efoundin-|thenaccompanyingnSmartnGrid-|Deployment-|Plan-| 

Roadmap.n 

3,4,3,1 OPEX"]20/20"i 

OpExT20/20istheprogramTameforaportfolicnof-2Chenterprise Wideinitiativesthatn 

focusnonitechnologynupgradesnand-|processimprovements-|tonenhanceithencapabilitiesnofi 

front lfinenemployeesnwithin-|Electric-pperations,-|Gas-pperations,iDack 'office-fieldnandn 

mappingisupport,-GustomeriService-|Field,nandithe-GustomerGontact-Genters.Ti 

OpExn20/20n(formerlyicalledn"Utilitynofithe-|Future")nenablesnSDG&E-|toncontinueito-| 

deliver-pperationahExcellence.Ti"20/20"isymbolizesnancleari\/isionnguidingithenefforts-| 

ovena-|15 VeanprograrrnwitlrfnitiativesithatistartiandTollioutiativariousitimesioveri 

severaliyears.Tn 

OpExn20/20isnprovidingTiewfunctionaIityitoisupportndecisionTnakingnandngreateri 

visibilitynacrossithenutility'snoperationsnandinfrastructurenandisnallowingnSDG&Eiton 

replaceiegacyisoftwarenapplicationsiA/ithncommercialnoff'the 'shelf-productsthat-cost-| 

less-|to7naintain.Ti 

ThenadvancesinitechnologyiarenenablingTiew,TnorenefficientiDusinessnprocessesnand-| 

providenactionableinformationndirectlyitonemployees.Ti 
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nSeveraInofithe-|newitechnologiesiistedi3elow,isuchnas-|Mobile-|DatairerminaIsn(MDTs),-| 
15 arenalreadyinnusenatnSDG&E .TTI 

WithTiewitechnologiesinnplace,7nanynchangesiA/illnoccur.Tn 

ffi ExpandingithenusenofiMobile"PatanTerminalsiwithTnoreifunctionaIity-|toTnore-| 

fieldncrewsnandifront ltineifieldisupervisors-|reduces-|paperworknand-|makesnhigh L 

qualityinformationTeadilynavailableTi 

ffi BuildingnannenterprisenGeographic1nformation-|System-|(GIS)nconsolidates-| 

foundationalnSmartnGridndatanintonaisinglenenterprise Wideirepositoryiandi 

enablesifieldnemployeesitonaccessnonupdatenelectronicTnapsnofitheitransmissionn 

andndistributionisystemsithrough-|mobilendevices-| 

ffi lmplementingTiew-putageiand-pistributioniVlanagementlSystems-|(OMS/DMS)i 

immediatelynpinpointsnelectricnoutagesnandnhelpitakencorrectivenaction-|ton 

minimizencustomer|impactnand-|morenquicklyTestore-|service-|toncustomers-| 

ffi AddingnForecasting,-(SchedulingTand-pispatching-iSystemsimprovementsnsupport-| 

SDG&E'snability-|tonplannworknandToutencrews7norenefficiently Llreducingitraveh 

timenand-|reschedulingnchangesnautomaticallyn 

ffi lmplementingnCondition^asediVlaintenanceTDrovides7noreneffectivenusenof-| 

largenequipment,-nbynproactivelynandnautomatically7nonitoringnconditionsithat-| 

couldimpactTeliabilityn 

ffi Offeringnadditional"pnlinenservices"forncustomersnsupportsncustomernpreference-| 

fontheseitypesnofitransactionsTi 

15iThe^DpExi20/20-programsincludeiinvestmentsiforibothiof-TSempraiEnergy'si'egulatediCaliforniaiutilities.-n 
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ffi Single"^iew-pf1the"Customerienablesnunderstandingnof-ianindividualncustomer's-| 

activitiesnacrossivariousnprogramsnandnchannelsn(suchnasitheiA/eb,nphone,nand-| 

mail)-soithatiticanprovideimproved-servicei 

3,4,3,2 MM 

SDG&E's-|DOEfundednand-paIifornia-|EnergynCommissionn(CEC)funded7nicrogridnprojects-| 

promotenactivencustomenparticipationitonhelpisupportithencommunitynof-|Borrego-| 

Spring'snenergyineedsnandnaddressnstandards,integration,nandinteroperabilityn 

challenges-fornSmartnGrid.-|Both7nicrogridnprojectsnarencollocatedin-|BorregonSprings,-|100-| 

milesTiortheastnofithencityiofiSan-|Diego,nwithnanpopulationnofi2,500Tesidents,nandiA/hen-| 

complete,iwillform-|theiargest-|U.S.7nicrogridinitermsnof-icapacitynandithe-|numbernof-| 

customers-served.n 

A7nicrogridisnangroupnofienergyngeneratorsn(e.g.,iA/ind,-polar,nportablengeneration,-| 

batteryistorage)nandncustomer-|loadsiA/ithinnanclearlyidefinednareaithatncaniDencontrolled-| 

tonactnasnsinglencontrollablenentityi/vithTespect-|to-|theiargernelectricngrid.nA7nicrogrid-| 

mayihaveithenability-|tonconnectnandndisconnect-fromithengridn("island")inTesponseito-| 

systemndisturbances,nenablingititon"rideithrough"noutagesiDyitemporarilyisupporting-| 

the7nicrogrid'snenergyTieeds.-n 

As-|thenSan-|DiegoTegion's-|populationnandndevelopmentngrowthncontinuesifurtherinland-| 

toitheieast,itheipealqtcnaverage-|MWicapacity-|profileiwillicontinueito-|increase.-|Thisiwill-| 

likelyincreaseTeliabilityissues,7nal<ingndistributednenergyTesource-|(DER) basedi 

microgridsnaTiecessaryipartnofithengridndesignnprocessi/vherencost WffectiveTeliabilityisi 

thenpriority.nSDG&E's-|microgridnprojectsnarenusing-|proven-|technologies,including-| 

renewablenandndistributedngeneration,iDatteryistorage,nautomated-|Switchingitechnologyi 

and-|smart7netendataithatnwilliDe,forithefirst-|time,ndeployednholisticallynonnanutility-| 

grid.nAiarge-|partnofitheifundingisithroughngrantsnSDG&ETeceivedithroughithe-|DOEnand-| 

CECifornanSmartnGrid-|DemonstrationnofiRenewable-|DistributionnSystems1ntegration.-|The-| 
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remainingifundsncomeifromnSDG&Enandits-|10npartnersiwhonarendevelopingithis-| 

microgridndemonstration.Tn 

3,4,3,3 SECURITYIEVENTI&-IINC!DENTIMANAGEMENT-I(SEIM)-]TECHNOLOGYTI 

ThisinitiativenenhancesnSDG&E'sncybensecurityncapabilitiesi/vithna-|morenadvanced-| 

solutionito7nanageisecurityneventsnandincidents.1tincludesithendesignnand-| 

implementationnofnanSEIMiservice-|thatisupportsncurrentnproductionnandTegulatory-| 

requirementsnandisnaifoundationiforfuturenenhancementsithatiA/illnsupportnstrategicn 

utilitynprogramsiikenSmartnGrid.iThenSEIMiservicenstreamlinesnandnenhancesnsecurity-| 

eventnandincident-|monitoring,7nanagement,itrendnanaIysis,naIertTeportingnand-| 

escalationnprocesses.-fi 

BenefitsnofiSEIM-|technologyinclude:Ti 

ffi Greatenability-|tonmonitorisecurityneventsnacrossnSDG&E'sisystems-| 

ffi Providesithe-foundationifornaisingle,nconsolidatedisecurityTnonitoringinterface,-| 

helpingitonavoidncostsnofimultiple-|Solution7nanagementitools-| 

ffi Avoidsicostsiof-penuser/deviceproductiicensesi 

ffi Simplifiesisecurity-|incidentnandneventndecisionnworkflow-| 

ffi IncreasesncapabilityitondesignnandndeploynconnectionsiDetweennmultipleiogn 

sourcendevicesnandithenSEIMn 

ffi lncreasesncapabilityitondesignnandndeployneventncorrelation-|proceduresifrom-| 

multipleiognsourcesn 

ffi Centralizes7nanagementnandiviewnofisecurityincidentsnandnevents-| 

ffi Enhancesnandnextendsncompliancei/vith-|NERC/CIP,nSOX,nandnSempra-|business-| 

continuity/disasterfecoverypbjectivesi 

ffi ImprovesisystemnperformanceiDasednonndual 'siteiworkloadioadiDalancingiton 

meetincidentnandneventivolumengrowth-| 

1 
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> ' riC"]COMMUNICATION"]SYSTEM ' 1 I I ' ) 

This-|projectiDuildsnoutnafibernoptic-|networkitonaIlitransmission-|Substations,including-| 

instaIlationinithenSunrise-|Powerlinkiinencorridor.nTheifibernopticTietworknwillTeplace-| 

agingnandiessTeliablencommunicationsitoisubstations-|thatiA/illnenablenadvanced-| 

protectionnand7nonitoring.T|ln-|the-future,it-|maynprovideiDackhaulncapabilitiesfonotheri 

SmartnGridncommunicationsnandndistributionnoperations.-m 

3.4.3.5 lOWiPDWERiWIDE^REAiCDMMUNICATIDNSiNETWORKi 

ThisprojectdDuildsiouttheiow 'speed,iownpoweriwirelessTietworknandiDackhauh 

connectivityitonenablenelectric-|T&Ditondeploynand"imonitorifaultncircuitindicatorsn(FCIs),-| 

and-|to-|performTequiredndailyTnanual7nonitoringnofiaviationiights.-nThenprojectiA/ilh 

supportnexistingnandTiewnaviationiights,ifaultncircuitindicatorsifonHigh-|Risk-|FirenAreas-| 

(HRFA),nandnothernFCIs.-| 

Benefitsincludeiji 

ffi Enhancedisituationalnawareness-forir&DTnuIti 'phasencircuitsn 

ffi OverheadnFCIncostisavings,TeducedTesponse-|timesin-|HFRA-| 

ffi Enhancedifireisafety-| 

ffi Eliminationnofncostlyimanualinspectionnofi530nexistingnand-futurenaviationiights.Tn 

3.4.3.6 SMARTiISOLATIONiAND'iRECLOSINGiTECHNOLOGYi 

Thisnprojectnappliesnoff'the 'shelfiimitedndischargenenergyitechnologypnithendistributionn 

system.nSensor 'equippedndevicesjeduceithenenergyiet WoughiwhenTeclosingintcnai 

distributioniinenwhichiswitchednoffidueitonaifault.TiBenefitsincludenenhancedisafety,-| 

reducednequipmentistress,improvednpowernqualitynand-|reliability.TiProtectivendevice-| 

coordinationisnalsonenhanced,nanditheitechnologyiprovidesnsystemnautomationnatn 

locationsnpresentlynoperatedTnanually.n 

1 
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I 3.4.4 INVENTORY OF OTHER SMART GRID INVESTMENTS j 

Innadditionitoithendeploymentsnandin 'flightinvestmentsndescribedinithisisection,-| 

SDG&EnhasnaTiumbernofibaselinenprojectsndesigned-|toisupportitsnSmartnGrid-|planning.Ti 

3.4.4.1 INTEGRATION1OF1INTERMITTENT1RENEWABLES1TRANSMISSION1 

PLANNINGiS" 

SDG&Eis-|undertakingna-|TransmissionnPlanningnStudyitondetermineitheimpactnof-| 

increasedievelsnofintermittentTenewablesnattacheditoits-|transmissionnandndistribution-| 

systems.-|TheistudyiA/ilhidentifyipotentialissuesnandinformTnitigationistrategies.Ti 

3.4.4.2 DEMONSTRATIONiOFiCOMPOSITEiCOREiCONDUCTORilNSTALLATIONi 

Thisnprojectisnandemonstrationnoficompositencorenconductorinstallations.irhese-| 

technologiesTnayiprovideincreasednpoweritransferncapacity,nandithusndecreased-|needsn 

fonnewitransmission.1tTnaynalsoTeducenenvironmentalimpacts.-| 

3.4.4.3 TRACKINGiANDi OCHARGINGf ACIliTIESi 

SDG&E+iasimplemented-aTewprocess-andicontro|-systemthatisintegrated-withiGIS-

capabilitiesitoitracknelectricivehiclencharginginstallationsiA/ithinithenSDG&Eiservice-| 

territorynand-|to7nonitornperformance.TiThisneffortisintendeditonensureithatithenelectric-| 

distributionnsystemisncapablenofnaccommodatingTiewncustomerioadsndueitonelectric-| 

vehiclencharging.iThisnprocessnandncontrolnsystemincludesnvehicleTegistrationnand-| 

identificationnprovided"|by-|theivehicleTnanufactureriand-|ECOtality,ithenelectrici\/ehicle-| 

infrastructureinstallernundenthe-|DOEifundednelectrici\/ehiclenprojectinnSan-|Diego.Ti 

Servicenordersissueditonoperatingndistrictsnrequirenevaluationnofielectricndistribution-| 

infrastructureifoncapacity,ngraphical7nappingnof-|theiocationnofitheTiewncustomerioad,-| 

andinstalling7nonitoringnequipmentnonnassociatedndistributionitransformers.TiThe-| 

consumption-|patternsnandioadingnofithenassociatedndistributionnequipmentiwilliDe-| 

monitored-|tonassessitheimpactnandnquicklyidentifynanyifacilitynoverloadsnorivoltage-| 
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problemsiandtakeicorrectiveiaction.T|Thisinformationiwilha!scnbeiusefuhfonassisting-| 

planningistudiesitoTnodelifutureimpacts.-| 

3.4.4.4 IMPLEMENTATIONnOFiSYNCHROPHASORSi 

lnn2007,nSDG&Eisuccessfullyncompletednanproject-|tointegrateisynchrophasondatainto-| 

thenoperationnof|thenState-|Estimatoriapplicationnon-|the-|Energy-|ManagementnSystem.Ti 

ThisnCEC Lfunded-|projecti/vasitheifirstnutilityimplementationndemonstrating-|thenabilityito-| 

useisynchrophasorsifonstatenestimationinnanworking-|EMS.Tilnn2009,nSDG&Eintegrated-| 

synchrophasondataintonanSCADAnapplicationi/vhichnprovidedTeal 'timenphasenanglen 

measurementsiDetweenitwo-|500-|kVisubstations,naIlowingiforifastensystemTestoration-| 

following-|500nkViinenoutages.Tilnn2010,nSDG&Einitiatednanproject-|toinstalh 

synchrophasorsnatnaIl7najoritransmissionisubstations-|foriusenatitheitransmissionievel.Ti 

This-|projectisnexpecteditoiDencompletediDyn2013.TiThenprojectnwillincludeTealitime-| 

collectionnof-|synchrophasondatanandnai\/isualizationnandnoperatorinterfacensystemito-| 

aidninTealitimenoperationsnofitheisystem.Tn 

3.5 CUSTOM ER1DATA1PRIVACY1AND1SECURITY1 

3.5.1 CUSTOMER DATA COLLECTION, S HARING, AND RETENTION ; 

Whatjlata is ~£DG& E powtollecting ? foryvhatpurpose is the tiata -freing xollected?7 

With yvhom yvill^DG&Eturrentlyyharethe tiata? fiowiong yvill15DG&Eturrentlyi<eep 7 

the tiata? 77 

lnnorderitonconducti3usiness,nSDG&Encollectsnand-|utilizesna-|broadTangenoficustomen 

informationn(e.g.,ncustomencontactinformation,nenergyiusageinformation,-|program-| 

enrollmentnandnparticipationinformation).iThenamountnanditypesnofinformation-| 

collectednhavenevolvednoventheiyears.-|Fonexample,7nanual,7nonthlyTegistenmeteri 

readsiA/erenonceitheTiormiDutnareTiowiDeing-|replacediA/ithnautomated,-|remoteTeading-| 

ofintervalndatan(hourlyforiresidential,-|157ninute-|forncommercial)-|multipleitimes-|penday-| 

vianSDG&E'snSmart-|Metensystem.-| 
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SDG&Encollectsncustomerinformationi3eginningi/vith-|thenaccountnset 'upYiservicen 

establishmentnprocessnduringiA/hichnpersonaIinformationisncollected-|tonestablishnand-| 

verifyYheidentitynof|thencustomenofTecordnaIongiwith-|premiseinformation-|tonensure-| 

thencorrectiinkageiDetween-|thencustomer,7netenandnaccountn(newlynestablished).-nThis-| 

informationisTtecessaryitonenableneffectivencustomenservice-foriDillingnandnoutagen 

notificationnandifoncustomencommunication,noutreachnandneducation-|purposes.Ti 

SDG&Encustomers'nprimaryprpreferredianguageisnaIsoncollectednand,inithencasenofi 

businesses,informationTegardingTesponsiblenofficersnofithencompanynandnothern 

businessispecificinformationncaniDencollected.-|lnformationTiecessary-|to-|runnancredit-| 

checknandito-|helpndetermineithencredit-|risknassociatednwithithenaccountisnalsoncollected-| 

innordentondetermineifna7neterndepositnwilliDeTequirednandnpremisenownershipnand-| 

landlordinformationisncollectedinnorderito-|enablensuchithingsnasn'revert-|tonowner'-| 

servicesn(innwhichiserviceisTiotinterruptednupon-|movenout,-|butTatheritransferred-|back-| 

toithenowner'snnameinnordento-facilitatenpropertynshowingnandifollow lonTental).Ti 

Additionally,information-|necessaryitondetermineneligibilityifonmedicahbaselinenoriife-| 

supportistatusisncollected.-| 

Once-|thenaccountisnestablished,ivariousndataisncollectednduringithe-|normalncoursenof-| 

utilityYransactionsisuchnasnenergy-|Usageinformation,-|billingnand-|paymentinformation-| 

and-|programnenrollmentinformation.-nThisncanincludeithencollectionnofnhousehold-| 

incomeinformationitondetermineneligibility-forivariousnutilitynprograms,isuchnasithe-| 

CalifornianAlternate-|Ratesifor|EnergyprGAREnprogram,ndemandTesponsenprograms-| 

(suchnasithenSummenSavernornairnconditioningncyclingnprogram)nandnenergynefficiencyi 

programs.TilnnsomencasesiA/hennanin lhomenenergyisurveyisnconducted,iveryidetailed-| 

informationia boutia-customer'spremisesisicol lectedincl udingtypesiandT um bersiof-

appliancesnandiighting,-fornexample.TilnformationisnalsoTnaintainedTegarding-| 

vegetation7nanagementnassociatednwithnSDG&E'sisystemiA/ithitree-|trimming-| 

informationiA/hichncannsometimesiDenassociatedi/vithncustomerpremises.-| 
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SDG&ETetainsinformationncollectednasTiecessaryitonefficientlynandneffectivelyifulfillits-| 

obligationitoiserveitsncustomers.Tn 

SDG&Eisharesicustomen'nformation-withthirdpartiesimtheiconductiofitsiDusiness.-

Thisincludesncontractorsnactingnonithenutility'siDehaIfi(e.g.,ifulfilling-|EnergyiEfficiency-| 

programnenrollment,-pARETecruitment,netc.)nandithirdnpartiesiwhomncustomersnhave-| 

designatedtoTeceiveinformatiorn(suchias-£ommission tertified-iEnergynService-i 

Providers,fornexample).-nThirdnpartiesnwithiwhomnSDG&Enhasnandirecti3usiness-| 

relationshipnareiDoundnbyistrictncontractualitermsnandnconditionsincludingTion L 

disclosureTirequirementsnand-|usageiimitations,nasnappropriate,nandithatnallowfon 

properTemediesTifthirdparty-actionsiso-warrant.-

^ 3.5.2 DATA ACCURACY AND RELIABILITY j 

Whatponfidence does fiDG&Efiave thatits data ispec urate vndreliable -enough fori 

the purposes for yvhich it yvas fjeing ysed? 77 

SDG&E's-|practicesnandnproceduresTegardingndatangathering,-|maintenancenandistorage-| 

arenaimednatnensuringitheintegritynofithatndataitoifulfill-|thenpurposeifonwhichitiA/as-| 

gathered.TPventimenandi/vhen-|newisystemsnorTulesnarenputin-|place,ithese-|practices-| 

andnproceduresnevolvenandnSDG&Eistrives-fornconstantnandincrementaHmprovement.Ti 

Duringithenaccountiset-|upnprocessnornothernprocesses,npersonallyiidentifiable-| 

informationi's-provided-and-verifiedib\ntheicustomer.7iCustomerpersonallyidentifiablei 

informationi(PII)ionotheHessisensitiveinformatiomthatisTequiredTtoicompleteia-utility-

andVnorncustomer|transactionn(e.g.,-|billing,-fieldnorder)includesisuchndatanasiservice-| 

address,-|billingnaddressnandnotherncontactinformation.TmAtitheitimeithenorderis-| 

completed,-|thenproperiservicenaddressnandnothernpremisenoncustomendataisivalidated-| 

againstithenutilityndataiDaseitonensurenaccuracy.Tn 

Customernusagendatan(foriDillingnpurposes)isncollectedivia-|thensmartTneter.irhe-| 

accuracynof|theismart-|meternhasiDeeniverifiedithroughitheismartTneter|testingnand-| 
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installationnprocess.-nThencustomenusagendatancollectedivia-|theismart-|meten 

communicationsnsystem7nay-|notiDencompleteifiaismartTneterfailsitoitransmitndata-| 

throughithenAMlTietwork.-nTypically,ithe7nissingndataiwilliDencollectedinnansubsequent-| 

readnattempt.nCollectedndataisnprocessedithroughitheivaIidation,nestimatingnandnediting-| 

(VEE)nprocess.iThenaccuracypfimonthIyiread-|datan(monthlynusageiDillednon-|theitiered-| 

structure)Tnust"ipassiseveralncomparison-|testsiA/ith-|the-|manualTeadnasnaivaIidationitest.Ti7 

lnnadditionito-|Pllnandnusagendata,notheriprocessesithatTelynonncustomendatangenerally-| 

havenchecksnandiDaIancesincludedn(suchnas-|multiplenemployeesinvolved),nandiA/hen-| 

possible,naisinglensourcenofithendataisnutilizedinnorder|tonensurenaccuracy.-| 

^ 3.5.3 PROTECTION AGAINST DATA LOSS OR MISUSE j 

Howjtoes £DG&E protect the jtata p gainst loss prjnisuse ? 7 

SDG&Enemploysnanrobustinformationisecurity-|programithatifocusesnonitheithreencore-| 

competenciesithatnoperateitogether|tonprotectnagainstndataiossnonmisuse:nGovernance,-| 

Engineering,nand"Pperations.-| 

ThenSecuritynGovemancenorganizationisitaskedi/vithncompanyisecuritynpolicynand-|policyi 

compliance,iwhichincludes-|thendraftingnand7naintenanceiDf-policynartifacts,nandnassures-| 

that-|thencompanyisinncomplianceiA/ithnalhrequirediegalnandnregulatoryicyberisecurity-| 

requirements;isecuritynawareness,iA/hichnensuresneveryiemployeenunderstandsnand-| 

executes-|theinrolein-|protectingncompanyinformation;nsecurityistrategyiand-| 

architecture,iwhichnoverseesitheifuturendirectionnofisecurityncontrolsnacrossithe-| 

company;iandthe-security-programioffice,-whichieadsprojectsthatimplementTew-

securityncontrols.ifhenGovernancenorganizationnalsoTnaintainsisecurityncontractuah 

languageithatisnusednduring-|negotiationsnwithithirdnpartiesitonensureithatifithe-| 

relationshipncallsifontheisharingnof-icompanyinformation,itheinformationisnadequatelyi 

protected.-! 
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ThenSecurity-|EngineeringnorganizationisTesponsible-forndevelopingnand-|maintaining-| 

companynsecurityistandardsnandTequirements,nandnensuring-|thatneveryTiewnproject-| 

adheres-|toneachnofithese.n 

FinaIly,ithenSecuritynOperationsnorganizationisTesponsible-for7nonitoringncompany-| 

networksnand-|systemsforpotentialncyber|threatsnandivulnerabilities,nensuring-|that-| 

vulnerabilitiesnarenquicklyiremediated,nandifithreats7nateriaIize,itheyiarencontained-| 

quicklyisoithendamagencausedisTninimized.-| 

^ 3.5.4 SHARING CUSTOMER IN FORM ATI ON AND ENERGY DATA] 

With yvhom does 1SDG& Exhare xustomerinformation xmdxnergydata xurrently?]A/ith 7 

whom fioes £DG&Ereasonably foresee xharing dot a in the iuture ? 77 

Thenquestionn"Withi/vhomndoesithenutilityisharencustomeriinformationnandnenergyidata-| 

currently?"nisnaddressedinisectionn3.5.1.-| 

Dependingionitheispecificidataielements,icustomer|Plliandiusageidataiwilhbeisharedi 

withithencustomer.nTheTustomerjsiableitoiaccessitheinspecificiaccountinformationi 

(includingiPII)iviaiSDG&E'siMyiAccount.T|TheicustomerimustihaveianiestablishediMyi 

Accountiog *11111 Diandipassword.TPustomeriusageidataiwilhbeiavailableitoicustomeri 

authorizedithirdiparties^ivenitheicustomer'siexpliciticonsent.TCustomeriauthorizedi 

thirdipartiesicouldibeinformationiserviceiproviders,ienergyiserviceiproviders,ienergyi 

managementiservicesiandiotherithirdipartyihomeiareaidevicesi(includingin *homei 

displays).nSDG&EiagentsiwhoiactionibehalfiofiSDG&Eimayialsoihaveiaccessitoicustomeri 

dataidependingioniservicesicontractedibyiSDG&Ei(e.g.,ienergyiefficiencyiservices,iow L 

incomeiprogramioutreachiandienrollmentJ.iiSDG&Eiwillialsoicontractiwithivariousi 

softwareivendorsithatiprovideion *tineipresentment,ienergyibillimanagementiandi 

analyticalitoolsithatTequireiaccessitoicustomeridata.nTheseithirdipartyivendorsiwillibei 

undericontract/licensedibyiSDG&Eiwithiappropriateinon *disclosureiagreementsi 

regardingicustomerirelatedidata.i 
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I 3.5.5 THIRD PARTY DATA USAGE PURPOSE j 

WhatploesfDG&Epnticipate is prwilihe thepurpose for which the third party will vse 7 

thetiata?7j 

Thenprimarynpurposeifoncustomenauthorizechthird lpartynaccessitoitheinusagendatais-|ton 

helpithencustomeriDettenunderstandnandncontrolitheinenergy-|Usage.-| 

^ 3.5.6 INFORMATION SECURITY AN D PRIVACY FOR SHARED DATA j 

Whatjaeasures pre prwilli>e employed t>y15DG&E to protect the security pnd privacy 7 

ofinformation pharedwith ptherpntities? 7 

The-|primary-|measures-|bynwhichnSDG&Enprotects-|thensecuritynandnprivacynofiinformation-| 

sharednwithnothernentitiesnareiviaithencontractualitermsnandnconditionsincludedinithe-| 

contractsibetweernSDG&Eiand-|theientities-|thatTeceiveithisinformation.-nSDG&E-| 

structuresitsnagreementsiwithithirdnpartiesnwithithengoaliDf-protectingncustomers'-| 

information.T|The-|Utility'snstandardnconfidentialityianguageincludesitheifollowing-| 

provisionsndesigned-|tonprotectncustomers'information:-| 

ffi SDG&EnusesnaiDroadndefinitionnofi"Confidentiahlnformation"itonprotectnaiA/ide-| 

rangenofinformation-|relateditoncustomers;n 

ffi SDG&Eiimitsivendors'nusenofisuch-OonfidentiahlnformationitoiDeisolelyifori 

purposesnofnperformingiservicesnunderiitsnagreementsn(i.e.,-[vendorsncannot-|use-| 

ConfidentiahlnformationiforitheirnowniDenefitnorncommerciahpurposes);Ti 

ffi SDG&ETequires-yendorsitoiuseTeasonable-security-proceduresiandpracticestoi 

protect-Oonfidentiahlnformation-fromnunauthorizednaccess,ndestruction,nuse,-| 

modificationnorndisclosure.-|Forithirdnparties,nonsiteisecuritynevaluationsTnayibe-| 

performeditonensurenappropriateisecurityncontrolsnareinnplace,nexceptinisome-| 

casesiA/herencurrentncertificationsn(e.g.-|ISOn27001)nperformediDynaccredited-| 

firmsnexistn 
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ffi nSDG&Enrequiresivendorsitondelivernorndestroynany-ConfidentiahInformation-|upon-| 

requestnjnandji 

ffi SDG&EispecifiesithatnconfidentialitynprovisionsTelateditoncustomer-Gonfidentiah 

lnformationTemaininneffectifonperpetuity.-| 

^ 3.5.7 LIMITATIONS AND RESTRICTIONS ON THIRD 'PARTY DATA ] 

Whatlimitationsynd restrictionsrvillEDG&Eplaceynthird faartyyseyndjetentionof7 

data -pndyn -downstream sharing ? 7 

SDG&Enhasiimitedncontractualncontrols,nenforcementnauthoritynorimposednpenaltiesnon-| 

customernauthorizedithirdnparties.Tilfithencustomerndirectsn(vianexplicitnconsent)nSDG&E-| 

tonprovideitheinspecificncustomeriusagendataitonaithirdnparty,-|thenndirectncontractuah 

relationshipnandnpotentiahbusiness-|transactionsnareiDetweenithencustomer'sithird-|party-| 

and-|thencustomer.-nSDG&E-|hasiimitednauthority-|tointerferenwithithencustomer'sithird L 

partyTelationshipJncludingthethird 'partynusenofithencustomenusagendatanandn 

potentialnsharingndownstream."nAtibest,nSDG&Encaniterminateitransfenoficustomen 

usagendataitonaithird"iparty-|ifithatithirdnpartyisndeemednan"badnactor".Tn 

EachivendornSDG&E-|Utilizesis-|requireditO"|haveitheirnagents,Tepresentatives,-| 

subcontractorsnandisuppliersifamiliariwith,nandnabideiDy,ithencustomernconfidentiality-| 

provisionsinitsnagreementsnas7noreifullyidescribedinitheTesponseitonquestionn3.5.6-| 

above.-|T3enerally-|speal<ing,-|thesencustomernconfidentiality-|provisions-|prohibit-|the-|UseiDr-| 

sharingnoficustomers'-Confidentiahlnformationifonanynpurposenother|thannperforming-| 

servicesifonSDG&Enunderitsnagreements.-nAdditionally,ithese-|provisionsinclude-| 

requirements-|to-|protectncustomerinformationnusingnreasonablensecurityTneasuresnand-| 

allownSDG&EitoiseekitheTetumnondestructionnofiany-Confidentiahlnformation.-| 
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I 3.5.8 ENFORCEMENT OF LIMITATIONS AND RESTRICTIONS j 

HowrvillEDG&E enforce thoseiimitationspnd restrictions? 7 

lnithencasenof-iSDG&E'sncontractual-|third-|parties,iimitations,Testrictions,nconditionsnand-| 

definedndamagesncannbeispecifiedinitheispecificncontractitermsnandnconditions.TiPen 

response-|ton3.5.7,nSDG&Enhasiimitednauthorityiwith-|regard-|toncustomenauthorized-|third-| 

parties.-nSDG&EiwillTequirencustomernauthorizedithirdnpartiesnadhereitonspecificndatan 

transfernprotocolsn(i.e.,-ppenADE/NAESB-|ESPIistandards,nSEP)itonensureisecurity-| 

encryption,ncustomenverificationnandndevicencompatibility.n 

^ 3.5.9 INDIVIDUALS' ACCESS TO THEIR DATA j 

How do individuals fiave access to the data about themselves ? 7 

Customer'snpersonallyidentifiableinformation-|(PII)ncan-|benaccessediDyithencustomen 

throughitheir-|MynAccount-|log lrniD,ibyicaIlingiSDG&E'sicustomencontacticenter,ionbyi 

visitingnonenofiSDG&E'siDranchnoffices.-| 

I 3.5.10 AUDIT, OVERSIGHT, AND ENFORCEMENT MECHANISMS 1 

Whataudit, pversightandpnforcementrnechanisms does £DG&E fiave in place to 7 

ensure that theytilityis following its awn rules? 7 

AsiaiCaliforniaiutility,-SDG&EisisubjectitoTnultipleichecksTandiDalancestoiensureitisin-

compliance-withitsinternal~policiesiand~procedures.-SDG&E+iasputin~place-severah 

mechanismsitonprovide-governance,noversightnandnenforcementnofisecuritynandnprivacyi 

controls.-|Fonexample,nSDG&EnusesiDothinternalnandnexternahmechanisms-|tonprovide-| 

oversightnovensecuritynandnprivacyicontrols.-| 

lnternally,-|theseincludenanSystemnDevelopment-|Lifecycle-|Methodologyithatinjects-| 

securitynandnprivacyTequirementsnearlyinnanprojectitonensureithenprojectiA/illncomplyn 

withinternalnpoliciesnasiA/ellTegulatoryirequirements.-|This7nethodologyisnalsonusedito-| 
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testplannedxomponents-fonsecurity-vulnerabilitiesinTewinfrastructureitcryerifyithatn 

securitynandnprivacyTequirements-|haveiDeen7net.-| 

SDG&EisecuritynandnprivacyicontrolsnarenalsoTegularlyTeviewediDynancorporateinternah 

auditndepartmentithat-|reports-|tonSempra-|Energy's-|BoardnofiDirectors.iThisintemaInaudit-| 

organizationnusesithencompany's-|securitynpolicy,Tequirementsnandindustry-|Standardsito-| 

verifyithenstatenofisecuritynandnprivacyicontrolsnandTnakes-|recommendationsitoimprove-| 

whennnecessary.n 

Externally,nSDG&E-|usesindependentithirdnpartynauditorsnandnprofessionalisecurity-| 

control-|testingnorganizationsitonenhanceitsnperspectivenofnhowi/vellitsnsecuritynand-| 

privacyicontrolsnareTneetingnexpectations.-| 

FinaIly,nSDG&EisTegularlynauditedi3yindustry-governancenorganizations,isuchnasithe-| 

NorthnAmerican-|Electric-|Reliability"Gorporationn(NERC),-|tonensurencomplianceiA/ith-| 

specif icnsecurityncontrols.n 

i 

3.6 CONCLUSION! 

SDG&E'sncurrentinvestmentsnandnpracticesnhavenbeennundertakernbecauseitheynare! 

clearlynaligned-|tO!policyicompliance,!providing!Customer 'valuedncapabilities^ndn 

maintainingnSDG&E'snnetworknefficiency.-nTheyiareintendeditoisupportnSDG&E'sivision! 

fonSmartnGrid,!while!maintainingisufficient!flexibility!toTespond!tO!emerging! 

requirements.nSDG&Enhasnbeeni/vorkingifonsome-itime-itonbuilditheY'Utilitynofithe! 

Future/'-nThenenhancementsitiiasnmadeiA/illnensure-ithatitncontinuesitonattainithe! 

highestTeputationforireliabilitynwhilenlookingnoutYoriitsncustomers'nbestinterests,! 

includingtheprivacyTofxustomers'personallyidentifiableinformation.Tii 
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4.1 INTRODUCTION! 

SDG&E'snSmartnGridnDeploymentistrategyifocusesnonnempoweringncustomersiwitlri 

technologynandiservicenchoices-ithatTnaximizeitheirncomfortnandnconvenience^hilenalso! 

maximizingitheivaluenofitheirnenergynandnprotectingithenprivacynofitheirnenergynusage! 

andnotherpersonalndata.TiltnembracesithenevolutionnofithenSmartnGridnbynmaintaining! 

systemnreliabilityiA/ithiself lhealing16iandTesilient!capabilities,!while!alsoincorporating! 

increasingievelsnofTenewablenenergyifromncentralizednandndistributedintermittent! 

resources.-nThenSmartnGridnplatformndescribedinithisnplanisupportsnCalifornia'snemission! 

reduction^oalsnbyintegratingTenewableTesourcesnandiargeTiumbersnofiPEVs^hile! 

alsoTnaximizingithenefficiencynandnmaintainingitheisecuritynofithenelectricitynand! 

informationinfrastructureithatiservesithenSannDiegoTegion.TiThisnSmartnGridnplatform! 

willnempowerncustomersiA/ithnopportunitiesitoincorporatenmultiplenoptionsiforndemand! 

response,nenergyiefficiency,^eneration,!and!StorageintO!existing!and!future!energy! 

markets.-nSDG&E'snSmartnGridndeploymentneffortsnasnaiwholeiwillisignificantlyTContribute! 

toitheTeductionnofithenenvironmentalifootprintnofielectricity^enerationnandndeliveryin! 

theTegionnbyintegratingTenewableTesources,!electric!\/ehicles,!and!Other!technologies! 

thatnwillnassistinithenavoidancenofiemissionsnassociatednwithitraditionalisolutions.Ti 

InndevelopingitsnSmartnGridnDeploymentnPlan^DG&E'sistrategyiA/asitonengage! 

employeesnandnanbroadncross 'sectionnofistakeholdergroupsifromnacrossitheiservice! 

territoryin!thenprocess.-nSDG&E's!Outreach!Sought!and!receivedinput!from!Overi25! 

organizationsTepresentingnanwideivarietynoficustomerinterests^includingnmunicipalities,! 

regionalnorganizations,industry,nandnacademia.TiFollowingnaiframeworknderivedifrom! 

thenNISTnSmartnGridnConceptuahModel^nlChdomainiteamsiednbynSDG&Endirectorsnand! 

16nAiself'healing-gridisioneithatiautomaticallyi'econfiguresiviaiautonomousiswitchingioperationsini 
responseitoiaisystemifaultiimprovingilocalTeliability.i 
17-fittpi//c.ollaborate.nist.gov/twiki 'sggrid/bin/view/SmartGrid/SGConceptyalModeti 
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executivesifromnacrossithencompanyndeveloped-|perspectivesnand-|plansithatnwereithen-| 

integrateditogether.TiltsistrategyiforiSmartnGridndeploymentincludesnongoingnefforts-|to-| 

furtherintegratenSmart^3ridintoncompanynplanningnandnoperations,nanditoncontinue-| 

engagingnSDG&E'snstakeholdersinnordentonaIignithenutility'snplans-|toitheinpnorities.Ti 

BecauseithisnSmartnGrid-|Deployment-|Planis-|basednonnSDG&E'si3estnestimatesnofi 

inherentIynuncertainnoutcomes,nSDG&Eintends-|tonadaptively7nanage,Tevise,nand-| 

updateithisnplannonnannongoingiDasis,itonensureithatitnevolvesnasncustomers,-| 

stakeholders,technologies,nandiservicesnevolve.Ti 

SDG&E'snSmartnGridnstrategyTestsnon-|threenpillars:-|policy,ncustomerivaluenandnpilots.-| 

WhilenstatenandifederalnpolicyifrequentlyndrivesnSmartnGriditechnologyTequirementsn 

andinvestments,7naximizingithencustomer'snenergyi\/alueiDyienhancing-|theinenergyi 

experiencenandisupportingitheirnpreferencesisithencriterianagainstnwhichnallTiew-| 

technologyiinvestmentisnevaluated,neveniA/hereit-|isTequireditoncomplyi/vithnstatenori 

federalpolicies.-Whilepolicy 'driveninvestmentndecisionsnarenalwaysnevaluated-fon 

least tost/best Lfit,npotentialncustomernandisocietahbenefitsnarencalculatednasiA/ell.Tiln-| 

otherncases,itisncustomerivalue,iA/hereithenprojected-|benefitsnoutweighithencostsnori 

whereitheinvestmentis-|necessaryitoneffectivelyncommunicateiA/ithncustomers-|that-| 

drivenSDG&E'sndeploymentistrategy.-nThenpilotingncomponentnofiSDG&E'snSmartnGrid-| 

strategyiisnemployednasna7nechanism-|to7nitigateTisknandndetermine,nprioritoifulh 

deployment,iA/hetheritheitechnologyinvestmentiA/illndeliveritheiDenefitsnanticipated-| 

andnwithinithencostsnprojected.n 

SDG&EiDegan-|makingtoundationah"smart"nutilityinvestments7nanyiyearsnagoneven-| 

prioritonSB-|17'snenactmentnandiDeforeithe-GommissionnorderednutilitiesitoifilenSmart-| 

Grid-|Deployment-|Plans.-nAsnaTesult,itsnSmartnGridistrategyisnalsoiDasednonnexperience-| 

anditheibest-practicesintechnologyievaluation-andintheimplementationit-has-

developednandisncontinuallyTefining.-nSDG&EisnalsonpositioneditoiDuildncost 'effectively! 

on this-foundationalplatform~byieveraging~priorin vestments-)'n-AM I,TOpExT20/2Chand-

othen'nfrastructure.TTheseprion'nvestmentSTareiconsistentiwithitsTSmart-Grid-strategy-
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becauseitheynhelpithenutilityndelivencustomernvaluenbynsupportingitheirnpreferenceiton 

adoptndistributednsolarngenerationnand-|PEVsnaheadnofithe-|nationalncurve,nand jrieetn 

SDG&E'sncommitmentitonachieving-|Statenandfederahpolicynobjectives.TiLastIy,nSDG&E's-| 

strategy-forinteroperabilityiA/illiDeiDasednonithenusenofppenistandardsiA/herenpossible-| 

andnwillnavoidnstrandedncosts-|throughnpilotingTiewitechnologiesitonensureitheyimeetithe-| 

utility'snSmartnGridTequirements.n 

AsnSDG&Eitransitionsitona-|smartergrid,7nuchnofitsnpowerndeliveryinfrastructurenand-| 

customernexperiencenandnservice-focusnwillTemainithensame.T]However,itheiA/aynSDG&E-| 

managesithe-gridnanditheitypesnofiservicesitnprovidesnwillnchangeisignificantly,iA/hich-| 

willncauseitheivaluenofiservicesnprovideditoncustomersitoincrease.TiTheintegrationnof-| 

digitahcomputingiandicommunications-|technologiesiwilhbeitheibiggestienablenofithis-| 

transition.TiThisisectionnofiSDG&E'snSmartnGrid-|Deployment-|Planndescribesithe-|utility's-| 

strategy-forTnakingitheinvestmentsithatiA/illTnakeithisnpossible.-i 

SDG&E'snSmartnGrid-|Deployment-|PlannStrategyiA/illi3end riven,iniargenpart,iDyithenpace-| 

ofnchangeinitsncustomers'nexpectationsnandndecisionsn(e.g.,ndistributed-generation-| 

deployment,-|PEVngrowth,nusenofiafter lmeteriautomation,netc.).-nSDG&E'sistrategic-| 

frameworknplacesnatopnprioritynonfulfillingistatenandfederalnpolicynobjectivesnand-| 

requirementsn(e.g.,nensuringitheisafe,isecurenandTeliablendeliverynof-ielectricitynatiust-| 

andnreasonableTates^ndncomplyingiA/ithnothenstatenand-federalnpolicyTequirements).1 

18-nThe-|utilitynwillnalsoncontinueitoiA/orkncollaborativelyiA/ithncustomersnandnothernkeyi 

stakeholdersitoncreateitheifoundationifonaninnovative,nconnectednandisustainable-| 

18 In this Smart Grid Deployment Plan, SDG&E categorizes investments as either necessary to achieve state 
and federal policy objectives or as warranted by the value the investment would create for customers. The 
term "Policy" as used in this Smart Grid Deployment Plan is distinct and distinguishable from the concept of 
"policy-driven" investments as used by FERC-jurisdictional transmission operators such as the CAISO; as 
used herein, the term "Policy" includes investments necessary to ensure reliability and safety as well as 
other investments necessary to comply with SDG&E's obligation to serve, regulatory compact with the state 
of California and ratepayers, and other federal and state-imposed utility obligations.! 
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19 energyifutureinnaTnannenthatTnaximizes-|customenvaIue,isnaIignednwithnSB-|17ngoaIs ,~\ 

maximizesinteroperability,isisecure,nandnsupportsncustomerndata-|privacy.Ti 

Consistentiwith-|theTequirementsnofiD.10 '06 ̂ 47,TSDG&EincludesinthislSmartTGridi 

Strategy-pectionnandiscussionnofithefollowingn 

ffi How-|thenutilityi/villnensurenournSmartnGridinvestmentsndeliverivaIuenadded-| 

servicesnandiDenefitsitoncustomers;n 

ffi How-|thenutilityi/vilhprioritizeitsitechnologynevaIuationnandndeploymentneffortsito-| 

meetithengoaIsndefinedinnSenate-|Bilhl7nandnpromoteithengoaIsnofnGenerah 

Order|15620;Ti 

ffi Howitheiutilityiwilhevaluateiwhethenusingiexistingicommunications-| 

infrastructurencan-|reduceithencostsnofndeployingithenSmartnGrid;-| 

ffi Howinteroperability-|StandardsiwilliDe-|Used;Ti 

19iThese goals are to achieve the following benefits: 

ffi Be self-healing and resilient; 

ffi Empower consumers to actively participate in the operations of the grid; 

ffi Resist attack; 

ffi Provide higher quality of power and avoid outages; 

ffi Accommodate all generation and storage options; 

ffi Enable electricity markets to flourish; 

ffi Run the grid more efficiently; 

ffi Enable penetration of intermittent power generation resources; 

ffi Create a platform for a wide range of energy technologies and management resources; 

ffi Enable and support the sale of demand response, energy efficiency, distributed generation and 
storage into wholesale energy markets as a resource, on equal footing with traditional generation 
resources; and, 

ffi Significantly reduce the total environmental footprint of the current electric generating and delivery 
system in California. 1 

20 General Order 156 is intended to increase utility procurement from women, minority and disabled veteran 
business enterprises' (WMDVBE) in all categories.! 
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ffi HowiSDG&EiA/illTninimize-|theTisl<nofistrandedncostsinncasesnwherenconsensus-| 

standardsnarenevolving;nand,n 

ffi Ournplansifonadoptingnandndevelopinginteroperablenarchitecturendesignediton 

protectithenprivacynoficustomerndata.-| 

4.2 STRATEGIC1DECISION1MAKING1PROCESS1 

SDG&E'snSmartnGridivisionnprovidesnansensenofidirectionnand-guidancenandnprovidesna-| 

viewnofithendesirednend-|State.nWhileTiot7nandating-|specificitechnicaI-|Solutions,ithe-| 

utility'sivisionnaIlows-flexibility-|regardingithenevaluationnandnadoptionnof-iemerging-| 

technologies.-|ThisnapproachisncriticaIisinceindustryndriversnanditechnologynare-|rapidlyi 

evolvinginithenSmartnGrid-|spacenanditisndifficultitonadequatelynevaluatenandnprojectithe-| 

technologiesithatnwill7nostiikelyibenadoptedi3yncustomers.nAccordingly,nSDG&E's-| 

strategyisndesignedito-|maximizenSDG&E'snabilityito7nakeitheTightnSmartnGrid-| 

investmentsifoncustomersnatithe-|rightitime,iA/hileTecognizingithat-|technologyisnaIways-| 

changing.-! 

SDG&E'snSmartnGrid-|Deployment"|Planisndesigneditonensureithatithe-|utilityTfulfillsnstate-| 

and"federalnpolicyngoals;iA/orksiA/ith"|keyistakeholders-|toncreateitheifoundationifonan-| 

innovative,nconnectednandisustainablenenergyifutureinna-|manner|thatisnalignediA/ithnSB-| 

17ngoals;7naximizesinteroperability;TninimizesTisk-|throughnappropriatensecurity-| 

controls;nandnensuresncustomendatanprivacy."m 

lnnorderitondo-|thisnsuccessfully,nSDG&Eitakesnaistrategicnapproachito-|technology-| 

evaluationnandnadoption.itisfirst-|necessaryitonunderstandithendifferent-|kindsnof-iSmart-| 

GridinvestmentsithatncouldiDe-|pursued,nhowitheynwouldnoperatenacross-|theivarious-| 

SDG&Ei3usinessnprocessesnandifunctions,itheistatenandncostnoficurrentitechnology,ithe-| 

benefits-|thatncouldiDenachievediwithnanyngiveninvestment,nandiwhethernaninvestment-| 

isTiecessaryitoncomplynwithistatenand/orfederahpolicies.-nThisnapproachncaniDe-| 

summarizednasitheifollowingisteps:-| 
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1. ldentifynapplicable-federaInand-|stateiaws,Tegulations,nandnpolicies.n 

2. IdentifynoptionsithatncouldTneetithoseTequirements.Ti 

3. Determineitoiwhatnextentithosenoptionsnaidin7neetingithoseTequirements.-| 

4. Determineitoi/vhatnextentithosenoptionsnenhancencustomenvaIue.-| 

5. SelectisolutionsiDasednonitheirfititonpolicyTequirements,ncostneffectiveness,nand-| 

customenvalue.n 

lnnorderitonensureithatnSDG&Enhasna-|robustnunderstandingnof|the-|universenofpotentiah 

SmartnGridinvestmentsnandnapplicationsnand-|thenpotentiaIneffectsnonnSDG&E,-|thenutility-| 

considersnaTiumbenofioutsideisources.T|TheseisourcesnareisummarizediDelownand-| 

discussedinngreatendetailin-|theisectionsithatifollow.-| 

ffi The-|U.S.-|Departmentnof-|Energy lfundednSmartnGrid-|Maturity-|Modeln(SGMM)i--| 

ThenSGMMnhasnassistednSDG&Einisettingnstrategicnprioritiesnandnallowedit-|to-| 

driveitonancommoninternaInunderstandingnofiindustryitenets.T|This-|modehhelps-| 

SDG&Enunderstandithenstagenofiitsncurrentitechnologyiinvestmentsnanditsn 

aspirations.-! 

ffi The-iU.S.-iDepartmentnof-iEnergy'siDOE'sJ-iModernnGridnVision-ihSDG&EiDelieves-i 

that"|thisnalignmentisncrucialitonadoptingnanCaliforniai\/iewithatisnconsistentiA/ith-| 

theifederaliviewnandnallowsnSDG&Enandnother-Galifornia-|utilitiesnaccess-|to-| 

solutions-|thatiwilliDendevelopednearlierndueitonconsistentTequirements-| 

nationwide.-nThisnalsonensuresithatnSDG&Eisisupportingnandnalignedito-| 

interoperabilitynandisecuritynstandardsiA/hileTneetingindustry Widencustomen 

privacyiexpectations.Ti 

ffi Defining the fat h way to thefaliforniafmartiSridTDff02ChL5DG&.E^Nasn3rkeyi 

contributorito-|this-|reportied-|byTthe-|Electric-|Power|Research1nstituten(EPRI)nand-| 
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fundednby-|the-CalifornianEnergy-pDmmissionn(CEC).21TiThisieffortnresultedinia-| 

highievehvisioniandToadmapithatithe-|three-Ca!ifornia1nvestorPwned-|Utilities-| 

(SDG&E,nSCE,nand-|PG&E)nsupportednandnadopted.TiMoreimportant,ithe-|EPR|-| 

report-provided-aiusefulTeference-fonSDG&Eimtheidevelopmentnofitsiown-

deployment"iplan.-| 

ffi The-|NationahInstitutenofiStandardsifechnologyn(NIST)-|hThenprojectsidentifiedin-| 

SDG&E'snSmartnGrid-|Deployment-|Plan-|Roadmapnwereidentifiedi3yifollowing-|the-| 

NISTnSmartnGridnconceptual7nodelnandiframework-|tonachievenaiDroad-| 

perspectivenonithisnSmartnGridnDeployment-|Plannandito-|understand-|the-| 

implicationsnofiSmartnGridinvestmentsnacrossithencompany.TiMorenspecificaIly,-| 

SDG&EiformediteamsnofinternaInexpertsispecificitoneachndomain.irheseiteams-| 

firstidentifiednprojectsnalreadyibeingnconsideredithatTnightneitheriDenSmartnGridn 

projects,no ncontainnelementsithat7nightiDenconsiderednSmartnGrid.-nThen,-|the-| 

teamsidentifiednadditionaInpotentialnSmart-|GridnprojectsTiecessary-|toncomplyi 

withnthenutility'snobligationntoiservenasncustomers'Tieedsnandnapplicationsnchange-| 

and/onthosenwhichnarencost lbeneficiaInandnwouldnfurthenthenobjectivesnofiSB-|17,-| 

customersnandnotheristakeholders.-nThesenteamsiscreenednoutnprojects-|thatnare-| 

notiA/orthypfipursuitnatnthisntime,nandnprojectsnunderwaynornplannednthatnwere-| 

notidentifiednasn"SmartnGrid".TiThenprojectsnwithTrierit-|thatnwereidentified-|byi 

thosenteamsnareincludedin-|thisnSmartnGrid-|Deployment-|Plan.-nThisiA/asTiotna-| 

one Ltimenprocess;nSDG&EnwilIncontinuento7nonitorntheTnarketnandnsolicitinput-| 

fromncustomersnandistakeholders,nand-|the-|utilityiA/illnadaptnandTnodifyitsnSmart-| 

Grid-|Deployment-piannasnchangingncircumstancesnwarrant,innthensamenway-|that-| 

thisnSmartnGrid-|Deployment-|Planis-|notnaiA/hollyinewnconstruction,i3utnadapts,-| 

modifies,nandi3uildsnonnSDG&E's-|previousnplansnforndeployingTiew-|technology.-| 

21iThisireportihasinotibeenpublishediasiofi\/layi2011,iandisiexpecteditoi3eipubliclyiavailableiinithei 
second+ialfnof-2011.-
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SDG&E'snstrategicndecision Wiakingnprocessnalsonconsistentlynappliesithenutility'sn 

evaluationiframeworknofienhancingncustomerivaIuenandndeliveringncustomeriDenefits-| 

whilencomplyingiwith-|Statenand-federalnpolicy,iwhichisnexplained-furtherinithefollowing-| 

section.Ti 

TonaddressitheTapidndevelopmentnof-idigitaIitechnologies,nSDG&Enhasndesignedna-| 

technologyiselectionnprocessithat-|recognizesnpilotnandifieldnevaluationnasnanintegrah 

partnofitechnologynevaluation.-nSDG&Eiwillinvestinitechnologiesithatiworkforits-| 

customersnandnonnitsisystemnandiA/herenadequatenprotectionnexistsitonprotectncustomen 

privacynandndataisecurity.-nWhereTiecessary,nSDG&Enwillnconductnpilotsitonensureithat-| 

newitechnologiesTneetitheseTequirementsnpriontonanwide 'scalendeployment.Ti 

California,i/vithitsnambitious-|renewablenandnenvironmentaIngoaIsnand-|technologyisavvy-| 

consumers,7novesnSDG&Eintonannearly-|technologynadopterTole.-nAsithenquantitynofi 

both-|bulknandndistributedTenewableTesourcesncontinues-|toincreasenonnSDG&E'sn 

system,nSmartnGriditechnologiesnare-|needed-|to7nitigateitheimpactnofvariabilityiA/hile-| 

maintainingnand/orimprovingTeliableiserviceitoncustomers.-nSDG&Eincorporates-|the-| 

supportnofithese-goalsinithencriteriaithatitnuses-|tonevaluatenSmartnGridinitiatives.Ti 

SDG&Eiwillncontinue-|toisupportnGeneralnOrdenl56inithensupplieriselectionnprocess.Ti 

Supplierndiversity-|isnembeddedinithencompanyiDNAnandit's-|howithenutilityndoesn 

businessneverynday.-fiSDG&E-|has-|beenna-|leaderiwithinithenCaliforniaiOU'sinndelivering-| 

resultsnandinn2010nprocuredn36npercentnofits-goodsnandnservicesithrough-|Diversen 

Business-|Enterpriseivendors,nconsultantsnand-|manufacturers.-nSDG&Enwillncontinueito-| 

championnandistriveitonexceedithen30-|percentngoalifonDBEneligiblenpurchasesnacross-| 

everyisegmentnofithenorganization,includingncapitalnprojectsnandnothenmajorinitiatives.Ti 

Additionally,nSDG&ETequestsits-|primencontractorsitoisubcontractn30npercentnof-icosts-|to-| 

diverseisuppliersnandnSmartnGridnprojectsnareTiondifferent.Tn 

SDG&E'sndecision 'makingistrategyiprovidesia-iflexibleiframeworkithatidoesTiotTestricti 

SDG&Eito-|theistatusnquonori"asis"nprocesses,-|butTathernenablesititonadaptivelyTnanage-| 
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SmartnGri dinitiativesnasnpolicies,technologies,nandncustomeriDehaviorsnevolve.-nThis-| 

flexibilityiA/illnallownSDG&Eito7neetnonenofithe-Gommission'sTequirements:ithatits-| 

SmartnGrid-|Deployment-|Planisn"adaptable-|tonchange."-| 

4.3 SDG&E'SiSTRATEGICiPRIORITIESi 

As-|mentionednabove,nSDG&E-|hasnsettwonprioritiesnatthenheartnofiitsnSmartnGridnplan,-| 

complianceiwithistatenandifederalnpolicyTequirementsnandnabilityitondelivernenhanced-| 

customerivaluenandncommunication.nSDG&Enassessesnprojectsnaccording-|toitheinsupport-| 

ofithese-|priorities.-nSDG&EnwillifirstnprioritizeitsnSmartnGridinvestments-|based,-| 

primarily,noni/vhether|theynare-|necessaryito-fulfillistatenandifederahpoliciesisuchnasnon-| 

theirnalignmenttvithnSB-|17ngoals.-fiAdditionalnprojectstvilliDenprioritizediDasednoninput-| 

fromncustomersnandistakeholdersnandnoniA/hat-itheyivalueithengreatestnandnagainstnothen 

importantncriteriaisuchnas-|DOE's-|ModernnGridi\/isionnandnonitheirnabilityito-|helpnSDG&E-| 

fulfillitsnownnSmartnGridivisionnof-icreating-|theifoundation-fornaninnovative,nconnected-| 

andnsustainablenenergy-futurein-|thenSan-|DiegoTegion.Tn 

4.3.1 STATE AND FEDERAL POLICIES ; 

Statenandifederalnpolicies-|requirenandnSDG&E'sncustomersnexpectitheisafe,nsecure,nand-| 

reliablendeliverynofnenergynatiustnandTeasonable-|ratesnasi/vellnasitheTealizationnofistate-| 

energypolicyngoals.-nSDG&Et/iews-|thesenasnutilitynobligationsnandnastopnprioritiesin-| 

makingnSmartnGridinvestments.Ti 

Severalistatenand-federalnpoliciesndrivethisnSmartnGrid-|Deployment-|Plannanditsnurgency.Ti 

Theyincludeithe-|RenewablenPortfolionStandardn(SBnxln222);ithe-GalifornianSolarinitiative;-| 

AB'32,hhe-California-Global Warming i>olutionsfict,-erte]rgy-eff\c\ency-po\\c\espartdi 

reliabilitynandnsecurityistandardsisetiforth-|byiNERC-iand-|FERC.-nAdditionalndiscussionnofi 

thesepol iciesisint he-Road mapisection.-

22iSenateiBilli2,ilsttxtraordinaryiSession,ireferredito-hereiniasiSBixli2i 
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Dueito-|newnoperationaInchaIlengesnposedi3yintermittentndistributedngeneration-| 

resources,nautomatedndemandTesponseTequirementsnandisignificantincrementaHoad-| 

from-|PEVs,-|the-|needforitimelyinvestmentsitonensureithatnexisting-|serviceievelsnare-| 

maintainedisnparamount.-nAbsentitimelynSmartnGridinvestments,na-|numbernofitrendsin-| 

SDG&E'snserviceiterritorynarenexpecteditondegradenserviceievels.nSDG&EiA/ilhprioritizen 

itsiSmartiGridinvestmentsibased,primarily,pniwhetheritheyiarepecessaryitopomplyi 

withistatepolicies,includingitheprovisionpfisafeiandireliableiserviceiandieffectivei 

communicationpfinformationitoicustomersTegardingitheirienergyiuse.T|Foriexample,ifi 

rapidpenetrationpfidistributedT*enerationpniaparticularpircuit,prinia-giverriregion,i 

necessitates-SmartiGridinvestmentstoTriaintainTeliability,-SDG&Eiwillplaceits+iighesti 

priorityionimakingithoseinvestments.-nTheisameisitruepfinvestmentsithatimayibei 

necessaryitoiaccommodateiPEV-growthinitheifutureiwithoutiadverselyimpactingi 

reliabilityitoicustomersiandinvestmentsinecessaryitoiempowericustomersTegardingi 

theirienergyiuse.Tn 

SDG&E'sistrategyinimakingitheinvestmentsinecessaryitoiaddressithesepolicy 'driveni 

situationsisitoiensureithatitheiutilityiunderstandsitheicostsiandibenefitspfialhpotentiah 

solutionsiandimplementsitheimosticost Wfectiveimeanspfiensuringicontinuedisafeiandi 

reliableielectricityiservicepnithisiDasis.TSDG&E+iasi'dentifiedi'nits-Smart-Gridi 

DeploymentiPlaniRoadmapitheimosticost tffectiveimeansitoimaintainisafepecureiandi 

reliableideliverypfienergyithatiwilliaddressitheichangesitisiseeinginitsiservicei 

territory.i 

lniadditionitoTeliabilityiandisecurity,iSDG&E'sprogramsiaroundiRenewableiGrowthiandi 

ElectriciVehicleiGrowthiwillihelpiachieveiSDG&E'sivisionpfibeingitheifoundationiforiani 

innovativeponnectediandisustainableienergyifutureiniitsiserviceiterritory.-nThesei 

investmentsiwilliallowiSDG&Eitoiapplyitechnologiesithatiwilhmitigateianticipatedi 

operationahchallenges.nSDG&Eiappliesiappropriateprojectplanningprinciplesitoi 

ensureitispursuingtheieast tost,"best titisolutionsTthatrrieetisystempeeds.n 
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lnnaddition,nSDG&E'siA/orkforcendevelopmentnprogrami/villnensureithatit-|has-|the-|right-| 

workforcenandnskillsitoisupportithesenchanges,iA/hileitsnSmartnGrid-|Research,-| 

Demonstration,nand-|Developmentn(RD&D)nprogramiwillnenableititonevaluatenandnpursue-| 

newisolutions.Ti 

SDG&Enappliesnappropriate-|projectnplanningT3rinciplesitonensureitis-|pursuingitheieastL 

cost,nbest lfitisolutions-|thatTneetisystem-|needs.Ti 

14.3.2 CUSTOMER -VALUE j 

SDG&E'snprioritiesifonpursuingiadditionahSmartiGridinvestmentsiwilhbe-|basediornthe-| 

pacenoficustomernadoptionnofvarious-|technologiesnandnaiDusinessncaseithatndefines-| 

anticipatedncostsiDaIancingithesencostsnagainstitheincreasedncustomerivaIuencreated,-| 

safety,nstatenandifederahpolicies,Tneeting-|mandated-|regulatoryrequirements,-| 

maximizingncustomerivaIueiDasednoninput-fromncustomersnandistakeholders,-|protection-| 

ofndatanandifacilities,-financialiDenefitnandnaIignmenti/vithnSB-|17ngoaIsnandithe-|DOE's-| 

ModernnGridivision,nandnwhereinteroperabilitynandndatansecurityncaniDenassured.Ti 

Prioriinvestments,isuchnasnAMI,nhavencreatedna-|platformithatnenablesiDetternand-|more-| 

effectivencommunicationnwithncustomers.TilnitheisameiA/ayithatnSDG&ETnustneffectivelyi 

communicate-withicustomersi'nitheirjanguageiof-preference^'tTnustieffectivelyn 

communicateiA/ithitsncustomers-|throughnandnaboutnnewitechnologyiapplications-|that-| 

haveiDeennenabled-|by-|thenSmartnGrid-|platformnaIreadyncreatedithroughnprevious-| 

investments,neven-|thoughitheivaIuenofithatncommunicationTnayiDendifficultitonquantify.Tm 

AsndescribedinithenSmartnGridnVisionisection,nSDG&E-|has-|reachednoutitoncustomersnand-| 

aTiumbenofpthenkeyistakeholdersiforiinputintoithendevelopmentnof-ithisnSmartnGrid-| 

DeploymentnPlan.-nSDG&Eiwilhcontinueitoincorporateithe~|inputiandiviewsiofits-| 

customersintonSmartnGridncapabilities,nSmartnGridinvestment-|prioritiesnandispecific-| 

SmartnGridnprojects.Tilnnorderitonobtainncontinuedinputifromncustomersnand-| 

stakeholders,nSDG&Eintends-|tonproactivelyidevelopnaTnethodologyitoncontinuenan-| 
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ongoingndialogueiA/ithncustomersnandnotheri<eynstakeholders.TnAdditionaIly,nSDG&EiA/ilh 

formnaistakeholdernadvisorynpanelnandnholdTegulandiscussionsitoiDetteriunderstand-|the-| 

prioritiesnandndesiresnoficustomers^hoishouldiDe-ithefocusnofitheseinvestments.Ti 

DuringithesendiaIogues,nSDG&Enplans-|toisolicitinputnandTecommendations-|tonensure-| 

thatitsnSmartnGridncapabilitiesnandinvestmentsnareifocusednonnareasithatncustomersn 

value.m 

14.3.3 PILOTS] 

SDG&E's-|programnareasndevelopncapabilitiesithat-|requirena-|rangenofitechnicalisolutions,-| 

somenofiwhichnarennascentnandistillTnaturing.-|lnnsomencases,-|therenarendifferent-| 

technicalisolutionsithatncouldisupportitheisamencapability,nsuchnasndifferentnstorage-| 

solutions-|tonaddressTenewableintermittency.-nSDG&E'sistrategyis-|to-|Utilizenpilots-|to-| 

vigorouslyitestnnewitechnologies,nensurenadequateifunctionality,interoperability,n 

securitynandidentifyibestnandieastncostiwaysitondelivenneededncapabilitiesnand-| 

benefits.-Pilots-are-yiewed-asintegral-phasesimearly-project-planning,"but,"depending-

onithenevaluationnofnaitechnology's7naturity,npilotsnareisometimesnorganizednas-| 

separatenprojects.nSDG&Enwillishare-|resultsnof]pilotneffortsnwithnothernutilitiesnand-| 

stakeholders,nandi/villnalsoiseekitoiearnifromnothers'-|pilotsnandnotherTesearchnefforts.Ti 

4.4 STRATEGYiTOiENSUREiALIGNMENTiA/ITHnSTATEiANDiFEDERALiPOLICYi 
GOALSi 

| 4.4.1 SB 17 ALIGNMENT] 

InnD.lO *G6 l047,ithe-0ommissionnhasnposednaTiumbenof]questionsnaboutnhow-|utilities-| 

willincorporateithenpolicyngoalsnembracediDynSB-|17intoithenSmartnGrid-|Deployment"i 

Planistrategies.-nSDG&E's-|responsesitoithesenquestionsnarensetiforthiDelow.-| 
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4,4,1,1 PRIORITiZiNGiTECH " GYqE , <" (< )/ f ' t MENTTAGAINSTI 

SBil7i 

How will EDG&E prioritize its technology 7evaluation gnd tleploymentiefforts ggainst 7 

the -goals identified for California -fry$B-fL7?i 

SDG&EnhasiDuiltithenpolicyngoaIsnofnSB-|17intoitsnprioritization,nevaIuationnand-| 

deploymentncriteriaiforiSmartnGriclinvestments.-|PotentiaInSDG&Enprojectsnarenevaluatecl-| 

againstithenSB-|17ngoaIs,itheirifit-|toithenSmartnGrid-|Deployment-|Plann(SGDP)nandithe-| 

timingTequirements.nSpecificallyn 

ffi EmpowerConsumers1to-Actively-participatein1the-pperations-pf1the-|Grid.Ti 

SDG&E's-yisionisicustomer tentricianditsistrategyTequiresithatithe-iutility-placei 

a+iighpriorityTDnimplementingtechnologiesthatiempowencustomersin-ways-

theyivaIuenandithatnenablencommunicationsiA/ithithemiA/hilencomplyingi/vith-| 

statenpolicyTequirements.-nSDG&Enwilhidentify-|those-|highivaIueitechnologies-| 

basednonnongoingndiaIogueiwithncustomersnandnotheristakeholdersnand-|pursue-| 

technologyiinvestmentsinnaTnannenwherencustomerivaluenexceedsnassociated-| 

costs,iA/hereitheinvestmentisnnecessaryitoneffectivelyicommunicatenwith-| 

customers,noriA/here-|requirediDynpolicy.-| 

ffi BelSelf 'healingqand'Pesilient.TPptionsifonadditionaliself 'healingnandnresiliencyn 

featuresiA/illi3enevaIuatednasnSDG&E'snsystemisnupgradednandiA/illi3e-| 

implementedinna7nannerithatnstrivesitonensureithenassociatediDenefitsnexceed-| 

thencosts.-nSDG&EiA/illTnonitoritheTnarketitonensureithatitisnawarenofithesen 

technologiesnas-|theyidevelopitonoptimize-|theitimingnofiSDG&E's-|procurement-| 

practices.71 

ffi Resist"Attack.-nSDG&Ei/villnplacenanhigh-|prioritynon-|technologies-|thatincreaseithe-| 

abilityiDfithengridnandinformation-|systemsito-|resistnattack.T|Theseitechnologies-| 

willi3enconsiderednasnSDG&E'sisystemisnupgraded,nandiA/illiDeimplementednas-| 
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requireditoisecureitheisystem,nandiA/illnaIsoiDeincorporatednatneveryievelnofi 

projectnevaluationnandimplementationifollowingn"securenbyndesign"-|practices.Ti 

Asnwith-pelf lheaIingnandTesiliencyitechnologies,nSDG&Eiwilhmonitorithe7narket-| 

tonensureithatitisnawarenofithese-|technologiesnasitheyndevelop-|tonoptimizeits-| 

procurementnpractices.n 

ffi Provide+ligher|Quality-pff>owenand-Avoid-|Outages.-nSDG&Etiasnaiongn 

standingTecordnofnprovidingithe-|highestievelnofireliabilityin-|thenwesternTegion-| 

ofitheTiation.TiHowever,nasisndiscussednabove,nSDG&EisncommitteditoTnaking-| 

thoseinvestmentsTiecessary-|to7naintainithisnhighndegreenofireliabilityiA/hile-| 

accommodatingincreasedintermittencynandTiewioadsnsuchnas-|PEVsiwhile-| 

preservingnpowernquaIitynandnavoidingnoutages-|thatiwouldnotherwiseTesult.Ti 

SDG&Enplacesits-|highestnprioritynon-|safelyiensuringTeliabilitynofiserviceito-| 

customers.TiltnwillnalsoTnakeithoseinvestmentsTiecessaryitoimprovenpoweri 

qualityiwherenadequatencustomerivaIuenandncustomerndemandiforithisiservice-| 

existsitoiustifyitheinvestment.n 

ffi Accommodate-AII-|GenerationTandlStorage-pptions.-nAsisndiscussednabove,-| 

SDG&Eisncommittedito7nakingithoseinvestmentsTiecessaryitonaccommodate-| 

increasedintermittencyiassociatediA/ithTenewablenandndistributedngeneration-| 

whilenpreservingnpowernquaIitynandnavoiding-|outagesithatnwouldnotherwise-| 

result.-nThenhighestnpriorityisnassigneditonensuring-|safenandTeliable-|service-|to-| 

customersnand,therefore,nSDG&E'sistrategyTequiresnaccommodatingnalh 

generationnandistoragenoptionsinnways-|thatTnaintainnoriimprove-|reliabilitynand-| 

supportncustomers'-ipreferences-forndistributedngenerationnatitheieastncost.n 

ffi Enable-flectricity1Vlarkets1to-flourish.TiByTnakingncustomerivaluenai<eyi 

componentnofiSDG&E'sinvestmentndecision Wiakingnprocess^yimakingithosei 

investmentsTecessaryitopreservepowenqualityiandTeliabilityiasTew-

intermittentTesourcesnand-|PEVsnarenadded,nandiDyincludingneffective-| 
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communicationiA/ithncustomers,ithisndecision WiakingnprocessiA/illnplacenanhighn 

prioritynonncreatingithenutilitynplatformTiecessaryitonaIlownelectricityTnarketsito-| 

flourish.nSDG&EiwillncontinueitoitakenaieadershipToleinithisnendeavornandnwilh 

continueitoncollaborateiwithithe-GAISOnandnotheristakeholdersinithesenefforts.Ti 

ffi RunltheiGridlVlore-ffficiently.-nSDG&E'snanalysisnofTSmartnGridinvestmentsiwilh 

ensureithatTiewitechnologiesnarenavailableinitimeitoTneetncustomern 

expectationsnanditonensureithatithengridncontinuesitonoperatenefficiently.-nThen 

frameworksiDeingieverageditoidentifyitheiDestitechnologiesnandnSmartnGridn 

projectsi/villnensure-|thatnalliviableitechnologyisolutionsnarenconsidered.-| 

ffi Enable-penetration-pfintermittent-power|Generation-pesources.-nAbsentithe-| 

deploymentnofiSmartnGridinitiatives,npowernqualitynand-|reliabilitynwilh 

deterioratenasnadditionalintermittentnpowengenerationTesourcesnarendeployed.Ti 

Asisndiscussednabove,nSDG&Eisncommitted-|to-|makingithoseinvestments-| 

necessary-|tonaccommodateincreasedintermittencyi/vhilenpreservingnpowen 

qualitynandnavoidingnoutages-|thatiA/ouldnotherwiseTesult.-nThenhighestnpriorityisn 

placednonnensuringitheisafetynand-|reliability-|ofiserviceitoncustomers,nand-|this-| 

strategynwilhhelpnensureithatnSDG&Eisnableitointegratengrowingievelsnofi 

intermittentTesourcesnwhileTnaintainingisafetynandTeliability.Tmi 

ffi CreateTa-piatformTfona"V\/ide-pange-pfEnergyirechnologiesiand1Vlanagementi 

Resources."nAsisndiscussednabove,nSDG&E'sivisionisncustomer 'focusediandiwilh 

placenanhigh-|prioritynonimplementingitechnologiesithatnempowencustomersin-| 

waysithatncustomersivalue.TiEnsuringinteroperabilityiA/ithinithenSmartnGrid-| 

platformi/villnensureithatnanwideTangenofitechnologiesnandiservicesiA/illiDe-| 

availableitoncustomers.-nSDG&Enwillidentifyithosenhighivalueitechnologiesito-| 

pursue,-forneithernofithese-|reasons,iDasednonnongoingndialogueiA/ithncustomers-| 

andnothenstakeholdersnandnpursueitechnologyinvestmentsi/vherencustomen 
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valuenexceedsnassociatedncostsnori/vhereitheynarenrequirediDyistatenorifederah 

policy.-] 

ffi EnableiandlSupport1thelSale-pff>emand-Response,-fnergy-ffficiency,i 

Distributed"|GenerationTandlStorageinto1\A/holesale-fnergyiVlarketsiasTai 

Resource,-pn-fqual-footing-vvithirraditional-|Generation-pesources.TiAsisn 

discussednabove,nSDG&Eisncommittedito7nakingithoseinvestmentsTiecessaryito-| 

accommodateincreasedintermittencyiwhilenpreservingnpowernqualitynand-| 

avoidingnoutagesithatnwouldnotherwiseTesult.irhroughncollaborationsnwithithen 

CAISOnandnothenstakeholders,nSDG&Enwilli/vorkitondevelopinteroperable-| 

standardsnanditechnologiesithatnenablenand-|Supportithe-|saIenof-idistributed-| 

resourcesincludingndemandTesponse,nenergyiefficiencyn(if-iapplicable),-| 

distributedngenerationnandnstorage,intonwholesale7narkets.Tn 

ffi Significantly-ReduceltheiTotal-Environmental-footprint-pflthe-Current-flectrici 

Generating-|and-pelivery-|SystemirnCalifornia.TiSDG&E'snSmartnGrid-|Deployment-| 

Plannplacesna-|highnprioritynon-|reducingithe-|totaInenvironmentaI-footprintnofithe-| 

currentnelectricngeneratingnandndeliveryisysteminithenSan-|Diego-|region.TiThisis-| 

becauseithenoperationalnandnpotentialTeliabilityimpactsnofincreasedn 

intermittentTenewable-generationnandnclean-|transportation-|resourcesnarenai<ey-| 

drivernofiSDG&E'snSmartnGridinvestments.-nTherefore,nSDG&EnwillnevaIuatenand-| 

implementitechnologiesithatincreasenefficiencynand-|reliabilityin-gridnoperations-| 

whereitheseninvestmentsnarencost leffective.Tilniaddition,iSDG&EiwilhevaIuatei 

andndeplo\ntechnologiesnconsistenti/vithitsivisionnofiworkingnwithncustomersnand-| 

otheristakeholdersitoncreatenanconnectednandnsustainablensmartnenergy-future.Ti 

ThisnensuresithatnSDG&E'sitechnologyiinvestmentsncreatenorncontribute-|tona-| 

platformforfunctionaIityithatitsncustomersivaIuenandithatnempowersithem-|to-| 

bettenmanageitheirnenergynusage.-nSDG&E'snSmartnGridnDeployment-|Plannwilh 

significantlyireduceitheitotalnenvironmentalifootprintnofithenelectricnsystemiDyn 
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creatingna-|platformithatnwillintegrate-|technologiesnandiservicesisupporting-| 

California'snemissionTeductionnandnothenenvironmental-goals.Ti 

4,4,1.2 ADDRESSINGiTHEiOBJECTIVESiIDENTIFIEDiiNiD.lO ^6 *04 7i 

How will $DG&E's 7decision {making framework specifically -pddress the % 1 vbjectives 7 

identifiedjn p.10 b6 b47?j 

SDG&EnhasndesignednaiseriesnofnprogramsitonaddressnkeynSmartnGridndriversnandisupport-i 

California-|policy-goals.-nAiDasic-|tenetnofithendecision 'makingiframeworknasitnappliesito-i 

SDG&E'siSmart-GridiDeploymentiPlanisthattheiutility-wilh'nvestiniorpilotTew-

technologiesiDnlyiwhenitheynareTequired-|tonsupportnstatenandfederalnpolicyiDndeliveria-| 

capabilityivalued-|byicustomers,nwhereithencustomerivaluenexceedsnassociatedncostsnori 

whereitheinvestmentis-|necessaryitoneffectivelyncommunicateiA/ithncustomersn(see-| 

Roadmapnsectionifonmore).Tm 

SDG&E's-|ninencurrentnSmartnGrid-|Deployment-|Plannprogramsnarenoutlined-|below.Ti 

Technologyinvestmentsinneachnareanarenevaluatednandndeploymentndecisions7nade-| 

accordingitoithenpolicy/valueiframeworknoutlinednabove.TiFiguren4 ^-followingthisiisti 

depictsnhowneachnof|the-policy-goalsnofTSB-|17is-|Supportednbypnenor7nanynofit:hese-|nine-| 

programs,iA/ith-furthendiscussioniDelowfTi 

1. Customerfmpowerment"ihSDG&Eisinvestinginnaninfrastructure-|tonensure-|that-| 

customers+iavetheTecessaryinformationifromtheiutilityiandthirdpartiesias-

wellnasithencapabilitiesito7nakenenergyTnanagementndecisionsithat-|meet-|theiri 

needsnandndesiresnandnprovideivaluenaddediservicesnandnofferings;Ti 

2. RenewableiGrowth-ihSDG&EisifocusednonTnitigating-itheimpactnofintermittent-i 

energyisources;Ti 
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3. Electric"^ehicle"|Growthi-SDG&Eisndeploying-|newnSmartnGriditechnologiesin-| 

conjunctioniA/ith-|traditionahinfrastructure-|tonensure-|theisafe,Teliable,nand-| 

efficientintegrationnofiPEVnchargingioadi/vithnSDG&E'snoveraIlisystem;-| 

4. ReliabilitynandlSafetynhSDG&EisTnitigating-itheTeliabilityimpactsnof-iannaging-i 

electricinfrastructure-|byimplementingnadvancedisensorsnandnassociated-| 

systems;j| 

5. Securityi-iSDG&Eisinvestingitonaddress-npotentialisecuritynissuesnacrossithe! 

cybernandnphysicahsecuritynarenas;! 

6. Operational-ffficiencyT-lnvestmentsnarenbeingimplementeditonmaximize! 

SDG&E'snoperationalnefficiency;-)! 

7. SmartTGrid-ResearcfvPevelopmentiancl-pemonstratioirilRD&Dj-ihSDG&Eis! 

planningitoncreatenanintegrateditest-facilityitoTesearchnnewitechnologies,! 

integratenemerging!technologyisolutions,-|test!forinteroperability,!and!provide! 

proof 'of 'conceptndemonstrations;-)! 

8. IntegratednandlCoss tutting-(Systems-r-iSDG&Eis!deployingintegrated,!cross L 

cuttingisystems-ithatisupportitheTangenofiSmartnGrid-itechnologiesnacrossTnanyi 

functions;nand-n 

9. Workforce-pevelopmentihSDG&Eisinvestingitondevelopitsncurrentnandn 

transitionitsfutureiworkforceitonmeetithenuniquendemandsnofiSmartnGrid! 

technologies.! 

1 

1 

1 

1 
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Figui SBil7to &DG&E SmartiGridPeployment Plan Program fVlappingi 

10 

11 

SB 17 Policy Goals ••• 

Be self-healing and resilient; f f f f fl f f f f 1 f 
Empower consumers to actively participate in the 
operations of the grid; ffl f f 1 f f 1 f f 1 
Resist attack; ffl f f f f 1 f 
Provide higher quality of power and avoid outages; f f If f f f fl f f i f fl f 
Accommodate all generation and energy storage 
options; f f If f f f 1 f f f 1 f fl f 
Enable electricity markets to flourish; ffl f f 1 f f f 1 f 1 f f 
Run the grid more efficiently; f f If f f f fl f f 1 f fl 
Enable penetration of intermittent power generation 
sources; f 1 If f f f 1 f f f 1 f fl f 
Create a platform for deployment of a wide range of 
energy technologies and management services; f 1 If f f f 1 f f f 1 f fl 

Enable and support the sale of demand response, 
energy efficiency, distributed generation, and storage 
into wholesale energy markets as a resource, on equal 
footing with traditional generation resources; and 

f 1 If f f f fl f f 1 f 1 

Significantly reduce the total environmental footprint of 
the current electric generation and delivery system in 
California. 

ffl f f f 1 f 1 f f f 1 f 
1 

f f 

f I 
f f 

f f 

f fl f 

f f 

f fl f 

f f 

1. EmpowerConsumers1to-Actively-participatein1the-pperations-pf1the-|Grid.Ti 

SDG&E'snCustomer|EmpowermentnprogramsiA/illndeliveritransparencynand-| 

accessibilityitoTnarketplaceinformationisoithatncustomersncanTnakenenergyi 

managementndecisions-|that7neetitheirTieedsnandisupportitheneffectivenoperation-| 

ofithengrid.TiUtilizinginvestmentsinncustomernoutreach,-|HANinfrastructure,nand-| 

dynamicnpricingnenablediDyTeal handjiear lreaI-|timencommunications,nSDG&Ei/vilh 

drivenenergynefficiency,ndemandTesponse,nand7norenefficientnenergyTnanagement-| 

whichnarenkeyicomponentsnofithe-pperationahEfficiencynprogram.T|lnvestments-| 

SDG&E7nakesin-|thenSecurityiand1ntegrated-Gross 'cuttingnSystemsnprogramsnwilh 
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ensureitheisecuritynoficustomerinformationnasnSDG&Einvestmentsinndata-| 

managementnandnanaIyticsnaIlownSDG&E-|toisupplyincreasingnusefulinformationito-| 

customers.-nThenSmartnGrid-|RD&DnprogramiwillnensureTiewncustomer-| 

empowermentisolutionsnarencontinuaIlyiDeingndevelopednand-|broughtnonlinenas-| 

appropriatenandi/vhereitheiDenefitsnoutweighithencostsnorimprovencustomen 

communication.Ti 

2. BeiSelf lhealing-|and-pesilient.-nSDG&E's-|ReliabilitynandnSafetyT3rogramimproves-| 

measurement,ncontrol,nprotection,nandnoptimizationitoisupportithe-|resiliencyiand-| 

responsivenessnofithengrid.nSDG&Eisinvestinginnequipmentnmonitoringitoidentifyi 

issues-|beforeitheynoccunasiA/ellnasifaultidentificationnand7nanagement-| 

technologiesithat-|provideifasterisolationnand-|load-|restoration.1nnaddition,-|then 

OperationahEfficiency,nSecurity,-|RenewablenGrowth,-|Integratednand"Gross tutting! 

SystemsnandnSmartnGridnResearch-|Demonstrationnand-|Developmentn(RD&D)-| 

programsnarenallndesignedinivariousnwaysitoncontributeitonaiself tealingnandn 

resilientngrid.n 

3. ResistnAttack.T^DG&E'snSecuritynprogram-imeetsincreasednphysicalnandncyberi 

securityTequirementsiwithndevelopmentsitonpolicyiand-|Strategy,-|security-| 

infrastructureinvestment,nandnSmartnGrid-|risk7nanagement.-nSDG&E'snSecurity-| 

programincludesinvestmentsinisecurity-|threat,i\/ulnerability,nandincident-| 

managementnasi/vellnasnphysicalisubstation-|hardening,-|tonensure-|thatTisl<snarenwelh 

understoodnandTnanagedneffectively.-nResistingnattackisnankeynoutcomenofithen 

ReliabilitynprogramnandnSDG&E'snongoingnSmartnGridnRD&Dinvestments.-| 

4. ProvideiHigher-iQuality-pffowenand-Avoid-putages.-iiSDG&E's-iRenewablenGrowth-i 

and-|ElectricnVehiclenGrowth-|programsncompriseinvestments-|that7nitigatengrid-| 

performanceissuesTelated-|toithenadoptionnandimpactnofTiewitechnologiesnand-| 

offerings.T|Theseincludeinvestmentsirntechnologiesithatiwilhmanage-| 

intermittency,nprovideiDettenreaI Ltimennetworkivisibility,nandimprovedndynamic-| 
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control.-nServiceTeliabilityisnSDG&E'snprimaryngoaInandnofiitsTiinenSmartnGrid-| 

programs,natieastnsevennarendirectlyninvolvedinisupportingithisnSB-|17ngoal.TI 

5. Accommodate-AIhGeneratiornandlStorage-lOptions.nSDG&E'snReliabilityTanchSafetyn 

andnRenewableTGrowthnprogramsnmakeinvestmentSTacrossTtheTtransmissionnandn 

distributionnnetworkTtOTenableTtheTmanagementTofTgenerationTandTStoragenacrossn 

thengrid.TTilnvestmentSTprovideincreasedTmonitoringTandTControlTtoisupportTtheTfulh 

rangenofienergyTSOurces^hilenmaintainingTthenutmostTsafetyTaroundTgridn 

operations.7iln7the7case7ofioptions7that7are7not7fullyiunderstood,7SDG&E's7Smart7 

GridnRD&DTprograminvestsinTthenexplorationsTofitechnologiesTtoTfacilitateTtheirn 

incorporationin7the7grid.T|This7SB7l77goahis7keyitoithe-£ustomer|Empowerment7 

programTthatTgivesTCUstomersTaccessTtoinformationTaboutTgridTcapacitynandTthen 

optionTtOTprovidenexcessTcapacityistoredinTtheinelectricTvehicleTbatteriesTorn 

produced7by7theirTooftop7PVisystems,7for|instance,7to7the-grid,7whichis7an7area7ofi 

focusinnbothTthenElectricnVehicleTandnRenewableTGrowthTprograms.Ti 

6. Enable-flectricity1Vlarkets1to-Flourish.7iSDG&E's7CustomenEmpowerment,7 

RenewableTGrowthTandnOperationahEfficiencyTprogramsTguideinvestmentsTthatn 

enablenaTwiderisetTofTesourcesTavailableTtoTtheTmarketTandTtheirToptimizedn 

deployment-TilnvestmentsinTtheseTareasTallowTCUstomersTtOTmakendecisionsTbasedn 

onincreasedTpriceitransparencyTandincreasednaccessTtOTaivarietyTofTmarketn 

participantsnandTtheirnofferings.TiltSTSecurityTprogramisupportsisecureTelectricityn 

marketTCommunicationsnandlntegratednand-Gross 'cuttingTSystemsnhelpsintegraten 

marketTmechanismsTacrossTaffectednprogramsTandisystems.n 

7. Rurr|the"|Grid1\/lore"ffficiently.7iSDG&E's-pperationahEfficiency7prograiTr|investsin7 

technologiesTtOTachieveTefficientTpowerflowTacrossTthe-gridTwhilenalsoinvestinginn 

more7efficient7maintenance,7monitoring,7and7Control7capabilities.7iSDG&E's7 

WorkforcenDevelopmentTprogramnprovidesTtheisupportTnecessaryTtOTensureTthatn 

theTightTskillsTareTavailableTtOTefficientlynmanageTSmartTGridTtechnologyiandn 
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operations.-nThe-|ElectricnVehiclenand-|RenewablenGrowth-|programsnareiDoth-| 

leverageditonachieve-|morenefficientngridnoperations,nandnefficiencyisnonenofithe-| 

conditionsnofithe-|ReliabilitynandnSafetynprogram.-nSmartnGrid-|RD&DnsupportsTiew-| 

methodsnofimprovingnefficiency.-| 

8. Enable-penetratiorrpf1ntermittent-power|Generatioirftesources.-nSDG&E's-| 

RenewablenGrowthnprogramncoupledi/vithnprogramsisuchnas-|ReliabilitynandnSafety-| 

provideinvestmentsfonexpandedngrid7nanagementncapabilitiesthatisupport-| 

increasednpenetrationsnofirenewableTesourcesnon-|thengridiA/hile-|providingifon 

improvednplanningncapabilitiesitoifacilitateitheirTapidndeployment.T|Enabling-| 

customers'npreferencesifondistributedngenerationisnankey-featurenofithenCustomern 

Empowermentnand-|ElectricnVehiclenGrowthnprogramsnasnwell.-| 

9. CreateTa-piatformTfonalWVide-pange-pffnergyirechnologiesiandlVlanagementi 

Resources.ilSDG&E's-Customer|Empowermentnand-pperationahEfficiency-| 

programs,isupportednbyilntegratednandnCross tuttingnSystems^rovideithe-i 

infrastructureitonprovidencustomersiA/ithitheinformationnandnofferings-|thatithey-| 

value.TiltsinvestmentsnarendesigneditonenableithirdnpartiesitoTneetncustomers'-| 

needs,iwhere-|partnersncannassistncustomersitonachieveithe-|highestivaIuenatithe-| 

lowestncost.-nSDG&E'snSmartnGrid-|RD&D,-|ElectricnVehicle,nWorkforcenDevelopment-| 

andnSecuritynprogramsnaIlncontributeitonoriDenefitifromitsnefforts-|to-|buildna-| 

platformiforTiewnenergyitechnologiesnand7nanagement-|resourcesnatnSDG&E.-| 

10. Enable-|andiSupport-|theiSale-pff)emand-pesponse,-pnergy-pfficiency,-pistributed-| 

GenerationnandlStorageinto-Wholesale-EnergyiN/larketSTasia-pesourcej-pn-Equah 

Footing-yvithiTraditional-|GeneratioirResources.TiSDG&E'snCustomeriEmpowerment-| 

and-|RenewablenGrowthnprogramsnprovide-|theinformationnandncontrolncapabilities-| 

toimproveitheTeliabilityiandnavailabilitynofidemandTesponse,nenergynefficiency,-| 

andndistributed-|resources."nSDG&E's-pperationahEfficiencyiprogramndeploys-| 

technologiesithatnallowsiforithenoptimizationnandndeploymentnofithesendifferentn 
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resourcesitoisatisfyndemand.-nSDG&E'snSecuritynprogramistrives-|tonensure-|that-| 

secure7narketncommunicationsnarenenabled.-| 

11. SignificantlyPeduceltheiTotal-Environmental-footprint-pflthe-Current-flectrici 

GeneratingTand"Pelivery-|Systemin-California.TiSDG&E's-|RenewablenGrowthnand-| 

ElectricnVehiclenGrowthnprogramsisupportincreasedTenewablengenerationnand-| 

altemativeifuelivehiclesnacrossnSDG&E'siterritory.nSDG&E's-Gustomen 

Empowerment-|programinvestsitonprovidencustomersiwith-|more-|relevant-| 

informationnandnoptionsiforncustomersitonactinnconcertiA/ith-|thenenvironment.Ti 

OperationahEfficiencyiandithenSmartnGrid-|RD&DnprogramsndeploynandnevaIuate-| 

technologies,nrespectively,iA/hichisupportnaItemativenenergyTesourcenoptions.-nAs-| 

thenenvironmentalifootprintnofnSDG&E's-|rolein-|thenstatensystemisndecreased,-|the-| 

ReliabilitynandnSafetynprogramiseeksitonensureithatncustomers'nexpectationsnofi 

reliability,npublicisafetyiandnpolicyTequirements-governingTeliabilityiareTnet.-| 

SDG&E'snSmartnGrid-|Deployment-|Plannasnanwholenwillisupportithe-|realizationnofi 

California'snenvironmentalnpolicyngoals,includingithoseiset-forthinithe-Galifornia-| 

GlobahWarmingnSolutionsnActn(ABn32),-|the-|Renewable-|PortfolionStandard,nandithe-| 

CalifomianSolanlnitiative.Ti 

1 

1 

1 

1 

1 

1 
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4.5 TECHNOLOGYnSELECTIONn 

BecauseTnanyndriversnofiansmarterngridnareTnorenpronouncedinnSDG&E'siservice-| 

territoryithannanywherenelseinithennation,nSDG&ETieedsitoiDenproactiveinitechnology-| 

evaluation.-nSince7nany-|technologies-|necessaryitoifulfillnpolicyTequirementsnand-| 

maximizencustomenvaluenareTiotiyetTnature,itheynalsoTequireithatnSDG&Enappliesna-| 

carefullyiconsidereditechnologynevaluationnprocessinitsnoverallndecisionTnaking.Ti 

At"nSDG&E,1TnarchitecturenandisolutionsndecisionsifornexistingnandTiewinfrastructure-| 

must7neet-|businessnanditechnicalTequirementsiforfunctionality,includingnprivacy,-| 

performancen(adequacyiandiatency),-|reliabilityn(availability,Tesilience,nandndisasteri 

recovery),7nanageability,iscalability,-|securityn(cybernandnphysical),ncost 'effectiveness,n 

safetynandnregulatoryicompliance,nasi/vellnasinteroperability,nexpandabilityn(additionah 

businessifunction),itraceability-|(transactions/events),iflexibility/adaptability,nandn 

usability .-|Thendefinitionsnandispecificncriteriaiforieachnofitheseitermsnarenderivedifrom-| 

thei"Non 'functionahAttributesifonanSmartnGridnArchitecture,"innchapterisixnofithe-|£P/?/7 

Public interest fnergyftesearchiPIER) -program peport: California jJtilityj/ision ~pnd7 

Road map forfhepmartiSrid pffear p.020.23i 

SDG&EiwillncarefullyievaluateTtheTeliabilitynandisecurityTequirementsnofieachTequired-| 

SmartnGridnapplicationnandits-|usencasesitondetermine-|tonwhatievel-|thenexisting-| 

infrastructurencomponentsncan-|meetnonbenupgradeditoTneetnappropriatenperformance,-| 

reliability,interoperabilitynandisecurityistandards7for|timelyiand-|securenSmartnGrid-| 

informationnexchange.n 

SDG&Enevaluates7technologynand7vendoriroadmaps,-|productndevelopment,-|R&D-| 

investments,-|manufacturers'ncapabilities,-|technologyTnarketishare,nand-| 

manufacturer/supplierfinancialncommitments,ndistributionnchannels,nandistabilityin-| 

determiningithe-irisknandivaluenofispecificnexistinginfrastructure.Tilnitsirechnologyi 

^jbid.-j 
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Reference-|Modeh(TRM),nSDG&Enhasncategorizeditsitechnologiesnandnsystemsito-| 

understanditheirivaIuenandiifecycleiforibusinessnsolutions.-nThe-|TRMiA/illiservenasna-| 

guideitonprioritize-|thenenhancementsnandTeplacements-|thatiwillnenablendeploymentnofi 

thenSmartnGrid.n 

ThenSDG&EiT-|Product-|LifecyclendefinesitheitotaInevolutionnof-ianiT-productfrom-| 

conceptionitoTetirement.-nThisTnethodologyncloselynadheresitonprincipalsnand-guidancen 

defined-|by-|the-|Project-|Managementinstitute;nspecificaIlynasndocumentedini4]Gu/c/et0 7 

the~ProjectjVlanagement-pody-pfj<nowledge-{PbABOK®i3u\de).-p/\t-&in\gh ltevel,-|Tablen4 4.1 

belowidefinesphasesinthisiifecycle.Ti 
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Table 8 !1 IT Product lifecycle Phases! 

Phase| Definition | 

Concept i Description of the business need and potential solutions to be investigated., and cost/benefits associated with each solution. Provides 
informationtoiustifytheijusinessicaseicompletion.! 

BusinessCasei 
Development! 

Completion!) f|Scope!ofiworl</!schedule!andtotal!cost!ofpwnership!(TCO)Tor!the"project/program.!Submission!ofthe"proposalTori 
funding!and!approval.! 

Project Pre pi Completion!) f|vendoncontracts,!and"general!riobilization!ofithe"projectteam!andTesources.! 

Requirements! Development!ofi)rocess!nodels/!detailed!functionalTequirements,technicalTequirements!and!use!cases!o!documentthei)usiness! 
need.! 

Design! Development!oftiigh1evel!and!detailed!designsi)ased!onprocess!nodels!andi)usiness!equirements!n"preparationTor! 
construction/build~phase.! 

Construction/Build! Development,!inittest"|and!string!est!)ficode"pendetailed!design.! 

Test! Execution"pflSystem,Integration,"RegressionpndlTechnicalTNon lFunctional)!ests.!Defectfixes!and!nigration.! 

Implementation! Migration!of!all!ested!:apabilities!nto"production!environments.! 

Production! Production"|cutovenand!systems"go We! 

Postlmplementation! 
Review! 

Review!>fpost!mplementation~performance~metrics.! 
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lnnaddition,nSDG&E'sitechnologynevaIuationnprocessincorporatesitheiessonsiearned"i 

fromitsnexperiencenadoptingnautomation-|technology,nSmart-|Meterndeploymentnandithe-| 

OpExn20/20nprogramiwhichincludednSmartnGridfoundationalnprojects-|Suchnasna-|State bf L 

the 'artnoutage7nanagementnandndistribution-|managementisystemn(OMS/DMS),-| 

geographicaIinformationisystemn(GIS),nandncondition tasedTnaintenance^CBMj.Ti 

SDG&E,ithroughitsnResearch,-|Demonstrationnand-|Developmentn(RD&D)nprogram,is-| 

collaboratingnwithnuniversities,ngovernmentnagencies,iabs,nandnestablishednandTiew-| 

companiesitoiforgeisolutionsnandiDetter|understand-|technologyTnaturity.Ti 

1 

4.6 U.S.IDEPARTMENTIOFIENERGYI(DOE)IMODERNIGRIDIALIGNMENTI 

The-|DOEifundedithe-|ModernnGrid1nitiativenandnutilizedistakeholder|input-fromnacross-| 

theTiationitondevelopisevennSmartnGridncharacteri sties :TTI 

1. Enablenactivenparticipationnbyiconsumers-| 

2. Accommodatenallngenerationnandnstoragenoptionsn 

3. EnableTiewnproducts,iservices,nandTnarkets-| 

4. Providenpowernqualityifonthendigitalneconomyn 

5. Optimizenassetnutilizationnandnoperatenefficientlyi 

6. AnticipatenandTespondtoisystemndisturbancesn(self 'heal)"! 

7. OperateTesilientlynagainstnattacknandTiaturalndisasten 

ThenStatenof-palifornia-|Legislature-|throughnSB-|17,nandithe-pommission-|throughits-| 

DecisionnD.lO ^6 l047,itookitheseiseverncharacteristicsiand-|modifiediandiexpandedi 

themislightly.-nSDG&Enoffersna-|mappingiDetween-|theseitwondifferentndelineationsin-| 

Tabled ̂ .jn 

SDG&Ei3elieves-|thatnalignmentnamongithesendifferent-|perspectivesisncrucialitonadopting-| 

a-£aliforniaiviewithatisiconsistentiwithithe-federaliview.-nSucl"narnalignmentiallows-| 

SDG&Enandnother-Galifornianutilitiesitonaccessnsolutionsnonnaitimelieri3asisndue-|to-| 
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consistentTequirementsnnationwide.-nAbsentia!ignment,ivendorsiwilhdelay~productianch 

standardsndevelopmentnwhichnwilliDenandetrimentitoithenStatenofCaIifornia'snaggressive-| 

energynpolicyngoals.Ti 
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Table 8 ̂  DOE IVIodern Grid and CPUC Smart Grid Characteristic Alignment 1 

ModerniGridXharacteristicsi CPUC"6martlGridXharacteristicstrom"6BTl7i 

Self healinglfrorrfpowerldisturbanceleventsl Belself healingnandTesilientl 

EnablingTactive~participationl3ylconsumers1nldemandl 
responsel 

EmpowerlconsumersltoTactivelyparticipate1nltheloperationslof1:he~grid;~ 
EnablelandlsupportthelsalelofldemandTesponse,lenergylefficiency,l 

distributed~generation,landlstorage1ntolA/holesalelenergylmarketsTasTal 
resource,lonlequallfootinglwithltraditional~generationTesourcesl 

OperatingTesilientlylagainsrphysicahandlcybenattackl Belself healinglandTesilient;~ResistTattackl 

Providing~powerlqualitylforl21stlcenturyTieedsl ProvideTiigherlqualitylofpowenandTavoidloutagesl 

AccommodatingTall~generationlandlstorageloptionsl Accommodated H~generationTa ndlenergyTstorageloptions;1Ena blel 
penetrationloflntermittenrpowergenerationlsourcesl 

EnablingTiev\rproducts,lservices,landTnarketsl Enablelelectricitylnarketstolflourish;Xreatedl3latformlforldeploymentl 
ofdlwideTangelofTenergyltechnologiesdndTnanagementlservices;! 

EnabledndlsupportlthelsalelofldemandTesponse,dnergydfficiency,l 
distributed~generation,dndlstorage1ntolA/holesalednergylmarketsdsdl 

resource,londquahfootinglwithltraditional~generationTesourcesl 

OptimizingTassetslandloperatinglefficientlyl Runlthe~gridTnorelefficientlyl 

AccommodatingTalligenerationTandlstorageloptions,TI 
enablingTactive~participationl3ylconsumers1nldemandl 

response,la ndloptimizingTassetslandloperatingle fficiently 

SignificantlyTeduceltheltotaldnvironmentallfootprintloflthelcurrenn 
electriclgenerationdndldeliverylsysteminXalifornia.l 
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SDG&E'snstrategyifonselectingnandTnakingnSmartnGridinvestmentsincludesnensuringn 

that-|theynaIigni/vithi3othnstate-|policy-goals-|(identifiedinnSB-|17nand-|D.10 ^6 l047)iandi 

federaInpolicyngoaIs,nasidentifiediDy-|DOE.T]Thisnwillnensurefurtherancenofiboth-|setsnof-| 

policyngoals.-nSDG&EiA/illnalsonensureithatnaligningi/vithiDothisetsnofnpolicyngoalsiA/ilh 

fostenmaximizedinteroperabilitynandnconsistencyi/vithnemergingistandards,nandTiot-| 

createisituationsiA/hereithenpolicyngoalsnareinnopposition.-| 

4.7 GENERALiORDERil56-|ALIGNMENT-| 

What v re $DG&E's strategies forjneeting 1GO %56 goals gndrequirements? 7 

SmartnGridisngoing-|toitransformitheiwayiSDG&Endeliversnpower|toncustomers.-nThere-| 

arenmanyicomponentsitonSmartnGridndeploymentnand-|thisnprovidesnaiA/ide-|rangenofTiew-| 

opportunities.T|Diverse-|Business-|Enterprises-|(DBE)icaniprovideivalueibyintroducing-| 

experienced,nqualifiednandncertifiedisuppliersnandiDynhelpingnpotentiahDBEsitonexpand-| 

theiritechnicaIncapabilitiesnandncapacityiDuilding.-nSDG&E'sistrategyisitoiA/orknclosely-| 

withncurrentnandifuturencompanies-|tonachieveitsnDBE-goals.-nThe-|DBEndepartmentnhasna-| 

provenitrackTecordnofidentifyingnandnutilizingncross 'functionahsuppliersithatnproviden 

cost leffectivengoodsnandiservices-|tonSDG&E.TPveraIlnSmartnGridnprovidesnannopportunity-| 

tointroduceithenenergyiindustryiwithinnovativeitechnologiesiA/hileisupportingna-| 

diversenpoolnofisuppliers.-| 

SupportingnGeneraI"Prder|156,inn2010nSDG&E-pchievedngreatenthann36-|percent-|Diverse-| 

Business-|Enterprisen(DBE)ispendingY-|procurementifromnaIlnSDG&E'sngoodsn&iservices,-| 

withn$3857nillionnofits-|procurementndollars-goingito-|DBEs.nAIIncontractsncontain-| 

subcontractingianguageTegarding-|DBEispending:Tltheseinclude-|spendingYoriSmartnGrid-| 

projectsnandnDBEisnpartnofiSDG&E'snevaluationncriteria.nAsnannexample,nSmart-|Meteri 

achievedn68-|percent-|DBEnspendingnoverallinn2010.-nSDG&EiwillnemployYhe-|same-| 

procurementistrategiesithatnhave-|provennsuccessfulinTneetingnGenera|-prdenl56-goals-| 

inithenpastinimplementingithisnSmartnGrid-|Deployment-|Planinithe-future.TiInnaddition,-| 
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SDG&Enplansitoifurtherndevelopits-|DBEnprogramiDyiA/orkingiA/ith-|DBEsitoiDuild-|theiri 

technicahcapabilitiesitoparticipateiniSmart-£irid-|projects.Ti 

4.8 SMART1GRID1MATURITY1MODEL1ALIGNMENT1 

SDG&Eiwasnonenof|thenoriginaInco 'developersnofithenSmartnGrid-|Maturity-|Modelnas-|part-| 

of|the-|IBMnGlobahlntelligent-|Utility-|Network-|CoaIitionn(GIUNC).-nThe-|DOEis-|nowfunding-| 

Carnegie-|Mellon-|Universityitonexpandnand7naintain-|thisitool.-nTheitoolnutilizesneight-| 

categoriesnandiDyTesponding-|tonquestionsTegardingnactivitiesinithencategories,nanutility-| 

isnableitoTankitsnSmartnGridnactivitiesnandnprioritizenareasiforifutureinitiatives.-nThe-| 

sca!eivaries-fromnzero-|to-five,nwithnzero-|beingiDusinessnasnusuaInandTionSmartnGrid-| 

activities-|toifiveiA/ithnSmartnGridndeployedin-|thencategory.-nSDG&E'snexistingnscorenandn 

aspirationsnare-|showniDelow.-| 

Figure 4 f>martGridf»/laturityfVlodel"Results i 

SDG&E 2 year SGMM aspirations 
SDG<S£~ 2 yr 35D"3PJ''>S 

1 
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Asna-|maturityTnodel,ithenSGMMnassistsinnguidingithenorganizationithroughitheiourney-| 

ofiimprovement.irhis7nodeliA/asndevelopeditonencompassTnanynaspectsnofistrategynand-| 

operations-|(andTiotiimititselfitoiustn"SmartnGrid"naspects).-nTheiscopenofiannSGMM-| 

assessmentincludesneverythingithatnannend 'to 'endintelligentlyilinkednnetworkneffectsn 

withinithenutilityisuchnasnassets,nend-|usendevices,iDusinessnprocessesnandncustomen 

interaction.TI 

SDG&EThasTfoundTthisTtoolTtOTbeTveryiusefulinTdevelopingitSTSmartnGridistrategyisincen 

manyindividualsTareTpresentinTtheisameToomTdebatingTtheieveHnTeachTcategory.TiThen 

aspirationsTthatTSDG&EnhasTestablishednareTguidesitoitsinitiativeTplanningnprocess.TTi 

4.9 NIST7MODEL7ALIGNMENT7 

SDG&E'snplanTdevelopmentieveragedTaTframeworkTbasedTonTthenNISTTSmartTGridn 

conceptual7model,7extended7with7three7additionah"cross 'cutting"7domains7as7shownin7 

Figuren4 's.-nTheTadvantageTofithisnmodelisithatitisTrepresentativeTofitheTelectricTenergyn 

ecosystemTandisTflexibleTtOTaccommodateTfutureTecosystemTevolution.TiTeamsTweren 

assembledTfoneachTofTtheTtenTdomainsTandTtheyTdevelopedistrategiesTthatTaddressTthen 

implications7to7technology,7people,7and7business7processes.7i 

Figure 4 BrfJISTConceptual fVlodel ̂ nd Additional Cross tutting Pomainsi 

Marketsi 
Operations! 
Service!Providen 
Customer! 
Distribution! 
Transmission! 
Bulk!Generation! 
Grid & Cyber Security 

Info & Comms Technology 
HR & Workforce Development 
(Cross cutting domains) 

Secure Communication Flows 

Electrical Flows 

Domain 

Bulk 
Generation . 

Service Operations Provider Mai Kelts 

V, 
Transmission -- Distribution Customer 

NIST Smart Grid Framework 1.0 January 2010 
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4.10 PRIVACYiCONSIDERATIONSi 

PrivacyistrategynonarchitectureiDeginsiA/ithnancompanyisecuritynpolicy,iA/hichnguidesithe-| 

risknmanagementndecision Wiakingnprocess.-nWhilenSDG&EnhasnalwaysTespectedn 

customerpriva cy-asianim porta ntielementiofitsisecurity-prograrT^-privacy+ias-become-a-

criticaInandifoundationalncomponentnasitheTesultpfinewndatancreatediDynSmartnGrid-| 

technology.Ti 

To-|thatnend,nSDG&Eintendsitonadaptnseverahaspectspfiemergingnguidingprinciplesinto-| 

itsisecuritynand-|privacyiframeworks.T|Fonexample,nSDG&Eisupportsitheifourndimensions-| 

ofprivacy24lasndescribediDyiNISTnandithe-|Fair1nformation-|Practicen(FIP)-|principles-| 

developediDyithe-|FederahTrade-pommissionn(FTC)nasnkeyncomponentspfiits-|securitynand-| 

privacynprograms.Tilnnaddition,-fromnaprocessnanditechnologyndesignperspective,-| 

SDG&EnaIsonseesivaIueinptherguiding-|principlesnsuchnasithe-|PrivacyiDy-|DesignnSeven-| 

FoundationahPrinciples25.-|Thisneffortnwillpermeateneveryipartpfithenutility'sprivacyi 

framework,ifrompolicy,nguidelinesnandisecurity-|requirements,-|toisecuritynarchitecturah 

principlesnandndesignistandards,itoprocessnand-|technologyimplementation.1tiA/ilh 

positivelyinfluenceitheiwaynSDG&EpffersiservicesitoitsncustomersiDyiDuilding-| 

confidencenanditrust.-nAfternappropriateprinciplesnhave-|beennapplied,nSDG&Enmust-| 

consider-|howncustomerinformationis7nanagedfromitsncollectionitoitsndestruction.-| 

1. SDG&EiwillndetermineifiapiecepfidatanaboutnancustomerisTiecessaryitoncollect-| 

eitherforitself,fonexampleitonaccuratelyiDillnancustomer,prfornaithirdparty,-| 

suchnasTegulatorspriawnenforcement.n 

2. I fiti'sideemedTiecessa ryrtoxollectrthei'information,iSDG&E-willithenTensureithati 

adequatencontrolsnarein-|placeito-|protectitheinformationnwhileitisin-|then 

utility'spossession.-|These-|securityncontrols7nustiDe-|regularly-|testedforpotentiah 

24i:romi"GuidelinesiforiSmartnGridnCyberiSecurityriVol.i2,iPrivacyianditheiSmartnGrid"i 
25-fromiPrivacyi3yiDesigni:iSeveniFoundational-principles,i 
http://www.ipc.oii.ca/images/Resoyrces/7foyndatiorialpririciples.pdfi 
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vulnerabilitiesthaticouldTesultimtheinadvertentiossintheiconfidentiality,-

integritynornavailabilitynofitheinformation.Ti 

3. Next,nSDG&Ei/villnensure-|mechanismsnareinnplaceitoisecurely-|transport-| 

informationifromitselfitoithirdnparties-|thatnhavenaTieed 'to 'knownbasednonnan 

varietynoffactors,includingnapplicableiawnand-|regulation,nandncustomerndesire-| 

toishare-|theinformationiA/ithnaithirdnparty.Ti 

4. Whileinitsnpossession,nSDG&Ei/villnsafeguarditheintegritynoficustomen 

information,nensuring-|thatncustomerinformationisnaccurate,i3othi/vhilenSDG&E-| 

storesit-andiduringitstransportitoTthirdparties.-

5. FinaIly,nSDG&EiwillndetermineithenappropriateinformationTetentionnpolicyi 

accordingitonaIlnapplicableiawsnandTegulations,nasi/vellnasiDestnpractices,nand-| 

ensuretheinformationisidisposedisecurel\randpermanentl\nwhenitisTO-

longenneeded.-| 

I 4.10.1 INTEROPERABILITY AND PRIVACY] 

Howyvill^DG&E pdoptpnd develop pn interoperable architecture Resigned to protect7 

the privacy pf customer da ta ? 7 

SDG&EnhasTiamedna"GhiefiCustomenPrivacyiOfficenandndirectorTesponsibleifon 

customerprivacy.TTheseTolesincludeiensuringitheicompletioniof-a~privacyimpact-

assessmentnandnothenongoingnefforts,includingnplans-fornGridnand-GybenSecurity-| 

Strategynandna-|robustnapproachitonenterprisenarchitecturenandinformation7nodelingY-| 

standardsiwithnprivacy lrelatedinteroperabilityistandards,ibasediorntheifoundimensionsi 

ofprivacy-describediDynNISTinits-security-policy-framework-andtheiPrivacyiDyiDesign-

SevennFoundationahPrinciples.-| 

SDG&Eis-|partneringi/vithithe-pfficenofithe1nformationnand-|PrivacyiCommissionen(IPC)"i 

of-pntario,-Ganada,ito-|putintonactionithe-|policies,napproach,nandistandards-|tonprotect-| 
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thenprivacynoficustomerndataiDyiA/orkingitogethernonna-|Dynamic-|Pricing-|Program.TiByn 

designing-|privacyin-fromitheiDeginning,ithenprojectiA/illTesultinna7nodelithatncan-|be-| 

leveragednandifurthenimprovednacrossitheindustry.n 

J 4.10.2 STANDARDS AND PRIVACY j 

How JA/HI^DG&E evaluate theimpactvf standards vnprivacy?7 

TonevaIuateitheimpactnofistandardsnonnprivacy,nSDG&EiwillnusenaTisl<Tnanagement-| 

basednapproach-|tondeterminenhow-|newistandards-|mayimpact-|thenconfidentiality,-| 

integritynandnavailabilitynofisensitiveinformation-|basednonnpotentiaIithreats,-| 

vulnerabilitiesnandimpacts.nAdditionaIly,-|becausenSDG&ETecognizesitheimportancenofi 

customernparticipationinithenSmartnGrid,iti/villiseek-|to-|measureithenconfidence-| 

customersnhaveinithenSmartnGridnprivacyisystem.T]ProjectimplementationiA/ilhleverage-| 

privacynandisecurityTelatednstandardsinnorderitoTneetisecurityTequirements,-| 

regulations,nandTnandatesTelateditoncustomerinformation.n 

1 

1 
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4.11 INTEROPERABILITYiCONSIDERATIONSi 

4.11.1 INTEROPERABILITY STANDARDS i 

Howwill^DG&Eyseinteroperability^tandards?! 

StandardsnarenessentialifonSmartnGridinteroperability-|tonensure-|thatinformationncan-|be-| 

exchangediDetween-|Utilityisystems,napplications-|andncustomendevicesnandisoithat-| 

informationTemainsnsecure.n 

TherenarenannextraordinaryTiumbenofpotentiallynapplicable-|StandardsTelatingitonSmart-| 

Gridndeployments.nA-|recent-|NISTTeportncollatednexistingistandardsintoncategories.-| 

ThesencategoriesnareistructurednonithenGridWisenArchitecture-Oouncil'siayered-| 

referencenarchitecturenasishowniDelow.-| 
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1 

Figur SridWise Architecture Council Interoperability jVlodei i 

'St 

Organizational: Policy, Business Objectives, Business Procedures 

Informational: Business Context, S#mantfc UrKterstandirtg 

feel nicai; Syntoc.tr. interoperability, Network Interoperability, Connectivity 

Cress-Cutting Issues; Security, Resource identification, Time Synch, etc 

Thei\IISTframeworkpnd-poadmap for f mart f3rid interoperability Standards, -Release 7 

1.0267|istedithe-|multitudenofpotentiallyiapplicableistandardsinneachndomain.irheifulh 

analysisisTiot"irepeatednhere,iDutnaiselectionnofi<eyistrategicistandardsnofinterestito-| 

SDG&Eisnhighlightedinithe-|tableibelow.-| 

26i\IISTiSpecialf ublicationill08;i 
http://www.nist.gov/pyblic affairs/releases/ypload/smartgrid ; interoperability firial.pdfn 
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Table A ^ NiST Interoperability Standards Roadmap listl 

NIST~Domaini Keyutandardsioffnterestn Applicability! 

Operations! IEC 61968,1 EC 61970, ICCP (IEC 60870 6/TASE 2),. 
DNP3,1EC61850l 

Core standards for exchange of telemetry and reference . 
datalwithinltheTietworkloperationsldomain.l 

Marketsi Metering!Standards!(as!developed),l 

aseXMLlandlassociated~payloadlstandardslfon 
marketltransactions! 

Smartlmeteringlworkinglgroupslareldevelopinglrelevann 
meteringldatalcollectionlandlexchangelstandards.l 

Wholesale,Tetailland132BlstandardslareTnandatory.l 

Service~Provideri 0pen~ADE/NAESB1ESPIl Exchangeloflcustomerlusagelwithlcustomerlauthorizedl 
third ^partylservicelarovidersl 

BulkiGenerationi ! N/Al 

Distribution! DNP3,1ECl61850 b *2,-W3CKML,-VV3CKSD,-W3Cl 
SOAP,1W3C"EXI,1W3C1WSDL,7\NSIX12.22,IEC! 
60870,1EC!61968,1EEETL686 l2007,1SIERC tlP,1EEE! 
C37.111 4.999,1 EEE!37.118,1P!Suite,1TCP/l Pi 

Inter applicationlandlindustrylnteroperabilitylstandardsl 
applylandTnultiple1evelslofldatalexchangel(froiTfphysicall 
tolapplication).! 

Servicelorientedlarchitecturelstandards.l 

Transmission! Asia bove~p 1 u sle me rg i ngIN AS P ll Aslabovel 

Customer! ZigBee,lOpenHAN,HomePluglandlothersl In home/~beyond ^the meterltechnologiesltolencouragel 
theluptakelofldemandTesponselopportunities.TI 

General! ISO-0OO11 Qua lity~|a ndlsafetylsta nda rdslto~beTna inta inedlaslforla 1 ll 
otherlSDG&Elactivities.l 

Security! IS027002,1\IIST800^3,1\IERCQP,1EEETL402l ISOlandlNIST~providelal3roadlframeworklforlsecurityl"nl 
technology,lprocesslandlgovernanceldomains.1ThelCriticall 
lnfrastructure~Protectionl(CIP)lstandardslarelmorel 
specificltolgridltransmissionlsecurity.lEEElprovideslal 
standardlforphysicallsecuritylatlsubstations.TI 
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SDG&Eincorporatesithese-|Standardsinitsndecision-|makingT3rocessiDyiaIigningito-| 

standardsiA/hereiti/vouldnachieveithengreatest-|benefitsifoncustomersn(e.g.iowestncost,-| 

easiestinstaIlation).-nSDG&EisnparticipatingnonnannongoingiDasisnwithistandardsnand-| 

coordinationngroupsisuchnas-ppenSG27,-|NIST'snSmartnGridinteroperability-|Paneln(SGIP),-| 

the-|NorthnAmerican-|EnergynStandards-|Boardn(NAESB),nandithe-|NorthnAmerican-|Electric-| 

Reliability-porporation-|(NERC).nSDG&Enalso-|monitorsnothenareasitonensureithe-| 

standardsnare7novinginisupportnoficustomerinterests.T|lnnareasiA/hereistandards-| 

deliverncustomerivaIue,nSDG&E-|prioritizesinteroperability-|initsTequirements-|byi 

implementingnanpreference-forisuppliersithatndoTiotnusenproprietaryitechnologiesnon 

implementations.Tn 

SDG&EiseeksitondesignisystemsiforTnodularitynandimplementistandardsnat-|keyi 

interfaces,nparticularlyithoseiDetweenithenutilitynandithirdnparties."nStandardsnatithese-| 

interfacesnenable-|thenutilityito7naintain-|the-flexibility-|needed-|tointegrateTiew-| 

technologyisolutionsnandi\/endors.1tisndifficult-|tonpredictithenevolutionarynpathnof-| 

variousitechnologiesnand,therefore,nSDG&Eivaluesnconsistentinterfaces-|thatnenableithe-| 

utilitytonchangetechnologiesnandt/endorsnasnandnwhen-|needed.-fiSDG&EiDelievesthisis-| 

ankey-guidingnprinciplenasitnexplores-|theTnanyicomponentsnofiSmartnGridnsolutions.Ti 

4.11.2 STANDARDS AND MINIMIZING RISK OF STRANDED COSTS] 

How will £DG&E jriinimizethe risk pf stranded xosts in vases where standards are 7 

evolving?i 

To-|minimize-|the-|risknofistrandednassetsiA/hereistandardsnareistillnevolving,nSDG&Eiwilh 

startiA/ithnpilotsnofTiewitechnologiesitonensure-|theyTneetitsTequirements.-nSDG&Enwilh 

27iThefpeniSmartiGricl^ubcommitteeiwithirTitheiJCAilnternationaliJser'snGroup,iseei 
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aIsonensureithat-fieldndevicesnarenupgradeablenoverithenair,nsoithatnasnevolvingistandards-| 

firm fjp^DG&E'sinvestmentsicaniDeprotected.TTi 

Project7nanagement-|practicesincludenevaluationnof-factorsinnorder|tondecreaseitheTisl<-| 

ofistrandedncosts.-nThenSDG&Enprojectiifecycle-|providesifornaTeviewnofitechnologyn(fori 

adherence-|tonstandards-|hbothnexternalnandintemal),iservicenandnprocesses,nasnwellnasna-| 

vendornevaluationithroughout-|theiifecyclenofnanproject.Ti 

SDG&EiwillnalsoisuggestTiew-|regulatoryistructures-|thatiA/illnprovideithe-|utilitynwithithe-| 

properincentivesitonadoptnappropriatenSmartnGrid-|technologyinnai/vayithatTesponds-| 

quicklyito7narketitechnologynchanges,nandTninimizesitheTisl<snofistrandedncosts.-nAs-|the-| 

electricngridnand7narketsnareTevolutionized-|by-|thenSmartnGrid,nSDG&Enwilhneedithe-| 

abilityitoTespondnquicklyiandTnakendecisionsithat-|previouslyTnightnhaveTequiredndirect-| 

regulatoryiapprovalnandiengthyTegulatoryihearings.T|Unlessithisistructureisnchanged,-| 

SDG&Enandithe-Galifomia-|utilitiesiA/illifalli3ehind-|theiDestindustrynpracticesnandiA/illTiot-| 

benableitonprovideiwhatncustomers-|requirenandndemand.-| 

14.11.3 OPENADR AND SMART-ENERGY-PROFILE COEXISTENCE j 

Whatis the feasibility pndpost Effectiveness pfvffering ID pen ADR coexisting yvith 7 

Smart fnergyfrofiie fL.O?i 

Deploying-|technologies-|thatnarencomplianti/vithithe-ppenADRnspecificationnonndedicated-| 

serversiA/illiDecome7norenpracticalnas-|moreivendorsnenterithisnarenanandiDegin-|building-| 

productsithatisupportithe-ppenADRispecification,includinginterfaces,ndemand-| 

responsenautomationiservers,nendndevices,nandisonon.TiIn-|thesenearlyistages,itiA/illiDe-| 

morencost 'effectiveitonexecuteinitialnpilots-|throughisoftwarenasnservicenofferings-from-| 

vendors.-nThisnapproachiA/illTeduce-|thencostimpactnassociatedi/vithinternalndeployment-| 

ofitheitechnologyiA/hilenalsonspeedingndeploymentitoisupportinitialnpilotnefforts.Tn 

SDG&EnhasnaiimitedimplementationnofPpenADR-|toiargencommercialncustomersnand-| 

willxontinuetoiexpandit-forthisxlassiofxustomers^nd-williexploreitsimplementatiorn 
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fonothencustomernclassesnasTiewnproductsnandiservicesnareiDrought-|toTnarket.Ti 

SDG&E'snadvancedTneteringinfrastructurensolutionincludesnanZigBeenwirelessn 

communications-|modulein-|the-|meternandisndesignedito-|SupportithenassociatednSmart-| 

Energy-|Profile.-nSDG&E'sifuturendecisionsinithisnareaiA/illiDendriveniDyncustomen 

adoption,interoperability,nand-|market"imaturity.Ti 

Assuming-|theitechnologiesiDuiltnagainsti:hei3penADRnspecificationTnaturenandTnore-| 

vendorsnententhisnarena,7norencostneffective-|Solutionsnandinternalndeploymentnand-| 

supportnofithese-|productsiA/illiDecome7noreifeasible.T|lntemalndeploymentsnon-| 

dedicatediserversi/vilhprovidenSDG&EngreateriflexibilityinintegratingitheiDpenADR-i 

compliantnproductsi/vithinternalisystems.-| 

4.12 CUSTOMERiBENEFITS-|DELIVERYn 

How will $DG&E jleliverijenefits to xustomers?7 

Aftencomplyingnwithistatenandifederahpolicyirequirements,ndeliveringiDenefitsnand-| 

maximizingivalueiforitsncustomersis-|thenprimaryifocusnofiSDG&E'snSmarti3rid-| 

Deployment-iPlannandnankeynelementitoitsndecision Wia king-process.-Evenimsituationsi 

wherenSmartiSridndeploymentiplansnareinTesponseitonanpolicy 'drivenineed,isuchias-| 

managingintermittencyiresultingifromincreasedinstallationnofTooftopnphotovoltaic-| 

energy,nSDG&EnevaluatesitheiDenefitsithenprojectiA/illndeliveritoncustomers.Ti 

SDG&Encollaboratesintemallyi/vithncross 'functionahteamsiandiexternallyiwithits-| 

customersnandnotheristakeholdersifonongoingncustomerinput,-|tonensureitsnSmarti3rid-| 

Deployment-|Planisndeliveringncustomenvaluenandnproviding-|benefits.-|Byialigningi:he-| 

Smarti3rid-|Deployment-|Planinternally,iwithi<ey-|Stakeholders,nandiwithnSDG&E's-| 

strategic-|plan,ithenutilitynalsonensures-|thatitsnSmarti3ridinvestmentsnandncustomeri 

projectsTeceivensupportnacrossithenentirenorganization.nSmarti3ridnplanningnand-| 

investments,initurn,nwillinformnSDG&E'snongoingistrategicnandnoperationahplanning-| 

effortsnacrossithencompany.iThisiviewiA/illnsupport-|thenannuahupdatesnandTeporting-|to-| 
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the-Commissionnwhich-|requiresncentraIizednportfolio-|trackingnandncustomenbenefits-| 

reporting.-! 

SDG&E'snstrategyitondelivenvaluenaddediservicesnand-|benefitsitoncustomersnwilh 

continueito-|bendriveniDyncollaborationiA/ithncustomersnandnothenexternalnstakeholders,-| 

includingTatepayernadvocates,ngovernment,iDusiness,nacademia,industry,-| 

environmentahand-privacyiadvocates.-nThisiwilhensureibetterTalignmentiwithitheTieeds-| 

andndesiresnofistakeholdersnandna-|morencomplete-|understandingnofiimpactsnon-| 

customers.Ti 

ByieveragingitechnologyitoncreatenaTnoreifunctionalngrid,nSDG&EncustomersiA/ilh 

becomenpartnersin-|providingnenergy,7nanagingithengridnandnensuringnaTeliableisupply-| 

ofnelectricityitoithenentirenSan-|Diego-|regionnatTninimumncosts.nSDG&E'sndeployment"i 

planToadmapisndriveniDynandesire-|toisupportncustomersnasitheyibecome-|partnersnand-| 

"prosumers"n(thoseithatiDothnproducenandnconsumenenergy)insteadnofiremaining-| 

customersithatnonlyiconsumenelectricity.TiFornexample,nSmarti3ridnCustomer-| 

Empowerment-|projectsiA/illnengagenand"ipreparencustomersito-|maximizei\/alueiDyi 

developingTatenoptions,iservicesnandnprograms-|thatncustomersiA/antiA/hilenprotecting-| 

customernprivacynandintegratingncustomer 'ownednequipmentincludingndistributedn 

energyresourcesisuchnas-|photovoltaicisystems,ismartnappliances,nhomenenergy-| 

managementnsystems,nhomeistoragenandnelectrici\/ehicles.nSDG&EiA/illnalsoiookifori 

opportunitiesnwhere-|the-|utilityncannplaynanunique-|rolenorifillnangapitonsatisfyicustomeri 

energyrieeds.-| 

SDG&ETecognizesithat-|theTatenofncustomenadoptionnofnemergingnSmartnGridncustomeri 

applicationsnand"|technologiesis-|uncertain."nTherefore,nSDG&EiA/illncontinueito-| 

collaborateiA/ithindustryngroups,-|majontechnologyi\/endors,nconsumeriappliancenand-| 

equipmentnprovidersnandTetailndeliverynchannelsitonunderstandnandinteroperatei/vith"i 

SDG&E'snSmartnGridinfrastructure-|tonaccommodateithe-|rapidlyievolvingnandnchanging-| 

consumenelectroniciandscape.-|Fonexample,ndeliveringncustomerinformationnand"i 
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customerispecificnaIertsitonancustomer'sTnobilendeviceiA/illncontinueitoiDenanchaIlengenas-| 

thenproliferationnof7nobilencommunications-|technologiesnandncustomer 'facingi 

applicationndevelopmentncontinuenatnaTapidnpace.Tn 

SDG&EiA/illintegratencustomerTenewableTesources,istorage,nandnelectrici\/ehiclesinto-| 

gridnoperationsiwhile7naintainingnand/orimprovingTeliabilitynatiDoth-|theitransmission-| 

andndistributionisystem.-nWherenappropriate,nSDG&EnwilhinstituteTiew-|technologies,-| 

suchias-synchrophasorsTandidynamicHineTatings.iSomeiofithis-williDeidone-b)\n 

partneringi/vithnCAISOnonidentifying-|transmissionnexpansionsnanditechnologicah 

improvementsnandTequirementsnandTesourcencharacteristicsTieededinTnarkets.T|These-| 

activitiesiA/illimprovenasset7nanagementnandngridnefficiencyiDyieveragingiA/idenarea-| 

measurementnandncontrolncapabilities.T]ByT3erformingithesenactivities,nSDG&EiA/illncreate-| 

theplatforrmforTewproductsiandiservices-fromtheiutilityiandthirdparties.-

Customernconfidenceinisecurity-|is-|paramount,nandnSDG&EiA/illnensurensecurityis-| 

maintainednoriimprovediA/ithithendeploymentnofismart-|technologies.-nThisiA/illinclude-| 

hardeningnsystems,itesting-forivulnerabilities,naIigningncontrolsitoTegulationnand-| 

enterprisencapabilities,-|trackingithreatsnandivulnerabilities,nprovidingnappropriate-| 

trainingitonoperators,nand7nakingnaIlnSmartnGridnparticipants7norenawarenofisecurity-| 

risks.nSDG&Eiwillndeployisecure,TeliablenSmartnGridncommunicationsncapabilitiesnand-| 

leverage-service lbasedintegrationito-|provide7naximumiflexibilitynandnadaptability-| 

betweenisystems.-m 

As-|technologynevolvesnandiDecomesincreasinglyncomplexito-|maintainnandnoperate,-| 

SDG&EiwillnensureTeadinessnofitsi/vorkforcenasnevennhigheriskilhlevelsnareTequired.Ti 

Thenwellnknowni/vorkforcenchallengesifromnannagingi/vorkforcenandnattritionnofi 

experiencediworkersiwilhalscnbeiaddressedirnanyiworkforceiplan.-nThisiwilhensureithat-| 

SDG&EisnableitonprovideiserviceithatTnaximizesivaluenofinewnandnemerging-| 

technologiesifoncustomers.n 

1 
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4.13 EVALUATINGiTHIRDiPARTYiCOMMUNICATIONSiNETWORKSi 

Howyvill $DG&Epvaluatewhetherthird party rommunicationspetworksranprovidej 

cost Effective -communications thatjneetthe security pndperformance requirements 7 

of$martlGrid?tlowyvill$DG&Exonsidert>othpxistingpndjutureserviceproviden 

capabilitiesicost effectiveness, security, pnd performance)?! 

Secure,-|reliableTietworkncommunicationsnarenancoreTequirementiforibothnSmartnGrid-| 

and-|traditionahutilitynoperations.-|NetworkncommunicationsnsolutionsifonSDG&E'snSmart-| 

Grid7nust-|meetnancomprehensiveisetnoffunctionaInand-|technicalTequirements,nand-| 

deliver7naximumivalueitoithe-|Utilitynand-|itsncustomers,Tegardlessnofiwhetheritheynare-| 

provided-|bynSDG&E'siprivatelyTDperated-|systemsTDr|everage-|servicesiprovidediDy-| 

networknservicenproviders.Ti7 

LikenotheritechnicaIncapabilitiesnandnsystems,nSDG&EnwillncarefullynevaIuateithe-| 

feasibility,ncost,nanditechnicaIiDenefitsnofiusingnexistingncommunicationsinfrastructure-| 

and-|howitheyncaniDestiDeintegratediA/ithTiewitechnologiesitonenablenSmartnGrid-| 

deployment.TiTechnologiesnandisystemsnwilliDenevaluatednagainstiDusinessnanditechnicah 

requirements,itechnologyiandnproductTnaturitynandiifecycle,interoperabilityistandards,-| 

andfit 'for 'purposeivalue.Tn 

SDG&E'sncommunicationsncapabilitiesnhave-|beennenabledi3yna7nixnofprivate-|networks-| 

andithird lpartynprovidenservicesforndecades.-|lnitsncontinuousneffortsitoimprove-| 

efficiency,ifunctionality,ncapacitynandnsecurity;nSDG&EnconstantlyTnonitorsitheTnarket"i 

foriavailableisolutionsnandnemergingitrendsnandincorporatesnpromisingitechnologies-| 

intoitsnevaluationnandnanalysisnprocess.iThroughithat-|process,nSDG&Enhasnevaluated-| 

whetherithird 'partyncommunicationsnnetworksncannprovidencost Wfectivei 

communications-|that7neetithe-|securitynandnperformancen(includingncoverage,ncapacity,-| 

reliability,nandisurvivabilitynduringnadverseneventsnsuchnasnearthquakenoriwildfire)-| 

requirementsnofithenSmartnGridi-nandifoundithatinisomencases,itheyncan.nWhere-|those-| 
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requirementsnareTnet,nanditheisolutionnofferednprovidesitheTnosti\/aIue,Tietwork-| 

servicesifromnaithird 'partynproviderimayiDeiselectednovernanprivateTietworkisolution.Tn 

4.14 CONCLUSION" 

SDG&EnhasndevelopednaTobustistrategyTforitsnSmartnGrid-|Deployment-|Plan.TiElements-| 

ofitheistrategynhave-|beennpresentnand-|Successfully-|UtilizedfornaTiumbenofiSmartnGrid-| 

technologyideploymentsitondate.-|TheistrategynutilizesnandecisionTnal<ingiframeworl<ithat-| 

prioritizesnprojectsithatnarendriveniDyrequirementsnofistatenandifederahpolicynand-| 

projectsithatndelivencustomerivalueiA/hereitheiDenefitsnexceedithencostsnoriA/hereithe-| 

investmentis-|necessaryitoneffectivelyncommunicateiA/ithncustomers.-|PilotingTeduces-| 

risks-|Suchnas-|Strandedncosts,namongnothers,iwhileithe-|Strategy'snapproachito-| 

interoperabilityistandardsnanditheieveragingnofiexistinginfrastructureiA/herenpossible-| 

alsonhelpnkeepncostsiow."nThisistrategyTfulfills-|theTequirementsnofiD.10 *G6 ^ynandn 

providesiforflexibilitynasitechnologiesnevolvenoveritime.n 
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5.1 INTRODUCTION! 

SDG&EintendsitonbuildnanSmartnGrichthatisTiotnonlyTeliablenanchsafe^butnalsoisecure.! 

SDG&Eisnnotnaloneinithisnexpectation.nThenStatenof-California^nandithe-Commissiorri 

agree!thatisecurity!plays!a!vitalTole!in!the!State's!electricinfrastructure!byistating!"there! 

isnannurgentnneeditonensureithatnthenutilitiesnhavenappropriateisecuritynprogramsi nnplacen 

forphysicalnandncyberithreatsnand/ornattacks/'^nlniaddition^henFederalnGovemment,! 

throughnTitle!Xlll!ofithe!Energyilndependence!and!Security!Act!ofi2007!States!that!"itis! 

thenpolicynofithenUnitednStatesitoisupport-ithenmodernizationnofithenNation'snelectricity! 

transmissionnandndistributionisystemitoTnaintainnaTeliablenandnsecurenelectricity! 

infrastructureithatncannmeetifuturendemand^rowthnanditonachieveneachnofithe! 

following,!which!togethencharacterize!a!Smart!Grid..."30!Fromistandards!bodies,isuch!as! 

NIST,!tonutilities,!tO!Consumeriadvocacy^roups!and!private!citizens,!everyone!agrees! 

that-fornSmartnGriditonbensuccessfulitnmustnbeisecure-fromnphysicalnandncyberithreatS! 

andimustprotecttheprivacyiofxonsumendataicollectediDyiutilities.-

SDG&Eiseesithreeimportantnaspects-itonachievingnaisecurenSmartnGrid^includingnphysicah 

security,ncybensecuritynand!Customer!privacy.!First,!physical"pecurity,iwhichincludes! 

preventingno nreducingitheithreatnofienergynandnproperty-itheft,vandalism,itrespassing,! 

andnbombnscares^snankeyipartnofithenbusinessnof-pperatingnanutility.nHowever^physicah 

securityibecomesnevenTnorencomplexinnanSmartnGridnwhereinfrastructurencomponentS! 

andnpersonnehpreviously]Confined!tO!data!centers!wilhnecessarily!migrate!Outinto!the! 

fieldiwherenmonitoringisTnorendifficultnandnphysicalisecurityintrusionsnexperience! 

longenresponse!times.-nSecond,!cyber|security!programs!wilhbe!challenged!by!an! 

increasingnnumbenoficyberiassetsndispersednovernanbroader^eographicnarea^ontrolling! 

2SiCaliforniaiPublic1JtilitiesiCode,isectiorn8360{a).i 
2ELlD.10'm b47nat-p.5829iD.10 b6 b47iat-p.58i 
30iFromitheiEnergy1odependence-Bnd!)ecurttyTAetpfgOD7yPublic1_aw]llO 4.401 
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morenpartsnofithengrid,nandncommunicating-|morendataithannevenbefore.irhesenassets-| 

willTequirenprotectionsnagainstnunauthorizednaccessnandiossesitoinformationn 

confidentiaIity,integritynandnavailabilityithatnarenatieastnas-|Strongnasitheirncounterparts-| 

inndatancenters.-|FinaIly,ncustomerprivacyisnancriticaInaspectitoiDuildingnandnoperatingna-| 

securenSmartnGrid.-|PervasivencustomenprivacynwilhrequirenansetnofTobustiDusinessTules-| 

asnwellnasneffectivensecurityncontrols.n 

lnformationnassetsin-|the-fieldiwilliDenhardenednagainstnphysicaI-|tampering,nandithengrid-| 

itselfibetternableitondefendnagainstnunauthorized-|accessitoitsisystemsnand-|networks.-| 

NeitherianphysicalTiornancyber LthreatncannbenaIloweditoisignificantlyiimpactithenSmart-| 

GridndespitenattackingnanypnenorTnultiplenpartsnofit.nAsnhybridnphysical tyberithreatsi 

emerge,nSDG&Eiwillnpreparei3ynconsidering-|hownphysicaInandncyberisecuritynprograms-| 

cannandiA/illi/vork-|togetheritonprotectnSmartnGridnassetsnandinformation.nSecuritynand-| 

privacyiA/illiDe-|mandatoryTequirementsithatnarendesignedin-fromitheiDeginning.-| 

^ 5.1.1 SECURITY VISION AND APPROACH ; 

TonsupportnSDG&E'siargerivision-fornSmartnGrid,ithencompanyisfurthernelevating-|the-| 

alreadyimportantToleisecurity,iDothnphysicalnandncyber,iA/ilhplayiinithisTiewnparadigm.-| 

lnithisisecuritynperspective,nSDG&EnenvisionsithatinitheifacenofTnorencomplexisystems-| 

withnexponentiallyTnorendatananditransactions,nanincreasedTiumbenofparticipants-| 

(customersnconsumingnandnproducingnenergy,iservicenproviders,naggregators,Tegulators,-| 

utilities,netc.)nwillncontinueitoTelynonithenavailabilitynofithe-|system;itrustitheintegritynofi 

theinformationproducedib\nthe-system;iandiDeiconfidenti:hat-sensitiveinformationis-

secureifromnunauthorizednaccessnondisclosure.nSDG&E'snSmartnGridi/vilhbeTesistant-|to-| 

physicalnandncybensecurityithreats,nasnwellnasTesilientitonattacknandTiaturalndisasters.1t-| 

willnaligniA/ithindustryistandardsnandiDestnpractices.nSDG&E'sisecuritynpoliciesnand-| 

practicesnareiDuiltnonnaisecuritynprogramithatnuses-|riskTnanagementTnethodologiesito-| 

maxi mizeitsisecu rityi nvestments.Ti 
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To-|reaIizeithisi\/ision,isecuritynprogramsnandinfrastructureiA/ilhmakenSmartnGrid-| 

participantsnawarenofitheTisksnandnpotentialnconsequences.iThenutilityiA/illnhave-greaten 

visibilityinto-|the-|system-|State,nasiwellnas-|eventsitaking-|placenonithe-|system;ncustomers-| 

willnunderstandnhowito-|betternprotectitheiripnvacy;neachistakeholderiA/illnhave-|more-| 

informationitonhelpithenutility-|reduceithenoverallTisknofithenSmartnGridnwithnannemphasis-| 

onncreatingnanculturenofisecurity31.nSecurityTnanagementifunctionsiA/illnconverge,"|being-| 

centrally-governediDyithe-|Utility.irhis-|managementiA/illnaIlowiforncompany 'to 'third 'partyn 

interoperability ."Companyisecurity-|processes,isuchnasincidentTesponse,iA/illiDe-| 

integrated.-|ForisystemTesistancenandTesilience,ncentrallyimanagednsecuritynpoliciesiA/ilh 

disaggregate,ndistributingintoiocalizedislandsnorncommunitiesnofinfrastructureito-| 

allowTtheisystemtoicontinuetoprotectitselfintheieventitiDecomesisolated-fromthe-

totalisystemnenvironment.-|Finally,nSDG&Eiwillncontinue-|toifocusnandnenhanceitsnability-| 

toncomplynwithnFederal,istatenandiocalTegulationsndesigneditonprotectithe-| 

confidentiality,integritynandnavailabilitynofithenSmartnGrid.nSDG&ETiskTnanagementn 

methodologiesiA/illintegrateiA/ithiDusinessnprocessesnandishouldneventuallyiinform-|the-| 

developmentnofimandatoryTeliability-|Standards-|setiDyTegulators.TPveritime,-|reliability-| 

standardsishouldndevelop-|tonaligniA/ith-|theisimilaririskTnanagementiframeworksin-| 

orderitoiDenagile,neffective,nandncostnefficient.Ti 

ThisivisionnandnapproachiA/ilhbenefitnallnSmartnGridnparticipantsiDynallowingithemitoiDe-| 

confidentithatithensystemisTeliablenandndependable,itsnoperationnpredictablenandn 

trustworthy,nandifreeifrom-|unauthorizedinformationndisclosurenonmodification.Ti 

5.2 SECURITYiRISKSnlNiTHEnSMARTnGRIDi 

SDG&Enevaluatesithreeifactorsito7neasurenangivenTiskitoithenSmartnGrid:-|l)ithreatsito-| 

theisystem;n2)i\/ulnerabilitiesinitheisystem,nandn3)itheimpact,nor)oss,ifia-|threat-| 

successfullyiexploitsivulnerability.-| 

31nAlignsiwiththeiEnergyiSectoi^ontroliSystemiWorkingnGroup'si'5oi«iO]a£lo^ecurejEnergyjPeliye[yi 
Systems."! 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil36i 

i 

SB GT&S 0247898 



Simplyistated,-|threatsnarenanythingiA/ith-|thenpotentiaIitoncause-|harm.-|Lacknofintentndoes-| 

notndiscountisomethingnasnaithreat.nSDG&Enclassifiesithreatsintoithreencategoriesn 

lntentionaI,nAccidental,nand"|EnvironmentaI.-| 

/ntent/'ono/ithreatsnareithoseiniA/hichithereisintentitonadverselyimpactithe-| 

confidentiaIity,integritynornavailabilitynofian-|asset.-pommonnexamplesinclude-|sabotage,-| 

theft,ncyber Attack,nand7naIiciousncoden(maIware).-|ln"|thisncategorypfithreats,inithe-| 

thelrjeport,-flight impact, j.ow frequency f vent f(isk to the fJorth America n-^ulkf oweri 

System,ithe-|NorthnAmerican-|Electric-|Reliability-Gorporation-|(NERC)nandithe-|Department-| 

of-|Energyn(DOE)Tiotedithatn"onithenhigh 'rmpactnendnofithenscalenarenhighly Coordinated,! 

well C>IannednattacksnagainstTnultiplenassetsndesigneditondisableitheisystem."32-| 

lntentionalithreatsincludeTiotnonly-|thesenexternalisources,iDutinsiderithreatsisuchnas-| 

disgruntlednemployeesnoncontractorsnwhose-|knowledgenofithensystemnandits-| 

vulnerabilitiesncouldiDenused-|toncausengreatnharm.-| 

i4cc/'c/ento/-|threatsincludeithosenhuman CausedneventsithatTnaynadverselyimpactnann 

assetiDutin-whichthere-wasTointenttoicause-harm.-Examplesincludethe-accidentah 

deletionnofncriticahinformation,na7nisconfigurationnofiaisecurityisystemithatintroduces-| 

newivulnerabilities,norithenunpluggingnofiandevicefromitsnpower-|Source.-| 

fn!//'ronmento/-|threatsnarencommonlynassociatediwith-|naturalndisasters,isuchnas-| 

earthquakes,nwildfiresnorflooding,-|butnalsoincludeithreatsnsuchnasnpandemicnevents33-| 

thatncouldimpainannorganization'snability-|tonprovidenancriticaliservice.-|Evenisolari 

phenomenaisuchnasisuniflares-|representnannenvironmentalithreatitonSmartnGrid.-| 

Threatsiseekitonexploitivulnerabilitiesnoriweaknessesin-|theisystem.nVulnerabilitiesncan-| 

alsonbendividednintoithreencategoriesntechnological,process Celated,nandnbehavioraI.! 

Therenarenseverahplacesivulnerabilitiesncould-|potentiallyidevelopinnanSmartnGrid.-| 

32I!MERC POEiHigh 'Impact,ilow 'FreqyencviEveritRisks-to-theiNorth-AmericaniBylkiPowerSvsterm 
33jbid.^ 
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Techno/og/'co/ivulnerabilitiesnoccuriwhennaiflawinnanpiecenofihardwarenonsoftwareis-i 

introducedn(intentionaIlynornaccidentally).-Cybenexamplesincludenoperatingisystemnand-| 

applicationiDugs,nandnsystem7nisconfigurations.-|PhysicaI-|securitynexamplesinclude-| 

coveragengapsin-facilityivideo-|monitoring,iA/eaknessesinnphysicahbarriers,nornaIarms-| 

that-fail-|to-|triggenwhennaiDreak ltnnoccurs.-| 

Process /•e/otec/ivulnerabilitiesnareifoundinnorganizationalnprocesses.nAiDusinessnon 

organizationalnprocess7nissingncriticalnchecksnandiDaIances7nay-|benexploitediDynan-| 

attacker.nProcess 'relatedivulnerabilitiesimayibeinfluencedibyihumanibehavior.i 

6e/70!//'oro/ivulnerabilitiesnoccuriinnhumaniDeings.nAttackersiA/illnoftennuseisociah 

engineering-|techniques-|to-gainnaccess-|tonaifacilitynonsystemithroughnhumannoperators-| 

ratherithannattemptito-|bypassnsophisticatednonhardenednsecurityncontrols.-|Usersnofi 

informationnassetsnmaynattemptitondoiA/hatisnconvenientTatherithaniA/hatisTiecessaryi 

tonconductnbusinessinnaisecureifashion.nSuchivulnerabilitiesncaniDenparticularlyi 

challengingitondetectnorimeasure.-| 

Finally^hepotentiahimpacticausediDyitheiossiof-an-asset^hethertheiossisTelated-

tonavailabilitynofithenasset,nontheiossnofintegritynonconfidentiaIitynofinformation-| 

stored,nprocessednoritransmittediDyithenasset,7nustiDenconsideredinTiskndecision L 

makingnprocesses.nAssetsithatnareiessncriticaI-|to-|thenoperationnofithenSmartnGrid7nayi 

requirefewernprotectionsithannassetsithatnare-|significantly-|moreimportantitoits-|safety-| 

andnreliability.-| 

WhennconsideringithreatsnandivulnerabilitiesnstrategicaIly,-|the-|primaryirolenof-iSDG&E's-| 

securitynprogram-|mustiDeitonproactivelyreduce-|thenoveraIhriskitonSmartnGridithat-| 

minimizeithenquantitynandiseveritynofivulnerabilitiesifoundinitheisystem,iA/hetherithey-| 

areitechnological,-process lrelated,nonbehavioraI;nand-|to-|respondnquicklyitoncontain-| 

threats-|thatndo7nateriaIizeiDeforeitheyicaniseverelyiimpactitheisystem.-| 

1 
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5.3 PRIVACYiANDiSMARTiGRIDi 

SDG&Eiunderstandsthatithe-fulHDenefitsiof-Smart-GridicannotiDe-achievedifitidoesTiot-

havetheiconfidenceiofitheiusersiofithe-system.inparticula^itisimperativeTthatthe-

privacynoficustomers'npersonalinformationnand-iusagendataiDenprotected-fromnalh 

unauthorizednaccess,ndisclosurenor7nodifi cation.n 

SDG&EintendsitonadaptiseveralnaspectsnofTelevantnguidingnprinciplesintoitsncustomeri 

privacyiframework.-|Fornexample,nSDG&Eisupportsitheifoundimensionsnofprivacynas-| 

described-|by-|NISTnandithe-|Fainlnformation-|Practicen(FIP)nprinciplesndevelopediDyithe-| 

FederahTrade-Gommissionnasnkeyicomponentsnofitsisecuritynandnprivacynprograms.ln-i 

addition,nSDG&Enalso-|Supportsnotherguiding-|principlesfromnanprocessnanditechnology-| 

designnperspective,isuchnas-|the-|PrivacyibyiDesignnSeven-|FoundationahPrinciples.-| 

NISTndescribesifourndimensionsnofnprivacy-|thatnSDG&Ei/villnconsiderihowitointegrate-| 

withits-GustomenPrivacynProgramn 

"Privacyirelates-|toindividuals.-|Foundimensionsnofprivacyiarenconsidered:-| 

(1) Personalinformation—nanyinformationTelating-|tonanindividual,iA/honcaniDen 

identified,ndirectlyprindirectly,iDyithatinformationnandinnparticulariDy-| 

referenceitonanidentificationnnumbernoritononenorTnoreifactorsnspecificiton 

hisnortierphysical,nphysiological,7nental,neconomic,ncultural,-|locationnor-| 

sociahidentity;n 

(2) Personahprivacy—theTightitoncontrolitheintegritynofnone'snowniDody;-| 

(3) Behavioralnprivacy—theTightnofindividualsito7nakeitheirnownnchoicesnabout-| 

whatitheyidonand-|toi<eepncertainnpersonaliDehaviorsifromiDeingisharednwith-| 

others;nandn 
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(4) Personalncommunicationsnprivacy—theTightitoncommunicatei/vithoutnunduen 

surveillance,-|monitoring,norncensorship."34-| 

Further,nSDG&EnagreesiA/ithithensevennprinciplesiset-forthiDy-|PrivacyiDy-|Design,Tiamely:-| 

1. Privacyis-|ProactiveTiot-|Reactive;-|PreventativeTiot-|Remediah 

2. Privacynasithe-|Default-| 

3. Privacy-|EmbeddedintonDesign-| 

4. Full-|FunctionaIityi--|Positive lSum,-|notnZero 'Sumi 

5. End 'to [End-|Lifecycle-|Protection-| 

6. VisibilitynandnTransparencyi 

7. RespednfonllsenPrivacyi "Customerjprivacyjisj 

becoming gn integral part j 

offhejjusiness -/culture 7 

within i>DG&E. "7 

Thesencharacteristicsnand-|principles-|become-| 

im porta ntiaspartiofiaiDaselineio find ustry-

understandingnandiDestnpracticesnasnSDG&En 

goesiforwardinithenevolutionnofits-Gustomen 

Privacy-|Program.iThisneffortiA/illnpermeate-| 

every-partiof-SDG&E'sicustomerprivac\nframework.itiwillpositivelyinfluencethe-way-

SDG&Enoffers-iservicesitoitsncustomersiDyiDuildingnconfidencenanditrust.Ti 

Flowever,nSDG&E-|recognizesithatithenchaIlengenofitranslatingithese-|principlesinto-| 

practiceinnanconsistentnandncostneffective7nanner.-|Fonexample,i:henprivacy-|principleiDf-| 

"data-|minimization"isnaiA/orthy-goalitonachieve,iDutnhowithisprincipleiA/illiDe-| 

consistentlynapplieditonever 'changinginnovativenSmartnGrid tnablediserviceiofferingsi 

hasiyetitoiDeifullyndetermined.n 

34f romi"GuidelinesiforiSmartiGridiCyberiSecurity^Vol.i2,iPrivacy-TanditheiSmartiGrid"i 
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I 5.3.1 EVOLVING THE CUSTOMER PRIVACY PROGRAM j 

Customernprivacyis-|becomingnanintegrahpartnofitheiDusinessnculturenwithinnSDG&E.iThe-| 

utilityis-workingtotightlyintegrateprivacyisafeguardsintoTelevantiDusinessprocesses-

anditsnSecurity-|Programs.-Customerinformationnprivacyimpactnassessmentsnand-| 

analysisnofTiewnandnpendingiegislation,nasiA/ellnas7naturing-|bestnpracticesTegarding-| 

privacyiwillTesultinnchangesitoncompanynpolicy,-guidelines,processes,procedures— 

includingphangesitoisecurity-|requirements,prchitecturalprinciplespndndesign-| 

standards,pndisystemponfigurations—inprderitoiDettensupportpustomerprivacyi 

throughoutpnd 'to lendiDusinessprocesspnd-|technologyimplementations.-| 

SDG&Eiwilhseelqto7ninimizepneliminate-|thepollectionpfTunneededpustomeri 

information,nshareiustitheTequiredpustomerinformationi/vithpnlyithoseithatnhavep-| 

needitonknow,pndpnsurepppropriateisecuritypontrolsprotectpustomerinformation-| 

throughitheinformation's-|lifecycle.Ti 

Automatedpndpervasivendataioss-|preventionpapabilitiesi/villpllowithepompany-|to-| 

minimizeitheTislqthat-|sensitiveinformationpouldibeintentionallyprTaccidentally-| 

mishandledn(i.e.,printed,p 'mailediwithoutpncryption,ptc.)pccordingitoiegal,-| 

regulatoryprpompanyisecurityTequirements.-| 

Mostimportantly,nSDG&EiA/illpontinueito-|raiseithepwarenesspfiprivacyissuespnd"i 

educatepmployeespndpontractorspbout-|thepecessitypfTespectingpndprotectingn 

customers'privacy.ji 

ThenCustomer-|PrivacyiOfficeriwillpversee-|thesepctivitiespndnhaspverallpccountability-| 

forinsuringithepdequacypfpllpustomerprivacypontrols.-| 

5.4 ALIGNMENT1TO1SECURITY1GUIDANCE1DOCUMENTS1FROM1NIST1AND1 

OTHERSi 

Asnstatedin-|thenSmartnGrid-|Deployment-|Plan-|securitypision,nSDG&EiDelievesitispritical-| 

thatnSmartnGridisplignediwithindustry-|standardspnd-|bestpractices.nAnwidely-| 
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recognizedisetnofisecurityistandardsithatnSDG&Enuses-|throughoutitsnsecuritynprograms-| 

is7naintainediDyithe-|National1nstituteifornStandardsnand-|Technologyi(NIST).-| 

NISTTepresentsiustnonensetnofistandardsnandiDestnpracticesithatnSDG&ETnustiookito-| 

fonguidance.1nnaddition,nseveralTegulatoryiDodiesissueistandardsnandTequirements-| 

that-|thencompany7nustnaIsoncomplyiwith,including-|the-|NorthnAmerican-|Electric-| 

Reliability-£orporationiCritica!1nfrastructure-|Protectioni(NERC-£!P),ithe-£alifornia-| 

Privacy-|Breach-|NotificationnAct,nSarbanes-|Oxley,nandnothers.nSomenofitheseistandards-| 

arenduplicative,norTarely,nconflicting.n 

To-|meet-|thenchaIlengenoficomplyingnwith-|thisngrowingiistnofistandards,Tequirements-| 

andnbestnpracticenguidelinesinnaisustainablenandnefficientiA/ay,nSDG&E'snsecurity-| 

programisistrategicaIlynconsolidatednandnarticulatedinitsnunifiedisecurityncontrols-| 

framework.nSDG&E7nanagesna-|mastencataIognofisecurity-|requirementsnandncontrols-| 

thatisnmaintainediDyithisisecurity-|program.irhese-|requirementsnandncontrolsnare-| 

normaIizednonstandardizedinnaianguageithatncan-|benunderstood-|by-|the-|businessnasiA/elh 

asnauditorsnandnareTiotintendeditoiDenspecificitonanynoneTegulatoryibodynorisetnofi 

securityistandards.-|Regulatoryistandards,Tequirementsnor|industryiDestnpracticesnare-| 

incorporatedintoithisncataIogiDyna-|simple-|mappingnexercise.nAddingnaTiew-|setnof-| 

regulatoryirequirements,nstandardsnor|industryiDestnpracticesisna-|mattenofimapping-| 

themitoithisTiormaIizedncataIognoficontrols.1nncasesnwherena-|newTequirement-| 

introducesna-gapinithencataIog,itheprogramnengagesna-|processitondefine,ndesign,itest,-| 

andnimplementTiewncontrolsnquicklyitonensureitheTiewTequirementncan-|beTnet.-| 

TonseenannexamplenofnhownSDG&Enuses-|this-frameworkitonaIignnwithithenSecurity-|Profile-| 

fonAdvanced-|Metering1nfrastructure,ithe"GataIognofiControlnSystemsnSecurity,nand-|the-| 

Departmentnof-|HomelandnSecurityn(DHS)-GybernSecurity-|Procurement-|Languageifori 

ControlnSystems,iseenappendixinnsectionn4. ll.l.n 

SDG&ETegulatory-performsinternaliself ^ssessmentsiofitsicompliance-withTequiredi 

federalistandardsTegardingisecurityioficriticalinfrastructureiasipartiofitsiongoingi 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil42i 

SB GT&S 0247904 



compliancenactivity.T|InternaIly,ithenutility'sncomplianceiA/ith-|theseistandardsis-| 

reviewed,ndocumentationnandnothernevidencenofncompliancenarenexamined,nandnwhere-| 

necessarynchangesnare7nade-|to-|mitigatenanynareasiwherensecurityncaniDeimproved.-| 

5.5 SDG&E'SiGRIDiANDiCYBERiSECURITYiSTRATEGYi 

SDG&E'snsecurity-|Strategyialignsnwithithencompany'snoverallnobligationitonensureithe-| 

safenandnreliablendeliverypfienergy-|toitsncustomers.-| 

lnnorderitoTealizeits-|securityivision,nSDG&Eiwillnactnonna-|Strategyiwhichncan-|be-| 

summarizediDasednonifivencomponentsn 

ffi AdhereitonSecuritynPrinciplesn 

ffi BroadennAwarenessn(to-|Employees,irhird-|Partiesnand-Gustomers)-| 

ffi ConvergenSecuritynGovernancen 

ffi DisaggregatenSecurityGontrolsn 

ffi Complyiwith-|Federa|-Griticahlnfrastructure-|ProtectionnStandardsnand-| 

Requirements"! 

I 5.5.1 ADHERE TO SECURITY PRINCIPLES ] 

Atitsnhighestievel,nSDG&E'snsecurityistrategyiseeksitonapplyifundamentalisecurityn 

principlesitoi'tsiSmartiGridi'nfrastructure.i 

ffi Minimizeithenattackisurfacenof-iSmartnGridinfrastructurencomponents,-|rendering-| 

them7noreTesistant"|tonattack.-|EveryisystemnandneverynapplicationTnustiDeginin-| 

anknownnanditrustednconfigurationisoithatinitheTareinstance-|thatnan-| 

unauthorizednchangendoesnoccur,it7nayiDenquicklyiidentifiednandnactednupon.-| 

ffi ProtectncustomernprivacyiDyiimitingithenamountnofinformationncollectednaboutn 

customersito-|thatiwhichisTiecessaryitoTneetiserviceTieedsnwhilencomplyingnwith-| 

all-|legalnandTegulatorynobligations.-|Privacy7nustiDeithendefault,7neaningithat-| 
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customersiA/illnoptinnonexplicitlynauthorize-|thenutilityitoishareinformation-|ratheri 

thaniDeingTequireditonoptnout.n 

ffi SeparateTnissionncriticalndutiesitoTninimize-itheTisknofiaisingleinclividuah 

misusingnaisystemnornprocessito-|harmithenSmartnGrid.-| 

ffi Simplifyithe7nanagementnofiaccess-|toncnticaIisystemsitoTninimizeitheTisl<nof-| 

humannerrorin-|thenapplicationnof-iaccessnandito7nanagenaccountabilitynof-iSmart-| 

Gridnactornactionsn(i.e.ioggingncriticaIitransactions)iDynapplyingithenprinciplenofi 

role tasednaccessncontrol.-i 

ffi MinimizeitheTiskithatitheifailurenofnanynonencontroHeadsitonancompromisenon 

failurenof|theisystemiDynapplyingndefense 'in 'depthtechniquesjn-fwhichimultiplei 

layersnofndefensenarenplacedithroughoutitsisystemsnandnpotentialisecurity-| 

vulnerabilitiesnarenaddressednat7nultipleiayersincludingnpersonnel,itechnologyi 

andioperationsTfortheidurationiofitsisystems'iifeicycles.-

ffi EnsureithenSmartnGridisnalignedi/vithnacceptedisecuritynstandardsnandiDest-| 

practices! niordentoTriaximize-f lexibil ityin+iand I ingtheiatestithreat-yectors.71 

ffi Separate7thenapplicationnoficentrallyimanagedisecurityncontrols,7fromnsecurity-| 

controls!A/hichnarendistributedin7thenSmartnGridnenvironment.-| 

5.5.2 BROADEN AWARENESS] 

Beyond-|thencurrentinvolvementnof|UtilitynemployeesnandncontractorsiiT|security-| 

activities,nSDG&Enconsiders-|threendifferentnperspectivesnofiawarenessinitsnsecurity-| 

strategy.-! 

ffi Develop-fiituational-fiwarenessj 

ATesilientnSmartnGridisnable-|tonself 'measurenandiself 'assessithenconsistencynofn 

itsisecurityncontrolsnand7theineffectivenessinnnearTeal7time.nSecuritynpersonneh 

monitorfornandndetectnaiDroad"irangenofnphysical,ncybenandnhybridisecurityn 

events,includingincidentsnand!/ulnerabilities,Tesponding-fasternand!nore-| 

efficientlyibasednonTthenprioritynofneach.-n 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil44i 

SB GT&S 0247906 



ffi Smart ~f3rid farticipan t ik wareness 7 

SecurityisnnotiDnlynembeddedintcnSmartnGrichoperationalnprocessesnanch 

technologies,-|butnaIsoinitheithoughtsnandnhabitsnofithenpeople-|thatnparticipatein-| 

thengeneration,-|transmission,ndistributionnandnconsumptionnofienergy,including-| 

utilities,ithirdnpartiesnandncustomers.-|Risknownersincludenphysicalnandncyben 

secu rityrisksi ntheindecisions.iJtil ityiemployees,third-pa rtiesTandicustomers-

areinformednandnunderstanditheisharednobligationTtonprotectneveryindividual's-| 

privacynandisecurity.-|7 

ffi Collaborativepnd-Regulatoryikwarenessj 

LegalnandTegulatoryncomplianceisnmoreneasily]managednand7verifiableinna-| 

complexnandTapidlynchangingTegulatorynenvironmenti/vhereitransparencyi 

buildst rust.-The-communication-pfTelevant-securityinformation,including-

threatsnandnpotentialivulnerability-|mitigations,namongnaiargencollaborative-| 

community-facilitatesifindingnandTesolvingnpotentialnproblemsTfaster.Ti 

I 5.5.3 CONVERGE SECURITY 'GOVERNANCE! 

Convergence-|takesnon-|threenperspectivesinithisndeploymentnplan.-| 

ffi Centralizedjnanagementpfjcompanyphysicalpridpyber^ecuritycapabilities, JJJ 

SDG&Encentrallynenforcesitsisecurity-|managementTfunctionsnandTeducesTthe-| 

numbenofiuniqueTnanagementinterfaces-|requiredTto7nonitoriandncontro|-|these-| 

capabilities.nSecurityncapabilitiesnarenpolicyndrivenitoisupportTthenconsistent-| 

implementationnofisecurityncontrols,iargenscalenenterpriseTnanagement-|through-| 

thenusenofiautomation-fornenterprise 'widenconfigurationnmanagement,nand-| 

remotensecurityTnanagement."Companyisecuritynprocesses,isuchnasincident-| 

response,nareintegratedisoTthatnwhennanincidentnoccurs,TthencompanyTesponds-| 

quicklynandneffectively. 7 

ffi Integration pfpompanypnd third party security papabilities. 7 
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Securityncapabilitiesnareifederatediforncompany 'to 'third 'partyiinteroperability.i 

Third-|parties7nayincludencustomers,i\/endors,ncontractors,Tegulatorsnor|Iaw-| 

enforcement.iThisnprovides-|relevantnactorsnaccess-|to7noreinformationinnorderi 

toTnakeTiskndecisions.irhisnconvergenceTnakesnpossibleithenadvancedndatan 

integritynandnnon 'repudiationncapabilitiesirequirediforimakingisuchiargeiscalei 

syste m sit ru st wo rt hy .-| 

ffi Leverage-Standards7 

DiverseiproposalsifonstandardizationiregardingitheinteractionibetweeniSmarti 

Gridisystemsiandisecurityicapabilitiesiuniteintoiaisingleiwellidevelopediandi 

widelynacceptediibrarypfistandards,imakinginteroperabilityibetweenidifferenti 

entitiesicostieffective,flexible,ieasyitoimanage,iandisecure.i 

5.5.4 DISAGGREGATE SECURITY CONTROLS 1 

DisaggregatediSmartiGridisecurityicontrols,ienforcementimechanisms,iandinformationi 

repositoriesiareiphysicallyiandiogicallyidistributedithroughoutiutilityioperations.iThisi 

approachiincreasesithe^rid'sTesilienceinitheifaceiofiman 'madeiorinaturalidisasters.i 

RiskimanagementidecisionsisitTnoreicloselyitoitheiappropriateTiskiownenandiarei 

therefore,ibasedioninformationiprovidedibyitheisourcesiclosestitoitheiissue.ilmprovedi 

automationialsoiallowsiforTiskidecisioniprocessingiwith-greatericontrohbyiriskiownersi 

but-withiess+iumanintervention.-

Informationisecurityicapabilitiesicontinueitoievolveibeyondiwell 'knowniandimaturei 

networkilayericontrolsintoitheiapplicationiayer,increasingTelianceionibusinessilogicitoi 

makeinearireal 'timeisecurityidecisions.i 

Disaggregatedisecurityicapabilitiesisupportidistributedisecurityicontrols,ienforcingi 

decisions^overnedibyienterprisepolicy-whileitakingintoiaccountHocaHDUsinessTeeds;-

areiconfigureditoidefendilocahinformationiassetsiwithoutirequiringiaccessitoicentralizedi 

systems;ianditargetispecificiocalizedithreats.Ti 
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5.5.5 COMPLY WITH -FEDERAL CRITICAL INFRASTRUCTURE PROTECTION j 

STANDARDS AND REQUIREMENTS; 

SDG&EiseeksitoTnaintainncomplianceiA/ithifedera|-Criticahlnfrastructure-|Protectionn(CIP)-| 

standardsnandTequirementsnatnallitimesnandncontinuallyiseeksitonenhanceitsncompliance-| 

activities.-mThese-federalistandardsnarendesigneditonprotect-|thosenassetsithatnarencriticah 

fonthenreliablenoperation-foritheiDulknpowerisystem.Tn 

ffi ComplianceiA/ithifederal"CIPisngivennhighnpriorityiA/ith Witheicompanyiwithiai 

senior7nanageri(Vice-|President-|Level)ndesignateditonas-|thenchiefimanageri 

responsibleiforithencompaniesncriticalinfrastructurenprotectionistandards-| 

compliancenacrossitheivariousiDusinessnunits.Tn 

ffi SDG&EnhasnanintemahReliability-CompliancendepartmentithatiA/orksi/vithithe-| 

businessnunitsito7naintainncompliance.-nThisndepartmentnalsondirectlyreviews-| 

documentationnoficompliancenand-|providesTnanagementiA/ithnanindependent-| 

viewnofithencompliancenactivitiesi/vithneachiDusinessnunit.Tn 

ffi EachiDusinessnuniti/vith-Criticahlnfrastructure-|ProtectionTesponsibilities,-| 

includingiDothncyberiandnphysicalisecuritynareinternallyTeviewed-forncompliance-| 

asnpartnofithenprocessnofiself tertificationnofiNERCTeliabilitynstandards-i 

compliance.Tn 

ffi SDG&EncontinuallynseeksitonenhancenCIPnStandardsncompliancenanditonensure-| 

thatnitsnemployeesnandncontractorsnarenwelliversedinitheimportancenofi 

complianceiA/ithitheseTulesinTnaintainingitheisecuritynofithe-grid.Ti 

AsndeploymentndevelopsnsomenSmartnGridnassetsiA/illiDendeemeditoiDencriticalnandifalh 

under|thenCIPnStandards.-nSDG&EiA/illincorporateithesenassetsintoitsnongoing-| 

compliancenactivitiesnandnensure-|thatnasndeploymentnprogresses-|thesenassetsnaren 

afforded,natna7ninimum,ithenprotectionsTequired-|by-|thesenStandards.-| 
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I 5.5.6 SMART GRlD .SECURITY STRATEGIC EXPECTATIONS i 

To-|meet-|thesenchallengingndemandsnofisecuringithenSmartnGrid,nSDG&ETnustisetncleari 

securitynexpectationsnacrossithenutilitynandiwithitsistal<eholders,implement-|protocols-| 

toTelentlesslyrnonitoriitsisystems-fornundesirable-|behavior,ncreatenanculturenand-| 

technologicahplatformithatnenablesithenutilityitonquicklyTeact-|tonpotentialincidents-| 

before-|theyncanncausengreatimpact,nandndevelopncommunications7nechanismsitonkeep-| 

everyjelevantistakeholderiinformed.nGridnandncybensecuritynshouldnalsonenable-i 

flexibilitynandnextensibilityitonmeetnchangingiDusinessTequirements.Ti 

Cyberisecurityiwilhcontinue-|tcnuseiandiexpandTietworkilayensecurityicontrolsiwhere-| 

theyiprovideivalue,nandiA/illnaggressivelyidevelopnapplicationiayerncontrolsinnorder|to-| 

meetitheiatestisecuritynchallenges.-| 

EnsuringidataintegrityTA/ilUDecomeincreasinglyimportantiniaTSmartiGridienvironment-

wherenpriceisignalsnorisystemncommandsTnayibeisent,Teceivednandnactednonin-|more-| 

automatediways.-|Further,Tion lrepudiationn(assurancenofidatanauthenticity)iA/illiDecome-| 

essential-|tonSmartnGridnparticipantsinnorderitoiDenableitoitrustithatnothernparticipants-| 

cannotndenyitheirToleinnangivenitransaction.n 

Fromnanphysical-|security-|perspective,nSDG&Eiwillfurther|improveitsnanomalyndetection-| 

capabilities;includingnenhancedivideoncapture,istoragenand-|retrieval,-|motionnsensing,-| 

electronic-|signalndetection,nandnphysicalnaccessncontrol-|technologies-furtherintoithe-| 

field.ilti/villnexploitTole lbasednandnprovisioning/de 'provisioningncapabilitiesirnordentcn 

improveithenaccuracynanditimelinessnofphysicalnaccessncontrol.n 

lnnaddition,nSDG&Ei/villnconsider|threatsTelateditonelectromagneticnpulses,nandTiaturah 

eventsisuchnasisolariflares,ithatncouldndisruptithenavailabilitynofithengrid.-| 

SDG&EiA/illnactinitheifollowingi/vaysitonexecuteitsisecurityistrategynandnachieveits-| 

securityivision-fornSmartnGridn 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil48i 

i 

SB GT&S 0247910 



ffi Applynan"secureiDyndesign"napproachn 

ffi Distributensecurityncontrolsnand-|makeithem-|morenautonomous-| 

ffi DevelopTiewnsecurityncapabilities-|to-|SupportithenSmartnGridTi 

o lnformationisharingiservicesiA/ithncollaborativenpartners-| 

o LargeiscaIeisituationaInawarenessncapabilities-| 

o LargeiscaleinformationintegritynandTion 'repudiationiservicesi 

o Endpointnprotectionncapabilitiesn 

ffi EvolvenexistingisecurityncapabilitiesitoisupportithenSmartnGridTi i 

o Community tentricnsecuritynawarenessncapabilities-i 

o Internalisecuritynstandardsnanditestingncapabilitiesn 

o Softwarendevelopmentiifecyclenmanagementn 

o Enterpriseioggingiservicesn 

o VulnerabilityTnanagementiservices-| 

o Risknandncompliance7nanagementiservices-| 

o SystemnconfigurationTnanagementncapabilitiesn 

o Cyberithreatndetection,nalertingnandTesponsencapabilitiesn 

o Physicalithreatndetection,nalerting,nandTesponsencapabilitiesn 

ffi Unifyisharedisecurityncapabilities-| 

o lntegratenphysicalnandncyberisecurityncapabilities-| 

o ldentitynandnaccessnmanagementiservices-| 

o Encryptionnkeyimanagementiservices-| 

5.5.7 APPLY A "SECURE BY DESIGN" APPROACH i 

Security-|is-|moreneffectivenandiessnexpensiveiA/henitisnconsideredifromithe-|beginningnof-| 

anproject,Tathenthannaddednonnafterithe-|projectisncomplete.nSecurityncontrols-|thatnaren 

designednalongsideisystemifunctionalityn(as-|partnofithe1Tiifecycle-foritechnologyi 

projects)nare7noreneffectivenatnprotectinginformationnandisystems.1tisnalsoiess-| 

expensivein-|theiongTun-|tondesignisecurityifromitheiDeginningTatherithannattempt-|to-| 
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addnsecurityifeaturesiateinithendesignneffort,nori/vorse,naftentheisystemnorndevice-|has-| 

beenndeployednandnplacedintonoperationsn 

Thensuccessnofian"secureiDyndesign"napproachisnasTnuchnaboutithenculturenofithe-| 

securityiwithinnorganizationndevelopingnaisolutionnasitisnaboutithenprocessesnori 

technologiesitndeploys.n 

5.5.7.1 DISTRIBUTEiSECURITYiCONTROLS,-y\NDnMAKEiTHEMiMOREn 
AUTONOr 

FornaivarietynofperformancenandTeliabilityTeasons,isecurityncontrols-|thatnhave-| 

traditionaIlyiDeen-|placedinndatanand/oncontrolncentersnwill7novencloser|to-|theifield-| 

systemsithatitheyisupportnoribenableito-|reach-|suchifieldisystemsithatnarencloseritoithe-| 

edge,norithenconsumer'sTesidencenonbusiness.nSomenexamplesnofisuchncontrolsinclude,-| 

butnareTiotiimitedito:nauthentication;nauthorization;nencryption;neventioggingnand-| 

correlation;intrusionnprevention;nandnphysicaInaccessncontrolsisuchnasTemotencameras,-| 

motionndetectors,nandifacilitynentryisystems.-| 

5.5.7.2 DEVELOPiNEWiSECURlTYiCAPABiliTIESiTOiSUPPORTiTHEiSMARTiGRlD'i 

Share information with collaborative partners 7 

AnSmartnGridintroducesnannewisetnofichaIlengesiniargeiscaIencyberisecurity-| 

situationaInawareness.nSinceTiononenorganizationnorindividualnowns,noperates,-| 

monitorsiorusesitheientireT?rid/itisincumbentioniutilities/ithird~PartiesTand-

customersthatparticipateim'tsioperationTtOTshareinformationiniorderto-

maintainnan"bignpicture"iviewnofisystemnconditions,nandinnparticular,Tthreat-| 

activitynandnsecurityneventsithatncouldiDeindicativenofiancybernattack.-| 

SDG&Eiwillndefine-|theisetnofiactors-|(i.e.,information-|providersnornconsumersnof-| 

information,-|basednonTole)nwithiA/hichiti/villisendnand/orTeceive-|relevant-| 

informationnandnensureindividualsinTthoseTolesTeceiveTthenappropriaten 

backgroundnchecksitonhandleisensitiveinformation,ndetermineTtheTviewnonsetnof-| 
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informationithatisTequirediDyneachnactor,ndevelopTnechanisms-|toncollectnand-| 

handleitheTequiredinformation,includingisystemsnand-facilities-|thatTneet-| 

govemmentisensitiveinformationTequirements,nandimplementTesistantnand-| 

resilientTnechanismsitondeliventheinformation.nSDG&E's-|modelnwilli3eTnodulari 

forportabilitynandistandardizediforimorenefficientintegrationiA/ithifuture-| 

securityithreatnandneventinformationnactors.n 

Large Scale Situational Awareness Capabilities • 

Similaritoithe-|powensystemitself,increasingivolumesnofisecurityneventndataiA/ilh 

bencapturednandnanaIyzed,isoisecurity-|personnelTnustnhave-|morenefficientiA/ays-| 

ofivisualizingnandfindingT3atterns,ndrillingndownforimorendetails,nand-| 

formulatingnandnactingnonnaTesponse.nEspeciallyinnphysica Insecurity,naugmentedn 

realityiA/illiDenconsiderednfornenhancingTeal Ltimenvidecntcndefinenandivisualize-| 

securityntoleranceiDoundaries.nAugmented-|reaIity7naynaIsonproveinvaIuableiDy-| 

discovering+iardtonspotpatternsin-video,nsuchiaspartiall\nhiddenioH 

camouflagednobjects.n 

Large Scale Information Integrity and Non Repudiation Services -

SmartnGridnwillndependnonnthenabilitynfor|thousands,ntensnofithousandsnand-| 

perhaps7nillionsnofnactorsnto-|reliablyiconductTapidnandnfrequentnautomated-| 

businessntransactions.-|EachnactonmustiDenablentonconsistentlyntrustnthatnthe-| 

informatiorntheynusentonmakenenergyndecisionsisnbeingnprovidednbyna-i 

trustworthynsourceiandTthattheinformationitselfis-free-fromiunauthorized-

modificationnthroughnthenentirentransaction.-| 

InformationintegrityiandTon lrepudiationiservicesiA/illTequireistandardized-| 

enrollmentinterfacesnandnprovisioning-|mechanisms.-|TheseiservicesTnust-| 

seamlesslyinteroperatei/vithnthird-|parties.-| 

Endpoint protection capabilities7 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil51i 

SB GT&S 0247913 



Endpoints-generallyincludenanyndevicenthatnisnatnthenendnofhanSmartnGridn 

transaction,nsuchnasnansmartnmeternornothernsmartndevice.nDependingnonnthenrolen 

ofithenendpoint,it7nay-|requirenspecificnprotectionsnaroundnauthentication,-| 

authorization,ieastnprivilegenorientednrole basednaccessncontro^ndataiossn 

prevention,nmalwarenprevention,ndigitalnrightsnmanagement,no rncryptographicn 

capabilities.nLegacynendpointsn(i.e.nexistingndevicesnthatnarenalreadyndeployedinn 

theinfrastructure)nmaynnotnbenablentonsupportnmodernnauthentication,n 

authorization,nencryption,no rnotherncapabilities.nSuchnendpointsnmustnstillnbenablen 

tonsecurelyinteroperatenwithnothernendpointsnonnthenSmartnGridnnetwork.nThisn 

maynrequirenabstractingnthensecuritynfeaturesnthatncannotnbenperformednbynthen 

legacynendpointnton"securityiayer"ntechnologiesnthatnhandlenthesenfeaturesnonn 

behalfpfntheiegacyndevice.n 

5.5.8 EVOLVE EXISTING SECURITY CAPABILITIES TO SUPPORT THE SMART 1 

GRID • 

Community ten trie Security /4 wareness -Capabilities 7 

Cybernsecurityisnanissuenaboutnwhichnpeoplenarenrelativelynawarenandn 

concerned.nSDG&Encannleveragenthatnawarenessnandnenhanceitnbyn 

collaborativelynsharingnknowledge,nbestnpracticesnandnexperiencesnwithitsn 

customers,npartners,Tegulators,nandnemployees.n 

CommunicatingnregularlynwithnthisiargerncommunityisnanprioritynfornSDG&Enandn 

includesnsuchntopicsnasnthreatinformationnandnprivacynconcerns.nAwarenessn 

programsnthenutilityisndevelopingnwillnbenpervasive,ndelivernanconsistentnmessage,n 

multiplentimesnandnovernanvarietynofndeliverynmechanisms,nbothnphysicalnandn 

electronic.nSDG&EnwillnalsonbenpreparedntoTeceiveinformationnaboutnthreatsnandn 

vulnerabilitiesnandndistributenthisninformationnquicklyntonthenaffectednparties.n 

Cybernsecurityncannotnbenrelegatedntonthenbacknoffice.nThosenwithnaTesponsibilityn 

tonsecureinformationnmustnplaynannactivenandncommunicativenpartinnmakingnthisn 
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largerncommunitynawarenofithencurrentnstatenofithenSDG&E'sisecuritynposturenas-| 

wellnasnallowingithisiargerncommunity-itonkeepithencompanynawarenofitsideasn 

andnconcernsnonnany-|plannedifutureistate.-| 

Internal Security Standards and Jesting 7 

StandardsnarencriticahtcnthendevelopmentnofistrongnandTepeatableisecurity-| 

controls,nandinithe7neasurementnofitheineffectiveness.nWithoutistandards,-| 

interoperabilityiDecomesincreasinglyidifficultnandnprohibitivelyiexpensive.-| 

SDG&EnparticipatesinnaivarietynofindustrynandnSmartnGridistandards-| 

organizationsinnorderitoimproveisecurityncapabilitiesiA/hilenensuringncompliance-| 

withindustry 'acceptednstandards.n 

SDG&EiwillinvestinnsecurityitestingnagainstTiewnandnexistingTfieldnembedded-| 

andnwirelessisystems,nandin-|thenperformancenofTegulanreassessmentsnofi 

existingnsystemsndeployedin-|thenoperationaInenvironmentitonquicklyifindnand-| 

mitigateivulnerabilities.-| 

Software Development Lifecycle Management Services • 

SmartnGridi/villTequireisignificantlyimorensoftwarencomponentsTthanTthenaging-| 

infrastructureitiA/illTeplace.nWhileTnuchnofithisnsoftwarei/vilhbenproducediDyi 

thirdnparties,nSDG&EiwillnevolveitsncapabilityitonproducenandTnaintainnquality-| 

softwarethatisTfreenofidefectsnandisecurityTvulnerabilities.-|Existingisoftware-| 

management-|processesiA/illiDenunifiednandintegratedintonansinglei/vell Wianagedn 

andnauthoritativencapability.n 

AnnenterprisensoftwarendevelopmentiifecycleTnanagementncapabilityiA/ilh 

includeitheTtechnology,nprocessesnandnorganizationahunitsTequiredito-| 

effectivelynandTepeatedly7writeisoftware;-|thoroughIyncheckit7forndefects;nand-| 

ensureitsintegrity-|throughndevelopment,nunit-|testing,ndeploymentnandi/vhileit-| 

remainsinnproduction.n 
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Further,ithisTnanagementncapabilityiA/illiDenprepareditoincorporateithird-|party-| 

softwareJncludingisourceicodeif-available-andTecessary^hatisintroducedintcn 

companyienvironments.-| 

Lifecycle7nanagementncapabilitiesishould-|makeitneasierifor|Softwarendevelopers-| 

tofocus7norenon-|Softwarendevelopmentiwhile-|meetingTelevant-|Software-| 

security-standards. 7 

Enterprise Logging Services7 

Enterprisingioggingis-|thenheartnofieventncollectionTfonactoriaccountability,-| 

anomaIyndetectionnandincidentTesponsenautomation.irhenutility7nustiDenable7to-| 

storeTnuchTnoreneventndatainnaiscalable-fashionnandnprocessTthatndataTfasterfori 

delivery-|toTvarious7nonitoring,ncorrelation,nandncomplianceitools.-| 

Vulnerability Management Services • 

VulnerabilityndetectionnandTesponsencapabilities-|mustnhaveiA/iderTeachnacross-| 

moreisystemsnandndiscoverimoreTvulnerabilitiesin-|neanrealTtime.-|These-| 

capabilitiesTwilhincludeTtraditionahvulnerabilityndiscovery-|toolsiikeTvulnerability-| 

scannersithatnconductisweepsnof-iannenvironment,nasiA/ellnasnquerying-|toolsTthat-| 

examineisystemnconfigurations,nand-|passiveTtoolsTthatnobservenpassing-|network-| 

trafficirnordentoinfenpotentiahvulnerabilities.n 

VulnerabilityTnanagementiA/illiDeginnexaminingisystems-|thatinTthenpast-|have-| 

hadiittlenorTioncyberfootprint,nsuchnasnSCADAisystemsnand-fieldnequipment,in-| 

order7to7find7vulnerabilitiesin7these-|speciaIizedndevices.-| 

Risk and Compliance Management Services • 

ThencaIculationnofnphysicaInandncyberisecurityTiskTnustiDecomenquantifiablenand-| 

reliable.-|Risknowners7nust-|benable-|tondependnon-|riskndataiforitheirndecisions.-|Risk-| 

data-|mustiDenavailableitoTisknownersnvia-|theiripreferredndeliveryTnechanisms.-| 
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SDG&EiwilliDenableitoTneasureTnoreifrequentlynand-|reportTnorenquicklyito-| 

multiple-stakeholders,iDothinternalnandnexternal.TI 

Compliance Management • 

Documentation,TeportingnandTvisualizationnoficontrolsTobjectives,7 

controls7and7associatedTisks,7Surveys7and7self 'assessments,-|testing,7and7 

remediationis7a7necessary7feature7of7Compliance7management.7 

Compliance7management7should7Support7various7types7oficompliance,7 

such7as1SO727002;7N IST78OO '53;7and70thenstandards,industry lspecific7 

regulations7Such7as7NERC-Griticahlnfrastructure7Protection7(CIP);7service L 

level7agreements;7trading7partnerTequirementS7and7Compliance7with7 

internal7policies.7Testing,7\/erification,7and7measurement7oficontrol7 

effectivenessTareTcriticalTtOTassureTContinuedTCompliance.Tn 

Risk Management • 

Riskis7managed7by7the7documentation,7assessment,7gap7analysis,7 

reporting,7visualization,7andTemediation7ofrisks.7The7risk7management7 

framework7should7provide7a7Structure7oficapturing7potentialissues7found7 

during7assessment7and7analysis,Teusable7Controls7fonremediatingTisk,7 

and7reporting7capabilities7t07ensure7theTisk70wners7are7aware7of7theiri 

risk7posture.7i 

System Configuration Management Capabilities • 

Any7change7t07a7production7system7should7beTecognized,7authorized7and7 

documented.7Unauthorized7changes7should7beimmediately7apparent7and7 

operators7should7have7the7ability7toTevert7t07a7trusted7State7remotely7andin7a7 

trusted7fashion7with7minimalinteraction.7Systems7shouldTecognize7andTeject7 

attempts7t07modifyiogical7Components.in7Some7cases,7evenifisoftware7delivery7 

controls7are7circumvented,-|the7system7should7be7able7t07recognize7an7 
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unauthorizednchangenand-|revertitonanpreviousitrustedistateiA/ithoutnhuman-| 

intervention."! 

Cyber Threat Detection, Alerting and Response Capabilities 7 

Collectingneventndataisnnotnenough.-iEventndatanmustnquicklynbenanalyzedTfori 

knownnpatternsnandnanomalousnbehavior.iThencompany]mustnenhanceits-| 

monitoring,ndetection,nandTesponsencapabilitiesTto-|provideifonmorenautomated-| 

defense7Tiechanismsnandisecuritynpersonnelnaugmentationncapabilities.-|Threat-| 

analystsnandTesponders-|mustieverageivisualizationTtechnologiesTthatnallow-| 

themitoTvisuallynconsumenandinteractiA/ithnpotentiallyTnillionsnofisecuritynevents-| 

pernhour.n 

Fromnancybenperspective,-|this"imeansimprovingintrusionndetectionnand"i 

prevention,nandndataiossnpreventionncapabilities.nGridncomputingi/vhich"i 

harnessesithenpowernofnunderutilizedncomputerprocessorsTto-|perform-|process L 

intensiveitasksi/vilhbenconsiderediforithreatnanalysis.Ti 

ThesencyberisecurityTthreatncapabilitiesTnustintegratei/vithTelevantnphysicah 

securityncapabilitiesinnorder|to-gainnaiDetteriunderstandingnof)argeiscalenor-| 

blended"|threats."i 

Physical Threat Detection, Alerting and Response Capabilities • 

ThencompanyTnustnexpanditsifacilitynandnpropertyisurveillanceTfromnexisting-| 

visi bled ighttech nologiesintot heitherma I,infra red-and-jow-yisi bled ighti 

spectrums."Papabilitiesnare-|required7tondetectnand"irespond7tonanomalous-| 

electronicisignals-|thatncouldindicate-|potentialinformationngatheringnonsabotage-| 

threats.-! 

Further,TthencompanyimustiDenableitoTnonitorincreasingTiumbersnofiocalnand-| 

remote-facilitiesnandnequipment,iDenalerteditonanomalousnevents,Tecognize-| 

physicalisecurity7threats,nandnquicklyTespond.-| 
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Finally,ithesenphysicalisecurityithreatncapabilitiesTnustintegrateiA/ithitheirncyben 

cousinsinnorderitongainnaiDetter|understandingnofilarge-|Scalenoriblendedithreats.-| 

5.5,3,1 UNIFY 'i ->• •• i : < jCAPABILITIESi 

Companyisecuritynorganizations,itechnologiesnand-|processes,includingisecurity-|risl<-| 

management,neventimonitoring^incidentihandling,provisioning,ide 'provisioning,-! 

authentication,nauthorizationnandnencryptionnmustiDenableitonbeTnanagednandn 

monitoredifromnaTnorencentralizedisecuritynperspective.nSpecificnentities^uchnas-! 

businessnunitsnonthirdnparties^aynhavenspecificTequirementsiforitheiriDusinessnareas,-! 

but-itheseTequirementsishouldintegratencohesivelyiA/ithitheiargensecurityndirective-ito-! 

minimizeTiski/vithoutisacrificingTflexibility.nSuchncapabilitiesishouldnallowithencompanyi 

toiA/orknwithithirdnparties^regulatoryiagencies^ncollaborativencommunity 'driven-! 

needsitoishareinformation.irheifollowingndiagramndepictsitheivariousievelsnofimaturity-! 

inisharedisecurityncapabilities.-! 

Figure d l:4Vlaturity1LeveIspff>haredlSecurity Capabilities! 

• Everyientity provides] itsiowrrisecurityicapabilities. 
•Securityicapabilitiesiareimanagediautonomously. 
• EntitiesihaveilittleionnoivisibilityiintoitheTsecurityTcapabilitiesiDfTOthers. 
• Entity bwned-papabilities-rnay-be-ponfigurediwithoutTegardifor-|enterprisen 
requirements. 

• EntitiesTA/ithiikeTequirementSTsharenaTCommonTsebpfpecurityTcapabilities. 
• EntitiesifirsticonsidertheseTCommonTcapabilitiesijeforeimplementingTany^eparaten 
capability. 

J 

• EntitiesTelypnTaTCommonTsetrpfpecurityTcapabilitiesiforrelevant-business-processes. 
•Allnentity WianagedTcapabilitiesTareTeitherTnigratedintoithisTCommoniframeworlvpH 
areifederatediwithit. 

•ProvidesTelevant^ecurityinformationtoithosethatTieedit. 
•AllowsTcentralized,T3olicy *drivenTnanagementiDf^ecurityTcapabilities. 
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Integrate Physical and Cyber Security Capabilities • 

The-|threatsithatifacenanSmartnGrid-|areTelentless,nhavingitheiuxurynofitimenand-| 

unlimitedncumulativeTesourcesnonitheinside.nAsitheseithreatsnaIreadynoperate-| 

bothinithenphysicalnandncyberiA/orldsisimultaneously,nsoTnust-|thencompany's-| 

securit\rprogramicombineitsphysica|-andicybensecurit\ncapabilitiesiniordento-

detect,-|prevent,nandiwhen-|necessary,Tespondito,isuchithreatsinnancoordinated-| 

andnwell lpracticedifashion.iSDG&Eiwilhmanageitheseicapabilities-|undenai 

centralizediointisecuritynoperationsncentern(JSOC).-| 

Identity and Access Management Services • 

Allnactors,includingnuser,isystems,nandnsomenapplications,Tnustnhave-|unique-| 

identitiesinnorderitonconductnsecureitransactionsnonnanSmartnGrid.-|Thisncapability-| 

mustincorporatenexterna!izednauthorization,ncoarse handifine 'grainednrole basedi 

accessncontrol,nandfederationiwithinternaInasiwellnasithirdnparty-|systems,nand-| 

withncryptographicnkeyimanagementisystems.-|Multi ^actoriauthenticatiornwilhbei 

requiredifonusersnofitheisysteminispecificToles,ncircumstances,norithreat-| 

conditions.-|Further,nauthentication,nauthorizationnandnaccessncontroh 

mechanismsTnustiDecomeTnorencentralizedifonmorenconsistentTnanagementn 

andnsupportnmultipleievelsnofTgranularity.-| 

Encryption Key Management Services • 

StronginformationnintegritynandTion 'repudiationiservicesiwillTequireiai 

centralizednandnunifiednkeyTnanagementisysteminnorderitonprotectivalid-i 

encryptioni<eysnandTevoke-ithose-|thatnhavenexpirednoriDecomencompromised.-| 

5.6 S DG & E'Sil N FO R M ATI 0 N"|S ECU RITYnPRO GRAMn 

ThisnsectionnofithenSmartnGrid-CyberiSecurity-|Deployment-|Planndescribesithe-| 

lnformationnSecurity-|Programiforithencompany.iTheisecuritynprogramnaddresses-| 
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informationisecurityinitheiDroadestiscopenandndeterminesnSDG&E'sTnethodologyifon 

followingitsnsecurityistrategies.Ti 

As-|partnofimplementingitsnSmartnGrid-|securityistrategy,ithencompanynwillnapplyiits-| 

lnformationnSecurity-|Program,includingithefollowingnelements.-| 

ffi InformationnSecuritynGovernancen 

ffi InformationnManagementn 

ffi Compliance-|Program-| 

ffi SecuritynAwarenessnandnTrainingn 

ffi SecuritynStrategynandnArchitecturen 

ffi SecuritynPrinciplesirrpDntracts-| 

ffi lnformationnSecurity-|EngineeringinithenSystem-|Development-|Lifecycle-| 

ffi OperationalnSecurityn 

1 

5.6.1 INFORMATION 'SECURITY GOVERNANCE j 

Companyinformationisecurityngovernancenpracticesisupportitheneffectivenoperationnof-| 

thencompanyiinncarryingnoutits-|rolenasna-|publicnutilityi/vith-|theiverifiablenassuranceithat-| 

informationnassetsnarenhandledinna7nannerithat-|protectsitheiDusinessnandisnconsistent-| 

withnapplicableiawsnandTegulations.Ti 

ManagementnofianyicomplexisystemisuchnasithoseTequireditondeploynSDG&E'snSmart-| 

GridivisionTequiresiA/ellndocumentednandnunderstoodnaccountabilitynandTesponsibility-| 

of-iaisystem'sn"users"nandnownersnofitheisystem.irhencompany'snSecuritynGovernance-| 

Programincludesitheifollowingnelements.-| 

ffi Leadership:TiDefine-|rolesithatnarenaccountablenandTesponsible-fornprotecting-| 

informationnandinformationnassets.-nTheseTolesnprovideithenappropriateievelnofi 

authorityriecessaryitonexecuteitheirTesponsibilities.-| 

ffi Requirementsinnancomprehensiveisecuritynpolicyiframework.-| 
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ffi Partnerships:T|PartnershipsiA/ithnexternaInstakeholders,includingiaw-| 

enforcementnandTegulatorynentities,ito-facilitateTeportingnandnescaIationnofi 

importantisecurityincidentsnandinformationnsecurelynandnefficientIy.-| 

ffi RisknManagement:TiNonorganizationncan-|protectneverythingiA/ith-|thensameieveh 

ofisecurity,-|norishouldit.T|RiskiDasedTnanagementnofisecurityincludesnai\/aIue-| 

and-pmpact basedimethodologyitcnensureiprotectionsiareicommensurateiwitlri 

thecal uenofithenassetiDeingnprotected.n 

5.6.1.1 INFORMATIONiSECURiTYiLEADERSHiPi 

Thencompany's1nformationnSecuritynProgramndefinesieadershipTolesnand-| 

responsibilitiesito-fulfilli<eyiactivitiesnandndecisionTnakingiA/ithin-|thenprogram.-|Thei<ey-| 

rolesnareithosenofinformationnandisystemnowners,nsecuritynprofessionaIs,nand-| 

operationsnandnsystemnadministrationistaff.nSmartnGrid-|technologyndeploymentsnwilliDe-| 

subjected-|toithisnprogramnelementnasnpartnofiSDG&E'snongoingi3estnpracticesinnsecurity-| 

leadershipnandndecision 'making.Tn 

Thencorporateistructurenconsistsnof-pfficers,-|Directors,-|Managers,nandnStaff.-| 

Fornexample,nspecificinformationnSecurity-|ProgramTolesinclude:-| 

ffi ThenChiefiInformation-pfficernhasnoverallnaccountabilityifor|theinformation-| 

securit\rpostureioftheicompanyianditsinformation-assets.-

ffi The-|Directornof1nformationnSecuritynand-|IS-Gompliancenhasithenoveralh 

responsibilityifoncompanylnformationnSecurityndepartmentnactivities.n 

ffi Managersnaddressnaspectsnofistrategy,narchitecture,ncompliance,-|risk,-| 

governance,nengineering,nandnoperations.Ti 

ffi VariousistaffpositionsnprovideTnultipleisupportifunctions-|toncompanynprojects,-| 

assistinginndesign,implementation,noperation,7nanagement,nandncompliance-| 

activities.-! 
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ffi A-pDmputer1ncidentnResponseiTearrn(C!RT)isTesponsibleifoncIetecting,-| 

responding-|to,nandnassistinginithe-|recoveryifromncomputerisecurityincidents-| 

thatimpairithencompany'snabilityitonconductTiormahbusinessnoperations.-| 

ffi lnformationnSecuritynAdvocatesn(ISA)-|participateinnancross-functionaIiteam-| 

comprisednofibusiness,1Tnandisecurity-|teamTnembers.T|ISA'snarena-|practicah 

extensionnofithenenterprisensecuritynprograminto-|theiDusiness.-| 

5.6.1.2 COMPANYiINFORMATiONiSECURiTYiROLESV\NDiRESPONSIBlLiTIESi 

Anindividual7nayiDenassigneditononenonmorenofitheifollowingToles.-|Each-|rolenhas-| 

specific-|responsibilitiesiA/ithTespect"|toinformationisecuritynand-|protectingncompanyi 

assets.iTable-)5 liiistsithoseTolesi&Tesponsibilities:i 
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lablt rityRolesRiResponsibilities! 

Usen Anindividualnwhonaccessesnonattemptsitonaccess-Companyn 

Informationnand/onlnformationnSystems.n 
/ Z ;Z / /~:Z fZ;Z"Z: -Z '' z z 

Risk"Pwnen Companypfficenonexecutiveithatisnultimatelyiaccountable-iforTisk! 
" :':'Z'V/' - " ;"Z Z/:,Z Z/ 

andnhasithenabilityitonassumeifinancialimpactnofiannacceptedTisknori 

theTesidualTisknrelateditoithenoutcomenofiaTiskitreatment.TilnTnany! 

cases,ithenRisk-pwnencannalsoiDeithelnformation-pwner.! 

RiskiVlanageri CompanyiexecutivenondirectorithatnhasiDeenndelegatednaiimited! 

levelnofTesponsibilityifonmakingTiskndecisionsnoniDehalfnofithenRiskn 

Owner.! 
•";! 7# 7G7VvV"w77 y'~ 

ZvZZZ:ZzZZ';ZZ/ZZ ZZZ Z-
Directorsnornmanagersnultimatelyiaccountable-for-isecurityicontrols.! 

ControllOwnen Control-pwners-reportito-RiskiVlanagers-ianyideficiency-pficontrols! 

relateditoithenprotectionnoficompanyinformationnandinformation! 

systems.-OontrolnOwnersndon'tnnecessarilynneeditonorganizationallyi 

reportndirectlyitonanRisknManager.n 

Controh 

Manager! 

IndividualsTesponsible-forimplementingnandnmaintaining! 

operationalncontrols.-nAlsecondaryTesponsibilitynexistsitonensure! 

controlsnarenoperatingneffectivelynandnperformingnasnexpected.Ti 

ControhManagersnarenassignednbynandTeportndeficienciesito-Controh 

Owners.! 
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flFRAMEWORKi 

CompanyisecuritynpolicyndocumentsnarenorganizediDynartifactitype.-Companyisecurity-| 

policynartifactsincluden 

ffi Policies:iTheisetnofibusinessTulesnand-|practicesithatTegulatenhownan-| 

organizationTnanagesnand"iprotectsisensitiveinformation.-| 

ffi Guidelines:-|ProvidenpracticaIndirectionifonwhatnpeople-|needitondoinnorderito-| 

complyiwithisecuritynpolicy.-| 

ffi Standards:iiAispecificationnofiagreedisecurityifeaturesnandncontrolsithatnare-| 

establishedifonusenwithinithencompany.n 

ffi ProceduresnDetailedistep by ̂ stepinstructionsthalndefine+iowTtoperformi 

informationnprotectionnprocessesnandnactivities.Ti 

ffi RequirementsnTheispecificationsnofitheisecurity-featuresnandncontrolsTiecessaryi 

toisatisfyisecuritynpolicy.Ti 

CompanyinformationnSecuritynpoliciesnare-|basednonnacceptedistandardsnand-guidelines,-| 

including1SOn27002nandithenNISTn800iseriesistandards,nandncoveriregulationimportant-| 

tonSDG&E,isuchnas-|NERC-GIPnStandardsnand-|RequirementsnandTnanypthers.-|Thenpolicyi 

frameworknappliesitoithenSempra-|Energy-|Utilitiesn(SEU),includingnSDG&Enandithe-| 

SempranEnergyiCorporatenCentern(CC).Ti 
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Figure 5 ^riSDG&E <SEU/CC)4nformation Security Policyframeworkj 

5,6,1,4 EXTERNALiPART s'- > ' i, 

The-|InformationnSecurity-|team7naintainsna-|numbernofpartnershipsnoutsidenofithe-| 

company.-|Thepartnershipsincludeindustryngroups,ncommunitynorganizations,nandnstate-| 

andifederaInorganizations.-|BestnpracticesinnSmartnGridncyberisecurity,nphysicalisecurityi 

andnprivacyiwilli3ensharediA/ith-|thesengroupsi3yiSDG&EiA/herenappropriatenandnSDG&E-| 

expectsitoiworkncollaborativelyiwithithesenextemahpartnersitonaccelerateiDestnpractices-| 

throughoutithei'ndustr\nasi'ti'mplementsi'tsiSmart-Grid-vision.i 

Someioftheindustry-groupsincluden 

ffi UCAIug/OpennSmartnGrid-|UsernGroup-| 

ffi GridWisenAIIiance/lnteroperabilitynand-GybenSecuritynWorkingnGroupn 

ffi ZigBeenAIIiancen 
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ffi EPRh 

ffi lnternationahInformationnSystemsnSecurity-Certification-Consortium,1nc.n(ISC)2-| 

ffi lnformationnSystemsnAuditnand-pontrolnAssociationn(ISACA)-| 

ffi lnformationnSystemsnSecuritynAssociationn(ISSA)-| 

ffi UTCn(UtilitiesirelecomnCouncil)-| 

Activitiesi/vithncommunity,nState,nand-|Federalnorganizationsinclude:-| 

ffi DOE/NISTnSmartnGrid-CybernSecuritynWorkingnGroup-| 

ffi DHS-|Homeland-|InfrastructureiThreatnand-|RisknAnalysis-Centen(HITRAC)isecurity-| 

briefings-] 

ffi FederahBureaunof1nvestigationn(FBI)-| 

ffi Westerrr|Electricity-CoordinatingnCounciln(WECC)-CriticahInfrastructure-| 

Protectiorr|UsenGroup-| 

ffi ElectricitynSectorilnformationnSharingnandnAnalysis-Centeri(ES ltSAC)n 

Partnershipi/vithnotherindustrynexpertsn 

ffi Active-|participationnandinformationisharingiA/ithiocalncompaniesinithe-| 

financial,nhealthcarenandnotheriindustries;-| 

ffi Active-|participationiwithivariousindustry-peengroupsi--piSO,-pSO-|Rounditable,-| 

etc.n 

5.6.1.5 RISKnMANAGEMENTi&nASSESSMENTi 

Enterprise1nformation-|Risk-|Managementisnannongoingnprocessitonproactivelyrnanage-| 

risk-|relateditoinformationnassets.1tsnobjectivesi/villi3enapplied-|toTiewnSmartnGrid-| 

deploymentsito7nanageTisk,7nakeinformationTiskndecisions,ndrivenawarenessnof] 

potentiahriskimpactnandnensurencontinualnassessment,7neasurementnandnprocess-| 

improvement:"! 

ffi ProvideithencompanynwithnaistandardiframeworkiforTnanaginginformationTisk;-| 
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ffi ProvidenthenabilitynfornthenbusinessntonmakeinformedinformationTiskndecisions;n 

ffi Makeithencompanynawarenofithenpotentiahriskimpact-|toitsinformation;-| 

ffi Continualnassessment,nmeasurementnandnprocessnimprovement.n 

Thesenobjectivesnarenaccomplishednusingnan-|Enterprise1nformationnRisk-|Management-| 

(EIRM)nframeworknandinformationnassurancenprocessnthatisnalignednwithnthen 

company'sncorenvaluesnandTiskntolerance,innorderntonassessnandnmanageinformationn 

risk.n 

5.6.1.6 EIRMiFRAMEWORKiDEFINITIONi 

ThenfournkeynphasesnofithenEIRMnFrameworknarendepicted-graphically,nasnwellnasn 

describednbelown 

Figur interpriseinformation Risk Management-phases / 

1 

ffi Pro///e:Tidentifiesncompanyi 

informationnassetsnandntheirn 

value.Ti 

Monitor Profile ffi Vtesessinprovidesnthreatn 

classificationnandnsecurityn 

vulnerabilityinformation,nalong-| 

withpotentiaHDUsinessimpact,-

tonsuggestnpossibleTesponses-| 

tondifferentncategoriesnofn 

informationnrisk.n 

Take 
Action 

'%' 

ffi TakeHctiorvrpmpowernbusinessnmanagersntonmakeinformedndecisionsnton 

prioritizeTisksnandimplementnappropriatencontrols.il 
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ffi Momtor:nensures-|thatncurrentnandifuture-|risksncaniDeTninimizedithrough-| 

ongoing7naintenancenand7nonitoringnactivities.-| 

J 5.6.2 INFORMATION MANAGEMENT] 

lnformationnManagementnconsistsnoficreating,-|handling,nandiA/hen-|necessary,nsecurely-| 

destroyingndataithroughoutitsiifecyclenasTequirediDyithencompanyTecords-|retention-| 

policynandnapplicableiawnorTegulation,-nas-|wellnasnappropriatenhandlingnandndisclosure-| 

requirediDyinformationisensitivity,iegalnandTegulatoryTequirements.T|lnformationis-| 

classifiediDasedionits-valueTand-sensitivityTCombined-withitheimpactiofits-joss,! 

modification,no nunintendedndisclosure.-OompanyTecordsnarenaispecific-|typenofi 

informationiA/ithnadditionahhandlingTequirements.n 

5.6.2.1 INFORMATION1CLASSIFICATION1 

Companyinformationisncategorizedintononenof-founclassificationievels.irhen 

classificationievelsndo-|notnaffectnanyiprivilegenstatusnorprecludenthenusenofimore-| 

stringentTieed 'to 'knowTestrictionsnforithendissemination,-protection,nandnusenofithen 

information.-]-] 

Thenfouncategoriesnaren"Public,"n"lnternal,"n"Confidential,"nandn"Restricted."iThese-| 

categoriesnarenappliedntoinformationnorndata,ncommands,nandncontrolsnfornallnformsnofi 

systems.-|Rolesnand-|responsibilitiesnarendefinednfor|information-|tondeterminenthe-| 

appropriatenclassificationnandnhandlingnofispecificnpiecesnofidata.Ti 

ffi Public1nformatiorv)--|Public1nformationisnanyTnon lprivileged-|informationnprepared,-| 

owned^sed^rTetained-byitheicompany-andthatisTequired-pn'ntendedtoibe-

disclosednorTnadenavailableitonthe-|public.TiPublicinformationTnust-|benauthorizednfori 

releasenprionto-|beingTeleasedntoithenpublicndomain.Ti 

ffi lnternal1nformation-|hlnternalinformationis-generallyTeleasable-|to-0ompanyi 

employeesnandncontractorsndesignatediDynannauthorizednemployee-|to-|receiveisuch-| 
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information,nsubjectitonprivilegenand/ornneed 'to 'knownrestrictions.ltTrequiresnan 

degreenofiprotectioniDecause-|unauthorizednacquisition,7nodificationnorndestruction-| 

ofinternalinformationicouldTesultiniossiof-productivity^isruptioniof-Companyn 

operationsiorregativelyimpactitheicompany'sTeputation.iWhen-a+iandlen's-

unsurenofnanpiecenofinformation'snclassification,it-|shouldiDenassumed-|to-|be,natna-| 

minimum,"Companyilnternalinformation.TI 

TheTexternalTeleaseTofinternalinformationnregardlessTofTtheTtransmissionTmedian 

mustiDeiauthorizediDytheinformationiowner.Ti 

UnauthorizedTeleasenofiCompanyilntemaHnformationTCOuldiTi 

ffi Reduce-CompanyncompetitivenbusinessTadvantage;!! 

ffi lncrease7theTisl<7profile7of7the7Companyidue7t07attacks;7i 

ffi TamishithenreputationTofitheTCompany;! 

ffi NegativelyimpactTserviceTavailabilitynand/onreliability.Ti 

ffi Confidentiallnformationi-TConfidentiahlnformationisTanyinformationithatifn 

disclosedTorTCorruptedinTanTunauthorizednmannencouldTcausengreofnharmTtOTann 

individualTontheTCompany.nltTequiresnreasonableTControlnbecausenunauthorizedn 

accessnonimproperisecurityTmeasuresTCOuldTcauseTaTviolationTofiapplicableiawTorn 

could7harm7the7Company'sTeputation,7credibility,7Competitive7advantage,7revenue7 

generatingTpotentiahornemployeenmorale.Ti 

Disseminationnof-ConfidentiahlnformationTegardlessTofitheTtransmissionnmedian 

mustTbeTauthorizednbyTthelnformation-pwner.Ti 

UnauthorizedTeleasenofiCompanyiConfidentiaHnformationTmayisignificantlyiTi 

ffi CompromiseitheTCompanyibusinessnreputationTandTcredibilityjTi 

ffi IncreaseTtheTiskHprofilenofTthencompanyidueTtOTattack;!! 

ffi Decrease-CompanyncompetitivenbusinessTadvantage;!! 
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ffi Reduce"CompanyTevenuengeneratingnpotential;-| 

ffi Destroynemployeeimora!e.-| 

ffi Restrictedinformation-i--|Restricted1nformationisnanyinformation-|thatifndisclosed-| 

orncorruptedinnannunauthorized-|mannencouldncause-|extreme/ypro!/enharmitonan-| 

individuaInor|thencompany.-|ltTequires-|maximumncontrohbecausenunauthorized-| 

accessnoriimproperisecurityTneasuresncouldncausenanimpairmentnofiDusiness-| 

activitiesnonsignificantneconomicndamagenand/onsignificantlyndamage-|thenhealthnand-| 

well lbeingnofindividuals,nand-|maynalsoncausenai\/iolationnof-iapplicableiaw.Ti 

Restrictedinformation-|requiresnexplicitiwrittennapprovalndisseminationiDyithe-| 

informationnowner,includingnoff 'siteTecordsnretention.Ti 

UnauthorizedTeleasenofiCompany-|Restrictedinformationiwould-|significantly:Ti 

ffi lmpair|thenabilityitongenerate,-|transmitnondistributenenergy;-| 

ffi HarmitheneconomicnwelliDeingnofithencommunitiesiserved;Ti 

ffi lnflictirreparablenharmnon-|thengenerahpublic.Ti 

5,6,2,2 NEEDlTOlKNOWi 

The-|hierarchicalnclassification7nayinotnalwaysiDensufficientitonadequatelyndetermineithe-| 

appropriatenprotectionTneasuresifor|information.-|Reasonablensecurityifeaturesnand-| 

controls-shouldiDeiuseditoprotecti'nformation-fromTriisuse^nauthorizediaccess,! 

unauthorizednacquisition,ndestructionnondisclosure.nAccessitoinformation7nayiDe-| 

furtheriimitediDasednon-|businessnconsiderationsnandnanindividual'sn"need 'to 'know/'i 

Generally,information-|shouldiDe-|limited-|to-|thefewest-|numbernofindividualsitoTeduce-| 

theTisknoficompromisenorTnisuse.Ti 

"Need 'to 'know"ncategoriesnarenoftenndictatednbyicustomer/employeenprivacy,iegal,-| 

regulatoryiandiDusinessnconsiderations,nand-|typicallyinclude:Ti 

ffi Affiliate-£ompliance;Ti 
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ffi Client lAttomeyprivilegechlnformation;Ti 

ffi Procurementncontractsnduring-|the-|RequestifonProposalnand/oripreparation-| 

process;-! 

ffi AlhpersonahlnformationnprotectedifromndisclosureiDynapplicableiaw.Ti 

Informationi/vhichisnprivileged^ursuantitoithenAttomey/Clientprivilegenonotherwise-! 

shallTemainnprivilegedirrespectivenofiitsnclassificationnabove.Ti 

5.6.2.3 IN FORM ATI ON"] LABELING-] 

Markingnornlabelingis-ithenprocessnofidesignating-itheivaluenofinformationiDasednonits-! 

hierarchicalnclassification,nanynassociatedTieed 'to 'knowTestrictionsnandinisomencases,-! 

anynassociatediieed 'to lknowiprivileges.iAII-|Companyinformation7nayibeimarkediwith-i 

onenofitheifounclassificationsnasnannadvisableTneansnofncommunicatingisuchistatusito-! 

recipients.-pompanyinformationishouldnalsoiDeTTiarkediwithTieed 'to 'knowTestrictionsi 

asnannadvisablenmeansnoficommunicatingisuchTestrictionsitonrecipients.nPrivileged-! 

CompanyinformatiomshallTemaintoitheiapplicableprivilegeirrespectiveiof-whethen't-

isTnarked^ut-ithendiscloserTnaynwish-itoTnarkitnasisuchifornclarity.lfithenclassificationnon 

need 'to lknowTestrictions/privilegesnofitheinformationnarenunknown,nemployeesnare-i 

traineditoncheckiA/ithitheirTnanager/supervisor,ithenassociatedinformationnownenon 

thenapplicablenrecordsTetentionischedule.Ti 

Information^ependingnonitsTnedia^ayibeiabeledinnsomenofithefollowingnwaysi-n 

ffi Withinnelectronicifilesnand/orndocuments;-! 

ffi Onithenmediancontainingithelnformation;-!! 

ffi Onnprintednornhardncopyilnformation.Ti 

TradenSecret-iMarkingnGuidelinesi-lntellectuahPropertyiaw-irecognizesTDatents,-! 

trademarks,ncopyrightsnand-itradeisecrets.irradeisecretsTequireispecialnprotection-! 

measures.-|Theiterm-i"tradeisecret"nunder|the-California-|UniformirradenSecretsnAct-i 
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meansinformation,includingiaiformula,pattern,icompilation,program,idevice,imethocl,-| 

technique,nornprocess,nasnwellnasncontractualTion 'disclosureiprotectionsithatrn 

1. Derivesindependentneconomicivalue,nactualnornpotential,ifrom-|notiDeing-| 

generally-|knownitoithe-|publicnontonotherpersonsi/vhoncannobtainneconomic-| 

valueifromitsndisclosurenonuse;nandTi 

2. lsithensubjectnofneffortsithatnareTeasonablenunder|thencircumstances-|to7Tiaintain-| 

itsisecrecy.Ti 

Accordingly,nTradeiSecret-|lnformationishalhbeiappropriatelyisafeguardedibasedionits-| 

classificationi-1ntemal,"Confidentialnor|Restricted,isuchistatusncaniDencommunicated-| 

effectivelyibyimarking.n 

5,6,2,4 iNFORMATIONiANDiSYSTEMiAPPROPRiATEiUSAGEi 

Companynpolicyndefinesnappropriate-|businessnuseinithe-|lnformationnSecuritynAcceptable-| 

Use-|Policy-|tonaddress-|SuchimpactsnasnprivacyiDutnalsonguidelinesforiusagenof-| 

informationnonnportablendevices,iegalnconsiderationsnand-|password7nanagementnwhich-| 

willi3enapplied-|tonSDG&E'sinformationnproducedinnassociationiwithnSmartnGrid-| 

deploymentsitonensurenpropenusage.n 

ffi PrivacyTightsnandnemployeenexpectations;n 

ffi UseriGuidelinesiA/ith-|respectito;-| 

ffi AuthorizednBusiness-|Use;-| 

ffi Protecting-|lnformationnand-|lnformationnSystems;-| 

ffi Password-|Management;n 

ffi lnformationiTransfer;-| 

ffi Legal"Gonsiderations;-| 

ffi Portablendevices;n 

ffi Information-Retention.! 
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iMANAGEMENTiPOLICYi 

TheicompanyTetainsionlyithoseTecordsiandTion 'recordsithatnareTiecessaryfon 

complyingi/vithiegaI,TegulatoryprfinancialTequirementsnandifornconductingiDusiness.-| 

AlhbusinessnunitsinvolvediA/ithnSmartnGridndeploymentsnareisubjectitonandiA/illncompIyi 

withnandimplement-|this-|policy.-|EachnemployeeisTesponsiblefor-|understandingithis-| 

policynandnmaintainingnandndisposingnofrecordsnandTion 'records,-|regardlessnofTnedia,n 

withinitheinpossessionnoncontrolinncompliancenwithithisnpolicy.-| 

5.6.2.6 INFORMATIONiDESTRUCTIONi 

Itisim porta nti'nformationi'sikept-|(whichincludesicom pa nyrecords)-fonasiongTasi 

requiredito7neetncompanynpolicynandTegulatoryTequirements.nWhennanynpiecenof-| 

Smart "Grid 'relatedinformationisToiongerTeededJt'siequallyimportantthatitisi 

destroyednaccordingitoitsievelnofisensitivity.-| 

Informationistoredirrihard lcopy,nornonnelectronic-|media,-|thatnhasiDeennclassifiednas-| 

confidentiaInorTestricted-|shouldiDenshreddednorits-|medianphysicaIlyndestroyednwhenit-| 

isTioiongerTieeded.Ti 

5.6.3 COMPLIANCE PROCESS i 

ThenCompanyilnformationnSecuritynCompliance-|Programnoverseesncompliancei/vith-| 

externalTequirements,internahpoliciesnand-|businessnprocesses.1tnalsondefines1T-| 

departmentahresponsibilitiesnand-|monitors,7neasuresnandTeportsnonncomplianceistatus-| 

vianexceptionnengagementYissue-|tracking.-| 

The-|lnformationnSecuritynCompliance-|ProgramnassistsitheiDusinessiA/ithncompliancei/vith-| 

the1nformationnSecuritynaspectsinnaTiumbenofibusinessnareas.nSDG&E's1nformation-| 

SecuritynCompliance-|ProgramnensuresYhatnallnSmartnGridinformationisecurityisin-| 

complianceiA/ithitheTegulationsnandistatutesisuchnasiTi 
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ffi Electric-|ReliabilityiStandardsiasTequiredlby-|FERC-n(suchias,-|NERC-pP,-|NERC-i 

Communications/COM);n 

ffi FERCnOrder-|717n(Affiliate-pompliancenCodenof-ponduct);-| 

ffi CPUCi^ffiliatenTransactions-pDmpliancei(SharediV.C.,-|D.97 h.2 l088/-|D.97 h.2 l029);i 

ffi Consumer1nformationnPrivacyn(Gramm teach [BlileyiAct-|[GLBA],nSB-|1386);-| 

ffi Breach-|Notificationn(SB-|1386,-palifornia-|Database-|Breach-|NotificationnAct-| 

[CDBNA]);i 

ffi ldentityifheftndetectionn(Red-|Flag-|Rules);-| 

ffi Financialintegrity-|(Securitiesnand-|ExchangenCommission-|[SEC],nSarbanes bxleyi 

Acti[SOX]);i 

ffi RetentiornandieDiscoveryi(suchias,-|FederahRulesiof-pvihProcedure-|[FRCP],-£A's-| 

AB"|5 );~| 

ffi Medical1nformationnProtectionn(Health1nsurance-|PortabilitynandnAccountability-| 

Act-|[HIPAA],nCalifornia-Givil"Gode-|1798);-| 

ffi CreditnCardnandnCheckingnAccountitransactionsn(The-|Electronic-|Payments-| 

Association-|[NACHA],-|Payment"Gard1ndustry-|[PCI]);-| 

ffi Californianspecificn(California-|HighwayiPatrol,-|DepartmentnofiMotoriVehicles).-| 

Rolesnand-Responsibiiitiesi 

Responsibility-forithe-GompliancenProgramnonnanday 'to tlayibasisTesidesiwithiaivarietyi 

ofiDusinessnand1Tnoperatingngroups,-|particularlyithosenareasnandndepartmentsnofithe-| 

companyiaffecting-|thenconfidentiality,integritynandnavailabilitynofinformationnassets.-| 

SenionManagementnoritheirndelegate(s)inithesendepartments,nonareas,nareTesponsible-| 

foncommunicatingitsncomplianceTesponsibilitiesitonaffectednemployeesiA/ithinithen 

departmentnand7nonitoringncompliancenwithnapplicableistandards,-|policiesnand-| 

regulatory-|requirements.-nThenSenior-|Managementnor|theindelegate(s)iwilliDe-| 

responsibleifornactivities,nproceduresnandnchangesTiecessaryitonensureithein 

departmen^-functionionareaisin-fullicompliance-withiexternalTequirements^'nternah 

policiesnandiDusinessnprocesses.n 
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InformationnSecurity-ComplianceiroolsnandnProcessesincludencapabilitiesnsuchnasn 

ffi ControlsnandnPolicy-|Mapping;-| 

ffi PolicyiDistributionnandnAttestation;n 

ffi IT-£ontrohSelfiAssessmentiand-|IVIeasurement;-| 

ffi Governance,-|Risknand"PompliancenAsset-|Repository;-| 

ffi AutomatediGenerahComputer£ontrols-£ollection;-| 

ffi Remediationnand-|Exception-|Management;-| 

ffi Basic-pompliance-|Reporting;-| 

ffi IT-£ompliancenDashboards;iand-| 

ffi ITnRisknAssessment.-| 

1 

lnformation-|Security-|Compliance1nternal-|ControlsTand1\/lonitoring-| 

ThenCompliance-|Program-|proactivelyTnonitorsnandnself-assessesitsncomplianceiA/ithnalh 

applicablenstandards,npoliciesnandnexternalTequirementsnasi/vellnasitsnprocesses-| 

intendeditonensureitsncompliance.-nSDG&Enundertakes-|numerousncompliancenactivities-| 

whichndifferiniscopenandnactivityndependingnonithencomplianceTequirement,includingn 

ffi ControlneffectivenessTeview/iverification,nattestationnandncertification;-| 

ffi PeriodicinternalnauditsiDynAuditnServicesn(innSempra-|Energy-Gorporate-Genter)nofi 

onenorTnorencontrolnareas;n 

ffi PeriodicnexternalnauditsiDynqualifiedithirdnpartiesnofpnenorTnorencontrolnareas;n 

ffi Ongoing-|monitoringnofregulatorynenvironments-forndevelopmentnofinecessaryi 

changes;-! 

ffi Ongoingnmonitoringiforncompliance^ontrolneffectivenessnandnprogramn 

effectiveness;-! 

ffi Regularncompliancenmeetings;-! 

ffi Promptnandithoroughnassessmentnofncompliancenquestions;-! 
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ffi CoordinationnandifacilitationnoficomplianceinquiriesiA/ithnappropriateTesources-| 

within1T;n 

ffi RegularnevaIuationnofndocuments,nproceduresnand-|resourcesnassociatediwith-| 

applicablenstandards,npoliciesnand-|regulatoryrequirements;-| 

ffi Timelyinvestigation,nassessment,Tisl<Tnitigationnand-|remediationnof-icompliance-| 

eventsnandissuesitonensurencontinuedncompliancenanditonpreventTeoccurrence.n 

5,6,3,1 RISK1TREATMENT1 

OnceitheTiskisTunderstood^iRiskiOwneHnas-fourTDptions.-Heionsheicani 

ffi AvoiditheTisk,n 

ffi Mitigate-|it,Ti 

ffi Transferjt,~Pn 

ffi Acceptit.i 

RisknavoidanceTneansithe-iRisknOwnencannoptTiot-itoncontinueiwithithensourcenofithe-i 

risk.-|Fornexample,-|theiserviceTnay-|notiDenoffered,nornai\/ulnerableisystemTnayiDe-| 

removedfromitheTietwork.-| 

Riskinitigation-|providesithe-|RisknOwnengreatiflexibility.irheiserviceTnayiDenoffered,iDut-| 

securit\ncontrolsTnustiDeputi'nplaceitoTeduceTiskitoTrioreTrianageableievels.-Fon 

example,naivulnerableisystem-|mayiDe-|patcheditoTeduceitheTisknofTgettingnancomputeri 

virus.iThere7nayibeiseveralnoptions-forTisk-|mitigationnofi\/aryingncostsiforithe-|Risk-| 

Owneritonconsider.1nitheisamenexample,itheivulnerableisystemTnaynalsoiDe-|placed-| 

behindna-firewallnornotherTietwork basedisecurityncontroltoifurthenreduceitheTiskiofi 

virusinfection.-

Riskitransfer,-pnriskisharing,isiforisituationsiA/hereitTnayiDe7Tiorencost 'effectiveitcn 

allownanothenentityitonadopt-|theTiskTathenthaniforithe-|Risk-pwneritonpayito7nitigate-| 

ornacceptTisk.-|Fonexample,naithirdnpartynhostingiserviceTnayiDencontractediA/ith-|to-| 

providenaiA/ebnserverifithe-|Risk-pwnernhas-|reason-|toiDelieveithe-|third-|partyncan7nore-| 
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effectively-|manageitheTisknofncomputerivirusinfectionnonitsiA/ebnservers.-|Riskitransfen 

maynaIsoincludeithenpurchasenofiinsuranceinnorder-|tonoffsetncostifiaTisknconclitionis-| 

realized.-! 

RisknacceptanceisnanprocessiniA/hichna-|Risk"PwnerTnakesnandecisionitonacceptnanspecific-| 

securityTiskiDecauseithenoverallncostnofnaddressingTesidualTiskithroughnavoidance,"! 

mitigationnand/oritransfenoutweighsitheivaluenofitheinformationnasset(s)-|being-| 

protected.-|RisknAcceptancenprovidesithe-|Risk"Pwnernannopportunityitonunderstandnand-| 

documentnai<nown1nformationnSecurity-|RisknSituation.nA-|Risk-pwnerncannonlynaccept-| 

risk"forinformationnassetsitheynown.nOnlyianSenior-|ExecutiveTesponsibleiforithe-| 

businessnunitnatTiskTnaynassumeTisknoniDehalfnofitheisubjectnenterprisenenvironment.Ti 

RisknAcceptanceisnusedifnancompanyisecuritynpolicy,procedure,istandard,nori 

requirementncannot-|beimetibecause:-| 

ffi ltis"iphysicallyiinfeasibleitondoison(i.e.,physicalnattributeprevents-| 

implementationpfisecurityncontrols);Ti 

ffi Logicallyinfeasible-|tondonso-|(i.e.,nsignificantimpactitoiDusinessprocess,iservice-| 

andprfinancials,pnregulatoryTequirements);"n 

ffi Thencostpfiimplementingnaispecificisecurityncontrolputweighsithei\/aluepfithe-| 

informationnasset(s)-|beingprotected."n 

Risk-Acceptancei's-notpermanent.-The-businessTunit-andionorganization-rnust-satisfyi 

theTiecessaryTequirementsnandncomeintoncomplianceiA/ith1nformationnSecurity-|Policy-| 

withinnandesignatedperiodpfitimendescribedinithe-|RisknAcceptance."n 

ltis-|the-|purposepfithe-|RisknAcceptance-|tondefineitheissue(s),ndevelopnaplan,nandiDegin-| 

thepathito-|remediation,TiotitoiDecomencomfortableprncomplacentiA/ithithei<nown-| 

risk.irhe-|RisknAcceptanceprocessTequires-|thatnaplaniDensubmitted-|thatidentifiesiA/hat"i 

correctivenaction(s)nwilhbeitaken,iA/henithosenactionsiA/illiDenaccomplished,nandiA/hois-| 

responsibleiforndoingithem.-|Thereisna7naximumndurationifornaTisknacceptance,natiA/hich"i 

pointit-will+iaveTto-beTenewedthroughitheisameprocess^ntheTiskisidemonstrated-
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toiDe-|remediated,norncircumstancesithatncreateditheTisl<-|havenended,norithenacceptance-| 

hasiDeen-|renewed.nAfternexceedingithenperiodnofrisknacceptance,nand-failing-| 

remediation,no rithenendnofitheTisl<-|situation,informationnSecurity7nay-|take-|Stepsito-| 

minimizentheTisk,neitheriDynaddingncompensatingisecurityncontrols,norTemovingntheTisk-| 

(i.e.,ishuttingndownnaTiskynapplicationnor-|server).Ti 

When-yulnerabilityisidiscoveredimathirdpartynproductiornservice^Tiskiassessmentis-

performedntonassistntheiDusinessinndeterminingnannappropriatencoursenofiaction.-nWhere-| 

vulnerabilitiesncaniDenexploited,-|theiDusiness7nayielect-|tonpostponeimplementationnofi 

thenvulnerableisystemnornproceediA/ithimplementationinnacceptancenofithe-|residuah 

risk.TilniDothncases,n\/endorsnoriservicenprovidersnareinformednof-ithen\/ulnerabilitiesnand-| 

askedntoTernediate-|them.-nAlsoiniDothncases,nthenconditionsnarentrackedntoTernediation-| 

bynthencompanyirisknacceptancenprocess.n 

i 5.6.4 SECURITY AWARENESS & TRAINING j 

Securitynawarenessnand-|trainingisncriticalntonpreservingnaisecurenSmartnGrid-| 

environment.-|Thencompanynusesnseveral7nethodsnusedntoT3romotenawarenessnwithna-| 

focusnonjole lbasednaudiences,ndiversendeliveryTnechanisms,nand-|relevant7nessages.-| 

ThenCompanyiInformationnSecurity-|Program7nakesntrainingnavailablentonemployees-| 

regardingnacceptablenusenandnothenaspectsnofntheisecurity-|program.nSpecificTegulations-| 

andiawsiA/hichnapply-|toncertainnsegmentsnof-itheiDusinessnprovidentargetedisecurity-| 

traininginnthosenfocusednareas.Ti 

Securitynawarenessnand-|trainingisnoffered-|tonallnemployeesnthroughnanvarietynofndiverse-| 

communications-|mechanismsinntopicahareasisuchnasisocialnengineering,npassword-| 

handling,Tnanaginginformationin-|theinworknareas,iockingnandisecuringiA/orkstations,-| 

reportingnpossibleisecurity-|issues,nandnfacilitynsecuritynandisafety.-| 

Physicalnand-CybensecuritynpersonnelTeceivenongoingntrainingntoTnaintainnandnexpandn 

knowledgeinntheirf ieldsnofiexpertise.ifrainingnconsistsnofisecurityncertifi cations,n 
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speciaIizednskillitraining,-|technicalitrainingnonispecificisystemsnand-|platforms,nand-| 

informationisecuritynawareness.-| 

As-|partnofithencontinuahimprovementnofithencompany'snoveraIlisecuritynposture,ithe-| 

lnformationnSecurityndepartment-|hasnestablishednan-|InformationnSecuritynAdvocates-| 

(ISA)-|Program.irhisnprogram-|helpsitonaIigniDusinessnand-|securitynstrategyngoaIsiDy-| 

developingnandnmaintainingnaiteamnofiDusiness 'focusednpersonnelithatnhelpnestablishnan 

foundationfornkeyiDusinessndrivers,processes,Tequirementsnandimpactsiwhilen 

distributingTesponsibilityifonselectinformationisecurityitasksnacrossiDusinessndomains.Ti 

CandidatesnareieadersiA/ithin-groupsnatithe7nanager)evelpr|below-|thatnhavenan-| 

interestnandnwillingnessitoiearn7norenabout1nformationnSecuritynandnhowitimpacts-| 

theirncoreiDusinessnarea.-|Participantsnare-givenna-|twondayitrainingncourseifollowediDyna-| 

company lspecificncertificationitest.nAfterpassingitheitest,ithe1SA-|team7neets-| 

periodica!lyitoishare-|knowledgenandnexperiences.-| 

^ 5.6.5 SECURITY STRATEGY AND ENTERPRISE RISK ARCHITECTURE j 

Thencompany's1nformationnSecurity-|Programincludesithe-followingnarchitecturalnandn 

strategicnelementsnwhichiwilhbenappliedito-|protecting-|thephysicalnandncyberisecurity-| 

needspfithenSmartnGrid.n 

ffi Adoptna-ComprehensivenView."nSystemnsecurityndesignishouldiookiDeyond-| 

traditionalprganizationaliDoundaries,ndemarcationpointsn(suchnasithose-| 

betweenitransmissionnandndistributionnsystems)nandnareaspfTesponsibilityinn 

orderitoiworknwithinterconnectedisystemsnandpthenauthorizedn"users"ito-| 

ensureisecurityisTnaintainediA/heninformationisnexchangediDetweenndifferentn 

systemsprnentities.n 

ffi lmprove1nteroperability."nSystemncomponentsishouldiDendesignedinisuchnanway-| 

as-|toishownhow-|theyTnaximizeTesilience,TeusabilitynandinteroperabilityiA/ith-| 
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adjacentisystems,naIlowingnauthorizedinterfaces-|ton"plugnandnplay"in-|trusted-| 

and-|predictableiwaysiA/ithncentraIizediservices.-| 

ffi ManagenStandards.-nSecurityisolutionsishouldiDendevelopedivianconsensus 'driven-! 

securityistandardsnandndevelopmentTnethodologies,isuchnasithosendescribedin-| 

the-|NISTinteragencyTeportinnorderito7ninimizeitheTisl<ithat-|proprietary-| 

technologiesiA/illiDenexploitediDyithreatsiA/hileimprovingncostneffectivenessnandn 

reliability.-! 

ffi Balance-|Redundancy."nSystems-|shouldiDendesignedinnancost 'effectiveiwayitcn 

minimizeithenchancenofnaisinglenpointnof-failurencausingnadverseimpactito-|the-| 

overallisystem.-| 

5.6.6 SECURITY REQUIREMENTS IN CONTRACTS! 

KeynsecurityTequirementsnarenembeddedinncontractsi/vithivendorsnandnservice-| 

providers.irhe-generalncontractnareas,iDelow,narenaugmentediA/ithnspecificTequirements-| 

basednonitheispecific-|productnoriservicenaddressediDyithenagreement.TiThencontract-| 

languageTequiresiverifiablenaccomplishmentnofisecurityngoalsnandnadherenceitoisecurityn 

standardsnandiDestnpractices,nandithativerificationTnayibenperformediDyithencompanynor-| 

atrustedthirdparty.iContract-janguageisiintendedtoinstilh'mthirdparties-aTecessaryi 

senseiofTjrgencyinprotectinginformation-assetsiandicustomerprivacy.ltidescribes-

thirdpartyiobligationsitoprotecti'nformationi'n-ialignment-withi'ndustry-acceptedi 

oversightnandnauditnprocedures.-|ltifurtherndescribes-|third-|partynliabilityifitheynareithe-| 

causenofnaisecurityiDreach.-! 

ThencontractsnhaveianguageTegardingn 

ffi Role-|BasednSecurityTSontrols;-| 

ffi SharednApplicationnArchitecture;-| 

ffi Account-|Management;-| 

ffi Application1nterface"Controls;-| 

ffi Encryption;-! 
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ffi PasswordnandnLogonnStandards;-| 

ffi DatanSecurity;n 

ffi Loggingnand-|Errors-|Details;-| 

ffi OperationalnSupportnandnAdministration;n 

ffi Source"Code-|Review;-| 

ffi Vulnerabilitiesnand-|Defects;n 

ffi SecuritynAssessmentsnandiTesting;-| 

ffi RightitonReport.n 

^ 5.6.7 SOLUTIONS -DEVELOPMENT AND IMPLEMENTATION LIFECYCLE i 

The-|missionnof1nformationnSecurity-|Engineeringisito-|provide1nformationnSecurity-| 

guidancenandnconsultingnservicesito-|the1nformationiTechnologyi(IT)ndepartmentnandits-| 

clientsnduringithenpreproductionnphasesnofithe-|systemndevelopmentiifecycle.TiThis-| 

approach-|toinformationisecuritynduring-|preproductionnwillnassistinithen"secureiDy-| 

design"napproachnSDG&EnenvisionsfonallnSmartnGriditechnologyndeployments.-| 

5.6.7.1 SECURITY1ENGINEERING1PROCESS1TOOLS1 

The-|lnformationnSecurity-|Engineering-|teamnusesiseveralnprocessitoolsinithencoursenof-ian-| 

engagement.T|These-|toolsnareithe-|Risk-|Triage-|Process,ithenSecuritynAssessment-| 

Methodology,ithe-|Key"Goncernsifor|lnformationnSecurity-|Document,ithe-|lnformation-| 

Security-|Requirements-|Document,ithe1TPL-|Documentation-|RequiredifonPhase-|Review-| 

document,nandithenSecurity-|Evaluation-|Methodology.n 

5.6.7.2 ITiSYSTEMiLIFECYCLEiSECURITYiCHECKPOINTSm 

InformationnSecurityincludesisign bfficheckpointsiatithe-iRequirementsiand-pesigni 

phases,nandf'go/no 'go"nauthoritynat-|theiFestnphasenofithe1T-iSystem-|Lifecycle.Ti 

ApprovalsnareTequested-from1nformationnSecurityiDyithenprojectiteam,nandnestablish-| 
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assuranceithroughout-|thenSystem-|Development-|Lifecyclen(SDLC)ithat1nformation-| 

Security-|Requirementsnare7net.-| 

5.6,7,3 SECURITYiENGINEERING-]PRODUCTSi 

Whilensupportingithe1TnSystemnLifecycle,ivariousnartifactsnarenproducecl-|toncommunicate-| 

thendevelopingnand-|measured-|security-|posturenofitheinformationnassetiDeing-| 

developed.jn 

DuringnProject-|Preparationnphase,ithenprojectiteamidentifiesitheitypesnofinformation-| 

thatnannassetnwilhhandle;itheinformationnownenandncustodiansnofithatinformation;ithe-| 

sensitivitynofitheinformation,nandithenenvironmentsinnwhich-|theinformationi/villiDe-| 

handlednandnaccessed.TilnformationnSecuritynusesithisinformationinnconjunctioniA/ith-| 

interviewsnofithenprojectiteamnand-|theivariousistakeholdersitondevelopna-|Preliminaryi 

RisknAssessmentiforitheinformationnasset.TiThisTisl<nassessmentidentifiesngeneralized-| 

risksithat-|thenasset-|maynpose-|to-|thenenterprisenanditheinformation-|thatithenassetn 

handles,nand-|providesTecommendationsnon-|theitypesnofncontrolsithatishouldiDe-| 

employedin-|protecting-|theinformation.-| 

At-|RequirementsnphaseTeview,-|the-|PreliminarynRisknAssessmentis-|reviewednaIongnwith-| 

the-|Requirementsndocumentation-|toiverifyithatitheTecommendedncontrolsnare-|required-| 

aspartioftheproject.TOirect-feedbackisprovidedtotheprojectiteaminiordento-

facilitatenanyTiecessarynchangesitoithe-|Requirementsithat-|SupportTiecessary-| 

InformationnSecurityncontrols.n 

At-|Design-|phase-|review,-|the-|Designndocumentisnexamineditoidentifyifithendesign-| 

appearsitoneffectivelyimplementitheTequiredncontrols,nand"|toidentifyianyTisk-| 

conditionsnondeficientncontrolsithatTnayriotnhave-|beennpreviouslynapparent.-|Direct-| 

feedbackisnprovided-|toithenprojectiteaminnordento-facilitatenanyTiecessaryichanges-|to-| 

the-|Designithatnsupport-|necessaryiInformationnSecurityncontrols.-| 
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During-|Buildnphase,ithenassignednSecurity-|Engineerprovidesndirectisupportifori 

implementationnofisecurityncontrols-|by-|thenprojectiteams.Tilnnaddition,ithenassigned-| 

Security-|Engineerperforms-|Somenpreliminary-|securityitestingnoniDaselinenconfigurations-| 

ofproducts,iusuallyiDeforeicustomizationiandintegration+iappen.TThisprovides-a-

meansnofidentifyingivulnerabilitiesinisoftwarenonintegrationnproductsithatithei\/endors-| 

williDenexpected-|toTemediate-|beforeithenassetnentersnproduction.-nThe-findingsifromithe-| 

detailed"|technicalitestingnatithisistageincludenspecificidentificationnofi\/ulnerable-| 

conditionsnonmaterialndefectsithatieaditonsecurityTisks,nandnare-|usuallyiidentifiediDyi 

the-CommonnVulnerabilitiesnand"|Exposuresn(CVE)TeferencesTnaintained-|byiMITRE-| 

Corporation.TTI 

At-|Testnphase,ithenassetisitestediforncompliancenwithitechnicalnandnadministrative-| 

securityncontrols."nThendepthnandndetailnofithisitestingivariesnaccordingitonassessedTisl<s,-| 

with7norendetailednandncomprehensiveitestingiDeingnaffordeditoithosenassets-|thatnare-| 

assessed-withthe+iighestTiskilevels.TTheTesultiofitheirestphaseTeviewiof-an-assetis-a-

Security-|EvaluationnReportithatndescribesitsnoverallisecurity-|posturenandispecificisteps-| 

toTemediatenanyivulnerability-findings.T|lnformationnassetsTnustiDendetermineditoiDe-| 

compliantiA/ith1nformationnSecurity-|RequirementsiDefore1nformationnSecurityiA/ilh 

grantnapprovalforiannassetitonenterproduction-|through-phange-|Management-| 

processes.Tn 

UponisuccessfulncompletionnofiTestnphase,nSecurity-|Engineeringitransitions-|trackingnof-| 

thenassetitoithelnformationnAssuranceiteam-forifollow 'onncomplianceiA/ork.-nThenassetn 

isitrackednasna7natternofncourseiDynSecurityiOperationsnprocesses.-| 

. » - 1 , < ' )' )- r '1 1 1 ARTNER-iPRODUCTSiANDi 

SERVICES^ 

lncreasingly,-|hardwarenandisoftwareisolutionsnarenoutsourced!tcnthirdnparties-|thatnare-| 

notnunder!thendirectTnanagementnofnSDG&E.-pften,!thisisituationTnakesitimpracticah 

tonapply!thencompanyiifecyclenapproach.iTonaddressnpotentialndifferences,nadditionalnori 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil82i 

SB GT&S 0247944 



aIternativencontrolsnareieveraged.-|Fonexample,nexternaIithirdnparties-|mayiDenevaIuated-| 

asnaccomplishingncompanyncontrolnobjectivesneithenusingndirectnexaminationiDyn 

compan\nlnformationlSecurit\rpersonnelioriDy-anindependentthirdparty.TTi 

lniDothncases,-|theisubjectithirdnpartyisTneasuredifoncomplianceiA/ithncommonlynused-| 

standardsiike-|InternationaI-prganization-fornStandardizationn(ISO)n27001,iSOn27002,-| 

ISO-|15408,nonNISTnSPn800 l53.-nAdditionaIly,na-|previouslynperformedncomprehensive-| 

StatementnonnAuditingnStandardsn(SAS)n70-|typeilnaudit7nay-|benuseditoncollect-| 

informationnabout-|thensecuritynposturenofia-|thirdnparty.Tn 

ContractitermsnandnclausesinithenStatementnofiWorknonMasteriServicesnAgreement-| 

provideitheTnechanismifonenforcementnofitheisecurity 'relatedTequirementsnandithen 

right-|to7neasurenaccomplishmentnoficontrolnobjectives.Ti 

5.6.8 OPERATIONAL SECURITY i 

The-goalnofnoperationalisecurity-|is-|tonensure-|thatinformationnandinformationisystems-| 

arencontinually-|monitoredforithreatsnattemptingitonaccess,ndamagenornotherwise-| 

disruptithem,nandifontheivulnerabilitiesithoseithreatsnareitryingitonexploit.-|The-| 

company's-|lnformationnSecurity-|Programincludes-|theifollowingnoperationalisecurity-| 

elements.-! 

ffi Event"Collectionnand-|Logging.-|lnformationisystemsiforwardiogsnandneventsito-| 

centralizednenvironmentsiforithencollectionnandnanalysisnofnevents.-| 

ffi Event"|Management.nA-|7x24nSecurity-pperations"CenterTnonitorsneventsnand-| 

loggingnsystems"forisuspiciousneventsithatnarendetectednandinitiatesnanincident-| 

response-|team,nasTiecessary.-| 

ffi lncident"|Response.1fiansecurityneventnoccurs,nanincidentTesponse-|mayiDe-| 

initiated.nSuspiciousneventsithatnescalateintoincidentsnare-|recognizednquickly,-| 

andncontainedinnorderito7ninimizenadverseimpactitoitheisystem,isoTecoverynof-| 

theisystemncaniDegin.-|lncidentTespondersnareTeadiediforisuchnactivitiesithrough-| 
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training,nproceduralndevelopment,itestingnandncontinuousimprovement.-| 

CriminaIincidentsnare-|reportedithrough-|theinterna|-CorporatenSecurity-| 

department-|tonappropriateiawnenforcementnagencies.-| 

ffi Vulnerability-|Management.nVulnerabilitiesnareidentifiednandnevaIuatediDefore-| 

theyncaniDenexploited-|byna-|threat,nand-|tonensure-|timely-|mitigationnofithose-| 

vulnerabilities.-! 

ffi Penetration-|Testing.irestingisnperformedinnanneffortitondiscovernand"imitigate-| 

vulnerabilities.1nternalnand-|thirdnpartiesnare-|useditoisimulaten"attacl<s"nonithe-| 

system-fromithenperspectivenofiannoutsideithreatinnorderitoifind-|bacl<doorsnor-| 

otheri/veaknesses-|thatnareTiotTeadilynapparentinithe-|system.-| 

» 1 , 'LNERABILITYiMA f - VIENTi 

The-imostncommonnsecuritynexploitationsieveragenknownivulnerabilities.nVulnerabilityn 

Management-|minimizesTisl<nassociatediwithnknownivulnerabilitiesiDy-|seel<ingito-| 

discovernandTemoveitheTiumbenofivulnerabilitiesinithencompany'siDusiness-| 

operationsnandinfrastructure.iThisnapproachiA/illiDenapplied"|toi<nownivulnerabilitiesin-| 

SmartnGriditechnologiesnprioritondeploymentnand7nonitoredithroughoutitheir)ifecycle.-| 

ThenVulnerability-|Management-|ProgramitracksTeportingnandTemediationnofiknown-| 

vulnerabilitiesiacrossTnultipleinformation-|resourcesibyimonitoringivendorsiwhiclri 

providenandisupportnenterpriseinformationnandncontrolsisystems,na-|numbernofnpublic-| 

andiimitedndistributionivulnerabilityTeportingiists,nanditrackingnandTeporting-| 

vulnerabilitiesndiscoverednduringinternalitestingnactivities.iThenprogramnensures-| 

systems7naintainncurrent,isupportednpatchesnand-|upgradeievels.-| 

FunctionsnofithenVulnerability-|Managementnprograminclude:-| 

ffi Penetration-|Testing:-nEvaluatingithensecuritynofnancomputerisystemnorTietworkiDyi 

simulatingnattacksifromna"imaliciousnsource.Ti 
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ffi ApplicationnScansi-nAttemptsitoidentifyivulnerabilitiesinithenapplicationnand/on 

webiayers.ji 

ffi VaIidationnScans:-nAttempts-|toidentifyivulnerabilitiesin-|thenhostnoperating-| 

systems,iikeiWindows,-|Linux,-|UNIX,ietc.-| 

ffi Reports:TiRequestTesultsifromnaTnonthlyischedulediscannononenofithenabove-| 

servicejequests.-i 

Vulnerability-|Managementnactivitiesnalsonuses-|thencompanyTisknacceptancenprocess.-| 

UndensomeicircumstancesitisTiecessaryitoidocumentitheiacceptanceioHDUsinessTisk-

resultingifromnangapiDetweenithenapplicableisecurityTequirement(s)nandithe-| 

implementedisecurityifeaturesnandncontrols.-| 

» I ' 1 f I ' I- " ) 7 'K ' / 

While-|thengoalnofithencompany's-|InformationnSecuritynProgramisito-|proactivelynavoid-| 

incidentsiA/hichithreatenitoncompromisencompanyidata,nsystemsnorTelatednassetsnusing-| 

proactive-|means,itnalsongovernsnSDG&E'sTesponse-|toincidents.-fiAndisorganizedTeaction-| 

tonan1nformationnSecurityincidentncaniDenasndamagingito-|thencompanynasitheincident-| 

itself.TTherefore^'tisimportantTto-followia-well 'definedprocessinTesponse/-withiclean 

coordinationTesponsibilities.iTheifollowingndescribes-|the1ncident-|Responsenand-| 

Recovery-process-followedimtheievent-pfianinformation-Securityincident-whichputs-

companyiassetsnat-|risk.Ti 

5.6.8.3 COMPUTER1NCIDENTiRESPONSEiTEAMifCIRT)i 

ThenComputenlncident-|Responseiream-|(CIRT)iteamisTesponsibleiforndetecting,-| 

responding-|to,nandnassistinginithe-|recoveryifromncomputerisecurityincidentsithat-| 

impainthencompany'snabilityiton 

ffi Generate,-|transmitnondistributenenergy;-| 

ffi ConductTiormaliDusinessnoperations;-| 

ffi Operateinnaisecurencomputingnenvironment;-| 
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ffi Threatenithenprivacynoficustomers.-| 

1 1 

j 5,6,8,4 INCIDENT1RESPONSE1PROCESS1 

The-|Incident-|Response-|processisinitiatedi/vhen-|thenSecurity-pperations-Centen(SOC),na-| 

7x24iteamndedicatedito7nonitoringnenterpriseisecurity,ndetectsnorTeceivesnaTeportnof-ia-| 

securitynevent.iTheiteamncollectsnandnevaluatesitheinformationinnorderitonassess-| 

whetheritheneventisnanincident.1fitheneventisnanincident,ithe-CIRTiteam,i/vith-| 

appropriate-|predefined7nembers-|basednon-|the-|naturenofitheincident,isnactivated.-| 

ThenCIRTiTeam-|managesitheincidentTesponse,-|recoverynandnpost 'rncidentinotificatiorri 

andnreportingiDyn 

ffi Performingnaitriageitondetermine-|the-|bestncoursenofiaction,-gathering-| 

informationnonnhowito-|resolveitheincident,nhow-|toncontain-|theneffects,nand"i 

consultiA/ithithenappropriatencorporate-|managementTepresentativeiDefore-| 

actionsnareitaken;n 

ffi Takingnactions-|tonhaltnandncontainimmediatendamagendueitonanincident;-| 

ffi Remediating-|thenaffectednsystemsiton"fix"-|thendamagencausediDynanincident;-| 

ffi ObservingithenassetsiDehaviorinnordento-gaininformationnasito-|theTiaturenofi 

theincident,nand-|potentiallyidentifynaiargerissue;-| 

ffi Determiningi/vhethernorTiotitheiforma|-|Forensics-|ProcessTieedsitoiDeinitiated,-| 

givenitheinformationnabout-|theincidentnavailable.1flthe-|ForensicsnProcessis-| 

initiated,itheTesultsiareTeported-|backitcnthe-pRT;-| 

ffi PerformingnorTequestingna-|Root-CausenAnalysisn(RCA)-|tondetermineitheiDasic-| 

reason-foritheincident,nandnsuggestnancoursenofiactionitonprevent-|theincident-| 

frorriTe 'occurring;-! 

ffi Determiningitheifinalnactionsnandnactivities-|needed-|to-|returnithencompany-| 

systemnandTietworkitonan"knownnsecureistate,"nanditonprevent-|theincidentifrom-| 

re 'occurring;iwhich7nayinvolve-|policynalteration,nsecurityitraining,ncomponent-| 
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upgrades,npatchnapplication,no nothenreniecliationnactions.-nSpecificaIly,ithe-|Risk-| 

Management-|process7nayn(andiikelynwill)-|bencaIlednfromnthesenfinaInactions;-| 

ffi Collecting,ndocumentingnandnprotectingna!lneventnandisituatiorndataiir|the-| 

Security-|EventTepository;n 

ffi Reportingntcnappropriatenpartiesnaboutnthe1ncident.-| 

1 

5.6,8,5 INClDENTiRECOVERYiPROCESSn 

lfltherenhasnbeennaiserviceimpact,-|the-CIRT-|Team-|LeadnactivatesnandncoordinatesiA/ith-| 

thenService-|Restorationiream-|(SRT)ntoTespondnto-|thenoutageiDyTestoringiservice,iA/hile-| 

addressingnthenpotentialTieednfor|ForensicsndataTnaintenance,nand-|Root-CausenAnalysis-| 

tonbe-|performednafter|theincident.-| 

- » < ' TIONnAND-1REPORTING1 

DependingnonntheisystemnoriInformationinvolvedinnanincident,nasiA/ellnasTegulatory-| 

requirements,ndifferentinternalnandnexternalnorganizationsi/villTieedntoiDeinformed-| 

regardingntheincident.iThesenorganizationsnpotentiallyinclude,-|butnareTiotiimitednto,-| 

FERC,-|NERC,-|the-Commission,-|ES ^SAGithe-iDHS^he-fBknotherlawnenforcement-i 

agencies,nandimpactedncustomers.n 

5.7 SDG&E'SiPHYSICALiSECURITYiPROGRAMi 

UtilitiesnhaveiongTecognizednphysical-|security-|threatsnas-|significant.nAsnSDG&E7noves-| 

morenassetsnofincreasingnvaluenfurthenoutintonthenfield,includinginformationnassets,-| 

existing-physicahsecuritynthreatsnwillnbenexacerbatednandTiewnonesintroduced.-|Having-| 

physicalnaccessntonaninformationnassetincreasesntheiikelihoodnthenassetncan-|be-| 

exploited .irhencompany's-|PhysicalnSecurity-|ProgramTecognizes-|thatnas7nore-| 

informationnassetsnmovenoutnof-iwell lprotectedndatancentersnandintonthenfield,nmore-| 

robustnandnfasterrespondingnphysicahsecurityncontrols7nustnalso-|benapplied.-| 

1 
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I 5.7.1 INVESTIGATIONS i 

Physicalisecurityinvestigativencapabilitiesnextendnovernaiservice-|territoryncovering-|much-| 

ofnSouthern-OalifomianandnpartnofiMexicoinnorderitoisupportnSmartnGriclnphysicah 

security.-! 

^ 5.7.2 SITE SECURITY REVIEWS AND VULNERABILITY ASSESSMENTS ] 

Criticalisites7nustibeTeviewedibyicorporate-|securityTepresentativesithat-|haveibeerri 

trainedinnassessingnphysicalnsecuritynof-facilitiesnandnproperties-forithreatsnandn 

vulnerabilities.-|DiscoveredivulnerabilitiesnarenprioritizednandncommunicateditoTisl<-| 

owners-|toTnakendecisionsnaboutnhow-|tonavoid,-|mitigate,-|transfenonacceptitheseTisl<s.-| 

Appropriate-|mitigations-|mustiDenapplieditoTeduceitheTisl<itonsafety,nasiA/ellnasnasset-| 

lossnorndamage.n 

^ 5.7.3 PHYSICAL SECURITY MANAGEMENT] 

PhysicalisecurityiservicesTnustiDeneffectivelyTnanagednandnexpandeditoincorporate-| 

SmartnGridinfrastructurenconsiderations.nSuchTnanagementnservicesincluden 

ffi GuardnServices-|4ncluding-|managementnofiemployeenoncontractonguardiforces;-| 

ffi TechnicalnSecuritynServicesn4ncludingifacilityncIearing,nandncounter 4urveillance-| 

measures;nVideonsurveillanceincludesiocalnand-|remoteTnonitoringnofnactivitynat"i 

gatesnandnothenstrategiciocations.-|LiveTnonitoringnat"guardistationsnand-| 

recordedividecnforincidentinvestigation.-| 

ffi Alarm-|Monitoringnand"|Response-| 

15.7.4 SECURITY COMPLIANCE i 

Asnwithncybensecurity,facilitiesithat-|SupportnSmartnGridinfrastructurenandnactivities-| 

mustncomplynwithnalliegal,Tegulatoryiandncompany 4lrivenistandardsnandnpolicies.-| 

Compliance7nustiDeneasilyiverifiednandTeportable.-| 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil88i 

i 

SB GT&S 0247950 



PhysicalisecurityncapabilitiesifonmissionncriticahfacilitiesnarenperiodicaIlyTeviewed-|by-|the-| 

DHS,-|NERC,nanditheiTransportationnSecuritynAdministrationn(TSA).-| 

5.7.5 ACCESS ADMINISTRATION i 

Effectivenaccessnadministrationincludesifacilitynaccess-|managementncapabilities,-| 

includingithencompany'snenterprise Wideibadgeiaccessisystem.-|Employees,ivendors,i 

contractorsnare-|requireditonhavenphoto1D/accessi3adgendisplayednwhilenonisite.nAccess-| 

isinnaccordancenwithnallnapplicableiawnandTegulation,includingito-|FERCTequirements.-| 

^ 5.7.6 SECURITY AWARENESS AND TRAINING j 

Employeenand-|thirdnpartynawarenessnand"|trainingnofiphysicalisecurityithreatsnand-| 

vulnerabilitiesnarenancorenpartnofithensecuritynprogramnandincorporateTelevantisabotage-| 

awareness,ithreatndetectionnandTeportingTnechanisms.n 

5.7.7 THREAT MONITORING, GLOBAL EVENT-NOTIFICATION AND ALERTS j 

ThreatinformationnsharingTnustiDeintegratednandflowneasilyTiotnonlyiDetween-| 

companyiphysicalnandncyberisecuritynprogramsiDutnalso-|betweenithese-|programsnand-| 

relevantiawnenforcementnandintelligencenagencies.Ti 

1 

1 

1 

1 

1 

1 

1 
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5.8 SDG&EIRESPONSESITOICOMMISSIONIQUESTIONSIREGARDINGIPRIVACYI 

ThisnsectionncontainsnSDG&E'sTesponsesitoithenquestionsnposedito-ithenCalifornian 

lnvestonOwned-|Utilitiesi3yithe-Gommissionin-prdering-|Paragraph-|10nofiD.10 *06 *047-1 

concerningitheisecuritynoficustomerinformation.-| 

5.8.1 INFORMATION COLLECTED VIA SMART METER5, PURPOSES, j 

MINIMIZATION i 

What types pfjnformation pbout customers -pre pryvillffe xollectedj/ia the smart 7 

meters, pndyvhat pre the purposes pfthe information xollection ? iOouldthe 7 

information xollection fje jninimizedyvithout failing to jneetthe specified purposes ? 7 

SDG&E'sismartTnetersnarencapablenofistoringTnanyitypesnofienergyTelatedndata.-| 

However,ismart-|metersndoTiotistorencustomerndatanotherithannenergyTneasurement-| 

data.-mSDG&E'sismart-|metersnarenprogrammed-|toistorenenergyTneasurementndata-|that-| 

isTequiredifonbilling.TnAdditionally,nSDG&E'sismart-|metersncollectndifferentnenergy-| 

measurementndatandependingnonithenelectric-|ratenontariffnassociatednwithithe-| 

customer'snaccount.-nGenerally,nSDG&E'snsmart7netersncollect-|registerTeadsnand-| 

intervalTeads-fornelectricTnetersnandTegistenreadsiforgas7Tieters.T|lnnadditionitoithe-| 

energyTneasurementndatanSDG&Enalsoncollectsinformation-|relatediton'events'ifromithe-| 

meter,isuchiasiaitamperiaIarm,iandiother|informationithatiaIlowsitheicompanyitoi 

validateithenaccuracypfithendatancollected-|anditransmittedi3ackitonSDG&E.Tnlniorder|to-| 

benassurednofiaccurateiDillinginformationnandnascertainithenstatusnofitampering,-| 

outagesnandnothenevents,ithendatancollectedisTiecessarynandncannot-|beTninimized.Tn 

Belowisna-|listingnof|theinformationiDeingncollectediDynSDG&E'snsmart7TietersiDy-| 

customenclass.-nAsnstated,nSDG&E'snsmart7netersnarencapablenofibeingnprogrammedito"i 

collect7nany-|typesnofinformation;nexamplesnofithesenadditionalncapabilitiesnare-| 

includedinnAppendixi5.10.2.-| 

1 
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BasiciResidentiah 

1. DeliverechRegisternReadTi 

2. Received-|Register-|Read-n 

3. TotahRegister)--|Delivered-|plus-|Receivedn 

4. Delivered+iourlyintervalsTi 

5. Eventinformationnsuchnasntampernalarmsnornoutageinformatiorrn 

BasicrCommercialn 

1. DeliverednRegisternReadTi 

2. ReceivednRegistenReadTi 

3. Net-|Registen--|Delivered-|minusnReceivedTi 

4. Delivered-|157ninuteintervaIsTi 

5. Eventinformationnsuchnasntampernalarmsnornoutageinformatiorrn 

AdvancednResidentialn&-Commercialn(e.g.nco generation,ibi 'directionaQn 

1. DeliverednRegisternReadTi 

2. ReceivednRegisternReadT 

3. NetnRegistern-nDeliverednminusnReceivedT 

4. Deliverednl5nminutenintervalsT 

5. Receivednl5nminuteintervalsT 

6. Eventinformationnsuchnasntampernalarmsnornoutageinformatiorrn 

Notes: 7 

1. Deliverednmeansnenergyndeliverednfromnutilityntonthencustomer.n 

2. Receivednmeansnenergyndeliverednfromncustomerntonthenutilityn(e.g.,nfromnanroofL 

topnsolarinstallation).n 

1 

1 

1 

1 
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I 5.8.2 EXPECTED DEVICES AND ASSOCIATED INFORMATION i 

Does fiDG&Efiave prpxpect to fiave pthertypes pftlevices, such ps programmable 7 

communicating thermostats, which pan collect information pboutpustomers? 1fco, 7 

what types pfinformation pre collected, pndwhatpre the purposes pfthe 7 

information collection ? -Could the information collection t>e pninimizedwithout 7 

interfering with the specified purposes? 77 

SDG&Eispilotingrewtechnologiesthatienableidevicesinsidethe+iome^uchiasin L 

homendisplays,nprogrammablencommunicatingithermostatsnandnothen"smart"-| 

communicatingndevices,itoiDencommissioneditoithencustomer'sismart-|meten 

(collectively,-|HomenArea-|NetworknonHANndevices).-nThesendevicesi/vilhpresent-| 

information,nsuchnasnconsumptionnornprice,nandnwilhbencapablenofireceivingnsignalsn 

controllingnend bsendevicesnbasednonnestablished-preferencesTsetnby-iSDG&Encustomers.-i 

lnformationncollected-|by-|these-|HANndevicesis7nanufacturernandndevicendependent.Ti 

SDG&E'sismartTnetersnarenequippediA/ithnZigBeeitransceiversnand-|thenZigBeenSmart-| 

Energy-|Profile-|(SEP).-|ThenZigBeenSEP-|protocolnprovidesfoncustomeri 

acknowledgements,nsuchnasnacknowledgingithatnaTnessageiA/asTeceived,no nanchoiceiton 

opt loutnfromnandemandTesponsenevent.TiDevicesnthatnusenprofilesnother|thannZigBee-| 

SEP"imayncollectndevicenstateinformation,isuchnas-|thencurrentnthermostatiset-|point,-| 

mode-|(coolingnornheating)nand/orncurrentntemperatureisensediDynthenthermostat.Ti 

Certainnend 'usenmeteringndevicesnmayicollectintervahconsumptionndatanofithenend bsei 

appliance.TrPther,Tnorencapablendevices,-|may-|recordnallinformationinputiDynthenusen 

similarntonthencapabilitiesnofnanpersonalncomputen(e.g.,ntabletncomputers-|usednasin L 

homendisplaysnonZigBee-|USBndonglesnthatnwould-|usenancustomer'sncomputernas-|the-| 

user|interfacenforitheinHAN).-| 

Minimizinginformationncollectionnmust-|benbalancednwithntheinformation-|needed-ifona-| 

meaningfulncustomernexperiencenandTealizationnoficustomer,nutilitynandisocietah 

benefits.TiHANndevicesnexchangeinformationnwithncustomersnandnthenutilityntonenable-| 
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vaIuednaddediservices.TnFeatures-|thatTnakendevicesndesirableitoncustomers-|mayTiot-|be-| 

theisame-featuresithat-|makeithemndesirable-fornutilities.TiFornexample,nutilities-| 

generaIlyistrivefonoperational,nenergynefficiency,ndemand-|response,nand-|Societah 

benefits.-nHowever,ncustomersndesireitechnologiesithatnprovideiowencostnandngreaten 

choice,nconvenience,ncontrol,nandncomfort,nasi/vellnasnotheritangiblenandintangible-| 

benefits.TCustomenrequirementsiforinformationnexchange-|mayndifferifrom-|thatnof-| 

utilities.-|Utilities7nayTninimizendeviceinformationncollectionitonachievenutility-| 

operationalnandndemandTesponseiDenefits.T|However,TninimizingndatancollectionTnay-| 

resultiniowernadoptionTatesiDecauseisomencustomersi\/aluengreaternamountsnand-| 

frequencypfinformationnandncustomizationnofithenexperience.nSDG&Eintendsifori 

devicesnandisystems-|toncollectnonlyithe-|minimahinformation-|necessaryitonperform-|theiri 

functionsnand-|providencustomersi/vith-featuresnandnoptionsithatnprovideivalue.-| 

| 5.8.3 EXPECTED INFORMATION FROM SMART-METERS AND HAN GATEWAY] 

What types pfinformation, if pay, tioes $DG&E plan to xollectfrom the smart jneten 

andffomefkrea fretwork -gateway? 77 

DetailsTegardingnsmartTneterndatancollectionnandncapabilitiesnarendiscussedinithen 

responseitonquestionna,nabove.-|Regardingithe-|HomenArea-|Networkngateway,ithisitypen 

ofideviceiservesnasnancommunicationsnconduitifonsecurelyncommissioningi\/ariousin-| 

homendevices-|toitheismart-|metern(suchnasnanprogrammablencommunicatingithermostat-| 

oranin lhomendisplay).TiThendatancollectedincludes-|MedianAccessnControln(MAC)-| 

identificationTiumbers,ndeviceitype,iseriahnumber,nandnotherisimilarndata.TnThe-| 

gatewayrnaybenanconduitiforndatancollectednat-|thendeviceievel.-| 

1 

1 

1 

1 

1 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pageil93i 

SB GT&S 0247955 



I 5.8.4 FREQUENCY OF INFORMATION COLLECTION FROM SMART METERS j 

How frequently will bDG&Etakereadings from thesmartjneter?is this frequency 7 

subject to thange ? jA/illpustomers tontrol this frequency? 777 

Asistatednabove,ismartTnetersncollect-|hourlynonl5TninuteintervaIndatandependingnon-| 

theitypenoficustomerianditheitariffiassociatediwithithencustomernaccount.Tiln-generah 

andiunderTormalicircumstances^hisidataistransmittedtotheiutilityitwiceieachiday.Ti 

EnergyiusageintervaIsTecordednatithe7netencaniDenchanged,nasncanitheifrequency-| 

withi/vhichnSDG&EncollectsithisndataifromitsnSmart-|Metensystem.-|Theneffective-| 

frequencyTofiutilityTneterTeadsisiDasediontheTelevantitariffedTateiDeingiDilled,-

informationitoiDenpresenteditoncustomers,nandisystemnperformancencharacteristics.Tn 

SDG&Endoesnnotnenvisionnopeningithesensystems'noperationaIncharacteristicsito-| 

customencontrol.n 

| 5.8.5 INFORMATION USAGE /PURPOSES 1 

For^ach typevf information identifiedqbove,forwhat purposes will thejnformation 7 

be psed? fhe purposes joust be prticulatedwith specificity, p.g., ftargetedj 

marketing"jnsteadpffpromoting ~pn ergy efficiency. "7 

As-|Statednabove,itheinformationncollectedfromnSDG&E's-|smart7netersnand-|HAN-| 

systemnarenusedifonbillingnandnconsumptioninformationnpresentationnpurposesnandito-| 

allownend lusendevicesito-|bencommissioneditonanparticularncustomer's7neter.Ti 

Additionally,ithisinformationiA/illiDe-|Useditoneffectivelyimanageithe-|HANisystem,nallow-| 

verificationnofienergyiandncapacityisavingsn(demand-|responseTneasurementnand-| 

evaluation),npossiblyiprovidenadditionalifunctionalityitoncustomersnasithe-|market-| 

continuesits-growthnand-|more-functionalityisnenablediDyithenSmartnGrid,nandnpossibly-| 

makencustomersnawarenofnenergyiservicesitheyTnayifindnofivaluensubjectitonaffiliate-| 

compliancenrestrictions.-| 

1 
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I 5.8.6 INFORMATION RETENTION -PERIODS/ -PURPOSE OF RETENTION j 

Forpach typepf information collected, for fiowiong willtheinformationfieretained, 7 

and what is the purpose pfthe retention ? lOouldthe retention period fie shortened! 

without failing topneet the specified purpose ? 77 

Regardingndatancollectedi3ynhomenoripremisenarea-|networl<ndevices,nSDG&Eisinithe-| 

earlyistagesnofipilotingisystemsitonascertainncustomeriacceptancenandisatisfactioniA/ith-| 

thesensystemsnasiwellnas-|tonevaluateisystem,itechnologynandndevicenperformance.-| 

RetentionnpoliciesiforitheinformationnassociatediA/ithitheseisystemsnhaveTiot-|been-| 

formallynestablished,nhoweveriSDG&EintendsitoTetainithisinformationifononlynasiong-| 

asis-|necessaryito7neetithesenevaluationnpurposes.-nAs-|thesendevicesnandisystems-| 

become7noreiA/idelyideployed,ndataTetentionnwillnalsondependnonithe-|requirements-| 

associatednwithitheiverificationnofienergyiandncapacityisavingsn(demandTesponse-| 

measurementnandnevaluation)nandnothendemandTesponsenonpi"iceisignalnevent-| 

acknowledgementnpurposes.-| 

RegardingithendatancollectedfromnSDG&E's-|smart-|meters,TetentionisndriveniDyfactors-| 

suchnas-|Electric-|Rule-|18n(thatnstates,innpart,ithatifieitheriaTesidentialnonnonresidentiah 

customeriisifoundito-|haveiDeennoverchargedndueito-|billingnerror,-|thencalculationnofithe-| 

amountnofithenoverchargeiforTefunditoithencustomerisifonupitonanperiodnofithree-| 

years),ncredit,-|meterTevenuenprotection,ioad"iresearch,Tatendesign,nandisystem-| 

planningTequirements.T|Foncredit-|purposes,itheTetentionTequirementfondatais-| 

sevemyears-whichistiedTtoicreditTeportingTequirements.TThisperiodiofTetentionis-

alsoTequirediDyiawif-aicustomendisputesianitemiontheincreditTeport^ndthus,-

such-|retentionis-|necessary.-|For7neterTevenuenprotection,iegalTequirementsifon 

reportsnandinvestigationsnareifona-|minimumnofiseveniyearsnplus-|thencurrent-| 

year.T|However,ifornunauthorized-|Usen(whichincludes,-|butisTiotiimited-|to,Tneteri 

tampering,nunauthorizednconnectionnonreconnection,itheftnorfraud)ithereisTiO"i 

limitationTegardingtheTebillingperiodiandideally,ienoughpastinformation-wouldiDe-
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availableitoje lbilhforitheientireiperiodiofithe-|unauthorizediuse,iwhichiwouldibenefiti 

aIlnothencustomersn(thesenprovisionsnare-|aIso-foundin-|Electric-|Rule-|18).Ti 

lnnadditionitoithenaboveTequirements-foncustomer/naccountnspecific7netendata,-| 

therenarenaIsoTequirements-|tonkeepTnetendataiforiongernperiods,nhoweverforithese-| 

purposesithendatandoesTiotTiecessarily-|needito-|beitied-|tonanparticulancustomer,i3ut-| 

ratheritongeneralncategoriesnofncustomersn(i.e.:TesidentialYismaIlncommerciaIYiarge-| 

commerciaInor-|inIand/desert/mountain/coastaInclimatenzonenonothencustomen 

groupings).TiTheseTequirementsnareitieditonsuchithingsnasTatendesignnandisystem-| 

planning.nAdditionally,ioadimpactnanalysisnassociatediA/ithndemandTesponsenon 

energyTefficiencyiprogramsTareTequiredioverperiodsTextendinguptoilChyearsTaswei 

pricenelasticityistudies-|thatTequirenaisubstantialnamountnofnprenand-|post-|rateitreatment-| 

usageinformationn(upito-|10iyears).TnThis-|dataisTetainednupito-|15iyears.-| 

SDG&E'sTecordsTetentionnpoliciesnevolvenoventimenandi/vith-|thendeploymentnofithe-| 

Smart-|Metensystem,ithesenpoliciesnareiDeingTeviewedinndetai|-|tondetermineTiecessaryi 

changes."nThenaboveTiotedTequirementsnwilliDeithendriversinndeterminingnupdated-| 

retentionTequirementsforitheitypesnofidatandiscussed.-i 

I 5.8.7 DATA-SHARING AND ASSOCIATED ISSUES] 

(l)]A/ith yvhom does $DG&E?hare xustomerinformation xmdxnergyxlata xurrently? 7 

SDG&Encurrentlyiprovidesncustomersiwithnaccess-|totheiriusagendataiviaivariousnonline-| 

applicationsiandisplanningTtoprovideiadditionalichannelsinthe-future.Ti 

For|Iargencommercialnandindustriah(C&l)ncustomers-|whoncurrentlyihaveintervalndata-| 

metersi/vithitelecommunicationn(generallyn200i<Wnorngreater),nusagendatanatithe-|15-| 

minuteintervah'sprovidedion 'tineiviaithenkWickViewnapplication.TiThenC&lncustomen 

accessestheikWickViewiapplicationthroughiSDG&Esiwebsiteiatiwww.sdge.eom.iThei 

kWickViewnapplicationnhas-|beennavailablenonlineitoiarge"C&licustomersisincen2001.Tiln-| 

additionitonenergynusagendata-|(kWh),nkWickView-|providesncustomenspecificTnonthly-| 
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demand-|(kW)ifor|theiDillingTnonth.Tn 

ResidentiaIncustomernaccessitonSDG&E-|smart7neter|hourlynconsumptionndatais-| 

availableivianGoogle's-|PowerMeterngadget.-nSDG&Encustomersnwhonchooseitonaccess-| 

theinconsumptionndataivianGoogle's-|PowerMeterTnust-|registeriA/ithnSDG&Enasna-|My-| 

Accountncustomenand7nust-|providenexplicitnconsent35fontheitransfernof|their|intervah 

usagendataitonGooglenduringithenGooglenPowerMetenenrollmentnprocess.Tm 

SDG&EisharesncustomerinformationnandnenergyidataiA/ithivariousithirdnpartiesiA/ith-| 

whomitncontracts-fonsuchpurposes-asion 'tinenenergyndatanpresentmen^ncreditnchecks,-! 

collectionnagencies,nadministrationnofndemandTesponsenandnenergyiefficiency-| 

programs,ifacilitationnofimeteriinstaIlations,nSDG&E-|brochurenornotherTnailings,ne 'maih 

contactsnconcerningitheirngasnornelectricnservice,itoifacilitatenon 'Hnepayment-pf-bills,! 

and-nadministrationnof)owincomenprogramsn(such-|as-GaIifomianAltemate-|Ratesifori 

EnergypnCARE)namongnotherTeasons.TilnncasesiA/hennSDG&Endoesisharencustomeri 

dataiA/ithna-|thirdnparty,ncontractuaIitermsnandnconditionsnareincludeditoT3rotectisuch-| 

datanand,ifinecessary,-|holditheithirdnpartiesnaccountableifisuchndataisTiotnhandled-| 

properly.n 

(2) With yvhom -tfoes $DG&E reasonably foresee sharing jiata in the future ? 7 

SDG&Eplans-|toicontinueitcnofferiaivarietyiofpn ltineienergynmanagementntools-|to-| 

customersinitheifutureisoithatncustomersncan-|trackitheirnusage,identifyithenestimated-| 

bill 'to ldate,iDilliforecastndata,nprojected"imonth 'enditieredTate,na-|ratencalculator,nand"i 

notificationsitoncustomersnasitheyncrossTateitiers.Tn 

SDG&E'sfuture-|plansinclude-|mobilenapplicationsfoncustomersnandTiew-| 

experimentahpilotsnonnhomenenergyTnanagement"|technologies-|thatiA/ilHikelyinvolve-| 

thirdnparties.Ti 

35-Thexustomer'sxonsent-mayt)e-made^ithenby^-manual"signaturex)nb\nelectronicTneans;-as-set-forth-
iniSDG&EiAdvicei.etter-T2100 t,idated-|July-T31,i2009.i 
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SDG&EnaIsonenvisionsisharingncertaini<indsnofidataiA/ithithirdnparties,isuchnas-| 

aggregators,innaccordanceiA/ithitsnprivacy-ipoliciesnandTegulatoryTequirementsinn 

order|to-facilitatencustomernparticipationin-|Suchithingsnasnancillarynservices7narket-| 

(leveragingitheirnPEVnorToof Ltopisolarnsystems,ifonexample)nandnperhapsnothernparties-| 

thatithencustomer7nayndesignate-|(i.e.,nservicenproviders).Ti 

lnncasesiA/herendatansharingisnassociatediA/ithisecondarynpurposes-|(asndefinedin-|the-| 

CPUCT3roposedndecision7nailed-|Mayi6,n2011nadoptingnprivacyTules),-|prioncustomeri 

authorizationnwilhbenobtainednprioritongatheringnonsharingisuchndata.Tn 

(3) What -fioes £DG&E anticipate is pryviH~be the purpose for which the thirdpartyyvilll 

usethejJata?! 

Thirdnpartiesnsuchnasnaggregators7nayifacilitatencustomernparticipationinisuchithingsnas-| 

ancillaryiservices-|marketsn(leveraging-|their|PEVnonroof Ltopnsolarisystems,ifonexample)i 

andnperhapsncustomers7nayndesignate-|releasenofndataitonotheripartiesithatiA/illnprovide-| 

variousnenergyrnanagementiservices,includingTatenanalysisnornapplianceTnaintenance.-| 

(4)iA/hatTinecisuresprevrwilli>epmployedt)y$DG&Etoprotectthesecuritypnd7 

privacypf information yharedyvith ptherpntities?i 

SDG&E'sinternal-policiesTegarding-privac\rprotectionsiandidataiexchangeTulesTarei 

basedin-|partnonithe-Gommission'sndirection,ifederaInandnstatenstatutesnand-| 

Commissionnordersnapplicableito-Gommission lregulatedncompanies.-|Numerous-| 

Commissionndecisions7nakenclearithat-|thenCaIiforniaTegulatednutilitiesTnusti<eep-| 

sensitivencustomerinformationnconfidentiaIn(e.g.,-|D.n01 ̂ 7 lG32).-nAdditionaIly,iSDG&Ei 

placesisignificantimportancenonnprotectingitsncustomers'nprivacynas-ipartnaTneasurenofi 

good-|business-|practicesifoncompaniesnentrustedi/vithisuchisensitivenandnconfidentiah 

customeninformation.Tm 

CustomerispecificnusagendatanasiA/ellnasncustomernpersonaIlyidentifiableinformation-| 

(PII)narenconsiderednand-|treatedi3ynSDG&Enasisensitivenandnconfidentiahinformation.Ti 
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PllincludesnanynpersonaIidentificationisuchnasTiame,iservice/billingnaddress,nphone-| 

number,nemailnaddress,nandisociaIisecurityTiumber.TiItnaIsoincludesnconsumption-| 

informationisuchnasnusagenamountsnandnpatternsnandncredit-ihistoryisuchnasTecordsnofi 

customers'npaymentnhistories.Ti 

Asithe-generalTule,nSDG&EndoesTiotTelease-|PII"|tonaithirdnpartyn(e.g.ndata-|presentment-| 

ornenergyiservicenproviders)nwithoutnobtainingithencustomer'snprionexplicitnconsent-| 

andnauthorization.-nTherenare,nhowever,ncertainiimitednexceptionsito-|thengenerahrule.-| 

Oniimitednoccasion,nSDG&E7nayibencompellednonrequiredi3yiawito-|provide-|Pllitoiaw-| 

enforcementnagencies-|uponTeceiptnof-pisubpoenanornotheriegallynenforceable-| 

documentndemandingitheinformationn(e.g.nancourtnorder).-nSDG&E'snpolicies-|pertaining-| 

toiegalTequestsnondemands-forndisclosuresnofiPllndata7nadenpursuantitonaisubpoena-| 

orncourtnordenarendiscussedin7norendetaihbelow.TnDepending-|uponitheispecific-| 

customenrequestTeceivedi3ynSDG&Eito-|release-|Pllitonaithirdnparty,nSDG&Enevaluates-| 

theispecificitypenofncustomernusagendatanandintended-ipurposenundenthe-following-i 

genera I-guidelines.-fi 

AllTequirementsiforndataitransfer,n(e.g.nGoogle's-|PowerMeter)isnassessednagainst-| 

SDG&E'sinformationnSecurity-|Requirements.nSecurityTequirementsncomportiwith-| 

effortsitonadhereitonaiaw,Tegulation,nSDG&EisecuritynpolicynoriDestnpractice.Ti 

Regulationsnand-|lawsithatnapplyitoncustomernusagendataitransferinclude:Tn 

ffi Sarbanes-Qxleyn 

ffi CalifornianPrivacyiBreachnNotificationnActTi 

ffi HIPAATI 

ffi Califomia-|InformationnProtection-|LawsTi 

ffi Best-|practicesiA/hichndrivenSDG&Enrequirementsinclude:Ti 

ffi N ISTn800/53n(Currently-|Revn2;-|Revn3inndevelopment)Ti 

ffi NIST1nteragencynReportn(IR)-|7628Ti 

ffi BS 4.77991 !S0^7002h 
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ffi Contro|-pbjectivesifonlnformationnand-|Relatedirechnology-|(COBITn)-| 

SDG&Enhas-|several-|specificnpolicies-|that-governnpropernaccessitoncustomernenergy-| 

usagendata,nsuchnas:Ti 

ffi PasswordnPoliciesTi 

ffi Acceptable-|Use-|PoliciesTi 

ffi ServicenAccountnPoliciesTi 

EachnofnSDG&EisecurityTequirementsnareithe-|resultnofiandncan-|beitraceditonanpolicy,-| 

law,Tegulationnand/oriDestnpractices.-|BecausenofichangesitoTegulationsnandiawsnoveri 

time,nSDG&ETeviewsnpoliciesngoverningndatansecuritynandnprivacy-|protection,natna-| 

mini mum,nonnannannualiDasis.Ti 

AlthoughithenSmartnGridndecisionndoesTiotnexplicitlyirequestithat-|utilitiesnaddress-| 

consumernprotectionissuesithatTnaynarisenasnaTesultnofithirdnpartynenergyn 

managementnandinformationiservicenproviders,nSDG&E-|believesnstatewidencertification-| 

ofithirdnpartiesTnayibenprudent-|to-|provide7ninimumnprotectionnandnoversightnofithird-| 

parties.-nThe"Gommissionncurrentlyncertifiesnenergyiservicenprovidersn(ESPs)ithat-| 

provide-|DirectnAccessiservicesitoncustomers.-nAnsimilarprocessncould-|potentiallyiDe-| 

useditoncertifyithirdnpartiesnrequestingnaccessitoncustomerndata.Ti 

Thenproposedndecisionnofithe-Gommission7nailednon-|Mayn5Tegardingnprivacyirules-| 

indicatesithatithe-Gommission7nayTiotimplementisuchnancertificationnprocessiforithird-| 

parties36.1fithisndirectionisnadopted,nSDG&Enwillncontinue-|tonworki/vith-|the-Gommission-| 

onnaiegallyiacceptablenprocessn(due-|process)itonceaseitransfernof-icustomerndata-|to-|bad-| 

actors.n 

36nFindingioffacti58iofi!;he-pDistatesi"Becauseiofi!;heprivacyprotectionsiadoptedinthis-|decision/iDecauseiaTesidentiaincustomeri 
mayiwithdrawiaccesstoiiisior-henconsumptionidataiat-pnytime^-pndiDecausetheiCommissionTan-find-pthird-partyineligibletoi 
receiveidataieither"yiatariffpri3yTefusingtointerconnect"0idevicethatiautomaticallytransfersiusageidatatothethirdparty/itisi 
notnecessarytoicreateiaTegistrationprocesstoicertifythird"partiesiasieligibletoTeceiveiusageidata."i 
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Additionally,ifonSDG&Encontractedithirdnparties,itheiegallyi3indingncontractualiterms-| 

andnconditionsiA/ilhprotectncustomerinformation.-nSDG&E'snstandardnconfidentialityn 

languageincludesitheifollowingnprovisionsndesigned-|to-|protectncustomers'information:-| 

ffi SDG&Enusesnai3roadndefinitionnofi"ConfidentiahInformation"itonprotectnai/vide-| 

rangenofinformationTelateditoncustomers;-| 

ffi SDG&Eiimitsivendors'nusenofisuch-GonfidentiahlnformationitoiDeisolelyifori 

purposesnofnperformingiservicesnunderiitsnagreementsn(i.e.,i\/endorsncannotnuse-| 

ConfidentiahInformationiforitheirnown-|benefitnorncommerciahpurposes);Ti 

ffi SDG&ETequiresivendors-|tonuseTeasonablensecuritynproceduresnand-|practicesito-| 

protectithe-Gonfidential1nformationifromnunauthorizednaccess,ndestruction,-| 

use,nmodificationnondisclosure;Ti 

ffi SDG&ETequiresivendors-|tondelivernorndestroynanyiConfidentiahInformationnupon-| 

request;nand"n 

ffi SDG&ETiowispecifiesithatitsnconfidentiality-|provisions-|relateditoncustomen 

Confidential1nformation-|remaininneffectnperpetually.-| 

i5)1iA/hat1imitations vndTestrictionsiA/HlfiDG&E place pnthirdpartyysepndj 

retention pfdota pndpn plownstream sharing ? 

Non ldisclosurenagreementsn(NDAs)nareTequiredforiallnconsultantsnorncontractors-| 

retained-|bynSDG&EithatnarenprovidednaccessitonSDG&Encustomendata.-nThe-|NDAn 

providesncontractuahprotectionifrom-|unauthorizednusenorTeleasenoficustomernenergy-| 

usagendatanor-|PII.Ti7 

EachivendorisTequireditonensureneachnofiitsnagents,Tepresentatives,-|Subcontractors-| 

andisuppliersiDecomeifamiliariA/ith,nandnabideiDy,ithencustomenconfidentiality-| 

provisionsinnSDG&E'snagreementsnas7noreifullyndescribedinithe-|responseitonquestion-| 

5.8.7n(4),nabove.-nGenerallyispeaking,ithesencustomenconfidentialitynprovisionsnprohibit-| 

thenusenorisharingnoficustomers'nconfidentialinformation-fornanyipurposenotherithan-| 

performingiservicesifor|the-|Utilitynunderitsnagreements.-nAdditionally,ithese-|provisions-| 
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include-|requirementsitonprotectncustomerinformationnusingTeasonableisecurity-| 

measuresnandnallownSDG&EitoiseekitheTeturnnondestructionnof-ianynconfidentiah 

information.n 

(6)tiowyviH$DG&Epnforcethose1imitationspndTestrictions?7 

SDG&E+ias-severalioptionsitoienforceitheicustomenconfidentialityprovisionsi'ni'tsi 

agreements.TilnitheneventnofnaiDreachnoriaithreatenediDreachnofithencustomen 

confidentialit\rprovisionsiof-an-SDG&Eicontract-withTaithirdparty-with-whomi't+iasi 

sharedndata,nSDG&Encanngenerally: 7 

ffi ObtaininjunctiveTelief-preventingnanbreachiDf-icustomers'nconfidentiah 

information;-! 

ffi RequestitheTeturnnondestructionnofnallnornanynpartnoficustomers'nconfidentiah 

information;non 

ffi Seekinonetaryidamagesnandnotheriegalnandnequitablenremedies.-! 

| 5.8.8 AUDIT AND .SECURITY PRACTICES ] 

What Treasures pre pr yvilli>e employed j)y15DG& E to protect the security izf customer 7 

information?p 

SDG&Enhasndesignatedna-ChiefnPrivacy-pfficeri/vhoseTesponsibilityitisitonensureithe-! 

privacypficustomerinformationithatisinithencustodypfithenutility.-! 

Innaddition^DG&EnemploysnaTobustinformationisecuritynprogram-ithatifocusesnonithe-! 

threencorencompetenciesithatnoperateitogethentonprotect-ithensecuritynofncustomen 

informatiomnGovemance^Engineeringnand-pperations.-! 

ThenSecuritynGovemancenorganizationisitaskedi/vithncompanyisecuritynpolicynandnpolicyi 

compliance,lA/hichincludes-ithendraftingnandTnaintenancenof-policynartifacts^ndn 

assuranceithatithencompanyisinncomplianceiwithnallTequirediegalnandTegulatoryicyben 

securityTequirementsjisecuritynawareness^hichnensuresneverynemployeenunderstands-i 
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andnexecutesitheirToleinnprotectingncompany-|information;isecurityistrategynand-| 

architecture,iwhichnoverseesitheifuturendirectionnofisecurityncontrolsnacrossithe-| 

companyj-andits-securityprogramioffice^hichieadsprojectsithatimplementTiewi 

securityncontrols.ifhenGovernancenorganizationnalsoTnaintainsisecurityncontractuah 

languageithatisnusednduring-|negotiationsnwithithirdnpartiesitonensureithatifithe-| 

relationshipncaIlsifontheisharingnof-icompanyinformation,ithat-|theinformationis-| 

adequatelynprotected.n 

ThenSecurity-|EngineeringnorganizationisTesponsible-forndevelopingnand-|maintaining-| 

companyisecurityistandardsnandTequirements,nandnensuresithatneveryTiew-|project-| 

adheres-|toisuchistandardsnand-|requirements.-| 

Finally,nSDG&E'snSecurity-pperationsnorganizationis-|responsibleifonmonitoringn 

companyinetworksiandisystemsifonpotentiahcybenthreatsiandivulnerabilities,iensuring-| 

thativulnerabilitiesnarenquicklyTemediated,nandifithreats7naterialize,-|theynarencontained-| 

quickly-|Soithendamagencausedis7ninimized.-| 

Has theytilitypuditedprTwillitpudititssecurity pndprivacy practices,-froth internally 7 

andfryindependentputside~pntities?ifso,frowpften Twill there frepuditsPjA/hatprej 

the pudit results to date, ifpny?7 

Asnansupplementitonsystemnownerndrivenncontrolnprocesses,nSempra-|Energy'snAudit"i 

Servicesndepartmentnperforms-|risk basediauditsibasedionianiannuahaudit-plan.Ti 

ConfidentialitynofncustomendatanandisecuritynpracticesnarenconsiderediA/henndeveloping-| 

annualnauditnplans.-|The-frequencynofinternalnauditsnoficustomerinformationnand-| 

privacyicontrolsnarendependentnonithenoutcomenofithenannualTisknassessment-|process.-| 

Onnoccasion,ithencompanyialsonengagesindependentnoutsidenentitiesitonperform-| 

targetednassessmentsnofiSDG&Eisecuritynpracticesnandncontrols.-| 

ThencompanynconsidersnauditTeportsnandithenassociatedifindings,ifiany,itoiDe-| 

confidential.-|Thencompany'sisecuritynand-|privacynpractices-|protectnconfidentiah 

informationifromnpublicndisclosure.-| 
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5.9 CONCLUSION! 

ThenCommissionnand-|the-|publicnarenconcernednabout-|thenpotentialnphysicalnandncyben 

securityrisksposediDylSmartiGrid.itisincumbention-alliof-SmartnGridparticipants,-

includingnutilities,Tegulators,iservice-|providersnandnconsumers,itondo-|theiripartito-| 

ensureithatithensystemnalhparticipantsTelynon-|tondeliverisafenandTeliablenenergyitonouri 

homesnandiDusinessesis-|resistantitoithreatsnandTesilientitondisaster.-| 

SDG&EiDelievesTthatif-SmartiGridisimplemented-accordingtoitsisecurityistrategy^'ts-

advantages-|toncustomersnand"|thencommunitiesitiservesnwillifanoutweighits-|potentiah 

risk.-] 
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5.10 APPENDIXi 

I 5.10.1 SAMPLE MATRIX-OF UNIFIED SECURITY CONTROLS FRAMEWORK TO j 

VARIOUS SECURITY GUIDELINES] 

The!sampleiCommonion"Unified"icontrol!frameworkiDelowi'sprovidedifon'llustrative! 

purposesnonly.1tisTiotintendeditoishownSDG&E'snentireiibrarynofisecurityncontrolsnand-| 

controlnactivities,nnorndoesitTepresentithencompleteiistnofistandardsnand-|regulatoryi 

requirementsnSDG&Eisnobligated-|toncomplynwith.n 

TableS ^2: Sample Matrixpfilnified Security ControlsframeworktoVariouslSecurityi 
Guidelines! 

V 
SampieiCommon-pr \. 
"Unified"-|Control"Activitv 

\ \\\ w\ <v0\ \ x V\\ 
Accessitoiadministrationutilitiesishaihbei 
strict iyicontroilediandTnaintainedi 
separateiyifromnappiicatiomfunctions. 

9.5.5.B AC 'S(I) DHSL2.8.3! 2.8.3.1 X 

Accessitoiadministratiornutilitiesishalhbe-i 
limitedntoithenminimumnpractica hnumben 
ofiauthorizediusers. 

9.5.5.C X 

Activitiesiperformediusingiadministrationi 
utilitiesishalhbeilogged. 

9.5.5.F DHSL2!6.2! 2.16.2.1 4.4 X 

Personsiand-processesnthatnhaveiaccessnton 
administratiomutilitiesishall-foei 
documented. 

9.5.5.G DHSL2!0.8! 2.10.8.1 X 

Unnecessary TJtilitiesiandisystem-softwarei 
shalhbeiremovedifromlSemprai 
informationiassets. 

9.5.5.H CML7il) DHSL2!5.7.3 2.14.3.2 2.1.3 X 

Sensitiveiinformationishalhnotibei 
transmitteditoiputputidevicesi(e.g.i 
printers,iwebisites,TJnencryptediemaii)i 
wherent heyica n notnbe-protectedni nn 
accordanceiwithitheirsensitivity. 

9.6.1.D DS13.4 PE^ X 

Informationiassetsishalhbeimonitoreditoi 
detectideviationifromiaccessicontroh 
poiicies. 

9.7 

CiPL 

007~R6,~ 
R6.1,i 
R6.2 

P08.6, 
DS3.5,n 
DS5.5,n 
DS13.3 

CAL7 X 

Usersiandiautomatediprocessesishalhbei 
identifiedibyiuniqueiUseniDsiandi 
authenticatedibyicryptographici 
mechanismsnonpasswordsicompiiantnwith! 
theiSempranPasswordiStandard. 

9.2.1.A DS5.3 
IALHAL2(1) 

lA^ 
DHSL2!5!6.3 

2.15.5.2 
2.15.16.2 

4.3.3 X 

X X X X X X X X 
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5.10.2 LISTING OF POSSIBLE SMART METER DATA ELEMENTS j 

Theifollowingitable,iTable^ l3,ilistsitheidataielementsiavailablenonismartiTieters.-n 

Tabic martiMeterPata (Elements i 

Examples of SDG&E Smart 
Meter Capabilities 

Selected Categories / Elements 
that can be recorded (Commercial 

and/or Residential meters) 
Measurements 

Energy Reading 

Forward Energy Kwh 

Reverie Energy Kwh 

Met En srgy ;F wd - H sv) 

Net Energy ;Fwd -Rev) 

Demand KW 

DemandKVAR 

Dementi KVA 

TD': :s!t 

Z ".i:jiraa- Za'.s TP. 

2 3".~ 

Time 

Meter Status & E rrors 
RAM bit error 

Hard EEFROMerrcr 

Configuration error 

Clock Error 

Law battery 

Lead Profile Overflow 

Meter Alarms sndiiidi 

Ssryice Condition Status 

= t . 4"i s c; • S' 

C:f 5; :• s: 3is-n-

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i 

, Hfler Info. 
vgftaae 
max amps i class) 

Hardware Version 

f irmwere Vers ion 

Comm lnyp 
r rr:*.,*..S-."g; . rfz ten 

Module Status & Erros 
= -• ' = Cy fa. 

yfi; • 

Controls 

D em and T ires ho Id A tart 

St and update time 

reel error codes 

Rat: m; -"•ytsty outage x -"L 

Power Quality-Voltage Measurements 

MtVteiao* 
M in Vo ftage 

S trrant Vs Itage ;ins t < 

Power Qualrty - Current Measurements 
Iratartanesus RMSeurarttA 

Imtantaneous RMS currant B 

Instanteneoia RM8ei#rantS 

Status / Alarms 

Meter Tamper 

Outages 
y amentary date and time 

OL.ace ly.g&time 

Res tor at date& time 

Security 

3-c - as sword 

Radio Performance 
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6.1 INTRODUCTION! 

InithenDeploymentnBaselineisection^DG&EndescribednhistoricalnandncurrentnSmartnGrid! 

technologyndeploymentsneitherncompletednornongoing.TiThesenprojectsnhaveiaidithe! 

foundationifonaiarge^nmorencomprehensivenSmartnGridndeploymentitonenhance! 

customerivaluenasiwellnasnmeetistatenandfederahenergynpolicy^oalsnasndescribedin-ithis! 

document'snStrategyisection.! 

While-ithenRoadmapisectioniaysnoutnSDG&E'snSmartnGridnprojectsnonnaforward 'tookingn 

10 Veantimeline^nergyindustryTchangesncannotnbenexpecteditcnproceednornsuchna! 

predictablenpath.nRathe^nSDG&Enexpectsnancombinationnofitechnologyibreakthroughs,! 

policynchanges^ndnunanticipatedneventsitoimpactnboth-ithenprojectiistnand-ithe! 

timeline.!EveniA/ithoutisignificant!extemahimpacts;iessonsieamed,!project!delays,!and! 

Commissiori!application!approvals,!modifications,!and!denials!wilhresultin!changes!tO! 

SDG&E'snSmartnGridndeploymentToadmap.Ti 

Givenithesenreal 'worldnconditions^DG&Eiwillnuse-ithisToadmapnasnaitoolifornadaptive! 

managementnandieverageitito-gainndirectionalnalignmentiA/ithncustomersnandnothen 

regionahstakeholdersjnensurenancommonnunderstandingiwithinnSDG&Ejncreatena! 

dialogueiA/ithTegulatorsnandiegislatorsjnadvancendiscussionsiA/ithnothenutilities,! 

vendors,nandnindustryistakeholdersjnandnestablishnanbaseline-itoTnoveiforwardnwith,! 

tracknagainstnandnupdatenasithenutilityimplementsisolutions-itonenableitsnSmartnGrid! 

vision.! 

ln!this!Roadmap!section,!SDG&EpresentsitS!plan!to!facilitate!achievement!ofieach!ofi 

theio\\ow\ng-po\\cies,-^pecif\ca\\y:-jthei3lobaljA/armingi>olutions-fict-pfi>006-{ABi$2);^ 

California i-ongiTerm fnergy efficiency Strategic flan^chlevementxifstate rnandatedi 

energyiefficiency!and!demandTesponse^oals;!achievement!ofitheTenewable!portfolio! 

standard!program!(RPS);!and!full!Solar!photovoltaic!deployment!under!the!California! 
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Solar1nitiative.iThenSDG&EnSmartnGridToadmapnaIsoincludesinfrastructureisteps-| 

SDG&ETnustitakeitonempowerncustomersiA/ithnaccessitonenergynconsumptionnandn 

pricingndata.Ti 

SDG&EisncommitteditoTneeting-GaIifornia'snpolicyngoaIsiforpromotingincreasedievels-| 

ofTenewablenenergyTesourcesnandnelectricivehiclendeploymentito7Tieetngreenhousengas-| 

GHGTeductionitargets.-|However,nsuchnadvancementsinnenvironmentaIly 'friendlyi 

technologiesiikensolanandiwind-generation,-|PEVs,nandnenergy-|Storagenasiwellnasithe-| 

deploymentnofinewncustomer lempoweringismartTneteritechnologynare-|placing-| 

significantTiewndemandsnonithenelectricisystem.nSDG&ETecognizesitheTieeditoieverage-| 

advancedinformationnandncommunicationitechnologiesitonensureithencontinuednsafety,-| 

reliability,nsecuritynandnefficiencypfithenelectricngridnasnutilizationnofintermittentnenergyi 

resourcesnandndemandifonPEVsincreases.n 

lnnaddition,nenvironmentalnpolicynandiegisIationnencouragingncustomernempowerment-| 

ovenenergy7nanagementnandTenewableintegrationnarenacceleratingitheTieeditoncreate-| 

aismartengrid.irhenpublicnpolicynobjectivesnof-GaliforniananditheisituationifacedinnSan-| 

Diegoncreatenannurgent-|needito-|move-forwardi/vith-|theimplementationnofisuch-| 

advanceditechnology.n 

To-|buildithencapabilitiesTequiredito-|reaIizenSmartnGridiDenefitsiforncustomersnandito-| 

meetithe-|State'snambitiousnenergynpolicyngoaIs,nSDG&E's-|portfolionof-iSmartnGridnprojects-| 

isistructurednaroundTiineispecificnprogramnareasiTi 

1. CustomerfmpowermentT-"iSDG&Eisinvestingitonensurencustomersnhaveithe-| 

knowledgenandTiecessaryinformationitoTnakeinformednenergyimanagementn 

decisionsito7naximizeitheirnenergyivaluenand-|tonsupport-|theinaccessitoithird-| 

partyivalue 'addediservicesnandnofferingsiA/hilenprotectingitheirnprivacy.n 
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2. RenewableiGrowth^SDG&E1sTnakingiSmartiGridinvestmentsi:hatTwilhmitigatei 

theimpaclnofidistributediandiothen'ntermittentienergy-sourcesiDyincreasingn 

measurement,ncontrol,nand7nanagementncapabilities.-| 

3. Electric"^ehicleTGrowthi-nSDG&EisndeployingTiewnSmartnGriditechnologiesin-| 

conjunctioniwith-|traditionahinfrastructure-|upgradesitonensureithe-|safe,Teliable,-| 

andnefficientintegrationnof-|PEVs.-| 

4. ReliabilityTand"|SafetyT-"iSDG&EisTnaintainingnand/orimproving-|reliabilityiDy-| 

mitigatingithenchallenges-|thatintermittent-|resourcesnandnelectricivehicles-| 

present"|tonannagingnelectricinfrastructureithroughimplementationnofiadvanced-| 

sensorsnandnassociatedisystems,nandnotherncapabilitiesithatnwillimprove-| 

employeenandnpublicisafety.Ti 

5. Securityi-"iSDG&Eisinvestingitonaddress-|theincreasednphysicaInandncyberi 

securityrisksnandithreatsnassociatedi/vithnSmartnGridisystemndesign,-| 

development,implementation,nandnoperations.-| 

6. Operational"ffficiencyi-"iSDG&EisieveragingnexistingnandndevelopingTiew-| 

capabilitiesitoimproveithenefficiencynofnplanningnprocessesnandisystem-| 

operationsithroughTemoteTnonitoringnandTeal LtimeTesponsivenessienablediby-| 

thendeploymentnofnadvancedisensorsnand-|managementisystems.Ti 

7. Smart-|Grid-Research,-pevelopment-|and-pemonstratioir|(RD&D)T-iSDG&Eisn 

improvingitsncapabilitiesiDyTesearchingTiewitechnologies,integratingnemerging-| 

technologyisolutions,itestingiforiinteroperabilitynandnprovidingnproof tf tonceptn 

demonstrations.-! 

8. Integratediand-Cross tuttinglSystems-r-iSDG&Eisndeployingnsystemsinnareasn 

suchnasnapplication"iplatformndevelopment,ndata7nanagementnandnanalyticsnand"i 

communications-|thatisupportnSmartnGridifunctionalitiesnacrossTnultipleiDusiness-| 

units.n 
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9. Workforce"Pevelopmenti-"iSDG&Eisinvesting-|tondevelopitsncurrentiA/orkforce-| 

and-|to-|transitionitona-futureiA/orkforceithatnwill7neetithe-|uniqueTequirements-| 

ofnSmartnGridithroughimplementationnof-ieffectivenorganizationalnchange-| 

managementnandi/vorkforcenplanning.-| 

6.2 STATUTORYiANDiPOLICYiALIGNMENT37! 

ThenStatenof-GalifornianhasnaisignificantTiumbenofienergynpolicyngoaIsnasishownin-|Figure-| 

6 ^.-[Aibrief-idescriptionnofieachnpolicyngoahisngiveniDelow.-nSDG&EiDelievesithatnSmart-i 

GridisnessentiaI-|to7neetingithese-goalsnatitheieastncostnandi/vith-|thengreatestnpossible-| 

benefititonconsumers.-nSDG&E'snSmartnGrid-|Deployment-|Plannwillnachieve-|regulatorynand-| 

policyTequirements,nasnshownin-|Figuren6 ^ibynaccommodating-pncreasingievelsiofi 

renewablengeneration;improvingncustomerneducationnandnoutreach-|regardingnusage,n 

pricingnandnenergypptions;nandieveragingTiewncustomer)oadsn(i.e.-|PEVsnandismart-| 

appliances).-! 

1 

1 

37f ortionsnofithisTsection,iincludingiFigure-f> H.,-@re-@daptedi<rom-fhe-f.PR\-pefiningthefathwayio-p7 
Smorf-6r/c/in-2020report.-Public-availabilityTof-theTeportiSTexpectedTin-the-second+ialfTof-2011.-
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I 6.2.2 RENEWABLE PORTFOLIO-.STANDARD (RPS) i 

SBxi^Tequires-California'sTetaihsellersiofTelectricityitoiservei^O-ipercentiofTtheiriloach 

withTenewablenenergy-|byn2013,n25npercentiDyi2016nandn33npercentiDyn2020.Ti 

SBi<ln2naIsoisetsTulesifor|thenusenofiRenewable-|Energy-Creditsn(RECs)iDynestablishingna-| 

capnofino7noreithann25npercent-|unbundled-|RECsngoingitowardsithe-|RPSiDetweenn2011-| 

andn2013,-|15npercentifromn2014-|ton2016,nand-|10-|percentithereafter.-| 

Executive~Prderi> b6 BB^OOBjipromotesiihenuseTofnbioenergy^ndxalls^ortheistateiion 

meetnan20npercentitargetiforithenusenofibiomassifornelectricity-generationnwithinithe-| 

establishedistatengoalsifonrenewablengenerationifon2010nandn2020.-| 

| 6.2.3 DISTRIBUTED ENERGY RESOURCESj 

Californiai>olarjnitiativei>B-fLi2006)jikaiVlillioni>olar-ftoofs-program:^thengoalnofithisn 

programisitoinstalln3,000-|MWnof-idistributed-|Solar|PVnelectricityngenerationinnCalifornia-| 

byithenendnofn2016.-nSDG&E'snportionnofithis-|programis-|180.3-|MW.Ti 

/?enevi/ob/e74uct/on^Wec/7on/sm//?AMj;irhenCommissionnenacted-|RAM lFITi(RenewabIei 

Auction-|Feedinirariff-|Mechanism)iA/hichiA/illTequirenSDG&E-|tonacquiren81nMWnof-| 

additionalndistributedTenewablengenerationTesources.-fi 

SDG&Ei>olar -Energy ̂ rq/ectfSfPj:napprovediDyithenCommissioninnSeptemben2009,iA/ilh 

addnannadditional-|100-|MWsnofiPVitonSDG&E'sTenewable-generationTesources.irhenSEP-| 

willnconsistnofn26-|MWsnofiSDG&Enowned-|PVnandnasnannadditionah74-|MWsnof-|Powen 

PurchasenAgreements.Ti 

Feed /n7ror/^sfF/TsJ;nAB-|1969n(2006)nandnSBn380n(2008)nprovidenaistandardncontractnand-| 

tariffpriceiforTenewablengeneratorsnup-|to-|1.5"|MWnatnansetnprice.nSDG&E'sncombined-| 

allocationnundenthesenprogramsisn41.1nMW.nSBn32n(2009)nexpandsithenexisting-|FiTsito-| 

eligibleTenewableifacilitiesnupiton3nMW.1mplementationnofiSBn32isistillnunderwayiat-| 

the-pommission.-| 
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Comb/nec/f7eot]Q,nc/poM/erfC/-/Pj:ithe-CaIifomianAir|Resource-|BoarclinitsnScoping-|Plan38-| 

setna-|targetnofnannadditionaIn4,000-|MWnofinstallecl-CHPncapacityiDyn2020,nenough-|to-| 

displacenapproximatelyn30,000ngigawatt-|hoursn(GWh)nofidemandfromnotheripoweri 

generationisources.-| 

ABn2514nSkinnenwouldTequireithenCommission,iDy-|March-|l,n2012,itonopenna-| 

proceedingitonestablishnprocurementitargetsiforneachnelectricalncorporationifonviablen 

andncost leffectivenenergynstorageisystemsnand,-|bynOctober|l,i2013,itonadoptnan-| 

appropriatenenergyistoragensystemnprocurementitarget,ifiany,-|toiDenachievediDyneach-| 

electricaIncorporationiDy-|Decembern31,n2016,nandnaiseconditargetitoiDenachievediDy-| 

December^ l,i2021.-| 

6.2.4 ENERGY-EFFICIENCY] 

AB jL470--Solar Water fieating-gnd Efficiency Act rAuthonzed-a-10 year,is 250 tnilliom 

incentive-iprogramifonsolariA/aternheatersiA/ithnangoalnofpromotingitheinstallationnof] 

200,000isystemsin-CaliforniaiDyn2017.-| 

~ABi>021 J-fublicytil ities:-/energy-/efficiency :f>eXs-astate-w\de^goa\-ofreduc\rtg^tota\i 

forecastednelectricitynconsumptioniDyil0npercentnoveritheTiext-|10iyears-|(startingn2006).-| 

Rulemaking-p6 b4 bl0-pecisionf)8 b7 &47:-first,ithisidecisiornsetsinterirrnenergyi 

efficiencyisavingsngoals-forn2012ithroughn2020ifonelectricitynandTiaturalngasnonna-|totah 

gross7narketiDasis.-|Forn2012ithroughn2020,-|totalnenergyisavingsnarenexpectedito-|reach-| 

oven4,500-|MW,ithenequivalentnof]nine7najornpowernplants.-|Further,ithendecision-| 

38irheTCaliforniaTAirfiesource-poardiwasTnandateditondevelopTaTScopingi3lanTOutliningtheiState'sTStrategyitOTachieven 

theT2020-greenhouse-gasTemissionsiimit.irheiScopingi3lan,idevelopednbyTCARBinT:oordinationiA/ithitheTCIimaten 

ActioniTeam-|CAT),-proposesTaTComprehensive-petTDfTactionsTdesi gneditoTeduce-pverall-greenhouse-gas-pmissionsinn 

California,improvetheTenvironment,TeduceidependenceiDnToil,TdiversifyTenergy-pources,TsaveTenergy,Tcreatennewn 

jobs,TandTenhanceT3ublicnhealth.1fhen"ApprovediScopingiPlan"iwasTadoptedi3ythe-BoardTatiitsiDecembenll,T2008n 

meeting.nThe-rneasuresin-fheTScoping-pian-|will-beTdevelopedTDverithe-pext|two-|yearsTand-ibeiniplace-byT2012.n 
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expectsnsavingsnofiovenl6,000nGWhnofielectricitynandn520Tnillion-|thermsnoverithat-| 

period .ifhendecisionnalsonconfirmsnexistingnenergyisavingsngoalsifori2009ithroughn2011-| 

thatnshalli3engrossngoals,-|notTietnoffreeTidersn(D.04 l060ngoalsnover|then2009 'soili 

period :-|7,516nGWh,-|l,584-|MWnand-|1627nillion-|therms).-| 

Rulemaking-Q6 b4 bl0-pecisioni)7 io 032rAllTiewTesidentialiconstructioni'niCaliforniai 

wilHDeizeroTetienerg\rb\r2020.-'AlhnewicommercialiconstructioniniCalifornia-wilHDe-

zero-|netnenergyiDyn2030.Ti 

CA/?6^cop/'ng A>/onrThenplamwouldTsetnnewi;argetsi:onstateTwideTannuahenergyn 

demandTeductionsnofi32,000nGWhnandn800TnillionithermsifromiDusinessnasnusuali--| 

enoughitonpowennoreithan-|5Tnillionnhomes,norireplaceitheTieeditoiDuildnabout-|10Tiew-| 

large-|powenplants-|(500-|MWsneach).iThese-|targetsTepresentnanhighergoalithannexisting-| 

efficiencyitargetsnestablishediDyithe-Commission-foritheinvestor 'ownednutilitiesndueiton 

theinclusionnofinnovativeistrategiesnaboveitraditionalnutilitynprograms.-| 

I 6.2.5 RELIABILITY] 

Annual-Reliability-Reports-fD.96 ^9 ^45):iTheimajorCaliforniaielectriciutilitiesTnusti 

complyi/vithnaTiumbenofTeliability-guidelines-forithendurationnandifrequencynof-| 

sustainednand7nomentarynoutagesnusingnSAIDI,nSAIFI,nand-|MAIFI,iwithnandnwithout-| 

excludable7najorneventsifor|thenpast-|10iyears;itheitop-|10npowernoutageneventsiDasednon-| 

customer lminutes,nexcludingneventsisuchnasiweather,ndeclarednemergencies,nor-| 

disastersnaffectingnover-|10npercentnofithenutility'sncustomers;nand-|theTiumbenof]circuits-| 

ini/vhichncustomersnhavenexperienced-greaterithan-|12isustainednoutagesinnaTeporting-| 

year.i 

Emergency Standards: 1n-|1998,itheTZommissionnsigned-|D.98 'o7 l097,nadoptingnGenerah 

Order|166,iA/hichncomprisesistandardsifonoperation,-|reliability,nandisafetynduring-| 

emergenciesnandndisasters.nSubsequently,initheiyean2000,itheTZommissionnadopted-| 

D.00 bs l022naddingnStandards-|12nand-|13itonGO-|166,npertainingitoithe-|Restoration-| 
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PerformancenBenchmarlqforn 

a-|Measured"|Event.-| 

f/ectr/c^fmergency7Act/onf/on:-|Duringithe-|powencrisisn(2000 4)l)itheiCommissiorn 

revisitednprogramsnofndistribution-|Utilitiesito-|preservenelectriciserviceitoithengreatest-| 

numbernoficustomersiDynopening-|Rulemaking-|R.OO 4.04)02.I 

lnspection-pnd-Maintenancei>tandards:f)ec\s\onsi)6 4.1 4)21iandi97 4)3 4)70iestablishi 

inspectionncyclesnandTecord lkeepingnrequirementsifonutilityidistributionnequipment,-| 

whichnarencontainedinnGeneraI"Prderil65.-|Decisionn97 4)14)44nofiInvestigationi94 4)6 L 

012nestablishesistandardsiforitrimmingitreesTiearnpoweriines,issuednasnaTevision-|to-| 

Rulen35nofnGeneraInOrderi95 *A.-| 

6.2.6 ELECTRIC TRANSPORTATION j 

ABjL007, favley-fiir-Quality: alternative fuels:J\[hei3\Wjequires-fhe-$tate-E.nergy^ 

Resources-Conservationnand-|DevelopmentnCommission,innpartnershipi/vithitheistate-| 

board,nandinnconsultationiwith-|specifiednstatenagencies,itondevelopnandnadoptna-|State-| 

planitoincreaseithenusenofnaltemativeifuels-|tonachievenangoalnofn20npercentTion L 

petroleumifuehuseinitheiyean2020nandn30npercentinitheiyearn2030.nAsTequired,ithe-| 

CECTeleasedin-|Decemben2007itsnStatenAlternative-|FuehPlan,nprovidingnstrategies,-| 

actionsnandTecommendationsitoTneetithenstatengoalsitoTeducenpetroleumn 

consumptioninitheitransportationisector.-| 

SDG&Enadaptednextemaliforecastsnofiightndutynelectricitransportationndeploymentnandn 

developeditsiforecastiforithenSDG&Eiserviceiterritory,ishownin-|Figuren6 
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Figure# l2: Assessment pfiSDG&EflectricVehicle-fVlarketPopulationi 
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6.2.7 WATER USE: ONCE THROUGH COOLING j 

TheState'\N aterResources-Board's-Policy ~pn f he jJse-pf~Coasta I-and fstuarineiA/atersi 

/or^ovi/erf/ont]Coo//ngncallsTfoncoastalnpowerplantsTto-|phasenoutnonce Woughncoolingn 

systems.-Thepolic\raimsitoprovide-standardsTandiconsistencyi'ni'mplementingithei 

Federal"CleannWaternAct,iA/hichTequiresithenusenof-ibest-|technologynavailableTfon 

protectingTnarineiife.iThenpowenplantsinnSDG&E'siservicenareaiA/ouldnhavenuntiln2017-| 

tonphasenoutitheinonce Lthroughncoolingisystems.-piantsinithe-|LosnAngelesnareaiwould-| 

havenuntiln2020nowingitoithencity's-|morencomplexnpowenneeds.iThenSan-pnofrenand-| 

DiabloiCanyonTuclearplants-would+iaveiuntil-2022Tand-2024/Tespectively.-
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6.3 POLICYiACHIEVEMENTi 

SDG&E'snSmartnGrid-|Deployment-|PlaniA/illifacilitatenachievementnofitheistate'snenergy-| 

policyngoalsnandinnparticularneachnofithefollowingpoliciesn 

ffi GlobaljA/armingi>olutions-fictvfi?006'{ABi$2),-fMh\chTequires-1Za\\fom\a^ 

toTeduceitsiGHGiemissionstcnl99CHevels~by-2020;-

ffi The'Californiai.ong Jerm-EnergyEfficiency Etrategicflanp 

ffi AchievementnofithenenergynefficiencynandndemandnresponsengoaIsnas-| 

requirediDynSectionsn454.5nandn454.55nofithenCo///orn/of ubliciJtilitiesj 

Code-,-] 

ffi Achievementnofithe-|RPSngoal;nandn 

ffi FullisolariPVndeployment-iunderithe-GalifornianSolarlnitiative.Tn 

lnnaddition,-|thendeployment-|planiA/illisupportnessentiahinfrastructureistepsithat-|mustiDe-| 

takenitoprovidencustomersnwithnaccess-|tonconsumptionnand"ipricingndatanpursuantito-| 

D.09 k2 "046.n 

6.3.1 GLOBAL WARMING SOLUTIONS A CT OF 2006 (AB 32) i 

ThenGlobahWarmingnSolutionsnActnofi2006n(ABn32)-|requires-0alifornia-|toTeduceitsnGHG-| 

emissionsto-1990ievelsiDy-2020.-

SDG&Eis-|reducingnGHGi3ynaccommodatingincreasedievelsnofTenewablengeneration-| 

andinstallingnenergyistorageitoTnorenefficientlyiusengeneratingTesourcesnasiA/ellnas-| 

otheritechnology-|tonpromotenenergynefficiency.n 

ProjectsinnSDG&E'snCustomer-|Empowerment,-|RenewablenGrowthnand-|ElectricnVehicle-| 

Growthnprogramnareas,innparticular,i/villnhelpitheistateTneetithisnpolicyngoal.-| 

1 

1 
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I 6.3.2 THE CALIFORNIA LONG TERM ENERGY-EFFICIENCY STRATEGIC PLAN j 

The-paliforniaj-ongjTerm fnergyffficiency Strategic f/onn("Strategic-|Plan")nencourages-| 

programsithatintegrate-|the-fullTangenofidemand 'sideimanagementi(DSM)ioptionsito-| 

achieven"Big,-|Bold-|Energy-|EfficiencynStrategies,"iwhichinclude:Ti 

1.nAlhnewTesidentialnconstructionin-paliforniaiwilli3enzeroTietnenergyiDyi2020.-| 

2.nAlhnewncommercialnconstructionin-CaliforniaiA/ilhbenzero-|netnenergyiDyn2030.-| 

3.iThe-|HeatingnVentilationnandnAirConditioningn(HVAC)industrynandTnarl<etiA/ilh 

be-|transformeditonensureithatitsnenergyiperformanceisnoptima|-for-California's-| 

climate.n 

4.nAllneligibleiow lincomeicustomersiwilhbe-given-itheiopportunityitcnparticipate-| 

iniowincomenenergynefficiencyiprograms-|byi2020.-| 

The-fullTangenofiDSMnoptionsincludesnenergynefficiencyn(EE),iowincome-|EEn(referred-|to-| 

as-|EnergyiAssistance-|Programs),ndemandTesponse-|(DR),-CalifornianSolar1nitiativenand-| 

distributedngenerationnare-fundamental-|tonachieving"Califomia'sistrategicnenergyngoals.-| 

ThenStrategic-|Plannprovidesfonthreeievelsnofiintegration-for-|DSMT3rograms:-| 

1)nComprehensivenand"Coordinated"|Marl<eting—Thisincludesncomprehensivencustomen 

outreachnandneducationithroughiwhichnofferingsfromivarious-|DSMT3rogramsncaniDe-| 

presentedinna-|unifiednportfolionofiservices.-| 

2)-|Program-|DeliverynCoordination—ThisnallowsifonvariousnauditsitoiDencombinediA/ithnan 

comprehensiveisetnof-|DSM-|recommendationsithatncustomersncannconsidernand-| 

implement."! 

3)-|TechnologynandnSystems1ntegration—Thisincludesnequipmentnandninformation"! 

systemsithatnallowncustomers-|to7nanage-|theinenergynusagen(e.g.,nenergyTnanagement-| 

systems,ndimmable-|ballasts,netc.).-| 
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ProjectsinnSDG&E'snCustomenEmpowerment,nRenewablenGrowth,-|ReliabilitynandnSafety,-| 

OperationahEfficiencynandlntegratednand-Gross 'cuttingnSystemsnprogramnareasinn 

particulanwilhhelp-|thenstate-|meet-|thisnpolicy-goal.i 

6.3.3 ACHIEVE ME NT OF THE ENERGY EFFICIENCY AND DEMAND RESPONSE j 

GOALS AS REQUIRED BY SECTIONS 454.5 AND 454.55 OF THE' 

CALIFORNIA PU BLIC UTI LI TIES CODE ' 

; 6.3.3.1 ENERGYiEFFICIENCYi 

SDG&Enpromotesnachievementnofimeetingnenergynefficiency-goalsithroughnoptimization-| 

ofivoltagesnandnoperationnofitheisystemitoTninimizeiossesnandnalsoiDynprovidingitools-| 

andncommunicationsithatnprovideTnoreinformationitoithencustomernandnoptionsifori 

operatingitheirnequipmentTnorenefficiently.Ti 

ProjectsinnSDG&E'snCustomenEmpowerment,-|ReliabilitynandnSafety,-pperationah 

Efficiencynandlntegratednand-Qross lcuttingiSystemsiprograrrnareas,irnparticular,iwilh 

helpitheistateTneetithisnpolicyngoal.-| 

6.3.3.2 DEMANDiRESPOMSEi 

OnenofSDG&E'snkeygoalsisitonenablendemandTesponse.-nSDG&E'sitechnologyi 

investmentsiwillnprovideincreasingnoptionsfoncustomers-|tonparticipatein7nanaging-| 

theirnenergynconsumptionnduringnpeaknusagenperiods,innsomencasesnelecting-|tonchoosen 

optionsithatnallowifonautomatedndevicencontroliA/hichi/villisupportngridnoperations-| 

whileTnaintainingncustomenconvenience,nonsettingismartnappliancesnandismartndevices-| 

toTeactnbasednonnpricenandneventisignals.-|lnnallncases,nchoiceTemainsiA/ithnSDG&E-| 

customers.-! 

ProjectsinnSDG&E's"CustomeriEmpowermentnand-|lntegratednandnCross tuttingnSystems-i 

programnareasinnparticulariA/illnhelpithe-|state"imeetithisnpolicyngoal.-| 
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• 6,3,3,3 ACHIEVEMENTIOFITHEHRPST! 

SDG&Eisnworkingnaggressivelyito7neet-paIifornia's-|RPSitargets.nSDG&Eisnutilizingna-| 

numbenofiexistingnandndevelopingnprogramsito-|meet-|thenstate's-|mandatedn33npercent-| 

RPSngoaIiDyn2020.-nThesenprogramsinclude-|the-|RenewablenAuctionnMechanismn(RAM)-| 

programndesigneditoifacilitate-|renewable-|projectsnundern20-|MW,nannuahRPS-| 

solicitations,nand-|thenSolar-|Energy-|Project,ncoveringnpurchasenagreementsnandnutility-| 

ownedngeneration ,-| 

ProjectsinithenSDG&Enprogramnareasnof-|RenewablenGrowthnandnReliabilitynandnSafetyin-| 

particulariwilhhelp-|thenstate-|meet-|this-|policy-goal.-| 

| 6,3,3,4 FULLiSOLARiPHOTOVOLTAICnDEPLOYMENTiUNDERnTHEiCALIFORNIAn 

j SOLARilNITIATIVEi 

SDG&Eisncommitteditonenablingndistributednenergy-|resourcesitonconnectitoithe-gridnand-| 

potentiallynparticipateinTnarkets.-nSDG&EiDelievesithatncouplingnaTiumbenofikeyi 

investmentsi/villnaddressitheintermittencyiissuesTesultingifromnphotovoltaic-| 

penetration.-! 

ProjectsinithenSDG&EnprogramnareasnofnCustomeriEmpowerment,-|RenewablenGrowth-| 

and-|ReliabilitynandnSafetyinnparticulanwilhhelp-|thenstate-|meet-|this"ipolicy^oal.-| 

6.3.4 ESSENTIAL INFRASTRUCTURE STEPS TO PROVIDE CUSTOMERS WITH j 

ACCESS TO CONSUMPTION AND PRICING DATA PURSUANT TO D.09 L 

12 046 i 

SDG&Eisncommitteditonprovide-|timelynandnactionablenenergyinformationitoncustomers-| 

andisinvestinginndatancollection,7nanagement,nandnpresentmentncapabilities.nSDG&Eis-| 

alsoiA/orkingi/vithnutilitynandncustomer 'authorizedithirdnpartiesitoTneetncustomers'i 

needsithatTnaynprovidencustomersiA/ithnevenngreatenvalue 'addednenergyimanagementn 

services.nSDG&Eisndevelopingncapabilities-|thatiA/illnprovidencustomernenergynusagendata-| 

toncustomer ^uthorizedthirdparties-yvith-standardindustryidatatransferinterfaces.Ti 
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Thesencapabilitiesi/villnprovidencustomersTnorenchoice,nconveniencenandncontrolnoveri 

theirnenergynuse.Tn 

On-|Mayn5,n2011-Commission-|President-|MichaehPeeveyissuednanproposedndecisionn(PD)-| 

adopting,namongnothenrequirements,TulesTegardingithenelectricitynusagendatanofi 

customers.-nThis-|PDnalsoincludesnaTequirementtoncommencenanpilotistudyiwithin-|six-| 

monthsnofitheifinalnadoptionnofithendecisioniton"provide-|priceinformationitoncustomers-| 

inTeal-|timenonnear 'realtime."39-nAdditionally,Yhe-|PDTequiresY:hatnSDG&En"filenairiern3-| 

adviceiettenincluding-|tariffnchangesito7nakenprice,nusagenandncostinformationnavailable-| 

toitsncustomersnonlinenandnupdatednatieastnonnandailyi3asis..."40-nAdditionally,ithe-|PD-| 

discussesnwhatitypenofnpricinginformationTnust-|benprovided-|toTustomers41nandncIarifies-| 

access-|tonusagendataitoiDenprovideditoithird"iparties.42-| 

lnnorderitoifulfillitheseTequirements,nSDG&Eiwillnhaveitondeployinfrastructureisuchnas-| 

HANiA/ithTnessagingifunctionalityitonpresentitheinformationitoncustomers.Tn 

UndenSDG&E's-GustomenEmpowerment-|programnarea,na-|HANinfrastructurenandiab,-| 

dynamic-|pricingnprojectnandithe-Gustomer-|Energy-|Networkn(CEN)nare-|plannednandiA/ilh 

enablencompliancenwithYhe-|PDn(fonnore,-|see-|sectionn6.4.1iDelow).-| 

Additionally,ithenlntegratednandnCross lcuttingnSystemsnprogramnareanwillnalso-|help-| 

SDG&E7neetithisnpolicyngoal.-| 

1 

39TSeeTorderingiparagraphnl0iDfithenProposediDecisionTofi3residentiPeevey,nmailedT5/6/2011titledn"Decisionn 
Adoptingftulesitoi'rotectthenPrivacyTandTSecurityTofithe-ElectricitynUsagenDataToftheTCustomersiDfiPacificTGasTandn 
ElectricTCompany,TSouthernTCalifornia^disomCompanyTandTSannDiegOTGasT&^lectricPompany,TatT3ageil38.n 
4°TSeeTorderingiparagraphT6TDfthenProposediDecisionTofiPresidenti3eevey,nmailedT5/6/2011titledn"DecisionTAdoptingi 
Rulesi:o-protecti:he-privacyTandTSecurityTDfi:he-plectricitynUsage-pata-pfithe-|CustomersTof-pacificTGasTand-plectricn 
Company,TSouthern-California-EdisonTCompanyTandTSannDiegOTGasT&-ElectricTCompany,TatT3agell37.n 
41TSeenpriceidiscussionTfromnp.88itoT3.96ithei3roposediDecisioniDfiPresidenti3eevey,TnailedT5/6/2011titledn"Decisionn 
Adoptingfiulesitoi3rotectthei3rivacyTandTSecurityT3flthe-Electricity1JsageiDataiDftheTCustomersiDfi3acificTGasTandn 
ElectricTCompany,TSouthernTCalifornianEdisonTCompanyTandiSaniDiegOTGasT&-ElectricTCompany.n 
42TSeeiDrderingiparagraph-piDfthenProposediDecisioniDfiPresidenti3eevey,nmailedT5/6/2011titledn"DecisionTAdoptingi 
Rulesto-protectthei'rivacyTandTSecurityiDftHe-ElectricitynUsageiDataTofitheTCustomersTof-pacificTGasTand-Electricn 
Company,TSouthernTCalifornia-EdisonTCompanyTandTSannDiegol3asT&-ElectricTCompanyTatipagenl37.n 
1 
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6.4 FUNCTIONALITYiANDiTECHNOLOGYiROADMAPi 

ThenSDG&EnSmartnGrid-|Deployment-|Plan-|RoadmapisncomprisednofTiinenprogramnareas-| 

whichiA/illndeliverithencapabilitiesTequiredito7neetithendemandsnoficustomersnand-| 

California's-|policy-goals.iThe-|programsnarendesigned-|toTesponditonpolicynand7narket-| 

driversiA/hichnareimpactingnSDG&E's-gridnandncustomers.Ti 

Figure 6 ;3: Aiignmentbetween 6DG&Eprogramspnd £B |17 PolicyqGoalsi 

10 

11 

SB 17 Policy Goals ''' 

Be self-healing and resilient; f f f f fl f i f « i 
Empower consumers to actively participate in the 
operations of the grid; ffl f f I f f I r f i 
Resist attack; ffl f f I f f i 
Provide higher quality of power and avoid outages; f 1 f f f I f :l f f i : f i f 
Accommodate all generation and energy storage options; ffl f f f I f I r f f i f f f 
Enable electricity markets to flourish; ffl f f I f f : i f i f f 
Run the grid more efficiently; f f f f I f f i f f i : fi 
Enable penetration of intermittent power generation 
sources; ffl f f f I f I r f f i f f f 
Create a platform for deployment of a wide range of 
energy technologies and management services; f f f f f i f f i : fi 

Enable and support the sale of demand response, energy 
efficiency, distributed generation, and storage into 
wholesale energy markets as a resource, on equal footing 
with traditional generation resources; and 

f f f f f i f f i : i 

Significantly reduce the total environmental footprint of 
the current electric generation and delivery system in 
California. 

ffl f f f I f I r f f i f 

f f 

f I 
f f 

I f f 

f f i f 

I f f 

f f i f 

f f 

The-|nine-|programsincludenanhighndegreenofflexibility-|understandingithat,i/vhilenSmart-| 

GridndriversiA/ilhremain,ithenarraynofisolutionsiA/illnevolvenasitechnologynandTnarl<et-| 

requirements-|mature.nSDG&Eincorporatesna-|largeTiumbenofipilotsnacrossithese-| 

programsnandndedicatesnannentirenprogramitonSmartnGrid-|Research,-|Developmentnand-| 
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Demonstration.nSDG&E'sitechnology 'focusediprojectsincorporateimilestones-itoi 

monitorprogressnagainstiDenefitnexpectations.-Gollectively,itheseinvestmentsnand-|this-| 

approachnensureithatnSDG&Eisnpursuing-|Solutionsithatndeliverithencapabilitiesithatits-| 

programsTequire.Ti 

Manyinvestments-|thatnSDG&Eisnundertakingnornplansitonundertakeito7neetithei3roader-| 

needsnofitsiDusinessnare-|relateditoithenSmartnGridiDut-|notnexclusively.-|However,ithese-| 

"enterprisenproject"investmentsncomplementithe-|Utility'snabilityito7neetnpolicy-| 

objectives,nempowenitsncustomers,incorporatenadvancing-|technologies,nandndevelopits-| 

workforceito7neetitheTieedsnofiSDG&E'snSmartnGridncapabilitiesnandnasisuch,itheynare-| 

im porta ntxontributorsTtoTthe-portfol ioiof-SmartiGridinvestments-and-areincludedin-

SDG&E'snroadmap.Ti 

Note:n"Enterprise"nprojectsi-ithoseithat-|meet-|theiDroadenneedsnofnSDG&E'siDusiness-| 

butithatnarenalso-|relateditonSmartnGridi-narendesignatediA/ithnann(E)nafterithenproject-|title-| 

initheiDelowprojectHistings.i 

6.4.1 CUSTOMER EMPOWERMENT i 

Empoweredncustomers7nustnhaveTeadilyiaccessiblenandTeliableinformationTegarding-| 

theirnenergynusage.Tilnnaddition,ncustomers-|must-|understand-|theiDasicnunitsnofienergy-| 

measurenandithenenergyiconsumednamong-|theincommonnuses.-nSDG&E-|hasnbeen-| 

empoweringitsncustomersiwith-|thisinformationfor7nanyiyears,includingTecent-| 

emphasisnduringnSDG&E'snSmart-|Metendeploymenti/vherenenergynusageinformation,-| 

appliancenenergynrequirementsnandnenergynefficiencyimeasures,includingnpeaknperiod-| 

consumption,i/vere-|provided.T|To-furthenempowencustomers,npriceisignalsTnustiflowito-| 

theminnaitimelynandTneaningfulTnannernandiDeneasilyintegratedintoncustomernenergyi 

managementnandnHANisystemsnallnwhileTespectingncustomers'nprivacy.Ti 

SDG&Eisnprovidingnandncontinuingitondevelopinformationisystems,ncommunication-| 

infrastructure,nandnenergyrnanagementiservicesnalongiA/ithncustomer Lfacing-|tools,n 
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servicesnandisignificantnoutreachncapabilitiesito-|raisencustomers'nawarenessnofithein 

energynusage,Televant-|marketnconditions,nand-|tongatherfeedback.-nSDG&EnwillnaIso-| 

endeavoritoiwork-|throughncustomer 'authorizedithirdipartiesitcndisseminateimportant-! 

informationnandneducateitsncustomers,-|recognizingithatnoftennothensourcesnof-| 

informationnarenalso-|needed-|toiDe7nostneffective.Tm 

SDG&ETecognizesithatnmanynofitoday'sncustomersnhave-nanneverincreasingTiumbenofi 

communicationsnand7nediancapabilitiesfromnsmartphonesitoitabletsitoiwhatever-| 

comesTiext.TiThrough-|theseitools,ncustomersnaren'pluggedin'itonsocialTietworksnand-| 

engagedinnpeerncommunicationsnatnannunprecedentedievel.-nTonensurencustomers'-inewn 

communicationsnpreferencesiandiexpectationsiare7net,iSDG&Eiwilhsupportivarious-| 

toolsnandnprovideTelevantinformationitoncustomersn(includingnpriceisignaIs)ithatnwilh 

resultinngreatencustomeriawarenessnofienergy-|impacts,TelatediDehavioralnchangesin-| 

energynusage,nandinformednappliancenandnequipmentnchoicesieadingitoTeductionsinn 

overaIlnpeakndemand,itotaInusagenandnassociatednemissions.-nSDG&Ei/villnensurensecure-| 

customernaccessitonusageinformationiviaithe1ntemetnandnaccessito-|neanreaI Ltime-i 

usagendatai\/ia-|HANnconnectedndevices.-nAncriticalncomponentitonempoweringncustomers-| 

isndeploymentnofitoolsnandnapplicationsithatnpresentncustomenspecificnenergy 'related-! 

data.-! 

SDG&E'snCustomenEmpowermentnprogramnareanalsondeliversitheinformation^ervices,-! 

andncontrolisoughtiDyncustomersnwithnprojectsnprovidingnenhancedndemandTesponse,-! 

dynamicnpricing^istributednenergynoptionsnandnHANncapabilities.TiKeynandisubstantive-! 

information,-iknowledge^ndnunderstandingnwilliDenprovidediDyithe-iresultsnofisevera h 

pilotnprojectsincludingitheTnicrogridnandnHANnpilots.Ti 

SDG&Encustomer lrelatedinvestmentsnand-iprojectsnarendesignedito-iprovidencustomers-i 

withitransparentnandTelevantnpriceisignals.TiTheseneffortsnenablenutilitynandnnon 'utility-! 

servicenproviders-itonofferncompetitivenproductsnandiservices-ithatnprovidencustomers-! 

value.jn 
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lnvestmentsinnkey-|technologiesnareTequireditonachieveithesencapabilities.-|Fornexample,-| 

fonsecuritynandnprivacyTeasons,nSDG&EnwillndeploynancentraIized-|DemandnResponse-| 

ControlnApplication-|(DRCA)ithatnwilhmanagencustomernauthorized-|HANndevices-| 

provisioneditonancustomer'sismartTneter.Tn 

Like7nanynofitheitechnologiesnacrossithenSDG&EnSmartnGrid-|Deployment-|Plan,ithenexact-| 

timingnandndegreenofitechnologyTnaturity,nasiA/ellnasncustomeriadoptionnofinewiservice-| 

offeringsisnunknown.nSDG&Ei3elievesithatnannSDG&EinfrastructureToadmapitonsupport-| 

customernempowerment7nust-|remain-flexiblenandnadaptablenso-|thatnutilitynandithird-| 

partynenergy7nanagementnandinformationiservicenprovidersncan-|beincorporated.-| 

SDG&EnhasisequenceditsinvestmentsitonallowiforflexibilityiA/hilenalsonpreparingifori 

capabilitiesithatnSDG&Ei3elievesnarencritical-|tonachievingncustomenempowerment.-| 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planiforithe-GustomenEmpowerment-iprogramincludesitheifollowingn 

ContactTand"CampaigniVlanagement-|(CCM)-Enhancements-|(E)T-nThisT3rojectiA/ilh 

expandnandnenhancenSDG&E'sncustomerncommunicationsnandTiotificationisystemnand-| 

aIlowncustomersitoiDe-|notifiediDynoperationsnornothernevents,npriceithresholdsnorTelated-| 

itemsn(i.e.iDil|-|triggers,TnovingintoTiextnpricing-|tier,-|ratesY7narketisignalsnandTelated).Ti 

Thencommunicationsnand-|notificationsi/villiDe-|basednonneachncustomer'snpreferred-| 

channelngivennaispecificneventnoriareanofiinterest.-pCMnwill-|savencustomersYimenand-| 

provideithemiA/ithinformationiforiDettenenergynusendecisions.n 

Single-^iew-pflthe-CustomenlSVOCHEji^Thisnprojectnexpandsitailored-itreatment-i 

optionsnandnprovidesnautomationifornextractingnandnpresentingncustomer 'specificndatan 

foncustomeriwebnaccessnandinteractiveivoice-|recordingn(IVR)isystems,-|therefore,-| 

resolvingncustomerissuesTnoreneffectivelynandnefficiently.Ti 

HomeiArea-jMetwork-|(HAN)1nfrastructureihThisnprojectiA/illnprovide-|HANndevice-| 

commissioningnandndecommissioningncapabilities,7nanagenandndistribute-firmware-| 
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updates,ndemandTesponseneventnsignaIs,npricingnsignaIsnandnshortTnessages-|tonHAN-| 

devices.-|ThisnprojectiA/illimplementitheTequired-|hardwareinfrastructure-|toisupportithe-| 

Demand-|ResponsenControlnApplicationn(DRCA)ndeployment.-nSecurity-|reviewnand-| 

penetrationitestingnarenalsoincludeditonensureithatnsecurityithreatsnareTnitigated.Ti 

Futureimplementationsnwillisupportngrowthnofitheisystem,nadditionaIinfrastructure-| 

requiredifonancustomendeviceTnanagement-|portaI,nandnsecurityitestingnofTiew-|HAN.-| 

HANi.abT-The-|HANiaboratory-|Supportsithencompatibilityiverificationnof-|HANndevices-| 

withnSDG&Ensystemsnensuringithat-|thendevicesnperformitheifunctionalitynasndesigned-| 

andndescribediDyithendevicenprovidenandinteroperatei/vithnotheriHANndevices.-| 

Digital"Poadmapn(E)-|L|The-|DigitahRoadmapnprovidesiforisixinitiatives-|thatnprovide-| 

customersiwith-greaternaccessibilityitoinformationnandneasierTiavigationiforimore-| 

effectivencommunicationsnanditimeisavingsinnaddressingncustomernenergy 'related-! 

informationTieedsiiaJnRe 'architectingnSDG&E.comi/vebsite;n(b)neServices;n(c)ndigitah 

researched Jincludingisociahmediainto-itwo Lwayncommunications;n(e)ndigitah 

advertisingjnandifJnmobilenapplications.Ti 

Demand-pesponse-programsnhDemand-iResponse-iprogramsinithisncontextTeferitoithe-i 

Smart-GridTelatednDemandnResponsenProgramncosts/benefitsifilednMarchnZOllin-! 

SDG&E'si2012 ^OlAnDRnApplicationiA.ll ̂ 3 ^)0243)includingpeaktimeTebatei(PTR)/i 

residentialnandnnon lresidential-inewnconstruction-iprogramsnandithe-|smallncustomer-i 

technologyideploymentiSCTDjnefforts.-! 

Electric-CleanTTransportation-|(Customer|Outreach)-iL|ElectricnCleanirransportationn(ECT)-i 

providesncustomensupportnoutreach^ducationnandinformationitonSDG&Encustomersn 

purchasingnonconsideringnpurchasingnanPEVnandnchargingifacilitiesihome^ommerciah 

andnpublicJ.ifhisneffortisTieededitoisupportitheTapidngrowthinithenusenof-ielectricitynas-! 

43-fittpi//www.sdge,com/regylatory/All *03 '0Q2.shtm^ 
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aitransportationifuelinithenSan-|DiegoTegionndueito-|theinfluxnof-|PEVsnandncharging-| 

facilities-) rntheimarket.Ti 

EnergyinnovatiorrCenteri(EICHE)-|'irhe-|Energy1nformation-£enten(EIC)iwilhbeiai 

27,000isquareifootifacilityiA/herencustomersiA/illTeceivendemonstrationsnofvarious-| 

technologies,-|learnnenergynefficiencynconcepts,nprinciplesnandnequipment-|measures,-| 

alternativeifuelitransportation,ncleanngenerationnandnSmartnGrid-features.-nA-|portionnofi 

thefacility!/vill-focusnonnSmartnGriditechnologiesn(i.e.nhome-|technologies,nelectric-| 

vehiclesnandTenewable(s),netc.)nanditheifacility-|isnplanneditoifunctionnasnan"smart-| 

building"nwithngridinteroperability.-nThe-|EICi/villnprovidencustomersnaccessitona-| 

demonstrationifacility-|to-|testnenergynutilizationideas.Ti 

SmartlVletersnhTheiSDG&EiSmartnMeterprojectiwasiapprovedibyithe-pDmmissionirri 

D.07 ^)43in-Aprili2007iand+iasTesultediniaprojecttoinstal|-smartielectricTrietersi 

and-gas7nodules-fornallnSDG&Encustomers.-nAsnofiMayn2011,ithendeploymentisTnore-| 

thani95npercentncomplete.-nSmartTnetersnarendigitalndevicesithatncollectnenergy 'usendatan 

and,nunlikeitraditional7neters,itransmitnandTeceivendata.-|Electricnenergynuseis-|recorded-| 

everynhourfonresidentialncustomersnandneveryil57ninutes-forncommercialncustomers-| 

and-|naturalngasinformationis-|readiDnnandailyiDasis.Ti 

New-pevelopment"|Smart"Communityn tThisisnaipilotiproject-itoitestidistributedienergyi 

resources '-'suchnasisolariPV^uelncellsnandnenergyistorage Llandndemand 'response L 

enablingitechnologyiinnaTiewncommunity.irhe-|pilotisndirectednat-|residentialnandnaifew-| 

smallncommercialncustomers.-|lnnaddition,ithencommunity!A/ilhprovidenemployment-| 

opportunities-|toiocalTesidents.-|ThencommunityiA/illiDendesigneditoiDe-|highlynenergy L 

efficientiniDoththeTesidentialiandicommercialisectors.irhe^oaliofithepilotnprojectis-

tonprovidenenoughndistributednenergyresources-|toTneetithencriticalnenergyTieedsnofithe-| 

community.irheTequirementsifonsuchnanpilotnareithenability-|toishedTion triticahoadi 

throughndemand-|responsenprogramsnand-|to-|utilizenautomaticiswitchesithatnwould-| 
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reroutenpowerfromndistributednenergyTesources-|to-|thencommunity,naIlowingncustomers-| 

toTideithroughnoutages.ji 

Dynamic"Pricing-project"|(DPP)T--|DPPTeflectsndynamic-|pricingnanditime bf 'usejatesn 

proposedinithen2010-|Dynamic-|PricingnApplication-|(A.10 ^7 l009)ifilednonTlulyn5,n2010,-| 

aIongnwithiT,iDillingnsystemnenhancementsnandncustomernoutreachitonassistncustomers-| 

inndynamicnpricingnparticipationnandnemployeesinisupportingndynamic-|pricing/time bf L 

useTateiDusinessprocesses.Ti 

CustomerfnergylMetwork-ilCENjTjhase-pihThenCustomenEnergy-iNetwork-iiCENjnwilh 

providenaistandardinterfacen(OpenADE/NAESB-|ESPIncompliant)iforiauthorizedithird-| 

partiesitonaccessncustomernenergynusagendatanonnaiDatchnandTeal Ltimeibasisithereby-| 

aIlowingithemitonpresent-|Usageinformationitoncustomersivia-|theinownnplatformY-| 

application."! 

Emergingirechnologies"PD&DiL|Emergingirechnologies"|Research,-|Developmentnand"i 

Demonstration^ ET"|RD&D)-funds-|multiplenpilotsitonevaluatenpromisingncustomernpremise-| 

technologies."! 

Customen&lOther|StakeholderEngagement-Campaignn(E)T-nProvidencampaignieveh 

coordinationYnoverarchingnconnectionsiDetweenithenprogrammaticnoutreachnand"! 

educationneffortsnexistingithroughoutnothernprojectsisuchnas-iDynamic-iPricingnApplication-! 

and-|thenoutreachYneducationifor-|Electric"Cleanirransportationn(PEVs).-n 

The-|timelinenofiSDG&E's"Customer-|Empowermentnprogramis-|shownin-|Figuren6 *4"! 

below,includingnhowithat"|timelineTelatesitonstatenpolicyTequirements,TelatednSDG&E"i 

forecastsnandYhen2015/2020ndetailedivisionnstatementsnprovidedin-|thenVision-|sectionnofi 

thisnSmartnGrid"|Deployment-|Plan."n 
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SDG&E Smart Grid Vision: by 2 015 
4ft Customer education and outreach programs 

are proactively engaging customersthrough 
multiple channels 

4H SDG&E and third parties are providing HANs and 
other customer premise network capabilities, 
providing customers real time feedback on 
power consumption and energy pricing 

4f| Standardized/reliable customer specific interval 
usage information and time differentiated 
price signals are available, enabling customers 
to make informed and cost-based energy use 
decisions 

Customers can choose among multiple energy 
information services and providers 

CUSTOMER ENERGY 
NETWORK 

NEW DEVELOPMENT SMART COMMUNITY PILOT 
. ' 

EMERGING TECHNOLOGIES RD&D 

CUSTOMER ENGAGEMENT & OUTREACH 

EMERGING TECHNOLOGIES RD&D 

— CUSTOMER & OTHER STAKEHOLDER ENGAGEMENT CAMPAIGN 

SINGLE VI CUSTOMER 
. 

CONTACT & CAMPAIGN MANAGEMENT ENHANCEMEN' 
. 

CONSUMER PORTAL DIGITAL ROADMAP -ONLINE PRESENC 
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SDG&E Smart Grid Vision: by 20 20 
|J| Customers are provided near-real time signals 

via price and event triggers enabling a balance 
of supply and demand 

Widely adopted standardscreatea ubiquitous 
market of plug-and-play network devices in 
businesses and homes, including multi-unit 
dwellings 

SDG&E is providing options and tariffsfor 
customersto sell generation using distributed 
energy resources, electric vehicle to grid, or 
energy storage discharge 

Microgrid and other technologies give customers 
more reliability options 

wwwsdge.com/smartgrid 
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I 6.4.2 RENEWABLE -GROWTH j 

SDG&EncustomersncontinueitoinstaIlnsignificant-|numbersnandncapacitiesnofisolan 

photovoltaicnandnotherintermittentnelectricngenerationTesourcesnatTesidentialnandn 

non 'residentialnpremises.-nToisupportndistribution 'tevehrenewablenresources^DG&En 

plansinvestmentsithatincrease7neasurement,ncontrol,nand7Tianagementncapabilities.-| 

SDG&Eisnplanning-|RenewablenGrowthinvestmentsitonenableTeaI Ltime,Tnonitoringnandn 

situationaInawareness.iTheseinvestmentsiA/illnhelpTnitigateitheintermittency-|issues-| 

associatednwithTenewablengenerationiDynemployingnhigh 'speed,itime 'synchronized! 

measurementndevicesinstalledinnsubstationsnandnatnkeynpointsnonithendistributionn 

system.ifhisndatancannequipisystemnoperatorsnwithiDetterTeal 'timeinformationnaboutn 

actualnoperatingTnarginsiso-ithatitheyncaniDetteriunderstandnandTnanageitheTisknofi 

operatingncloseritoisystemiimits.Ti 

Fornuseinnconjunctioniwithimproved-|monitoringncapability,nSDG&Eisincreasingncontroh 

capabilities.nWhenncombinediA/ith-|theincreased7nonitoring,itheseinvestmentsiA/ilh 

assistinnaddressingintermittencyissuesncreated-|by-|theivariablenpowenoutputnof-| 

renewablenenergyresources.Ti 

AsnannadditionaIngrid7nanagement-|mechanism,nSDG&Eisnplanningndistributednenergy-| 

storageisystemsnonncircuitsiA/ithnhighnpenetrationnof-icustomeriPVisystems.nAdditionally,-| 

energy-|Storage-|systemsiwilliDenstrategicaIlyiocatedin-|Substationsito-|mitigateitheimpact-| 

ofiri u It i p lenci rcu itsiwit hnPV .71 

To7furthenextend7SDG&E7grid7Control7capabilities,7SDG&E7plans7toimplement7SCADA7 

controhofialhcapacitorsTonTSDG&E'sTdistributionisystem.TSCADATControlledTcapacitori 

banks7will7provideiocal7and7remote7Control,7failure7prediction7and7detection,Teduced7 

operating7Cost,7andishould7enhance7distribution7system7performance7throughimproved7 

voltagenandTeactiveTpowerncontrol.Ti 
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TheseinvestmentsinincreasedTneasurement,ncontrol,nprotections,Tnanagementnand-| 

optimizationienabled-|by-|technologyinvestmentsiwilhaccommodateitheincreased-| 

variabilityithatiwilhresultfromintermittentTenewableTesourcesnas-|theyihelpTun-|the-| 

gridinitheTnostnefficientTnanner.Ti 

Toinformitheitimingiofithesei'nvestmentSTandi'dentify-furtherTieeds^DG&E+iasion'si 

closelyiconductingnand/onmonitoringnaTiumbenofistudiesnunderway.nAiistnofithe-| 

specific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-|Planfonthe-| 

RenewablenGrowthnprogramincludes-itheifollowingn 

PhasorJVIeasurementiJnitST-lnstallationnofihigh 'speeditime 'synchronized-! 

measurementndevicesinisubstationsnandnonndistributioniines.TiThisinformationiA/illiDe-! 

utilizeditoprovidenanindicationnofngridnconditions-ithatncanndriveTnitigationnmeasures.-! 

Dynamici.ine-PatingST-1nstallationnof-|sensorsnonndistributioniinesitoTnonitoritension-i 

and-itemperaturenconditionsinnordentondevelopTealitimendynamicnconductorTatings.Ti 

Withithisitechnologyiasnpartnofianportfolionofnprojects^ncreasednamountsnofTenewable-! 

generationTnayiDeintegratedintoithengrid.n 

Advanced'fnergylStorageT-lnvestigationnandndeploymentnofvarious-itypesnofistorage-! 

andnotherfastnactingitechnologiesitonhelpimproveithenreliabilitynofithendistributionn 

system.-! 

SCADA-fxpansionnhlnstallationnofil.SnSCADAiswitchesnatneveryidistributionncircuitimid L 

pointsnanditiesJ.nWithithencompletionnofithisnprojec^nautomationnofnaisignificantnportion-! 

ofisystemnrestorationnafternaisystemTfaultncannoccur.-! 

nCapacitorjSCADAi-nlnstallationnofiSCADAncontrolnonnallnexistingndistributioniine-! 

capacitors.TiThisiwillnallownadditionalivisibilityiintongridnconditions^orenoptimal-! 

volt/VAnmanagementnandidentificationnofncapacitorsnwithiDlownifusesithatnneeditoiDe-! 

replaced.Tn 
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CommunitylSolariLCommunitynSolariProgramisnanin 'basinncommunityiscaleisolan 

projectndevelopedi3ynSDG&E-|tonprovidenaIlncustomersnannopportunity-|tonexperienceithe-| 

benefitsnofisolar.-nSDG&Eiwill-|secureithe-|Solarnenergy-|systemnoniDehaIfioficustomersnand-| 

actnas-|the-|program7nanager.TGustomersnwillivoluntarilynparticipateinithencostnand-| 

benefitsnof|the-|systemi--|helpingitoiDuild-|thencommunity'snpowerfuture.-| 

The-|timelinenofiSDG&E'snRenewablenGrowthnprogramisishownin-|Figuren6 l5iDeIow,-| 

includingnhow-|thatitimelineTelatesito-|StatenpolicyTequirements,TelatednSDG&E-| 

forecastsnandithen2015/2020ndetailedi\/isionnstatementsnprovidedin-|thenVisionisectionnofi 

thisnSmartnGridnDeployment-|Plan.-| 
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reemEGfWH 
Key 
• FblicyCial 

• Rrec^t 
ft SDG8E3rcrt Q-idVlsicn 

In Right Reject 
Na/vR-qject - Fblicy 
Nav Reject -VSue 
NswR-qject - Riot 
Enterprise Reject 

: 

Economic DR at 5% of peak 

11% GHG emission reduct ion 

12,000 MWpeak reduction 

circuits with >30 % 
PV under light loads, 
X) with >20% 

ou ,uuu users, oi online energy roots • 17000 MWpeak reduction 

Default dynamic electric rate—small commercial customers 

Optional dynamic electric rate —resident lal customers 

20% of RPSfrom bio power 
(4% of total generation) 

Provide usage data 

t),000 customers using 
online energy tools 

90 MWPV (residentialand C&l) 

III % EE reduction from 2006 

>l: 3,000 MWof distributed so-

ts with 330% PV under light 
0 with >20% 

>168 MWPV (CEQ 

>25,000 distributed renewables customer 

>60,000 PEVs • Provide real or near real-time access 
to usage data 

1,000 PEVs 

58 MWresidential/116 MWtotal PV 

" ' * 

• m l A 

2006 2 0 t) 2®15 2020 

Zero net energy-100% new 
residential construction 

30% GHG emissions reduction to "690 levels 

20% reduction in non-petroleum fuel use 

33% Renewable Portfolio Standard 

Governor's Clean Energy Plan proposes 
12,000 MWof localized renewable generation 

=200 MWPV (CEC) 

>260.000 PEVs 

SDG&E Smart Grid Vision: by 2 015 
SDG&E, customersand other third parties 
continue to install energy storageto enable 
more efficient use of renewable resources 
and to reduce overall base load generation 
requirements 

SDG&E is relieving congestion by utilizing 
dynamic line ratings and synchrophasor data 
to operatethe grid more efficiently 

l|| Cost-effective energy storage-either utility, 
customer, or third party owned —is helping to 
resolve voltage regulation, voltage flicker, and 
intermittency of renewable resources 

Residential distributed generation output has 
metering and control options enabled by HANs 

SDG&E Smart Grid Vision: by 2020 
Synchrophasor data is being used to assess the 
condition of the grid and respond to changes 
before they become problems 

Advanced inverter controls (for both distributed 
and central station renewables) are utilized for 
the smoothing of intermittency issues associated 
with solar photovoltaicsand wind resources 

SDG&E is providing optionsfor customersto 
sell output from their electric vehicle, PV system 
or storagedeviceto optimize overall system 
efficiency and costs 

wwwsdge.com/smartgrid 
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I 6.4.3 ELECTRIC VEHICLE GROWTH j 

SDG&EisipreparingifonelectricivehiclengrowthiDynadclressingithesencnticalnareasn 

ChargingiTechnology-|&infrastructureT-nSupportiwidespreadnandnconvenient-|PEV-| 

chargingnopportunitiesincluding-|thirdnparty,ncustomernandnutilitynchargingnstations.-| 

Rates/Pricing/lncentivesT-nDevelopnandnpromotenattractivencost basedioff'peaki 

chargingTatesithatnencouragenPEVncustomersitonchargeivehiclesnduringnoff lpeaknhours,n 

when-|thereisisufficientisystemncapacity.-| 

Efficient"jUtilitylSystemintegrationi--|Expand-|utilityncharginginfrastructureinnaTnanneri 

thatnenablesitheisafe,-|reliablenandnefficientintegrationnofiPEVnchargingioadsnwithithe-| 

utilityngrid,includingnseparate,nasi/vellnasiargenchargingistationTietworks.-| 

SupportTforiVlarket-pevelopmentT-iSupportithe-growthnofithe-|PEVTnarketiA/ith-| 

customer 'focusedisensitivities,iwhile-providingisupportiservicesitcnelectricivehiclei 

servicesnprovidersn(EVSP)nand-|relatedindustries.-|Provideisupportifornai\/arietynof-|PEV-| 

customersnandistakeholdersiA/ithiservicesn(e.g.,Tnetering,iDilling,iDacknoffice,-field-| 

support),nasiA/ellnasneducationnandnoutreachifonhomenandTion lhomencharging:-npublic,n 

private,ncommercial,7nulti bnitidwellings,jingle-family,icontractors,-|EVSPs,i 

municipalities,-pEMVndealerships,-|tradenallies,7nedianandifleet.-| 

To-|prepareifonthenefficientintegrationnofiPEVnchargingioads,nSDG&Eis7nonitoring-|PEV-| 

EVSPinstallationsin-|thenevent-|thatitheseioadsTequireiservice-|transformernupgrades,-| 

includingithenusenofitransformer-|sensorsnandnothenTionitoringitechnologies.TnThese-| 

capabilitiesiA/ilhprovideinformationitonengineersnandnoperatorsnaboutitheistatenofithe-| 

gridincludingndistributedTesourcesnandioadsnatitheiocationnofitheseitargetedn 

transformers.T|Theseisensorsnhaveithenpotentialitonallowincreaseditransformerncapacity-| 

utilizationnandnaccommodateifutureioadsincluding,iDutTiotiimited,ito-|PEVs.Tm 
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Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planiforithe-iElectricnVehiclenGrowthprogramincludesithe-followingn 

Public"Access"Charging-|Stations"ihlnstaIlationnofiutilitynowned,npublicnaccessncharging-| 

facilitiesfor-|EVs.TiProjection:-|129-|Leveln2nstationsnand-|13"|FastnCharge-|Stationsinn2012.-| 

Smart"|TransformersT-1nstaIlationnofisensorsnonndistributionitransformers-|plusnancillary-| 

communicationitechnology-|to7nonitornand-|reportioading,nanditransformerncondition.Ti 

ThisnwillimpactitheTiumbenofitransformers-|replacednandnoverloaded-|by-|PEVsnandnheat-| 

storms.n 

Plug1n-plectric-VehiclesiLinfrastructure-jUpgradesT-iUpgrades-|toithenelectric-| 

distributionnsystemitonaccommodateincreasedTiumbersnofiPEVs.T|Upgradesinclude-| 

facilitatingncustomenpanelnupgrades,nupgradesnofTesidentialndistribution-|transformers-| 

and"|upgradesnofnprimaryndistribution-feeders.-| 

Vehicle1tO"|Gricl"n(V2G)"PilotTihThis-|pilot-|resultsinintegratingistationaryiDatteriesiA/ith-| 

fast"ipublicnandnprivatenchargingifacilitiesnandincludesimplementationnof-|sites/unitsiA/ith-| 

communicationnandncontrols"iprotocol,itestingnofiaTnicro lnetworknofiPEVncharging-|units-| 

with"|EVSPnand"|technologynpartners,"imicro lnetworkitesting,nprotocolTefinementiA/ith-| 

automotiveTnanufacturersnand"|PEVintegration-|testing.-| 

EV"|StudyT-"Pates"|(E)-i--iSDG&Eisistudying-|upito-|l,000-|PEVnowners'nchargingnpattems-| 

usingnexperimentalTatesndesigneditonencouragenoff'peakncharging-iTheTesultsnofithen 

studynwilliDenuseditondesign-future-|EVnchargingTates.-| 

The-|timelinenofiSDG&E's-|ElectricnVehiclenGrowthnprogramisishownin-|Figuren5 teibelow,-! 

includingnhow-|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E-| 

forecastsiandithei2015/202Chdetailedivisiornstatementsiprovidedirr|theiVisionisectiornofi 

thisnSmartnGrid"|Deployment"|Plan.-| 
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B£C^C\eiCLE GROWTH 
Key 

FU icy Goal 
Fbrecaa 
aXSESIrart Grid Vision 

In Right R-qject 
Na/vR-qject - Fblicy 
Nav R-qject -VSue 
NewR-cject - Riot 
Enterprise R-qject 

: 

Economic DR at 5% of peak 
11% GHG emission reduction 
12,000 MWneak rfidur.t inn 

ou,uuu users oi online enei yy toots 

17000 MWpeak reduction 
Default dynamic electric rate—small commercial customers 
Optional dynamic electric rate —resident lal customers 

Provide usage data 
t) .000 customers using 
online energy tools 
13,000 customers, 43 MW 
resident iaI/9Q MW total 
distributed renewahles 

>25,000 distributed renewahles customers 
>168 MW PV (CEC) 
>60,000 PEVs 

IH t)% EE reduction from 2006 
BUSH Mil: 3,000 MW of distributed solar 

: :: v • to usage data 
1,000 PEVs 

PUBLIC ACCESS CHARGING 

SMART TRANSFORMERS 
LECTRIC VEHICLES 
JCTURE UPGRADES 

VEHICLE TO GRID 

Zero net energy W00% new 
residential construction 
30% GHG emissions reduction to 1990 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard 
>260,000 PEVs 

2006 2 0 t) 2015 2020 

SDG&E Smart Grid Vision; by 2 i 15 
REV growth is supported and encouraged through 
the application of new technologies to manage 
customer load and facilitate EV charging to 
minimize impacts to the grid 

SDG&E is providing opt ions for customersto 
prioritize and control load to accommodate 
distributed intermittentsand efficiently 
integrate plug-in electric vehicles 

• SDG&E, through metering and related measures, 
is tracking electricity used for transportation in 
order to earn Low Carbon Fuel Standard credits 
on behalf of customers 

SDG&E Smart Grid Vision: by 20 20 
lj| SDG&E is providing optionsfor customersto sell 

energy from their electric vehicle, PV system, 
or storagedeviceto optimize overall system 
efficiency and costs 

|§| The market continues to integratethe 
aggregation of distributed resources, plug-in 
electric vehicles, and energy storage 

wwwsdge.com/smartgrid 
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I 6.4.4 RELIABILITY AND .SAFETY i 

SDG&E's-|ReliabilitynandnSafetynprogram-goalsnareito7naintainnand/orimproveTeliability-| 

andnsafety-|inTesponseitoithenchallengesnassociatednwithTenewablengenerationnandn 

PEVs."nSDG&Eiwilhaccomplishithis-goahbyimprovingimeasurement,icontrol,protection,! 

data-|recording,nand7nanagementnandnoptimizationncapabilities.Tilnitially,nSDG&EiA/ilh 

focusnonincreasingithe7neasurementnandTecordingnacrossitsngrid,nprovidingitheiDasis-| 

fonanincreasednunderstandingnofngridnperformancenandithenabilityitonperformndetailedn 

analysisnonnpastnevents.Tilnithe-futureithisiA/illnenablenSDG&Eitoimplementncontrolnand-| 

protection-|projectsithatiA/illimproveithenabilitynofnSDG&Enandithe-GAISOitonanticipate-| 

problemsnandTesponditoithemnautomaticallynandTnanually.TiThendataiA/illnalsonallowifon 

programsithatiwillistabilizenandnoptimizeithengrid,nalsoimprovingitsTesilience.-| 

SDG&E'sitechnologyinvestments-willicombine-withinvestmentsitisTnakingtoiexpand-

itsncontrolncapabilitiesnand-furthenitsngoalnofnprovidingifasteriisolationnoffaultednelectric-| 

distributionncircuitsnandiD ranches,TesultinginfasteriloadTestorationnandisolationnofi 

systemndisturbances.n 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planforithe-|ReliabilitynandnSafety-|programincludesithefollowing:-| 

Advanced"|Ground"fault"Petectioni--|Developmentnofialgorithmsithatnwillnutilize-| 

availablendatanandnperformnanalyticnevaluationsitondeterminenoptimalnactions.TiPurchase-| 

orndevelopnexistingnprotectionnequipmentitoisupportimprovednanalyticnandncontroh 

functionality.-! 

Advanced"Weather|Station1ntegrationnand-forecasting-CapabilitiesiLPptimizationnofi 

advancediA/eathenmonitoringinformationitondevelopnenvironmentaliforecastingitools-| 

that-facilitatenandnenhancendeploymentistrategiesnduringinclementiA/eathernconditions,-| 

including-|Red"|Flagnevents.T|Thisinformationncan-|beifurtherieveragediforirenewable-| 

generationforecasting.-| 
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Wireless"faulted"Circuit1ndicatorsT-1mplementationnofiwirelessifaultedncircuit-| 

indicatorsitonprovidenrapididentificationnandiocationnoffaultedndistributionncircuitsn 

resultingin-|reducednoutageitimeiDynexpeditingnpatrolnandTestorationnactivities.-| 

Condition"3asediVlaintenance-fxpansioni--|ExpansionnofiCBM-|toiselectedn4-|kV-| 

substationitransformeribanksito-|leveragenactualitransformenconditionsitonoptimize-| 

operations.-! 

Phase1dentificationn(E)-|4dentificationnofithenphasenofieachnconductornonna-|three 'phasei 

feeder,nasnwellnasnsinglenphaseiDranchesnonnalhcircuitsiDyn2013.TiThisiA/illimproveithe-| 

distributionnsystem7nodelsnandnallowiforfuturensystemnefficiencyimprovements.-| 

Smart1solationnand"PeclosingnhAppIicationnofpff'the 'shelfnpulsenclosingitechnologynatn 

additionalnpointsnonithensystem.-nSDG&Enhasnalreadynapplied-|this-|technologyiA/hich"i 

limitsithenamountnofnenergyithatnSDG&ETe 'closesibackintoifaultedicircuits,improving! 

publicisafety.-| 

ARC"Petectioni--|Developmentnoficapabilitiesiforiarcndetectioninn230i<Vnunderground-| 

vaultsnandnoverheadnconductors.irhisisystemnprovides-|radioifrequencyiindicationitonan-| 

inspectoriatistreetievelnandnhelpsiocateifaults.-| 

Automated"faulti.ocationi-iDevelopmentnof-iautomated-faultiocationforitransmission-| 

events,nusingTelayievents-fromnalhline-|terminalsitoimprovenaccuracy.-|ThisiA/illnassistin-| 

serviceTestorationnandnoutagenduration.n 

Composite"Core"ConductoriL|Denionstrationnoficompositencorenconductorinstallation.Ti 

This-|technologynhasithenpotentialitoincreasencapacity-|ratingsnofiexistingnandTiew-| 

transmissionncorridors.-| 

AdvancedlSystem-pianningiToolsnhDevelopmentnofiimprovedTnodelsiforTiewitypesnofi 

generation,isuchnasnsolarithermalnandisolanPV,nandithe-|usenofibetteriA/eather-| 

forecastingiforimproved-generation-forecasting,improvingngridnperformancenwith"i 

renewablengeneration.n 
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Dynamic"Voltagenand"j\/AR-Controh4nstaIlationnofithreeisynchronousncondensersnat-| 

Mission,-|PenasquitosnandiraIegan230-|kVisubstations-|to-|mitigateitheiossnofisystem-| 

inertianandnassistin7naintainingivoltageiA/ithin-|tolerances.-| 

Energy-|Storage"fonTransmission-peliabilityihlnstaIlationnofi\/ariousitypesnofistoragenand-| 

otherfastnactingitechnologiesito7naintainnand/orimproveitheTeliabilitynofithe-| 

transmissionisystem.-| 

ReahTime"^oltage"|Stabilityi>rogram-i--|UsagenofTiewnapplicationsnandTnodels-|tonaIlow-| 

fonvariationsinndispatchnandiDettenutilizationnofimportncapabilities.Ti 

SynchrophasorsiTransmissionJ-ihDeploymentnofTnultiple-iPMUsnacrossnSDG&E'snservice-i 

territoryithatnwillnenableiwidenareaisituationalnawarenessncapabilities.Ti 

ConvertlN/lanuali-inelSwitches-ito-RemotelSCADA-pperationsihExpansionnofiSCADA-ito-i 

additionaInpointsnonithe-|transmissionisystemitonaIlowiforimorenautomatedngrid-| 

operations.-! 

FiberPptic-|CommunicationslSystemsi(E)-|L|ExpansioniofitheifibenopticTietworkitcnalh 

transmissionisubstations.-nThisisystemiA/illiDe-|primarilyitonenableisystem-|protection-| 

capabilitiesiDutncan-|beieveragedifornothernSmartnGridncommunication-|needs.-| 

The-|timelinenofiSDG&E's-|ReliabilitynandnSafetynprogramisishownin-|Figuren6 ^below,! 

includingnhow-|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E-| 

forecastsnandithen2015/2020ndetailedivision-|StatementsnprovidedinithenVisionnsectionnof-| 

thisnSmartnGrid-|Deployment"|Plan.-| 
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Figure 6-7 

: 

Economic DR at 5% of peak 
11% GHGemission reduction 
12,000 MWpeak reduction 

>0,000 users of online energy tools 

US! 00 MWpeak reduction 
.• • ault dynamic electric rate—small commercial customers 
•ional dynamic electric rate —residential customers 

wal or near real-time accessto usage data 

" 

Pre. usage data 
t),000 customers using online 
nergy tools 

i ,000 customers, 49 MWresiciential/ 
90 MWtotal distributed renewables 

Potential energy storagetarget 
>25,000 distributed renewables customers 
>168 MWPV (CEC) 
430.000 PEVs 

IBB V% EE reduction from 2006 
[ill -Ml: 3,000 MWof distributed solar 

Potential energy storagetarget 
Zero net energy—100% new 
residential const ruction 
30% GHG emissions reduction to 19 90 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard 
>260,0 00 PEVs 

(FROM 1980s) SCADA AND T&D AUT 

ADVANCED VISUALIZATION 
METHODS 

SMART ISOLATIONS, , 
RECIOSING 

ADVANCED WEATHER STATION INTEGRATION/FORECASTING CAPABILITIES 
<- * • NDITION-BASED MAINTENANCE EXPANSION 

IRELESS FAULTED CIRCUIT INDICATOR 

ARC DETECTION INDICATION (TRANSMISSION) 

DMATION FAULT LOCATION (TRANSMISSION) 

FAULT DETE 

nil 

COMPOSITE CORE CONDUCTOR (TRANSMISSION-

PHASE IDENTI 

1ISSION RELIABI 

REAL TIME TRANSMISSION 
VOLTAGE STABILITY PROGRAM 

FIBER OPTIC COMMUNICATION 

2006 2 0 t) 2015 2020 

SDG&E Smart Grid Vision; by 2 i 15 
Automatic fault detection, isolation, and service 
restoration capabilities are being enabled, 
requiring minimal human intervention and 
leading to improvement in outage restoration 

Cost-effective energy storage-either utility, 
customer, or third party owned-fs helping to 
resolve voltage regulation, voltage flicker, and 
intermittency of renewable resources 

SDG&E Smart Grid Vision: by 2020 
||| SDG&E is enabling differing levels of reliability, 

based on customer needs/preferencesfor self 
sufficiency (particularly for C&l customers) 

4) Synchrophasor data is being used to assess 
the condition of the grid and respond to changes 
before they become problems 

Highly reliable network services are deployed to 
targeted areas to ensure continued availability 
for mission critical applications 

wwwsdge.com/smartgrid 
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16.4.5 SECURITY] 

SDG&E'snSecuritynprogramnguidesnancomprehensiveisetnof]capabilitiesitonaddress-|the-| 

increasednphysicalnandncybensecurityTequirementsnassociatediA/ithithendevelopment,-| 

implementation,nandnoperationnofithenSmartnGrid'snsystems.iThenSecurity-|programiA/ilh 

focusnonndevelopingnpolicynandistrategy,nupgrading-|theisecurityinfrastructure,-|managing-| 

SmartnGridTisk,nandnextendingisecurityndailynoperations.-nThenprogramisndesigned-|to-| 

supportitheitenetsnofiSDG&E'sisecurityistrategyn 

Adherence-|tonSecurity-|Principlesn 

BroadennAwarenessn 

ConvergenSecuritynGovernancen 

DistributeiSecurityControIsi 

ThenprogramisupportsnSDG&E'sisecuritynprinciplesiDyincorporatingithemnacross-| 

projects.-|Fonexample,i<eyiprinciples,isuchnasnalignmentitoTole 'basednaccessncontroh 

withiseparationnof]criticalnduties,nareincorporatedinnconfigurationnchangencontroh 

projectsnSDG&EplansnwithinisecurityncomplianceTTianagement.Ti 

SDG&E'snSecuritynprogramiDroadensnawarenessinternallynandnexternally.nActivitiesnaren 

dedicated^toTeal Ltimeisituationalnawarenessnof-isecurityncontrols.-|Projectnobjectives-| 

includenenhancingncurrent-|policies,informingnparticipants,nsuchnasnemployees,ithird-| 

parties,nandncustomers;nofithe-|sharednobligationitoT3rotectneveryindividual'snprivacy]and-| 

security.nAdditionally,nplannedinvestmentsndrive7nechanismsitoncommunicate-|relevant-| 

securityinformationnamongnancollaborativencommunityito-facilitateifindingnandTesolvingn 

potentiahproblemsifaster.n 

SDG&Enachievesnconvergedisecurity-governanceiDyincorporatingnstandardsnand-| 

interoperabilityintonsecurityTnanagementnprojectsisoithatisecurityTnanagementncannbe-| 

centrallyimanaged.nSecurityncapabilities-|arenpolicyndrivenitoisupportncoursengrained-| 
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securityncontrols,nandnsecuritynprojectsndefinencentral,integratedisecuritynprocessesito-| 

enablenSDG&EitoTespondneffectivelynasnaisinglenunit.Ti 

Finally,nSDG&E'snSecuritynprogramnplaces-|andnexecutesisecurityithroughout-|theTietwork-| 

toTesistnattack,ndistributenrisl<Tnanagementndecisions,nandisupportnapplicationieveh 

security.iThisndistributed-|securityncontrolnallowsndecisionsito-|reflectiocaliDusiness-| 

needs,iwhile-|theynarengovernednbyienterprisenpolicy.-|Pilotsnarendefined-|tonexpand-| 

SDG&E'sncapabilitiesnaroundndistributedTietwork-|protocols-|Supportingithisndistributed-| 

securityncontrol.n 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

PlaniforithenSecuritynprogramincludesitheifollowingn 

Security-pvent-|&1ncident1Vlanagement-|(SEIM)-pefreshnlilnstallationnofnSEIM-| 

technology-|toTeplacenSDG&E'sncurrentnSEIMinfrastructure.iThe-|projectiA/illndesignnand-| 

implementnanSEIMiserviceithatisupportsncurrentnproductionnandTegulatory-| 

requirementsnandnaifoundationifonstrategic-|utilitynprograms.-|Thisncapabilitynwilh 

streamlinenandnenhance7nanagement,itrendnanalysis,nalertTeportingnandnescalation-| 

processes."! 

Substation-physical"|SecurityiHardeningT-1nstallationnofnphysicalnaccessncontrolnand-| 

monitoring-for-|Substations,nandnenhancedncapabilitiesforTietwork-|monitoringnof-ialarm-| 

systems.-! 

Security1N/letrics,-peportTand"Awareness"i(Cyber)n—iThisnprojectiA/illnenhanceinternah 

andnextemalisecuritynawareness,ncollaborationnanditraining,nasiA/ellnas-|securitynand-| 

compliance7netrics,nandTiskTeporting.Tm 

Security"ComplianceiVlanagement"|(Cyber)n—lmplementationnofiancompliancencontrol-| 

framework,isecurityifeaturesnandncontroliDaselinesnandnconfigurations,nasiA/ellnas-| 

compliancencontrolnunification,nattestationnanditestingnautomationifonsecuritynand"i 

complianceTequirements.-| 
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SecurityiThreatTand-^ulnerability1N/lanagement-|(Cyber)n—Enhancementsito-|then 

hardware/softwareisecurity-|testingiandivulnerability7nanagementiprogram;-|testingianch 

monitoringnofiSmartnGridnsecurityncontrols;7pperationalncompliance-|monitoringn(SOXn&-| 

NERC/CIP);ndataiabelingnanditagging;ncompliance7nanagementisolution;ncyberisecurity-| 

testingn&nassessmentnprogram;TPISistandards;nauditnandTecordsTetention.Ti 

Security1ncidentiVlanagement"|(Cyber)-|—lmplementationnofisolutionsiforivulnerability-| 

assessmentnand7nanagement;nhardwarenandfirmwareisecuritynassessmentnandncode-| 

review.Tilmplementationno fprocessesnandnproceduresiforndatanclassifi cation,nhandling,n 

markingnandndisposal.-nThesencapabilitiesiA/illnhelpnensurenconfigurationnandnassurancen 

verificationnanditesting;ithreatnandivulnerabilityicollaboration.Ti 

Secure-pistributed-jMetwork-protocoliDNPj-pilotihThisnprojectiwillndevelopnSDG&E-i 

standards/guidelinesifontheimplementationnandnusenofisecurenSCADAitechnology-fon 

electricitransmissionnandndistribution.iTheitechnologynwillnhavenprovenTeliability,-| 

security,Tobustness;Tneetiatencynandnreal Ltimenapplications-|requirements;nandnprovide-| 

robustitwo Wayicommunications.Ti 

lnformationiSecurity-pesearch-|(E)-i--|SecurityTesearchnactivitiesnsupportingnSmartnGrid-| 

technologiesnandnprojects.-|MonitoristandardsndevelopmentnandnotheriDestnpractices-|to-| 

ensurenexternalnalignment.Ti 

The-|timelinenofiSDG&E'snSecurity-|programisishownin-|Figuren5.8iDelow,includingnhow-| 

that-|timeline-|relates-|tonstate-|policyirequirements,-|relatednSDG&Eiforecastsnand-|the-| 

2015/2020ndetailedi\/isionistatementsnprovidedinithenVisionisectionnofithisnSmartnGrid-| 

DeploymentnPlan.-| 
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1 2 3 4 6 7 

SEDJRTY 
2011 Smart Grid Roadmap Key 

• FWicyGal 
: FOBCES 

k aSEStrert Qid Vision 

In Right Reject 
Na/vFVqject - Fblicy 
Na<vRoject -VSue 
NswR-qject - Riot 
Bterprise Reject 

: 

Economic DR at 5% of peak 

11% GHG emission reduct ion 

12,000 MWpeak reduction 

u,uuu users oi online euei yy IUOIS 

• : 00 MW peak reduction 

. •• • an 11 dynamic electric rate —small commercial customers 

• ' ional dynamic electric rate —residential customers 

Provide usage data 

10.00 0 customers using online 
energy tools 

13,000 customers. 49 MW 
residentia • • e • • - •; otal 
distribute': • ;; es 

=25,000 distributed renewables customers 

>168 MWPV (CEC) 

>60,000 PEVs 

= t)% EE reduction from 2006 

CSI: 3,000 MWof distributed solar 

real-time accessto usage data 

1,000 PEVs 

SECURITY EVENT & INCIDENT MANAGEMENT REFRESH 

Zero net energy—^0 0% new 
residential constmet i on 

30% GHG emissions reduction to 19 90 levels 

20% reduction in non-petroleum fuel use 

33% Renewable Portfolio Standard 

>260.0 00 PEVs 

SDG&E Smart Grid Vision: by 2 015 
SDG&E continues to ensure that secure 
Smart Grid technologiesare being applied 
to the electric distribution system that are 
highly resistant to outside intrusion or other 
unauthorized uses 

Smart Grid network security continuesto 
improve,further preventing unauthorized 
access and incorporating responsive intrusion 
detection and prevention measures 

INFORMATION SECURITY R I 

2 0 t) 2015 2020 

SDG&E Smart Grid Vision: by 2020 
||J SDG&E continues to work with technology 

providers to develop new control systems that 
automatically detect attacks and reconfigure 
to resist attack 

Smart Grid applications provide detailed 
logging of events enabling tracing and 
correlation for improved security, problem 
resolution, and performance monitoring 

wwwsdge.com/smartgrid 
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I 6.4.6 OPERATIONAL EFFICIENCY i 

SDG&Enhasndesignedithe-pperationahEfficiencynprogramitonadvancenSDG&E'sTietwork-i 

monitoring,noperatingnandnoptimizingncapabilitiesitonachieve-|morenefficientngrid-| 

operations.-|lnvestmentsnarenplanned-|toimprove-|monitoringnand7neasurementiA/ith-| 

technologiesithatnassistinithendetectionnofnanomaliesiA/ith-greaternefficiencynandn 

effectiveness.-nSDG&Eplansinvestments-|thatfacilitateithenavailabilitynandnusenof-ikey-| 

networkinformation,isuchnasTnodeling-|toolsitoimproveithenefficiencynofTietworl<-| 

planningnprocesses.nSeveralnprojectsifacilitate-|thenoptimizednoperationnofithengrid-| 

utilizingTemoteTnonitoringnandnreal Ltimenresponsiveness,isuchnasithe-putage-| 

ManagementnSystem/Distribution-|ManagementnSystemn(OMS/DMS)nandndynamic-| 

transmissioniineTatings.Ti 

SDG&E' sinvestmentsnoptimizingngridnoperationnaddressnopportunities-|toimprove-|powen 

flownasnwellnasngenerationncoordination.-|lnvestmentsinndynamiciinenand-facilityratings-| 

willnallownoperatorsitonmake-ireal Ltimendeterminationsnofiangridnelement'snabilityitoncarry-| 

loadi3asednonnelectricalnandnenvironmentalnconditions.-|lnnconjunctioni/vithnSDG&E-| 

investmentsinngridnoperationalncontrol-|Suchnasithendistribution7nanagementnsystem-| 

implementation,noperatorsnwilliDenableitonconductTeal 'timeioaditransfenthroughTeal L 

timeifeedenreconfigurationnandnoptimizeito-|relieveioadnonnequipment,improvenasset-| 

utilization,improveisystemnefficiency,nandnenhancensystemnperformance.Ti 

Collectively^DG&E'si'nvestmentsi'nioperationaliefficiency-willimprovei'tsiabilityitoi 

plannandnoperateithengridiwhilendeliveringi<eynenvironmentaliDenefits-|byienabling-| 

alternativeTesourcesnand-|morenefficientlyndeliveringnpower.-nAdditionally,nsomenof|these-| 

investmentsiA/illnplaynankeyiroleinnempoweringnconsumers.Tn 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planiforithe-pperationahEfficiencynprogramincludesitheifollowingn 
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Weather|StationiMetwork-|(E)-|L|ExpansionnofitheifourthiargestiA/eathennetworkinithe-| 

nationitoisupportimproveclnoperationalndecisionTnakingnduringnadverseiA/eatheri 

conditions.-fiThenexpansionnofithenweatherTietworkiwillnalsonenhanceitsTnanagementnofi 

currentnandifuturenrenewablenenergyngeneration.TiThencollectionnofireal Ltimenwind,isolari 

radiation,-|barometricnpressure,nandisatelliteirradiancendatanwilliDenuseditoiforecast-| 

solanPVnandnwindngenerationnenergynproduction.TiModelingnandiforecastingitheTnicro L 

weathenclimatenofiSDG&E'siserviceiterritorynwillnenhanceitsnability-|tonpredict-|PVnand-| 

windnenergyngenerationnpeaksnandnexpectediowsithatnoccurifrom-|the-|naturaIivariations-| 

iniweathernpatterns.TiThisiA/illnenablenSDG&EitoTnanageitheitransmissionnand-| 

distribution-gridnatnanhighievelnofiefficiencynand-|help-|toTnanage-|thendispatchnof-| 

resources.T]FinaIly,ithisTeaI Ltimeiweatherndatancan-|benuseditonsupportndynamiciine-| 

ratingsiDyifactoringinitemperaturenandiA/indifonmaximumiineTatings.-| 

Micro"Pilei(Distribution)i--|Micronpiles-|(alsoncaIledTninipiles)nare-|high 'performance,n 

high 'capacityndrillednandngroutednpilesiA/ith-|diametersitypicallyi5"i-il2"."nGenerally,-| 

micro-|pilesnarenapplicableiA/hen-|therenarenproblemsiA/ithnusingnconventionalndeepn 

foundationisystems.nWhileTiotna-|traditionalnSmartnGrid-|technologynproject,ithisnproject-| 

leveragesinnovative-|materialsnandnconstruction-|technologiesnandnhelps7ninimize-| 

environmentalimpactsnofithenelectricnsystem.Tn 

ARC"PetectionT-"PistributionT-"Evaluationnandndeploymentnofithisitechnologyi/villnassist-| 

inifirenpreventionnactivitiesithroughnSDG&EiDackcountrynareas.n 

3DiN/lodeling-jUsing-pLS-CADD/LIDAR-nThis-|projectnwilhapply-|State 'of 'the 'art-pomputeri 

modelingitechnologyitonexistingnutilityinfrastructure,nusingnconventionalnonLIDARn 

surveyidata.-nThis-|technologyiwilhprovideiSDG&EiwithibetterinformationTegarding-| 

criticalispansnand-groundnclearanceithatncanimpactisystemTeliability.-| 

Distributed-fnergy-Resource1VlanagementlSystem-|(DERMS)ilirhis-|projectiA/illnoptimize-| 

resourcenutilizationinTesponse-|toisystemnoperationalnevents,nenvironmentalnand-| 

equipmentnconditions-|(collectivelyTeliabilityievents),nandTnarketnpricenconditions.-| 
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DERMSincludesiseveralndifferent,iDutintegrated,nsoftwarencomponentsithat-| 

incorporatenadvancednoptimizationnalgorithms-|tondispatchndemandnandnsupplyiside-| 

resources,including-|DR,istorage,nand-|PEV-pharging-|(monitoringnandncontrolnofibatteries-| 

atnpublicnchargingistations).-| 

Condition teasedlN/IaintenanceT-iTransmission-iand-pistribution-ihConditionibasedi 

maintenancenwilhuse-|technologyitonassessithenconditionnandnperformancenofisubstation-| 

transformersnandiDreakers-|to-|make-|betterTnaintenancendecisionsnandnoptimizenassets.Ti 

IRInspection-forPistributionnhAppIyiaistructuredinfra 'redinspectionprogramtoithei 

distributionnsystemitoTeducenequipmentifailures,ieveragingngroundnand/ornaircraftL 

basedTnethods.n 

Geographic1nformation-|System-|(GIS)"iLjmplementationnofiannenterprise-geographic-| 

informationisystem-|thatiA/illTnaintain,nanaIyzenandTnapndatanenteredinnelectronic-| 

formatnandintegrateiwith-|the-pMS/DMS-|tonensurenup 'to 'dateTietworkTnodelsnarenusedn 

inisystemnoperations.-| 

OutageiVlanagementlSystem/DistributioniVlanagement-(System-|(OMS/DMS)T-i 

ReplacementnofiannexistingnOMSnandinstallationnofiaTiew-|DMS-|toimprovenoutage-| 

restorationnandTesponsenandidentifynpotentialngridissues.-nThisisystemiA/illprovide-| 

operators-withi'mprovedicapabilities^articularlyi'n-stormiconditionsiandTeducei 

manuahprocesses.n 

Automated"facility"Pating-|System-|'irhisnprojectnwillncreatenaTiewndatabase-|tonautomate-| 

developmentnoffacilityTatingsnandnaIlownequipmentTatingnowners-|tonentendatan 

directly.irhisiwillnprovidenupdatedinformationitoi3perationsnand-|Engineeringnasiwellnas-| 

providenannaudititrail-fornNERCTeliabilityistandardsncompliance.-| 

Smart"|Substationsn(E)-i--|Upgradesnofpldnelectro 'mechanicahrelaysitoisolid 'statejelaysi 

tonallowiforimprovednprotectionischemesnandifunctionality.-| 
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Mobile"field"force"Peploymentn(E)-i--iThisiprojectiincludesifieldischedulingiandiclispatclT| 

(FSD),iwideriutilizationnofTnobilendataiterminals-|(MDTs)ifonsuchinitiativesnasnSupervison 

Enablementn(SE),improvediwork-|management-|systemsnandithe-ponstruction-|Planning-| 

and-|Designn(CPD)initiative.TnTogether,ithesenprojectsnwilhimprove-|thenefficiencynofi 

SDG&E's-fieldforcesithroughimprovedncommunicationsnandnautomation.-| 

Dynamici.ine"PatingST-irhis-|projectiA/illndevelopncriteriaiforiapplicationsnonithe-| 

transmission-system,^ ndinitiateiapilotprogram-withitheiCAISOitoiuseiDynamici 

Transmission-|LineTatingsinngenerationndispatch.nSensorsiA/illiDeinstallednoniinesito-| 

monitontensionnanditemperaturenconditionsinnordentondevelopTealitimendynamic-| 

conductorjatings.-i 

The-|timelinenofiSDG&E's-pperationahEfficiencyiprogramisishownin-|Figuren6.9-|below,-| 

includingnhow-|thatitimelineTelatesitoistatenpolicyTequirements,TelatednSDG&E-| 

forecastsnandithen2015/2020ndetailedi\/isionnstatementsnprovidedin-|thenVisionisectionnofi 

thisnSmartnGrid-|Deployment-|Plan.-| 
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SDGE 1 2 3 4 5 W 7 8 2011 Smart Grid Fbadmap 

OPERATIONAL ffRQBCf 
Key 
1 RolicyC-bal 

Forecast 
ft SDSSESmt QidMsion 

In Right ftoject 
NswFVoject - Fblicy 
hfevvR-qjecl -\felue 
NewFToject-Rlot 
Enterprise R-oject 

Economic DR at 5% of peak 
11% GHG emission reduction 
12,000 MWpeak reduction 

Provide usage data 
t) .000 customers using 
online energy tools 
1.3,000 customers, 49 MW 
re3idential/90 MW total 
distributed renewables 

17000 MWpeak reduction 
Default dynamic electric rate —small commercial customers 
Optional dynamic electric rate —resident lal customers 

Potential energy storagetarget 
>25,000 distributed renewables customers 
>168 MWPV (CEQ 
=€0,000 PEVs 

Provide real or near real-time excess 
to usage data 
1,000 PEVs 

DISTRIBUTED ENERGY 
RESOURCE MANAGEMENT SYSTEM a 

t)% EE reduction from 2006 
CSl: 3,000 MWof distributed solar 

Potent ial energy storage target 
Zero net energy—'00% new 
residential construction 
30% GHG emissions reduction to 1990 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard 
>260,000 PEVs 

CONDITION-BASED MAINTENANCE (TRANSMISSI 

DYNAMIC LINE RATINGS (TRANSMISSION) 1 

AUTOMATED FACILITY RATING SYSTEM 

ARED INSPECTION (DISTRIBUTION) 

ARC DETECTION 

3D MODELING USING PLS CADD LIDAR 

WEATHER STATI II 
1 ifiilfll 

CO 
Cd 
O 
H 
Rp 
CO 

o 
LO 
-1^ 
00 o 

MOBILE FIELD FORCE 

SMART SU S (TRANSMISSION) 

2006 2 0 t) 2015 2020 

SDG&E Smart Grid Vision: by 2 015 
Improved distribution system voltage regulation 
through energy storage, automated capacitor 
switching, and other devices results in lower 
system losses 

SDG&E Smart Grid Vision: by 2020 
Ancillary service markets allow use of 
distribution level resources supporting the 
transmission system and resulting in improved 
system performance 

SDG&E'sDistributed Energy Resource 
Management System is fully functional and 
interfacing with customer loads and resources, 
supporting efficient utilization of distributed 
energy resources 

SDG&E is utilizing time series data and event 
correlationsto provide predictive capabilities 
that improve asset management, system 
operating performance, and health 

wwwsdge.com/smartgrid 
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6.4.7 SMART-GRID RESEARCH, DEVELOPME NT AND DEMONSTRATION i 

(RD&D) i 

ManynSmartnGrid-|toolsnanditechnologiesnanticipatedito-|benavailableinitheifuturenare-| 

nascentnoristillinithenconceptuaInstage.T|TheitechnicalTequirementsnandifunctionaIity-| 

arennotndefinednanditheimpactnonnSDG&E'snoperationsisTiotifullynunderstood.nSDG&E-| 

SmartnGrid-|Research,-|Developmentnand-|Demonstrationn(RD&D)-|programincorporates-| 

pilotsnandithendevelopmentnofnan1ntegrated-|Test-|Facilityitonaddress-|thesenareasnofi 

uncertainty."! 

SDG&Enplansitoimplementnan1ntegrated-|Test-|Facilitynasna-|test-|bedifornSmartnGrid"i 

technologies.nAsnpartnofitheneffortitointegrateitechnologiesitoimproveithenelectric-| 

powerisystems'Teliabilitynandnefficiency;-facilities,isystems,nandnpersonneliA/ilhbe-| 

requireditoitestinteroperability,ifunctionalitynandneffectivenessin"imeeting"i 

requirements.irhe-|lntegratedirest"|Facilitynwillnallowintegrationitestingnofimultiple-| 

complexnhardwarenandnsoftwareisystemsncomprisingnSmartnGrid-|technologies.-| 

LeveragingispacenatnannexistingnSDG&EiDuilding,ithenprojectnwillimplementTiecessary-| 

upgradesnandnequipmentitoncreateithesencapabilities.-| 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

PlaniforithenSmartnGrid"|RD&Dnprogramincludes-|theifollowing:-| 

Microgrid-ihSDG&E's-iBorregonSprings-iMicrogridndemonstrationnprojectnusesnSmartnGrid-i 

technologiesitointegratenand7nanagendistributed"iresources,nandiA/illnenableithe-| 

demonstrationnofislandingnofiannentirendistributionncircuitifrom-|the-|utilityngrid.-| 

Integrated"|Test"facilitynL|This-|projectiA/illnconstruct-facilitynupgradesnandnpurchasenand-| 

installnequipmentitoncreatenanSmartnGridintegrateditest"facilitynasndescribednabove.-| 

Flexible"Pemand"PilotihThisnprojectisndesigned-|toi/vorknwithitheGAiSOitonaggregate-| 

manyismall-batteries-pmtheidistributionisystemintoione-iargerentityithatncan-bidinto-

theGAISOimarkets.-i 
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RD&D-|Smart-|Grid-pelated-projectsihThese-|RD&D-|projectsnarenorganizedintoTnultiple-| 

programnareasnof-|RD&Dn(operations,ncustomeriapplications,nclean-generation,nclean-| 

transportation,Tenewablengenerationnandnprogram7nanagementnandTelated)nand-| 

includen(amongnothers)nstandardsnandnprotocols,ncustomeriDERintegration,-|next-| 

generationnDERnandTiext 'generationienergyistorageisystems.i 

Theitimelineiof-SDG&E's-RD&Dprogramis-showniniFigurei6 'lOibelowJncluding+iowi 

that-|timeline-|relates-|tonstate-|policy-|requirements,-|relatednSDG&Eforecastsnand-|the-| 

2015/2020ndetailedi\/isionistatementsnprovidedinithenVisionisectionnofithisnSmartnGrid-| 

Deployment-flan.n 
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1 2 3 4 5 6 7 8 9 2011 Smart Grid Roadmap 

DRDSD 
Key 
1 Fbl icy Goal 

Forecast 
* SD38E3rErt QidMsion 

In Right ftoject 
htewFVoject - Fblicy 
Nav Reject -\felue 
NswRoject-Rlot 
Enterprise Roject 

Economic DR at 5% of peak 

11% GHG emission reduct ion 

12,000 MWpeak reduction 

u,uuu users oi online enei yy toots 

• : 00 MWpeak reduction 

. •• • an 11 dynamic electric rate —small commercial customers 

• ' ional dynamic electric rate —residential customers 

Provide usage data 

10.00 0 customers using online 
energy tools 

13,000 customers. 49 MW 
residentia • • w • • - •; otal 
distribute': • ;; es 

=25,000 distributed renewables customers 

>168 MWPV (CEQ 

>60,000 PEVs 

= t)% EE reduction from 2006 

CSI: 3,000 MWof distributed solar 

real-time accessto usage data 

. 

MICROGRID 

INTEGRATED 
TEST FACILITY 

RD&D SMART GRID RELATED PROJECTS 

— STANDARDS AND PROTOCOLS 

— DER & RENEWABLES 

— ENERGY STORAGE 

2 0 t) 2015 

Zero net energy-1(30% new 
residential constmet i on 

30% GHG emissions reduction to 19 90 levels 

20% reduction in non-petroleum fuel use 

33% Renewable Portfolio Standard 

>260.0 00 PEVs 

2020 

SDG&E Smart Grid Vision: by 2 015 
Hi SDG&E is helping advancethe development 

of protocoisthat enableful! integration 
of customer Distributed Energy Resources 

SDG&E is demonstrating the benefits of energy 
storageand communications with conventional 
technologies in practical applications 

SDG&E customers have the ability to control 
loads autonomously and many have adopted 
energy efficiency technologiesto attain zero 
net energy objectives 

SDG&E Smart Grid Vision: by 2020 
SDG&E continues to work with the industry to 
develop interfaces with customer loadsto allow 
dynamic control and regulation 

Hi Widely adopted NIST standardsare creating a 
ubiquitous market of plug-and-play networked 
devices in homes and businesses 

wwwsdge.com/smartgrid 
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I 6.4.8 INTEGRATED AND CROSS CUTTING SYSTEMS j 

1 

SDG&ETecognizesithatnsomeiDroad 'basedinvestmentsnareTequireditonachievenSmartn 

Gridncapabilities.1nnareasisuchnasnapplication-|platformndevelopment,ndataTnanagement-| 

andnanalytics,nandngridncommunications;nanintegratedinvestmentnapproachi/villnensure-| 

thatncostsnare-|managednefficientlyiwhilencreating-|the-|platformitondeliver-|Streamsnofi 

benefitsnacrossnSDG&Enoperations.Ti 

SDG&E-wilh'nvestiniaTiext 'generationnapplicationnplatformitoTneetithendemandsnofiitsn 

SmartnGridinvestments.-|lnvestmentsinnenterpriseinformation7nanagementnwillnensure-| 

that-|newnSmartnGridnequipmentiforgridnoperationsncanTeadilyncommunicatei/vithTiew-| 

andiegacyiequipmentnandnactnon-|theinformationnexchanged.-nSDG&Einvestmentsin-| 

communicationsnwillnconvergeintonaisinglenpurposencommunicationsTietworl<,iA/orl<ing-| 

towardnanunifiedncommunicationsTietwork.irheishort Wnrjnvestmentsienhanceiandi 

buildnnewncommunicationsinfrastructureitonenableTiewnsensor,-|metering,Tnaintenance,-| 

and-gridnassetncontrolTietworks.nMid WminvestmentsiextendiSDG&E's-physicaliandi 

logicalTietworknsecuritynperimetentonenableincreasedisecureinformationnexchange-| 

withnSDG&E,iservice-|partnersnandncustomers.TiTheiong Wminvestmentsiwilhextendi 

theitransitionitonanunifiedncommunicationsinfrastructure,ifurtheringneasily 'enablednandn 

secureinformationnexchangeiDetweennSmartnGridndomains,isystems,nand-|participants.-| 

Aiistnofithe-|specific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

Planiforithe1ntegratednand"Gross 'cuttingnSystemsnprogramincludesithe-followingn 

Low-power^Vide-|AreaTCommunications"Network-|UThisprojecHDuildsiouttheiowL 

speediwirelessnnetworkiandibackhauhconnectivityitcnenableielectricir&DitcndeployTand-| 

monitorfaultncircuitindicatorsn(FCIs)nandito-|moreneffectivelyTnonitoriaviationiights-| 

requiredifonaviationnsafety.T|ThisincludesisupportiforithenSunrise-|Powerlink,Tiew-| 

aviationiights,ifaultedncircuitindicatorsifor-|High-|Risk-|FirenAreas-|(HRFA),nandnothenFCIs-| 

andnaviationiightsTieeds.irhisncapability-|willnalsonprovide-faultTiotificationnand-| 
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integrationiA/ith-pMS/DMSnandnotherinfrastructurenandncommunicationTnonitoringn 

systems.Tn 

CISCO"Pata_Archiving-|(E)-|LiGrowthinndatai\/olumenandincreasedisizenofithendatabase-| 

caniyieldnperformancendegradationito-|batch,nonlinenandndistributed-|programsnassociatedn 

withnSDG&E'sncustomer-|informationnsystemn(CISCO).-nThisnprojectnwillndevelopnandataiife-| 

cycle-for-GISCOndatanwithithenaimnof-|reducingndatabaseisizesnandimprovednonline,iA/eb-| 

servicenandiDatchnprocessnperformance.n 

CISCO-peplacementViJpgrade-ijEjnhSDG&CISCOnwilhneeditoiDeTeplacednorisignificantly-i 

upgradednasivariousnSmartnGriditechnologiesnareimplemented.-nThencurrentncustomen 

informationisystemnwasnputiniserviceinnapproximatelyil998,nandnSDG&Enanticipates-| 

thatnreplacementnorisignificant-|upgradesiA/illiDe-|necessaryiinithen2015i--i2020-|period.-| 

DataiN/lanagementnand-AnalyticsihThe-|Data-|ManagementnandnAnaIytics-|projectiA/ilh 

providenanninfrastructure-|tonhouseitheivastnamountsnofinewndatangenerated-|bynSmart-| 

GridnandiA/illTnakeitnavailableifornanalysisnonnannear 'real Ltimenbasis.TiNewnanalyticsitools-| 

williDendeployednandispecificaIlyitailoreditoithenSmartnGrid-|businessndomainsitonuncoveri 

angreatenunderstandingnof|this-|newndatain-|areasisuchnas:-|PredictivenAsset-|Maintenance,-| 

DemandnForecasting,nSituationalnAnaIysis,-pptimizationnand-Gustomer|UsagenAnaIytics.Ti 

UnderlyingifoundationaIncapabilitiesincludenensuringithatinternaIncompanyndatais-| 

consistentlynusednandnalignediA/ithnextemalnSmartnGridindustryistandards.Tn 

SDG&E"|Grid"Communications"(ServicesT-iSDG&EnGrid-GommunicationnServicesiwilh 

implementnannadvancedi/virelessncommunicationsisystemithatiA/illnaIlownSDG&Eito-| 

monitor,ncommunicatei/vithnandncontrol-|transmissionnandndistributionnequipment,-|thus-| 

acceleratingndeploymentnofiSmartnGridnapplicationsnandndevices.-|The-|NextnGeneration-| 

SDG&E-Grid-£ommunicationsiServices-|projectiwilhdeployTnext 'generatiornwirelessi 

communications-|technologyitoimprovencoverage,ncapacity,nandnperformanceito-|meetna-| 

greatlyiexpandednSmartnGridncommunicationsiandscape.Ti 
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PrecisionnTime"3ystemnhThisprojectiwilhassess,test,ianchdeployistandardizechprecise-| 

timeisynchronizationifor|thenelectricisystemnandnharmonizeithe-|timeistandardsnwithithe-| 

informationTietwork.nStandardizingnhighIyprecise-|timensynchronizationnacrossithenutility-| 

systemsiA/illiDeivitaIitondeliveringnSmartnGridnoperationaInandnefficiencypbjectives.-| 

Currently,ndifferentitimensynchronizationnstandardsnandnprotocolsnarenusediA/ithinithe-| 

electricisystem,nwhileithe-|Networkirime-|Protocoh(NTP)isnpredominantinithe-| 

informationTietwork.nSmartnGridTequirementsifornhighlyipreciseitimeisynchronizationis-| 

drivingitheiworknofithe-|NIST-|PrioritynAction-|Plan-|PAP ^3:T|HarmonizationiofiIEEE-C37.118i 

with1ECn61850nandnPrecision-|TimenSynchronization.-| 

Next lGeneratiornApplicatioirpiatforrrri hDesigrnandimplementationnofiaTtextL 

generationnapplicationnplatform-|toisupportnSmartnGridnoperationnandncustomeri 

enablement.T|TheTiewnplatformiA/illnsupportiversatilenapplicationndeploymentithrough-| 

web,7nobile,in lhouse-|HANnandnothers.1tiwouldnenable-|reliablenandnscaIablenoperations-| 

andnsupport-imassivenparallehprocessingnandnenablencentralizednpolicynandnentitlementn 

managementnandndistributednenforcementfonapplicationnandndeviceisecurity.Tm 

Implementation-pfinternet-protocol-yeilPveHEjnhThisnprojectiA/illTnigrateithenSDG&E-i 

technicaIinfrastructureitoieverageinternet-|Protocoliversionn6n(IPv6)nasnai<eynenableri 

fondeployingnannincreasingnandivastTiumbenofinetwork lparticipatingndevices,Tincludingn 

smartndevicesndeployediDynprojectsnonithenSmartnGrid-|roadmap.iThis-|projectiA/ilh 

prepare-|thennetwork,iserver,nandnapplicationinfrastructure-|needed-|toisupportithis-| 

migration.Ti 

The-|Integratednand"Cross tuttingnSystemsiprograrrnwilhcontinueitcnevolveiand-providei 

newnandimproveditechnicaIncapabilitiesifonaIlnofnSDG&E.nWhileTiotispecificaIlyincluded-| 

inithenSmartnGridToadmap,nprojectsithatndeliverimproveditechnicalncapabilitiesi/villiDe-| 

leveragediDynSmartnGridndeployments.-nSomenexamplesincludeiTi 

ffi Continued-|servenconsolidationithroughivirtualizationitoTeduceithe-|numbernof-| 

servers,nasiwellnasitotaInenergyiconsumption.-| 
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ffi Meetingincreasingistoragendemandiviandatande 'duplication,ithinnprovisioning,n 

automaticndataitiering,nandimprovedistorage-|resourceTnanagement.-| 

ffi Aivirtuahnetworl<iperimetenenvironment-|toincrease-|networlqflexibility,-|security,-| 

reliability,nandiscalability.Ti 

The-|timelinenofiSDG&E'sintegratednand"Pross butting-Systemsprogramis-shownini 

Figured [lliDelow,includingnhowithatitimeline-|relates-|tonstate-|policyirequirements,-| 

relatednSDG&Eiforecastsnandithen2015/2020ndetailedivisionistatementsnprovidedin-|the-| 

VisionisectionnofithisnSmartnGrid-|Deployment-|Plan.-| 
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I NTH^THD AfD CROSS-CLini NG SYSTBVB 
Hgure 6-11 

: 

Economic DR at 5% of peak 
11% GHG emission reduct ion 
12,000 MWpeak reduction 

50,000 users of online energy tools 

00 MW peak reduct ion 
• aulf dynamic electric rate —small commercial customers 
•. • • ional dynamic electric rate —resident lal customers 

Provide usage data 
10.00 0 customers using online 
energy tools 
13,000 customers. 49 MW 
residentia • • w • • - •; otal 
distribute': • ;; es 

=25,000 distributed renewables customer 
>168 MWPV (CEQ 
>60,000 PEVs 

= t)% EE reduction from 2006 
CSI: 3,000 MWof distributed so-: 

real-time accessto usage data 
1,000 PEVs 

COIVIMUNI CATIONS 
INFRASTRUCTURE" GRID COMMUNICATI 

& ANALYTICS 

LOW POWER WIDE AREA COT.1MUNICATIONS NET 

EMS (INCLUDES NEXT GENERATION) 

ODATAARCHIVI 

CISCO REPLACEMENT UPGRADE 

2006 20t) 2015 2020 

Key 
Fbl icy Goal 
Forecset 
SDG8E&mrt QidMsion 

In Right R-oject 
NbyvR-qject - Fblicy 
Nav Reject -\felue 
NswR-oject-Rlot 
Enterprise R-oject 

Zero net energy—^0 0% new 
residential construct ion 
30% GHG emissions reduction to 19 90 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard 
>260.0 00 PEVs 

SDG&E Smart Grid Vision: by 2 015 
SDG&E continuesto enhance near real-time 
analytic services for control room analysis (via 
time-series or alternative analytic tools) enabling 
predictive and geospatial analyses 

Robust grid communications are enabling the near 
real time and real-time information access required 
operatethe grid more efficiently 

HI Smart Grid communications enabled along 
distribution lines connecting Distributed Energy 
Resource and energy storage providers, enabling 
timely and secure information exchange with the 
CAISO markets 

SDG&E's system integration platform is providing 
improved interoperability among different systems 

DG&E Smart Grid Vision: by 20 20 
Fully integrated data systems enable a holistic 
approach to data management improving overall 
utility situational awareness regarding the state 
of the grid 

| SDG&E provides customers with opportunities 
to participate in the market using open standards 
and applications by leveraging time series data and 
event correlations, as well as meter data brought 
together using system integrations 

SDG&E is enabling automatic server workload 
migration capabilities, based on availability, cost, and 
source (fossilfuel, solar, wind generated)of power 

wwwsdge.com/smartgrid 
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I 6.4.9 WORKFORCE DEVELOPMENT i 

SDG&E'snWorkforcenDevelopment-|programnenablesithenactivitiesnofithenothernprograms-| 

bynensuringithatnSmartnGrid-|requirementsnare-|metiDyia-|skillednand-|preparediworkforce.-| 

Aiistnofitheispecific-|projectsithatnSDG&EisincorporatinginitsnSmartnGrid-|Deployment-| 

PlaniforithenWorkforcenDevelopmentnprogramincludes-|theifollowing:-| 

Smart"|Grid-prganizational-Change1VlanagementTiLnThisnprojectiA/illnputinnplaceithe-| 

training,ncommunication,npoliciesnandnpracticesTiecessaryitonensureithatnasitheTnany-| 

SmartnGrid 'relatedinitiativesnareimplementedithatnchangeTnanagementisnhandledn 

consistentlynandneffectively.ifhisinitiativendevelopsTiewiobiskillsiforisomenemployees,-| 

newpositions-forptherrequirediobiskills-andTewiDusinessprocessesTtoiensure-

continuedncomplianceiA/ithnregulatorynandisafetyTnandates.-| 

SurveynToolsiEj-ihThis-iprojectiA/ilhresultinimplementingitheisurveyitoolsTiecessaryito-i 

gaugenemployeenattitudes-|towardnand-|understandingnofivariousinitiativesiDeing-| 

pursued.-fi 

Workforce"PlanningiTools"|(E)-i-irhisnprojectnwilhimplementithe-|toolsTiecessary-|to-| 

projectiA/orkforceTequirementsnandnaidin-|planningito7neetithoseTequirements.-| 

Smart"|Grid"V\/orkforceiVlanagementT-iThisnprojectnwilhresultinitheimplementationnof-| 

recruitingistrategiesnandnclientnpartnershipsTiecessaryito-|manageithenSmartnGridTelated-| 

workforce.-|Fonexample,nSDG&Enengineeringnand-|ITndepartmentsnhavenstarteditoTecruit-| 

jointlyinnanneffortitonattractnandnhire-|StudentsiwithnaiDlendnofielectricalnengineeringnand-| 

computenscience,ncomputernengineering,nand/onmanagementnengineering-| 

backgrounds.-! 

Change1VlanagementiTools"|(E)-|-irhis-|projectiwilhresultinitheimplementationiofithe-| 

toolsTiecessaryitonensureneffectivenorganizationalnchangeTnanagement.-m 
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SDG&E+ias-aistrongicommitmenttoiensureits-workforceTeflectstheiaborrnarketsit-

serves.TnTherefore,nasi/vithnaIlnofiitsTecruitmentistrategies,nSDG&EiA/illnensureithe-| 

outreachifonallnemploymentnopportunitiesTelateditonSmartnGridisinclusiveitonall.Tii 

The-|timelinenofiSDG&E'snWorkforcenDevelopmentnprogramisnshownin-|Figuren6 h.2-\ 

below,includingnhowithat-|timelineTelatesitonstatenpolicyTequirements,TelatednSDG&E-| 

forecastsiandithei2015/202Chdetailedivisiornstatementsiprovidedirr|theiVisionisectiornofi 

thisnSmartnGridnDeployment-|Plan.-| 
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1 2 3 4 5 6 7 8 9 2011 Smart Grid Roadmap 

WORKFORCE DB/BJOPIVBfl" 

Economic DR at 5% of peak 
11% GHG emission reduction 
12,000 MWpeak reduction 

0,000 users of online energy tools 

• : 00 MW peak reduction 
an 11 dynamic electric rate—small commercial customers 

• ' ional dynamic electric rate —residential customers 

Provide usage data 
10.00 0 customers using online 
energy tools 
13,000 customers. 49 MW 
residentia • • e • • - •; otal 
distribute': • ;; es 

=25,000 distributed renewables customers 
>168 MWPV (CEQ 
>60,000 PEVs 

= t)% EE reduction from 2006 
CSI: 3,000 MWof distributed solar 

real-time accessto usage data 
1,000 PEVs 

KFORCE PLANNING T 

VEY TOOLS 

2 0 t) 2®15 2020 

Key 
• Fblicy QB| 

ForeceS 
# SDG8ESmart Qid Vision 

In Right Roject 
NewRoject - Fblicy 
NavRojecl -\felue 
NswR-oject-Rlot 
Enterprise Roject 

Zero net energy—^0 0% new 
residential const ruction 
30% GHG emissions reduction to 19 90 levels 
20% reduction in non-petroleum fuel use 
33% Renewable Portfolio Standard 
>260.0 00 PEVs 

SDG&E Smart Grid Vision: by 2015 
Community colleges, trade schools, and 
universities have Smart Grid based curricula 
that provides utilities with a Smart Grid-ready 
recruiting pool 

SDG&E Smart Grid Vision: by 2020 
SDG&E is partnering with educatorsto 
provide on-site university level training for 
Smart Grid subjects 

wwwsdge.com/smartgrid 
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6.5 CONCLUSION! 

SDG&E'snSmartnGrid-|Deployment-|PlanifacilitatesnachievementnofiABn32,ithe-|Co///orn/o7 

Long jTermfnergy Efficiency Strategic flan,istate 'mandatednenergynefficiencynandn 

demandTesponsengoals,-|RPS,nandifull 'solanPVndeploymentnundenthenCalifornianSolan 

lnitiative;nanditincludesnplansitondeployinfrastructurenenablingncustomersiA/ithnaccess-| 

tonenergynconsumptionnandnpricingndata.iThroughnSDG&E's-|ninenSmartnGrid-|program-| 

areas,ithe-|utility-|isnableitoiDuildithencapabilitiesTequiredito7neetitheTieedsnofi 

customersnanditheistate'snambitiousnenergynpolicyngoals.Ti 
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This section contains conceptual and/or provisional cost estimates reflecting £he best available information at :the itime of 
preparation of ithe Smart Grid Deployment Plan. ;These estimates are not intended for use in new requests for funding and are 
subject to change as new information becomes available. 
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7.1 INTRODUCTION! 

AsnpartnofitsnSmartnGridnDeploymentnPlan^DG&Enhasndevelopedncostnandnbenefit! 

calculationnprocedures!toidentify,!quantify,!and,!where!possible,!monetize!the!CostS! 

andnbenefitsnofitsncurrentnandnplannednSmartnGridinvestments.nSDG&Enhasnapproached! 

eachnofithenninenprogramnareasndescribedithroughout-ithisndocumentfromnancostL 

effectivenessnperspectivenasndescribedinnD.10 ^6 b47innordentondetermine!whetheri 

eachnproject'sncostsnarenoutweighednbyiitsnbenefits.nThisnanalysisisnanhighnpriority-fon 

SDG&EinndevelopingitsnSmartnGridndeploymentnroadmapnandnhasnbeennapplieditonalh 

projectsin-ithenSmartnGridnDeploymentnPlaniA/hetherTequireditonmeetistatenorfederah 

policyTequirementsnontonsupportncustomenchoicenandnpreferences.nSDG&Enwillnnot! 

requestnauthorizationiforifundingnofprojectsnnotnnecessaryitoncomplyiwithnpolicynunless! 

thenbenefitsnexceedithenassociatedncostsnoriwhereitheyiareTequireditoneffectively! 

communicatei/vithncustomers.! 

SDG&EnhasndevelopednandnappliednaithoroughnandncomprehensivenanalysisnofitS! 

proposednSmartnGrid-itechnologynandinfrastructureinvestments.nAsnexplainedin-ithen 

followingisection,!this!analysisisintended!tcnbe!as!accurate!as!possible,T*iven!Currently! 

availableinformation.nThenanalysisidentifiediwhichncostnandnperformancendatanofferithe! 

bestnapproachnand^augeditheTeliabilitynofnbothncostnandnperformancenestimatesifon 

eachnprojectinnSDG&E'snninenSmartnGridnDeploymentnPlannprogramnareas.nHoweve^nas! 

explainedinnsectionny.Z.B^nnestimatenofithencostnpencustomer^orparticipating! 

customerJnhasnnotnbeennprovided.Ti 

44Tf'Cost"inithisiSmartTGridiDeploymenti3lanisTdefinedTasTcapitalTexpendituresTandiDperatingiandnmaintenancen 
{0&M)Texpenses.1tidoesTiotincludeTadditionalTelementSToftotalTCostsiDfT3rojectsthatTareincludedinTatesT3aidi3yn 
customers.^ 
1 

This section contains conceptual and/or provisional cost estimates reflecting £he best available information at :the itime of 
preparation of :the Smart Grid Deployment Plan. ;These estimates are not intended for use in new requests for funding and are 
subject to change as new information becomes available. 

SDG&E-|SmartiGricl-peployment-pian:i2011i—-|2020i Pagei265 

SB GT&S 0248027 



Dueito-|the-|nascentnstatenofimuchnofiSmartnGriditechnologynanditheifact-|thatnactuah 

deploymentnwilhbeiDasednonifutureiessonsnandnpilots,ithesenestimatesi/villncertainly-| 

changenoveritimenasnSDG&Eiearns7nore.nAdditionaIly,itisncommonfoncompeting-|labor-| 

resources,-|technologyicomplexities,-|newnandnchangingTequirements,nandnotheri 

unforeseenncircumstances-|toincreasencostnandncausenprojectndelay.1nnordento7nitigate-| 

schedulendelaysnandncostnoverruns,nSDG&E'snproject"imanagersieveragenaTiumbernof-| 

bestnpractices,iA/hichncannaidinndevelopingnaccuratenestimatesiDut,natithisistagein-|the-| 

SmartnGrid'snevolutionnandindustryndeploymentnexperience,-|manynareTiotnavailableifori 

SmartnGridnDeployment-|Plan-|projects.Tn 

TondevelopncostnestimatesieveragingiDestnpractices,ndetailedTequirementsnare-| 

developed,-|prototypesnareimplemented,ncontingencyisnadded-|toncovennewnand-| 

unanticipatednchangesiDasednonithencomplexitynandisizenofithenproject,iessonsiearned-| 

fromnpreviousnprojectimplementationsnarenaccountedifor,nproposaIsnareTequestedifrom-| 

experiencedintegratorsithatnarenaskeditoncommititoifixednprices,nproject-|materiaIsnare-| 

forecastediDasednon7narketnprices,nandnexperiencednemployeesnarenassignednornhiredito-| 

resource-|thenproject.nSmartnGrid-|projectsnarencurrentIynunableitoieverage7nanynofithese-| 

practices,iDutnwillnasithey7naturenover|time.-| 

Asithe-CPUCTotediniD.10 ^6 l04745,ithesenestimatesnarenpreliminaryiandnconceptual.-| 

SDG&Eiwillifileisupportingnapplicationsnwhenisufficientlyiprecisenestimatesnarenavailable-| 

andnwillTeviseithendeploymentToadmapnasTequirementsnanditechnologyicapabilities-| 

evolve.Ti 

Asndescribedinithe-|Deployment-|Baseline,nSDG&Enhas-|beennpursuingnSmartnGrid-| 

solutions-foriseveraliyearsnandithe-GPUC-|hasnalreadyiauthorizednansubstantialnportionnof-| 

thencostsTeflectedinnSDG&E'snSmartnGrid-|Deployment-|Plan.iThosencostsnareincluded-fon 

45TD.10 >06 ^Tat-p^g-

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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then2006i-n2020itimenperiodnandndoTiotnapply-|the-|provisionalTange-factorsndescribeclin-| 

sectionn7.2.2.j| 

lnnadditionitonpreviouslynauthorizednexpenditures,ithisnplanincludesproposedn 

investmentsithat-|haveiDeennpreviously-filediA/ithithenCPUCinnSDG&E'siTestnYean2012-| 

(TY2012)nGeneral-|RatenCase46-|(GRC),nor-|iniseparatenapplicationsn(suchnasnSmartnGrid L 

related-|Demand-|Response47nand-|Dynamic-|Pricing48nprograms).T|ThesenestimatesndoTiot-| 

applyithenprovisionalTangeifactorsndescribedninisection-|7.2.2.-| 

ProjectedncostsincrementaIitoitheseitwongroupsnarenalsonestimatednandisummarized-| 

belownaccording-|toitheinregulatoryijurisdiction,-GPUCnor|FERC.-| 

The-|totaInestimatedncostsnofiSmartnGrid-|deploymentsiforitheiyearsn2006i--i2020-| 

describedinithisnplannarenapproximatelyn$3.5iton$3.6iDillion,-|brokenndownnasifollows:-| 

1 

1 

1 

1 

1 

1 

1 

1 

46nA.10 L12 ^05,informationiavailableTatMtP-//www..sdgexom/reg.uJato!^/A10.L12.'005.shtm.hi 
47nA.ll 93 l002,jnformation-gvailab]e-gttittpi//www.sdge.com/regulatory/All *03 '0Q2.shtm^ 
48IA.10 ^7 l009,informatiomavailableiattittp://www.sdge,com/regylatory/A10 *07 'OCB.shtm^ 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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Table ? ll: SmartiGrid Deployments iTotal jEstimated Costsi2006 l2020i 

Previouslynauthorizedinvestments49n(Smart-|Meter,-ppEx-| 

20/20nSmartnGridnprojects)-| 

$1,042"|MM"| 

2012-|TestnYeariGenerahRatenCase50Ti $1,424-|MM"| 

Othenactivenapplicationsn(Demand-|Response51,-|Dynamic-| 

Pricing52)-! 

$237iMMi 

Estimatedincrementah'nvestmentS"r"CPUCi $299iMMih$364iMMi 

Estimatedincrementah'nvestmentS"riFERC- $466"|M M"| h$555"|M M"| 

1 

7.2 APPROACH-! 

lnnorderitondetermineithenoveralliDusinessi\/aluenofitsnSmartnGrid-|Deployment-|Plan,-| 

SDG&Enembarkednonnannextensiveinitiative-|toiforecastnandncompileiDothithenprojected"i 

costsnandiDenefitsiforitheivarious-|projects-|thatisupportnSmartnGrid.-nAsnpartnofithis-| 

exercise,nSDG&EnexaminedithencostsnofiprojectsnandnprogramsithatnprovidenSmartnGrid"i 

functionalityiA/hichnarenalreadynunderwaypnexpecteditoiDeginnprioriton2020.-| 

49nCosts-|foripreviouslyiauthorizediinvestmentsihaveibeenforecast-)3eyonditheperiodTeflectediiniSDG&E'si 
TY2012TGeneral^ateTCasei(A.10 L12 >005).-n 
5°TCostsiforiprojectsiinitheiTY2012i3eneralf^ateiCasei(A.10 h.2 b05)ihaveibeeniforecast-peyondithe-periodi 
reflectediinitheiapplication.i 
51nOnlyitheiSmartnGrid-related^:osts-iforitheiDemand-Responsei(A.ll ^3 l002)iprogramiareincludediandi 
have-beeniforecastibeyonditheperiodTeflectedinitheiapplication.Ti 
52nOngoingncostsiforitheiDynamiciPricingfrogramiapplicationi(A.10 ^7 toOihaveibeeniforecast-beyondi 
theiperiodireflectedinitheiapplication.Ti 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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I 7.2.1 PROJECT CLASSIFICATIONS i 

Thencostncompilationnexerciseinvolvednexaminingithencostsnatitheindividualnprojectn 

levelitonensureithatnaiDestncostnestimateiA/asncollected.-nAsidiscussedinitsnSmartnGrid-| 

Strategy,-|projectsiwerengroupedintononenofithreenclassifications:-| 

ffi Policy53i-nprojectsi/vhichiserveitoTneetnaispecificTegulatoryTnandatenornpolicy;-| 

theidriverfortheproject-solutionisthe-solutionthatistheileast tost/best Lfit;n 

ffi Valuei-nprojectsithatnarenexpectedito-|providenoveralhbenefitsn(e.g.Teliability,-| 

economic,-|Societal)-ntoithenutilitynand/oncustomer,includingneffective-| 

communicationsnwithncustomers,-|thatiustifyithenprojectinvestment;non 

ffi Piloti-nprojects-|meant-|tonexploreTiewitechnologiesnoriservenasna-|proofioficoncept-| 

or-preliminaryitesticaseprioritoithe-fullideploymentiof-aHarger-program.i 

17.2.2 CONCEPTUAL AND PROVISIONAL ESTIMATES i 

WhilenSDG&E7nadeneveryneffort-|tonensure-|theivaliditynofithencosts,itheifinalncompiled-| 

figuresnarenmeantistrictlyito-|benusediforinformationalnpurposes,nand,nconsistentiA/ith-| 

D.10 ^6 l04754,nareishown-|usingnconceptualnestimatesifor|theiyearsn2011 ̂ OlSnandn 

provisionahrangesifon2016 12020.TI 

The-|projectncostsnwerencollected-fromnonenonmorensources,iA/here-|bothitheiabornand-| 

non 'faboncomponentsnofieachnprojectiA/erenexamineditonconductnestimatesnoficapitah 

expendituresnandnoperationsnand7naintenance-|(0&M)nexpenses.Tn 

531nthisiSmartiGridiDeploymenti3lan,TSDG&ETcategorizesinvestmentSTasTeitherriecessaryitOTachieve^tateTandi 
federalTDolicyTobjectivesiDnasiwarrantedi3ythei/aluetHeinvestmentiwouldTcreateTfoncustomers.TiThetermn"Policy"n 
asnusedinthisiSmartTGridiDeploymenti'lanisidistinctTandTdistinguishablefromtHeTConceptTofTpolicy *driven"n 
investmentsnasnusedTiy^ERC IjurisdictionaltransmissiorrpperatorsTSUchTasitheiCAISOnasiJsedTiereinritheiterrrn 
"Policy"includesinvestmentsTiecessaryitOTensureTeliabilityTandTsafetyTasTA/ellTasiDtheninvestmentsnnecessaryton 
comply-yvithiSDG&E'sTDbligationi:o-perve,Tegulatory-pompactiwithnthe-ptate-pfiCaliforniaTandTatepayers,TandTDthen 
federalnandnstate JmposednutilityiDbligations.n 
54nD.10 b6 b47natT3.69n 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-fonfundingiand-prei 
subjecttoThange"0snewinformatiorrfc>ecomesT3vaiiable.i 
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ffi Costs-form 'flightnprojectsnorithoseischeduledito-|begininn2011iA/erensourced-| 

fromnactualncostsito ldaten(wherenavailable)nonestimatedncostsisubmittedinnprion 

GRCnonapplicationifilings.n 

ffi CostsiforprojectsinnSDG&E's-|TY2012nGRCifilingnornothernactivenapplicationsiA/ere-| 

sourcedifromithoseifilings.Ti 

FornprojectsnexpecteditonextendiDeyonditheiTY2012nGRCifiling-|period;nestimatesiA/ere-| 

madeitondetermine-|thencostsithrough-|theiyean2020,ifor|then2011 ̂ OlSi'conceptual'i 

timeframenandithen2016 l2020YprovisionaI'itimeframe.n 

DependingnonitheTiaturenofithenprojectiscope^chedule^ndYechnologyTnaturity;-! 

individuahprojectsTnaynhavenanproject lfevelncontingencyifactoriapplied,nconsistentinithe-| 

SmartnGrid-|Deployment-|Plannwithnassumptions-|madei3yithenengineersnandnproject-| 

managersndevelopingithoseinitiatives.Ti 

Innorderitonaccountifontheincreasingievelnofiuncertaintynaroundnprojectncosts-furthen 

outinitime,nadditionaIifactorsnwerenapplied-|tonprojectnanprovisionalTangenoficostsifori 

theiyearsn2016-|h2020.-|Becauseifundingifornprojectsnpreviouslyiauthorizednandnproposed-| 

throughithenGRCnandnothenapplicationsnareiimiteditoT3rioriyears,ithesenprojectsndoTiot-| 

applyithenprovisionalTangeifactorsi-itheynapplynonly-|toincrementaInprojects.TnThesen 

provisionalTangeifactorsn(asnanpercentagenofitheiDase-forecastedncost)-|reflectiA/hatnare-| 

believeditoiDenaTeasonableTangenaboven(+)iand-|belown( ^itheiestimatedncostn 

projections.Tn 

SDG&EnhasnpresentednprovisionalTangesforn2016i--i2020iwherencostsncouldi3en25-| 

percentnhighenthan-|theiDasencasenori25-|percentiower.irhisisndueitoiseveralTeasons,-| 

includingYhefollowingn 

1.1 ForecastednprojectsncostsTnayinclude-|technologies-|thatnhaveiyetito-|ben 

developednand/orndoTiot-|havenannestablishedncost;-| 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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2.-| Costsnarenaisnapshotin-|timeiDasednon-|datanavailablenatitheitimenofiestimation-| 

andnareisubjectitonchangendueitonunpredictablenexternaIifactorsn(e.g.Tatenofinflation,-| 

heaIthnofieconomy,-|ratenofitechnologynprogression);nand-| 

3.1 Theievelnofiuncertaintynaround-future-|costsincreasesnasnaifunctionnofitime;-| 

therefore,ithe-furthenoutithencostiforecast,ithenhighenthendegreenofinaccuracy.-| 

Tabled 'Sisummarizesitheiprovisionahrangefactors-iuseditcndetermineitheicosti 

estimatesinnSDG&E'snSmartnGrid-|Deployment-|Plan.Tn 

Table ? *2 nSummarypfProvisional flangefactors n 

Highn +25%i 

Lowi L25%I 

1 

| 7.2.3 COSTS PER CUSTOMERi 

Note:nSDG&Einvestigatedncalculatingncostsnperncustomer,i3utnultimatelyndetermined-| 

that-|this-|metricnwould"|beTnisleadingnsondidTiotncalculatenornprovideithisnassessment.Ti 

ThisndecisionisiDasednonnafewnkeyTeasonsn 

1. TheimpactedncustomeriDaseifoneachnprojectivariesndependingnon-iprojectiscope.Ti 

Fonexample^heimpactedTUserbase-forpilotsican-potentiallyTbe-significantlyi 

smaller|thanithatifornprojectsnaffectingnSDG&E'snentirencustomeriDase.TiThis-| 

precludesnconsistentncomparisonnofncostnperncustomernacrossnprojectsifnactuah 

impactedncustomencountisnused.n 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
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2. Forncertainnprojects,ithencorrectncustomerncount-|toiDenusednwhenncaIculatingithe-| 

costperxustomerisTotxIear.TfonexampleJnTtheicaseiof-pilot-projects^he-

actualicustomerxounti'nvolvedi'nitheproject-imayiDeidisproportionatel\rsmalh 

compared-|to-|thatnofitheifullnprogram.TnButito-|useitheifullncustomeriDasencould-| 

benmisleadingisince-|thenpilotncostisismallerithan-|theifullnprogramncost.-| 

3. Thencost-|pencustomenmetriciforncertain-|projects-|may7nask-|the-factithat-|there-| 

may-|beisubstantiaIneconomiesnofiscopenoriscaIeithatncaniDenobtainedifithe-| 

projectisneithenexpandeditonaiargerncustomerifootprintnon^Tothen 

project/programsncanieverage-|thencurrentnproject-|(e.g.nsubsequentnprojects-| 

buildioffinfrastructureiestablishedinicurrent-project)-

4. AsithenSmartnGridnplatformnevolves,naIternativeTatenstructuresnandnotherprice-| 

signalsnarenexpecteditonemergeithati/villTnorenaccuratelyTeflectithencostsiton 

providenutilityiservicesnandnavoidncross 'subsidization. TiThus,-|thencostsiforisome-| 

futureinvestmentsTnayriotiDeiDomeiDynallncustomers,nand-|projectingithese-| 

costsnasimpactingnallncustomers7naynbeinaccuratenandnpotentiallyTnisleading.-| 

7.3 COSTiESTIMATESiBYiPROGRAMi 

Providedi3elowisnaisummarynofithenSmartnGrid-|Deployment-|Plan-|programncosts,iA/ithin-| 

each-|projectnclassification.-nAsnaTeminder,nallncostnestimatesnareTiominal,Teflectithe-| 

bestinformationnavailablenat-|this-|timenandnarennotintendedifor|Usein-|newTequestsifori 

funding.-|PleaseTioteisubtotalsin-|tablesinisectionn7.3Tnayidiffendueito-|rounding.Ti 

nAllnestimatesnareisubjectitonchangenas-|newinformationiDecomesnavailable.-| 

I 7.3.1 CUSTOMER EMPOWERMENT i 

Asndiscussedin-|the-|Roadmap,nSDG&E's-CustomenEmpowermentnprogramiA/illinsure-| 

customersnhaveitheinformationnandncapabilities-|that-|theyrieedinnorder|toTnakenenergy-| 

managementndecisions-|that7neetitheirivalues,Tieedsnandndesires.Ti 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-fonfundingiand-prei 
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The-|primaryndriversnoficostsinithe-CustomenEmpowerment-|program,ngroupediDyitheiri 

classificationnaren 

ffi Policy:iTheinfrastructure-|requireditondelivernenergyinformationnanclndynamic-| 

pricingisignalsitoncustomersi\/ia-|HANnandnotherncustomeripremiseitechnologies;-| 

theitechnologyTieededitoprovidenaccessitonenergynusagendataiviaithird 'partyn 

informationiservicenproviders;nandncustomenoutreachnandneducationnprograms-| 

thatnwillnenablencustomers-|to-|maximizeitheivaIue-|theyTeaIizeifromithese-| 

capabilities.Ti 

ffi VaIue:nSmart"|MetersnandnSmartnGrid 'relatedndemandTesponsenprograms.n 

ffi PilotnResearch,ndevelopmentnandndemonstrationnofncustomernend bsen 

technologies;integrationnofndistributednenergyiresourcesinnaTiewTesidentiah 

community.Ti 

Customer-|Empowermentnprojects-|haveisignificantistatenpolicyndrivers,including-| 

SDG&E'snAMInSettlementn(D.07 ^4 b43),iD.09 H.2 b46,-£Bil7 ,-j%hei:alifomiai.ongfermi 

Energy ̂ //7c/ency^Stroteg/cf/onnandnachievementnof|thenenergynefficiencynandndemand-| 

response-goals-|pen§454.5nandn§454.55nofithe-Galifomia-|Public-|UtilitiesnCode.Ti 

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E'snCustomenEmpowerment-| 

programnarenasifollowsn 

Table 7 rCustomerjEmpowerment Program Conceptual and Provisional Cost i 

Estimates) 

Project 
Class 
Policy 
Value 
Pilot 

Subtota 

Capital 

Historical 
Conceptual! 
Estimates 

ProvisionahRanges 
2016L2020 

2006 2010 2011 2015 Low High 

So 

3,836) 
5-4,775) 

($24,254) 

($10,481) 
($55,493) 

$0 

(^iu,^8l) 

($55,493) 
$0 

($323,044) ($292,865) ($65,974) ($65,974) 

O&M 

Historical 
Conceptual! 
Estimates 

ProvisionahRanges 
2016L2020 

2006 2010 2011 2015 Low High 
($1,700) 
($48,202) 

So 

($100,215) 
($156,265) 
($8,169) 

($131,912) 
($132,303) 
($6,789) 

($131,912) 
($132,303) 
($11,315) 

($49,902) ($264,650) ($271,004) ($275,530) 

Totalis timatedlCapitalTKP&IVI 

Low Range High Range 
($330,819) 
($897,407) 
($39,212) 

($330,819) 
($897,407) 
($43,739) 

($1,267,439) ($1,271,965 

ThisisectionTontainsTonceptual-pnd/orprovisionalTostiestimatesTeflectingtheiDest-pvailabieinformationiatTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttcrchange"0snewinformatiorrfc>ecomes"0vaiiable.i 
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Forithencorresponding-|benefitsnofithe"Customer|Empowermentnprogram,npleaseiseeithe-| 

BenefitsnEstimatesisection.-| 

J 7.3.2 RENEWABLE -GROWTH j 

SDG&EncustomersncontinueitoinstaIlnsignificant-|numbersnofiphotovoltaicnelectric-| 

generationinstallationsnatnresidentialnandTion lresidentiahpremises."nTo-]Support-| 

distribution ltevehrenewablengeneration,nSDG&Enplansinvestmentsithatincrease-| 

measurement,ncontrolnandTnanagementncapabilities.n 

RenewablenGrowthnprojectsnareiargelyndriven-|bynstate-|policy-|requirements,nparticularly-| 

the"GalifornianSolar|lnitiative,nSelfiGeneration1ncentive-|Programn(SGIP),-|Feed lrniTariffs55,-| 

and-|Net"|Energy-|Metering56.-| 

Thenprimaryidriversnoficostsinithe-|RenewablenGrowthnprogram,ngroupediDyithein 

classificationnaren 

ffi Policy:installationnofiphasorrneasurement-|unitsinnsubstationsnandnon-| 

distributioniines,isensorsnonndistribution-|linesitondevelopndynamicnconductori 

ratings,nadvancednenergyistorage,nandnexpansionnofiSDG&E'snSCADAisystemito-| 

includenallndistributionncircuitsnand-|toinstallnSCADAncontrolsnofidistributioniine-| 

capacitors.-! 

ffi PilotnProvidencustomersithenopportunityitonparticipateinnancommunitynsolan 

program.-! 

RenewablenGrowthnprojectsnhavensignificantnstate"ipolicyid rivers,includingnSB"|17,-|the-| 

Global Warming Solutions ikct~pf E006 f AB"32),i;heiCa///orn/o i.ong Jerm-Energy 7 

55lSummaryiavailableia ttittp://www.cpuc. ca.gov/PUC/eriergv/Reriewables/feedintariffssum.htrfTn 
56-tittpi//www.cpyc.ca.gov/PUC/er)ergv/DistGen/fietmeteriiig.htrTrn 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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f/f/c/ency^Stroteg/c^/onnand-fullisolariphotovoltaicndeploymentnunder|thenCaIifornia-| 

Solarlnitiative.n 

ThenconceptuaInand-|provisionalncostnestimates-fornSDG&E's-|RenewablenGrowth-|program-| 

arenasfollowsiTi 

Tablei? ^nflenewable Growth program Conceptual pnd Provisional Cost fstimates i 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

Capital 

Historical 
Conceptual 
Estimates 

Provisional Ranges 
2016 2020 

2006 2010 2011 2015 Low High 
So 
So 
So 

($350,440) 
So 
So 

($244,877) 
So 
So 

($244,-~. ' 
So 
So 

So ($350,440) ($244,877) ($244,877) 

O&M 

Historical 
Conceptual 
Estimates 

Provisional-Ranges 
2016'2020 

2006 '2010 2011 '2015 Low High 
So 
So 
So 

($31,878) 
So 

($3,036) 

($33,101) 
$0 

($2,094) 

($33,101) 
$0 

($3,489) 

So ($34,914) ($35,195) ($36,591) 

Totahfstimated"!Capital"H-"p&M 

Low Range High Range 
($660,297) 

$0 
($5,130) 

($660,297) 
$0 

($6,525) 

($665,426) ($666,822) 

While-|the-|RenewablenGrowthnprojectsnarenprimarilyndriven-|bynstate-|policy-|requirements,n 

therenareisignificantiDenefitsnassociatediA/ith-|theisuccessfulintegrationnofTenewable-| 

resources.-|PleaseTeferitoithe-|BenefitsCstimatesisectionifonandiscussionnonitheisocietah 

andnenvironmental-|benefitsnofrenewableTesourcesnandndetailsnonitheneconomicnand-| 

reliabilityiDenefitsnassociatedi/vith-|the-|RenewablenGrowthnprogram.Ti 

J 7.3.3 ELECTRIC VEHICLE GROWTH j 

AsidiscussedimtheiRoadmap^DG&Eispreparing-fonthe-growthinpubliciadoptioniofn 

Plug lin-|ElectricnVehicles.Tilnnanticipationnofithisngrowth,nSDG&Enplansinvestments-|that-| 

willnhelpnpromoteithenadoptionnofielectric-|vehicles,neducateithenpublicnon-|theiriusage-| 

withTegarditoithenelectricngrid,nandnassist-|third-|partiesinvolvedi/vith-|thenelectricivehicle-| 

ecosystemitonensureisuccessfulintegratenof-ielectricivehiclesnwithinithengrid.-| 

Thenpolicyidriversnofithe-|ElectricnVehiclenGrowthnprogramnareithenG/obo/7l/!/or/r)/ng7 

Solutions ikct-pf~?006](ABn32),nCaIifornia's-|Low-Carbon-fuehStandard,nandnSB-|17.-| 

Thisisectionicontainsi:onceptual"0nd/orprovisionali:ostiestimatesTeflectingthei3est"pvailableinformation"0t"ithe"itimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjectto"change"asnewinformation"fc)ecomes"available.i 
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The-|primaryndriversnoficostsinithe-|ElectricnVehiclenGrowthnprogram,-groupediDyithein 

classificationnaren 

ffi Policynlnstallationnofiutility bwned-publicnaccessnchargingifacilitiesjnstallationnof) 

sensorsnandncommunicationitechnologynonndistribution-|transformersnand-| 

upgrades-|toithenelectricndistributionisystem-|(i.e.:ito-|primaryidistributionifeeders)-| 

tonaccommodate-|PEVs.-| 

ffi Pilot:iTest-|theintegrationnofistationary-|batteriesnwith-|PEVnchargingnasnanstep-| 

towardivehicleitongridn(V2G)ncapabilities.-| 

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E's-|ElectricnVehiclenGrowth-| 

programnarenasifollowsiTi 

Table 7 ^riClectric yehicle Growth Program Conceptual pnd Provisional Cost Estimates! 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

Capital 

Historical 
Conceptual! 
Estimates 

Provisional-Ganges 
2016L2020 

2006 2010 2011 2015 Low High 
So 
So So $0 $0 
So ($6,740) ($3,744) ($6,2-: 

So ($91,000) ($39,419) ($41,9-: • 

O&M 

Historical 
Conceptual! 
Estimates 

Provisional Ranges 
2016 L2020 

2006 2010 2011 2015 Low High 
So ($19,293) ($32,419) ($32,-
So So So So 
So ($936) ($1,191) ($1,9 ' 

So ($20,228) ($33,610) ($34,- 9 

Total Estimated Capital ̂  p&M 

Low Range High Range 
($171,646) 

So 
($12,611) 

($171,646 
So 

($15,901 

($184,257) ($187,54/) 

While-|the-|ElectricnVehiclenGrowthnprojectsnarenprimarilyidriven-|byistate-|policyi 

requirements,itherenareisignificantnbenefitsnassociatediA/ithithensuccessfulintegrationnof-| 

PEVs.-|PleaseTefento-|the-|Benefits-|Estimatesnsectionifonandiscussionnonitheisocietalnand-| 

environmentaliDenefitsnof-|PEVs,nandndetailsnonitheneconomicnand-|reliability-|benefits-| 

associatednwithithenElectricnVehiclenGrowthnprogram.Ti 

J 7.3.4 RELIABILITY AND .SAFETY i 

Asndiscussedin-|the-|Roadmap,nSDG&E'sngoahis-|toTnaintainnand/onimprove-|reliabilityin-| 

the-faceiofintermittentTesources-andielectric-yehiclesthroughimprovingits-

ThisisectionTontainsTonceptual-pnd/orprovisionalTostiestimatesTeflectingtheiDest-pvailabieinformationiatTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjectto"change"asnewinformation"fc)ecomes"available.i 
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measurement,ncontrol,nprotection,Tecording,nandTnanagementnandnoptimization-| 

abilities.T|lnvestmentsintoithenaforementionednabilitiesiA/illisupplement-|thenexisting-| 

technologyinvestments-|madeitoimproveithenaccuracynandnspeednof-faultisolationnand-| 

system-|restoration-|time.-| 

ReliabilitynandisafetyTiprojects-|have-|significant-|State-|policynd rivers,includingnSB-|17,then 

California fongiTerm fnergy efficiency ̂ Strategic flan,TachlevemertVoflihe-ertergyi 

efficiencynandndemandTesponsengoals-|peri§454.5nand-|§454.55nofithenCo///orn/of5ub//c7 

Utilities ~Code,iachievementnofitheTenewablenportfolionstandardnandifulhsolari 

photovoltaicndeployment-|undernthe-CalifornianSolar|lnitiative.-| 

The-|primaryidriversnoficostsinnthe-|ReliabilitynandnSafetynprogram,-groupediDynthein 

classificationnaren 

ffi Policy:T|lmplementnadvanced-groundnfaultndetectiorncapabilitiesnandnadvanced-| 

system-|planningntools,installnpulsenclosingnatnadditionalnpointsnonnthensystemnas-| 

wellnasndynamicnvoltnandnVARncontrolncapabilities,nadvancednenergyistorage-|to-| 

improventheiocalizedTeliabilitynofithe-|transmissionnsystem,nconductnaTenewable-| 

transmissionnplanningistudynandnconvert7TianuahlinenswitchesntoTemotenSCADA-| 

operations.-! 

ffi Value:"PptimizenadvancednweatherTnonitoringncapabilities,implementnwireless"i 

faultedncircuitindicators,nexpandncondition-|based"imaintenancen(CBM)-| 

capabilitiesntoiselectedn4i<VisubstationntransformeriDanks,ndevelopnautomated-| 

fault"|locationnfontransmissionnevents,implementnaTeal 'timenvoltagenstabilityn 

programnandndevelopna-|plannfor|thendeploymentnofisynchrophasornunits-| 

integratingiA/ithnWestern-|Electricity"Coordinating"Councih(WECC).-| 

ffi Pilot:-|Developnancapability"ifonarcndetectioninn23ChkVnundergroundnvaultsnand-| 

overheadnfacilitiesnandndemonstratencompositencorenconductoriinstallations.-| 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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Thenconceptualnand-|provisionalncostnestimates-fornSDG&E's-|ReliabilitynandnSafety-| 

p rog ra rrna reia sif o 11 o ws :TI 

Tablei? rrPeliabilitypnd Safety Program Conceptual pnd Provisional Costfstimatesi 

Capital O&M j 

Historical 
Conceptual Provisionalitanges 

Historical 
Conceptual/ Provisional-flanges 1 Total Estimated Capital * O&M Historical 

Estimates 2016'2020 
Historical 

Estimates 2016'2020 I 
Project 

Class 2006 2010 2011 2015 Low High 2006 2010 2011 2015 Low High Low Range High Range 
Policy ($3) ($315,878) ($129,411) ($215. $0 ($1,071) $0 $0 ($446,363) ($532,637) 
Value ($625) ($51,608) ($9,275) ($15/ $0 ($7,591) ($11,296) ($11, ($80,395) ($86,158) 
Pilot $0 ($7,235) $0 $0 $0 $0 $0 $0 ($7,235) ($7,235) 

Subtotal ($628) ($374,722) ($138,686) ($230,723) $0 ($8,662) ($11,296) ($11,296) ($533,994) ($626,031) 

Forithencorresponding-|benefitsnofithe-|Reliability-|andnSafetynprogram,-|pleasensee-|the-| 

BenefitsnEstimatesisection.-| 

17.3.5 SECURITY] 

Asndiscussedin-|the-|Roadmap,ithencoreitenetsnof]SDG&E'sisecurityistrategynare:nadhere-| 

toisecurityprinciples,iDroadennawareness,nconvergeisecurityngovernancenandndistribute-| 

securityicontrols.-nSDG&E-|plansitoisupportitheseitenetsiDyinvestingintonanportfolionof-| 

securityprojects.i 

ThenpolicyidriversnofithenSecuritynprogramincludenSB-|17nandithe-|NERC-Criticah 

lnfrastructure-|Protectionn(CIP)istandards.Ti 

The-|primaryidriversnof]CostsinithenSecurityprogram,ngrouped-|by-|theinclassificationnare:-| 

ffi Policy:nSelectnandimplementna-|replacementito-|thencurrentnsecurityincidentnand-| 

event-|managementnenvironment,improveithenphysicalnaccessncontrolsnand-| 

network-|monitoringnof]alarmisystemsnatnsubstations,improveintemalnand-| 

externalisecurityiawarenessncollaborationnanditraining,improveTeportingnof-| 

complianceTnetricsnandTiskTeportingJmproveithencompliancencontroh 

framework,improve-|securityithreatnandivulnerability-|management,implementn 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
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hardwareiandisoftwareisolutionsiforimprovechvulnerabilityiassessmentianch 

management,nandndevelopnSDG&Eistandardsnandnguidelinesiforiimprovingithe-| 

securitynofiSCADAitechnology.-| 

ThenconceptuaInand-|provisionalncostnestimates-fornSDG&E'snSecuritynprogramnarenas-| 

follows:-! 

Tabic .ecurityiVogram Conceptual pnd Provisional Cost Estimates! 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

11 

Forithencorresponding-|benefitS!ofithe!Security!program,!pleaseiseeithe-|BenefitS! 

Estimatesisection.! 

7.3.6 OPERATIONAL EFFICIENCY i 

AsndiscussedinithenRoadmap^DG&Enhasndesignednan-pperationahEfficiencynprogramitO! 

improveitsnabilityitonmonito^noperatenandnoptimizeits-isystem.-nTonadvanceithenoveralh 

efficiency-pfits^ridioperations^DG&E-wilh'nvestininumerousprojectsinitsi 

OperationahEfficiencyiprogram.Ti 

TheiOperational-Efficiencyprogrami'sidrivenibyicustomervalue^ather-thanpolicy.^ 

ThenprimaryidriversnoficostsinithenOperationahEfficiencynprogram^roupednbyitheiri 

classificationnaren 

ffi Value:1mplementTnicropile-|technology,!3DTnodeling!Using!State bf 'the 'art! 

technologyiiPLSnCADD/LIDARj^ndistributednenergyTesourcenmanagement! 

Thisisectionicontainsi:onceptual"0nd/orprovisionali:ostiestimatesTeflectingthei3est"pvaiiabieinformation"0t"ithe"itimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
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Capital 

Historical 
Conceptual! 
Estimates 

Provisional-Ganges 
2016L2020 

2006 2010 2011 2015 Low High 

$0 
$0 

$0 
$0 

$0 
$0 

$0 
$0 

I ($1,789) ($118,179) ($10,518) ($10,518) 

O&M 

Historical 
Conceptual! 
Estimates 

ProvisionahRanges 
2016L2020 

2006 '2010 2011 2015 Low High 
$0 
$0 
$0 

($15,00 
$0 
$0 

$0 
$0 

$0 
$0 

$0 ($15,005) ($35,853) ($35,853) 

Total Estimated Capital t+ O&M 

Low Range High Range 
• .,344) . 1,34' 
$0 $0 
$0 $0 

($181,344) ($181,344) | 



system-|(DERMS),ncondition-|based-|maintenancen(CBM),infraredinspection-| 

technologynatithendistributionievel,nannenterprisengeographicinformationisystem-| 

(GIS),noutage7nanagement-|systemYndistribution7nanagement-|system-| 

(OMS/DMS),nandimplementnannautomatedifacilitiesTatingisystem.-| 

ffi PilotnEvaluaten'FirenScout'narcndetectionncapabilitiesiniDack tountrynareas,! 

developncriteriaifonappropriatenapplicationsnofidynamiciine-|ratingsnonithe-| 

transmissionisystemnandiDeginnanpilotnprogramiA/ithithenCAISO-|tonusendynamic-| 

transmissioniineTatingsinidispatch.i 

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E'snOperationahEfficiency-| 

programnarenasfollowsiTi 

Tablei? terrQperational ffficiency Conceptual pnd Provisional Cost Estimates! 

Capital 

Historical 
Conceptual 
Estimates 

Provisional Ranges 
2016 2020 

2006 2010 2011 2015 Low High 
So 

($84,313) 
So 

So 
($183,156) 

($653) 

So 
($24,337) 

So 

So 
($39,6 -

So 

($84,313) ($183,809) ($24,337) ($39,635) 

O&M 

Historical 
Conceptual! 
Estimates 

Provisional Ranges 
2016 7020 

2006 2010 2011 2015 Low High 
So 

>20,076) 
So 

So 
($38,835) 

($0) 

So 
($28,874) 

So 

So 
($33,6- ' 

So 

($20,076) ($38,835) ($28,874) ($33,6- -

Total Estimated Capital a O&M 

Low Range High Range 
So 

$379,592) 
($653) 

So 
($399,664) 

($653) 

$380,245) ($400,317) 

Forithencorrespondingnbenefitsnofithe-pperationahEfficiencynprogram^pleaseisee-ithe! 

BenefitsnEstimatesisection.! 

1 

^ 7.3.7 SMART <5RID -RESEARCH, DEVELOPMENT, AND DEMONSTRATION j 

Asndiscussedin-ithenRoadmap^anypfithenSmartnGriditechnologiesnareistillithennascent! 

stagesnofidevelopmen^nonarenonlyiconcepts.nSDG&Enplans-itonpromoteithendevelopment! 

andnrealizationnofTSuchitechnologiesnbyinvestinginnprojectsitoTesearchnandnpilotithese! 

technologies.! 

Thisisectionicontainsi:onceptual"0nd/orprovisionali:ostiestimatesTeflectingthei3est"pvaiiabieinformation"0t"ithe"itimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
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The-|primaryndriversnoficostsinithenSmartnGrid-|Research,-|Development,nand-| 

Demonstration-program,ijroupedibyitheinclassificatiornaren 

ffi Pilot:1nstallnandemonstration7nicrogrid-|project,nconstructifacilitynupgrades,-| 

purchasenandinstallnequipmentitoncreatenanSmartnGridintegrateditestifacility,-| 

workiA/ithithe-CAISOitonaggregatenbatteryitechnologyiinnaiflexiblendemandnpilotTi 

andnconductnothernSmartnGridTelated-|RD&D"iprojects.-| 

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E's-|Research,-|Development,nand"i 

DemonstrationnprogramnarenasifollowsiTi 

Table? ^rrflesearch/iDevelopmentpnddemonstration Progr » u <> -nceptual pndi 

Provisional CostjEstimatesi 

Capital O&M 

Historical 
Conceptual! 
Estimates 

Provisional Ranges b 
2016 L2020 1 

Historical 
Conceptual! 
Estimates 

Provisionatftanges 
2016L2020 

Total Estimated Capital rr O&M 

Project 
Class 2006 2010 2011 2015 Low High 2006 2010 2011 2015 Low High Low Range High Range 
Policy $0 $0 $0 $0 $0 $0 $0 $0 $0 $0 
Value $0 $0 $0 $0 $0 $0 $0 $0 $0 $0 
Pilot ($2,749) ($62,631) $0 $0 ($1,680) ($20,145) ($30,691) ($30,691) ($117,896) ($117,896) 

Subtotal ($2,749) ($62,631) $0 $0 ($1,680) ($20,145) ($30,691) ($30,691) ($117,896) ($117,896) 

n 

Forithencorresponding-|benefitsnofithenSmartnGrid-|Research,-|Development,nand"i 

Demonstration-program,npleaseiseeithe-|Benefitsisection.-| 

1 

^ 7.3.8 INTEGRATED AND GROSS CUTTING SYSTEMS j 

Asndiscussedinithe-|Roadmap,nSDG&ETecognizesitheTieeditondevelopnaTobust-| 

enterprise WidenapplicationnplatformitoisupportitsnSmartnGridnapplications.-nThis-| 

platformiwillnenableTiewisystemsitonco lexistiwithiegacyisystemsnasiwellnasisupportithe-| 

adoptionnandintegrationnofincreasinglyicomplexndataTnanagementnandnanalyticsnas-| 

ThisisectionicontainsTonceptual-pnd/orprovisional-postiestimatesTeflectingtheiDest-pvaiiabieinformation-ptTtheTtimeiDfi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
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wellnasngridncommunications.-nToncreate-|thisnapplicationnplatform,nSDG&Ei/villinvestin-| 

numerousnprojectsitonadvanceitsnapplicationnandncommunicationsinfrastructure.-| 

The-|Integratednand"Cross 'cuttingnSystemsnprogramincludesnprojectsTequireditcnsupport] 

aivarietynofpolicy ldriven-|projects.-|Projectsinithisnprogramnareai/vilhprovide-| 

infrastructurenandnapplication-|servicesitonother-|systemsithatnareTequired-|toimplement-| 

policiesisuchnas-|the-|Renewable-|PortfolionStandard,nandithe-CalifornianSolarilnitiative.Ti 

Thenprimaryidriversnoficostsinithe-|Integratednand-Cross 'cuttingnSystemsnprogram,] 

grouped-|by-|theinclassificationnaren 

ffi PolicynDeploynanprecisionitimeisystemnandnaTiext 'generationnapplicationn 

platform.n 

ffi ValuenBuildnoutnaiow lpoweriwireless]communication]networl<,implement]an] 

improvedndata7nanagementnandnanalyticsncapabilityncommensurateiA/ithnSmart"i 

GridnapplicationsnandndeploynaTiextngenerationi/virelessncommunicationTietwork.-i 

Thenconceptualnand"iprovisionalncostnestimates"fornSDG&E's-|lntegratednandnCross tutting] 

SystemsnprogramnarenasifollowsiTi 

Table 17 'lOrrfntegratedpnd Cross tuttinglsystems Program Conceptual pnd Provisional] 

Cost estimates] 

Capital O&M 

Historical 
Conceptual! 
Estimates 

ProvisionahRanges 
2016L2020 

% Historical 
Conceptual! 
Estimates 

ProvisionahRanges 
2016L2020 

Total Estimated Capital •*- O&M 

2006 2010 2011 2015 Low High 2006 2010 2011 2015 Low High Low Range High Range 
So 

($7,374) 
So 

($9,521) 
($48,990) 

So 

($14,076) 
($20,201) 

So 

($23,460) 
($33,668) 

So 

So 
So 
So 

So 
($8,193) 

So 

(5355) 
($15,451) 

$0 

($1,424) 
($20,848) 

So 

($24,452) 
($100,707) 

So 

($34,405) 
($119,572) 

So 

($7,874) ($58,511) ($34,276) ($57,127) So ($8,193} ($16,305) ($22,273) ($125,159) ($153,977) 

n 

Thisisectionicontainsi:onceptual"0nd/orprovisionali:ostiestimatesTeflectingthei3est"pvaiiabieinformation"0t"ithe"itimeiDfi 
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Costsishowninithelntegratednand-Cross lcuttingnSystems-|programnareTietnofian$28.1-| 

millionnSmartnGrid1nvestmentnGrant-fromithe-|DOE57n,nandnan$l7nillion-|PIERngrantifrom-| 

the-pEC58-|.iFonthencorrespondingiDenefitsnof|theintegratednand-pross tuttingnSystemsn 

program,npleaseisee-|the-|Benefits-|Estimatesnsection.-| 

| 7.3.9 WORKFORCE DEVELOPMENT; 

Asndiscussedin-|the-|Roadmap,nai<eyielementin-|theisuccessnofithenSDG&EnSmartnGrid-| 

Deployment-|Plan-|residesinitheneducationnandnadoptionnofithenprogrami/vithinits-| 

currentiand-future-workforce.TSDG&EplansioninvestinginTumerous+iumanTesource-

projectsithatiA/illnhelpndeploynorganizationalistructuresnasiA/ellnasitoolsithatTnaximize-| 

thenutility'snability-|tonmanagenandisupportithenoveraIlnSmartnGridnprogram.Ti 

Statenenergyipoliciesndo-|notTequirenutilitiesito-|havenanSmartnGridnWorkforcen 

Developmentnprogram.-|However,itonachievenstatenpolicyngoaIsTequiresithe-| 

implementationnand-|maintenancenofiancompIexintegrationnofinformationnandnenergy-| 

technologies,-|requiringnaiA/orkforcei/vithiskillsinithesenevolvingnareas.nAsnWorkforce-| 

Developmentnprojectsnarendesignedito7neetithatTequirement,nSDG&E-|has-|therefore-| 

classifiedithemnasn"Policy."Ti 

The-|primaryndriversnoficostsinithenWorkforce-|Developmentnprogram,ngroupediDyitheiri 

classificationnaren 

ffi Policy:1mplementnSmartnGridiA/orkforce7nanagementnandimproved-| 

organizationalnchangeTnanagementnprograms.n 

Thenconceptualnand-|provisionalncostnestimates-fornSDG&E'snWorkforce-|Development-| 

programnarenasifollowsiTi 

57f)ttp://www.oe.eriergv.gf3v/recoverv/1249.htmrn 
8-tittpi//www.er)ergy.ca.gov/contracts/PON '03 611 FOA NOPA.PDF-n 

ThisisectionTontainsTonceptual"0nd/orprovisionah:ostiestimatesTeflectingthei3est"pvailableinformation"0t"the"£ime!Dfi 
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Table (7 'llrrWorkforce Pevelopment PrograrrrConceptual andProvisional Cost) 

Estimates) 

Historical 

2010 
So 
So 
So 

So 

Capital 
Conceptual 
Estimates 

Provisional Ranges 
2016 2020 

2011 2015 Low 
So 
So 
So 

So 

So 
So 
So 

So 

Hieh 
So 
So 
So 

So 

O&M 

Historical 

2006 2010 
So 
So 
So 

So 
FonthencorrespondingnbenefitsnofithenWork 

BenefitsnEstimatesisection.! 

Conceptual! 
Estimates 

2011 2015 
($5,991) 

So 
So 

($5,991) 

Provisiona LRa nges 
2016 L2020 

Low 
($5,755) 

So 
So 

($5,755) 

High 
($9,5 

So 
So 

($9,591) 

Total Estimated Capital it O&M 

Low Range High Range 
($11,746) 

So 
So 

($15,532) 
So 
So 

($11,746) ($15,582) 

orcenDevelopment!program,!please!see!the! 

7.4 CONCLUSION! 

SDG&E's!Smart!Grid!Deployment!Plan-Cost!Estimates!are!based!on!an!assessment!of! 

historical,$conceptual!and!provisional!estimates!and!brol<en!Out!by!policy,$customeri 

value!and/orpilot!driven!expenses!for!all!ofithe!planned!projectS!in!each!deployment! 

prograrrnarea.!The!project!CostS!include!estimates!of!capitahexpenditures!and! 

operations!and!maintenance!(O&M)!expenses!for!the!periods!from!2011 ̂ OlS^nd! 

2016 l2020iwith!a!totahestimated!cost!ofapproximately!$3.5!'!$3.6!billion.! 

Corresponding!benefitS!were!also!calculated!and!are!presentedin!the!BenefitS!Estimates7 

section!ofithe!deployment!plan.! 

ThisisectionicontainsTonceptual-pnd/orprovisional-costiestimatesTeflectingtheiDest-pvailableinformation-ptitheitimeiDfi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendediforiuseinTiewTequests-forfundingiand-prei 
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SDG§ 
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mEmmmimmmmmmmmmmmm 
8.1 INTRODUCTION! 

SDG&Enandnmanynofiitsnkeyistakeholdersnbelieveithatimplementingnstrategic,intelligent! 

Smart-Gridinvestments-willproduceiong Wrrnbenefitsfoncustome^Tnarket! 

participants,!the!environment!and!Society!as!a!whole.T|This!section!presentS!SDG&E's! 

approach-|tO!cataloging,!measuring!and!monetizing!the!benefitS!associated!with!the! 

Smart-Gridinits-serviceterritory.Ti 

Determining!future!benefits!from!technologyinnovations!is!aninexact!Science.T|ln!2006,! 

SDG&E!began!Working!tO!determine!the!benefits!from!a!full!deployment!ofismart! 

electric!and^as!meters!throughout!itS!service!territory.!Some!ofithe!benefits!were! 

apparent,!Such!as!saving!the!existing!Cost!for!manuallyTeading!meters.!Others,!Such!as! 

how!much!demandTesponse!the!ability!to!verify!hourlyinterval!Usage!would!enable!and! 

the!value!of!Such!an!energy!shift,!were!more!difficult!tO!project!with!an!adequateievel! 

oficertainty.Tilust!as!no!one!predicted!there!would!beTevenue!from!ringtone!sales!fori 

cell!phones,!predicting!Other!\/alue!Streams!for!SDG&E's!Customers!once!the!advanced! 

meteringinfrastructure!was!deployed!was!an!exerciseiimited!by!the!Utility's!and! 

customers'!experiences!and!expectations!at!that!momentin!time.T|Those!benefitS!are! 

justistarting!tO!beTealized!now,!withincreasing!benefitS!Over!time.Tn 

Although!no-|single!projectin!the!Currentlyienvisioned!SDG&E!Smart!Grid!Deployment! 

Planis!asiarge!as!Smart!Meter,!the!challenges!ofibenefit!valuation!for!them!are!similar.! 

Nascent!and!future!technology,inability!tO!predict!Customer!adoptionTates,!a!lack!of! 

models-|to!value!benefit,!economic!fluctuations!and!environmental!policy!all!Contribute! 

tO!highievels!ofiuncertaintyin!determining!benefits.T|However,!as!was!the!case!when! 

telecommunications!first!went!digital,!the!opportunities!forfurther!benefitsin!the! 

future!areiimited!only!by!Our|imagination.! 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
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SocietahbenefitsnareitheiDroadestncategoryitoncalculateitakingintonaccountnalliDenefitsn 

tonaIlncustomersisuchnasnaddednefficiency,navoidedngenerationncostsincludingiineiosses,-| 

avoided-|transmissionnandndistributionncosts,TeliabilityiDenefitsitoncustomers-| 

(determinedithroughivaluenofiserviceistudies)nandnenvironmentaliDenefits.Tn 

Thensocietalnperspectiveis-|thenonengeneraIlynused-|tonevaIuatencost 'effectivenessnbyi 

focusingnonnefficiencyin-|thenproductionnandndeliverynofnenergynandnenvironmentah 

qualityimprovement.-nThisitypenofiDenefitnevaluationisnused-|tondetermineithencost-| 

effectivenessnofnenergyiefficiencynprograms;istoragenasitTelatesitoitheneffective-| 

integrationnof7noreTenewableTesources,-|reducednairnemissionsifromngeneration;nand-| 

improvednutilizationnofngridnassetsn(i.e.,ngenerationnand-|T&Dnequipment).TilnTnostncases,-| 

societaIiDenefitsnarenaccompaniediDynaninternaIizablenorpartiaIlyinternaIizableiDenefit.-| 

Fornexample,na-|utilityncustomenusesnstorage-|toTeducenon 'peaknenergyiuse.nAnn 

internaIizableiDenefitnaccruesitoithatncustomeriinithe-formnofTeducedncost;nhowever,-| 

otherisocietaIiDenefitsTnaynaccrue-|tonutilityncustomersnasnangroupnand/oritonsocietynasna-| 

whole.-|Fonexample,Teduced-|peakndemandncouldieaditoTeducednainemissionsnandna-| 

generalimprovementnofibusinesses'ncostncompetitiveness.n 

Empoweringncustomersnand7naintainingnand/orimprovingitheTeliabilitynofithe-gridin-| 

theifacenofngreatnchangenarenpressingndriversiforiSmartnGridnprojects.-|Bothnofithese-| 

driversnarendifficult-|toivaIue.-|EmpoweringncustomersnwithnchoicenanditheitoolsTequired-| 

toisupportitheirTiewnpreferencesnand-|behaviorsnhasngreaterivaIueito-|participating-| 

customersithan-|to-|those-|thatndoTiotnexerciseitheirnchoicenoriadoptTiewiDehaviors.-| 

AdditionaIly,ndeterminingitheTiumbenoficustomersithatiwillnengagenandithe-|levelnof-| 

theirnengagementisnalsonchallengingitoiforecastiA/ithnprecision.-nWhilenSDG&En 

customersnarencurrentIyieadingithencountryinTenewablenenergynadoption,ithendepthnofi 

marketnpenetrationnover|theiong-|termisnasiyetnundetermined.-|Moreover,itisnaIso-| 

difficultitondeterminena-|preciseivaIue-forTiewifunctionaIity,iDutncertainlyTnany-| 

customersnexpectithatnSDG&Eiwillnprovide-|themnwithTnodernitools-|tointeracti/vith-|the-| 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
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companynanditheirnenergyinformation.n(Compareitoday'snexerciseinnestimatingnSmart-| 

GridndeploymentnbenefitsitoithenchallengeiyearsnagoiA/henitiA/asndifficultitoncostiustifyi 

havingnaiA/ebsitenornemail.)n 

GridTeliabilityisnannexpectationnofimodernisociety.-|However,ithe-gridnwasTiotndesigned-| 

forithenchaIlengesnposediDy7nodern-|Society-|Suchnas-|plug linielectricivehicles,-|fuehcells,-| 

batteries,iwind,nandTooftopnphotovoltaics.TiEstimatingnadoptionTatesnofithese-| 

technologiesianditheirjmpactitoTeliabilityi'si'nexact^hichTequiresicarefuh 

considerationitonquantify-|thenbenefitsnofienablingitechnologies.-|However,ngivenithe-| 

current-|highievelsnofreliabilitynofitoday'sngridnandnourncustomers'-growingnappetite-fon 

high ^ua lity-energyjtisim perativeithatToilossinTeliabilityTD nqualityiDccu nth rough thei 

transition-|tona7nodernngrid.-|However,nabsent-|thendeploymentnofithenSmartnGrid,ithe-| 

reliabilitynandnqualitynofiserviceiA/illndeterioratenasTnorenandTnorenelectrici\/ehiclesnand-| 

intermittentnenergyiresourcesnarendeployed.n 

Asnwithnanyptheninvestmentin-|technology,ithei3enefits-|tonSDG&Encustomers-from-| 

SmartnGridinvestmentsi/villnoccunover-|timenafter|thisnequipmentnandisoftware-|hasiDeen-| 

installednandncapabilitiesnenabled.-nAsiA/ithnotherinvestments,ncustomersi/villTiotisee-| 

immediateTate-|reductionsnas-|theinvestmentsnare7nade,iDut-|ratheriwill-|seeincreasing-| 

benefits,includingncostisavingsnandincreasedifunctionality,nduringithenusefuHifenofithe-| 

investments.-nAnotherfactorithatncannotiDenoverlookedis-|thatiA/ithout-|these-| 

investments,-|reliabilitynandnqualitynofielectricityndeliverynwillndeteriorate.-nSimplyi 

maintainingnreliabilitynandnqualitynofiserviceiA/ilhbenandauntingnchallengeithatnSDG&E's-| 

customersnexpectit-|to7neet.-nAnd,iwhilensomeiDenefitsndirectlyTeducenelectricTates,-| 

suchnasitheTeductionin7neterfieldnpersonnelnasnaTesultnofismartTneteriinstallation,-| 

many-benefits-are~rotidirectlyTeflectedimlowerrates/~butinstead~provideienablingn 

technology-forithencustomeritoitakeTnorenactivencontrolnovenandnparticipateinnenergyn 

management."! 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
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subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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Thesen'soft'iDenefitsitakenotherformsnsuchnasTeducednenvironmentahimpactithrough-| 

theisafenand-|reliableintegrationnofTenewablengeneration,iA/hichnSmartnGridinvestments-| 

ensurencaniDenaccomplishedinitheTnostncost Wfectiveiway^mpactingielectricTates-ilessi 

thannaItemative7nethods.-|ByienablingncustomersiA/ithnenergyTnanagementitoolsnand-| 

greaterinformationnaboutnenergynconsumptionnandnassociatedncost,nSDG&Encustomersn 

williDenableito7nanageitheir|totaInelectriciDillnand,Tnoreimportantlyifonsome,isave-| 

personaIitime.1nnaddition,ieveragingndigitalnandnadvanceditechnology-|tonsafelynandn 

reliablyintegrateTiewnproducts,isuchnas-|PEVsnand-|PVisystems,nwillndirectlyiDenefitisome-| 

customersithroughiowerfuelncosts,nasi/vellnas-|theisocietaIiDenefitnofiessening-| 

environmentalimpactnandnachievingnAmericannenergyindependencenatitheiowestncost.n 

While-|theseisocietaInandnenvironmentaIiDenefitsnareTiot-|reflectedinnelectricTates,-|these-| 

softenbenefitsnprovidensignificantivaIue.-| 

Consistenti/vithnD.lO ^6 l047,iSDG&Eihasidevelopedibenefitiestimates-|tcr|Supportithe-| 

SmartnGrid-|Deployment-|Plan.iTheitotahestimatedi3enefitsnofiSmartnGridndeployment-| 

describedinithisnplanifor|thenSan-|DiegoTegionnareiDetweennapproximatelyi$3.8-|Li$7.1i 

billion,includingnsocietalnandnenvironmentali3enefitsifor|theiyearsn2011-2020nof-| 

approximatelyn$760Tnillion-|h$l-9lbillion.-| 

Tabled ̂ nbreaksithesenbenefitsndowniby-itheinsourcen 

1 

1 

1 

1 

1 

1 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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Table# 'iriSocietal and Environment H» -efitsi20 f )20i 

Societ a I-/-# nvi ro n m e nta l"Pe n ef iti 

Sourcei 

Societal"/! 

Environmental-penefiti 

Range! 

Estimated"|tons-pfiC02ei 

Avoided59! 

EstimatednAvoided-|Emissionsifrom-| 

Energy-|Reductionsnand-|Peak-|Load-| 

Shifting! 

$12iMMih$83iMMi ~n0.77nillion! 

EstimatednAvoided-|Emissionsn 

Reductionnbynlntegratingn 

Centralized-|Renewable-|Energyn 

$85iMMih$612iMMi ~-|5.4nmillion-| 

EstimatednAvoided-|Emissionsn 

Reductionnbylntegratingn 

DistributednGenerationn 

$10iMMih$79iMMi ~n0.77nillion! 

EstimatednAvoided-|Net-|Emissions-| 

ReductioniDy-|lntegrating-|Electricn 

Vehicles! 

$284iMMih$550iMM60i ~n0.97nillion! 

59iMOx,iSOx,iandiPM1oiwereialsoincludediinitheiTrionetizedibenefitsiestimates.Ti 
^nAisignificantiportioniofitheseiDenefitsiareivalued-ifromiavoidediMQdemissionsifapproximatelyilS^OOi 
tonsirrthe-basexase).-

This section contains conceptual and/or provisional benefits estimates reflecting :the best available information at £he £ime of 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttoThange~0ST»ewinformatiorrfc>ecomes~0vaiiable.i 
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lnnaddition,-|thenpotentiaIifuelnsavingsnbenefitsifoncustomersnadoptingnelectrici\/ehicles-| 

haveiDeenidentifiednandnestimatednasfollowsn 

Table B ^rrPotentialf uel Cost Savings for Adoptingflectric Vehicles] 

BenefitlSourcei Benefit-Rangei Purchased"|Gallons-pfi 

Gasoline-Avoidedn 

EstimatediAvoidediFuel-Costibyi 

IntegratingiElectriciVehiclesi 

$369iMMih$615iMM61i ~l207imillioni 

TheseiDenefitsiA/illiDenexplainedinTnorendetailinisectionn8.3.1.-| 

lniaddition,iestimatesiwereicalculatediforieconomiciandireliabilityibenefitsi(whichiarei 

primarilyi"soft"ibenefits)ifori2006 l2020,includingitheiriassociatediterminahvaluei(post L 

2020),itotalingiapproximatelyi$3.0ibillioniLi$5.1ibillion.i 

Tablei8 'Sibreaksidownitheseibenefitsibyiinvestmenticategoryn 

61^enefitirangeiforiavoidedifuelncostiisibasedioniailowiandihigh-gasolineipricenderivedifromiaiforecasti 
basexaseninTeport-no.-CEC feoo *2011 b01preparedibyitheiCaliforniaiEnergyiCommission-|titledi 
"Transportation fuel frice -Cases -Demand-Scenarios: inputs -and Methods forfhe -2011 integrated fnergy 7 
Po//cy Report" ndatedfebruaryiZOllnandiavailableia t|itt£^/www^enej^caj|oy/_2011j3ubJixatiqns/CEC^L 

600 '2011 tol/CEC too '2011 l001.PDPn 
ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
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Table 8 Sritconomicpnd 8eliabilitYiBenefitsi2006^i202Qi 

InvestmentiCategoryn Economiciand-peliabilityi 

Benefits-j2006T-i202Chandi 

Terminal-yaluei 

Benefitsidentifiednrelateditonpreviouslynauthorizedn 

fundingn(Smart-|Meter62,-ppExn20/20^martnGrid-| 

projects)63-! 

$l,378iMMi 

BenefitsidentifiedTforprojectsiniTY2012iGenerah 

Rate"Case64-| 

$966iMMih$2,263iMMi 

Benefitsidentifiedifonothenactivenapplicationsn 

(Demand-|Response65)n 

$29iMMih$139iMMi 

EstimatedincrementalinvestmentiDenefitsi--CPUC-| $253iMMih$491iMMi 

EstimatedincrementalinvestmentiDenefitsi--|FERC-| $434iMMih$906iMMi 

TheseiDenefitsiA/illiDenexplainedin7norendetailinisectionn8.3.2.-| 

1 

62iSmartiMeteribenefitsiwere-pourcedifromitheioriginalTCPUCiapplicationi(A.05 ^31015).-| 
63^enefitsiinitheiSmartiGridiDeploymentiPlan-fnay-differifronriianyishowniniSDG&E'siTY2012iGenerah 
RateiCasei(A.10 L12 'OOSJibecausenofidifferencesiinipresentationnofidata.-n 
64nOngoing"benefits-iforiprojectsiiniSDG&E'siTY2012nGenerahRateiCaseT(A.10 L12 l005)+iave-been-forecasti 
beyonditheperiodireflectediinitheiapplicationtoitheiCPUC.i 
65^DnlytheiSmartnGridirelatedibenefits-ifontheiDemand-Responseprogramiareiincludediand-)iave-beeni 
forecastibeyonditheperiodireflectediinitheiapplicationitoitheiCPUCi(A.ll ^3 l002).n 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
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8.2 APPROACH-] 

At-|theisameitime-|programncostsiA/erencompiled,nSDG&EnaIsonengagedinna-| 

comprehensivenexerciseitoidentifyithencorresponding-|benefitsnassociatedi/vithitsnSmart"i 

Gridnprogramsnandnprojects."nWhereverpossible,nSDG&Eisought-|toTiotnonlynidentifyTthe-| 

benefits,iDutnaIsonconvertithemintona7nonetaryifigure.TiIn-|theinterestnof-iusingna-| 

commonisetnofibenefitncategoriesnand-|methodologies-|thatisnunbiased,ncleanandneasily-| 

understood,nSDG&EnchoseitoTnodelitsi3enefits-frameworknafter|theiDenefitsnevaluation-| 

modeHhat"EPRliric\udediri^:heTepo]rt^:\t\edi"Methodological7Approach7for]Estimating7 

thepenefits~pnd-posts-pfpmartpridpemonstrationprojects" 

SDG&E'siapproaclr|everageditheibenefiticategoriesidefinediby-|EPRhasifollows:-| 

ffi Economici-includesnavoidednonreducedncostsnandinvestmentsndueitoimproved"i 

systemnefficiencynonassetnutilization.Ti 

ffi Reliability-rincludes-avoidanceiorreductioninielectricaliserviceinterruptionsi 

andimprovementsinnpowernqualitynand-|the-|reliabilityiDenefits-|toncustomersithat"i 

arendeterminedithroughivaluenofiserviceistudies.Tn 

ffi Environmentali-includesnavoidednorTeducednemissionsnwhichimpactnclimate-| 

changenandnadverselyiimpactnhumannhealthnandivariousnecosystems.-| 

ffi Othen-includesimprovements-|toncybensecurity,iA/orker/customensafety,-| 

customerisatisfactionnasiA/ellnasTeductioninnoilndependence.-| 

66nF inalfieportiMo.11020342, "Methodological Approach for fstimatingthe-penefitsvnd^ostspf^martiSrid 7 
Demonstration -projects",idatedTlanuaryT20lChandTavailableTa1ri 
http://my.epri.com/portal/server. pt?space=CommunityPage&cached=true&parentname=ObjMgr&parentid=2&contr 
ol=SetCommunity&CommunitylD=404&RaiseDoclD=000000000001020342&RaiseDocTvpe=Abstract a icfi 

1 

This section contains conceptual and/or provisional benefits estimates reflecting :the best available information at £he £ime of 
preparation of ithe Smart Grid Deployment Plan. ;These estimates are not Intended for use In new requests for funding and are 
subject to change as new Information becomes avaiiable. 
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Furthermore,nSDG&EnaIsonaugmentedithe-|EPRIncategoriesi/vithnadditionaIitypesnofi 

benefitsidentified-|through-|bestpracticesnandindependentTesearch.T|TheTesulting-| 

benefits-framework-|servednasithe7nodelnuseditoidentifyiaIlnpotentiaIiDenefits-| 

associated-|toneachnofithenSDG&EnSmartnGridnprogramnareas.-|Tonhelpnquantifyithen 

economici\/aIuenofithenSmartnGridiDenefits,neffortsiA/ere-|madeitoitranslateidentified-| 

benefitsintonaimonetary-iva!ue-|Usingifactors-providedibyiexternahsourcesiwhere-| 

possible.iTheifollowing-|tablen(8 ^Jnprovidesnansummarynofitheiscopenofibenefitsifoneach-i 

categorynasna-guidance-|utilizednduringitheidentification,nquantificationnand-| 

monetizationnprocess.n 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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Table# ^rrSDG efitsf ramework i 

Category Benefit Type 

Economic-! ImprovednAssetnUtilization-! 

Transmissionn&nDistribution-CapitalnSavings-! 

Transmissionn&nDistribution-pperatingnExpensesnSavings-! 

TheftnReductionn 

E n e rgyiEff i c i e n cy-

Electricity-CostnSavingsn 

Reliability-! Powerlnterruptionsn 

PowenQualityn 

Environmental-! AinEmissionsn 

Other-! Securityn&nSafetyn 

CustomernSatisfaction-! 

Energylndependencen 

1 

The-|majoritynofnprojectsnwithinnSDG&E'snSmartnGridnprogramnareasiA/ereidentifiednas-| 

providingneithenqualitativenand/onquantitativeiDenefits.T|Numerousifactorsndictatedithe-| 

typenandnextentnofitheiDenefitsneachnSmartnGridnprojectnprovided,nasi/vellnasimpacted-| 

thenaccuracynofithenestimatediDenefits.-nSomenofitheifactorsincludeitheifollowingn 

ffi Projectitypei--|Projectsnclassifiednas-|Policy,nwhichTneetna-|regulatoryTnandatenori 

policy,nmaynhaveifeweriDenefitsnasitheyiareimplementedito-|meetispecified-| 

requirements.TiPilotnprojects-|maynalsonhaveifeweriDenefits,nas-|theynarenusedito-| 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
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testitheiviabilitynofinew-|technologiesnwhosenexactiDenefitsnhaveiyetitoiDeifully-| 

understood.-! 

ffi Newnorfutureitechnologiesi--Quantifyingnandnestimatingithe-|monetaryiDenefit"i 

ofTiew,nemergingnorfutureitechnologiesncaniDendifficult"given-|theiacknofi 

precedencenand/onsufficientnhistoricalndata.n 

ffi QuaIitativeiDenefitsi-"Certain-|benefit-|typesiDyTiaturenarendifficultitonquantify,iet-| 

aIonenconvertintona7nonetaryivaIuen(e.g.ncustomernengagement,Teductionnof-| 

reliancenonnoil)."nMeasuringnsuchiDenefits7TiayiDendifficultnand/orithereisTio"i 

methodology-|toncaIculate-|the-|benefit'sneconomicivaIuenor|the7nethodologyis-| 

overlyicomplexnoritime 'consuming-ifondeployment-planningipurposes.Ti 

ffi lnconsistenciesnof-|Standardsi-"Ponversionfactorsnarenuseditonconvert-|specific-| 

benefitnunitsn(e.g.-|MWh,-|MW)intoTnonetaryiunits.TiThenconversion-factori\/alues-| 

themselvesncanivaryngreatlyndependingnupon-|thensource,iA/hereithe-| 

inconsistencyisnattributeditoivaryingncalculation-|methodologies.-| 

ffi LacknofnhistoricalnadoptionTatendatai-"Certainitechnologiesn(e.g.-|PEVs)nareTiew-| 

toitheTnarket."nAsnaTesult,ithe-|magnitudenandnextentnofitheiriDenefits-|realized-| 

areiargelyndependentnuponitheirTatesnofnadoptioniDynconsumersnoritheirTates"i 

ofpenetrationintoitheindustry^othioHA/hichiareidifficulttopredict.-

ProjectiDenefitsnwerencalculatedinnaisimilarfashionnasnprojectncosts,iA/hereneachnproject-| 

wasTeviewediforibenefitsnasndefinediA/ithinitheiDenefitsiframework.T|HistoricaliDenefits-| 

werennotediforpn LflightnprojectsithatnhavenalreadyTealized"|benefits,nandiDenefit"i 

projectionsnwere7nadeiforToadmapnprojectsnslatediforithen'conceptual'n2011 ̂ OlSi 

timeframenand/onthen'provisional'n2016 'sChprojectitimeframe.Ti 

lnnorderitonaccountifonthendifficultynofnestimating-|benefits,-|theiDenefitiforecast-fon 

SmartnGridnprojectsnusednaTangenofipotentialivaluesforiDothnconceptualnandnprovisionah 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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estimates.iThese-|rangeivalues-|(asnanpercentnofitheiDaseiforecastecliDenefit)TeflectiA/hat-| 

are-|believeditoiDenaTeasonableTangenaboven(+)nandiDelown( ^itheiestimatedibenefiti 

projections.Tn 

Tablen8 ^isummarizesitheiconceptuahandiprovisionahcontingencyivaluesincorporatedi 

inton2011 ̂ 020ibenefitiestimates-|tcrireflectntheiuncertaintyiassociatediwitlr|thei 

methodologyiandnaiongitimeframe.nSupportingnanconservativeiviewitowardsnattaining-| 

benefits^ndithe^reatenuncertaintyi'nitheiongeriterm^heTangeis-SOpercentiDelowi 

ton30npercentnaboveiforitheiyearsn2011iton2015,nand-|75percentiDelowito-|75-|percentn 

aboveiforecastediDenefits-foritheiyearsn2016"|ton2020.Ti 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
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Tabic lonceptual iand provisional pangefactorsfortfOll l2020|Benefits Estimates] 

High] +30%] +75%] 

Lowi l50%i L75%I 

lnnadditionitonhistoricalnandnprojectednbenefits,iterminalivaluesiA/erenalsoncalculated.Ti 

ForneachnofithenSmartnGrid-|Deployment-|Plannprojects,naiterminalivaluenaccountsifori 

ongoingTietiDenefitsithatncontinueitonaccrueifor-ithenworkingiifenofncapitalnassetsn 

beyond]2020.-nThus,ithe]terminahvaIues]complementithe]historicaI,projected] 

conceptualnandnprovisionalTimeframeiDenefitsTonprovidenancompletenendTviewnof|the-| 

totalnanticipatediDenefitsnassociatednwithnangivennSmartnGridnproject.Ti 

Asndiscussed,nalliDenefitnestimatesnarenpresentedin-|nominalndollarsn(i.e.-|notndiscounted)-| 

and-|reflectitheiDestnavailableinformationnat-|this-|time.T|ThesenestimatesnareTiot-| 

intendedifor|UseinTiewTequestsiforfundingnandiA/illnchangenasTiewinformation-| 

becomesnavailable.n 

8.3 SOCIETAL1AND1ENVIRONMENTAL1BENEFITS1 

SDG&EncollaboratediA/ithithe-|EnvironmentahDefense-|Fundn(EDF),naieading-| 

environmentahnon 'governmental]organization](NGO),inits]effortitcnquantifyithe] 

societahand]environmental]benefits]ofiits]Smart]Grid]Deployment]Plan,particularly] 

thoseithatnarenexpecteditonresultifrom-|theintegrationnoficentralizednandndistributed-| 

renewableTesourcesnandnPEVs.nWhileitheneconomicnandTeliabilityiDenefitsnweren 

estimatedpnpproject ltevel]basis,]and]Summarized]by]program]and]classification]in] 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttoThange"0snewinformatiorrfc>ecomesT3vaiiable.i 
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sectionn8.3.2,-|thencaIculationnofitheifollowingisocietaInandnenvironmentaliDenefitsnwere-| 

caIculatednat-|thenportfolioievel,iDecauseitheseiDenefitsnarenaTesultnofimultiplenSmart-| 

GridnprojectsnornprogramsnandnhaveisignificantndependenciesnonnexternaIfactors.-| 

Consistenti/vithnournconservativenapproachitowardsiDenefits,iterminaIivaIuesnareTiot-| 

reflectedinnestimatesfonsocietaliDenefitsfromithesensources.Ti 

S.J.I FSr MiENE?.GY,P.EDUC~iONS A-NDI 

PEAK LOAD SHIFTING j 

SDG&Enestimatedithenavoidednemissions-|reductioni3enefitsnassociatednwithTeduced-| 

energynconsumption,7norenefficientngridnoperationsnand-|peakioadishiftingnenablediDy-| 

newnSmartnGriditechnologiesnandnotherinvestments,nusing-|theifollowingnassumptions-| 

andnmethodsn 

ffi QuantificationnofikWhnof-ienergyiavoidednorTeducednandnkWhnof-ienergy-|shift-| 

frompeakitoTon 'peak-periods.i 

ffi ConversionnofikWh-|tonemissionsTeductioni3asednon-|tonsnofiC02e,-|NOx,nSOxnand-| 

PMio.-n 

ffi Prices-|per|tonnof-p02e,-|NOx,nSOxnand-|PMio^)asednonnaTeportnpreparediDyithe-| 

California-|EnvironmentahProtectionnAgencyi(Cal/EPA).67-| 

Asna-iresul^na-ipotentialTangenofibenefitsinithisncategoryi/vasnestimatednat^lZ-iMM-ihSSB-i 

MMifor|then2011 ̂ OZOitimeiperiod.-i 

1 

67nPricesnbasedTDnTeportpreparednbyithenCalifornia-]Environmental-protection-AgencyititlednUpdafedfconom/c7 
AnalysisvflCalifornia'siClimateiChangei>coping-pianTiatediM\arch-il4,-il010^ind-&\/a\\ab\e-&t7 
http;//www.arb.ca.gov/cc/scopingplan/economics bp/updated 'analysis/updated^ sp analysis, pdfi 

This section contains conceptual and/or provisional benefits estimates reflecting :the best available information at £he £ime of 
preparation of ithe Smart Grid Deployment Plan. ;These estimates are not Intended for use In new requests for funding and are 
subject to change as new Information becomes avaiiable. 
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8.3.2 ESTIMATED AVOIDED EMISSIONS REDUCTION BY RELIABLY j 

INTEGRATING CENTRALIZED RENEWABLE ENERGY] 

SDG&Enestimatedithenavoidednemissions-|reductioni3enefitsnassociatednwithithe-| 

integrationnofncentralizedTenewablenenergynusingithe-followingnassumptionsnandn 

methods:-! 

ffi IntegrationnofncentralizedTenewablenenergynupitonZOnpercentnRPSncaniDendonen 

withoutnSmartnGrid^esultinginnzeroiDenefits.nRPSincreaseifromnZOnpercentito-! 

33npercentTequiresnSmartnGridinvestment.-| 

ffi Prices-iper-|tonnof-C02e,-|NOx,nSOxnand-|PMioibasednonna-ireportnprepared-|by-|the-i 

Cal/EPA.68i 

Asia-iresult,ia-ipotentialTangeiofibenefitsirnthisicategoryiwasiestimatediati$85-|MM-iLi 

$6121VlMiforithei2011 l2020-itimeiperiod.-n 

8.3.3 ESTIMATED AVOIDED EMISSIONS REDUCTION BY INTEGRATING j 

DISTRIBUTED GENERATION H 

SDG&EnestimatedithenavoidednemissionsnreductioniDenefitsnassociatednwithithen 

integrationnofndistributedTenewablenenergyngenerationnusing-itheifollowingnassumptions-! 

andnmethodsn 

ffi ConversionnofikWh-|tonemissionsTeductioniDasednon-|tonsnofC02e,-|NOx,nSOxnand-i 

ffi Prices-iper-|tonnof-C02e,-|NOx,nSOxnand-|PMioibasednonna-ireportnprepared-|by-|the-i 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-fonfundingiand-prei 
subjecttoThange"0snewinformatiorrfc>ecomesT3vaiiable.i 

PMio.-n 

Cal/EPA.69i 
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ffi Applieditimendifferentiatednemissionnproductionifactors.Ti 

Asna-|result,na-|potentialTangenofibenefitsinithisncategoryiwasnestimatednatn$10-|MM-|h$79-| 

MMifor|then2011 ̂ OZOitimeiperiod.i 

[8.3.4 ESTIMATED AVOIDED -NET-EMISSIONS-REDUCTION BY INTEGRATING j 

ELECTRICVEHICLESH 

SDG&Enestimatedithenavoidednemissions-|reductioni3enefitsnassociatednwithithe-| 

integrationnof-|PEVsnusing-|thefollowingnassumptionsnand7Tiethods:-| 

ffi NetnemissionsTeductionsncalculatediDasednon-|thendifferentialnof-iconsumptionnofi 

electricityitoisupplynenergy-|needsi\/ersus-gasolinenconsumption.-| 

ffi MPGnstandards-for-California-|market-|basednon-|reportnpreparediDy-CalifornianAin 

Resources-|Board.70-| 

ffi ConversionnofikWh-|tonemissionsTeductioni3asednon-|tonsnofiC02e,-|NOx,nSOxnand-| 

PMIO-TI 

ffi Prices-|pentonnof-C02e,-|NOx,nSOxnand-|PMioibasednonna-|reportnprepared-|by-|the-| 

Cal/EPA.71-| 

Asna-iresul^na-ipotentialTangenofibenefitsin-ithisncategorynwasnestimatednatnSZSA-iMMnh 

$550"|MMifonthen2011 ̂ OZOitimeiperiod.i 

1 

70nMPGTStandardsiDasedTonTeportT3reparedi3yntheTCalifornia-AiriResources-poardititlednCompor/sonp/iGreen/7ouse7 
Gasf(eductioniJnderiCAFEi>tandardsvndHRBf(egulationsHdopted-pursuanttofiB1493Tiatedianuary7l,i2-008-$nd7 
availablgiatihttp://www.arb.ca.gov/cc/seopingplan/economics 'sp/updated 'analysis/updated sp analysis.pdfi 
71nPricesnbased-pnTeport-preparednbyithenCalifornia-pnvironmental-protection-Agencyi:itlednUpdotedfconom/c7 
/4no/ys/sp/jCo///:orn/o'stC//motetC/7ongetScop/ng/'/onidatedi\/larchT24,T2010TandTavailableTati 
http;//wwyy.arb.ca.gqy/cc/scopjngp|an/economics 'sp/updated 'analysis/update^ sp jnalvsis.pdfi 

This section contains conceptual and/or provisional benefits estimates reflecting tthe best available information at f he time of 
preparation of tthe Smart Grid Deployment Plan. ;These estimates are not .intended if or use ;in new requests for funding and are 
subject to change as new information becomes available. 
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I 8.3.5 ESTIMATED AVOIDED FUEL COST BY INTEGRATING ELECTRIC VEHICLES n 

SDG&EnestimatednthenavoidednfuelncostnbenefitsnassociatednwithntheintegrationnofnPEVsn 

usingnthenfollowingnassumptionsnandnmethodsn 

ffi Avoidednfuelncostncalculatednbasednonnthendifferentialnofncostnofgasolinenversusn 

electricity.-! 

ffi ForecastnofngasolinenpricesnbasednonnanreportnpreparednbynthenCalifornianEnergyn 

Commissionn(CEC).72-| 

ffi Forecastnofnelectricitynpricesnbasednonnanreportnpreparednbynthe-CEC.73n 

Asna-|result,nanpotentialTangenofibenefitsirr|thisncategorynwasnestimatednatn$369-|MM-|Li 

$615"|MMiforithei2011 ̂ OZOntimenperiod.n 

8.4 ECONOMIC1AND1RELIABILITY1BENEFITS1ESTIMATES1BY1PROGRAM1AREA1 

ProvidednbelowisnansummarynofnthenmonetizedneconomicnandnreliabilitynSmartnGridn 

benefits,ngrouped-|byiprogramnareanand-|projectnclassification.-|PleaseTiotensubtotalsirri 

tablesinnsectionn8.4nmayndifferndueitoTounding.Ti 

| 8.4.1 CUSTOMER EMPOWERMENT i 

AsndiscussedinnthenRoadmapn(sectionn5.0nofithisnplan),nSDG&E's-CustomeiT 

Empowermentnprogramnwillnensurencustomersinaventheinformationnandncapabilitiesn 

72nForecastiDfngasolineT3ricesi3asedTonTeportino.TCEC *600 L2011 boi-prepared-bytheTCaliforniaTnergyTComrnissiorn 
t\t\edf Transportation fuel frice-pasesfiemand fcenarios: jnputspnd-Methods forfhef Olljntegratedfnergyfolicyj 
Rgporf-dated-februarvgQll-anihBwallablgBtiittp://www.energv.ca.gov/201lPubllcattons/CEC *600 *2011 QOl/CEC* 
600 j2011 'OQl.PDFi 
73nForecast-pfTelectricitynpricesnbased-pnTeportnno.TCEC L200 L2009 t)12 tMF-prepared-byThe-iCaliforniaTnergyn 
Commissionititledf California fnergyfiemandf 010 k020fkdopted forecast" rdatediDecemben2009TandTavailableTatn 
http;//www.energy.ca.gov/2009publicatioiis/CEC 200 '2009 '012/CEC '200 '2009 '01.2 'CMF.PDFi 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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that"|theyrieeclinnorder|to-|makenenergyTnanagementndecisionsithatTneetiA/ith-|theiri 

values,Tieedsnandndesires.Ti 

ThenSmart-|Meternprojectndrives-|theiarge7najoritynofiDenefits-|underithe-Customeri 

Empowerment-|program.T|Thendeploymentnofismart-|meters-|hasnandiA/illncontinueito-| 

provideisubstantialncost-|savings-|by-|reducingndistributionnoperationalncosts,ncurtailing-| 

energyitheft,nandimprovingndemand-|responsenefficiency.-|Thenconceptualnandn 

provisionalnbenefitnestimatesforiSDG&E's-pustomer|Empowermentnprogramnarenas-| 

follows:-! 

Table g 'SrrCustomeriEmpowerment Program Conceptual and Provisional jBenefits i 

Estimates) 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

11 

Forithencorrespondingncostsnofithe-CustomeriEmpowermentnprogram^lease-iseeithe! 

CostnEstimatesisection.! 

8.4.2 RENEWABLE GROWTH j 

AsndiscussedinithenRoadmap^DG&Encustomersnarencontinuingitoinstallisignificant! 

numbersnofnPVnelectric^enerationisystemsnatTesidentialnandnnon lresidentialnpremises.-n 

Tonsupportndistribution WelTenewable^eneration^DG&Enplansinvestmentsithat! 

increasenmeasurement,!Control,!andTnanagement!capabilities.! 

Benefits TotalnEstimatediBenefits 

Historical 
ConceptuahEstimates 

2011L2015 
ProvisionahRanges 

2016 L2020 2006 L2020-Total Beyond-2020 

2006 2010 
$0 

$69,491 
$0 

Low 
$3,898 

$379,480 
$2,195 

High 
$10,134 
$402,395 

$5,706 

Low 
$12,445 

$337,296 
$1,510 

High 
$87,114 
$424,888 
$10,573 

Low Range 
$16,342 

$786,266 
$3,705 

High Range 
$97,247 
$896,775 
$16,280 

Terminal 
Value 

$10,833 
$365,447 

$7,544 

$69,491 $385,572 $418,235 $351,251 $522,575 $806,314 $1,010,301 $383,824 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.TjTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjectto~change~0ST»ewinformatiorrfc>ecomes~0vaiiable.i 
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lnvestmentsitoimprovenSCADA-|technologiesnandnexpand-|theindeploymenti/villndrive-|the-| 

majoritynofibenefitsiDyincreasingithenoveraIhreliabilitynof-ienergyndelivery-|toncustomers.Tn 

Othenprojectsngeneratensignificant-|benefitsiDyintroducingndynamiciineTatingsnand-| 

augmentingnphasorTneasurementncapabilitiesitondefencapitalinfrastructurenexpensesn 

and-|reducenoperationaInexpenses.-|ThenconceptuaInandnprovisionaIiDenefitsnestimatesfori 

SDG&E'snRenewableiGrowtlrprograrrnareiasifollows:Ti 

Renewable Growth Program Conceptual pnd Provisional jBenefits estimates 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

Benefits 

Historical 
ConceptuahEstimates 

2011 L2015 
ProvisionahRanges 

2016 L2020 

2006 2010 
$0 
$0 
$0 

Low 
$59,431 

$0 
$0 

High 
$154,520 

$0 
$0 

Low 
$64,243 

$0 
$0 

High 
$449,701 

$0 
$0 

$0 $59,431 $154,520 $64,243 $449,701 

T otalnEsti mated-penef its 

2006L2020-Total Beyond-2020 
Terminal 

Low Range High Range Value 
$123,674 $604,221 $321,374 

$0 $0 $0 
$0 $0 $0 

$123,674 $604,221 $321,374 

Forithencorrespondingncostsnofithe-|RenewablenGrowthnprogram,nplease-|seeithe-Cost-| 

Estimates-Section.i 

8.4.3 ELECTRIC VEHICLE GROWTH j 

Asndiscussedin-|the-|Roadmap,nSDG&Eisnpreparingifor|theincreasednpublicnadoptionnofi 

plug lrnnelectricivehicles.Tilnnanticipationnofithisngrowth,nSDG&Enplansinvestments-|that-| 

willnhelpnpromoteithenadoptionnofielectric-|vehicles,neducateithenpublicnon-|theiriusage-| 

withTegarditoithenelectricngrid,nandnassist-|partiesinvolvedi/vith-|thenelectricivehicle-| 

ecosystemitonensureitheisuccessfulintegrationnofielectricivehiclesiA/ithinithengrid.-| 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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lnvestmentsithatinstallismartitransformersnarenexpecteditonenablencostisavingsiDy-| 

reducingnequipmentifailuresnassociatedi/vithitheincreaseinioadifromnelectricivehicles.Tn 

Other-|infrastructurenanditechnologyinvestmentsito-|SupportneIectrici\/ehiclenadoption-| 

willimproveithenefficiencynofnelectricndistributionnandTeduce-|usagenandTeliancenon-| 

ancillaryiservices.irhenconceptuaInandnprovisionaInbenefitsnestimatesifornSDG&E's-| 

ElectricnVehiclenGrowthnprogramnarenasifollowsiTi 

iTablep ^: rplectricyehicle Growthprogram Conceptual pndprovisional benefits i 

Estimates! 

Benefits Total-|Estimated-jBenefits 

Historical 
ConceptuahEstimates 

2011 L2015 
Provisional-Ranges 

2016 L2020 2006 L2020iTotal Beyondi2020 
Project 

Class 2006 2010 Low High Low High Low Range High Range 
Terminal • 

Value 
Policy 
Value 
Pilot 

$0 
$0 
$0 

$14,343 
$0 
$0 

$37,293 
$0 
$0 

$24,051 
$0 
$0 

$168,355 
$0 
$0 

$38,394 
$0 
$0 

$205,648 
$0 
$0 

$107,978 
$0 
$0 

Subtotal $0 $14,343 $37,293 $24,051 $168,355 $38,394 $205,648 $107,978 

n 

ForithencorrespondingncostsnofithenElectricnVehiclenGrowthnprogram^pleasenseeithenCostn 

Estimates-Section.! 

1 

8.4.4 RELIABILITY AND .SAFETY i 

Asndiscussedin-|the!Roadmap,!SDG&E'sT*oahis-|tO!maintain!and/or|improve!reliabilityin! 

the-face-pfintermittentTesou rcesia ndielectric-yehiclest hroughim proving! tsi 

measurement,ncontrol,!protection,Tecording,!and!management!and!optimization! 

abilities.-filnvestmentsintoithenaforementionednabilitiesiwillisupplement-ithenexi stingn 

technologyiinvestmentsnmadeitoimprovenaccuracynandispeednoffaultisolationnand! 

systemnrestorationitime.! 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-fonfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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Undenthe-|ReliabilitynandnSafetynprogram,istrategicinvestmentsinitechnologiesito-|help-| 

baIancenandTegulateivoltagenonitransformersiA/illTesultinnaTiotablencostnavoidance-| 

benefitiDynprecludingithe-|needitonconstructnaTiew-|powerngeneration-|plantnaItogether.Tn 

OthenprojectsitoimprovenelectricTeliability,nsuchnasimprovementsitonsynchrophasors,-| 

arenexpecteditoTeducencostIy7najorngridnoutages.-| 

Thenconceptualnand-|provisionali3enefitnestimatesifornSDG&E's-|ReliabilitynandnSafety-| 

programnarenasifollowsiTi 

Table 6bnBeliabilityjandfsafetyProgramiConceptual pnd Provisional Penefitsi 

Estimates) 

Project 
Class 
Policy 
Value 
Pilot 

Subtota 

11 

ForithencorrespondingncostsnofithenReliabilitynandnSafetynprogram^pleasenseeithenCostn 

Estimates-Section.! 

8.4.5 SECURITY! 

As!discussedin-|the!Roadmap,!the!Core!tenetS!ofiSDG&E's!security!Strategy!are:! 

adherence-|tO!security!principles,!broaden!awareness,!Converge!securityT*overnance,! 

and!distribute-|security!Controls.-nSDG&E!plans!tO!Support!these!tenetS!byinvesting!intO! 

a!portfolio!ofisecurity!projects.! 

Col lectively^DG&E'sin vestmentsi nisecurity lrelatedinitiatives!are!expected!tO!provide! 

significant!benefitS!byiminimizing!disruptionsin!power!and!avoiding!data!breaches.-nThis! 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjecttoThange"0snewinformatiorrfc>ecomesT3vaiiable.i 
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Benefits T otalnEsti matediBenef its 

Historical 
ConceptuahEstimates 

2011 L2015 
ProvisionahRanges 

2016 L2020 2006L2020iTotal Beyondi2020 

2006 2010 
$0 
$0 
$0 

Low 
$243,460 
$47,849 

$0 

High 
$632,995 
$124,408 

$0 

Low 
$6,144 

$45,657 
$0 

High 
$43,011 
$319,596 

$0 

Low Range 
$249,604 
$93,506 

$0 

High Range 
$676,006 
$444,004 

$0 

Terminal 
Value 

$120,239 
$202,918 

$0 

$0 $291,309 $757,403 $51,801 $362,607 $343,110 $1,120,010 $323,157 
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figurenexcludesitheinvaIuableisocietaIiDenefitsnarisingifromimprovedisecurity-| 

measures."nSignificantisocietahbenefitsinclude7naintainingicustomendataiprivacyiand-| 

enforcingTiationalisecurityiDynpreventingiforeignncybernattacksnon-|thenelectricaIngrid.-| 

ThenconceptuaInand-|provisionali3enefitnestimatesifornSDG&E'snSecuritynprogramnarenas-| 

followsiTi 

Table # l10: ilSecurity Program Conceptual pnd ProvisionaHBenefitsfstimatesi 

Benefits TotaliEstimatechBenefits 

Historical 
Conceptual-Estimates 

2011L2015 
Provisional-Ranges 

2016 L2020 2006 L2020iTotal Beyondi2020 
Project 

Class 
Policy 
Value 
Pilot 

2006 2010 
$0 
$0 
$0 

Low 
$41,176 

$0 
$0 

High 
$107,057 

$0 
$0 

Low 
$22,824 

$0 
$0 

High 
$159,766 

$0 
$0 

Low Range 
$64,000 

$0 
$0 

High Range 
$266,823 

$0 
$0 

Terminal 
Value 

$7,938 
$0 
$0 

Subtotal $0 $41,176 $107,057 $22,824 $159,766 $64,000 $266,823 $7,938 

n 

ForithencorrespondingncostsnofithenSecuritynprogram,npleaseiseeithe-Cost-|Estimates-| 

section.-! 

J 8.4.6 OPERATIONAL EFFICIENCY i 

Asndiscussedinithe-|Roadmap,nSDG&Enhasndesignednan-pperationahEfficiencynprogram-|to-| 

improveitsnabilityito7nonitor,noperate,nandnoptimizeitsisystem.TiTonadvanceithenoveralh 

efficiency-pfits^ridioperations^DG&E-wilh'nvestiniaTiumbenofprojectsim'tsi 

OperationahEfficiencyiprogram.n 

Technologyinvestments,nsuchnas-|Light"|Detectionnand-|Rangingn(LIDAR)nandnGeographic-| 

lnformationnSystemsn(GIS),nwilhimprovenenergyTeliabilityithroughnancombinationnofi 

improvingithenabilityitoitakenpre lemptive-|measuresitonavoidifaults,norincreasingithe-| 

efficiencynofnelectricTestorationnaftenannoutage-|hasnoccurred.TnSuchitechnologiesiwilh 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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alsonavoidisignificantncapitalnexpensesiDyTeducingncostlynequipmentTepainori 

replacementncostsnandnextending-|theiifenofnexistingnassets.-| 

Thenconceptualnand-|provisionaliDenefitnestimatesifornSDG&E'snOperationahEfficiency-| 

programnarenasfollowsiTi 

Table# lll: TlOperational Efficiency Conceptual pnd Provisionai Penefitsfstimates i 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 

17 

Forithencorrespondingncostsnofithe-pperationahEfficiencynprogram,npleaseiseeTthe-Gost-| 

Estimates-Section.i 

8.4.7 SMART GRID RESEARCH, DEVELOPMENT, AND DEMONSTRATION ; 

Asndiscussedin-|the-|Roadmap,TnanynofithenSmartnGrid-|technologiesnareistillinTthe-| 

nascentistagesnofidevelopmentnornarenonlynconcepts.-nSDG&EnplansTtonpromote-|the-| 

developmentiandTealizationiof-suchtechnologiesiDyinvestinginprojectstoTesearchi 

and"ipilot7these7technologies.-| 

SmartnGrid-|RD&Dnprojects,-|byidesign,nareTiotTneantiDyTthemselvesTtoTeturnisignificant-| 

financiahbenefits.T|lnstead,7theirnpurposeis7tonexplore-|new7technologiesnand7testideas-| 

whichinitumncaniDeieveragedinTtheifutureTtongeneratensignificantneconomicnand-i 

societalivalue.-nAs7a-|result,-|thenSmartnGrid-|RD&DnprojectsiA/ereTiotnai<eyisourcenofi 

benefits.iThenconceptualnandnprovisional-|benefitnestimates7foriSDG&E'snSmartnGrid-| 

Research,-|Development,nand-|Demonstration-|programnarenasifollows:Ti 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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Benefits T otalnEsti matediBenef its 

Historical 
ConceptuahEstimates 

2011L2015 
ProvisionahRanges 

2016 L2020 2006 L2020iTotal Beyondi2020 

2006 2010 Low High Low High Low Range High Range 
Terminal. 

Value 
$0 

$48,462 
$0 

?o 
$97,235 

$15 

$0 
$128,094 

$38 

0 
$80,524 

$13 

$0 
$182,313 

$92 

$0 
$226,220 

$28 

O 
$358,869 

$129 

$0 
$81,313 

$120 

$48,462 $97,249 $128,132 $80,537 $182,405 $226,248 $358,998 $81,433 
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1 

Table g l12:rflesearch, Pevelopment and Pemonstration ProgramConceptual andi 

Provisional jBenefits Estimates i 

Project 
Class 
Policy 
Value 
Pilot 

Subtotal 
11 

BenefitsnshowninithenSmartnGrid-|Research,-|Developmentnand-|Demonstrationnprogram-| 

includenapproximatelyn$7.5Tnillionnawardedithroughna-|RenewablenandnDistributed-| 

Systems-|lntegration-|(RDSI)ngrantifromithe-|DOE74,nandnapproximatelyn$2.87nillion-| 

awardedithroughna-|Public1nterest"|EnergyiResearchn(PIER)ngrantifromithe-pEC75.Ti 

ForithencorrespondingncostsnofithenSmartnGrid-|RD&D-|program,npleaseiseeithe-post-| 

Estimates-Section.i 

8.4.8 INTEGRATED AND CROSS CUTTINGiSYSTEMS ] 

Asndiscussedinithe-|Roadmap,nSDG&ETecognizesitheTieeditondevelopnaTobust-| 

enterprise WidenapplicationnplatformitoisupportitsnSmartnGridnapplications.-nThis-| 

platformiwillnenableTiewisystemsitonco lexistiwithiegacyisystemsnasiwellnas-|Supportithe-| 

adoptionnandintegrationnofjncreasinglyicomplexndataTnanagementnandnanalyticsnas-| 

74-fittpi//events.energetics.com/rclsi2003/pdfs/preseritations/wednesday1 

partl/Merrill%20Eric%20RDSI Review 102908. pci!In 
75ihttpi//www.er)ergv.ca.gov/2.010publicatioiis/CEC '50012010 '018/CEC '500 '2010 tolS lCMF.PDFn 

Thisisectionicontainsi:onceptual"pnd/orprovisionali3enefitsiestimatesTefiecting"ithei3est"pvaiiabieinformationiatthetirrieiofi 
preparationiofithe^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-fonfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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Benefits T otalnEsti matediBenef its 

Historical 
ConceptuahEstimates 

2011-2015 
Provisional-Ranges 

2016 -2020 2006 L2020-Total Beyond-2020 

2006 2010 Low High Low High Low Range High Range 
Terminal; 

Value 
$0 
$0 
$0 

$0 
$0 

$6,799 

$0 
$0 

$17,677 

$0 
$0 

$1,719 

$0 
$0 

$12,035 

$0 
$0 

$8,518 

$0 
$0 

$29,712 

$0 
$0 

$7,156 

$0 $6,799 $17,677 $1,719 $12,035 $8,518 $29,712 $7,156 



wellnasngridncommunications.-nToncreate-|thisnapplicationnplatform,nSDG&Ei/villinvestin-| 

numerousnprojectsitonadvanceitsnapplicationnandncommunicationsinfrastructure.-| 

Fonexample,TtheTuseTofphasonmeasurementinformation-bothiforreal 'timengridn 

monitoringnandnoperationaIncontrolTequiresithenexistencenofnanprecision-|timeiserviceito-| 

ensurenaIlndataistreamsnarencorrelatednandnassessedncorrectly.TiLikewise,Tiew-| 

communicationsnsystemsnareTequiredito-|bringnaIlitheseTiewndatan"home"-|tonachieve-| 

SmartnGridnoperations.-|ThendeploymentnofnaTiext-generation,nhigh 'speedi 

communications-|networkiA/illnprovideTiumerousnsystemnefficiencies.-nThesenefficiencies-| 

initurnnenableTiotablencostsnsavings-|byireducingitheneffortnandinvestments-|needed-|to-| 

operatenandTnaintain-|thengrid,ioweringncapitaInexpenditures,nasi/vellnasnavoidingnotheri 

morencostlyncapitalinvestmentsTieededitoisupportnanhigh 'speednenterprisen 

communicationsnplatforrri.Ti 

ThenconceptuahandnprovisionalibenefitiestimatesifonSDG&E's-|!ntegratediand-p"oss L 

cuttingnSystemsnprogramnarenasfollowsiTi 

Table <3 l13:rfntegratedpnd Cross tuttinglsystems Program Conceptual pnd Provisional ] 

Benefits fstimatesi 

Benefits 

Historical 
ConceptuahEstimates 

2011 L2015 
ProvisionahRanges 

2016 L2020 

2006 2010 
$0 
$0 
$0 

Low 
$0 

$31,068 
$0 

High 
$0 

$80,776 
$0 

Low 
$0 

$13,423 
$0 

High 
$0 

$93,961 
$0 

$0 $31,068 $80,776 $13,423 $93,961 

TotalnEstimatediBenefits 

2006L2020iTotal Beyondi2020 
Terminal 

Low Range High Range Value 
$0 SO $0 

$44,491 $174,737 $173,059 
$0 $0 $0 

$44,491 $174,737 $173,059 

Forithencorrespondingncostsnofithe1ntegratednand"Cross tuttingiSystemsiprogram,! 

pleaseiseeithe-Cost-|Estimatesisection.-| 

1 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjectto"change"9snewinformation"fc)ecomes"0vaiiabie.i 
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I 8.4.9 WORKFORCE DEVELOPMENT i 

Asndiscussedin-|the-|Roadmap,nai<eynelementin-|theisuccessnofithenSDG&EnSmartnGrid-| 

Deployment-|Plan-|residesinitheneducationnand-|adoptionnofithe-|plani/vithinitsncurrent-| 

a ndfuture-workforce.TlSDG&Eplansioni nvestingi nisevera 1+1 u ma nTesource~projectsi 

thatnwillnhelpndeploynorganizationalistructuresnasiA/ellnasitoolsithat!TiaximizenSDG&E's-| 

abilityito7nanagenandnsupportitsnSmartnGridnprogram.TnThroughitsncollaborative!/ision-| 

andnongoingnstakeholdernoutreachito-|regionaliworkforcendevelopment,nacademicnand-| 

technologyprganizations,nSDG&EiA/illnhelpifacilitateithendevelopmentnofnaiDroaden 

SmartnGridisavvyiA/orkforceinitsiserviceiterritory,includingiocahbusinessesnandndiverse-| 

businessnenterprisesn(DBEs).-| 

SimilaritoithenSecuritynprogram,ithe7TionetaryiDenefitnofithenWorkforce-|Development-| 

programisidifficultitoiquantifyisinceitsTeal-valueisTnoreiqualitativeinTature.TiProjects-

inithenWorkforce-|Developmentnprogramnareintegral-|toneducatingnpresentnandifuture-| 

utilitynpersonnelnonithenbenefitsnofiSmartnGriditechnology,!naximizingithensuccessfuh 

adoptionnandndeploymentnofithenprogram,nand-|realizing-|the-|program'sifullnpotentialnand-| 

associatednbenefits.n 

Workforcendevelopmentisncriticalitoitheisuccessnof-iSmartnGridimplementation.nWhile-| 

therenareiioispecific,individual,ncostTeductionsnonquantifiableiDenefitsndirectly-|tiediton 

thenWorkforce-|Developmentnprogramnactivities,nworkforcendevelopmentisnancriticah 

enablernofieachnSmartnGridinitiative.Trm 

ForithencorrespondingncostsnofithenWorkforce-|Developmentnprogram,"ipleaseisee-|the-| 

Cost"|Estimatesisection.-| 

1 

1 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareTiotintendedTforiuseinTiewTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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8.5 CONCLUSIONi 

SDG&E's-|Benefits-|Estimatesnare7nodelednuponithe-|benefitsiframeworkndeveloped-|by-| 

EPRIitonguidencaIculationsnofneconomic,Teliability,nenvironmentaI,nsecurity,isafetynand-| 

customerisatisfactionnoutcomes;naugmentednwithnSDG&E'snowniDestnpracticesnand-| 

additionaIindustryiresearch;nandnenhancediDyithenutility'sncollaborationi/vith-|the-|EDF-| 

whichnhelpednquantifyithe-|SocietaInandnenvironmentaIiDenefitsnofiitsnSmartnGrid-| 

DeploymentiPlari.Ti 

SDG&E'snconceptuaInandnprovisionali3enefitsnestimatesnare-|brokennout-|byipolicy,-| 

customer-yalueiorpilotidriveniDenefits-fonallioftheplannedprojectsinieachiofitsTine-

deploymentnprogramnareas.Ti 

The-|nascentnnaturenoficurrentnandifuturenSmartnGriditechnology,itheinabilityitonpredict-| 

customernadoptionTates,itheiacknofimodelsitoivaIueiDenefits,nanditheimpactnofi 

economicifluctuationsnandnchangingnenvironmentaInpolicyrnakeitndifficult-|tonpreciselyi 

estimateithenplan'sifuture-|benefits.-|However,ithroughnancaIculationnofibothisocietaInand-| 

environmentahbenefitsiasiwelhasieconomiciandTeliabilityibenefits,iSDG&E-|has-| 

identifiednaTangenofitotaInestimatednbenefitsitoitsiservice-|territory-fromitsnSmartnGrid-| 

Deployment-|Plannofi$3.8-|ton$7.1-|billion.-| 

1 

ThisisectionicontainsTonceptual-pnd/orprovisionaliDenefitsiestimatesTeflectingTtheiDest-pvaiiabieinformationiatthetimeiofi 
preparationiofithe-^martiGridiDeploymenti^lan.nTheseiestimatesiareiiotintendedTforiusein-newTequests-forfundingiand-prei 
subjecttoi:hange"0snewinformation"fc)ecomes"0vaiiabie.i 
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9.1 INTRODUCTION! 

During!theisecond!half!of!2010,!SDG&E!Collaborated!witlr|the!OtherCalifornia!lnvestori 

OwnednUtilitiesn(IOUs)nandnthenEnvironmentaInDefensenFundntondefinenconsensusnmetricsn 

tonbenincludednwithnthenlOUs'nSmartnGridnDeploymentnPlans.nl 

D.10 ^6 ̂ ynfoundnthatY'SmartnGridnDeploymentiPlansnshouldnincludenmetricsnthatn 

permitnthenassessmentnofprogress,nbutnthenadoptionnofnspecificnmetricsTequiresn 

additionalnworknbynparties.nAnsubsequentndecisioniaternthisnyearnwillnendorseispecificn 

metricsnfon'nclusioninnSmart-GridnDeploymentnPlansnandnotherTeports."76n 

WhilenthatndecisionnhasTiot-yetiDeeni'ssuediDyithenCommission^'ti'siSDG&E'sn 

assumptionnthatnthenconsensusnmetricsnidentifiedinnthendraftn/?eport]onnConsensus73nc/7 

Non £onsensus£mort]Gr/d^etr/cs77nfilednwithnthe-pDmmissionnonnDecembern29,n2010,n 

willnbeincludedinnthe-Commission'snfuturendecisionTegardingnmetricsnandnhave,! 

therefore,includednthosenmetricsinnthisnSmartnGridnDeploymentnPlan.nl 

SDG&Enwillncontinuenworkingnwithnthe-Commission,nthenEnvironmentalnDefensenFund,n 

thenother-CalifornianlOUs,ninterestednpartiesnandnkeynstakeholdersninnthendevelopmentnofn 

additionalnSmartnGrid 'relatednmetricsninnadditionalntopicnareasnsuchnasnenvironmentah 

andncybernsecurity.m 

n 

n 

n 

76TD.10 >06 >047iat-p.5-
77iTheiReport,iwhichincludesispecificidefinitionsiof-Teach-)netric-herein,isi 
httpi//docs.cpyc.ca.gov/efile/RULINGS/12.9001.pdf7i 
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9.2 SMARTiGRID K E LATE DiCO IMS ENSUSiMETRICSi 

TheiSmartiGrid 'relatedTnetricsincludedimthisplan-areiDasediontheiconsensusTnetricsi 

proposedninithendraftifteport-pniConsensusjandjVon Consensus^martiSridjVletrics^hei 

objectivenofithesenconsensusTnetricsisitwofold.Ti 

First,-|thenconsensus7netricsnwilliDenaninitiaI-|Sourcenofinformationnavailableitoithe-| 

Commissionifornusein-|meetingitsnobligation-|undernSectionn8367nofithe-|Public-|Utilities-| 

Codeito-|providenaninitialnannualTeportito-|the-Galifornia-|LegislaturenaboutnSmartnGrid-| 

deployments-) rrCalifornia.Ti 

Second,-|thenconsensus7netricsnwillnprovidena-|Usefuhinitial-guidancein7neasuringnSmart-| 

Gridnprogress.ifheseTnetricsishouldiDeTeviewednonnaTegularibasisitonaddressitheiri 

applicabilitynandneffectivenessnasna7neasurenofiSDG&E'snSmartnGrid-|Deployment-|Plan.-| 

ThenSmartnGridnconsensus7netricsincluded-|19-|metricsngroupedintoifouritopics:-| 

Customer/AMh(ninenconsensus7netrics),-|Plug ltn-|ElectricnVehiclen(onenconsensusTnetric),-| 

EnergynStoragen(onenconsensusTnetric)nandnGrid-pperationsn(eightnconsensusTnetrics).-| 

EachnSmartnGridnconsensusTnetricisupportsnanpolicyngoalnas-|recommended-|by-|the-| 

Commission."! 
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I 9.2.1 CUSTOMER/AMI METRICS i 

Metric11"ihTheTiumbenofiadvanced-|meterTnalfunctionsiA/hereiserviceisndisrupted.-| 

Purpose/Policy-|GoallSupported:iro-|measureimprovementsinngridTeliabilitynatithe-| 

customerievelnand-|to-|measureithenabilitynofithenSmartnGriditonavoidnandidentifyn 

outages,n§8360(a).n 

Table 0 ll: C ustomer/AMI M e t r i c H i 

Numberpf|SDG&E-Advanced1Vleter(Vlalfunctions-V\/herelServiceis-pisruptedi 

Metrici Unitsi 20101^/aluei 

N u m be nofim ete rsn Meters-! 37i 

i 
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Metric"i2-|li-oadimpactifromnSmartnGrid lenabled,nutilitynadministeredndemandTesponse-| 

(DR)nprogramsn(initotaInandiDyncustomerncIass,itoithenextentnavailable)-| 

Purpose/Policy"|GoallSupported:iro-|measureithenachievementnofienergyiefficiencynand-| 

demandTesponsengoaIsnasiistedinn§454.5nandn§454.55-|LLi§8366(d)n 

Table 0 *2: £ u s t o m e r / A MIJVI e t r i c j? i 

Load1mpacts-pf|SDG&E-|Administered-pR-programs78i 

Metrici Unitsi 20l01Valuei 

Residential"! MWi 14i 

C&iT^OOikWi MWi 30"| 

C&|-f>-|500"|kW-| MWi Oi 

Othern MWi 61 

Total t>ylCustomer10lass 50 

78Asidefinediinithef)ecemberi29,i2010iAUf^ulingnentitledf Administrativei.aw-|Judge'siRuling-^eekingi 
CommentsioniProposedilnterimiVletricsitoiMeasureiProgresstiyiPG&E,iSCEiandiSDG&Einilmplementingiai 
SmartiGrid",ithisiincludesiPTR,TCPP,iTOU,iA/CTCycling.i 
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Metric"3"iLPei"centagenofidemandTesponsenenablediDynAutoDRn(Automated-|Demand-| 

Response)^ yindividual-DRim pact-program.i 

Purpose/Policy-|GoallSupported:irhenSmartnGridnseeksitonpromoteithe-|usenofidemand-| 

responsenandisitied-|ton§8366(d)nand-|§8360(d).-| 

Tabic ustomer/AMI fV!etric3i 

Percentage-pf|SDG&E-pR-pnabledi3yiAutoDR-| 

Metrici Unitsi 20l01Valuei 

PercentagenofidemandTesponse-| 

enablediDynAutoDRi-TZapacityi 

Bidding-|Programn(CBP)-| 

%1 6%i 

PercentagenofidemandTesponse-| 

enablednbyiAutoDR-|--p"iticahPeak-| 

Pricingn(CPP)nprogram-| 

%1 4%i 
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Metric4ihTheTumberp futility bwnednadvancedTnetersiwithiconsumendevicesiwith-i 

HomenArea-|Networkn(HAN)noncomparablenconsumenenergy-|monitoringnori 

measurementndevicesTegisterediA/ithithe-|utilityiDyncustomernclass,-CalifornianAlternative-| 

Ratesfor-|Energy-|(CARE),nandnclimatenzone,itonextentnavailable.-| 

Purpose/PolicyiGoallSupportedinSomenofithe-ibenefitsnofithenSmartnGridnareiinkediton 

customernusagenofitsncapabilities,nandithis7netricnseel<sito7neasurencustomeriusenofi 

SmartnGridnandnadvancedTneterncapabilities.iTiedito-|§8360(f),n(h),n(i)nandn§8366(a).-| 

1 

Table 0 Customer/AMI fVletric Ai 

SDG&E"PwnediAdvanced1Vleters-V\/ith+IAN-/-Comparable-pevices-pegisteredi 

Metrici Unitsi 2010"Valuei 

Residential"! #7neters"i Oi 

C&I^OO+Wi #7neters"i Oi 

C&ll>^500nkWn #7neters"i Oi 

Othern #Tneters-| Oi 

Total i)y iCustomerlClass 7 Oi 

CAREn #7neters-| Oi 

Non lCAREi #7neters"i Oi 
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SDG&E-pwned"Advanced1Vleters-V\/ith+IAN-/-|Comparable-pevices-Registerech 

Totalt>y10ARE/non tAREj 0i 

Coastah #Tneters-| Oi 

Inlandn #Tneters-| Oi 

Mountain"! #Tneters-| Oi 

Desertn #Tneters-| Oi 

Total t>y10limate tone~/ Oi 

1 
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Metrici5"iLf^umbernof-icustomersithatnarenonnaitime Wriant-pndynamic-pricingtariffi(byi 

customerncIass,-pARE,nandnclimatenzone,-|tonextentnavailable.-| 

Purpose/Policy"|GoallSupported:nSomenofithe-|benefitsnofithenSmartnGridnareiinkedito"i 

customernusagenofitsncapabilities,nandithis7netricnseeksito7neasurencustomeriusenofi 

SmartnGridnandnadvanced7neterncapabilities,n§8360(fHh)n(i)nandn§8366(a).-| 

Tabic ustomer/AMI Metric &i 

Number-pf-|SDG&E-|Customers-pn-|ainme-Variant-pr-pynamicirariff79n 

Metrici Unitsi 2010"Valuei 

Residential"! #ncustomers-| l,886i 

C&ln<-|500-|kW-| #ncustomers-| 23,495i 

C&|-f>-|500"|kW-| #ncustomers-| 6881 

Othern #ncustomers-| 19i 

Total jjylOustomeriOlass 26,088 

CARE"| #ncustomers-| On 

Non lCAREi #ncustomers-| 26,088i 

79nAsndefinedinitheiDecember-29,i2010nAL)iRulingientitledfAdministrativeiLawi)udge'si^ulingiSeekingi 
CommentsioniProposedilnterimiVletricsitoiMeasureiProgresstiyiPG&E,iSCEiandiSDG&Einilmplementingiai 
SmartiGrid",ithisiincludesiCPP,iTOU,-f?TP,iandicustomersnenrollediiniPTR-riotificationsiandiseparatelyi 
meterediPEVtates.i 
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Number-pf|SDG&E-Customers-pnnaiTime-Variant-pr-pynamiciTariff79n 

TotaliiylCARE/non tARE 26,088 

Coastah #ncustomers-| 16,373") 

Inlandn #ncustomers-| 9,335"| 

Mountain"! #ncustomers-| 315"| 

Desertn #ncustomers-| 65"| 

Total j)y iCIimate tone 26,088 

1 

1 
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Metric"|5"iLf^umbernof-iescaIatedncustomencomplaintsTelatediton(l)"|thenaccuracy,-| 

functioning,noninstaIlationnofnadvancedTnetersnon(2)noritheifunctioningnof-ianutility L 

administered-|HANi/vithTegisterednconsumerndevices-| 

Purpose/PolicyiGoallSupportednLinkeditoncost 'effectivenessnandnprovisionnofn 

informationitoncustomers,n§8360(a)(e)(h).-| 

Table 0 "6:-|Customer/AMIi\/letric-|5i 

Numberpff scalatedlSDG&E-|Customer|Complaints-Related1ton 

lT-"Accuracy,-functioning-prinstallation-pfAdvanced1Vleters,-pri 

2-|-"Functioning-pf-0ir|SDG&E-|Administered-Home-|Area-|Metworl<1With-ftegisteredi 

Devices-! 

Metric-! Units-! 2010"Valuei 

Numbernoficustomeri 

complaintsn 

1 

Complaintsn 2,123"! 

1 

i 
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Metrici7-|4^umbernofnutility bwnediadvancedTnetersTeplacechannually-ibeforeitheiench 

oftheiriexpectediusefuhife.-

Purpose/PolicyiGoallSupportednLinkeditoncost 'effectivenessnandnprovisionnofn 

informatiorntcncustomers-|§8360(a)i(e)-|(h).-| 

Tabic ustomer/AMIMetrici7i 

NumbenoflSDG&E-pwnechAdvancechMeters-Replacech"rn2010Ti 

Before-|the-pnd-pfirheir-pxpected-jUsefuli.ifen 

Metrici Unitsi 2010"Valuei 

#-|metersn meters-! 27,47280I 

80iAlhmetersicountediin-)netrici#7iwereireplacediunderiwarranty-byi:heirimanufacturer.iAdvanced-)netersi 
ownedibyiSDG&Eihaveiai5iyeariwarrantyithaticoversitheipartsiandiaborncostsnofireplacement.-n 
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Metric"|8"iLf^umbernof-iadvancedTneterfielditestsnperformednatitheTequestnof-icustomeri 

pursuantitonutilityitariffsnprovidingfor-|Suchfielditests-| 

Purpose/PolicyiGoallSupportednLinkeditoncost 'effectivenessnandnprovisiornofn 

informationitoncustomers.n§8360(a)n(eHh).-| 

Table 0 *8: Customer/AMI fVletriegi 

Number-pfiAdvanced1Vleter-fieldiTests-performediat1the-pequest-pflSDG&E-| 

Customers! 

Metrici Unitsi 20l01Valuei 

N u m be rnofim ete rsn Meters-! 329i 

i 
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Metricl9"iLf^umbernand-|percentagenof-icustomersiA/ithnadvancedTnetersnusingnanutility L 

administeredinternetnoriweb basediportahtcnaccessienergy-TUsageinformationionto-| 

enrolliniutilit\nenergyinformationprograms.-

Purpose/Policy-|GoaliSupported:-|Linkeditoncost 'effectivenessnandnprovisionnofn 

informationitoncustomers,n§8360(a)n(eHh).-| 

Table 0 "9: Customer/AMI Metric 0i 

Number/"Percentage-pflSDG&E-|Customers1With-|Advanced1\/leters1UsinglSDG&E'si 

Web lBased-portal1tOTAccess-fnergy1Usage1nformation-pr1to-Enrolh"n-|SDG&E-fnergyi 

Information-programs-! 

Metricn Unitsn 2010iValue-| 

Numbernoficustomers-| Customers"! Oi 

Percentagenoficustomers-| %l 0%1 

i 
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I 9.2.2 PLUG IN ELECTRIC VEHICLES] 

MetriCTLn^umbernof-icustomersnenrolleclinitime Lvariantnelectricivehiclesitariffs.-| 

Purpose/Policy-|GoallSupported:-|Providesiaiviewintcntheiusageiofpluginielectric-| 

vehicles;nconsistentnwithn§8362(g).i 

Table 0l10: Plug tn-jElectricjVehicies1Vletricll~i 

Number-pflSDG&EiCustomers-pnrolledin-iainme-Variant-plectric-jVehicleirariffi 

Metrici Unitsi 20l01Valuei 

Numbernofncustomersn Customers! 30"| 

1 

i 
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I 9.2.3 ENERGY -STORAGE j 

MetriclL"iL|VlWnand-|MWhnofTgridnconnectednenergyistorageinterconnectednat-|the-| 

transmissionnandndistributionisystemievel81-| 

Purpose/Policy|GoallSupported:"|DetermineitheTiumbenofiunits-|providingistorage-| 

servicesitoitheTietworknanditheincapability;n§8362(g)-| 

Table 0 ll 1 ne rgyfito rage fVletric Hi 

SDG&En^VIW-pndlVIWh-pfiGrid-Connected-EnergylStoragei 

Metrici Unitsi 20l01Valuei 

Gridnconnectednenergyistorage-| MWi Oi 

GridnconnectednenergyistorageTi MWhi Oi 

1 

81^ecauseistorageisystemsiare-riotil00-percentnefficientiandithereiarenefficiencyndifferences-betweeni 
differentitechnologies,iasnstoragencomesionlineiSDG&E-vvill-beineasuringibothithenenergyiputiintoi 
storage,ianditheienergyitakeniout-pf-istorage,iiniorderitoiunderstanditheiefficienciesiofithe-yariousi 
technologies.!! 

i 
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I 9.2.4 GRID OPERATIONS i 

MetriclLnhTheisystem WideitotalTiumbenofiminutesiperiyeariofisustainedioutageiperi 

customeriservednasTeflectediDyithenSystemnAverage-|lnterruption-|Duration1ndexn(SAIDI),-| 

shownibyiMajor|Events1ncludediand-|Excluded-| 

Purpose/Policy-|GoaliSupported:-|MeetTeporting-|requirementsnof-i§8366(e)nandithe-| 

policyngoalnofi§8360(a)n 

Table 0 ll 2: G r i d 0 p e r a t i o n s 1M e t r icH i 

SDG&E-|SysteiTrAverage1nterruption-puration1ndex-|(SAIDI)-n 

MajorfventslncludedVlVlajorfvents-fxcludedi 

Metrici Unitsi 2010-yaluei 

SAIDh hMajor-iEventsincludedn SAIDIindexi 89.77~| 

SAIDInhMajonEventsnExcluded-i SAIDIindexi 67.74i 

1 

i 
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Metric"j2-|LHownoften-|theisystem Wideiaverageicustomeriwasinterruptediinithei 

reportingiyeanasTeflectediDyithenSystemnAverage1nterruption-|Frequency1ndexn(SAIFI),-| 

showniDyiMajor-|Events1ncludednand-|Excluded.-| 

Purpose/Policy|GoallSupported:"|MeetTeporting-|requirementsnof-i§8366(e)nandithe-| 

policyngoalnofi§8360(a).n 

Table 0113: Grid OperationsiVletrici2i 

SDG&E-|System-Average1nterruption-frequency1ndex-|(SAIFI)-| 

Majorfvents1ncluded-/1Vlajorfvents-fxcludedi 

Metrici Unitsi 20l01Valuei 

SAIFIihMajoriEventslncludedi SAIFIindexi 0.863i 

SAIFIihMajoriEventsiExcludedi SAIFIindexi 0.543i 

1 

i 
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Metric"3nhTheTiumbenofimomentarynoutagesnperncustomerisystem 'wideiperiyeariasi 

reflected-|by-|the-|MomentarynAverage1nterruption-|Frequency1ndexn(MAIFI),ishowniDy-| 

MajonEvents-|Includednand"|Excluded.-| 

Purpose/Policy|GoallSupported:"|MeetTeporting-|requirementsnof-i§8366(e)nandithe-| 

policyngoalnofi§8360(a).n 

Tabic Grid OperationsiVletric3i 

SDG&EiVlomentary-Average1nterruption-frequency1ndex-|(MAIFI)-| 

MajorfventslncludedVlVIajorfvents-fxcludedi 

Metrici Unitsi 20l01Valuei 

MAIFInhMajonEventslncludedn MAIFIindexi 0.507TI 

MAIFInhMajonEventsnExcluded-i MAIFIindexi 0.428I 

1 

i 
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Metric"i4"iLf^umbernof-icustomersnperiyearianclncircuitsnperiyeanexperiencingngreater|than-| 

12isustainednoutages-| 

Purpose/Policy"|GoallSupported:"|MeetTeporting-|requirementsnof-i§8366(e)nandithe-| 

policyngoalnofi§8360(a)-| 

Table 0 ll 5: <3 r i d 0 p e r a t i o n s iM e t r i c 41 

SDG&E-|Customersy-|Circuits-fxperiencing-pl2-|Sustained-|0utagesi 

Metric-! Units-! 2010-j\/alue-i 

Numbernofncustomersn Customers-! 15i 

Numbenoficircuits-| Circuits-! 8i 

i 
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Metrici5"iLPystemioadifactornandioadifactoribyncustomernclass.-| 

Purpose/Policy-|GoallSupported:nMeetnreportingnrequirementsnofn§8366(e)nandnthen 

policyngoalnofi§8360(a).n 

Table 0l16: Grid Operations Meti 

1 SDG&Ei.oad-factorsi i 

Metrici Unitsi 20l01Value! 

SysterrnLoad-factori %nloadn 51%n 

LoadnFactorn ̂ Residential! %ioadn 46%n 

LoadnFactorn L£&h<n500nkWn %ioadn 46%n 

LoadnFactorn LC&h>n500nkWn %ioadn 77%n 

LoadnFactorn Lpther82n %ioadn 53%n 

1 

82nOtheriisncomposednofismalliagriculturei 

i 
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Metric"|5"iLf^umbernof-ianditotalTiameplatencapacitynoficustomer bwnednornoperated^ 

grid 'connectedndistributedngenerationnfacilities.n 

Purpose/PolicyiGoahSupportedinStatenpolicynseeksntonpromotenbothndistributedn 

generationnandnthenusenofnrenewables.nThenabilityntointegratenthesenresourcesisnann 

expectednbenefitnofithenSmartnGrid.nThisnisntiednton§8366(b)nrenewablenandn§8360(c)n 

distributedngenerationn 

Tabic Grid Operations Metric f> i 

NumbenandiTotal-|Mameplate-|Capacity-pflSDG&E-|Customer bwned-pnOperatedn 

Grid tonnected-pistributed-Generation-facilitiesi 

Metrici Unitsi 2010^/aluei 

Numbernofndistributedn 
generationnfacilitiesn(solar)n 

Distributedngenerationn 
faciIitiesn(solar)-| ll,770n 

Numbernofndistributedn 
generationnfacilitiesn(non 'solarjn 

Distributedngenerationn 
facilitiesn(non 'solarjn 93n 

Total jiumbervfldistributedj 
generation facilities fsolarvnd 7 

non kolar)i 

ll,863n 

1 

Capacitynof|Unitsn(solar)n MWn(solar)n 90.4n 

Capacitynof-|Unitsn(non 'solarjn MWn(non 'solarjn 249.6n 

Total xapacity vfdistributed 7 
generation facilities fsoiargnd7 

non kolar)j 

/w 1/1/7 340i 

1 

1 
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Metrici7nhTotahannuahelectricityideliveriesifroiTncustomer bwnedionoperated^utilityi 

grid 'connectedndistributedngeneration-facilities.n 

Purpose/Policy|GoallSupported:nStatenpolicyiseeks-|tonpromoteiDothndistributed-| 

generationnandithe-|Usenofirenewables.iThenability-|tointegrateithese-|resourcesisnan-| 

expectediDenefitnofithenSmartnGrid.irhisis-|tiedito-|§8366-|(b)Tenewablenand-|§8360(c)-| 

distributedngeneration.n 

1 

Table 0118: Grid OperationsiVletrici7i 

Total-Annual-plectricity-peliveriesTfrom-|SDG&E-Customer bwned-prPperatedi 

Grid tonnected-pistributedTGeneration-facilitiesi 

Metrici Unitsi 20l01Valuei 

Totalnannualnelectricityn 

deliveriesifromncustomer bwnedi 

DGi 

GWhi 
860"| 

1 

i 
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Metric"|8"iLf^umbernand-|percentagenof-idistributionncircuitsnequippediA/ithnautomationnori 

controhequipment,includingiSupervisory-pDntrohand-|DataiAcquisitiorn(SCADA)isystems.-| 

Purpose/Policy|GoallSupported:"|Measureithenextension/developmentnofithenSmart-| 

Grid 

Table 0l19: Grid OperationsiMeti 

Numben8rPercentage-pf|SDG&E-pistributioirCircuits-fquippedTi 

with-|Automation-priControl-pquipment1ncluding-|SCADAn 

Metrici Unitsi 20l01Valuei 

Numbenoficircuits-| Circuits-] 725i 

Percentagenofncircuitsn %l 73%i 

1 

9.3 ADDITIONAL1SMART1GRID1RELATED1METRICS1 

ThenconsensusTnetricsndefinednandincludedinnSDG&E'snSmartnGridnDeployment-|Plarri 

are-|basednonithoseidentifiedinithendraftn/?eportpnGo"sensus]onc/^\/on Consensus7 

Smort]Gr/c/^Wetr/csifilediA/ithithenCPUCiast-|Decembenandnpermitithenutilityito-| 

benchmarknandnassessithenprogressnachieved-|throughitsnSmartnGridndeployments.-| 

SDG&EnplansitoncontinueiA/orkingi/vith-|the-GPUC,istal<eholdersisuchnasithe-| 

EnvironmentalnDefense-|Fund,-|thenothenCalifornia10Usnandivariousinterestednpartiesirri 

thendevelopmentnandnadoptionnofiadditionalnSmartnGrid-|relatedTnetricsirr|the-|neari 

future.71 

1 
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SDG&E'siSmart-GridiDeploymentiPlanisintendedtoiempowercustomers^'ncrease-

renewableueneration,integrateiplug linnelectricivehiclesn(PEVs)nandTeduce-greenhouse-| 

gasn(GHG)nemissionsiA/hileTnaintainingnand/onimprovingisystem-|reliabilitynand-| 

operationaInefficiency,nensuringisecuritynand-|protectingncustomerprivacy.Ti 

SDG&E'sncustomersnhavenbeennearlyiadoptersnofTiewncleanitechnologiesincluding-| 

rooftopisolariand-|PEVs,nand-|thenstatenofiCaIifornia-|hasisetitheiDarin-|the-|U.S.ifori 

environment 'friendlynenergynandnenvironmentalnpoliciesnandTegulations.nSDG&E'sn 

deployment-|planisna-|responseitoiDothithe-|need-|tondeliverncustomenvaluenand7neet-| 

such-|policy-|requirements.-|Thenutilitynevaluatesitsnprojectsnagainstithesencriteria,-| 

pursuingithosenprojectsiA/herenestimatediDenefitsnexceedncostsiA/herevernpossible,neven-| 

whereiaprojectisientirely-policy 'driven.i 

ThenSDG&EnSmartnGridnDeployment-|Planisnconsistenti/vithithenutility'snSmartnGridivision,-| 

whichisitoi/vorkncollaborativelyiA/ithi<eyistakeholdersitoncreateitheifoundationifornan-| 

innovative,nconnectednandisustainablenenergyifuture.iroithatnend,itnhasnconducted-| 

exhaustivenoutreachitonrepresentativenstakeholdersifromnacrossitsiservice-|territory,-| 

incorporateditheirinputintoitsnplannandnestablishednanprocess-|toncontinuenengaging-| 

stakeholderiinputnoveritheiifetimenofithendeploymentnplannandiDeyond.-| 

SDG&E'snSmartnGrid-|baselineisfairly7naturenwithnpreviouslyndeployednorin 'flighti 

automationnandncontro|-|technologies,noperationalnprocessTeengineering,nmicrogrids,-| 

andnSCADAnandnAMIinstallations.iThenutilitynoptsifonopenistandards,nwherencost-| 

effectivenandnavailable,nandnpilotsTiewitechnologiesiDeforefullndeploymentinnordento-| 

avoidistrandedncostsnandTemainnopenitoTapturingTiewiDenefitsnasitsnexperiencei/vith-| 

thenSmartnGridnunfolds.Ti 

Maintainingnand/orimprovingTeliabilityremainsnanhigh-|priorityiforithisnutilitynasithengrid-| 

isnchallengediDyitheitwo Lwaynenergyiflowifromndistributedngeneration;itheintermittentn 

availabilitynofisolarnandnwind-generatednpower;nanditheiarge,Tnobilenandngrowingioad-| 
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requiredi3ynelectricivehiclencharging.-|Ultimately,nSDG&E-foreseesnaisignificantTeduction-| 

inithenenvironmentaIifootprintnofnelectricity-generationnandndelivery-|inithe-|regionnasi/velh 

asna-|more-|resilient-grid-|thatnoffersncustomersngreatenconvenience,7noreiwaysito-| 

generatenand-|managenelectricitynandnenjoyitheirnelectricaInappliancesnasi/vellnas-| 

opportunities-forithemitonparticipatenactivelyiinithenelectricityrnarketnandisupportifori 

authorizedithird lpart\rparticipants.i 

Tonenhance-|thencustomer'snexperience,-|thenplannensuresithatncustomendataiwilliDe-| 

protectedi3yn"designingin"nprivacynasnai<eyiandnearlyicomponentnof-iaIlnprojects.-|Data-| 

willnaIsoiDeisecurednasnpartnofithe-|rigorousncybernandnphysicalisecuritynprotocols-|that-| 

SDG&EnaIso-|plansitonprotectithenSmartnGridnandncustomersifromithreats.Ti 

SDG&EnhasndevelopednaToadmapifonitsnSmart-|Grid-|projectsnaroundTiinenprogramnareas-| 

withncostsnandiDenefitsnestimatediforneach,i/vhere-|possible:nCustomer-|Empowerment;-| 

RenewablenGrowth;-|ElectricnVehiclenGrowth;-|ReliabilitynandnSafety;nSecurity;-pperationah 

Efficiency;nSmartnGridnResearch,-|Developmentnand-|Demonstration;-|Integratednand-| 

Cross lcuttingnSystems;nandnWorkforce-|Development.-| 

ltsnadaptive-|managementnapproachnensuresithatitheToadmapiwillncontinuaIlynevolvein-| 

response-|toifutureitechnologyiDreakthroughs,nchangingistatenand-federaInpolicies,-| 

shiftingnstakeholderprioritiesnandnotheriunanticipatedneventsithatithe-|utilitynconsiders-| 

asna-givennoverithencomingnlO Veanpenod.i 

Ultimately,ithenpreliminarynandnconceptuaIncostsnofiSDG&E'snSmartnGridndeployments-| 

fontheiyearsn2006-2020narenestimatednatnapproximatelyn$3.5iton$3.6iDillioniA/ith-|the-| 

majoritynofithenestimatedncostsnattributableitonpreviouslyiauthorizedinvestments,nSmart-| 

GridnprojectsincludedinitsiTY2012nGenerahRate-Casen(GRC)nandnotheriactive-| 

applicationsiDefore-|the-Commission.-|ThenestimatedincrementaIinvestmentsiflowing-| 

fromTiewnprojectsnarenapproximatelyn25-|percentnofithenoveraIlnestimatedncosts.Ti 

The-|totaInestimatediDenefitsnassociatedi/vithithenSmartnGridndeployments-foritheiyears-| 

2006-2020nareiDetweenn$3.8nandn$7.1iDillion.iThisncaIculationincludesnestimated-| 

SDG&E-(SmartiGricl-peployment-pian:i2011i—-|2020i Pagei338 

SB GT&S 0248100 



economicnandTeliabilityiDenefitsnasnwellnasnestimatedisocietalnandnenvironmentah 

benefits.Ti 

SDG&E'siSmart-GridiDeploymentiPlanisTotiaTequest-fonfunding.-TheiutilityTA/illTotn 

pursue-fundingTequests-fontheplan'sincrementalprojectsiuntih't-can-accuratel\n 

projectnassociatedncostsnandiDenefits-fornanproject.Ti 

SDG&Eiooksforward-|toTealizing-|thenpotentiaInofna7norefullyndeployednSmartnGridnand-| 

continuing-|toiA/orkinncollaborationnwithnaIlngridistakeholders-|tonensureitsnprioritiesnare-| 

consistentiwithitsistakeholders'nprioritiesnandithat-|theiDenefitsnofithenSmartnGridnare-| 

sharednbroadlyiacrossisociety.-ri 
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CERTIFICATE OF SERVICE 

I hereby certify that I have this day served a copy of the foregoing SMART GRID 

DEPLOYMENT PLAN APPLICATION OF SAN DIEGO GAS & ELECTRIC 

COMPANY (U 902 E) on all parties identified in Docket No. R.08-12-009, R. 10-05-006 and 

A.10-12-005 by U.S. mail and electronic mail, and by Federal Express to the assigned 

Commissioner and Administrative Law Judge in R.08-12-009, and to Chief Administrative Law 

Judge Karen Clopton. 

Executed this 6th day of June 2011, at San Diego, California. 

/s/ Jenny Norrin 
Jenny Nor in 
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