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u t $ w ummary
Preface
This report is intended to capture the key observations, findings, and proposed recommendations as part of the 
PG&E Gas Records and Information Management ("RIM") Assessment effort.

The assessment project began on November 16, 2011, with interviews and information gathering concluded in early 
February 2012. Information analysis, review validation, and report write up occurred in February and March 2012. 
This RIM assessment reflects a “snapshot” across the entire Gas organization at a point in time and this material is 
based upon information conveyed and made available to the assessment team at the time of its preparation. It 
should be noted that the Gas organization is in a state of transition with various initiatives and projects in progress. 
Additionally, many resources are mobilized to respond to various gas-related regulatory and legal proceedings. The 
assessment team attempted to adjust for these changes, interim dynamics, and new developments as the team 
became aware of them. As such, the report may not reflect recent changes or recommendations that have recently 
been initiated.

The assessment and work performed under this engagement does not constitute an examination or a review in 
accordance with generally accepted auditing or attestation standards. This report is considered confidential 
information for the sole use and benefit of PG&E Gas Operations and is not intended for reliance by third parties. 
Further, the content of this report does not constitute legal advice relating to any of the matters addressed herein.

d recommendations pertain specifically to and are designed for the Gas 
■ decision to accept, and implement any specific recommendations made

As a result of the San Bruno gas pipeline explosion that occurred on September 9, 2010, PG&E has been responding 
to a formal California Public Utilities Commission ("CPUC") Order Instituting Investigation ("OH")1 related to its 
Gas Transmission Records. Additionally, following the San Bruno incident, the CPUC approved resolution no. L- 
403 which included formation of an Independent Review Panel (IRP) of experts to gather and review facts, and 
ultimately make recommendations to the CPUC for the improvement of the safe management of PG&E's natural 
gas transmission lines. The IRP issued its report on June 9, 2011, and among the findings, conclusions, and 
recommendations were items addressing PG&E's data management practices. In response, PG&E made a 
commitment to the CPUC to identify industry experts to assist PG&E in addressing its records and information 
management challenges.

The primary objective of the Records and Information Management (RIM) assessment is to improve the safety of 
PG&E's gas transmission and distribution system and its operations via assessing the current RIM landscape for 
Gas Operations and identifying actions for improving gas records and information management practices. The 
RIM assessment focus is to identify current gas records and information management challenges as compared to 
leading RIM practices, and address actionable ways to improve the RIM program maturity of Gas Operations.
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Asse thodoiogy#

To meet the objective as stated above, the assessment team was engaged to perform the following tasks;

Provide observations and proposed recommendations related to improving the program maturity of the gas 
records and information management practices. These proposed recommendations will then be prioritized 
and sequenced for a Roadmap of RIM related activities.

Figure 1:
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Sum Hons

Based on the information gathering efforts of the Assessment team, the following are the summary Records and 
Information Management related observations for Gas Operations:

8| There is little 'formal RIM Governance within Gas Operations

8| Information is often incomplete, unreliable, and not fully traceable

8| Clearly defined RIM procedures and quality controls are lacking within key work processes

8| Employees have challenges easily and efficiently identifying and accessing key records for their work

8| There is a lack of clear standards, work procedures, and training for how staff should create, manage, 
transfer, store, and dispose of records and information

8| Existing processes are very manual, heavily paper.based, and may differ between different office
locations

l in parallel8

8l Information is not managed throughout its lifecycle; nor is it managed as a corporate asset

Information Management.

Sum flows

Based on the above summary of RIM related observations for Gas Operations, the following list summarizes key 
RIM-related recommendations as follows:

8| Establish a Gas Records and Information Management Program, with a defined Governance
structure

8

auditing) in place

Management related Policies,8

8 e

8| Develop a gas training curriculum by function, and include RIM related training to all staff

8
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itions must move to a Records and Information Management culture, where ; 
tely at all stages within the information cycle, and that the information is tref

ged
::e

F Li t Li i* & if vision

For an organization to successfully lead and implement change with its RIM program, it is necessary to understand 
the current landscape and where they endeavor to be in the future. The following summarizes Gas Operations' 
vision and desired "To-Be" state as it pertains to records and information management:

8| An organization known for public safety as the unquestionable, paramount priority, enabled by 
quality work and information

8| An organization which manages its Records as a Corporate Asset

and8

errecuveiy

the entire information lifecycle for all8

These vision statements are aligned with one of the foundational components of the Gas Turnaround Plan, 
"Develop Accurate Asset Knowledge",2

2 PG&E Gas Turnaround Plan, published by Nick Stavropoulos, Executive Vice President, Gas Operations on 
October 26, 2011

9
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Records and Information Management

Information is the broadest universe of knowledge that is communicated or obtained, and can be in any tangible or 
intangible format. For business purposes it includes tangible formats such as paper, maps, electronic records, 
email, electronic files, voicemail, text messages, instant messages, hand-written notes, microfilm, microfiche, 
aperture cards, backup tapes, floppy disks, etc.

Documents represent the largest share of a company's overall tangible information sources. They offer the basis of 
evidence of an event, transaction or communication. While electronic documents are becoming the prevalent 
format in most organizations, documents can be both electronic and paper-based. Documents can become or be 
designated as Records when some or all information contained in the document is designated to be retained in an 
official capacity. Generally, only a subset of all documents gets classified as formal Records. All Records are 
Documents, but not all Documents are Records.

emergency that without would lead to the insolvency ot the company.

10
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Fi affiliation Management

;

In 1
. ....

C ::%

in

Infoi if

Information Management is the collection and management of information (in all formats both physical and 
electronic) through the entire lifecycle (i.e., creation / collection, usage / editing, maintenance, transfer, storage, 
archival, retrieval, disposition / disposal), to support business operations while adhering to regulatory and legal 
requirements.

s ARM A International (formerly known as Association of Records Managers and Administrators) Best Practices 
Reference
4 ISO (International Standards Organization) 15489: Information and Documentation - Records Management

11
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While the execution and approach to information management varies from company to company, taking a holistic 
view of the lifecycle is important to assessing and designing appropriate actions, procedures, and implementing 
technologies that will be effective to managing information across an organization.

The figure below identifies tin 
whether the information is in

it, which apply regardless of

figure 3; Information L

iCollect /
Create

Serri-SiTuoturf.n

Archh Structured

V
Dispose

n age

RIM #

To introduce and implement a holistic and effective Records and Information Management program, it is 
important to establish the foundational aspects and attributes referred to in this report as RIM "Principles". When 
each principle is implemented, the maturity of the overall RIM program increases. A company may exhibit varying 
levels of RIM maturity compared against the RIM principles. However, each principle is an essential and 
important component to a RIM program and in aggregate comprises a comprehensive RIM program.

12
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Based on the assessment team's experience and applicable industry guidelines (presented in the next section of this 
report), the following six (6) RIM program principles are defined below.

Table Program Principles

A senior executive oversees the Information Governance program and delegates responsibility to 
appropriate individuals. All employees have responsibility for Information they create or use. 
The organization adopts policies and procedures to guide personnel, and ensure the program 
can be audited; and these are reviewed by an Information Governance Council on a periodic 
basis for refresh and update.

1r T
T ransparency The processes and activities of an organization’s Information Governance program are 

documented in a manner that is open and verifiable and is available to all personnel and 
appropriate interested parties.

1
hat ensures and

“I 1

W I i 1 i V. 1 V_. 1IU (L-l l llIIVl itlUll \J l t J •

r T I
Compliance

L/CiilMCs.

r i
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Sources for RIM Principles

RIM industry standards and guidelines, combined with those from relevant gas utility guidelines (please see Figure 
4 below), were leveraged together to assess PG&E's Gas Operations' current state practices against RIM leading 
practices. The group of standards and guidelines below was reviewed and compared to the foundational RIM 
principles for guiding the assessment.

Figure 4: Sources for Kii iciples

G ARP - Generally Accepted Recordkeeping Principles, ARM A

‘■ISO 15489 - Intel national Onjanization of Standaids; Retold* 
Management

^ AiSM - Association for Infonnation and Image Management

c US DOD Diiectlve 5015.02 - Reconls Management Piogiam

^ US NARA (National Aichives & Recoids Administration) 
Guidance and Regulations

^Sedona - Guidelines foi Managing Infoimation & Records

v' CGOC- Compliance, Governance and Oveisight Council giou|

PAS 55 Optimal Management of Physical Assets Records 
Guidelines - (British Standards institution; institute of Asset 
Management "1AM")

v AGA Pipeline Safety, Regulatory Ceitainty, and Job Creation 
Act of 2011

Governance i

Transparency

Availability

Reliability

Compliance

Retention & 
Disposition /

/

Reviewing the relevant Records industry and other related guidelines provided the assessment team with broad and 
comprehensive view of practices.

larly

lords and
W i S l * 1,1 s \.s 11 *
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All sM

The Gas Turnaround Plans outlined the "Top to Priorities" for Gas Operations. While this list was structured from 
an overall Gas Operations perspective, one or more of the RIM principles is a key enabler to achieving the goals.

Figure 5: Alignment of Gas Operation

< 2 • • ◄ •: 4
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Records and Information Management Maturity

Gas Operations is currently undergoing significant change as the organization moves forward with several 
initiatives. These include MAOP validation and associated records digitization, new technology systems under the 
Gas Transmission Asset Management (GTAM6) program, PAS55 certification, the Pipeline Safety Enhancement 
Program (PSEP), Hydrotest program, etc, and achieving a higher level of maturity for its Records and Information 
Ma nageinent pract ices.

Organizations may have differing levels of maturity, including:

8| Across each of the different RIM principles,

•"> PG&E Gas Turnaround Plan, published by Nick Stavropoulos, Executive Vice President, Gas Operations on 
October 26, 2011

It is the team's understanding that as of March 30, 2012, Gas Operations has renamed this effort to be "Project 
Mariner”.
6
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[
At a given point in time as different events occur or as an organization evolves over time, and,8

Across different lines of business, subsidiaries, or departments8

RIM maturity varies across industries and organizations depending largely on the level of regulatory oversight and 
laws, risk culture of the organization, and impact of current/historical records and information management 
practices.

The figure below summarizes general attributes of increasing RIM Program Maturity over time.

Figure 6: Attain!

...............

i Processesand : Effectiveness! Highly 
i procedures ; of processes ; integrated
; are : is monitored | processes
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: Environment
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I standardization I documented

Governance auditedand ; enterprise, 
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time
: Avaifabitty ; executive ; monitoring 

: management i and: Reliability
! continuousI and

documentation ; communicated i 
! through i
! training ;
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; Compliance I improvement:
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:
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The subsequent sections provide a summary description for each RIM principle as introduced in this report, and 
the general attributes associated with increasing records and information management program maturity. As 
PG&E continues to conduct activities to improve its overall management of information in Gas Operations, PG&E 
can leverage these maturity level attributes to self.benchmark and to measure progress.

Note that the RIM principle attributes as described are intended to be directional. These descriptions should be 
leveraged as guidelines rather than an all-inclusive list of capabilities that needs to be achieved at one point in time.

16
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Governance

The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Governance.

Figure 7: Governance maturity
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r
Transparency

The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Transparency.

Figures: Transparency Maturity
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Availability

The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Availability.

Figure 9: Availability Maturity
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Rel,

The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Reliability.

Figure 10: Reliability M aturity
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Compliance

The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Compliance.

Figure It: Compliance Maturlty
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The following table highlights the summary attributes of increasing RIM program maturity as it pertains to the RIM principle of Retention and 
Disposition.

Figure 12: Retention and Disposition Maturity
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When organizations are seeking to increase their overall Records and Information Management maturity, it is 
common practice to look to other leading organizations who have achieved their desired end state to understand 
the process and lessons learned.

The vast majority of organizations today have challenges with Records and Information Management. Many 
companies are struggling with the exponentially increasing amounts and formats of electronic data, and in 
particular, are focused on managing the risks and costs (operational and legal discovery) of the proliferation of 
Email. Information governance is also a frequent challenge, with the actual ownership and focus on RIM the 
organizational equivalent of a game of “hot potato”.

Some general indicators of companies with greater RIM challenges often include;

ffiffidfgnificant mergers and acquisitions activity over the years,

xHdlfecentralized organizations (geographic offices as well as IT infrastructure),

n to

of

ffiffidbrn pa files with very liberal and open cultures with respect to usage of various technologies, systems and 
social media platforms,

ffiffidbmpanies that have no formal RIM roles and/or the RIM role is more akin to a company librarian or filing 
function.

ze,
an

1
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ARMA International has established a yearly awards to recognize organizational excellence in managing records 
and information. The award requires applicant organizations to answer 12 key prequalification questions before 
they may proceed for consideration of the award, which includes further evaluation and inquiries, including 
questions posed by the judging panel to upper management of the organization.

As described by ARMA International, "The judging panel looked for clear indicators of top management support, 
organization-wide collaboration; solid records management practices, integrated and effective technology use, well- 
defined training programs for all staff, and appropriate risk management and compliance measures." This

Table 1;

. rnational Cob ; . . ■ i ■ 1 ualification Questions for 2011

1. Does your organization have a formal, written records
and information management policy statement that 
requires adherence by all management, staff, and 
contractors?

7. Does your organization manage e.mail based on its
content?

2. Does your organization have a formal, written policy
regarding information security and controls?

8. Does your organization provide ALL employees with 
formal training on their roles and responsibilities in
managing records and information?

3. Does your organization have a formal, written privacy
policy?

9. Are all RIM staff trained on current policies, 
procedures, practices, and systems?

10. Does your organization regularly backup its systems 
and data?

4.
business continuity plan?

5. Does your organization have a formal, written policy
for handling litigation holds?

11. Has your organization assembled an information 
management compliance team? That includes RIM and
IT stakeholders?

6. Does your employee manual or other policy or
procedure include a statement from the organization’s 
top executive about the importance of records and 
information management?

12. Does your organization rely on back-up tapes to
retain and/or produce data for litigation?

7 ARMA International (formerly known as Association of Records Managers and Administrators) Best Practices 
Reference; International's Cobalt Award - First Round Questions and Best Practices 2011
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Aii. organization seeking to improve upon its RIM practices and increase the overall RIM maturity may leverage the 
above questions and the ability to provide robust answers as another internal tool by which to measure progress.
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ssessment RecommendationsM

Dimensions of Delivering Change
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Figure 13: Dimensions of Delivering Change
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The following table summarizes the key Strategy related RIM recommendations for Gas Operations. These recommendations are mapped to the 
RIM principles in this report to demonstrate when the recommendation is achieved, which RIM principles are improved as a result.

Table 2: Strategy Recommendations Summary
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The following table summarizes the key Structure related RIM recommendations for Gas Operations. These recommendations are mapped to the 
RIM principles in this report to demonstrate when the recommendation is achieved, which RIM principles are improved as a result.
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Table 3: Structure Recommendations Summary
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Successfully implementing the Structure recommendations listed in the above table demonstrates that the maturity of the RIM principles of 
Governance, Transparency, Compliance and Retention & Dispostion are most heavily affected and improved. Availability and Reliability are also 
enhanced to some degree.
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Cd The following table summarizes the key People related RIM recommendations for Gas Operations. These recommendations are mapped to the 

RIM principles in this report to demonstrate when the recommendation is achieved, which RIM principles are improved as a result.
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Table 4: People Summary Recommendations
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TableS: People Summary Recommendations continued
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The following table summarizes the key Process related RIM recommendations for Gas Operations. These recommendations are mapped to the 
RIM principles In this report to demonstrate when the recommendation Is achieved, which RIM principles are Improved as a result.
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Table 6: Process Summary Recommendations
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Table?: Process Summary Recommendations continued
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Table®: Process Summary Recommendations continued
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Table 9: Technology Summary Recommendations
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Since Technology is a key support factor to help enable the People and desired Processes for Records and Information Management, successfully 
implementing the Technology recommendations listed in the table above 'will predominantly help to improve the RIM maturity of the principles of 
Availability, Reliability, Compliance and Retention & Disposition.
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RIM's 
Specif 
inana..|

>r
r determinant of success.

a number of key activities since the San Bruno gas pipeline explosion, 
■ have implied RIM improvement components;

Gas 0
with tl

rtional structure;V

anagement organization
nitiatives and roles is a designated "Data Quality Manager", and a "Gas

8 New
8

i project focused on review of Gas Transmission records and digitization8

New Investment Planning organization8

81 Various new leadership hires 'from other leading Utilities

x,i>? Identification and communication of the Gas Turnaround Plan8, including the Top 10 Initiatives and list of 
key gas processes

V IQfloal to work towards PAS - 55 certification, with a Manager designated in this lead role

xQfiCias Transmission Asset Management (GTAM) initiative, focused in part to implement key systems for 
centralized storage of structured and unstructured data

Figure 14: A Bale

8 PG&E Gas Turnaround Plan, published by Nick Stavropoulos, Executive Vice President, Gas Operations on 
October 26, 2011
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ui uiese existing tmuauves hi some lasiiioii.

The following table summarizes the proposed Strategy Approach and the corresponding Benefits.

Table 10: Strategy - Approach and Benefits

Approach Benefits
8 8 ng

i8 8

re.

8I Potential for efficiencies (cost savings, fester 
employee transition, etc) to be gained with 
similar initiatives that are founded on RIM 
principles including reliability of data, 
availability of data, and retention of data

8

The following table summarizes the records and information management Current and Future states of Strategy for 
Gas Operations.

Table 11: Strategy - Current State and Future State

Current State Future State
i.

most urgent1.
a

initiatives.

2.1 Building on the success of the Gas Turnaround 
Plan, all employees understand the longterm 
gas strategy and the role they play in ensuring a 
sustainable RIM program.

2.

have

3. i RIM is not prominently featured as a strategic 
priority other than the focus on records and 
information in the Asset Knowledge 
Management organization.

3-1 ’

of Physical Assets Records Guidelines - (British Standards Institution: Institute of

10 PG&E Gas Turnaround Plan, published by Nick Stavropoulos, Executive Vice President, Gas Operations on 
October 26, 2011
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4. i It is difficult to define success for various 
projects other than execution, and completion. 
While quality may be implied in the effort, it is 
not always measured.

II
bin
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Findings and Recommendations
The following table captures the Strategy category summary Findings and Recommendations.

Table 12: Strategy - Findings and Recommendations

1 1Findings Recommendations

has relatively immature RIM [A.1] Seek commitment to be a gas utility with a lead
and declaring the objectives with tangible milestones such as industry awards and presenting at 
industry conferences on RIM initiatives.

• Hr ad!! •◄f/fiaJ |T|o j 41 #®H&a □ lJ I4I34 n 4i|$ LL a!! a l* □

• ! /4:F4a F ® Ifti ILHu la !! |fc ®l<§&$ @|m4HL#L +*4iuFj M DIF
&a lOrOIJry !! 4i;$

[A.2] Strive to be a gas utility with a top RIM program by leveraging leading practices from within 
gas and other industries.

L L □si a

• I HU m ::trWDl@@ i mm 4 n o(p#m m u :T(«C!#c4«4C
& % j* L m F4I Ft h

•! fl:n |#<ffl|ma |aofflJ | :;44a|4®*aJ 144® F<ol!<^ l:44Ja ia|#^a aimi!i ®j|
ia *- ni'41 ffla S&!$ ! ii • nJ r- Qi* M I 4d®b juA
am LJ l&1$ H4D RFDm&1$ I44 4 Ft ®j <§&s@ *®.H F
a l#4fflall-n ®F®«n4*na i i®

j

i

• I There is a lack of a Records and Information
Management program strategy

• i There is a significant amount of strain in the
organization with a substantial number of new 
efforts drawing resources and a significant 
amount of change. Existing strategies only
partially incorporate Rill principles.

[A.3] Leverage the RIM Principles and attributes of RIM maturity to devise a RIM strategy that 
seeks to move Gas Operations to a higher maturity level.

• I ■:]!! Lcami-m^ltF La I44 ®+®|!! 4 a|&l$ I* □ LH
i#cfdJ34i!l '-•flBi! I flic! DJ • frsi

fr

FJ L1«4h LJ l®4! 4:ih dD l a|/4fr ®]|*ac® L-#taica#|4l 
L eft I41!! ?□!! all*®!'! 4®! L cO

asaJ ^ F!h a+4a|s®
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O
H
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Roadmap

The following graphic summarizes the Strategy Recommendations from the Near Term through the Long Term.

Figure 15: Strategy Recommendations Roadmap
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For the purposes of this RIM assessment, Structure is defined as the organizational framework and mechanism to 
enable a robust RIM program that is comprised of:

RIM Governance: Identifies and has authority in the organization to ultimately make RIM.related
strategy and decisions

8

on which RIM is integrated into business8

Figur ructure Definition

i...... !

- I uw \

The following table summarizes the proposed Structure Approach and the corresponding Benefits.
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Table 13; Structure - Approach and Benefits

Approach Benefits

A successful implementation of a RIM Structure framework 
includes formalizing Governance and building appropriate and 
consistent policies and guidelines;

8| Clearly defined roles across the entire 

organization
8| Clearly defined Accountability and 

Responsibility at all levels 

8| Establishes a consistent “tone at the top” 
for RIM compliance 

8| Creates a Records and Information 

Management culture 

8| Promotes a heightened awareness of 
records and information management 
practices

Key RIM Governance areas include;

I A r, r» t- i O / , hi k l r,8
8

8

Key RIM Policy

ation8

8 ty to

Without an effective governance structure in place, it will be difficult to define and eornmunica 
processes, communicate changes about records management requirements and promote the o' 
initiatives for records management.
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The following table summarizes the records and information management Current and Future states of Structure for Gas Operations.

Table 14: Struc-ture - Current State and Future State

Current State Future State

1.1 Gas Operations is in a dynamic state still transitioning to the 
new organization, new roles, and new leadership.

andi.

2.2.1 There is a lack of a defined RIM Governance within Gas
Operations or comprehensive RIM-related auditing.

3.1 The retention schedule is decentralized into separate 
documents, is partially outdated and is not enforced 
organization wide.

3-

4-14. | Some Gas Operations policies, guidelines and work procedures 
are unclear, outdated, and not easily accessible.

5-5.1 Policies do not clearly outline how to manage company data 
with third-party resources.

Overall RIM structure requires appropriate accountability as part of the governance structure, and a framework that supports the umbrella of 
RIM related policies and guidelines. Both wall need to be reassessed and potentially refreshed on an ongoing basis as Gas Operations matures its 
RIM program.
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Findings and Recommendations

The following table captures the Structure category summary Findings and Recommendations.

Table 15: Structure - Findings and Recommendations

Findings

• | Organization lacks leadership support to 
enforce retention policy!

[B.1] Align with Corporate Retention Policy; at a minimum including Legal (with possible 
Outside Counsel review) Corporate Secretary, and Corporate Information Governance 
Council.

•! There is no formal RIM governance structure 
in place within Gas Operations

• I- Wi|!! i-1- nmiiLmm |
• I $ LW|a JfflL!alW it TO ~J Ijo yta* |

n up.a ktoMtjoigJD# !L+
^ajd” |L TJ to!! □+ IzjITO !□# I ;;;43J|
L+(3#HBL|nJcHc*|

• i (n#i* :jcff;j iwai f lm\m\

[B.2] Create Gas Governance Structure, Including:

LJI to!! 44 no L 04to 4
| 00 I ft ;□!! !! cOO |
|&I$ |5 ton □ I&3O |

• I &□ toL^TJcaJJ N$
[B.3] Gas RIM Director/Council should create and own the RIM Project Plan/PMO overall and
track progress, challenges, milestones reached, and evaluate necessary changes to plan and
timelines, etc.

• I i
LJ

1

LJ
1

LL DJ|Lm:r:i R::i Jll

• | There is no Gas Compliance Organization, 
but “Standards and Policies” group contains 
the key components

[B.4] Consider creating a formal Gad Compliance organization leveraging the existing 
"Standards and Policies" function.) |
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r
• | (Various retention schedules exist with

different layouts and scattered throughout
the organization.!

• j (Many policies, standards, and work
procedures are out of date, sometimes in
conflict, and employees do not always know 
about the most recent standard

• Gas Operations is retaining documents that
may not be necessary to retain after a certain
period of time; and organization is missing 
some records that should be retained

[B.5] Consolidate and update Retention Schedules. Retention schedule to apply to all content 
regardless of storage medium (e.g., database, paper files, image system, microfiche, backup 
tape, etc.) |

[B.6] Update/Enhance Records Management Policy to include but not limited to the following 
sections:
• I >n ◄m ◄ |
• 5 asn |L !&□ u 11! j H l !( =h&d ::i ft MftM ^ LJ davfe ll ft::i|
• I 1TftncJft] |y+1«L caJ fftftc fttHfti h ft:il
• to!! Lft]|ll|$ftc«(5a!d"DJ 

□ <H$ D+cf||
[B.7] Embed the Corporate Records Management Policy and the Retention Schedule within 
each Gas Operations function j (

*! Existing Retention Policy is not effectively
nor consistently communicated across ail 
business units.
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Roadmap
The following graphic summarizes the Structure Recommendations from the Near Term through the Long Term.

Figure 17: Structure Recommendations Roadmap
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As Gas Operations moves to build a RIM program with an effective Governance structure, it is important that this structure align to that of 
a Corporate Enterprise Records Management Steering Committee, Below is an illustrative example of what a RIM Governance Structure 
could look like for a company.

Figure 18: RIM Governance Structure
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While a Corporate Enterprise Records Management Steering Committee may proride support and direction to the Gas RIM strategy, the Gas RIM 
Director will be responsible for the overall management of the Gas RIM program and many of the initiatives that the Gas Organization decides to 
implement.

|,u uuu auiiorviiv-^ lvv ti.i.'m i ooui uo uiuau^omoat | t.lllVJl lOtOUUUii OOliOUlUOJ.

The table below summarizes suggested roles and responsibilities for the Gas Operations Information Governance structure.

Table 16: Gas Operations Governance Structure Roles and Responsibilities

Role Responsibility
.JV

Gas Operations
Information 
Governance Council
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The People dimension of organizational change is critical as it is up to the employees of an organization, at all 
levels, to execute and ensure the appropriate practices are adhered to in the course of business. This success factor 
is challenging when an organization may be contemplating changes in RIM procedures from current practices that 
may have been in place for a long period of time and have become institutionalized in the culture.

To establish a robust RIM program that drives employee adoption and helps to minimize the time and cost 
associated with the transition, Gas Operations will need to ensure that timely training and communication occurs 
along with involving employees when changes take place to information management policies, guidelines or 
standards.

Factors that must be considered in this change are the varying tenures of employees, the frequency of training that 
will be required in order to instill new procedures and new technologies, and the geographic dispersion of the 
workforce.

Figure 19: The People Dimension

[ changes for a RIM program require a consistent "Tone from the Top" of the organization's

Employees' behavior and performance are generally influenced by:

TiTMivestment made in their development
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x,b?®Lilture in which they operate

TbOffempany's ability, willingness, and effective management of change

It is important the employees feel part of the change, and that they are informed, aware, and involved. The 
following graphic taken from the Wall Street Journal cites attributes of employee populations where they are highly 
engaged and invested in their jobs.

Baterpr ising—aiii Engaged
Workers it companies with merit-driven office cultures report a high 
level ef Investment In their jobs. Heroes a breakdown m how other 
company cultures fared:

-v l
»% Enterprising: The competition Is high to 

■ roductivltv and 
creativity Politics are keot to a minimum 
as favored emolovees are tvokallv 
chosen m the basis of merit

1 34% Social: Highly eotlaborartJve. The
’ atmosphere is relaxed and casual, and the

line may be blurred between professional

22 . D>/pvi*»ile:W0rklsp«dIetaWe©iia 
daily basis, Following protocol to the 
tetter is expected and change tends to be 
approached slow# and strategically,

3 • Hw.ircTc.iL Built on tradition and are 
supported by format structure, Employ* 
ffs deftped roles timt exist wliftifi 
dearty tffi&NBO&ed departments.

iModerately
engaged :
29% ;

Under engaged
43%

Oiwnqaqed 10%
*

Not* Suev» Of 1,4*1 cwiftMtos til tf*f IIS. contort*) Ittwifa A* Ww 3611 
km l**»«s!tij»i<8 fl»# Will Street Journal
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The following table highlights the approach around the People aspect of change for a Records and Information Management program, and the 
corresponding Benefits.

Table 17: People - Approach and Benefits

Approach Benefits

A records and information management-centric culture requires:

8| Defining, promoting, recognizing and rewarding new ways of 
working where information is treated as a corporate asset

A RIM-centric culture has the following benefits:

SI Staff at all levels have a vested interest and commitment to 
RIM program compliance

8| Employees will consistently handle information and maintain 
records in an organized fashion aligned with prescribed 
guidelines whether they are new hires or seasoned veterans

8| Ongoing feedback and refinement as people individually and 
collectively help the organization promote RIM maturity

8|8| Empowering employees to be involved and help define what
the RIM-centric organization will be sr
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The following table summarizes the records and information management Current and Future states of People for Gas Operations.

Table 18: People -Current and Future State

Current State Future State
i.

1.1 Changing roles and an organization in flux can cause 
confusion for employees.

fixture, not transitory.
2. 2. | Targeted RIM education and RIM concepts are seamlessly 

incorporated into holistic training program across gas job 
functions and throughout employees’ careers.

et3- 3-
tnd

for ther

4. | Employees are not motivated or incentivized to work as a 
team. Employees feel disengaged from process improvement
efforts.

rk and
but not

4.

5. | RIM-related performance metrics incorporated into job 
descriptions and performance evaluations; employees know 
expectations early on in position.

b5-

(S>
Cd

i
O
H

(S>
i fflrfNri !! LC•ao 52o\
VO
o
o
0\



GasPipelineSafetyOIR_DR_TURN_029-Q01Atch07

Findings and Recommendations
The following table captures the People category summary Findings and Recommendations.

Table 19: People - Findings and Recommendations

I I I IFindin Recommendations

• | There is no records and information
management (RIM) related training

• i Training for technical and people skills is not
consistently effective

•1 Some job-related training content is now 
irrelevant or outdated to the work performed 
and skills required today

• ! Inconsistent practices across the
organization, particularly among different 
physical office locations (even within the 
same functional roles)

• | Supervisors are not always technically skilled
in the areas they supervise; or are not always 
present to assist due to the wide service area 
that they manage j|

:[C,1] Provide RIM training to all Gas Operations employees

• | ?i W-i |::g@» |D!! |B1L |T f+DJ
• ! &Qi tdi !• bid-p-hoi

• | ft]!! LC:i|<D %U| □ D»J |
• | p;ft :□!! •<

III |0# IttB• I @ !! a bid p®H
!! LL □!! □ | QJ* fcfolff

LgT J |::;]|d”4+D| D:]+J|4-|* !! 4ft

• ! @4!&]$ | H-IFL iKr I! • ]& □ tfif 'V 1
Tl ]; 111.L I !HtL#' 4’jft

[C.2] Create a holistic Gas Operations learning curriculum that provides timely, job-specific, 
technical and soft-skills training and includes RIM concepts and principles.

• I 5-! « T IzflO d?DJ |L||!! :tfT«J |B1L □ |L.. • ftQft] IBID 1 lt+cD D|L

• I #|djj a 1 l+ H cfLTD|:::i|L|ft] i! mL*J |::j|Dl1'«|!! ll 0J |L+F 4t:i| □
D v I Tf a

if !C«ILa4:NTcf
unacf -;3:>nL t ©bam u4f J% iGb ma 4
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I o [C.3] After initial RIM training courses are conducted, identify functions and/or individuals that 
require additional Change Management and training assistance. | |H
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IFindings Recommendations

• | Not all employees are willing to share
Information with colleagues, Including new
employees and staff in other departments

• I Communication from leadership is not
always proving to be effective

In the absence of communication, 
employees do not always align with the
company’s vision and goals due to influence 
of more tenured employees

•! Many field employees have not met or do 
not know' their senior leaders

[C.4] Develop and execute a Gas RIM Program Communications plan that helps to enhance 
and sustain executive support for the RIM initiative, educate all employees on the importance 
of effective RIM and the priority of the RIM program for PG&E, drive adoption of the records 
management policy and retention schedule.
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Idings Recommendations

• | There Is a mixed workforce demographics 
across Gas Operations creating varying levels
of experience and perspective:

• M/Wfrr aliai! <NiPiaj3;a#a
□H %* fHaL J fmlI |i a %c# |
43L|D Jcf]dfc -i«j |ft* |°/flL F|

[C.5] Promote cross-level camaraderie and knowledge sharing by having leadership conduct
"a day in the field" visits at least once a year, and observe the work, including the RIM related 
practices.

[C.6] Identify additional resources (internal or external) with appropriate skill sets and 
experience to work at direction of identified PG&E resources with Quality Control and Vendor 
Management expertise. Leverage resources execute on planned temporary or interim
activities to resolve any backlog of work (filing, mapping, other functions as deemed
appropriate), and to help prep and organize records at locations in advance of larger 
digitization efforts.

[C.7] Promote cross-functional teamwork to improve processes, including data accuracy and 
quality.

□ !!
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J4a|4 i l-feii
□•4 DM C30 4#4|44« iT 11+• Clerical staff has decreased across

departments

• Some employees go beyond traditional job
responsibilities to add value to other
departments
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• I Metrics summarized by “Red, Amber, Green”
may not necessarily reflect an accurate
picture of current state

• i There is a perception that management makes
decisions in a vacuum, without fully
understanding the work in the field or without

[C.8] Solicit, evaluate and respond to feedback from employees (after some significant Rill
activities rolled out to the organization). Provide incentives to employees for generating cost 
savings and other innovative ideas, without compromising quality.
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IFindings Recommendations

• I -\ II D H !! cf,J a 1J Fl!L H i HG i9'T G ij ctcf

*! i

soliciting employee opinions and experience

• Mappers distributed across various
geographies does not allow for consistent
processes to be in place

T QJJ |J ! rQJ u1-^!! *4 BfHJ | H" lJvfr 1_cT F
d”J |0-» -3)3#J 4£D 3|L|J3| cTDL# L% 3|Q -F|
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3|aja ycfol :y|L1«J3|a H
a ii dBto W-auBiL| an La|!!aLJT *-^1 iH HL! d" JMi3rl

j

• H L1^cH|d"D<|DJ lLll
(I » (ii/

[C.9] Consider creating a "Gas Employee of the Month" program to highlight employees who 
have demonstrated positive impact to RIM culture.

[C.10] Consider creating a "Gas Records Management Day" to promote and get employees
involved in various RIM activities. Leverage as an employee morale event / teaming event /
training.

[C.11] Consider consolidating Gas Distribution Mappers to a centralized location to facilitate 
consistency and controls. Retain 1-2 local field resources for local requests and M&C 
assistance.

• | Performance reviews do not necessarily
emphasize quality, teamwork and cross­
functional collaboration

• There is heightened focus on immediate
supervisor’s opinion and performance rating

[C.12] Develop appropriate success criteria, and appropriate metrics with quality aspect.
Leverage the metrics in a positive light to promote progress and achievements. Recognize 
employee contributions to support the organization's goals as it relates to RIM principles and
initiatives.
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Roadmap
The following graphic summarizes the People Recommendations from the Near Term through the Long Term.

Figure 20; People Recommendations Roadmap
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r

is a core lever to organization change by which an organization can align with to clearly define appropriate 
A process can be defined as follows;

8| A process is a series of activities, each of which requires inputs and produces outcomes in line with 
a set of objectives.

8| Processes are the way work gets done, but requires People, and most often Technology.

Processes, aligned with organizational objectives and strategy create value.8

•ses to manage information effectively, each 
"ieir environment and stage of maturity

Collect/
Create Store

Semi-'jtiii'-.tMi-r-J

Example Gas Operations ProcessesUseArc Structured

Leak Survey

Mark and Locate
Transfer/

Share
Dispose Corrective Maintenance

a

8| An authentic official copy of information which is registered on a medium in a reproducible form.

8| Records document and support processes, business 'functions, and day.to.day activities of an organization

Fundamentally, sound records and information management contributes to the attainment of these goals;

other stakeholders to8
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[
authentic, reliable, available, unaltered, and complete for8

8

customers, ana otner staKenoiaers

the

The following process flow graphic depicts an example process flow, with example decision points, for an individual 
Record type or category.

Figure 23; Process to Determine Type of Record
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Table 20: Process - Approach and Benefits

BenefitsApproach
8| Gas RIM processes and procedures establish the framework for 

the efficient and systematic control of the information lifecycle: 
creation/receipt, edit, use, transfer, retention and disposition of 
gas records and information.

RIM processes ocedures

8| Provide a consistent framework and foundation for business 
processes that is clearly understood by all employees and 
embedded within day to day operations/processes and
supported with auditing/monitoring, training and 
communications.

8| Leading RIM practices embedded 'within gas operational 
processes are mewed as an integral part of employee 
responsibilities rather than additional administrative tasks.

8| Employees and third parties clearly understand actions 
required to effectively manage records and information, 
including disposition of that which no longer has value to the 
organization.

8| Regular RIM compliance audits promote sustainability.

8| Standardize processes and procedures; centralize storage and 
management with tools to facilitate quick identification, 
authorized access and use of information.

The following table summarizes the records and information management Current and Future states of Process for Gas Operations.

Table 21: Process - Current State and Future State

Current State Future State

1.1 Gas Operations lacks the RIM policies, standards and 
guidelines that include all components necessary for 
effectively managing records and information.

1.1 The Gas RIM standards and guidelines clearly define all roles/ 
responsibilities, appropriate RIM practices, and RIM 
procedures for third parties and departing gas employees.

2. | RIM program level procedures are developed and accessible 
across Gas Operations. Operational procedures contain 
standardized RIM lifecycle sections (e.g., collect/create, store, 
access/use, transfer/share, retention, disposition).

2. | RIM procedures and controls are not consistently applied 
across Gas Operations or consistently integrated into 
business processes and procedures.(S>
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3-3, | Retention schedule exists as separate documents by function 
with different formats and inconsistencies across functions. 
Requirements are not clearly understood.

4.
4.1 Records storage is decentralized and varies across Gas

Operations with inconsistent contents and storage methods.

5-5.1 RIM controls are not clearly defined and audited for 
compliance.

the years, and key RIM related policies, standards and guidelines are provided in the .Records
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r
Findings and Recommendations
The following table captures the Process category summary Findings and Recommendations.

Table 22: Process- Findings and Recommendations

I I IFind Recommendations

Metrics are being created and reported on 
that don’t appear to add value.
Quantitative metrics sometimes conflict 
with the desired outcomes and benefits.

[D.1] Create a Standard that indicates that all reporting metrics must include a Quality
component, or a footnote as to the method in which the quality of the metrics was 
supported/confirmed.

Historically, data quality and/or RIM issues [D.2] Create a requirement and protocol for reporting any potential systemic data quality or 
have not been identified or recognized in a RIM issues to immediate Supervisor and Gas RIM Director, 
timely fashion, leading in some cases, to 
major failures and costly consequences.

HR utilizes an employee checklist that may [D.3] Review and update the process/procedure for Employee Departure/Transfer to ensure 
not include all steps necessary upon an transition of Gas Records from employee custody or on hard drives/servers to corporate 
employee’s departure or transfer to ensure custody, storage and management, 
business records and information in his 
custody (paper and electronic) is 
appropriately transitioned to Corporate for 
retention, preservation and management.

[D.4] Create a formal Disposition Procedure to address records eligible for disposition, 
including preservation obligations, approval for disposition, and appropriate disposition 
techniques.

T .5] Integrate RIM controls within Gas Operations business processesRIM Procedures and Controls are not 
consistently applied across the 
organization and are not integrated into 
business processes and procedures 
consistently

■

[D.6] Create formal guidelines for the storage of physical records, including 
temperature/moisture conditions, and consideration of fire-safe location for vital physical 
records.

Inconsistent processes for storing , 
organizing and managing records, 
including:

• ! 'll1 a oi
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| d execute plan for evaluating historical Gas paper Records currently at Iron
Mountain (post Cow-palace review effort in 2011) and determine what should be scanned,
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IRecommendationsFindings
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and appropriate disposition.

1

• | There Is no clearly defined process to [D.8] Establish process and protocol to align with Corporate Records Management Policy,
regularly review and refresh all RIM-related Retention Schedule, RIIVI standards, guidelines and procedures, process maps, and data 
standards, retention schedule, processes 
and procedures for regulatory,
organizational, system or other business
changes.

inventory based on a defined refresh schedule (suggested Annual Review or other trigger
event such as a new Regulation)

• | Inconsistent processes for storing, 
organizing and managing records,
including:

[D.9] Create a gas records and information data inventory to identify and locate all (paper
and electronic) Records and Information populations.

[D.10] Identify Records in Unstructured data stores, such as Shared Drives and Intranet

;[D,T1] Develop a strategy and process to migrate active and historical electronic information
from discrete storage locations (i.e., shared drives, PCs, etc) to a centralized repository (i.e., 
Documentum).
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IRecommendationsFindings

comprehensive process to map regulatory Corporate Records Management Policy, Retention Schedules and other related RIM
recordkeeping requirements to business 
processes, record types and procedures.
Different functions are responsible for
different activities, such as tracking 
regulatory changes, updating procedures,
communicating required changes to the
retention schedule and assessing risk for 
Gas QA and Internal Audit plans.

procedures.

*i Internal audits and QA processes include 
records and information management
related observations/findings but are not 
based on a defined set of controls for
records and information management.

* I RIM is audited as part of business
operational audits, but not conducted as a 
RIM program audit.

[D.13, D.14] Create Interim and long-term Audit Plans (assess risk, define frequency, scope,
type of audit) for Quality Assurance and Internal Audit, and define RIM controls for audit 
plans.

Considerations include:

I &Q t4:i °/K|j l»D|
I &a n|cni>d" pL|L |J3|* □ aJJaJ |L|I* :ja+TDJl
i i □ nJJnJ |4U n|R a T4d ||
| @JoJJ<f |^d|L ibHiob lcBl<£:i|

^□KjD :i»D|4-|0/*n|:bLT+c?
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50®" D|ca#|
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• | Existing Gas Operations Business 
Processes don’t follow a consistent 
information lifecycle.

[D.15] Review the current list of Gas Operations business processes to validate and 
document a comprehensive list of all gas operational processes (that should follow the full 
information lifecycle)

[D.16] Evaluate and refresh Gas business process maps for the newly defined/validated list 
of processes, instituting a rigorous protocol for standardization, approval by key 
process/sub-process owners and socialization to drive downstream activities (e.g., training, 
work procedures, records types, data map, quality assurance).

[D.17] Align and revise all Standards and Work Procedures to the updated list of all Gas 
Operations Processes.(S>
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IRecommendationsFindings

There is a tendency to treat special, one-off [D.18] Develop and maintain comprehensive log of all Gas Operations "special projects" and 
projects differently that the more routine
business processes in place. This leads to effort has appropriate RIM practices, 
an extensive number of records that are
normally not considered part of the overall
record management effort.

initiatives to ensure any new Records or data stores that may be created as a part of the

[D.19] Address known challenges and backlog of Gas Maps.

[D.20] Add RIM Program standards to the five year standards review process in Gas 
Operations.

[D.21] Once RIM program and processes achieve stability, identify and develop continuous 
improvement activities for the Gas RIM Program.
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[
Although Internal Audit currently creates yearly Audit Plans, it is the assessment team’s understanding that it does not have a defined schedule of 
regular audits of specific critical processes. Gas Operations should consider creating such a schedule for high risk processes (risk defined as 
processes with more direct public safety implications, and risk in terms of highly utilized data stores that may receive varying data points from 
various locations). The following graphic depicts components of a holistic RIM Program to be considered when planning audits:

Figure 24: H olistic Components of R! M Program
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[
Additionally, records and information management audits typically involve a combination of the approaches below;

AV Program Risk Assessment: assesses the RIM program components to industry leading practices
and standards; typically performed top.down from the corporate level, drilling down to lower level
areas within the organization (divisions, departments, offices)

AA'fiompIianee Audit: tests for compliance with the internal RIM policies and standards and/or 
defined regulations (e.g., 49 CFR Part 192)

A

These audits and reviews are performed across all levels of the organization and may include third party providers. 
These third party providers are in reference to those that may hold PG&E Gas recordsM The scope may involve an 
enterprise Gas RIM program review, specific elements of the program or a specific regulatory focus.

The following is a high-level overview of a Records Retention and Disposition Process flow that may be applied in 
some fashion to many business processes;

Figure 25; Records Retention and Dispositi :ess Flow
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As an organization experiences various events and changes to its environment, (changes in regulations or a merger/acquisition), it is important to 
establish protocol for key RIM program component reviews and refreshes, addressing.

The "refresh" process will be dynamic as program components and tools are developed and/or enhanced in addition to the events triggering the 
review and refresh. Below is an illustrative example:

Figure 26: Trigger Events and Associated Areas Affected

Standards / 
Process/
Procedure!!

Taxonomy /
Metadata ^

Retention
Schedule

Technolo''”'
toolsTrigger Event Data Ma

A AChange in laws and 
regulations Ilk

Change to the IT 
environment

Change in location of 
business records N/A

Mergers/Acquisitions/ 
Divestitures

€1Reorganization

N/A N/ALegal Holds

Within 3 Months,t Annual ReviewImmediate
'"SSSjSSKw:-

Quality Control vs. Quality Assurance

Quality control ("QC") and quality assurance ("QA") are often used together (as "QA/QC") and used interchangeably. It is important to note the 
difference in the functions and the continued role they play with in a RIM program. Quality Controls are actions performed at or close to real
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Roadmap
The following graphic summarizes the Process Recommendations from the Near Term through the Long Term.

Figure 27: Process rcecomniendations Roadmap
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Figure 28; Process Recommendations Roadmap continued
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Figure 29: Process Recommendations Roadmap continued

e =Ptsa\ott mn|t opt11 
■ Sh u V [V-oV
* cVcV V4WI
| t!!D|l| !! • Dc(|nJof01 
4\ an LJ| *n 7 H
• : nJJnJ RiLH'Tl t4I 
ft « # HID MtS !! 7
4J2 %«F

B/ Fit-! VWloftcVh uPV<nJV oJJl
!! Wft- RDtfe-TcHffifif:. L4LD+^|
. ' □JJDJ3ftV IV VI® 4 1 
J 4-L-feBLVL.. L4L0/^EI04' □JJJt-l+
• QV#DjIV <Vb7 | |f cfD|
+ #J DM! |L c?cfflJ |B- 4 V % C|
» a+Tnvn ' 4 |%nJW l»3|ktTp/p

L nfo

m li| |j l|l fonK»or^L P V -H )□[ <□# |. oJJta u !-•□ 7 J-»; e, m-\-M H ■LU
tom
uj U J E*Vnfe|$K F! |4>

L Mi □ P Vf/SlftOVVPPOi M • I 
V r1 pi! • i□!! d|L 7tf]J ft fflDl

o
o
a e- F|@r vi nuMM 4L 4 VP cH oVaJP1

'Hripr.mP4ftl[4 u 7 V SVV*
a. u l&fe H ■ L!i
CO
<o

ErFftCin^. Vpl LV !! • : fflDVOH I ftL4 u 7J cTf Q JVV
dsWl CFTnlLO/<C3#l&o -ft pVLLP aJ fnL|N L0/fn| □ Laf|u|l>
□ft w .ftafei Vfd1 ;

m

E\F^ftnJJ|C;#MlL<ii nJ VftL « I ft
^ I_I L# J ^

CO
Cd

i o
H
Rp
GO

I rV-n4W p V•ao 72o\
GO
o
to
0\



GasPipelineSafetyOIR_DR_TURN_029-Q01Atch07

r

is
is

Technology can be segmented into three broad interrelated elements as listed and shown in the graphic below;

M O'Mata

Structured
8l Example of structured data include a SAP database 

Semi.structured

8

8
Semi.structured often refers to data stores such as SharePoint or Microsoft
Outlook email, which apply some of the rigor of a structured container, but can 

still managed similar to unstructured data files

8

Unstructured8
Unstructured data includes "loose" individual files that can be create, modified, 
transferred, and disposed of freely such as Word, Excel, PowerPoint, PDFs, etc.

8

M lx’1 lu si ness a ppl ications

x* lx* infrastructure

Figure 30; Techr Jefinecl
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Technology
accessibility

ires, access and quality controls, facilitate authorized

Table 23: Technology - Approach and Benefits

BenefitsApproach

Technology is an essential support mechanism to be leveraged for the 
implementation and sustainability of a Records and Information 
Management Program to help ensure aspects of the following areas, 
including many which are core RIM principles:

A successful implementation of RIM teehnologyfs) includes thorough 
business requirements development to align technology selection with 
business need:

ft! rv-v-*-, ^
8| Key areas include: ind approvals in8| Taxonomy

8| Metadata / Data Capture 
requirements 

8| User interface
8| Workflow for each business process 
8| Security matrix
8| Reporting

8| Alignment to RIM governance structure
8| Careful contemplation of integrations/APIs Into other

irmation

ugh established
[uirements

8|
8| position

systems Robust business requirements directly drive increased user adoption 
and decreased transition time

The technology focused initiatives of GTAM and GDA.M16 are in progress and not yet fully deployed.
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Figure 31: Current Technology Landscape
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The following table summarizes the records and information management Current and Future states of Technology for Gas Operations.

Table 24: Technology - Current State and Future State

Current State Future State
1.1 There are numerous technology applications and systems 

where data is stored in parallel to paper-based records, which 
leads to:

lically,i.

eness.•s <f.; .. ...I..'_______/'"i „

2. | Separate systems are integrated where possible, 
are migrated to centralized systems with effectivi 
Workflows are utilized to transfer tasks, obtain a 
facilitate information between separate systems.

2,

i W » Ul>

i level controls.3d3.1 Systems do not have sufficient built-in data quality controls 
(preventative or detective) to minimize errors.

4. | Maximized investment in current technologies (e.g. SAP,
Doeumentum, SharePoint) for centralized document 
management and effective user interface, controls, workflow,
reporting and security.______________________________

4, | Systems functionality and technology are not fully leveraged 
to promote RIM practices.

of5-
er one5, | GTAM and GDAM are currently two separate but related

initiatives. that

6.1 ISTS is a facilities model that has recently moved towards a 
more federated model with personnel dedicated to Gas 
Operations.
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r
Findings and Recommendations
The following table captures the Technology category summary Findings and Recommendations.

Table 25: Technology - Findings and Recommendations

I IFindiu Recommendations

Data quality is unreliable and missing in
some data stores. This Includes wrong 
information, missing information, and 
illogical information

Robust business requirements gathering 
does not always occur prior to system 
selection

[E.1] Conduct rigorous and thorough Data Cleansing effort prior to any consolidation or 
migration of electronic data into new or interim systems.

[E.2] Identify potential data completeness gaps through results of Data Cleanse exercises.

[E.3] As a part of Business Requirements gathering efforts, evaluate what Information should 
be gathered to support future state Gas Operations processes and planned advancement of 
Integrity Management analyses. |

• ;

PG&E Gas Operations has numerous 
technology applications and systems where
data is stored in parallel to paper-based 
records considered to be “official records”

Electronically stored information (ESI) and 
physical records are decentralized

[E.4] Building on records digitization efforts from the MAOP Validation project, continue to 
capture paper-based records and documents electronically.
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PG&E stores a significant amount of data in 
stand-alone repositories such as SharePoint 
and Email.

[E.5] Standardize the use of stand-alone repositories such as SharePoint and email so they can 
align, potentially integrate or minimally adhere to RIM procedures going forward.
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I 1Findings Recommendations

[E.6] Create and execute a process to transfer data captured in emails to appropriate
permanent repositories and discourage the use of email as a data store or personal electronic 
fling “cabinet“.

• | Unstructured data repositories such as 
personal computers, mobile devices,
intranet and network shared drives are 
largely ungoverned and need formal
structure and guidance.

[E.7] Identify, and migrate official Records stored on network Shared Drives and local personal
computer hard drives to a designated central repository (Documentum). Consider eliminating 
Shared Drives for some functions.

• ' &QJ d"|L 0JJ|;;;i|* □! □ hrJ □ J Ifizl! I :toto
• I H Dial □ tobtoD#FHIL

of L4LTJ<DjJ to =to

[E.8] Identify, develop and execute remediation plan for other electronic "off-line" data stores 
such as floppy/hard disks, CDs/DVDs, USB drives, external hard drives, etc.
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Business Applications

Existing systems and technologies aren’t 
fully leveraged for RIM

Lack of consistently applied standards and 
practices with regards to information
captured

Lack of defined system controls upon 
information input to facilitate data quality
and ensure completeness

Interim solutions such as ECTS and 3rd party 
Intrepid are proving to be inadequate or 
challenging for other uses.
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[E.9] Enhance Detailed Business Requirements Gathering for Technology Systems. This should 
include specific discussions with various relevant workforce populations on: User Interface, 
Gas Processes Work Flows, Reporting/Metrics, Taxonomy, Metadata, Security Access and 
Protection Model.
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[E.12] Leverage the PG&E Intranet Gas Operations page for a centralized, searchable, and 
easily navigable resource of all Gas Policies, Procedures, and Standards, (including RIM- 
related)
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i iFindings Recommendations

cD c«?fJTDJ

Systems used by Gas Operations are often 
disparate and not effectively communicating
with each other

The current as-ls GT Technology 
Architecture consists of numerous in-house
“home grown” systems that are not 
integrated (Disparate Systems resulting in
“Islands” of data)

Decentralized systems lead to lack of 
control and duplicative data across systems
which undermines data integrity.

GTAM has focused on key Transmission 
systems, but may not include all data stores
currently leveraged by the Gas Transmission 
organization.

[E.10] Develop a holistic Gas Operations, Business Applications "Target Operating Model" that
includes all Gas (Distribution and Transmission) systems, Records, and data stores.

• I |-jd tdI t IL tn • 9 n+ # 4-n F Ln °/4 4- | t4-dcj I'llL 4<-+□ 4 o F it
HJ !LDiaudl<iMdSD+!

T«:i llLL3|
j 47

Current systems do not allow for ‘freezing’ 
of documents at a particular point In time to
be reliably used for legal and contractual 
purposes.

[E.13] Develop and execute a formal "Hold In Place" process for Documentum to facilitate
preservation under Legal Holds. Ensure reporting/auditing of Holds In Place is also included.

[E.14] Consider a Contract Management System plug in/interface to Documentum system to
facilitate robust, consistent and controlled Gas Contracting lifecycle process.

[E.15] Reassess/re-examine the existing Technology and Systems landscape and compare 
against new tools and systems processes in the market to determine if Gas Operations needs 
are still being met in the future. This process should occur roughly once every 3 years.

Not all systems have a dedicated upgrade 
schedule to take advantage of new 
technologies or adapt to changing business 
needs

The existing IT support resources are shared 
across the organization and are sometimes 
not able to meet Gas Operations' specific 
needs in a timely fashion.

[E.16] Create and implement a Gas IT technical support sub-group (via the phone help line) that 
can more specifically address Gas Operations systems issues.
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Roadmap
The following graphic summarizes the Technology Recommendations from the Near Term through the Long Term.

Figure 32: Technology Recommendations Roadmap
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Figure 33: Technology Recommendations Roadmap continued
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A Roadmap is intended to apply a time and sequencing dimension against the list of proposed RIM 
recommendations. Gas Operations can review the recommendations holistically, understanding both the 
sequencing and prioritization of the recommendations..

The Roadmap demonstrates that achieving “end state” RIM maturity is a multi-year effort. Execution of all the 
recommendations does not necessarily translate into full RIM maturity, but rather a significant progression 
towards increased achieving RIM maturity.

Gas Operations should review the recommendations in the Roadmap, modify as appropriate given other initiatives 
underway, and develop a plan of action. A desire to be aggressive with the RIM timeline must also be balanced 
with the knowledge that any organization, let alone one already undergoing tremendous change and transition, can 
only successfully support so much change at once.

It is important that the perceived and demonstrated success (progress, effectiveness, and quality) of these RIM 
improvement activities are continually reviewed and revised as necessary. New regulations or other organizational 
changes may require such a revision to the Roadmap. Similar to the overall Assessment report, the Roadmap is 
also a subjective review conducted in a "snapshot" period of time.

The Roadmap represents a prioritized and sequenced overview of how the proposed recommendations can be 
executed. To successfully roll-out a new enterprise-wide program or initiative, leaders in the organization must 
consider all business activities and decide how much change the organization can bear while sustaining an efficient 
effort and the normal course of business.

The proposed recommendations 'were prioritized by the assessment team, based on the following considerations;

8| Foundational RIM program activities necessary to launch multiple subsequent recommendations 
and activities

Activities that can leverage existing initiatives or in-flight projects as accelerators8

Activities with significant impact that increase RIM program maturity8

“Quick win” opportunities to achieve some early milestones, and to build on smaller successes8

82
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The following represent sections of the Roadmap recommendations, as grouped by time sequences of Near term (o to 3 months), Short term (4 to
9 months), Medium term (10 to 33 months) and Long term (34 to 60 months).

Figure 34: Proposed Recommendations over the Next 5 Years
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Figure 36: Short Terms Recommendations
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Figure 37; Medium and Long Term Recommendations
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Figure 38; Information Lifecycle Activity
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Conclusion and Next Steps

i

by
.. r .... ......... ...... o......... "■ ■ r'

While many companies have challenges with records and information management practices, not all are operating 
under a similar amount of organizational transition within a culture that is over 100 years in the making. Success 
will require a multi.year effort with incremental progress expected year over year.

process of achieving increased RIM maturity, some suggested

8| Awareness and socialization of this assessment report with Gas Operations leaders, and their staff

8| Obtain leadership buy.in for the overall effort and establish formal ownership

8| Begin work to establish the Gas Information Governance structure and RIM ownership at all levels

the processes for8

measure(s) of quality and8

8| Planning for Gas Information Inventory to confirm universe and locations of all Gas Records

8| Begin planning coordinated awareness campaign with the workforce, and communicate upcoming RIM 
activities on the horizon

88
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1. Association for I nformation and I mage M anagement (A| l M)

for
I nformation and I mage M anagement.

Information management requires the adoption and adherence to guiding principles that include:

8| Information assets are corporate assets. This principle should he acknowledged or agreed upon across the organization otherwise any business case and 
support for IM will be weak.

8) Information must he made available and shared. Of course not all information is open to anyone, but in principle the sharing of information helps the use 
and exploitation of corporate knowledge

8| In other words the retention and archiving, of information. If you save a

! . ... \ • )wn as Association of Recr . , - , .
.• . - sst Practice Fer . - . . .. t

Questions and Best Practices
Question 1: Does your organization have a formal, written records and information management policy statement that requires adherence by all 
management, staff, and contractors?GO
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document or a set of cohesive or linked policy statements, A policy 
.cal guidelines that have a records management component (e.g. 
e comprehensive to ensure all records are identified, and requires all

aoie 10 explain security protections surrouiiuiiig regular use.

Question 3: Does your organization have a formal, written privacy policy?
Best Practice: It is very important for each organization to have some form of privacy policy that deals with how information of a personal nature is 
protected and that is in tune with the regulatory environment of the organization (complies with existing legislation or corporate expectations)

ncidents that could jeopardize the organizations core mission and 
ployed to ensure access to information in case of a disaster or
py duplication or dispersal

;d. Destruction of such records could be interpreted as

ganization’s top executive about the importance of

The storage format (e.g., e-mail, audio tape, video tape, instant 
„,s should be based on the content of the information, not the

format

Question 8: Does your organization provide ALL employees with formal training on their roles and responsibilities in managing records and information?
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l)f
n

;t the needs of each job. Where 
es, Professional Seminars, Access to

[ge devices at regular, scheduled intervals. The primary 
sing is interrupted or when data loss occurs

s your organization assembled an information management compliance team? That includes RIM and IT stakeholders? 
dost businesses recordkeeping systems have migrated from paper to digital environments. RIM must be part of a multidisciplinary team 
jnic records issues that includes IT, legal, compliance, and other stakeholders. RIM professionals must be proactive in demonstrating the 
le multidisciplinary team.

.1 disaster recovery tool in the event that a server

3. ( n . -over ersigl . c . . j ne . iss
I

onais. CGOC conducts primary research, has dedicated practice groups on 
practice leaders convene to discuss discovery, retention, privacy and 
EDRM and The Sedona Conference.
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g am

ige medium
against legal, Agency-wide, and user

8|
8|

8| mthority to ensure that the objectives and policies
ly implemented; and designate an individual to

8|

d under authorized record schedules, 
alteration, or destruction of Federal records.

ntly valuable records under authorized record

n and 36 CFR Chapter XII (reference (b)). 
the Department of Defense or between the 
1) in resolving these issues.

8|

jpt iCO - ' 3, . ' p A

8i
81
81 rity and a description of what

8i e, transfo nnation al
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ComplianceAccountability Integrity Retention

Transparency Protection Availability Disposition

6. ISO (I nternational Standards Organization) 15489; I nformation and Documentation - Records
M nent

Characteristics of a Record
8| Authenticity (a record that can be proven - what it purports to be; created/sent by the person purported to have done so; created/sent at the time 

purported)
8) Reliability (contents can be trusted as full and accurate)
8| Integrity (protected against unauthorized alteration; authorized annotation, addition or deletion is explicitly indicated and traceable)
8| Usability (the record can be located, retrieved, presented and interpreted)

Responsibility:

e managed in compliance with all requirements arising from current business, the regulatory environment and community 
organization operates. Personnel creating records should understand how these requirements affect the business actions they 
compliance with such requirements should be regularly assessed and the records of these assessments retained for evidential

Storage & Handling:(S>
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Records should he stored on media that ensure their usability, reliability, authenticity and preservation for as long as they are needed (see 8.2). Issues relating 
to the maintenance, handling and storage of records arise throughout their existence, not only when they become inactive.

>e

s.

7. ' . - - . iv« _ - - - ■ lations
1220.3 W hat standards are used as guidelines for Subchapter B? These regulations are in conformance with ISO 15489-1:2001

1220.30 W hat are an agency’s records management responsibilities?

.ength of their authorized retention period. A

ized retention periods;

rried out only as authorized in records

e implementation

icords.
rig requirements

systems as

records, in all
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[ (g) Develop records schedules for all
records created and received by the agency and obtain NARA approval of the schedules prior to implementation, in accordance with 36 CFR parts 1225 and
1 O o k /--if-' flu £.”* on K/> K o nfn

ssued by the Office of

(i) Institute controls ensuring that all records, regardless of format or medium, are properly organized, classified or indexed, and described, and made 
available for use by all appropriate agency staff; and
(j) Conduct formal evaluations to measure the effectiveness of records management programs and practices, and to ensure that they comply with NARA 
regulations in this subchapter.

. - i - . ■ MaterialsSaf , -:.rat - 1 j
* *

Pipeline Safety: Establishing Maxim 11111 Allowable Operating Pressure or Maximum Operating Pressure Using Record Evidence, and Integrity Management 
Risk Identification, Assessment, Prevention, and Mitigation. “These records shall be traceable, verifiable, and complete.”

>179. 1

. Each operator shall make, and retain for the useful life of

10. Assets Recc - / , i
I”)I

Optimized management of physical infrastructure assets (Part 2, Guidelines for the Application of PAS-55-1). Defines:

8) Civil Penalties for violation of the law

8) The organization shall establish and maintain records as necessary to demonstrate conformance to the requirements of its asset management system

8| Records shall be legible, identifiable and traceable(S>
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11. Ill

1.1 All 01 Id records.

2. | An organization’s information and records in an age merit policies and procedures should be realistic, practical and tailored to the circumstances of the
organization.

3. | An organization need not retain all electronic information ever generated or received.

4. | An organization adopting an information and records management policy should also develop procedures that address the creation, identification, 
retention, retrieval and ultimate disposition or destruction of information and records.

5-1 es as necessary to comply with

12. AGAI ine Safety, Regulatory Certainty, and Job Creation Act of 2011
Section 60118(e) OPERATOR ASSISTANCE IN INVESTIGATIONS.—
“(1) ASSISTANCE AND ACCESS.—If the Secretary or the National Transportation Safety Board investigates an accident involving a pipeline facility, the 
operator of the facility shall—
“(A) make available to the Secretary or the Board all records and information that in any 
way pertain to the accident (including integrity management plans and test results);

INFORMATION TO EMERGENCY RESPONSE AGENCIES.-
(1) GUIDANCE.—Not later than 18 months after the date of enactment of this Act, the Secretary shall issue guidance to owners and operators of pipeline 
facilities on the importance of providing system-specific infonnation about their pipeline facilities to emergency response agencies of the communities and 
jurisdictions in which those facilities are located.
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Appendix 3. RIM related documents/guidelines reviewed
Corporate RIM Policy has been created and is published on the intranet, which includes but is not limited to the following:

1.1 GOV-yooiS - Retention and Disposal Standard

2. | GGV-7001P-01 Shipping Records to the Records Center

3. | GGV-7001P-02 Requesting Records from the Records Center

4. | Classification and Legal Protection of Information, USP 8

5. | Protection of Computer Resources and Electronic Information, USP 9

6, | Service of Legal Papers, USP 15

7.1 PG&E Guide to Record Retention

8. | Protecting Electronic Confidential Information

9. | Multiple Gas Transmission and Distribution procedures contain recordkeeping instructions

(S>
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Appendix 4. RIM Audit Reference Information
Sample Audit Plan framework.

Department/
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Appendix 5, Sample Records Mapping
Below is an illustration of records mapped throughout Gas Operations. Mappings such as these as well as mappings of relevant regulations and procedures to 
the organization facilitate assessment of risk and audit planning. By leveraging this effort that has already mapped key Gas Transmission Pipeline Records to
locations, PG&E can successfully and proactively plan for their digitization effort, as well as ensure that these Record types are specifically called out on a 
retention schedule. In addition, this mapping can potentially be incorporated into the current effort of Documentum taxonomy development.
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ix 6. RIM Internal Audit PlanningApp

Co j«| II

• | Description of Audit

• i RIM Objective

• i Scope - RIM process

• i Relevant RIM policies, standards, regulations

• | For physical paper format - within a sample, checking for the existence of what should be present and retained
and what should not be present according to retention schedule and other guidelines

• i For Electronic Records - perforin similar check of what records should be present and retained and what 
should not be present according to retention schedule and other guidelines. Additionally, audit plan should
consider adding on a "traceability" review.meaning review of the audit trail of information and tracking as to
how the record it got there and when, if it was edited, when last updated, etc

• | Review that records, whether physical paper or electronic files, are stored in appropriate and approved
locations based on that record type.

• i Testing ability from a timing, completeness, and quality aspect to meet a mock-regulatory or legal request.
Include Chain of Custody tracking to the extent records identified and pulled/collected as a part of the audit.

• i Forensic Data Analytics to check quality of data via alternative systematic views and queries into the data other 
than what are standard metrics, and completeness.
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Appendix 7. Typical Audit Findings Report 

Categories Sample

• ! Title

• ! Date of Audit
• i Audit Performed By
• i Scope and Methodology

o | Function/Role of Employees involved in Audit 
o i Business Process

• i Objectives
• i Location/Record Type
• i Distribution
• i Sample
• i Summary Findings
• i Consequence/exposure
• i Recommendations and Corrective Actions
• i "Validation of Findings
• i Responsibility/accountability
• i Action Plan and Date
• i Post Corrective Actions Testing and/or Validation
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Records Retention Center Feb 9, 2012I
Feb 17.
Feb 17.
Feb 17.I
Feb 21.I i
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Appendix 9. Mapping Office visits
Auburn -1/12/2012 

Bakersfield -12/1/2011 

Chico -1/11/2012

Concord.12/5/2011

Eureka -1 /10/2012

Fresno.11/30/2011

Hayward -12/6/2011 

Merced -11/29/2011 

Oakland -12/6/2011 

Sacramento -1/12/2012 

Salinas -12/1/2011 

San Carlos -12/7/2011

San Francisco.12/7/2011

San .lose -12/8/2011 

San Rafael -12/14/2011 

Santa Rosa -12/13/2011 

Stockton -11/29/2011 

U'kiah -12/13/2011 

Walnut Creek.11 /21 /2011
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Appendix 10. Select Excerpts from RIM Standard/Guidelines

The Sedona Guidelines

Strategy - An organization should assess the operational and strategic value of its information and records in developing an 
information and records management program.

Structure - An organization should define roles and responsibilities for program direction and administration within its information 
and records management policies.

People - The Sedona Guidelines for Managing Information and Records in the Electronic Age. Guideline 4(d), also states that "An organization 
should guide employees regarding how to identify and maintain information that has a business purpose or is required to be maintained by law or 
regulation."

People - Guideline 4(g) of The Sedona Guidelines for Managing Information and Records in the Electronic Age states: "An organization should 
recognize the importance of employee education concerning its information and records management program, policies and procedures."

Process - Sedona Guideline 4(h) notes that an organization should consider completing periodic compliance reviews of its information and 
records management program, policies and procedures.

d procedures "should be realistic, practical and tailored to the circumstances 
i Sedona Guidelines 4(a) and 4(b), information and records management

Process - Policies and procedures should be revised as necessary in response to changes in workforce or organizational structure, 
business practices, legal or regulatory requirements and technology.

Technology - Sedona Guideline 4(f) states "An organization should consider the impact of technology (including potential benefits) on the 
creation, retention and destruction of information and records.
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i: 3

Strategy - "Executives are responsible for supporting the application of records management policies throughout the organization."

Structure - "Organizations should define and document a policy for records management."

Structure - "...Responsibilities should be assigned to all employees of the organization..."

sponsible for
organization...

and carryout a comprehensive records management programme which includes...k) identifying and 
ffectiveness, efficiency or quality of its processes, decisions, and actions that could result from better

Technology - "...organizations should institute and carry out a comprehensive records management programme which includes...!)) deciding in 
what form and structure records should be created and captured, and the technologies to be used..."
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Appendix 11. Glossary

AGA Pipeline Safety,

2011

mobile,

Leveraged to communicate interim changes to policies or standardsBulletins

Software the company uses to execute businessBusiness Application

Customer Care & Billing - System used to maintain customer information, track customer calls and 
enquiries and billing data.

CC&B

Established in 2004 as a forum of over 1600 legal, IT, records and information management professionals to 
conduct primary research, dedicate practice groups on challenging topics, and host meetings throughout the U.S. 
and Europe where practice leaders convene to discuss discovery, retention, privacy and governance.

Regulates privately owned electric, natural gas, telecommunications, water, railroad, rail transit, and passenger 
transportation companies and serves the public interest by protecting consumers and ensuring the provision of 
safe, reliable utility service and infrastructure at reasonable rates, with a commitment to environmental 
enhancement and a healthy California economy.

All collected electronically stored information (ESI) created by and used to drive the company’s operating and 
supporting processes.

Data

Written or printed paper furnishing information or evidence.Document
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unstructured information, wherever that information exists.

Enterprise Compliance Tracking System - An instance was created to be the centralized repository, and facilitate 
the review of scanned Gas Transmission documents and associated data fields captured as part of the MAOP 
validation project.

ECTS

~l Energy

ties,

Published by ARMA International in fall, 2009 as a framework which suggests components for a leading Records 
and Information Management (RIM) program.

iiy

i

GDAM •e,

mou luuuuxi v. vj re j ovoLoiu. iiiou i\itw«cu cio 1 i i/)ou 1 uuamuoi *

System used by Gas Operations for the electronic creation, storage, and updating of maps used to document 
pipelines and assets. Based on AutoCAD platform.

gems

Geographic Information System - Integrates hardware, software, and data for capturing, managing, analyzing, 
and displaying all forms of geographically referenced information.

GlS

es of authority, and/or collaboration to assign accountability, and to allocate resourcesGovernance

1

*V*LCUi. m5U MiUWl.1 cl* J IUJCL.I iVJLtll Hid .

Presented in a manual or 'with other supporting documents such as job aids, numbered documents, forms, 
drawings, and specifications (In the past the following terms haw been used at PG&E synonymous with Guidance 
Documents: Policies, Standards, Design Standards, Guidelines, Work Procedures, Bulletins, Forms, and 
Manuals.)

Guidance Documents

System used by Gas Operations to hold leak related data.1 GlS(S>
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Knowledge communicated or received concerning a particular fact or circumstance.I nformationO
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Wired and wireless assets that support the delivery of technological capabilities to the company. It includes
networks and data centers as well as the technical and data architecture.

I nfrastructure

The standardization of records, management policies, and procedures to ensure the appropriate attention and 
protection is given to all records by using standard practices and procedures.

Maximum system pressure that can be allowed to ensure proper operation of a derice or system. May also refer 
to the MAOP Validation effort for PG&E Gas Transmission assets.

Ill AOP (Maximum 
Allowable Operating 
Pressure)

The nation’s record keeper, maintaining historical, national documents, military records, immigration records,
etc.

loyees’ rights to organize and to determine

British Standards Institution’s (BSI) specifications for the optimized management of physical assets, by proriding 
clear definitions and a 28-point requirements specification for establishing and verifying a joined-up, optimized 
and whole-life management system for all types of physical assets.HI)

11 d.U5|JUi LclUUli UIUUC5, HiUi UUili]^ UiC Md.LJ.Uli 5 pipdllMCGb.

Prorides broad direction or may mandate operations on how to business should perform workPolicy

Communicate "what-to-do" and "how-to-do-it" through guidance documents (Standards, Work Procedures, and 
Bulletins)

Practice

Any given mode of conducting legal, parliamentaiy, or other businessProo

A series of activities, each of which requires inputs and produces outcomes in line with a set of objectives.Process
(S>
Cd Pipeline Safety Enhancement Plan - Initiative to modernize natural gas transmission operations in order to help 

achieve new, tougher standards for pipeline safety.
PSEPI
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Authentic official copy of information which is registered on a medium in a reproducible form. In a business
setting, records are specifically the evidence of what the organization does.

Record

ention Schedule, as well asRetention

Table that describes (i) length of time each document or record 'will be retained as an active record, (2) reason 
(legal, fiscal, historical) for its retention, and (3) final disposition (archival or destruction) of the record. Also 
called record control schedule, record disposition schedule, records schedule, or retention schedule.

Systematic control of all business records throughout their life cycle.ndI
I
I

A set of guidelines, instructions, plans, or explanations for future action within short, medium, and long term 
timeframes.

Roadmap

Enterprise software to manage business operations and customer relations.SAP

Supervisory Control and Data Acquisition - Real-time distributed system which prorides real-time information 
about current operational status and allows operators to monitor and remotely control PG&E’s core gas, hydro, 
and electric delivery systems.

SCADA

Semi-Structured Data

What needs to be done to implement the policiesStandards

Composed of Governance and Policies/ProceduresStructure

Data that resides in fixed fields within a record or file and is identifiable, such as relational databases.Structured Data

Tangible Property Listing - System for tracking pipeline assets and their location which is used to calculate tax 
liabilities owed to state and local municipalities.

TPL
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Information that either does not have a pre-defined data model, does not fit well into relational tables, or is not
identifiable. Examples include word processing documents, emails, pictures, digital audio, and video.

Unstructuri i

Records Management Program as described by the US Department of Defense

Nation’s record keeper, uiaintaining historical, national documents, military records, immigration 
records, etc.

Provide details on how the work is to be performedires
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