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Analytics and situational
awareness of the grid
analyze, and share data

Efficient algorithms to
on demand
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Real-time diagnostics

Storage and demand
and control

simulation at scale
response

minutes ahead)

and solar

hydro,

)
forecasting
Impact of intermittency

associated with

Planning (day to years
ahead) simulations at
renewables

Wind
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» Advanced Threat Analysis Capability $41M/5 years
* Modeling and Simulation $14M/5 years

» Ensemble Weather Forecasting $9M/3 years
» Hydro Modeling and Simulation $9M/5 years
» Flexibility Metrics and Standards $9M/3 years
 Planning Engine $21M/5 years

Electric System Operations

« Distribution Modeling and Optimization $6M/2 years
+ Real Time Hybrid Digital Simulation $15M/5 years
¢ Integrated Transmission and Distribution Model $9M/3 years
* Electric System Monitoring and Control $14M/4 years

+ Geographic Data Integration for Risk Management $1.7M $5M/3 years
» Advanced Modeling and Simulation Environment $2.2M $12M/5 years
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* Advanced Threat Analysis Capability
- Develop tools and algorithms to analyze large amounts of the IOU network data to
detect advanced cyber attacks and improve situational awareness; develop tools to
determine vulnerabilities in hardware, firmware, and software that support the
operation of California’s critical infrastructure.
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* Modeling and Simulation
- Build computational simulation codes that couple the industrial controls systems
communication infrastructure with generation, transmission and distribution networks,
storage, and loads to simulate cyber attack and defense.

é’
U
o+
=
—

o
e
oo &
q):J

g
C c
= ¥
o U
=
L. v
®
& -

SB GT&S 0503920



N N \ D \\ N
N W & N

S N ‘\§\\\\ e A

\

§
N S NN 2\ ) SN NN
dvadnced | B " ARAdh DA HNITY

O

Qavanced L hredt A NCN VSIS QCHOCNONE Y

Need:

A highly-coordinated cyber attack on CA power system could result in long-term,
difficult-to-repair damage to key system components across the state. Existing
tools lack the ability to detect new classes of advanced cyber attacks across
industrial control systems (ICS) across the 3 10Us. Identifying new vulnerabilities
in ICS software and hardware is labor intensive and challenging. 10Us need new
analytic technologies to address new threats and reduce impact of cyber

Objective:

This project includes two key components:

 Situational Threat Awareness: Develop tools and algorithms to mine and analyze large
amounts of the IOU operational data over long periods of time to discover and implement
corrective actions to reduce the impact of advanced threats on California’s critical
infrastructure.

* Vulnerability Analysis: Develop tools to determine the extent of cyber vulnerabilities in
hardware, firmware, and software that support the operation of California’s critical
infrastructure.
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Approach:

» Situational Threat Awareness (PM1-60)
*  Vulnerability Analysis (PM9-60)
e Transition to I0Us (PM36-60)
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Device and control testing ana 1. Sandia National Laboratories
evaluation and situational awareness | 2. ldaho National Laboratory
3. Pacific Northwest National
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Emerging cyber threats require detailed models to identify vulnerabilities and
develop mitigation strategies. Because the grid is coupled at several levels, a
comprehensive model has to be developed to a sufficient level of detail to
identify vulnerabilities and paths across those levels. The increasing use of
devices with two-way communication creates an emerging threat to grid control
systems. These devices and their interaction with utility back office systems and
control systems are growing in complexity. Detailed models identifying control
characteristics and communication protocols have not been developed for a
large-scale analysis across the State of California.

Objective:

We propose to build and successively refine a computational model that couples
* Communication infrastructure

¢ Primary electric generation and transmission behavior

»  Utility distribution networks

* End-userloads and generation

» Utility ICS systems
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Laboratory
3. Oak Ridge National Laboratory

2. Pacific Northwest National
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* Ensemble Weather Forecasting of Wind/Solar Generation
- Develop an ensemble-based forecasting system to improve forecast accuracy and
provide uncertainty bounds for wind and solar generation

* Hydro Modeling and Simulation
- Develop hydrographic data network and predictive modeling toolbox to support
hydropower planning and operations activities

* Flexibility Metrics and Standards
- Define operating flexibility metrics and targets based on a probability measure of the
occurrence, the magnitude, and the duration of ramping shortages at different time
intervals. Develop models to estimate flexibility deficiencies

* Planning Engine
- Develop higher resolution, larger-scale models of transmission and alternatives to
integrate renewable generation such as demand response, and energy storage
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New forecasting approaches are needed to integrate large amounts of weather-

based electricity generation. New forecasts must improve the prediction and
uncertainty measurement of weather parameters and renewable generation

N

Obijective:

® Determine the optimal weather forecasting approach for renewable power
generation

® Improve renewable generation predictions and uncertainty of weather and
renewable generation for operation

* Deliver real-time ensemble-based forecasts for CAISO and utilities to compare
the ensemble-based forecast to existing forecasts
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Build infrastructure for computations, data analysis, and data sharing (PM1 -12)

N
S

Produce and provide ensemble forecasting to CAISO and I0Us (PM6-33)
Evaluate statistical performance of forecasting methodology (PM30-36)

Report benefits of approaches. Recommend how prototype operational
forecasting tools can be implemented by vendors, CAISO or IOUs (PM36)
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Experience evaluating the use of 1. CAISO

ensemble forecasts in an operational | 2. Vendors of weather and generation
setting forecasts

Extensive experience in ensemble
forecasting, especially multi-analysis
forecasting, developer of WRF

1. CAISO

3. Vendors of weather and generation
forecasts

End user of wind forecasts, 1. Infigen
experience in making weather-to- 2. Cool Earth Solar
power conversions

Expertise in solar tracking and short 1. UCSD
term prediction
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Better knowledge of snowpack, snow water content, runoff, and groundwater
discharges to enhance use of hydro generation.
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Prediction, planning, and management of hydropower resources relies on
accurate and timely knowledge of water availability for generation stations.

Objective:

® Improve hydrologic data, modeling, and scheduling capabilities to more
effectively manage limited hydro resources. (The initial research will be based
on PG&E’s East Branch of the upper North Fork Feather River hydroelectric
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. UC Merced (Sierra Nevada Res.

. State of California, DWR

: . State of California, CEC (EPIC)

Support for PRMS operational model 1.

used by PG&E . UC Merced (Sierra Nevada Res.
Inst.)
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New operating flexibility metrics and targets are needed for long-term resource
planning in California. Improvements to methodology and models are also
needed to determine resource need for increased operating flexibility
requirements

N

Obijective:

® Review existing flexibility metrics and tools now in use and under
development to identify resource needs

* Define flexibility metrics, such as insufficient ramping capacity

® Use high performance computing to operationalize flexibility metrics for
planning purposes, as new flexibility metrics or modified reliability metrics

® Use LLNL’s expertise to develop new or improved models that incorporate
flexibility metrics with traditional production simulation and reliability models |
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Approach:
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* Define problem and characteristics of tools to
needed to address the problem (PM1-3)

* Select base model (PM3-5)

* Develop the infrastructure to generate
multiple weather dependent data (PM6-10)

* Develop the infrastructure to automate the
running of many scenarios in batch mode
through the optimizer (PM10-16)

* Develop Flexibility Metrics (PM16-20)

e Develop a prototype model to quantify
flexibility metrics (PM20-30)

* Integrate the flexibility metric prototype with

the base model (PM30-33)
* Document new or improved model (PM34-36) \
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Simplified representation of weather
uncertainty and its impact on load,
wind and solar generation

Dynamic representation of flexibility
requirements as weather uncertainty
evolves during operating horizon

Ability to evaluate simplifications to
representation of weather
uncertainty and other inputs to
production simulation models

Ability to measure operating flexibility
deficiencies, and contribution of
resources to meet system needs

N\

S

NSO \\\\\N§\‘\\\\\\\\\w\§\\\$\\\\j\:§\\w\\w\\§i

\\

§\'\ -
N

T\ N\ &

2. Consultants (Energy Exemplar, E3)

2. Regulators (CPUC, FERC)
. Research organizations (LBNL, EPRI,

Dublin and other universities)

2. Consultants (Energy Exemplar, E3)
. Research organizations (LBNL, EPRI,

Dublin, other universities)

. CAISO
2. CPUC
. Parties to LTPP and RA proceedings
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Higher resolution models with improved solution algorithms are needed to
analyze systems with many intermittent generators and millions of distributed
resources to improve generation and transmission investment decisions

Objective:

* Better model resolution of transmission system to identify preferred location
of resource additions and desired transmission reinforcements

® Inputs to transmission reliability models that incorporate the weather
uncertainty associated with variable generation

® Close coupling of generation and transmission investment decisions

®* Methodology and analytical tools to evaluate the feasibility and effectiveness
of potential new demand response, energy storage, and other resource
additions to satisfy operating flexibility metrics and standards
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* Common building block and potential

synergies from close coordination with other
business cases (PM6)

* Enhanced representation of the transmission

system in production simulation models (PM1-
36)

* Enhanced inputs to transmission system

planning models (PM12-48)

* Design and test tools for evaluation of

demand response programs, energy storage
and other alternatives for renewable
integration (PM12-24)

« Investment and market analysis tools (PM12-

24)

* ITinfrastructure planning (PM24-45)
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preferred location of new resource . Vendors (Plexos, GE)
additions and grid reinforcements

Inputs to transmission reliability
models that incorporate the weather . Research organizations (EPRI)
uncertainty associated with variable . Software vendors

generation

Methodology and analytical tools to . CAISO

evaluate the feasibility and . Regulators (CPUC, FERC)
effectiveness of demand side . Consultants (Energy Exemplar, E3)
programs, energy storage and other . Demand response suppliers
alternatives for renewable integration
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* Distribution Modeling and Optimization
- Develop a detailed model of the distribution grid, analyze various emerging technology
adoption scenarios, determine market and control mechanisms that would optimize the
balancing of resources and demand, and review the impacts on grid infrastructure

 Real Time Hybrid Digital Simulation
- Develop high-performance hybrid digital simulator supporting integrated
electromechanical and electromagnetic transient simulations to evaluate impacts from
intermittent resources on system stability

* Integrated Transmission and Distribution Model
- Develop an integrated transmission and distribution model to analyze reliability impacts
of increased renewable penetration in the distribution network and identify restoration
capabilities during large scale system outages

* Electric System Monitoring and Control
- Develop tools and methods to analyze synchrophasor patterns and system events to
improve transmission system monitoring; identify mitigation strategies to improve the
stability of the transmission system during stress conditions
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Emerging technology devices (e.g. photovoltaic panels, controllable
thermostats, plug-in electric vehicles, storage) are being interconnected to the
distribution grid allowing new opportunities to balance resources and demands.
These devices are presently encouraged through a series of incentive programs
that are intended to increase the adoption of the technology, but there is no
mechanism to optimize across the technologies.

Obijective:
® Develop a detailed model of the distribution grid

® Build adoption scenarios for renewable generation, plug-in electric vehicles,
demand response, and storage

® Analyze impacts to customers and the grid of different adoption scenarios

* ldentify market mechanisms to enable interaction amongst devices to
optimize resources and minimize consumption
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Approach: \\ .

Modeling Framework and Model
Development/Validation (PM1-12)

Computational Runs, Analysis,
Recommendations (PM13-24)

.
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The stability of the grid’s frequency has traditionally relied on the mechanical
inertia resulting from rotating machines. Recently, an increasing proportion of
energy from PV and wind generation in California feeds the grid through solid-
state, switch-controlled electronics which lack the mechanical inertia from
rotating machines and whose dynamic behavior does not inherently stabilize the |
grid.

Obijective:

® Develop high-performance hybrid digital simulator that integrates
electromechanical and electromagnetic transient simulation

® Leverage existing tools and models developed on the real-time simulator at
the California IOUs

® Leverage speed and memory available on a High Performance Computing
platform
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Approach:
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* Prototype coupled software simulator (PM1-
12)

* High Performance Dynamic Stability
Assessment Tool (PM3-30)

* Hybrid Simulator Algorithms (PM12-54)

¢ Software Development and User Interface
Development (PM30-54)
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Real-time digital simulator 1. RTDS Technologies

Energy grid research 1. PSERC
2. University of Tennessee CURENT
3. Florida State University FREEDM
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The existing models used in transmission reliability assessment include models
for the transmission network only. These models include an accurate
representation of generation connected at the transmission level. However, the
distributed generation is typically modeled as a reduction in load. With the
increase in the distributed renewable penetration, there is a growing need to
accurately capture the impact of the distributed generation on transmission
reliability.

Obijective:
® Develop an integrated transmission and distribution model
® Analyze interactions across the two systems

* ldentify system restoration plans utilizing the integrated transmission and
distribution system
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Approach:

* Integrated Transmission and Distribution
Steady-state Model Development (PM1-15)

* Integrated Transmission and Distribution
Dynamic Model (PM16-36)

* Restoration Capabilities in Extreme Scenarios
Title (PM13-30)

* Integrated Electric Grid and Information
Network Simulation (PM12-36)
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. Pacific Northwest National
Laboratory
. EPRI
3. CYME
4. ETAP
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One of key operational issues faced by California utilities is the ability to manage
intermittent resources effectively while utilizing grid assets efficiently. With the
increasing amounts of intermittent resources, stability analysis becomes more
critical. Detailed system data (e.g. synchrophasors, digital fault recorders,
SCADA) is collected and analyzed for discrete events, but large scale correlation
and pattern recognition have not been employed due to the quantity of data.

bjective:

* Develop a predictive engine based on data mining and pattern recognition
algorithms

» Develop system stability monitoring and mitigation system using predictive
engine

* Increase transmission path capability through reliable use of actual system
conditions
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Adaptive Protection and Control (PM16-27)

Dynamic Transmission Paths Capability (PM28- . f;:“mmw
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Final Report, Documentation, and Technology RS L p | s
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" Sensors, actuators, information networks Customer
; ___ and the smart grid i

Dimteisution

Gemvirstion

Courtesy of Southern California Edison

Managing dynamic renewable
energy portiolio integrated with
nuclear and fossil fuel peneration.
energy storage. dynamic demand;
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1. Grid Protection Alliance
2. Electric Power Group

3. GE Energy

4. Alstom

1. OSI Soft

Grid research 1. Power System Engineering
Research Center
2. University of Tennessee’s
CURENT center
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* Advanced Modeling and Simulation Environment
- Develop and demonstrate tools to enable comprehensive parametric simulations of the
transmission and distribution gas system including a quantified uncertainty framework
to enhance modeling accuracy as well as the level of understanding and confidence in
modeling results

» Geographic Data Integration for Risk Management
- Develop and demonstrate tools that enable the integration of large amounts of both
traditional (paper records) and non-traditional (electronic data and models) forms of
gas infrastructure and environmental information to support comprehensive integrity
assessments
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Natural Gas planning needs are evolving due to the integration of renewable
energy sources and the availability of substantially more monitoring data on the
transmission and distribution networks.

Enhanced system simulations have the potential to improve system operations
by providing tools to guide complex real time decisions, provide insight into
complex “what if” scenarios, and potentially to detect leaks or other equipment
failures.

® Automate the costly and time-consuming calibration process for pipeline
models

® Increase the accuracy and robustness of calibrated models

* Develop a framework for reporting uncertainty in model predictions

® Provide visualization tools for complex simulations to improve gas system
planning and operation
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e Automate the calibration process for models
in a way that is compatible with the IOU’s
existing modeling tools (PM1-24)

* Improve simulation performance and develop
visualization tools that allow planners to
leverage modeling results for complex
decision making. (PM12-36)

* Address more complex networks and the
integration of increasing amounts of available | ,. System

data (e.g. Smart Meters) (PM12-36) N Agesrean & Planning &
| nbQE ~  } visualization
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1. GL Noble Denton

2. Energy Solutions International
3. Gregg Engineering

4. ATMOS International

5. Simulation Software Limited
6. Eucalypt
7. Liwacom
1.
2.

Sandia National Laboratories
Lawrence Berkeley National
Laboratory

. University of California, Santa Barbara

. Pipeline Research Council
International
. Pipeline Simulation Interest Group
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Risk assessment for Integrity Management requires historical and current
information on the state of the natural gas system and its surroundings,
including previous repairs and population distribution. All of this information
must also be integrated into a single database for comprehensive risk
assessments.

Objective:

® Transform the understanding and quantification of risk from and to natural
gas infrastructure by using detailed information

* Implement population modeling tools with higher time and spatial resolution

* Create digitization framework for historical (paper) records of pipeline
maintenance activities to allow processing of millions of records

° Integrate both traditional (e.g. records) and non-traditional (e.g. population
modeling) sources of information to Improve the understanding of risk from
and to natural gas infrastructure

é’
U
o+
=
—

o
e
oo &
q):J

g
C c
= ¥
o U
=
L. v
®
& -

SB GT&S 0503974



LD e

Nt

Gas System O 'tion potential project
SOAR & SSNNY

N
S
N
§\ A &\‘

A

“Ecward M. Liddy of the American Intermational Group”
* Spatially and temporally explicit assessment Cltwara M- Litdl * Amercan wmatonstGrocds’ |
of risk associated with population distribution e faly %4 )
(PM1-36) o

* Computer assisted extraction of geographical
information from historical maintenance
records (PM1-24)

¢ Methods for System-Wide Risk Assessment of
G&E’s Natural Gas System (PM24-36)

DAYTIME VERSUS
NIGHTIME
POPULATION
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Laboratories

. University of California, Berkeley,
Santa Barbara, Los Angeles

. Stanford University

1. Oak Ridge National Laboratory
. Sonoma State University

1. University of Southern California
. Technology providers

1. Technology providers
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