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CES-21 Briefing Agenda

elcome & Introductions — 5 minutes
®  (CES-21 Joint Utilities:
« SCE: Glenn Haddox, Michael Hoover, John Minnicucci
SDG&E: Scott King, William Blattner, Corey McClelland
» PG&E: Steve Knaebel, Antonio Alvarez, Erik Jacobson |
= LLNL - John Grosh
e on Public Disclosure
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The CES-21 Cyber Security R&D effort is focused on the
protection of critical infrastructure, therefore a secure
process for reporting and a secure process for deliverables
will need to be maintained. Detailed tactics, techniques,
and procedures developed for use by the |OUs will be
marked and handled as

“For Official Use Only (FOUO)”
and not open to the public.
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_ Cyber Security
 Fundamental research in industrial
control systems (1CS) cybersecurity

2020.
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The joint IOU report will address:
the scope of all proposed research projects
how the proposed project may lead to technological advancement
potential breakthroughs in cyber security and grid integration

the expected timelines for concluding the projects

* Advanced analytics and situational awareness of the
grid
Integrated algorithms to effectively capture, analyze,
and share data on demand

Machine to Machine Advanced Response Capability

Weather uncertainty affecting customer load, and
intermittent renewable generation

Operating flexibility metrics [standards and evaluation
tools to facilitate the reliable and cost-effective
integration of new energy policies
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ber Security Research Overview
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Non-duplicative
efforts folded in

» Advanced Threat Analysis

Capability ¢ Machine to Machine Automated

- Develop tools and algorithms to Threat Response (MMATR)
analyze large amounts of the |OU
network data to detect advanced
emerging cyber attacks and
improve situational awareness

The proposed research is intended
to develop automated response
capabilities to protect critical
infrastructure against emerging
cyber-attacks. Due to the time
criticality of these cyber-attacks,
the only way to effectively protect
the critical infrastructure will be
through automated response
capabilities.

Modeling and Simulation
- Build a computational simulation
codes that couples the industrial
controls systems communication
infrastructure with generation,
transmission and distribution
networks, storage, and loads to
simulate cyber attack and defense.,
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_ Cyber Security
MMATR Timeline - 3 phases over 3 years

Year 1

Threats/

Responses

L rocesses
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= The utilities are reviewing the Flexibility Metrics and Standards project for inclusion in rev

= This project as previously adopted anticipated benefits to customers in excess of costs thre
long term resource planning metrics and tools.

Flexibility Metrics and Standards (about $2M, 2 years)
Need:

Integrating high levels of intermittent renewable generation requires the system to be operationally
flexible.

We require new planning metrics and tools to: 1) assess the system requirements for flexible capacity, 2)

measure the contribution of existing and new resources to:meeting these requirements, 3) quantify the

residual system need for new resources with different operating attributes, and (4) evaluate the cost-
ectiveness of resources alternatives with different operating attributes to meet residual system needs.

Objective:
The proposed project will build on previous work done by CAISO/E3, SCE, EPRI; and LLNL for the CEC
incorporating weather uncertainty affecting customer load, and renewable generation to:

1) Propose operating flexibility metrics based on probabilities of flexibility requirements, such as
regulation, net load following, and ramping up/down requirements,

2) Test candidate operating flexibility metrics and requirements (standards) in simulations of weather
forecasts,

3) Develop new methodologies and improved tools for unit commitment and economic dispatch able to
measure the contribution of resources to meeting these requirements, quantify the residual system
need for new resources with different operating attributes, and evaluate their cost-effectiveness.

e Preliminary
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lext Steps

~ _ Schedule and Cost Approach
_ Governance Structure and Research Partn
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Machine to Machine Automated Threat Response

Total
Estimated
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~ Cyber Security and Grid Integration
IOU Program Management and Governance

Program Management
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responsible to all program related management |
‘The Program Managers will report to a Joint 10U Steering Co
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overnance Structure

Rotating Chair
SDG&E
PG&E
SCE

Technolog
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Cyber Security

Historical Perspective

_ The joint IOUs believe that the legislature acknowledged the two or
business cases labeled ATAC and ModSim when wording SBg6. Thy
)usiness cases were inter-related and together sought to analyze
connected cyber systems and develop a defense against cyber t
d be pervasive throughout a more thoroughly integrated

ving nature of the threat has matured thmki‘mg{:m
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Cyber Security
- Modeling and Simulation

Potential customer benefits

1. Ability to develop detection and mitigation strategies to emerging
~vulnerabilities before they can be exploite

Explore and evaluate incident response scenarios in advance o
improve the time to respond and recover

Capability to replay cyber incidents, with variations, to und

g tool in assessing operational b;e‘hé“
alized by future grid improvement propo
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