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MaaJBHfiiH The CES-21 Cyber Security R&D effort is focused on the 

protection of critical infrastructure, therefore a secure 

process for reporting and a secure process for deliverable 

will need to be maintained. Detailed tactics, techniques, 

and procedures developed for use by the lOUs will be 

marked and handled as

“For Official Use Only (FOUO)”

and not ODen to the oublic.
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■ Advanced analytics and situational awareness of the 

grid

■ Integrated algorithms to effectively capture, analyze, 
and share data on demand

■ Machine to Machine Advanced Response Capability

B31H
■ ■ Weather uncertainty affecting customer load, and 

intermittent renewable generation

■ Operating flexibility metrics /standards and evaluation 

tools to facilitate the reliable and cost-effective 

integration of new energy policies
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r Security
TR Timeline - 3 phases ove
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i Grid Integration Propos
The utilities are reviewing the

This project as previously adopted anticipated benefits to customers in excess of costs through improved 
long term resource planning metrics and tools.

Flexibility Metrics and Standards (abo 

Meed;

se

;ds.

Objective;

The proposed project will build on previous work done by ■ , ■ „ , mil 11 c -rtheCEC
incorporating weather uncertainty affecting customer load, and renewable generation to:

1) Propose operating flexibility metrics based on probabilities of flexibility requirements, such as 
regulation, net load following, and ramping up/down requirements,

2) Test candidate operating flexibility metrics and requirements (standards) in simulations of weather 
forecasts,

3) Develop new methodologies and improved tools for unit commitment and economic dispatch able to 
measure the contribution of resources to meeting these requirements, quantify the residual system 
need for new resources with different operating attributes, and evaluate their cost-effectiveness.

I Preliminary
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lines and annual cost for
' Security and Grid Integral
tc Machine Automated Threat Response
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Each IOU will have a Program Manager for CES-21

The three (3) Program Managers will rotate as Chair each year and will be 

responsible to all program related management

The Program Managers will report to a Joint IOU Steering Committee for 

internal IOU reporting, review and strategic direction3

CES-21 will report to CPUC as directed in SB96 Legislative Language

Joint IOU Report Due iDeci3

Final Report at 60 Days after conclusion of all R&D

Propose semi-annual status reports to CPUC

Milestones and deliverables will be determined upon authorization of 

business case

3

Joint IOU/LLNL Contract Vehicle will be a DOE Cooperative Research and 

Development Agreement (CRADA)
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Ability to develop detection and mitigation strategies to emerging 

vulnerabilities before they can be exploited

Explore and evaluate incident response scenarios in advance of need, to 

improve the time to respond and recover

Capability to replay cyber incidents, with variations, to understand the range 

of risk exposures in similar situations, and the possible consequences of 

response strategies other those utilized at the time of incident

As a planning tool in assessing operational benefits and risk reduction that 

could be realized by future grid improvement proposals. Such information 

would enable rapid quantitative assessment of potential benefits as part of 

developing future rate cases

Provide training and exercise capability for incident detection and response

Evaluation of disaster response, recovery and restoration plans at the IOU 

and CALISO level, enabling all stakeholders to understand drivers and 

consequences outside their own domain
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