SF Chronicle - Sabotage attacks knock out phone service

By Nanette Asimov, Ryan Kim and Kevin Fagan, April 10

Police are hunting for vandals who chopped fiber-optic cables and killed landlines, cell phones and Internet service for tens of thousands of people in Santa Clara, Santa Cruz and San Benito counties on Thursday.

The sabotage essentially froze operations in parts of the three counties at hospitals, stores, banks and police and fire departments that rely on 911 calls, computerized medical records, ATMs and credit and debit cards. 

The full extent of the havoc might not be known for days, emergency officials said as they finished repairing the damage late Thursday.

Whatever the final toll, one thing is certain: Whoever did this is in a world of trouble if he, she or they get caught.

"I pity the individuals who have done this," said San Jose Police Chief Rob Davis.

Ten fiber-optic cables carrying were cut at four locations in the predawn darkness. Residential and business customers quickly found that telephone service was perhaps more laced into their everyday needs than they thought. Suddenly they couldn't draw out money, send text messages, check e-mail or Web sites, call anyone for help, or even check on friends or relatives down the road.

Several people had to be driven to hospitals because they were unable to summon ambulances. Many businesses lapsed into idleness for hours, without the ability to contact associates or customers. 

More than 50,000 landline customers lost service - some were residential, others were business lines that needed the connections for ATMs, Internet and bank card transactions. One line alone could affect hundreds of users. 

"It was substantial," said John Britton, spokesman for AT&T.

Authorities throughout the area said Thursday night that nobody had sought help from fire or police officials. But only the coming hours, and maybe days, will tell if there were emergencies nobody knows about yet. Officials worried that some people might have become incapacitated before they were able to summon help without a phone.

"We don't know what this has done to people's lives," said Liz Kniss, president of the Santa Clara County Board of Supervisors. "I'm incredibly troubled by it.

"We haven't experienced a major catastrophic emergency today. But we don't know."

FBI agents, phone company managers and local police said they were scouring the vandalism sites for evidence and aggressively searching for the perpetrators. Potential penalties include criminal charges of vandalism, heavy restitution payments and possibly even worse consequences if someone winds up being hurt directly by the outage.

'We will find who did it'

There is no indication so far of terrorism being involved, said FBI spokesman Chris Carroll. 

"Someone purposely cut these cables," said Britton. "They didn't have concern for anyone. We will find who did it."

The first four fiber-optic cables were cut shortly before 1:30 a.m. in an underground vault along Monterey Highway north of Blossom Hill Road in south San Jose, police Sgt. Ronnie Lopez said. The cables belong to AT&T, and most of the service disruption came from this attack.

Four more underground cables, at least two of which belong to AT&T, were cut about two hours later at two locations near each other along Old County Road near Bing Street in San Carlos, authorities said. Two additional lines were sliced on Hayes Avenue in south San Jose.

In each case, the vandals had to pry up heavy manhole covers with a special tool, climb down a shaft and chop through heavy cables. Britton said the four cables cut in San Jose were about the width of a silver dollar and were encased in tough plastic sheath. One cable contained 360 fibers, and the other three had 48 fibers each. 

At least 500 total fiber-optic strands were sliced, and each had to be painstakingly spliced back together, requiring hours of work.

Police in San Jose and San Carlos are sharing information, said Cmdr. Rich Cinfio, a spokesman for San Carlos police. Investigators said they had no suspects.

AT&T announced a $100,000 reward for information leading to the conviction of the perpetrators, and Santa Clara County officials declared a local state of emergency. 

Extra police, firefighters on hand

Verizon, which depends on AT&T cables in the South Bay, reported that its 52,214 landline customers who lost service in southern Santa Clara County came back online just before 4:30 p.m. Britton said AT&T restored service to all but a couple hundred customers in South San Jose by 7 p.m., and that the remaining lines should be up and running by this morning.

Extra sheriff's deputies, firefighters and police officers heavily patrolled the streets in the affected areas, authorities said. Additional ambulances were on hand at St. Louise Hospital in Gilroy.

"We're having a more visual presence out there in the field," said Sgt. Don Morrissey, Santa Clara County sheriff's spokesman. "We're out there to be the conduit, if you will. We're trying to bridge that communication gap between emergency services and citizens."

The outage was nearly tragic in at least a couple of instances.

Destiny Evans of Gilroy felt faint Thursday morning at her job as an office manager at Ortho Sports in Gilroy. Her boss, Joseph Abmont, called 911 on a landline and cell phone but couldn't get through. 

So he put Evans in his car and drove her to St. Louise Hospital, where she was diagnosed with a kidney infection.

"He was my savior," Evans said as she left the hospital later in the day with her boyfriend.

St. Louise spokeswoman Jasmine Nguyen said the hospital was rescheduling elective surgeries out of concern that if something went wrong, it would have no way to contact doctors.

Among those affected by the outage were customers of Verizon, Verizon Wireless and Sprint wireless, which rely on AT&T to carry their phone traffic back to their networks. Cell phone customers at T-Mobile and AboveNet also were affected.

Verizon spokesman Jon Davies said the outage was first reported to the company at 1:25 a.m. He said customers were affected in the Gilroy and Morgan Hill areas. Verizon is the sole provider of landlines in southern Santa Clara County.

Verizon Wireless customers also were affected in southern Santa Clara County and from Watsonville to Scotts Valley in Santa Cruz County.

Rerouting restores some service

At least one of the severed San Carlos lines belongs to Sprint, which lost service to several thousand landline business customers. Crystal Davis, a crisis communications manager for Sprint, said the company was able to restore service to some of its customers by rerouting traffic.

The vandalism comes as AT&T is in talks with the Communications Workers of America for a contract covering more than 80,000 employees, who have been working under their old deal since it expired at 11:59 p.m. Saturday. Union members voted in late March to authorize a strike but have not scheduled one.

Candice Johnson, spokeswoman for the CWA, said union members were not involved in the incidents.

"I can state that CWA members have nothing to do with this at all," Johnson said. "There is an investigation going on, and we'll fully cooperate. But our members are working. They're on the job."

Britton said AT&T has a good relationship with the CWA and was continuing to negotiate with the union on their contract.

Can you help? 

Anyone with information that could lead to the capture of those responsible for Thursday's sabotage can call (408) 947-7867 or (650) 802-4423.

SF Chronicle - Police, hospitals scramble through emergencies during outage

By John Coté and Nanette Asimov, April 10

Morgan Hill police had no way to check databases Thursday to see if a suspicious driver was wanted in a bank heist.

In some ways that wasn't a big problem, however, because most banks in town were shut down for the day.

From inaccessible medical records to faulty 911 systems to ATMs that blinked "Out of Service," the vandalism of fiber-optic cables that left a swath of the South Bay without most phone and Internet services Thursday demonstrated how people, businesses and government have come to depend on communications infrastructure. 

"It's been a really big wake-up call for us as a community and as an agency that we're very vulnerable," Morgan Hill police Cmdr. David Swing said at an emergency command post at the police station.

"I don't know if anyone ever anticipated such a widespread outage like this that affected both cell and landline phone systems," Swing said. 

The department was left with no Internet or cell phone service and landline service only within the city of Morgan Hill until about 1 p.m., when computer networking giant Cisco Systems brought in a satellite-linked communications truck that allowed police to run some computers and phones. 

Emergency calls had been routed to the Santa Clara County dispatch center in San Jose, where they had to be relayed via radio from station to station until the nearest responder was reached, like an old-fashioned phone tree, Swing said. Patrol cars and fire engines were placed in strategic spots around town.

Medical records online

At St. Louise Hospital in Gilroy, Dr. Christopher Burke, an emergency room physician, lamented that all the medical records were online. 

"I can't get anything on anybody," Burke said.

Officials' advice for people dealing with an emergency was to seek help directly, but Burke figured that would be hard for the elderly in particular.

"I would imagine that if they have MedicAlert, it is not working," Burke said. "This is a really scary thing."

Beyond safety and health concerns were the economic effects of the vandalism.

Credit card transactions were impossible at many smaller businesses, like the FastFrame custom framing store on Tennant Avenue in Morgan Hill.

"I've been taking (customers') info, and then I'll be mailing them a receipt," shop owner Leah De Lane said.

Foot traffic was steady, though, because some people found themselves with an unexpected day off, De Lane said. 

Others were not as lucky. Sant Kumar, the cashier at the World Self Service gas station on Monterey Street, saw only a handful of customers. His station couldn't process credit cards, which account for about 60 percent of sales on a normal day. 

"Without a computer, we can't do anything," Kumar said. 

Two ATMs in a nearby Safeway store were down, but customers could use credit cards at the registers. A gas station linked to the grocery store had a long line of customers.

"Hassle, shmassle. I'm just appreciative you can pay with a card here," said Nancy Hopkins of Morgan Hill, gassing up her sport utility vehicle after waiting in line. "No one has that much cash on them, and the banks are closed."

Banks shut down

Bank officials said they had shut down on the advice of police because of the potential difficulty of reaching law enforcement in the event of a robbery. 

The CommonWealth Central Credit Union posted a sign on its Morgan Hill branch door directing members to San Jose branches.

"We've got procedures to be able to operate without communication with our host system," credit union President and CEO Craig Weber said. "Really, the situation was security for both employees and members."

It's a girl, relatives finally learn

For one family, the lack of phones made a memorable day all the more so.

Estella Aguallo of Hollister began having labor pains early Thursday, around the time all phone service went out. Her husband, Porfirio Contreras, took her to St. Louise Hospital around 3 a.m. 

The hospital tried to call her doctor but couldn't get through. So the doctor on duty delivered Juana, a healthy baby girl, at 3:11 a.m. 

"They attended to me well," Aguallo said of the hospital staff.

But there was no way for Aguallo and Contreras to spread the news to relatives by phone. So Contreras made the 17-mile drive back to Hollister and returned with a carful of happy family and friends.

SJ Mercury News - Phone service fully restored in South Santa Clara County

By Julia Prodis Sulek, Ken McLaughlin, Mike Swift and Mark Gomez, April 10

Some 24 hours after critical fiber-optic cables were cut at four different locations by someone who climbed down manholes early Thursday morning, phone service was fully restored to South San Jose, Morgan Hill and Gilroy and parts of Santa Cruz and San Benito counties.

"By the time everybody was up," the phone lines were back, AT&T spokesman John Britton said today, referring to South San Jose residents who had phone service restored early this morning.

Police today are continuing their investigation into who deliberately cut fiber-optic cables in two underground locations in San Jose and two more in San Carlos around 1:30 a.m. Thursday in an apparent coordinated act of sabotage. The FBI is helping with the investigation.

Thursday it was as if time turned back a generation. No landlines. No cell phone service. No Internet connection or working ATMs.

If people had emergencies, they were told to run outside and flag down passing patrol cars or drive to the nearest fire station. Firefighters perched on a hilltop to scout for fires. Banks locked their doors, issued handwritten receipts for deposits and allowed only one person inside at a time. Many restaurants, grocery stores and gas stations took cash only. Checks were made on the welfare of housebound residents and senior centers.

And here on the southern edges of Silicon Valley where the high-tech revolution was born, forget about texting.

When Cindy Gilchrist's 18-year-old son couldn't text his friends before school Thursday in Morgan Hill, he turned to her and said, "Mom, I'm so alone."

Late Thursday, Santa Clara County officials blamed sabotage and declared a state of local emergency.

AT&T, whose cable lines leased to Verizon were cut in the wee hours of Thursday morning, offered a $100,000 reward for information leading to the arrest and conviction of those responsible — which one spokesman said was the largest reward in his 17 years with the company. Crews in South San Jose spent Thursday fusing four separate cable lines back together, some working eight feet deep in a manhole at Monterey Highway and Blossom Hill Road and others working with the pulled slack above ground, a few feet from a sign that said in red letters, "Warning: Buried Fiber Optic Cable in This Vicinity. Call Before You Dig." Nearby, authorities later discovered more cut cable lines at Hayes Avenue and Cottle Road, which affected several hundred customers in the Hellyer, Silver Creek Valley and Tures neighborhoods. Service restored early Friday morning. Cables were also severed at two locations in San Carlos, but no disruption of service was detected. Authorities believe all four incidents are related. Service in the South County area, which was random and sporadic most of the day, was fully restored by 7 p.m. Thursday, along with most of South San Jose.

AT&T spokesman John Britton didn't want to speculate about whether the sabotage may have been an inside job, but said one of the company's fundamental security measures was obviously breached.

"One of them is to have those big, heavy covers over the manholes and special ways to get them off," Britton said. "There's a tool you use. And in this case someone obviously had access to that."

One of the smaller cables cut was a half-inch thick and consisted of 48 color-coded strands, each capable of handling 300 to 400 calls. A larger cable cut held 360 strands.

Typically, Britton said, cut cable lines tend to be accidentally caused by workers. Not this time.

"Today, we didn't have an accident, we had a deliberate act," he said. The FBI joined the investigation, but authorities ruled out terrorism as a motive, and instead called it pure criminal vandalism.

Asked if the sabotage had anything to do with the strike threats over contract negotiations between the Communications Workers of America and AT&T, national union spokeswoman Candice Johnson replied: "Absolutely not. Our members are not involved in this. That would be counterproductive."

The CWA contract with AT&T expired at 11:59 p.m. Saturday.

More than 52,000 household landlines operated by Verizon, the sole provider of landlines in the South County area, were disrupted. Because 80 to 85 percent of cell phone traffic is delivered over wired networks, Britton said, cell phones weren't working. Along with Verizon, other cell service disrupted included Nextel, Sprint and AT&T, but officials didn't estimate how many customers lost service.

People were unable to call 911 throughout the day, but access was restored by Thursday evening. Four emergency stations were set up in Gilroy. At the main fire station in Gilroy, a caregiver rushed in to report that a girl was suffering a seizure at a medical facility. An ambulance took her to the hospital.

"This is unprecedented," said Liz Kniss, Santa Clara County Board of Supervisors president, who lauded the coordination by agencies throughout the county. Kniss pointed out that although the county is ready for earthquakes and other disasters, this took officials by surprise. "We weren't ready to have cable clippings."

While no serious emergencies went untended, the outage was treated by emergency responders with all the seriousness of a natural disaster or toxic spill. Patrols doubled. Extra ambulances were deployed. Saint Louise Regional Hospital in Gilroy canceled all elective surgeries and established ham radio communication with county officials and handed out walkie-talkies to staff.

"Actually, I'm quite happy that something like this happened, because we get to test it in real life," said Dr. Amit Mathur, an anesthesiologist at Saint Louise. "Nobody's running around panicking."

Added hospital spokeswoman Jasmine Nguyen: "It kind of brings us back to the Stone Age." The hospital used "runners" Thursday to run from room to room transferring messages from patients to staff or loved ones in the waiting room.

In downtown Morgan Hill, Margaret Bianucci, 71, said a day without the latest in technology was just fine with her.

"We're from a different time, and this was the way it was before, so it doesn't bother me," she said. "Now my grandchildren, they'll have something to say about it."

In Santa Cruz County, Mike Pizzano, who runs 49er Rooter and Drain Service in Felton, was already counting his losses just hours after he stopped receiving phone calls and Internet service Thursday morning.

"What am I going to do if a customer calls? I may be missing a call for a clogged drain or a $5,000 job," he said.

For others, the effect was more than an inconvenience.

Lori Shields went to the Chase Bank branch in Morgan Hill to deposit money into her account to cover automatic payments scheduled to deduct that evening. Bank staff, who were only permitting one customer at a time into the bank, could not tell Shields if her money would be credited to her account in time.

"You don't realize how used to this technology you are," she said.

But at Baha ﻿Burgers on Monterey Street in Gilroy, owned by the Tamayo family for 41 years, the outage passed with little effect. The restaurant has never taken credit cards, let alone debit cards. A sign at the counter says "cash only."

"Everything we do here is by manual labor," said Marina Barrientez, daughter of the owner. "We like to keep things simple."

SJ Mercury News - South Valley phone outage: Is telecom system too vulnerable?

By Elise Ackerman, April 10

Phone service restored after vandalism shuts it down in Gilroy, Morgan Hill, Santa Cruz CountyHow to get help during phone outageIt took severing just four cables, each about an inch thick, to bring down huge portions of a telecommunications network across three counties. And even as communications were being restored Thursday, hard questions emerged about whether the system is too vulnerable to sabotage — and how to prevent it from happening again.

"Some of the questions that come up are whether the system has adequate backup capabilities and whether or not the phone companies are adequately protecting and maintaining the equipment they do have," said Mindy Spatt, spokeswoman for The Utility Reform Network, a consumer watchdog group in San Francisco.
The loss of landline, cell phone and Internet service in parts of southern Santa Clara and Santa Cruz counties, as well as areas of San Benito County, was amplified by the fact that multiple carriers were sending traffic on the same fiber-optic cables, which are owned by AT&T.

For example, Verizon said more than 50,000 household landlines were affected as well as an unknown number of cell phone connections.

Cell phones function like miniature radios, communicating with cell phone towers via radio waves. The towers, in turn, communicate with a switching station either over cable or through microwaves.

"If the switch is not working, you are out of business," said Ken Fattlar, a Verizon engineer.

Fattlar said the cell towers in the South Bay are connected to copper cables that feed into AT&T's fiber lines. When the lines were damaged, the cell towers were not able to communicate with their switching station and could not transfer calls. 

Greg White, director of the Center for Infrastructure Assurance and Security at the University of Texas-San Antonio, said it is possible to add more redundancy to the networks but that doing so could cost many billions of dollars. Redundancy refers to a built-in backup system that can take over if one part of the system fails to work. "This is a cost that would obviously be borne by subscribers," he said.

Beyond that, the early morning incident revealed what many experts have known for years: The humdrum infrastructure behind our daily routine is extraordinarily vulnerable to random accident — or deliberate mischief.

"Backhoes cut cables all the time," said Bruce Schneier, author of "Schneier on Security," and "Secrets and Lies: Digital Security in a Networked World." "Trees cut cables all the time."

The lesson from the sabotage is that ordinary people need to be more vigilant about what is happening around them, said Theodore Lewis, author of "Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation."

"We can't expect police and firefighters to watch every inch of fiber," Lewis said. "People shouldn't freak out, they should keep their eyes open."

ZDNet - Our fancy Internet infrastructure operates on a wire and a prayer

By Larry Dignan, April 10

The fiber-optic outage—actually sabotage—in the Bay Area on Thursday reveals a dirty little secret: Our infrastructure is ridiculously vulnerable and it only takes a few vandals (or terrorists) to bring communication to its knees. 

While it’s unclear what exactly happened, AT&T is offering a $100,000 reward to find the vandals that cut into fiber optic wires and whacked everything from hosting centers—including a few of our own—911 calls and other communication (Techmeme). Sam said it best: No matter how advanced we get we’re still hooked up to a big wire somewhere. 

That’s not going to change. The big question: How are we going to protect those big wires?

Barrett Lyon asks whether it’s possible to destroy the network with a hacksaw. In a word: Yup. It happened yesterday. AT&T used Twitter—home of the Fail Whale—to communicate with customers. Anyone see the irony in that one?

What’s truly scary is that we’re not just talking about the Internet here. The electric grid is vulnerable. Our transportation grid is vulnerable. Our infrastructure in the U.S. is a big sitting duck. The grid and the Internet are top of mind today, but I’m reminded of the overall infrastructure vulnerability every trip into Penn Station. Every once in a while you’ll see heavily armed police with their K-9 dogs in Penn Station’s lobby. It’s a common sight. However, if you really wanted to bring down the train station and subway it’s nothing a stray backpack couldn’t take care of.

Simply put, it’s impossible to completely secure all of the infrastructure out there. And everyone knows it. In 2003, a student dissertation raised national security concerns. It’s not rocket science to map infrastructure and cook up scenarios.  

So what can we do?

Surely, it makes no sense to put armed guards at every manhole cover, fiber optic hub, power line and transportation grid. However, there may be a few things we can do:

Seal the manholes: It’s relatively easy to pop one and clip a line or two. 
Smart sensors: Is there the equivalent of a car alarm for fiber optic lines? 
Better surveillance: Critical national infrastructure—like the places the AT&T fiber optic lines were cut—mostly resides in private hands. Is there a way to hook these areas up into a national security monitoring network? 
Improved fail-over processes. Sure, the Internet is set up to reroute traffic, but it’s not perfect. Can we build in more resiliency?  
There is a big plan from the Department of Homeland Security about protecting national infrastructure. The 188 page tome can be boiled down to this graphic.

InformationWeek - Silicon Valley Internet, Phone Service Sabotaged 

The areas affected are in the southern portions of San Jose, home to many of the nation's major technology companies. 

By Antone Gonsalves, April 9

Phone and wireless service in portions of Silicon Valley were cut off Thursday after police say vandals cut several underground fiber-optic cables in the area. 

The sabotage caused major disruption in residential service affecting tens of thousands of people and preventing some from making 911 emergency calls. 

The disruption, which is under investigation, occurred about 2 a.m. Pacific time and caused service outages in and around Morgan Hill, San Martin, and Gilroy in Santa Clara County, and areas in Santa Cruz and San Benito counties, officials said. There had been no reports of major emergencies during the outage as of midafternoon Thursday. 

AT&T expected to have "some service" restored late Thursday by repairing some of the cables and rerouting telephone traffic. "While our priority is to restore service to all affected customers as soon as possible, AT&T (NYSE: T) is working closely with law enforcement officials on this act of vandalism," an AT&T spokeswoman said in an e-mail sent to InformationWeek. 

Sgt. Ronnie Lopez of the San Jose Police Department said AT&T repair crews arrived at the scene of the vandalism in south San Jose about 2:30 a.m. and found that someone had removed a manhole cover, descended about 8 to 10 feet, and cut four or five fiber-optic cables. 

"We're investigating this incident as vandalism," Lopez said. "It's a criminal investigation that's under way." 

Because 911 emergency services were affected, police had beefed up patrols in the "dead areas" in San Jose where there were no communications, Lopez said. Investigators did not know the motive, and there have been no arrests. 

The areas affected are in the southern portions of California's Silicon Valley, home to many of the nation's major technology companies. The Santa Clara County Office of Emergency Services reported that 52,214 Verizon (NYSE: VZ) household landlines were down from the outage, but police and emergency medical communications were working. Verizon leases use of the cables from AT&T and is the only provider of landline service in the area. 

The county did not how many cellular phones were affected but said the 911 phone system had been down in the affected area from the beginning of the outage. People who needed emergency assistance were advised to go to the nearest fire or police station or hospital or to flag down an emergency vehicle. Police, sheriffs, and fire departments had called in additional personnel to patrol affected areas. 

