SJ Mercury News - Uncertain how phone networks would fare in big quake

By John Boudreau, April 11

Phone service restored after vandalism shuts it down in Gilroy, Morgan Hill, Santa Cruz CountySouth Valley phone outage: Is telecom system too vulnerable?How to get help during phone outageIf someone with cable cutters can slice critical fiber-optic lines — and cripple communications for thousands of people — what kind of damage could Mother Nature do?

Thursday's act of sabotage left Morgan Hill, Gilroy and parts of Santa Cruz and San Benito counties without landlines, cell phones and Internet connections. It was a stark reminder of how dependent society is on telecommunication networks. 

It's unclear how Silicon Valley's networks would hold up during a big earthquake. However, after the 5.6-magnitude Alum Rock quake in fall 2007, cell phone calls failed to connect and some landlines were briefly spotty. At the time, cell phone providers acknowledged brief service disruptions. Their networks, they said, weren't designed to accommodate the sudden jump in call volume that occurred in the minutes after the quake.

Overall, the region's telecommunications infrastructure is sound, said Theodore Lewis, author of "Critical Infrastructure Protection in Homeland Security: Defending a Networked Nation."

"They are pretty resilient," he said. "It would have to be a 1,000-year earthquake to create major damage."

Throughout the Bay Area are "carrier hotels," highly secured nondescript buildings containing vital switching equipment of different carriers. They have backup power systems, much as hospitals do, Lewis said.

However, that does not mean cables wouldn't break in a major ground rumbling. 

In late 2006, a major earthquake off the coast of Taiwan snapped a half-dozen or more deep-sea fiber-optic cable systems, representing some 90 percent of telecommunications capacity of the region. All across Asia, computer screens froze as access to the outside world was cut. The costs of the ruptured cables were in the billions of dollars in repairs and lost e-commerce as Internet service was down for weeks.

Severed lines in the Bay Area, though, would be much easier to repair, Lewis said.

"They aren't that difficult to fix," he said. "It's not as bad as having to replace a switching center."

After the Alum Rock quake — the biggest in the Bay Area since the 6.9-magnitude Loma Prieta quake in 1989 — cell phone companies cautioned people not to count on being able to use their cell phones immediately.

Many consumers are cancelling their landlines and relying exclusively on cells. But Mindy Spatt, spokeswoman for The Utility Reform Network, or TURN, a consumer watchdog group in San Francisco, discourages that.

"Cell phones go out in earthquakes,'' she said. ''In most cases, your landlines will still work. You might be cutting a lifeline when you cut the cord."

