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10.0  Organization of This Chapter



10.1  CPUC Direction



	10.1.1  CPUC Decision D. 95-12-063 (Decision)



The Commission*s Decision 95-12-063 recognizes a Autility has access to considerable information about its customers@ which creates Aa major marketing advantage that could allow it to target and sign up preferred customers before its competitors can.@�  To neutralize that utility advantage, the Commission ordered ACustomer-specific information necessary for the distribution functions of the utility shall be made available to all competitors in the generation sector, on terms that are fair to all competitors.@�



The second sentence of Ordering Paragraph 20 in the Decision addresses the need to control potential misuse of information that is proprietary to customers.  It states:  AAll generation providers, including the monopoly utility, shall obtain a customer*s consent before accessing any proprietary information about the customer.@  Language in the body of the Decision refers to Acustomer confidentiality concerns@ driving conditions for customer consent.�  Some customer-specific information may have been obtained by utilities only upon acceptance of specific customer conditions governing how that information may be used.  Other information may have been given to utilities in confidence.  It is therefore clear that before using or releasing either type of information for purposes other than specified by the those who originally provided it, utilities and other generation providers must first obtain consent.



Given the foregoing concerns, the central issue of this chapter is how to balance the needs and rights of customers to protect their privacy against the needs of the marketplace for information.  In other words, how to define the boundary between private control and the public domain.  The Decision recognizes that to go too far in either direction could undermine the goal of restructuring.  Adequate flow of market information to all competitors is necessary for efficient market operation, but inappropriate use or release of customer information could have a harmful effect on customers.  in reading this chapter, the reader should bear in mind the central problem of finding the optimal balance.



	10.1.2. Joint Assigned Commissioners* Ruling of May 17, 1996 (Ruling)

	

Item seven in the Ruling*s section on consumer choice issues expanded the list of  customer information access issues which Commissioners Neeper and Knight wished to address.  First, the assigned commissioners directed the working group to consider Awhat customer information can be provided.@�  This requires assigning types of customer information into categories for which potentially different rules of access apply.



Second, confidentiality concerns referred to in the Decision were also further clarified in the Ruling.  In addition to proprietary issues, the assigned commissioners directed the working group to consider Acustomer privacy.@  Whereas proprietary information has a foundation based on ownership, customer privacy is much broader and more complex.  Privacy is not so much a function of ownership as it is control over information.  Control is usually determined to be important if information about individuals could potentially be misused in a way that causes individual harm, which in turn is not outweighed by societal benefits.  At issue is whether or not the use of utility collected customer information, as envisioned by the Commission, could cause harm to customers, and if so, what mitigating controls would be necessary.



Finally, neither the Decision nor the Ruling address other utility proprietary information accessibility.  Both refer instead only to information describing customers.  Therefore, information that does not describe customers is excluded from consideration for public access.



10.2  The Main Issues, Approaches and Positions



	10.2.1  Basic Terminology and Overview of Issues (CEC)



		10.2.1.1  Useful Terminology and Concepts



We may think of a system of information flows in terms of the following parties:  (1) sources or subjects of the data, i.e., energy service customers; (2) collectors -- meters and meter readers, as well as surveys, energy audits, service sign-up and payment procedures; (3) custodian of records, or just custodian -- the entity that maintains the data and makes it available for authorized uses; (4) users or audience -- parties that use customer data for their own private, public or commercial purposes, which may include creating and disseminating value-added information products and services as well as providing energy services.  For the purposes of this report, the users will be mainly energy service retailers.



Figure 10.1 illustrates the flows of customer energy-usage data under the present integrated IOU, the bundled UDC, and a fully unbundled distribution company model.  The supply of electricity requires certain information on customers and their energy usage for the purposes of rendering an accurate bill for services, collecting for services and operating the system.  In addition, IOU sales and marketing departments use customer data to support public policy programs and customer retention efforts.  These purposes and some others -- regulatory oversight and system planning, for example -- are the primary uses for which customer data is collected.



IOUs and bundled UDCs collect customer data through metering, customer research surveys and energy audits.  Thus the IOUs and the UDCs are simultaneously collectors, custodians and users of information.  As restructuring progresses and UDC functions are further unbundled, a wider variety of entities -- unbundled discos, metering firms and billing firms, for example -- are likely to be collectors and custodians of customer data.



We use the term customer record to refer to the entire set of data associated with a given utility account number (see Section 10.2.4 for a list of specific variables and categories of data).  The entity that collects the data and retains it becomes a custodian of the data or custodian of records (with no implications to be drawn about ownership of the data; that issue is discussed in Section 10.2.3).  At present the IOUs are the principal custodians of customer records and are therefore the focus of the CPUC order on information access.  In the mature competitive marketplace, the custodial function may be performed by another party or parties (see Section 10.4 for some ideas about the restructured future).



Customer data collected for various primary uses may be valuable to competing energy service providers, including commercial divisions or affiliates of franchise utilities, for developing new services and for marketing those services.  As noted above, the IOUs already use customer data to support customer retention efforts where there is a possibility of bypass.  In the more fully competitive environment, however, such commercial activities would be considered secondary uses of the data, i.e., uses beyond those for which the data was originally collected.  In essence, then, the problem we must address has to do with the secondary uses of customer data that is collected for legitimate primary uses.  A major component of this problem is to specify the rules governing the custodian(s) of such data.

		

		10.2.1.2  Principal Viewpoints Regarding Access to Customer Information



There are three principal viewpoints or interests we need to recognize and address in any proposal to implement D. 95-12-063.  These are: the privacy rights of customers, the information needs of the competitive marketplace, and the rights of information custodians to be compensated for any costs imposed upon them in the course of making information accessible to other parties.



			10.2.1.2.1  Customer Privacy Rights



The concept of customer privacy needs to be framed a bit differently for residential customers than for business customers.  As private individuals, residential customers have certain privacy rights which are protected by federal and state laws and regulations, and which aim to prevent harm to individuals resulting from unauthorized release or use of certain types of personal information.  For example, in the opening of long-distance telephone to competition, residential customers have experienced some intrusive or unethical marketing practices, which need to be prevented in the present context.  The Commission needs to carefully weigh resulting benefits to society against costs to customers from releasing customer names, addresses, phone numbers, energy usage histories or any of the other variables contained in the records the utilities routinely maintain on their customers.



The popularly conceived "right to privacy" and the laws and regulations that embody it do not, however, apply in general to business entities.  Business names, addresses and telephone numbers are generally thought of as public information.  Energy may be a significant component of a firm's production costs, however, so uncontrolled release of its usage data may provide a competitive advantage to the firm's competitors.  As later sections of this chapter will discuss, the needs of these two broad classes of customers will lead to some different policy considerations.



			10.2.1.2.2  The Needs of the Competitive Marketplace



The second main interest is the competitive marketplace, which consists initially of suppliers of generation services under direct access as ordered in D. 95-12-063.  A fundamental assumption of restructuring is that customers will benefit from competition, an assumption that is based on the economic theory of competitive markets and requires that market participants have ready access to information.  Specifically, customers need information about products and services available in the market, and providers need information about the needs and demands of potential customers.  An obvious problem, however, is that a release of customer information intended to reduce the barriers to entry and enhance competition may increase the likelihood of undesirable marketing practices or competitive harm to business customers.  A balance must be determined, therefore, between the needs of customers for information privacy and the need to stimulate a competitive marketplace.



			10.2.1.2.3  The Rights of Custodians to be Compensated for Costs



The third main interest is the class of custodians of information, most notably the IOUs at present.  The information proposed to be made available to competing providers has been collected and maintained by the utilities, and the process of making it available would impose some costs on them.  At the very least, there will be some costs associated with obtaining customer consent to release information and with preparing the data and delivering it to eligible providers.  In addition, some parties assert that the custodians of information have proprietary rights to that information and should be assured of recovering the market value of the information if they are required to release it to competitors.  The implementation of information access must assess the arguments, determine the nature and magnitude of all relevant costs, and provide for means to recover those costs and compensate the appropriate parties.



		10.2.1.3  Summary Statement of the Problem



By way of summary, implementing access to customer information as ordered in D. 95-12-063 entails two main tasks:



1.  Establishing rules and mechanisms to ensure fair or comparable access by competing retailers, which requires answering these questions:

	a.  What kinds of customer information should be made available?

b.  Which parties should be eligible for access to customer information?

	c.  By what mechanism should it be made available?

	d.  How can we assure access to customer information by qualified parties?

	e.  How can we prevent privileged access by some competitors?

f.  How much will information access cost, on which entities will costs be imposed, and how should costs be recovered?



2.  Protecting customer privacy, which requires answering these questions:



	a.  How should informed customer consent to release information be obtained?

	b.  What rules should govern appropriate use of customer information by retailers?

	c.  How can rules be enforced and complaints be quickly and fairly resolved?



These tasks and the associated questions will be addressed in the remainder of this chapter.



	10.2.2  Policy Issues for the Near Term (1/1/98 Implementation) and the Mature Market (CEC)



Our tasks are complicated by the need to address two distinct time frames.  First is the near term, which requires that we devise information access policies to support the opening of competition on 1/1/98.  Second is the long term, which requires that we address information flows in the mature retail marketplace.  The near term problem is in one sense the simpler one, for it focuses on the customer data bases held by the existing utilities.  Our near-term objective, quite simply, is to implement Ordering Paragraph 20 of D. 95-12-063.  In contrast, the mature marketplace may feature a variety of entities that collect, maintain custody of, disseminate and utilize customer data.  The long-term thus requires that we try to envision an information management regime that may be much more decentralized than the present one, yet must still support the integrity of the electricity system and the energy policy objectives of California.  



Most of the discussion to follow is equally applicable to the near term and the mature market.  Where material applies specifically to one or the other we try to make that clear.  In particular, we provide summaries of options and recommendations in separate sections for the near term (Section 10.3) and for the mature market (Section 10.4).  



	10.2.3.  Types of Information



(CEC, SCE, SDG&E)  Various types of information held by record custodians have differing commercial value to qualified retailers.  In addition, consumers may regard some kinds of information inherently more confidential than other kinds of information.  Importance of confidentiality may also vary by type of customer (e.g., business vs. residential) and by the manner in which  information is used.



(SDG&E)  Utility information will be used by qualified retailers for three general purposes: (1) business and marketing planning; (2) marketing and sales activities; and (3) performing customer service and operational functions.  The type of information needed, and how it is linked to other information, varies depending on the purpose for which it will be used.  Also, whereas some information collected by utilities is accessible for a price through other means, much of the higher valued information is only accessible through the utility.



		10.2.3.1.  Information categories (SDG&E)

	

When considering how to address information access privacy concerns, it is useful to describe customer information with the four cell matrix shown in Figure 10.___.  One axis differentiates between personal and non-personal information; the other between individual and aggregate descriptors.



Personal Information - Information linked to a specific individual is personal information.  It may be a descriptor unique to the individual, or a summary statistic describing an identifiable individual.  Personal information is typically the category of information for which customers may have privacy expectations.  Sensitive personal information may have the highest expectation of privacy, and privacy expectations for non-sensitive personal information may be lower.



Non-Personal Information - Information that cannot be linked to an individual or distinct group of individuals is non-personal .  It includes masked individual customer information and aggregated information. Qualified retailer use of non-personal information provides marketers with useful information for marketing purposes, but does not intrude upon customers* privacy.



Individual Descriptors - Statistics describing a unique individual are individual descriptors.  They may or may not be linked to an identifiable individual depending on how those descriptors are linked to directory information.�  Individual descriptors which cannot, either directly or through additional research, be linked to an identifiable individual are considered non-personal information. 



Aggregate Descriptors - Statistics describing a group of individuals are aggregate descriptors.  They too may or may not be linked to identifiable individuals or distinct group of individuals.



As noted above, personal information may be broken into two additional categories.  Sensitive personal information is Ainformation that if disclosed or used inappropriately, creates the potential for harm to an individual.@�  At a minimum, it includes social security numbers, passkeys, and information related to health care, political persuasion, sexual matters and orientation, and personal finances.�  Non-sensitive personal information is information which when disclosed creates little potential for harm to the individual either under specific provisions of use or when the probability of misuse is very low and reasonably controlled.



		10.2.3.2  Information variables



(SDG&E)  Utilities now have a vast array of customer records describing individual consumer characteristics.  Records include such information variables as names, addresses, phone numbers, utility account numbers, detailed and summarized metered usage histories, past participation in utility sponsored programs, appliance and equipment characteristics and uses, credit and payment histories, demographic data, and other personal information.



(SDG&E)  There are many ways information variables from customer records can be conveyed.  Examples of some include (1) specific customer listings, with statistics specific to each individual tied to directory information; and (2) categorized customer listings with directory information linked to group aggregate descriptors.  The first listing represents Personal-Individual information; the latter, Personal-Aggregate.  Non-Personal-Individual information contains individual records found within customer listings, without customer directory information.  Non-Personal-Aggregate information contains only statistical data.  It may represent a narrowly defined group of customers, but none of the customers would be identifiable, and no individual data would be provided in any form.



(SDG&E, SCE, CEC)  At a minimum, the Commission should consider establishing information access protocols for the following sets of information variables:



Personal-Individual



1)  Customer listing. (A listing of customer names, addresses, telephone numbers and/or utility account numbers, with no additional information)



Personal-Aggregate



2)  Categorized customer listing. (Customer listings with additional characteristics, such as usage >10,000 kWh/year and a good credit history)



Personal-Individual or Non-Personal-Individual, Depending on Existence of Directory Information



3)  Usage information. (Detailed information from the customer*s meter and associated price and billing information)

4)  Credit information. (Promptness of the customer*s payments and any outstanding unpaid obligations)

5)  Program participation. (Information on customer participation in specific DSM programs, low income assistance, or specific optional tariffs)

6)  End-use equipment. (Inventories or other listings of specific appliances or equipment used by the customer.)



	10.2.4.  Proprietary Issues



		10.2.4.1.  Proprietary Nature of IOU & UDC Collected Customer Information (SDG&E)



(SCE, SDG&E) It is useful to identify who owns what information when setting information access policies.  If the only parties wishing to control the use of information also own it, there is little disagreement that they have the right to use it in any way they choose.  When ownership is unclear, or when ownership and the desire for privacy related control reside with two different entities having opposing objectives, laws and regulations clarifying information use and dissemination practices are necessary.



(SCE, SDG&E) There are two bi-polar positions on customer information ownership.  Some utilities assert that the data they hold on customers is proprietary.  Since they collect the data both as a business expense and necessity, they own the data.  Others disagree, arguing that the business expense is borne by ratepayers, not shareholders, and that the necessity implies a custodian or fiduciary responsibility, not ownership.  In a similar vein, some parties assert that customers own the information that the utilities (and eventually the UDCs and retailers) have compiled regarding them and their energy usage. 



(CEC)  A third position is that ownership is not meaningful by itself, without defining specific ownership rights and responsibilities.  For example, if we were to allow that utilities own customer information they hold at present, would this mean that they have unrestricted rights to:



1.  Give the information to their competitive affiliate, to benefit their shareholders?

2.  Sell the information for profit, without customer permission?

3.  Refuse to release the information to the customers themselves?

4.  Transfer ownership to another, possibly unregulated, entity?  

	

(SDG&E)  If the answer to these questions is yes, and if the Commission determines that any of these actions are contrary to customer and Commission desires, the Commission would need to address the contradictions through regulation.  Those regulations would address issues raised when ownership of information and desire for control are not coincident.



(CEC) The CPUC Decision has given some clear direction on these questions, at least for the near term problem.  At the very least, the CPUC decision says that possession of the information does not imply unrestricted use by the utilities.  Rather, it requires them to implement fair access to all generation competitors, subject to protection of customer privacy.  Looking toward the mature marketplace, our task will be to try to develop rights and responsibilities associated with possession and ownership, which will apply to the various parties involved in the flows of customer information and which will, hopefully, fairly balance the competing interests of all parties involved.



	10.2.4.2.  Proprietary information positions



			10.2.4.2.1.  Personal information compiled by the utility is owned by the customer (DRA)

	

As used here, customer Aownership@ means the following: (1) control over the dissemination of individual customer information; and (2) the right to the monetary value from provision of personal and impersonal customer information to others.  Customer ownership rights would be exercised via a standardized set of authorizations, with individual negotiation of contracts being the exception.  Because customer information is integral to the operation of the monopoly distribution company functions, the monopoly would have an unlimited right to use that information in the conduct of its business operations.



PRO:



All utility collection of information from customers has occurred in a special historical context.  The electric utility is a monopoly provider of an essential service.  The only way for customers to obtain this essential service has been to provide information to the utility, or to allow the utility to collect information (through meters).  As noted in the historical overview, the legal oversight of release of customer-specific information is extensive.  Because of these social conditions, customers who have provided information should be understood to have conditioned use of that information.  Conditional use should be understood to apply even in the absence of explicit individual restrictions.  The distribution monopoly*s right to use maintains the conditions under which customers provided information -- as a monopoly provider of essential services.



The issue of customer ownership is partially, but not completely, severable from the issue of customer control.  Strong means of customer control are essential to maintain privacy.  Ownership further strengthens the protection of privacy, and the California Constitution*s right to privacy.  Customer ownership also honors the Decision*s commitment to A...the broadest possible array of choice in which the former >ratepayer* can function as an intelligent, self-interested >customer* (D,96-10-009 at pp.5-6).@  The broadest possible array of choice must include the customer*s disposition of information about the customer.



Additionally, joining ownership and control reflects common understanding.  Furthermore, current practices regarding customer control over information have clearly not prevented the widespread development of extensive demographic and lifestyle characteristics of individuals.  Ownership of the monetary proceeds for information provided to others is a means of replacing corporate dissemination.  It will also provide a first hand explicit indicator to many individuals of the vast volume of personal information that is exchanged between businesses without customer knowledge.



Customer ownership goes beyond generally prevailing business practices.  Expanded privacy protection of the electric services industry is consistent with, and expands upon the Commission*s precedent treatment of caller ID service election.  Setting a higher standard for the electric services industry is appropriate unless current privacy protection is determined to be fully adequate.  Given apparent widespread concern and unease over privacy, it is extremely unlikely that the adequacy of privacy protection would be empirically validated.



The consequences of this higher standard are twofold.  First, customers are likely to demand that competitive providers of electric services match the regulated monopoly*s practices for customer ownership of information.  Secondly, this step to instituting a Arising tide@ in privacy protection could result in similar changes in other industries.



CON:

			

(SoCal Gas) Customer specific information gathered by the utility is owned by the utility.  This information was gathered and maintained as a consequence of providing energy services.  The customer paid for and received energy services.



(SCE) If the Commission were to conclude that customers own the information compiled by utilities and maintained in utility databases, unanticipated problems could result.  For example, if a customer was deemed to own the customer information, that might imply that law enforcement agencies would be required to serve search warrants seeking access to customer information on the customers, rather than on the utilities, a situation which might frustrate the legitimate goals of law enforcement.  Similarly, deeming customer ownership of customer information could thwart many of the legitimate uses of aggregated or non-personal information that might otherwise support restructuring efforts.



(SCE)  Ownership should not be confused with regulatory oversight over the use of an asset dedicated to public utility service.  It is not necessary for the Commission to reach any resolution of the ownership issue in order to impose reasonable public interest requirements on the use of customer information by the utilities.  Thus, the concerns raised by proponents of customer ownership, as stated above, are immaterial to the issue of ownership.  The Commission does not need to resolve the issue of ownership as part of its resolution of direct access issues.



			10.2.4.2.2.  Customer-specific information compiled by the utility is owned by the utility (SoCal Gas).



PRO:



Customer specific information was gathered and maintained as a consequence of providing energy services.



(SCE) Utility shareholders own databases of customer information in the same manner that they own distribution systems, or any other asset associated with a regulated monopoly service.  These databases were created by the utilities, at shareholder risk.  That is, in general rate cases, the Commission authorizes utilities to recover a certain amount of revenue to carry out their obligations as providers of monopoly services.  To the extent that recorded costs are higher or lower that that which was authorized, the difference is a shareholder responsibility.  Thus, the cost of acquiring customer information is ultimately a business cost, which is the responsibility of utility shareholders.



(SCE)  Clearly, where the public interest requires, the Commission may impose reasonable restrictions on the use of customer database information; if usage results in revenues, the Commission may regulate the profits arising from such revenues.  Thus, utility ownership of customer information is completely consistent with the Commission being able to achieve its legitimate public interest objectives regarding usage of customer information assets.



CON:



The PRO argument suggests that recorded costs in excess of authorized costs represent private business ventures, that is, risky uses of shareholder funds to develop assets whose economic value should accrue to shareholders.  In some instances that may be true.  In the case of customer information, however, there are some exceptional points to be noted.



Collection of certain types of customer information -- such as the customer ID data needed to establish service, and metering and billing data -- is covered under authorized costs for monopoly services.  It is only the excess costs, which could result just as easily from inefficient operations as from entrepreneurial activity, that may have to be borne by shareholders.  Ultimately the cost of acquiring and maintaining customer data is paid by ratepayers.



In some cases, value-enhancing innovations to customer data bases were results of government intervention and were resisted by the utilities when they were introduced.  For example, the CEC introduced the requirement to attach SIC codes to the records of utility business customers, to facilitate load forecasting, research, etc.  In the competitive environment, SIC codes on business customer records clearly adds economic value to customer data, but should shareholders enjoy gains from expending funds, whether ratepayers' or their own, to resist this innovation?



			10.2.4.2.3. Customer-specific information compiled by the UDC which is linked to express written agreements of use is customer proprietary; all else is utility proprietary  (SDG&E)

	

PRO:



Electrical corporations, like businesses in every industry, collect information to perform business functions which enable them to survive.  For all businesses, collected information can, at the time it is collected, be classified as belonging to either the collector or source of information.  When the source of information places conditions upon the collector of information, dictating how collected information is to be retained and/or used, ownership and control over that information remains with the source.  Otherwise, ownership resides with the collector who has made the investments to acquire, store, and maintain the accuracy and reliability of the collected information.



As with other property rights, ownership of information property does not in itself allow for unrestricted use of that information.  Rather, use of that information is subject to all laws, regulations, and professional rules of conduct applicable to its use, including those specific to consumer privacy as discussed in the balance of this chapter.



Following is a list of the information collected by electrical corporations which, when collected, have had conditions of use attached to them:



1.  Information obtained through customer research surveys where participants were told their responses would only be used for specific purposes, and individual responses would never be disclosed for marketing purposes.



2.  Information obtained through energy surveys or audits where participants were informed the information collected would not be used for marketing purposes.



All other information collected by electrical corporations is proprietary to them.



CON:



(LADWP)  This distinction ignores the fact that the customers can have an interest in any customer-specific information that the utility has acquired since the customers reimbursed the utilities for the collection of that information through their rates.  It may be that, if the customer specific information is used by the utilities for revenue generating purposes other than for which the data was collected, the customers should be compensated for such use.



			10.2.4.2.4.  Customer specific information for an individual account is owned by the customer (raw data).  Aggregated, compiled or manipulated data of more than one account, even though it may be accounts of a single customer, belong to the UDC (PG&E).



PROS:



(PG&E)  UDC*s may have established their own databases, and used their own resources, to forecast loads, make rates, plan system operations, or determine customer competitiveness in market.  As long as sufficient barriers are in place as to not allow uncompetitive affiliate behavior (i.e. equal information distribution between energy service provider and affiliate companies), manipulated information should be the property of the utility.  The utility should be allowed to charge a fair and reasonable price for the work done in manipulating the data and for its distribution. Shareholders and core customers shouldn*t be burdened with this restructuring cost.



CONS:



			10.2.4.2.5.  Ownership of customer information does not need to be fully resolved to accomplish the objectives of competitive restructuring.

			

PRO:

		

(LADWP)  The customer and utility both have an ownership interest in customer specific information compiled by the utility.  The ownership of customer information is shared by both the customer and utility, and is indivisible.  However, the customer specific information in aggregate form is probably not constrained by ownership rights as such information doesn*t identify specific customers.



(CEC)  Restructuring implementation efforts should instead focus on specifying the rights and responsibilities of all parties that collect, maintain, and use customer information, specifically as regards commercial uses of such data and protection of customer privacy.  The notion of "ownership" by itself -- i.e., without specifying the bundles of rights and responsibilities that comprise ownership -- is too simplistic to be useful to the present restructuring process, yet its debate could absorb a lot of CPUC and stakeholder effort that would be better spent on practical implementation problems.

		

1.  There is a need to spell out what the holders of customer data must, can and may not do with that data.  As the last few sections should have made clear about this issue, positions of parties differ according to their relative emphasis on facilitating competition, protecting customers from possible harm, and protecting proprietary claims to the data.  Depending on how the CPUC assesses and balances these three somewhat conflicting interests, it will need to define certain required, permitted, and prohibited activities for the collectors and custodians of customer data.



2.  Resolution of ownership questions may take a long time.  Fair access to customer information with adequate protection of customer privacy will have to be implemented in time to facilitate competition beginning in 1998, which means that practical details may have to be specified before all the ownership questions can be fully resolved.  To look at it another way, specifying the rights and responsibilities of all parties is practically equivalent to specifying ownership.  Taking this approach, the package called "ownership" may be distributed over a few different parties, rather than accruing to any single type of entity as it might if we tried to resolve ownership first.



3.  A previous CPUC investigation raised the question of ownership of customer information, but did not need to resolve to accomplish its objective.  In OII. 90-01-033, which was motivated by competition in telecommunications, the CPUC asked parties to address the question of ownership to determine "who can have access to the information, at what price it can be sold, and what should be done with the profits" (pp. 14-15).  Parties' responses dealt mainly with specific rights and responsibilities and did not lead to attribution of ownership in general to any one type of entity.  Nevertheless the important practical questions of the investigation were resolved.



CON:

		

(SDG&E)  Attributing rights to and responsibilities over data is tantamount to determining who owns it under which circumstances.  In establishing access, pricing, and revenue assignment policies, the Commission should give consideration to ownership rights to determine how best to allocate the value created by opening access to customer information.  Ignoring clear ownership rights may otherwise lead the Commission to establish precedence which can be carried over into other areas of utility asset ownership rights.



		10.2.5.  Determining Who Should Have Access to Information

		

			10.2.5.1.  Access Equality

		

(SDG&E, CEC)  UDCs should provide qualified retailers with access to all customer information under the same terms and conditions used by UDCs when providing access to themselves or their affiliates for marketing purposes.  This is necessary to meet the commission*s desire to neutralize UDCs* natural monopoly advantages resulting from past roles as monopoly providers of energy services.  To prevent misuse of customer information, only qualified retailers should have equal access to it.  Qualified retailers will be operating under codes of conduct specifically dictating how customer information is to be used, and misusing information should result in appropriate disciplinary actions.  Retailer qualifications are discussed in Section 10.2.7., and codes of conduct are discussed in Section 10.2.9.



			10.2.5.2.  Recipient Eligibility (SDG&E)  



There is no disagreement that only qualified retailers should have access to utility dispensed personal information.  As discussed in Chapter 7, retailers should be required to abide by the policies governing use and dissemination of customer information as a condition of qualifying to do business in California.



Instead, the issue before the Commission is to determine whether or not each type of qualified retailer has the same access to customer specific information, and if not, determining what different protocols will govern each retailer class.  For example, one retailer may qualify to provide generation brokering; another to provide energy efficiency services using PGC funding.  Should each have the same protocols governing access to customer specific information?



				10.2.5.2.1.  Same customer information access protocols apply to all classes of qualified retailers.



PRO:



(SDG&E)  Access to customer information should apply equally to both (1) generation retailers, and (2) energy service retailers using public goods charge (PGC) funding to promote energy efficiency market transformations. As has been successfully argued in past resource planning proceedings, provision of subsidized, market transforming energy efficiency services to reduce customers* energy use is as much an electric service option as is the provision of the commodity itself.  Information access on an equal basis is necessary to meet the Commission*s desire to neutralize natural advantages created from utilities* past monopoly roles in both facets of the industry.  Any Commission decision pertinent to accessing customer specific information should therefore be applicable to the broadest definition of qualified energy service retailers.



CON:  



				10.2.5.2.2.  Different access protocols should apply to each class of qualified retailer for personal information

	  

PRO:



CON:



	10.2.6.  Rules Requiring Utilities to Disseminate Information



(SDG&E )  The Decision requires equal access to customer specific information.   What remains is the need to decide whether to require, prohibit, or possibly just allow utility dissemination of  customer information to qualified retailers.  Rules governing dissemination of customer information to other than qualified retailers, though not addressed by the Decision, should also be considered.  Key factors influencing the Commission*s selected rules include the effects they will have on competition, customers, and health of the utilities.



		10.2.6.1.  Rules governing information dissemination to qualified retailers



			10.2.6.1.1.  Rules requiring utilities to release information



PRO:



(SDG&E) In a restructured world, where either competition already exists or UDCs have no vested interest in protecting generation market share, an easy solution to creating equal access to customer information would be to prevent its release to any generation or energy service company.  All competitors would then be treated equally.  However the Decision clearly states that Asome utility generation assets will remain under the ownership of the utility.@� Under that condition, regulatory control over which information is made available to utility personnel representing both distribution and generation business interests at the same time becomes virtually impossible.  Utility personnel will by default have access to information otherwise unavailable to both generation and energy service competitors.  For that reason, the Commission has made it clear that valuable information available to the utility as a generation competitor shall likewise be made available to all other generation competitors.



(CEC)  Potential UDC advantage is not eliminated by the requirement that utility generation sell into the PX and that the new UDCs buy from the PX for their full-service customers.  The advantage is created by the competitive affiliate of the utility, or the UDC acting as a retailer or aggregator in competition with other non-affiliated retailers, having access to resources like customer information that enable them to unfairly retain customers.



(SDG&E)  Therefore, to neutralize the UDC*s potential competitive advantage, the Commission must require UDCs to release the customer information to qualified retailers.  Simply encouraging utilities to release information, even with incentives or rewards, does not guarantee information will be released.  Instead, the decision will still be left with the utility.  Rules and procedures for information release are therefore necessary to address how, not whether information is to be released, and should be developed in the early part of 1997..



CON:



(SoCal Gas)  Ordering paragraph 20 only requires the UDC to provide information to generation providers.  UDCs should not be mandated to sell this asset but rather allowed to maintain ownership and control of this asset including the decision whether to sell.  This information is not necessary, and is otherwise commercially available from other sources, for parties wishing to provide non distribution related services to customers.



(SCE) In general, information which is considered non-personal (i.e., for which there are no privacy concerns), and which is gathered or developed by the utility in the course of performing its UDC functions, should be considered for release to all market participants.  Rather than imposing a specific obligation on utilities to provide any non-personal information , the Commission should carefully develop guidelines governing the scope and procedures by which such information is released.  Information release policies should take into account the value of the information, and the degree of administrative burden associated with its release.  Guidelines are necessary to insure that neither marketers nor utilities abuse the process of releasing information.  By developing guidelines, the Commission can deal with information release affirmatively, rather than as a result of protests by parties.



(SCE)  Once the Commission approves such guidelines, information which qualifies should be released to all parties, not just those who are qualified retailers.  Once the Commission has concluded that a particular kind of information can be released without privacy concerns, and that it is reasonable for utilities to accept the administrative burdens of making such information available, there can be no legitimate reason to limit the release of such information in any manner.



(SCE)  Statements made by proponents regarding  UDC s natural competitive advantage  are not true, and should not serve as a justification for adopting the stated position.  Under the terms of the CPUC s Restructuring Decision, utility generation must be sold into the Power Exchange.  UDCs must buy all the generation they provide to their non-direct access customers from the Power Exchange, subject to continued Commission regulation at the price charged by the Power Exchange.  Thus, there is no competitive advantage that can be exploited by utility generating assets.



			10.2.6.1.2.  Rules encouraging utilities to release information



PRO:



(SCE) With regards to non-personal information which is gathered or developed by the utility in the course of performing its UDC functions, pricing and revenue ratemaking procedures that provide reasonable encouragement for utilities to participate in releasing information are likely to work better than command and control  oversight.



(SCE)  Utilities may wish to develop business activities that involve aggregating, or otherwise processing customer information in ways that remove privacy concerns, yet are valuable to retailers.  These activities go beyond the scope of the utilities regulated monopoly function, and they involve up front expenditures which, depending on the utilities business acumen,  may or may not be recoverable from the sale of such aggregated information.  In light of the associated business risks associated with such ventures, but recognizing that the customer information on which such activities derive results from the utilities  monopoly activities, any  profits  from such activities should be subject to sharing between the utilities and their customers.



CON:



(SDG&E)  The Commission must require UDCs to provide customer information to all qualified retailers.  Absent that requirement, UDCs would retain the option to choose to whom they provide information, and under which circumstances.  Should a retailer be considered a threat, the UDC would be able to minimize that threat by denying access to valuable information.  Allowing UDCs to retain control over the dissemination of information will prevent the Commission from achieving its desired objective of moving to a competitive market for both generation and energy services.

	

		10.2.6.2.  Rules governing customer information dissemination to other than qualified retailers

		

			10.2.6.2.1.  UDCs may not sell any customer information to other than qualified retailers without CPUC approval.



PROS:



CONS:



			10.2.6.2.2.  UDCs should be allowed to sell non-personal customer information to other than qualified retailers. (SoCal Gas)



PRO:



(SoCal Gas - not sure if this still fits; needs feedback from SoCal Gas)  Ordering paragraph 20 does not preclude the sale of non-personal customer information (to other than qualified retailers).  This information is necessary to foster competition in the electric distribution functions of the utility.  This information is not necessary, and is otherwise available, for parties wishing to provide non distribution related services to customers.



CON:

	

	10.2.7.  Customer Consent Requirements



		10.2.7.1.  Introduction

	

(SDG&E)  The issue of customer privacy is founded on Athe claim of individuals, groups, or institutions to determine for themselves when, how, and to what extent information about them is communicated to others.@�  It has no foundation in ownership of information.  Rather it addresses the degree of control that can be exercised by an individual over others* use of information about him or her.



(SCE, SDG&E)  Currently, utilities release customer data under various circumstances. Thus, the issue is not whether utilities will make customer information available (although in the future there may be a cost imposed on such access), but the kinds of customer consent that are needed to permit such access. A procedure that requires a customer action, for example returning a signed postcard, authorizing release of customer information, is called an AOpt-In@ form of consent.  A procedure that requires a customer action to maintain confidentiality is called an AOpt-Out@ form of consent.  Under some circumstances, customers need not be notified in advance of the release of information, and therefore no explicit nor implicit prior approval is necessary..  This procedure can be called the ANo-Consent@ approach.  Typically, Opt-In consent methods generate much lower access rates than do either the Opt-Out or No-Consent approaches.

	

 (SDG&E)  When information is used in ways other than originally intended by the provider, under some circumstances, a serious invasion of privacy could result.  Prior to the use of that information, an individual should be notified of the potential use.  If the customer does not want the information released, they should be given an opportunity to respond in writing requesting that it not be released (Opt-Out).



		10.2.7.2. 	Procedures for releasing customer information



(SDG&E)  There is a wide spectrum of possible procedures available to garner customer consent to release customer information.  At one extreme is the No-Consent approach.  The other extreme is prevention of access.  In-between are shades of consent that fall predominantly into the Opt-Out and Opt-In approaches.  Even within each of those are implementation issues that could either foster or discourage customer responses.  Following are the predominant procedures identified by the Direct Access Working Group, and discussions of advantages and disadvantages associated with each.



			10.2.7.2.1.  Non-personal customer information should be accessible without requiring customer consent.



(SDG&E )  Non-personal information includes both individual and aggregate information that is not identifiable to an individual, business, or distinct group of individuals.  Because customers cannot be identified from non-personal information, privacy and trade secret protections are unnecessary.



(SDG&E)  To neutralize the UDC*s natural generation and energy services competitive advantage, qualified retailers must have access to non-personal information.  Non-personal information is used by retailers for both planning and marketing purposes.   Absent access to UDC compiled information, retailers would either incur higher costs to acquire the information through other means, or be forced to compete without the same level of customer knowledge enjoyed by the UDC when no other source of information is available.  The price qualified retailers should pay for non-personal information is addressed in Section 10.2.10. 



(CEC)  Examples of non-personal information useful to qualified retailers include appliance or equipment stock saturation and average load profiles for customers with specific appliance or equipment characteristics.  Aggregation of small customers may be substantially boosted if aggregators have access to typical load profiles for various classes and subclasses of customers.  In fact, at the June 26, 1996,  meeting of the "Ratesetting Working Group@ (formerly "Unbundling and Rate Design"), some potential aggregators claimed the market would not be conducive to small customer aggregation without substantial customer data being available.



			10.2.7.2.2.  Non-sensitive personal information should be released to all qualified retailers without requiring customer consent.



PRO:



 (SDG&E)  If the Commission*s intent is to create an environment under which competition can best flourish, all non-sensitive personal information should be made available to qualified retailers without first having to get customer consent.  Qualified retailers will be using non-sensitive personal information to perform the same services traditionally only available through electric utilities.  Customers gave non-sensitive personal information to utilities with the expectation that it would be used to perform those services.  Therefore it is not necessary to again require customer consent before releasing it to service providers who qualify to compete under the Commission*s standards and regulations.



(SDG&E)  Use of sensitive personal information for the express purposes for which individual*s originally intended eliminates the need to classify it as sensitive.  Its use will not, when used for those purposes, seriously invade the privacy of individuals.  It therefore can be categorized along with all other non-sensitive personal information.



(SDG&E)  For example, a retailer*s use personal information to market both energy management tactics (DSM) and electricity contracts (quantities, rates, and terms) is no different than how personal information is used by utilities today.  There has been little objection by customers over the use of names, addresses, account numbers, and usage history for those purposes.  For that reason, the Commission should classify those data elements as non-sensitive personal information when used in ways previously available only to utilities, and not require prior customer consent to release it to qualified retailers.

			

CON:



(UCAN) There is no example of non-sensitive personal information that would not compromise a utility customer's privacy.   The name is very compromising, especially if it is a full name which discloses the gender of that customer.    An address is also sensitive.  For example, many do not list their address in telephone directories and others only use PO Boxes to receive correspondence.  But most importantly, any information given to the UDC in the past was so given with the expectation that there was full statutory protection of that information.   And it was given to the monopoly because there was NO CHOICE in the matter -- there are no reasonable alternatives to electric monopoly service.   Thus,  the implicit contract with monopoly customers dictates that the personal information given to them should be treated as if it were sensitive.



			10.2.7.2.3.  Sensitive personal information



				10.2.7.2.3.1. Opt-Out



Sensitive personal information should be accessible to all qualified retailers with only tacit consent of the customer.  An adequately noticed Opt-Out procedure, where the customer is given an opportunity to object to release of sensitive personal information, is sufficient to gain customer consent.



PRO:



(SDG&E)  As was pointed out in a February 1996 report from the Information Access Study Team, legal control over information use by others is typically granted when resulting societal benefits are outweighed by the existence of all three of the following criteria: (1) there is a legally protected privacy interest; (2) there is a reasonable expectation of privacy; and (3) the expected invasion of privacy is serious in its nature and impact.�



(SDG&E)  When determining which data meet all three criteria, it is useful to focus on the third criteria first.  If specific use of data does not create a serious invasion of privacy, it does not meet the last and therefore the full set of three criteria necessary to exercise control.  Information that could potentially create a serious invasion of privacy has in Section 10.2.3. been classified as sensitive personal information.  Other customer-specific information that when used does not create a serious invasion of privacy is classified as non-sensitive personal information.

	

(SDG&E)  Unless information is determined to be sensitive personal information, there are no legal grounds that can be used to give individuals control over the use of others* information about them.  Any establishment of such controls would therefore be strictly a matter of policy implementation.



 (SDG&E)  In a restructured industry, unlisted telephone numbers collected by utilities have the greatest potential to be used in ways which (1) were specifically prohibited by individuals providing information to electrical corporations, or (2) could seriously invade the privacy of individuals without providing counter benefits to either the customer or society:  The concern expressed by some is that unlisted telephone numbers acquired by qualified retailers would be used for intrusive telemarketing purposes.  Providing customers with an opportunity to not allow their telephone number be used for these purposes would be adequate protection of individual*s privacy.  All other personal information, when used by qualified retailers, is considered non-sensitive personal information.



(LADWP)  This mechanism will result in higher participation by customers than under an Opt-In mechanism.



CON:



(SCE) As a practical matter, Opt-Out is simply not good enough to assure that all customers have a meaningful opportunity to protect their privacy.  Proponents of Opt Out clearly recognize that more consumers will lose their privacy protections under an Opt Out procedure, than under an Opt In procedure, because of how non-respondents are treated.  We need to be sensitive to the reasons why consumers do not respond to a solicitation for information release.  While there may be some consumers who do not care about privacy, yet would decline to respond to an Opt In procedure, there are other consumers who, due to language barriers or inattention might inadvertently waive privacy protections that they consider important.  With Opt Out, nobody can really be sure.



(SCE)  The proponents inappropriately suggest that only telephone numbers should be considered sensitive.  It should be noted that some consumers have their mail delivered to a post office box to retain the confidentiality of their address.  Also, some consumers limit their telephone directory listing to their initials and last name, to disguise their gender.  The Commission should not make any blanket generalizations about what information is considered sensitive, without considerable reflection on consumer needs.



(LADWP)  With this mechanism, there is the potential for negative customer reaction.  An Opt-Out mechanism maximizes the potential for inadvertent release of sensitive personal information.

   

(PG&E) A non-action by a customer shouldn*t be construed as an action in itself.  There are many things that might not allow or compel a customer to send in an objection to information release.  This might include the following:



	time - customer may not have the time or inclination to read the opt-out notice.

	effort - customer may be too preoccupied to respond

	delivery - customer may never even get the notice, it may be lost in mail.

	understanding - customers may not understand the ramifications of the opt-out notice, and energy service providers may not have the incentive to educate them of the ramifications.



				10.2.7.2.3.2.  Opt-In



The UDC shall not release sensitive personal information to electricity retailers, energy service providers, or other agents of the customer without express authorization by the customer.

			

PRO:



(PG&E) A proactive action by a customer is clearly indication of interest in a program.  Customer education is critical to stimulate this interest and a opt-in notice will encourage energy service providers and other participants to actively educate the market.  With an opt-in notice, there is verification that the customer has read, and presumably understands, that personal information will be released, because a person will generally not sign a consent without understanding what it means.

	

(PG&E)  The opt-in notice is also consistent with the philosophy that the customer owns its own account information.  Nobody should be allowed to dispense information owned by another without specific authorization to do so.



 (UCAN)  As the Commission affirmed in its CNEP program,  utility customers have the right to expressly release personal information.   Opt-out or "negative check-off" arrangements exploit most consumers inability to process all information provided to them.     For this reason, such arrangements are generally discouraged in state law.



(DRA) An opt-in procedure should be designed to elicit maximum customer response.  The maximum amount of customer information should be available to competitors in order to facilitate the transition to a competitive retail market.  At the same time, customers must knowingly consent to provide personal customer information to competitors (opt-in).



(DRA)  Most customers are unlikely to respond to a privacy designation process, and specifically to opt-in.  This lack of response does not necessarily mean that customers would be unwilling to provide information to competitive electric service providers.  It simply means that inaction and inertia are the predominant response to utility communications, particularly if those communications fail to establish awareness and understanding.



(DRA)  The objectives for the $33 million Customer Notification and Education Plan (CNEP) for Pacific Bell*s caller ID program are instructive.  Caller ID required affirmative customer action in order to select the option that provided greater privacy protection, that of per-line blocking to prevent number identification.  In contrast, an opt-in procedure allows the customer to do nothing, and maintain maximum privacy protection.  Hence, it is likely that caller ID would elicit greater customer response than an opt-in procedure for electric restructuring.  The Commission*s consultant framed a 30% objective for customers taking action as realistic, but aggressive.�  In other words, we can expect that upward of 70% of customers will not opt, either in or out.



(DRA)  This has two implications.  First, the characteristics of the default option are the most important.  Secondly, to achieve an objective of maximum informed customer consent will require resources and creativity.



(DRA)  Although aggregate customer information is an imperfect substitute for individual information, aggregate information can provide significant knowledge of potential target markets to competitors.  The dividing line between aggregate and customer-specific information is still under discussion and needs to be carefully defined.  While there should be broad disclosure of aggregated customer information, individual customers should be able to control contacts as a result of that disclosure.  Specifically, customers could designate their willingness or lack thereof, to entertain mail and/or telephone marketing material.



(DRA)  It appears that the CNEP gathered a significant amount of baseline material to assess what customers already knew, and how customers might respond to communication.  Since electric restructuring involves both privacy considerations, as well as widespread industry change, the privacy designation process merits a comparable effort.



(DRA)  This effort could overcome several obstacles to customer response.  Some reliance on bill inserts will probably be necessary.  Customers tend not to respond to bill inserts for several reasons.  Historically, inserts provided information that was difficult to understand; if customers could even act upon the information, it has often been unclear how they could do so.  These obstacles can be overcome by designing simple, clear inserts, and testing those inserts for customer response.



(DRA)  An education effort should also consider means other than bill inserts.  For example, a separate mailing may elicit a higher response rate in general.  Alternatively, a separate mailing might be considered for non-respondents to an initial bill insert.



(DRA)  The more value an action has, the more likely people are to take action.  Some of the recommendations in the consultant*s CNEP report are for various inducements for those who respond.�  There are several ways to enhance benefits.  One is addressed in section 5.8.1, and pays customers for the value of information about those customers.  Since privacy is a significant concern of many people, increasing the privacy benefits of taking action is attractive.  The Mail and Telephone Preference Services of the Direct Marketing Association allow customers to inform many sellers at one time that they do not wish to receive mail and telemarketing calls respectively.  Since millions of Californians requested per-line blocking, but national enrollment in the Telephone Preference Service is under a million nationwide, privacy options that extend beyond electricity could increase response rates.



CON:



(LADWP)  The Opt-In mechanism will result in lower customer access to competitive alternatives than any other mechanism.  (SDG&E)  Far fewer customers who would benefit from competitive alternatives will take the time to investigate what it means to Opt-In, and then proactively respond to the Opt-In procedure.  It takes time to investigate alternatives, especially those which by the very nature of the Opt-In mechanism indicate that there must be something potentially harmful with responding.  If responding isn*t potentially harmful, why would the Commission require this process?



(SDG&E)  It is also unnecessary to require customers to give their consent to release and use information for purposes specific to an industry which is heavily regulated.  The electric industry is one which has regulatory oversight of existing utilities.  If the Commission also establishes regulatory oversight of qualified retailers performing traditional utility services, the Commission will retain control over how utility collected information, used by all competitors for the provision of electric services, can be used.



(SDG&E)  Asking customers to provide explicit consent is only appropriate when the Commission discharges its regulatory responsibilities, which it should not.  By retaining its regulatory responsibilities over these facets of the electric service industry, the Commission will be able to ensure only reputable companies have access to sensitive personal information.  Also, the Commission will be able to take corrective actions should any party misuse sensitive personal information.  These controls are the same in place today for overseeing utility service, so little will change if the Commission chooses instead a less restrictive procedure for customer consent for sensitive personal information.



	10.2.8.  Information Dissemination Administration (CEC)



For the sake of concreteness, this section will focus on the near-term problem of releasing utility-held customer information to eligible retailers to facilitate meaningful competition by 1/l/98.  The near-term involves release of only utility-held data.  It does not consider a later stage in which the custodians may be more diverse parties; the mature market scenario is discussed in Section 10.4.



This section lays out options for the actual transfer of customer information from utilities to retailers.  Whatever options are selected, they all have in common the need for utilities to create from their existing data bases a new data base that will be accessible by retailers.  Such a data base could contain all categories of data discussed in Section 10.2.3 -- personal and non-personal, and individual and aggregate.  Personal data would be limited to customers for whom appropriate consent had been obtained.  Non-personal data might include typical load profiles for a large variety of customer categories, plus statistical demographic data for each category, appliance and equipment saturation, end-use characteristics, etc.



Criteria which should guide the choice of an information release mechanism include: prompt release to all qualified retailers; user-friendly data format; implementable in 1997; cost effective; and, compatible with appropriate customer privacy protection.



		10.2.8.1 One-Time or Continuing Release,



For implementation in 1997 the Commission might consider a one-time window of access, to begin in the latter half of 1997 and last for a well-defined period of time, perhaps as short as a month or as long as a year.  Any electric service provider who was qualified before the end of that period would be eligible to receive customer data.  Under this option the utility would prepare a data file from its records only once, and that file would be given to all providers.



Alternatively, the Commission might wish to specify an open-ended period to continue during the transition to a mature market.  One objective might be to create incentives and conditions at the beginning that would stimulate the evolution of societally efficient information-management arrangements for the mature market.  Under this option the utility would design its accessible customer data base to be updatable.



These two ideas are conceptually not mutually exclusive.  A finite window of access could be an experiment to inform the design and implementation of later phases of information access.  It would enable the Commission to assess the satisfaction of all parties with the process and to correct problems.  To be really useful as an experiment, however, it would probably require that the accessible utility data bases be updatable.



			10.2.8.2 Electronic Bulletin Board (EBB) or Standard Disk.



The features of an EBB include: updatable monthly with easy dissemination of updates; retailer access by password; retailer who accesses EBB leaves a footprint; near zero marginal cost per additional EBB user.



Standard Disk is perhaps the simplest option from the viewpoint of data distribution.  The utility would create a standard data base for one-time release to qualified providers, and all providers would receive that data base on disk.  No updates would be required for this phase of the information access regime.

	

			10.2.8.3 Energy Service Fulfillment House



The mechanisms discussed above all involve direct release of information to eligible retailers.  An alternative would be to create an information intermediary, a fulfillment house similar to the kind used in direct mail retailing.  The fulfillment house option places greatest emphasis on customer privacy by being the sole authorized entity to have possession of customer data bases.  Retail providers would deliver their promotional material to the fulfillment house to be mailed to a set of customers with specified characteristics.  The fulfillment house would identify the desired customers from the data bases and send them the material.  This option is discussed more fully in Section 10.3.



			10.2.8.4 Combined Arrangements



Because of the variation in sensitivity of customer information, it may be desirable to develop a combination approach to customer information.  Non-personal information, for which privacy is not a concern, could be released to eligible providers on disk or through an EBB.  This kind of data would be valuable for market analysis, but would not be helpful in identifying customers the retailer might wish to contact.  Customer contact could be performed by the fulfillment house, so that customer ID is never released in combination with usage, billing, or other personal data.  See Section 10.3 for further discussion of specific options for near-term information access.



		10.2.8.5 Utility or UDC Role in Administering Information Access



Like other aspects of information access, the utility or UDC role needs to be assessed in terms of both the near term (to facilitate competition by 1/1/98) and the long term (information access in the mature market).  For the near term it makes sense to give utilities a substantial role, as the data in question are in their possession.  However, it is not obvious how large their role should be.  For example, if the utilities are required to release customer data to competitive retailers, and if they are to be responsible for obtaining customer consent for such release, then should they also be responsible for educating customers about their privacy rights and the implications of consenting to data release?



Although consumer education is not the topic of this chapter, it is clearly intertwined with the problem of consent to release information.  Regardless the consent mechanism, there may be very different numbers of consenting customers depending on the style and format of the education materials.  The Commission should therefore consider the utility role in information access from a systems viewpoint, to include customer education, obtaining consent where necessary, formation of the data base to be released, and actual turnover of information to eligible recipients.  Section 10.3 discusses some more comprehensive scenarios.



For the long term, the utility or UDC role cannot yet be determined.  One could imagine a large role for the UDC if that entity is the only custodian of information that has comprehensive data on all customers connected to the distribution network.  Alternatively, it may be desirable for industry participants to develop an entirely new information management regime in which the central custodian of customer records is an independent entity that collects all metered data and provides information services to the ISO, PX and UDCs for operations and settlements and to competitive retailers for billing, product development and marketing.  These ideas are developed more fully in Section 10.4



Following are different utility administration role options identified by the Working Group.



			10.2.8.5.1.  UDC*s should not be required, but instead should be encouraged to administer customer notification and selection of applicable consent choices.

	

PRO:



(SCE)  The opt-in or opt-out procedures suggested by some workshop participants place on the UDC a responsibility to serve as a form of market information clearinghouse.  That is, the UDC would need to add information to its existing customer information database regarding whether individual customers consider their information to be confidential, and then develop procedures to extract information from this database on request.  Procedures would need to be developed to gather and validate confidentiality information from both existing and new customers, to update records, and correct errors.  Carrying out this responsibility could be expensive, and may require customer support (in distribution rates), since there is no assurance that the resulting product would be cost effective for marketers to purchase.



(SCE)  Maintaining an ongoing opt-in or opt-out procedure should be distinguished from a one-time solicitation of customer interest in being included in a customer list provided to retailers.  Such an approach, which could be undertaken by the UDC prior to the commencement of direct access, would involve a "snapshot" extract of customer information for consenting customers, and would be administratively simpler than an ongoing process.



(SCE)  It would be better to leave the development of an information clearinghouse function to the market.  Once the direct access marketplace has developed, there is no reason why retailers can't perform their own confidentiality waiver procedures, and turn the information they gather over to a third party.  UDC's may wish to be involved in such a function, but if so, this involvement should be at shareholder risk.



CON:



			10.2.8.5.2.  UDC*s should be required to administer customer notification and selection of applicable consent choices.

	

PRO:



(SDG&E)  As a default (absent any other solution), utilities, and later UDCs, should be responsible for administering any applicable customer consent procedures.  However they should not be responsible for the costs associated with this process.  The Commission should consider alternative sources of funding to reimburse utilities for their efforts.



CON:



(PG&E)  Although the UDC has information on where to send its bills and to whom, this address and addressee may not be appropriate for this distribution.  For example, for a chain account, the individual store owner may not be authorized to make this decision for the company and may not be able to get a response timely enough from its corporate office to prevent the release of information.



(PG&E)  The UDC should not be saddled with either the administrative or cost burden, and the potential negative customer perception, that will go along with an some consent procedures.  Depending on the procedure selected, an intensive customer education effort may be required.  The energy service provider should also take responsibility to provide this education to the market.



			10.2.8.5.3.  Information will be sold via a direct transaction between the UDC and retailer in a format and at a price agreed upon by both. (SoCal Gas)



PRO:



CON:



	10.2.9  Business Conduct Issues (CEC)



			  10.2.9.1  Marketing practices of retailers who receive customer information



Competition in telecommunications has seen the occurrence of a number of intrusive or unethical marketing practices, including aggressive telemarketing and slamming.  In anticipation of similar tendencies in the electric services industry, the Commission should identify those practices to be limited or prohibited, and impose appropriate rules upon recipients of customer information.  Any violation of the rules may be punished by loss of license and punitive damages.  For a full discussion of market rules and their enforcement see Chapter 7 of this report.



(SCE)  At the request of a customer, a retailer or UDC shall provide the customer*s usage information (for a reasonable historic period) to another retailer, the UDC, or energy service provider.  The price of such information, if there is such a charge, shall not exceed the reasonable cost to the provider of supplying such information.

		

			10.2.9.2.	Guaranteed access by customers to their own data

	

			10.2.9.2.1.  Customer information collected by competitive retailers must be made available to the customers themselves, or to their authorized agents, promptly and in a usable format.



PRO:



(CEC, LADWP)  Customers must have access to information from their own data records, for at least two reasons.  First, that information may be useful to them for making decisions to change their energy usage patterns, to install new equipment, or to change suppliers.  Second, they must have the right to ensure that their credit histories and other sensitive records are error free.  In addition, customers must have the right to authorize access to some portions of this information for any other party they deem appropriate.



(CEC)  At the request of a customer, the UDC or a retailer who collects or maintains customer data should provide items from the customer's records to another retailer, the UDC, another energy service provider, or the customer herself.  Any charge for information provision should not exceed the reasonable cost of providing the information.



CON:

			

(SDG&E)  Only customer information which both the customer and retailer agree is transferable should be available to customers or their assigned agents.  Retailers will be compiling information about their customers that will become trade secrets to the retailer.  If given to other retailers or the UDC, a retailer*s competitiveness could be compromised.  It will be important for customer to identify in advance of signing any retailer agreement what data will be transferable to others.

			

				10.2.9.2.2.  Retailer collected information available only upon both customer and retailer consent

   

PRO:



(SDG&E)  Retailer collected information is proprietary to the retailer.  Customers choosing direct access and other energy services from retailers should work with their retailers to determine what information, upon termination, is transferable to others.  Because retailers in the early stages of restructuring will be at a competitive disadvantage, the rules applicable to utilities and UDCs should not be applicable to retailers.  Rather, the Commission should recognize and protect the proprietary rights of retailers to enable them to flourish.



CON:



(LADWP)  As long as the customer doesn*t enter into an agreement with the retailer giving up his rights to his customer data, the customer data belongs to the customer.



			   10.2.9.3  Dissemination or sale of customer information by retailers



(CEC) Competitive retailers who collect and maintain customer information should be subject to rules of custodianship that protect customers* privacy and trade secrets.  However questions remain as to (1) the precise consent requirements to impose on private retailers, (2) the authority of the CPUC in such matters, and (3) the means of enforcement.  At one extreme, the Commission might require only that retailers send customers notice of their intent to disseminate information, with a reasonable time period for the customer to respond and opt-out.  At the other extreme, retailers may be required to obtain explicit customer consent to release information to another party.  Following are positions identified by the Working Group.



				10.2.9.3.1.  The release of personal information would only be allowed if the customer has given a meaningful waiver of privacy protections.



PRO:



(SCE)  A retailer*s intent to release personal information must be adequately disclosed to the customer.



CON:







				10.2.9.3.2.  Retailers receiving customer information from UDCs must utilize an opt-in method for determining which information may in turn be released or sold.

	

PRO:



(UCAN) Utility customers must expressly choose to have any protected information released by the utility.  Such affirmative control of personal information should also pertain to other energy service providers, but it may exceed the Commission's jurisdiction to so require.  However, if an energy service provider takes advantage of access to utility-held information, then that provider must, as a precondition to such access, agree to obtain explicit customer consent to use that information for any non-energy matters such as release or sale to another entity.  Providers may periodically offer customers an opportunity to opt-in to a release of their information, and may offer incentives to opt-in.  However, under no circumstances may the retailer release protected information if a customer fails to respond.



CON:



			10.2.9.4  Privileged Access to Utility Data by Competitive Affiliates (CEC)

	

This section has three parts.  The first contains a position statement on the need for market rules to prevent privileged access to customer data.  The second offers some possible rules that may be incorporated in the general set of Market Rules discussed in Chapter 7.  The third contains a position statement on the need for up-to-date, formal statements by the utilities on their policies and practices in this area.

	

				10.2.9.4.1  The Need for Market Rules to Prevent Privileged Access

	

A competitive electric services market needs enforceable rules to prevent privileged access to data maintained by a regulated utility.



PRO:



(CEC)  In a now familiar passage of the Decision, the CPUC observed:  "As a monopoly provider of integrated generation, transmission and distribution services, the incumbent utility has access to considerable information about its customers, including individual load profiles and billing histories.  In a competitive arena, access to such information is quite valuable for marketing purposes.  Because this information is not automatically available to the utility's competitors, the incumbent utility has a major marketing advantage that could allow it to target and sign up preferred customers before its competitors can."



(CEC)  Earlier sections of this chapter have discussed the principal mitigation for this utility advantage, namely, a fair access regime that will allow all competitors to have access to the same information on the same terms.  The present section raises a parallel concern:  how to prevent competitive divisions or affiliates of the utility, or any other party for that matter, from having privileged access to customer information.



(CEC)  There are at least two reasons why this issue needs explicit attention and is not adequately mitigated by implementing a fair access regime.  The first has to do with the proposed schedule of restructuring.  Rules of fair access being developed now are still far from implementation.  Meanwhile the marketing departments or retail affiliates of the utilities may have privileged access to customer information which could give them a head start over competitors.  If competition is to be meaningful in 1998 then head starts to incumbents need to be minimized.



(CEC)  Second, it is likely that only a portion of the data contained in utility customer data bases will be made available to competitive providers.  Even after the transition to a mature market, the utility will continue to maintain other customer data which is not released to other providers but which could still be useful for marketing and product development. The potential thus exists for unfair advantage to the utility's own retail activities.



CON:



(SCE)  Section 10.2.5.1, which is a consensus position, establishes a principle that UDCs will provide equal access to customer information used for marketing purposes to all retail entities.  UDC transactions with affiliated retailers are governed by "holding company" standards and subject to audit by regulators.  Thus, the proponents statement that "rules of fair access ... are ... far from implementation" is simply not true.



The proponents' concern that UDC's "competitive divisions" will somehow gain a head start in competing with unregulated retailers as a result of using confidential customer information for marketing purposes.  This ignores the restrictions imposed on utilities by the Restructuring Decision, particularly a requirement that distribution utilities meet the energy requirements of their full service customers entirely from Power Exchange purchases.�



				10.2.9.4.2  Possible Rules for Incorporation Into Market Rules



Because privileged access to customer information is just one variation of the more general problem of privileged access to resources held by the regulated monopolies, the narrower information access topic should be addressed as a section of broader market rules, which are discussed in Chapter 7.  This section describes some of the principles that should underlie such rules.  [MORE TO BE PROVIDED LATER]



				10.2.9.4.3  An Immediate Need for Formal Utility Statements



(CEC)  To facilitate competitive direct access beginning in 1998 the CPUC should, as soon as possible, require the incumbent utilities to file statements of their policies and practices regarding access to customer information in their possession.



PRO:



(CEC)  An open CPUC order issued in D. 90-12-121 requires that energy utilities notify the Chief of the Energy Branch of CACD 90 days in advance of an intended change of policy regarding use and dissemination of customer information.  That decision dismissed the energy utilities from OII. 90-01-033, which had been opened to address access to customer information in the competitive long-distance telephone market.  The CPUC dismissed the energy utilities on the assessment that, first, their stated policies and practices were appropriate for a non-competitive environment and, second, precluded commercial use of the data by the utilities themselves or their subsidiaries and affiliates.



(CEC)  Now that the electric services environment is becoming competitive there is be ample motivation to revise the practices stated by the utilities in 1990.  In fact, the customer retention activities of utility sales and marketing departments (see Section 10.2.1 and Figure 10.1 of this report) may be indicative of utility use of customer data for commercial purposes.  Accurate, formal statements of current utility policies and practices, and any intended revisions to them, are needed now.

	

CON:



(SCE)  Energy utilities were respondents to I.90-01-033, and filed statements regarding their policies and practices.  One utility presented its current practices to the workshop.  The issues raised in this chapter directly address utility practices regarding customer information.  It is unclear what proponents of this statement are seeking to achieve.  At this point, making formal statements appears superfluous, and inconsistent with the use of workshop processes.



	10.2.10.    Price Charged by UDCs for Customer Information



(SCE)  As access to customer information increases, UDCs may seek to charge for the service of supplying such information.  Going beyond basic access to metering and billing data, UDCs, competitive electric retailers, and non-profit entities may want to develop a business of performing studies that aggregate or analyze customer data in a manner that protects individual confidentiality, yet provides insights into customer characteristics, that are useful to competitive electric retailers.  It is not clear what ratemaking practices would govern the disposition of proceeds from such a business venture.  Following is a discussion of the options identified by the Working Group.



		10.2.10.1  Customer information should be sold at a price equal to the incremental cost of providing the information, as determined by the CPUC.



PRO:



(SDG&E)  To encourage efficient competition, information should be made available to all competitors at the lowest possible cost.  However providing information to competitors at a price below the incremental cost of producing it would place an unnecessary burden on the provider of information, and may actually cause the provider to be less effective in disseminating information to avoid the negative consequences.  Therefore, to encourage the greatest dissemination and use of valuable information, and consequently maximize the opportunity for competition, the Commission should require UDCs to provide information at a price equal to their incremental cost of production.  The Commission should determine how to calculate the incremental cost of information production by ruling on options provided to it by future working groups tasked with defining costing alternatives.



CON:



(SCE)  Pricing at incremental cost may be appropriate in some circumstances.  Where there are substantial fixed costs associated with information systems, pricing at incremental cost may result in unnecessarily subsidizing retailers.



		10.2.10.2.  Customer information should be sold at no higher than fully allocated costs, unless the CPUC determines that sufficient competitive alternatives exist to allow market pricing.



PRO:



(SCE)  This position is not necessarily inconsistent with using incremental cost as the basis for pricing, but provides greater flexibility for the Commission to set pricing policies based on factual circumstances unique to the information markets in question.  While it may not be likely that competitive information markets will develop, as a general proposition, price regulation by the Commission should be relaxed or eliminated if retailers or third parties develop ways to obtain and market customer information.



CON:



(PG&E) There are two scenarios: 1) the release of account specific raw data to a customer, and 2) the release of the manipulated or compiled data of more than one account.  Under the first scenario, the information belongs to the individual residing at the account location.  Currently, the customer does not pay to have its account usage history released to it.  This practice should continue, excepting the possibility of a premium being paid to the UDC for short turnaround of its request.  (Its very possible that the UDC will be inundated with such requests.  To provide such turnaround would likely require the UDC to operate outside its normal course of doing business.  This service should require an added cost to the requesting party.)



(PG&E)  Under the second scenario, the UDC owns the secondary or refined information that has resulted from its manipulation of the data.  The UDC should be allowed to charge a fee for providing this processed information.





		10.2.10.3.  Disposition of Revenues from UDC Sale of Customer Information

			

			10.2.10.3.1.  Any revenues resulting from UDC provision of customer information should be returned to the individual customer whose information was provided (DRA)



PRO:



(DRA)  This revenue treatment logically follows from customer ownership of information.  However, even if customers are denied ownership, customers are entitled to the revenue from the provision of customer information.  Finally, a logical implication of customer control of information is that providing incentives to customers to make information available will benefit competition.



(DRA)  Restructuring will lead to the expansion of competitive markets for electric services.  Expanded markets increase the monetary value of marketing information, such as customer information.  The claim of customers to increased value is superior to that of utilities.  First, customers have been assigned the full cost of the transition to competition in the form of competition transition charge (CTC).  The CTC is likely to dwarf the increased monetary values of information.  There is no apparent justification for customers to bear only liabilities, and not any corresponding assets of the transition competition.



(DRA)  Some utilities claim at least a potion of information provision proceeds due to their significant efforts to store and maintain accurate and reliable information.  However, any utility investment in order to carry out monopoly utility functions has already been included in revenue requirement.  To the extent that utilities have invested in customer information systems for business activities beyond traditional regulated utility activities, then rates to carry out regulated activities were too high.



(DRA)  Assignment of information revenues to customers also benefits competition and should enhance the success of Commission restructuring efforts.  The more information which is available to competitive providers, the more that providers can tailor their products to customers.  Providing monetary inducement to individual customers should increase the quantity of customer information available, relative to alternatives.



(DRA)  The assignment of information revenues to individual customers should also affect broad attitudes to changes in the electric industry.  Assignment to individual customers provides at least one positive answer to the common question of Awhat*s in it for me?@  The provision of a customer specific benefit is also far more noticeable to customers than a revenue credit embedded in rates.  In contrast, under the present phase-in schedule, many customers may not recognize any choice or benefits, at least during the first year.



(DRA)  Direct provision of information revenues to customers is something new, and attention-getting in a way that the ability of select different generation providers is not.  Customers already have choice for almost every product.  In that sense, electric choice is simply an extension of an existing, broadly practiced concept.  Customers rarely receive payment for information.  That new concept should draw greater, and more favorable, customer attention and awareness of electric restructuring.



CON:



(SoCal Gas)  This information is not owned by the customer and any revenues derived from it should be returned to the owner, the UDC.



(LADWP)  If the customer information is sold at a price that is above incremental cost the net revenue should be returned to the customer.  But since such a reimbursement would result in added transaction costs, it is probably more efficient to deduct the net revenue from the customer*s bill than to return the net revenue.



(SCE) The proponents are certainly correct in observing that direct customer payments for information usage is "something new".  The administrative burdens of implementing a regulated program for providing direct customer payments are likely to be daunting, and the associated administrative costs might very well overcome the proceeds from selling customer information.  There were a few examples of telephone retailers providing inducements to customers to waive confidentiality, discussed in the workshop.  It is best for the Commission to leave such market experiments to the unregulated market, and not attempt to use regulation to force the development of such mechanism on the UDCs.



			10.2.10.3.2.  Net revenues from the sale of customer information should be retained by the UDC, subject to the net revenue sharing and any periodic reviews of Performance Based Ratemaking mechanisms.



PRO:



(SCE) Traditionally, utilities have engaged in miscellaneous business activities, such as leasing land under transmission lines to nurseries.  Revenues from such activities are booked as "other operating revenue", and serve to reduce utility rates. (Other Operating Revenues are forecast in GRCs, and shareholders are at risk for achieving the adopted forecast.) Under PBR, utilities have substantial flexibility to develop creative opportunities to improve the utilization of utility assets.  PBR mechanisms typically allow shareholders to retain all other operating revenues so long as overall earnings remain within a net revenue sharing dead-band, and a and a portion of such revenues outside the dead-band.  This provides strong incentives for the utilities.  In the short-term, customers benefit from net revenue sharing.  In the long-term, such opportunities allow the Commission to establish more aggressive "productivity targets" for the utilities, so such benefits are ultimately passed on to customers.



CON:



(LADWP)  If the customer information is sold at a price that recovers the UDC*s cost, there should be no net revenues to be retained as a result of the sale of customer information.  Allowing the sale of customer information that results in large net revenues is inconsistent with the Commission*s goal of facilitating competition.



			10.2.10.3.3.  Net revenues from the sale of customer information should be returned to customers, via ratemaking procedures that reflect recorded, rather than forecasted, net revenues (DRA)

		   

PRO:



(DRA)  The justification for customers receiving revenue is the same as for Section 10.2.10.3.1.  Ratemaking credits are a well-established ratemaking procedure.  The provision of customer information is similar to the category of Aother operating revenues@, i.e., revenue not strictly related to the provision of regulated services.  Many such revenues are forecasted based on historic trends.  The provision of customer information is a new service, for which there are no historic trends.



(DRA)  While ratemaking credits are well established, the Commission*s Decision introduces new ways of setting rates, including the rate cap.  Since information revenues have never been part of bundled service rates, the information credit should be a further deduction from otherwise applicable rates.



CON:



(SCE) Using flow-through ratemaking for information revenues represents a return to the kinds of "command and control@ ratemaking practices that the Commission is seeking to avoid by encouraging utilities to develop PBR mechanisms for those portions of utility activities which will remain under regulation.



10.3  Options for the Near Term (CEC)



	10.3.1  Options for a One-Time Release of Customer Information Prior to 1/1/98



		10.3.1.1  Introduction



CPUC Decision D.95-12-063 recognizes the marketing value to competitive electricity suppliers of the customer data presently in the custody of the investor-owned utilities.  To support the objective of facilitating healthy competition, the Commission orders the utilities to make that data available to their competitors.  At the same time, the Commission expresses concern for the privacy of customers and orders that customer consent be obtained prior to the release of such data to competitive suppliers.



Implementing the CPUC's order requires that we strike a societally efficient balance between the needs of the emerging marketplace and the privacy rights of utility customers.  This section offers two feasible approaches for achieving such a balance.  The options described below should be thought of as "one-time releases of" or "windows of access to" utility customer data.  As such they have two major objectives:  1, to facilitate a direct access market that will reach

all classes of customers on 1/1/98; and 2, to assess the importance of customer data in this market and evaluate the strengths and weaknesses of whichever option is implemented.



		10.3.1.2  Option 1:  Release Data Directly to Qualified Providers



Under this option, customer data would be provided to qualified energy service providers during a specific time period or window which begins prior to 1/1/98.  The utilities would produce a standard data base including, for those customers who give their consent, customer name, service address, billing address, phone number, rate class and the last 12 months energy consumption in whatever form the utility possesses for each customer (i.e., monthly totals, time-of-use subtotals, or load profiles).



(Note:  Release of telephone numbers may be controversial.  The opening of competition in long-distance phone service has seen abundant complaints about intrusive telemarketing.  Also, it may be impossible for the utilities to tell which of their customers have unlisted telephone numbers.  Customer consent may therefore be easier to obtain if telephone numbers are not released.)



The certification or registration procedures established for generation service providers or other energy service providers would confer eligibility for access to customer data.  Access to customer data would carry prohibitions on further dissemination of the data and undesirable marketing practices.  Any party who felt a violation had occurred would have ready access to an impartial venue for resolution, and providers who obtained the data would be required to demonstrate insurance or post a bond to cover assessed damages.  These mechanisms would constitute one aspect of customer privacy protection.  The other main aspect would be the customer consent procedure.



Once the CPUC determines the numbers of customers in each class that may participate in direct access in 1998, some form of solicitation of customer interest will need to take place.  Following an education campaign, customers could be asked to return a signature card that would express both their desire for direct access and their consent to release data.  Once the final pool of eligible customers was selected, only those customers would be part of the data release no matter how many more might have returned the signature cards.



PRO:



1.  Customer data essential for aggregation of residential and small commercial customers would be available to potential aggregators of those customer classes.



2.  The data would be released only to qualified energy service providers who would be liable for damages resulting from misuse of the data.



3.  Release of consumption data would benefit the residential and small commercial customer classes as a whole by facilitating aggregation of load for these classes.



4.  The release of consumption data would promote efficient marketing practices by enabling providers to target specific customers who match their marketing profile and avoid those who do not.



CON:



1.  Some customers might actually have their privacy compromised by inappropriate use of the data, thus provoking lawsuits against the firms involved.



2.  The data could be used by some firms to avoid customers in areas or with usage patterns they did not wish to serve, thus increasing the possibility of "redlining."



10.3.1.3  Option 2:  Release Data to a Fulfillment House



Under this option, which is a variation of a standard practice in the direct mail industry, customer data is not released directly to competing providers.  Instead it is released only to a special type of entity, a fulfillment house which performs a marketing function for competing providers and which is governed by the same use limitations and bond requirements discussed in the previous section.  The energy service providers would be given only impersonal data, such as aggregate consumption and typical load profiles without customer identification.  The firms would then develop marketing literature for a target customer group and turn this over to the fulfillment house which would, in turn, mail the literature to the target group.



The energy service providers would not have any personal customer data until such time as the customers responded to the marketing literature and authorized the fulfillment house to release their data to the energy service provider(s) they designate.  Energy service providers and the fulfillment house would have to work together to determine how the marketing strategy of the potential provider would interact with the customer data to identify the specific customers to which the mailing of literature would be made.



PRO:



1.  Customer privacy would be maximally protected since customers can select those providers they wish to receive their customer-specific data.



2.  The fulfillment house, as a specialist in sorting customers into target groups and mailing out marketing literature, would develop efficiencies and economies of scale that would enhance the efficiency of information flows and of the marketplace in general.



3.  The fulfillment house created to support the 1/1/98 opening of direct access would be a useful prototype for a stand-alone clearing house for customer data, which is a potentially attractive information management institution for the mature, competitive marketplace.  (See Section 10.4 for a discussion of this idea.)



CON:



1.  This option requires the design, creation and oversight of a new entity, the fulfillment house.



2.  Some energy service providers would find their analysis capabilities more limited and their marketing much slower than what they might accomplish without the fulfillment house as an intermediary.  For example, because they would have information only about customers who responded favorably to their literature, they would find it hard to develop useful databases of electricity consumers, or to cross reference these customers to other data sources or to data they had developed from other services they offer.



10.4  Considerations for the Mature Market (CEC)



Proposal:  The CPUC should sanction a stakeholder working group to develop a practical model for a cooperatively owned and operated information clearing house.



A main theme of this entire report is that information flows of various kinds are essential to the success of a competitive electric services marketplace.  A theme of this chapter is that different parties have different needs for and concerns about information flows, not all of which are fully compatible.  One way to balance the needs of all parties is to create an information clearing house that is designed, owned and operated by all of them.  The clearing house would be a not-for-profit company owned by those participants in the California market who intend to rely on its services.  Its board of directors would be structured to contain a fair balance of all stakeholder groups, including the ISO, the PX, UDCs, schedule coordinators, consumer organizations, competitive providers, etc.  Its operations and management would be structured to perform the information flows required for system operations and for healthy competition, while protecting the privacy and other rights of customers.



The clearing house would not perform metering activities.  It would acquire metered usage data, via the UDCs or other metering entities, from all customer premises and other points as needed for system operations and settlements.  It would dispatch this data to the appropriate parties in a timely fashion.  It would maintain a data base of all metered data, for which it would perform a custodian function.  That is, it would disseminate the data to eligible parties on agreed terms and conditions, it would implement safeguards to prevent unauthorized access to data and it would provide a process to investigate and resolve any complaints.  Under cooperative direction, it would modify its activities to adapt to the changing needs of parties as the market evolves.



PRO:



1.  The needs and concerns of all stakeholders are built into the design, creation and operation of the clearing house.



2.  Achieves the economies of scale and scope of a monopoly, but without requiring regulatory oversight or government management.



3.  Cooperative control would enable the clearing house to adapt to changing market arrangements and conditions.



4.  Many of the relevant parties already understand information issues quite well by virtue of their participation in the DAWG and other working groups, and could therefore participate in creating the new entity with small start-up costs.



5.  Successful models already exist, such as the VISA bank card system.  VISA is a not-for-profit company owned and operated by its member banks, i.e., banks that issue VISA cards.  It serves primarily as an information clearing house, allowing its members to compete in whatever entrepreneurial ways they choose while providing a necessary common resource that is managed cooperatively for the benefit of all.  Member banks have immediate access to information on their own clients, but have access only to statistical (aggregate, non-personal) information on the other banks and their clients.



CON:



1.  Requires creating a new entity that has some features of a monopoly.



2.  Requires creating a cooperative governance structure for the new entity.



10.5  Required Next Steps (to be written last, describing key issues for CPUC to decide, areas where new laws or regulations may be required, etc.)

	

	(Suggested steps necessary to implement the Commission*s chosen policies)



	10.5.1.  What Has to Happen to Enable Unfettered Access to All but Restricted or Sensitive Personal Information, Which Would Both Require Prior Written Approval to Gain Access 

	

	10.5.2.  What Has to Happened to Enable Access to Customer-Specific Information Only with Prior Written Approval





10.6	Appendix:  Relevant Laws and Precedents (SDG&E)

	

	10.6.1.  Legal Oversight of Information Dissemination

	

Table 10.1. lists the laws and regulations applicable to electric utilities, other utility corporations, unregulated businesses, government, and individuals.  The overriding intent of each law and regulation is also noted.  In a few cases, where social benefits outweigh the costs of privacy intrusions, laws have been established to control the use of accessible personal information (e.g. PU Code 588 and Evidentiary Code 1060).  In other cases, where there is minimal benefit to society, privacy is protected through the prohibition of access to personal information.



		10.6.1.1.  Public Utilities Codes Governing the Release of Electric Utility Customer-Specific Information

	

Sections 585 and 588 of Article 5. of the Public Utilities Code, have established precedence for the release and use of electrical corporation customer-specific records and information. Both sections were established by the Legislature to enable activities deemed to be beneficial to society.  Section 585 allows for the release of customer-specific and other utility proprietary information to participants in rate setting proceedings.  Section 588 permits release of specific personal customer information in the course of business performed by the district attorney*s office.  Both sections make it clear that information made available is to be used only for purposes established within each section, and protected by the receiving parties from other unauthorized use.

		

		10.6.1.2.  Other Electric Utility Practices

   

Customer-specific information is traditionally released by utilities under the following three conditions:  (1) to designated parties when required by law or subpoena (e.g. P.U. Codes 585 and 588); (2) to a customer*s agent upon written approval by the customer; and (3) without customer pre-approval, to suppliers under contract with, or providing services to utilities (e.g. collection agencies, researchers, and energy service providers).



DSM bidding pilot programs are an example of the latter.  Implemented at Commission direction, personal information, including usage information, was released to winning bidders in advance of, or in some cases in lieu of customer notification and consent.�

   

		10.6.1.3.  Other Utility Corporations

	

Under the Federal Communications Commission*s (FCC) Bell Operating Companies (BOC) Safeguards Order, equal access to customer proprietary network information (CPNI) retained on customers with 20 lines or less was not deemed necessary.  The FCC concluded it was unnecessary  because industry competition had already been established.



The FCC also requires aggregated CPNI be made available to retailers on equal terms and conditions that apply to affiliates.  Release of aggregate CPNI was allowed because it does not violate any individual*s expectation of privacy.�



	10.6.2.  Unregulated Oversight of Information Dissemination



		10.6.2.1.  U.S. Department of Commerce Findings

	

	In October, 1995, the National Telecommunications and Information Administration (NTIA), under the U.S. Department of Commerce, published a report recommending guidelines for accessing telecommunications-related personal information.�   In those recommendations, the NTIA suggested that Asensitive@ personal information not be used for ancillary purposes Awithout first obtaining explicit authorization from the relevant customer.@  It went on to state that the use of Anon-sensitive@ personal information should be allowed for unrelated purposes Aunless the customer affected, having been notified of the company*s plans, takes some action stopping such use.@�



		10.6.2.2.  Trade Organization Oversight

	

Trade organizations, such as the Direct Marketing Association (DMA), have established protocols for accessing personal information for marketing purposes.  Specifically, DMA suggests consumers Aperiodically should be informed of the potential for the rental, sale or exchange of data,@ and offered Aan opportunity to have (their) name deleted or suppressed upon request.@�  Notification can take the form of explaining how information is going to be used, with an address to which the consumer can write with their request, or a phone number to call.

� D.95-12-063 (Decision), p. 108 , and similarly p. 71.

�Decision, Ordering Paragraph 20, p. 224.

� Decision, p. 108.

� Ruling

� Directory information includes names, addresses (service, mailing, or electronic), and phone numbers, which can be used to identify and/or contact an individual directly.  Some information such as drivers license numbers and social security numbers may be used to acquire directory information from alternative sources.

� APrivacy and the NII:  Safeguarding Telecommunications-Related Personal Information,@ National Telecommunications and Information Administration (NTIA) under the U.S. Department of Commerce, October 1995, p. 6

� Adapted from APrivacy and the National Information Infrastructure: Principles for Providing and Using Personal Information,@ Privacy Working Group, Information Policy Committee, Information Infrastructure Task Force, U.S. Department of Commerce, p. 3.

� Decision, p.85.

� NTIA Report, from footnote 13

�IAST Report, p. 20

� Evaluation of the October 11, 1995 Pacific Bell Customer Notification and Education Plan on CPN Delivery, Brenda Dervin, page 22.

� Dervin, op cit, page 31.

� See Restructuring Decision, page 51.  Also, id, pages 71 and 97, which restricts contracts between the distribution utility and affiliated generation.  These are requirements that apply during a transition period.

� For example, see D.95-02-042, under A.94-08-038, approving Contract Number C 9407-28028 between SDG&E and SESCO, Inc., with customer-specific information release procedures documented in Appendix C.

�For a detailed discussion, see the  AIAST Report:  Access to Strategic Customer Information to Facilitate Meaningful Consumer Choice for Energy Services,@ Information Access Study Team, CEC Kristov (IAST Project Lead), California Energy Commission, February 1996

� APrivacy and the NII: Safeguarding Telecommunications-Related Personal Information,@ U.S. Department of Commerce, October 1995 (NTIA Report)

� NTIA Report, p.  ?

� From Article 5 in AFair Information Practices Manual: A Direct Marketer*s Guide to Effective Self -Regulatory Action in the Use of Information,@ Direct Marketing Association, Inc., October 1994
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