RETAIL DATA QUALITY AND INTEGRITY:


 SUPPLEMENT TO THE RETAIL SETTLEMENTS AND INFORMATION FLOWS REPORT





I.  INTRODUCTION





Accurate commercial settlements among contracting parties in the restructured electric services marketplace will require accurate, timely accounting for all energy supplied to the electric system and consumed by end-users. Such accounting will depend on the integrity and reliability of the systems and procedures established for metering, meter reading, data processing, data exchanges, and data storage.  Thus far there has been no provision in the market implementation process for creating auditing and other mechanisms to ensure the required integrity and accuracy.  As a result, there is a potential for settlement inaccuracies and market abuses that could negatively impact the financial health of market participants and undermine overall confidence in the marketplace. 





I.A.  Purpose of the Report





On July 25, Pacific Gas and Electric Company (PG&E), San Diego Gas and Electric Company (SDG&E), Southern California Edison Company (SCE) (collectively, the UDCs), and the California Energy Commission staff filed a report on Retail Settlements and Information Flows (RSIF), following a Commission-ordered workshop on July 7.  That report contained a broad overview of the information flows between entities that will be required for the new electric market structure to function beginning 1/1/98.





This report highlights what parties consider to be the major control gap in the RSIF processes, and presents an initial proposal for assure necessary levels of data quality and integrity in a limited number of areas, along with a proposal for record-keeping requirements to facilitate such audits.  This preliminary proposal is based on several specific areas identified as potential problems at the August 6 stakeholder meeting and in three of the workshop reports (RSIF, Direct Access Implementation Plan (DAIP), and Meter and Data Communications Standards (MDCS)).





I.B.  Specific Recommendations 





The parties ask the Commission to take the following actions, concurrent with its actions on the other workshop recommendations:





Sanction a collaborative effort to conduct a more comprehensive transactional analysis study of the new industry structure to identify areas where additional business controls may be desirable or necessary.





Initiate discussions with the FERC and/or other appropriate oversight entities to gain adoption of the control, record-keeping, and other recommendations pertaining to the functions/entities under shared jurisdiction or the jurisdiction of those other entities.








II.  A MAJOR FLAW IN THE SETTLEMENTS PROCESS





The data necessary to process a given direct access energy transaction is used in numerous operations in order to be translated accurately into a customer bill. There are currently no control procedures in place to ensure that energy transactions are adequately accounted for - specifically from the point of delivery of energy to the reading of the meter through to the settlements process and allocation of unaccounted for energy (UFE)�. No entity has been assigned the responsibility to investigate any suspected abuses involving end-use meters and the associated end-use meter data.  The lack of adequate controls to ensure that energy transactions are properly accounted for is consider by participants to be the most serious threat to market integrity on January 1, 1998.





At the July 7, 1997 RSIF workshop, examples were presented showing how Energy Service Providers (ESPs) could evade paying electric commodity costs.  In the most basic example the ESP does not establish a business relationship with any entity to obtain supplies or to report to the ISO the meter reads for some or all of the ESP’s end-use customers.  The failure to establish this relationship may be unintentional or intentional.  Regardless, electricity flows to the end-use customers.  Under currently envisioned procedures, there is no mechanism in place to validate whether an ESP has obtained a Scheduling Coordinator and that the ESP will schedule all its loads through that Scheduling Coordinator.  There is not a verification process in place to ensure that meter reading process is verified�. And there is no contract or tariff relationship between these end-users’ ESP and any other entity under which the consumption of the commodity can be billed.  So while the ESP may read and accurately report end-use meter reads to the UDC, these meter reads never get reported to the ISO.





Concerns related to this problem include: 1) the inability to verify data upon receipt due to the high volumes transmitted between participants, 2) failure to pass accurate usage data to the ISO or other participants, 3) inaccurate reporting or application of customer remittances, and 4) failure to comply with metering or meter reading standards.





Parties are concerned that the currently envisioned contracts and tariffs that govern the relationship between ESPs, scheduling coordinators, ISO and regulatory agencies provide no infrastructure with which the reporting of end-use meter reads and their translation through the settlements process into customer bills can be verified beginning January 1, 1998.





Parties recognize that this problem has many dimensions and requires a comprehensive approach.  We single-out the potential for non-reporting of end-use meter reads to the ISO because (1) it is easy to do, (2) the potential for abuse is large, and (3) the infrastructure necessary to discourage non-reporting of end-use meter reads can put in place prior to January 1, 1998.  Mis-representations of data used to bill customers for commodity end up as Unaccounted for Energy (UFE) in the ISO’s settlement with scheduling coordinators.  Scheduling coordinators are responsible for a share of UFE costs in proportion to the end-use meter reads each submits.  Accordingly, all market participants have an interest in seeing that all end-use meter data is fully accounted for in the translation of that data into customer bills.





Crafting a solution to this problem is made more difficult given that each energy transaction involves a number of participants -- the consumer, Utility Distribution Company, Energy Service Provider, Meter Data Management Agent, Scheduling Coordinator, PX and ISO -- and that regulation of each transaction (and each participant) crosses several jurisdictional boundaries.








III.  IDENTIFICATION OF OTHER FLAWS





Smooth and equitable operation of the new market structure depends heavily on the competence and honesty of all the many market participants.  Many inaccuracies will be difficult to detect without periodic audits.  Without mechanisms for detecting and correcting these inaccuracies, the resulting excess costs in the performance of market functions will be borne by all market participants.  Thus, all have a strong interest in seeing that these functions are performed properly. 





Control weaknesses in the market structure could delay settlement, increase unaccounted for energy, result in potentially inequitable distribution of costs, and reduce confidence in the market.  Table III-01 (from the RSIF workshop report lists some of the transactions that take place in the RSIF process. Other Direct Access Workshop reports identify specific areas where control weaknesses exist.  These are areas are consolidated below in Table III-2.





Table III-1





�





Table III-2 Summary of Business Controls Recommended in Direct Access Workshop Reports





Direct Access Implementation Plan





ESP has registered with the Commission, if serving loads less than 20 kW


An authorized IVA is verifying sign-ups with an ESP of all loads less than 20 kW 


Energy is being purchased to cover all of an ESP’s load by a certified scheduling coordinator


ESP has obtained a renewables certification, if applicable


ESP has obtained written agreement from all its customers to pay CTC


Inclusion of required regulatory notices 





Meter and Data Communications Standards Report:  Meter Data Management Functions





Meter reading accuracy


Application of validation/editing/estimation procedures


Application of load profiles


Application of distribution loss factors, where applicable


Geographic segregation of meter data, per ISO requirements (e.g., by congestion zone)


Meter data storage requirements





Meter and Data Communication Standards Report:  Metering Agent functions





Meter hardware conformance to CPUC standards


Personnel/company certification (installation, reading, maintenance) 


Meter installation/calibration procedures


Meter maintenance procedures


Meter hardware accuracy





Retail Settlements and Information Flows Report





Scheduling coordinators are scheduling/purchasing energy to cover al their loads


Application of validation/editing/estimation procedures


Application of load profiles


Application of distribution loss factors, where applicable


Geographic segregation of meter data, per ISO requirements (e.g., by congestion zone)








IV.  RECOMMENDATIONS/POTENTIAL SOLUTIONS





This supplement offers several business control proposals for ensuring that data quality and integrity is maintained at levels sufficient to sustain the new marketplace.  A common principle underlying each of these proposals is that UDCs should not be in the business of policing the commercial activities of ESPs and scheduling coordinators. These proposals are not intended to be mutually exclusive.  In fact, given the jurisdictional complexities of oversight with respect to energy transactions, it is probably necessary to approach this problem from several different angles.





IV.A.  Joint Participants Committee





A Joint Participants Committee should be established with representatives selected from the market participants.  This Joint Committee could be charged with further establishing standards and procedures to ensure data integrity across the functions involved in a Direct Access energy transaction. Establishment of such a Committee is integral to the recommendations in this report.  This Committee could arrange for.





1) Through a thorough transactions analysis, identifying the scope of business control issues to be addressed;





2) Identifying a timeframe within which it will be necessary to implement any recommended controls;





3) Specifying a dispute resolution process for disputes between market participants


continuity of measurement and collection during disputes


fact finding


     c.	remedies





4) Setting standards for data collection and communication hardware and its installation


measurement requirements


standards for hardware





5) Establishing procedures governing data processing and information exchange established via ISO Tariff requirements and UDC/ESP service agreements


specification  of data requirements, data processing, and information exchanges


data communication protocols


data processing 


information exchanges among market participants


security


limitations on access to authorized entities


internal organization limitations to authorized personnel





6) Retail Transaction Auditing


routine annual/change in circumstances auditing


as an element of disputes among parties


Dispute Resolution Mechanisms





7) Monitoring/Oversight by Regulatory Authority(s)


     a. certification of equipment and suppliers


     b. review of standardized service agreements and variances


     c. market rule assessment based on complaints








IV.B.  PX/ISO Audit Roles





To ensure data integrity for transactions between the ISO and Scheduling Coordinators, strong, effective audit programs need to be established within both the PX and ISO. PX and ISO auditors should have broad authority to conduct financial, operational and system audits all aspects of PX and ISO functions. These auditors should have the authority to review activities of individual participants that interface with the PX and ISO, including verification of the accuracy of reported settlement data. A more thorough description of an auditing framework for the ISO and PX is attached as Appendix A.


 


IV.C.  MDMA Certification Requirements





An example of a potential solution to assuring proper conduct by MDMAs (one aspect of the data quality and integrity problem) is CellNet’s proposed mechanism modeled on auditing procedures of the Securities and Exchange Commission. According to this proposal, Meter Data Management Agents (MDMAs) would be required to pay for an independent auditor to certify that they have met the standards necessary to offer services and exchange data for on behalf of Direct Access customers, ESPs, or SCs. Each MDMA would be required to arrange for annual audits as a condition of continued certification.  The standards against which each MDMA would be audited should be developed as part of the ongoing collaborative effort recommended above.





IV.D.  SDG&E Proposal





SDG&E’s proposal requires changes to the current drafts of the IOUs’ direct access rules, the IOUs’ proposed UDC-ESP direct access service agreements, and the ISO tariff currently under review by the FERC.  The proposal requires ESPs to identify, on a customer-by-customer basis, the identity of the ISO-certified scheduling coordinator(s) responsible for submitting the ESP’s end-use meter reads to the ISO.  In this regard, SDG&E’s proposal narrows the obligations of UDCs compared to that described in IOUs’ Direct Access Implementation Plan.





SDG&E’s proposal is designed to ensure that the ISO has an administrative link, via the ISO tariff, to every end-use meter within the ISO-controlled grid.  This link would provide the ISO with the ability to investigate any suspected abuses involving end-use meters and the associated end-use meter data.  This is an interim solution only.  SDG&E believes the responsibility for ensuring that the ISO has a link to each end-use meter should be transferred to another entity as soon as the necessary systems and procedures can be designed and made operational.





IV.E.  Maintenance of Records





Regardless of the form of business controls or procedures adopted by the Commission (or other entities), the need to maintain historical records of energy transactions is critical to any oversight function.  Rules should be established concerning record retention requirements governing all participants.  Retention requirements should be established for but not limited to the types of documents listed in Appendix A.








V.  CONCLUSIONS





CPUC sanction of ongoing efforts via stakeholder group





CPUC dialogue with FERC+





This report identifies some approaches for further consideration by the CPUC and the stakeholder group





Highlight need for participation across a broader group of stakeholders








�
APPENDIX A - AUDITING FRAMEWORK


(Developed by Edison)





Introduction





In the past, as a consumer protection for the rate payers, the UDCs have been audited as part of the normal business process.  Both the CPUC and FERC routinely conduct audits. Under the new market structure items that were previously covered through CPUC and FERC reviews will not receive oversight.  The new market structure has gaps in audit coverage that have not been addressed in the market transformation.  These gaps could affect market efficiency and consumer confidence.  This appendix discusses the importance of auditing in the new market structure, including:





The auditing framework that has been proposed for the PX and ISO.





Recommendations to further strengthen the auditing structure in the PX and ISO.





The need for auditing between market participants and recommended structure.





The basic principles to guide audits between participants, including:





All participants should have the right to protect their business interests.





Participants should have a choice of audit resources.





All market participants should have assurance of reciprocal audit rights.





Audits should be limited to verifying data related to specific transactions.





Access to competitive information should be prohibited.








Importance of Auditing in the New Market Structure





The role and structure of auditing will be critical in the new electric market.





There will be a high volume of transactions. 





Many transactions will involve large dollar amounts.





There will be a large number of participants of varying size and sophistication.





Because total usage cannot be precisely determined for a given period, reliance will have to be placed on a combination of both actual and estimated consumption.





The new market will place considerable reliance on trust and integrity of individual market participants.





Control weaknesses in the market structure could delay settlement, increase unaccounted for energy, result in potentially inequitable distribution of costs, and reduce confidence in the market.  The following are specific examples where control weaknesses exist:





There is no mechanism in place to verify whether an operating ESP has registered with the Commission.





There is no mechanism in place to validate whether an ESP has obtained a Scheduling Coordinator and that the ESP will schedule all its loads through that Scheduling Coordinator.





There is no verification process to validate that an ESP that is involved in green power actually has the appropriate renewables certificate.





There is no validation process to ensure that the ESP has employed an authorized Independent Verification Agent.





There is not a verification process in place to ensure that meter reading process is verified.  This includes installation, maintenance protocols, testing, vendors, meter reading licensing, and meter data server certifications.





7)	Certain errors or improper behavior by market participants may not be detectable.  Establishment of auditing procedures will help ensure that these situations can be adequately addressed.





PX Audit Framework - Per FERC Filing





The March 31, 1997, FERC filing PX Tariff, page 93 to 96, describes the auditing framework at the PX.





Jurisdiction for audits is the responsibility of the PX Audit Committee.  This includes approving, initiating, and scheduling certified financial statement audits, operations audits, code of conduct audits, and interim audits


.


Each year an audit will be conducted by an independent certified public accounting firm.  This audit will be conducted in accordance with Generally Accepted Auditing Standards.  The purpose is to attest to the financial statements of the PX.





Each year, an appropriately qualified independent auditor shall review management compliance with operations, policies, rules and procedures.





On a periodic basis, but not less than annually, a management review of the PX code of conduct shall be performed to ensure compliance with the highest ethical standards.





Interim audits, may be undertaken to address specific issues and concerns market participants. The PX Audit Committee will, at its sole discretion, undertake audits that are deemed to be significant to the PX.  These audits will be conducted by an independent accounting firm.





ISO Audit Framework - Per FERC Filing





The March 31, 1997 FERC filing ISO Tariff, page 244 to 247, describes the auditing framework at the ISO.





The basic auditing framework at the ISO is the same as described for the PX.





There is one additional audit activity described for the ISO.  Under ISO Tariff, Volume II a, page 435, it is the ISO’s responsibility to review Master Must-Run Agreements.  This shall include such information as availability of the units, delivered MWhs and delivered ancillary services, planned outages, planned overhauls and maintenance, equipment overhauls, and inspection performed. 





Need to Strengthen PX and ISO Audit Structures





Although the audit structures described above have been proposed, they have not yet been adopted by the FERC.  Due to the importance of these issues, additional measures are needed to further strengthen the auditing structures within the PX and ISO.





Need for Internal Audit Departments 





To assist the PX and ISO Audit Committees in fulfilling their responsibilities, strong, effective internal audit programs need to be established within both organizations.  





The internal audit departments should have broad authority to conduct financial, operational and system audits all aspects of PX and ISO functions.  The department should have the authority to review activities of individual participants that interface with the PX and ISO, including verification of the accuracy of reported settlement data.





At a minimum, the scope of the internal auditing department’s coverage should include the following: 





Reliability and integrity of data reported to, or generated by, the PX and ISO.





Compliance with policies, procedures, rules, laws, regulations, etc.





Accuracy of transactions, including payments, billings, receipts, and accounting entries.





Investigation of instances of suspected market manipulation or fraud, including audits of the records of various market participants, if necessary.





Research to evaluate the merits of participant disputes.





Monitoring of usage reporting, unaccounted for energy, and other statistics to determine the need to further investigate possible irregularities. 





Coordination with the independent CPAs to facilitate the financial audits and minimize duplication of effort





The internal audit departments should conform to the Standards for the Professional Practice of Internal Auditing established by the Institute of Internal Auditors.





Responsibilities of the internal audit departments should be identified in formal charters





The internal audit departments should be headed by experienced, professional general auditors.





The general auditors should report directly to the audit committees of the PX and ISO.





The internal audit departments should be staffed with audit professionals, preferably with Certified Internal Auditors (CIAs,) Certified Public Accountants (CPAs,) and/or Certified Information Systems Auditors (CISAs.)





Internal audit staffs should include individuals with backgrounds in auditing computer systems who are knowledgeable of computer controls, systems development, computer extract procedures, and computer fraud risks.





Audit activities of the internal audit departments of the PX and ISO should be effectively planned and controlled.





The internal audit departments should prepare an annual plan scheduling the audits to be performed during the coming year.





The annual audit plans should be reviewed and approved by the audit committee, and made available to participants upon request.





At regular intervals throughout the year, the internal audit departments should report progress toward completing the annual plan to the audit committee.





Need for Joint Participant Audit Teams





A Joint Participant Audit Committee should be established with representatives selected from the market participants.  At least annually, the Committee conduct audits of the PX and ISO’s fees, charges and allocated costs and, at least annually, a joint participant audit team should conduct such an audit.





The audits should be performed to assess the accuracy and reasonableness of fees, charges, and expenses incurred by the PX and ISO and the basis and accuracy of the allocation of those costs to market participants.





The audit team members should be volunteered by individual participants.





The costs of the audit should be borne by the individual contributing participants.





Need for Dispute Resolution Audits





Participants should have the ability to present disputes in writing to the PX or ISO.





Disputes should initially be researched by the PX or ISO internal audit department.





Unless the dispute is fully satisfied through the initial research process, the disputing participant should have the right to perform an audit of PX or ISO records pertaining to the dispute.





Prior to the start of a dispute resolution audit, the timing of the audit should be negotiated and a determination made of the records required to satisfactorily perform the audit.





The audit should be conducted during normal business hours, and should be limited to those specific records and time periods required to resolve the dispute.





At the conclusion of a dispute resolution audit, the disputing participant would either drop the dispute or report the results of the audit to the PX or ISO Arbitration Committee for final decision making.





A record should be maintained of all disputes and final outcomes.  This record should be made available to participants upon request.





The cost of performing a dispute resolution audit should be borne by the disputing participant. 





Need for Audits Between Market Participants





To provide an efficient market, it will be important to allow audits between participants, including UDCs, ESPs, and scheduling coordinators.  All market participants should be allowed to include reasonable audit rights in the contracts signed with other market participants.  This is made necessary due to:





The large number of expected participants in the new market.





The lack of more stringent restrictions on participants entering the market.





The fact that many of the smaller participants could fall outside the scope of many normal audits of PX or ISO activity.





The inability to verify data upon receipt due to the high volumes transmitted between participants.





The significant exposures for market manipulation, unethical behavior, and fraud in the new market. 





The dependence on the accuracy and integrity of information provided by others.





The inability to detect exposures by any method other than an effective audit program.





Basic Principles Governing Audits Between Participants





All participants, including UDCs, ESPs, and scheduling coordinators, must be allowed to protect their business interests through reasonable audit rights.  Those audit rights should be guided by the following principles.





Audits should be allowed to verify the accuracy of information passed between the participants, but not to gather additional information that would provide a competitive advantage.





Participants should be allowed to negotiate audit clauses in all contracts that allow for regular audits to verify the accuracy of data affecting those participants’ business.





Audits should be allowed upon reasonable notice, with the actual timing being negotiated between participants.





Audit scope should be broad enough to allow participants to protect themselves, but limited to verification of the accuracy of  data provided to them by the other participants.





Audits scope should extend to all subcontracted activities (e.g. scheduling coordinators, metering agents, etc.,) with the subcontractors’ cooperation guaranteed through the contract relationship.





Audits should be limited to the examination of specific records or documents.  These records should be identified in the form of data requests.





Audits should be performed during normal business hours within a reasonable time period.





The costs of audits should be borne by the participant initiating the audit.





Wherever practical, similar audits by multiple parties sharing the same business relationship should be consolidated and performed by joint audit teams (e.g. multiple ESPs using one metering agent.)  





Choice of Resources on Participant Audits





There should be no restrictions on who should be allowed to perform audits.





The audits could be performed by either independent public accountants, consultants, or the participant’s internal auditors.





This would allow each participant to choose the method of conducting audits that is the most efficient and cost-effective.





The restrictions included in the basic principles governing audits between participants should effectively minimize any confidentiality concerns.





Resolution of Disputes





A process should be established to resolve disputes identified through audits of other participants.





The results of all audits should be promptly reported to the audited participant.





The two participants should first attempt to resolve any inaccuracies in the audit results, determine any monetary settlement required between the two parties, and establish any required corrective action plans to prevent similar occurrences in the future.





Binding arbitration should be required to resolve disputes that result from participants’ audits.





Market participants that engage in unethical behavior, fraudulent behavior, or violation of  established market rules or policies should be subject to disciplinary action, including possible decertification and/or monetary damages.





All situations of potential unethical behavior, fraudulent behavior, or violation of  market rules or policies that are identified through participant audits should be required to be reported to the PX, ISO, CPUC, or FERC for evaluation of possible disciplinary actions.





Record Retention Requirements





Rules should be established concerning record retention requirements governing all participants.  Retention requirements should be established for but not limited to the following types of documents:





Records of PX bids for the sale of electricity.





Records of reported generation of electricity.





Records of reported forecasts of usage requirements.





Customer authorization for the release of data.





Customer service provider election documents.





Customer contracts.





Records of meter placement, service, changes, etc.





Records of meter readings.





Records of consumption reported to the scheduling coordinator and/or PX.





Customer billing records.





Customer payment records.





Records supporting settlement payment between UDCs and ESPs.





Records supporting billings for internal services between UDCs and ESPs.





� Other Direct Access workshop reports have identified numerous areas in which auditing procedures or controls should be established. These gaps must also be addressed, but are beyond the scope of this report. These issues could be included in any ongoing effort to address data quality and integrity issues.


� This includes installation, maintenance protocols, testing, vendors, meter reading licensing, and meter data server certifications.
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