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Comments of ORA on the Customer Information Database Workshop Report


Summary of U.S. Federal Agency Practices





Agency�
Magnitude Data�
Frequency Data�
Microdata�
Waivers�
�
ERS�
(n.k),(1,.6),3+�
Threshold Rule 3+�
No�
Yes�
�
NASS�
(n,k),(I,.6),3+�
Threshold Rule 3+�
No�
Yes�
�
BEA�
p*percent, c=1�
1+ Not Sensitive for Est. Surveys�
No�
No�
�
BOC�
(n,k), p*percent (Ag Census), Parameters Confidential�
1+ (Economic Census), Confidentiality Edit (Demographic Census), Accuracy Requirements (Demographic Surveys)�
Yes - Microdata Review Panel�
Yes�
�
NCES�
3+ Accuracy Standard�
3+ Accuracy Standards�
Yes - Disclosure Review Board “Protected” Data file�
No�
�
EIA�
pq, Parameters Confidential�
Accuracy Requirements�
Yes - Agency Review�
Yes�
�
NCHS�
(n.k),(1,.6)�
3+�
yes - Review by Director or Deputy�
No�
�
SSA�
3+�
Threshold Rule, 5+ Marginals, 3+ Cells�
Yes - Agency Review�
No�
�
BJS�
N/A�
10+, Accuracy Requirements�
Yes - Legislatively Controlled Agency Review�
No�
�
BLS�
(n,k) parameters Vary by Survey�
Minimum Number Varies by Data Collection�
BOC Collects Title 13�
Yes�
�
IRS�
3+�
3+�
Yes - Legislatively Controlled�
No�
�



Explanation of Key Terms





The Threshold Rule:  With the threshold rule, a cell in a table of frequencies is defined to be sensitive if the number of respondents is less than some specified number.  Some agencies require at least 5 respondents in a cell while others require 3.  An agency may restructure tables and combine categories or use cell suppression, random rounding, controlled rounding, or the confidentiality edit.  The “+” notation (3+ for example) means at least that many non-zero observations must be present for the cell to be published.





The Confidentiality Edit:  The confidentiality edit is a new procedure developed by the U.S. Census Bureau to provide protection in data tables prepared from the 1990 Census.  There are two different approaches:  one was used for the regular decennial Census data (the 100 percent data file); the other was used for the long-form of the Census which was filed by a sample of the population (the sample data file).  Both techniques apply statistical disclosure limitation techniques to the microdata files before they are used to prepare tables.  The adjusted files themselves are not released; they are used only to prepare tables.  For the basic decennial Census data (the 100 percent data file) a small sample of households were selected and matched with households in other geographic regions that had identical characteristics on a set of selected key variables.  All variables in the matched records were interchanged.  This technique is called switching.  The key variables used for matching were selected to assure that Census aggregates mandated by law would be unchanged by the confidentiality edit.  For the sample file, consisting of the data collected on the long form, the sampling was shown to provide adequate protection except in small geographic regions (blocks).  In these regions, one record was selected and a sample of the variables on the record were blanked and replaced by imputed data.  The procedure is called “blank and impute”.  Both ‘blank and impute” and “switching” have been suggested as methods to provide disclosure limitation to microdata files.





The p-Percent rule:  Approximate disclosure of magnitude data occurs if the user can estimate the reported value of some respondent too accurately.  Such disclosure occurs, and the table cell is declared sensitive, if upper and lower estimates for the respondent’s value are closer to the reported value than a pre-specified percentage, p.  This is referred to as the “p-percent estimation equivocation level” in Working Paper 2, but it is more generally referred to as the p-percent rule.  For this rule the parameter C is the size of a coalition, a group of respondents who pool their data in an attempt to estimate the largest reported value.





The pq Rule:  In the derivation for the p-percent rule, we assumed that there was limited prior knowledge about respondent’s values.  Some people believe that agencies should not make this assumption.  In the pq rule, agencies can specify how much prior knowledge there is by assigning a value q which represents how accurately respondents can estimate another respondent’s value before any data are published (p<q,100).





The (n,k) Rule:  The (n,k) rule, or dominance rule, was described as follows in Working Paper 2.  “Regardless of the number of respondents in a cell, if a small number (n or fewer) of these respondents contribute a large percentage (k percent or more) of the total cell value, then the so-called n respondent, k percent rule of cell dominance defines this cell as sensitive.”  Many people consider this to be an intuitively appealing rule, because, for example, if a cell is dominated by one respondent then the published total alone is a natural estimate for the largest respondent’s value.








SOURCE:  “REPORT ON STATISTICAL DISCLOSURE LIMITATION METHODOLOGY”,  Statistical Policy Working Paper 22, prepared by Subcommittee on Disclosure Limitation Methodology, Federal Committee on Statistical Methodology, Statistical Policy Office, Office of Information and Regulatory Affairs, Office of Management and Budget., May 1994.


