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Introduction


	


The sunset of the monolithic electric industry, as it has become known to most energy consumers in California for the last 100 plus years, commenced on March 31, 1998.  The California Legislature, through AB1890, defined a four year transition period that started on this date . Forward of this date,  the electric industry will rapidly evolve from its historical  horizontal-vertically integrated structure into multiple, yet to-be-defined, competitive market derived forms.





Earlier, on December 3, 1997,  the California Public Utilities Commission (CPUC) created the basis for a new class of sunrise competitive energy industries that will rise to occupy the space and place of  its former  monopoly parent.  These emerging industries will exert significant impact in California and can provide the competitive engines that propel electric restructuring well into the 21st century. 





Although the focus of electric restructuring is electric energy as a competitive commodity,  in actual practice, the value chain of exchanges between market participants involve data exchanges.  It is data that drives the information flows that will be the foundation of successful direct access energy commerce.  It is also the secured movement of this data that must be the essential cornerstone of all commercial practice in the new direct access markets.





The Security Practices Policy Proposal





The purpose of this proposal is to communicate to the members of each PSWG subgroup, and eventually to the full PSWG,  that an overall comprehensive security policy needs further development.  D.97-12-048 identified areas of security concerns that are ,frankly, grossly inadequate in light of the issues surrounding the rapid migration to secured electronic commerce business practice.  This business trend will be clearly experienced by all market participants and trading partners as direct access moves forward of its initial start phase.  





The security inadequacy becomes even more apparent when comparison is made with the efforts being conducted on the wholesale side of restructuring.  The California Independent System Operator (CAISO) and the California Power Exchange (CAPX) have recently released several draft documents for comment.  These documents, produced under specific contract to the CAISO by security experts from the firm of KPMG LLP,. provide a detailed architectural perspective of integrated security concerns, issues and resolutions.  The documents address these issues: 





Privacy


	Authorization & Authentication


	Data Integrity


	Security Management


	System Integration


	Intrusion Detection


	Overall Security Policy Implementation and Practice














The implementation of security standards and practices are crucial to conducting secured electronic commerce.  All participants in the restructured markets will need to be aware of the business risks, financial exposures and other security concerns created by proceeding with ignorance in this area. The  potential for significant erosion of market confidence in the direct access business systems and processes  created by security lapses in any part of the market data flows pose a global hazard to all market participants. 





The PSWG report is scheduled for publication and distribution to the CPUC and the public on or about July 29, 1998.  Because of the relatively short duration remaining before this date, developing a parallel security policy applicable for the retail side of restructuring , or any subgroup of the PSWG, is neither feasible nor desirable.  It is also possible that once the discussion and dialog among all members of the PSWG has occurred relative to this issue, it may be decided that the Data Quality and Integrity Working group is a more appropriate home for it.  Nevertheless, all participants should be conversant with the general concepts. 





The security proposal for this group, then, is to review, evaluate and comment on the draft security policy documents released by the CAISO.  Secured electronic commerce business practices should be integrated and consistent on the wholesale and retail side.  The CAISO documents and their review and analysis should form the foundation of the security policy, standards and ongoing practices for all groups on the retail side. 





The Security Policy of Document Access





The security documents are considered confidential, per instructions from the CAISO.   The ORA website does not currently possess sufficient access control to satisfy the CAISO’s concerns about unauthorized access and distribution of the strategic materials across an unsecured network, ie., the Web.  Therefore, The CAISO will be providing secured access to a specific website that can be accessed through registration and password entrance.  That procedure is not yet ready.  It should be by Thursday April 30.  A separate handout will be circulated at the plenary session in San Francisco on April 30 to all attendees that provides access information.  This would satisfy the CAISO’s concerns.  





I anticipate providing approximately a 5 - 10 minute overview of the proposed security policy for the PSWG at Thursday’s PSWG plenary. This presentation will essentially introduce the strawman proposal to the PSWG.  No specific action is intended to be taken on Thursday, April 30. Rather, PSWG members should review the CAISO documents (once the access procedure has been identified) and be prepared to dissect and discuss conc
