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Security-Encryption/Password Authentication


Augie stared the discussion saying that there were encryption options available-DES for example is free, no licensing agreement necessary. But Augie warned that the group must first agree on a security architecture before addressing the specifics.





One proposal is that the MSP be the custodian of the passwords. (Part of the responsibility for maintaining accuracy of the meter product.) Issue; the customer has no contractual arrangement with the MSP. Response; customer could appeal to the ESP. Meter manufacturers don’t create passwords. Need to distinguish the “read only password” can be assigned by the ESP, the MDMA for example would need it. However the meter programming password needs to be carefully controlled, by the MSP? ESP? but the MSP needs this password





Resolution:


Dave Sweeney of LADWP will make a table for discussion next meeting. The table will include who needs what type of password.





CellNet’s proposal re: bundled customers and C12.19


CellNet proposed that the PSWG specify that UDCs must purchase C12.19 compliant meters for bundled customers on same schedule as proposed for DA compliant meters. The first question was: Is the PSWG dealing with DA customers only? Votes were 5 yes, 8 no, 3 abstain. The second question should C12.19 schdule apply to bundled customers, votes were 4 yes, 7 no, 5 abstain.  





Resolution: This issue will not be included in the final report.





IEEE 1397 


IEEE recommends  that it be adopted and included in the report as a point of reference in the report.  Richard Tucker went through the slide presentation prepared by Bill Rush. The proposal was to reference the IEEE 1397 table when discussing adopting standards at various points in the stack of interfaces. Overall, there was discomfort about what adopting IEEE 1397 meant. Also there is concern that including all the stacks in the diagram implies a need to standardize at every interface in the future.


 





Resolution: We’ve already adopted two diagrams. We’d like the IEEE diagram to be combined with previously adopted diagram proposed by Bill Rush. Richard will relay the group’s concerns to Bill Rush.


