Meeting Notes

Internet EDI Meeting, May 3, 1999



Introductions, Review of Agenda and Goals for Meeting

After introductions, the proposed agenda was reviewed to plan the group’s discussion and establish the goal of the meeting.  It was agreed that the group should continue to focus on a goal of identifying a technology that will allow interoperability among market participants (trading partners), as has been done at the previous meetings.  It was recognized that if the Commission’s decision on PG&E’s application for rehearing of the CPUC’s Resolution E�3582 is that the Resolution did set a deadline of July 20, 1999, for availability of Internet transmission of EDI, this group needs to have established a recommendation soon, to provide time for implementation.  A decision on PG&E’s application for rehearing is not on the agenda for the Commission’s first meeting in May, and timing after that is unknown.

As was done at the previous meeting, corrections to the meeting notes for the previous meetings were requested, and no corrections were suggested.



Public Key Infrastructure:  Presentation by Ed Quiroz, Office of Ratepayer Advocates

Ed will post his presentation to the Rule 22 committee’s web site separately from these meeting notes.  The Data Quality and Integrity Working Group’s report of April 1999 has recommended more extensive data quality performance monitoring among market participants, independent auditing of specific MSP and MDMA activities among market participants, and assessment of the need for additional data security measures including a Public Key Infrastructure (PKI) for retail transactions similar to what the ISO is implementing.  This presentation recommends considering a PKI security architecture due to legal requirements surrounding EDI transactions, and to auditing requirements.

Discussion recognized that California is on the forefront of requirements for and recognition of digital certificates.  While the implementation issue being directly addressed by this group deals with EDI transaction set 810 (Invoice), other transactions including 814 (direct access service requests and account maintenance) and possibly 867 (meter usage data) may also follow its recommendations;  820 (Payment Order/ Remittance Advice) involves practices established by banks, but the implications for 820 also need to be considered.

For the near term (e.g., 7/20/99), the group agreed that (1) no more than a “Class 1” certificate should be required, and (2) using the same certificate as now used for MDMA servers should be allowed.  In the longer term, maintaining consistency with the ISO’s practices would avoid needs to implement multiple systems.  We should continue discussion of requirements for certificates, and should choose a technology that is compatible with the X.509 standard.



Report on 4/28/99 Pennsylvania PUC Conference on Internet EDI - alternative strategies and status of technical standards:  Dave Darnell, SysTrends Inc, and team lead of Utility Industry Group’s Internet EDI working group

The 4/28 event in Pennsylvania was a technical workshop, including involvement of the Commission staff and recording by court reporters.  Differences of opinion exist regarding the relative merits of the Gas Industry Standards Board (GISB) and Internet Engineering Task Force (IETF) EDI-Internet Integration Working Group (EDI-INT) standards, and regarding the prospects for merging the GISB and EDI-INT standards.  A current meeting in Dallas is addressing the prospects for merging these standards.  The Pennsylvania commission may delay its requirement for implementing the GISB standard, and continue the use of Value Added Networks (VAN) instead.  GISB is no longer established as the preferred standard in Pennsylvania.



Status of Implementation Planning in California UDCs

SCE is continuing its implementation as previously described, to be initiated over its existing e-mail system but including a backup.  SCE will start testing in the week of May 17 and may be able to go into production in late June, using the EDI-INT standard;  this estimated timing would not apply if SCE were required to implement the GISB standard instead.  SCE has had contacts from other organizations that want to start testing.  SCE has different people working on Internet transmission vs. the EDI transactions, so it can move ahead at the same time on both projects.

SDG&E will continue to use its VAN, and have the VAN convert the transmission protocol to Internet for trading partners who want to use Internet.  Alternatively, SDG&E may choose to add ESPs’ VAN usage to SDG&E’s volume in order to let ESPs benefit from volume pricing.  SDG&E is putting a group together to define its requirements, but this is affected by a merger with KN Energy (gas pipeline), resulting in an implementation date around mid-2000.  SDG&E suggests that we should negotiate with VANs as an industry in order to get volume discounts.

PG&E has been looking for some time for a package that would best meet its needs, and has finished drafting its business requirements this week for presentation to its management.  Current plans are to implement the 867 in 9/99, 814 in 12/99, and 810 in the first part of 2000.  PG&E will pick up their VAN charges if needed.  PG&E is not locked into a solution and is open to the group’s discussion.

PG&E Energy Services stated that its volume does not justify the investment that it would face, and that it would use the same strategy as SDG&E, including 867.

Enron is already using Internet (GISB), and is interested in working through the implementation alternatives with the others in the group.

Orcom will be using Internet whenever possible, and is installing an interoperable EDI-INT solution (Cyclone Software) now.

New West Energy/ Salt River Project has established its breakeven point as about $3000 to $5000 per month in VAN charges.  SRP is using IPNet software.

Commonwealth in moving forward with Internet implementation, is preparing for testing, and can be ready within about six weeks.

Green Mountain Energy Resources is in an assessment phase.



Continued Discussion from April 1 Meeting, to define a baseline functionality that will allow interoperability among market participants, in the possibility that Internet transmission of EDI needs to be implemented by July 20, 1999

Review of preliminary preferences for functionality:  Previously identified preferences for baseline functionality were confirmed -- use “push” (not “pull”) method of data flow for 810 & 814, require digital signature, require X.509 certificates, require Message Disposition Notification (MDN) or equivalent, and use same time-synchronization standard as MDMA.  The DQI task group will be asked to address audit requirements.

Identification of key criteria for functionality:  Sixteen criteria were identified at the 4/1/99 meeting for comparing alternative technologies.  A seventeenth was added at this meeting:  susceptibility of the system infrastructure (servers) to spam attacks.  These were reviewed, and five criteria were determined to be critical requirements for a technology to be viable:  (1) certified interoperability, (2) X.509/ PKI compliance, (3) widespread availability, (4) provision of privacy, authentication, integrity, and non-repudiation (“PAIN”), and (5) provision of MDN or equivalent.  Enron disagrees that X.509/ PKI compliance is a critical requirement.

Review of table comparison between alternative transmission protocols:  The “comparison of technologies” table developed at the April 1 meeting was reviewed, and the revised table is included at the end of these meeting notes.  Discussion of the GISB alternative noted that an item listed earlier as a disadvantage, “large investment for sender and receiver”, also applies to other alternative technologies, and that experience of participants in the group varies regarding another item listed earlier as a disadvantage, “complex setup” -- while some assert that inexpensive turn-key implementations exist, other participants have experienced high cost and complexity.  Because there is ongoing debate regarding these issues, they were deleted from the table.

The reduced list of five critical requirements for viable technologies was applied to the four technologies nominated at the April 1 meeting.  Because the criteria apply differently to two FTP alternatives that were originally combined, they were separated into separate columns for FTP/ RFC 959 vs. FTP/ RFC 2228.  The resulting matrix is as follows:

Comparison of Internet EDI Alternatives

�GISB�EDI�INT HTTP Post�FTP (RFC 959)�FTP (RFC 2228)�EDI�INT SMTP S�MIME��Known interoperability among available software�(��(��(��X.509/ PKI compliant��(���(��Widespread availability of implementation�(��(��(��Provides encryption, authentication, non-repudiation, etc. (“PAIN”)�(�(��(�(��Provides MDN or equivalent�(�(���(��Based on this comparison, only the GISB and EDI-INT SMTP alternatives appear to be viable alternatives for near term implementation.  A consensus could not be reached between these alternatives at this meeting.

Status of recommendation to OCC/ Rule 22:  The meeting agenda offered illustrative draft language for a recommendation to OCC and Rule 22, as “The group has worked toward a goal of identifying a technology that will allow interoperability among market participants (trading partners).  That is, instead of risking a situation where small market participants must implement multiple technologies because incompatible solutions were implemented by larger market participants, this goal is to identify a technology that would be included in everyone’s implementation.  For this purpose, the group recommends _____ as such a technology.  This is not meant to impose any limit on innovation or implementation of additional, alternative technologies by trading partners.”

Instead of proceeding with this draft language, it was recognized during the updates on the status of the utilities’ implementation planning that the Internet gateways that are offered by VANs will meet much of the goal behind the requirements stated in Resolution E-3582 (understanding that there is uncertainty in what these requirements are, pending the Commission’s decision on PG&E’s application for rehearing).  That is, Internet transmission is available now through the utilities’ VANs, even if it is not provided by a utility.  Service fees are not avoided when VANs’ Internet gateways are used, however, and it is recognized that the service fees adopted by Resolution E-3582 will probably need to be reviewed for a 7/20/99 effective date, as required by the Resolution.  For planning beyond 7/20/99, continuing discussion will provide a better foundation for a long-term solution than a hasty implementation would.  This discussion should include encouragement to groups like GISB and EDI-INT to develop interoperability between these standards.



Determination of Next Steps

The next meeting will be Thursday, June 3, at PG&E in San Francisco.  This meeting will focus on business and system requirements, and interoperability analysis.

This effort should still be considered as a series of meetings rather than as an ongoing task group.



*  *  *  *  *



Comparison of Technologies



The April 1 meeting’s identification and comparison of alternative technologies were reviewed and revised as described in the following table.  All were considered to provide adequate security, except as noted. �

Technology�Advantages�Disadvantages��SMTP (EDI�INT/ S�MIME)�Documented as Internet Draft �

Commercial products have certified interoperability

Avoids need for server & firewall

X.509/PKI compliant � ��No guarantee of timely delivery

Other performance problems related to large file sizes��SMTP (EDI�INT/ PGP�MIME)�Documented as Internet Draft

Commercial products have certified interoperability

Avoids need for server & firewall

Provides data compression�No guarantee of timely delivery

Other performance problems related to large file sizes

Not X.509/PKI compliant��SMTP/ S�MIME (RFCs 821, 822, 1847, 1891, 1892, 2045 - 2049, 2311)�Low cost, easy implementation

RFCs 821 and 822 are full Internet standards;  RFCs 1847, 1891, 1892, and 2045 - 2049 are standards-track

X.509/PKI compliant�No Message Disposition Notification (MDN)

Requires custom programming��HTTP Post (EDI-INT/ S�MIME))�Documented as Internet Draft

X.509/PKI compliant�Limited commercial implementation��HTTP Post (EDI-INT/ PGP�MIME)�Documented as Internet Draft

Provides data compression�Limited commercial implementation

Not X.509/PKI compliant��HTTP Post (GISB)�Open standard, flexible implementation

Established for use in wholesale gas industry using X12 transactions

Provides data compression�Distribution of PGP certificates (not X.509 compliant), no provision for other encryption methods��HTTP Post (SSL) (RFCs 2068 & 2246)�Widespread implementation

Standards-track RFC�Turn-key implementations do not incorporate digital signature

Doesn’t provide non-repudiation (MDN)��HTTP Put (SSL) (RFCs 2068 & 2246)�Currently used in the service area of a California utility, which has provided free client software

Ease of setup for password login�Nonstandard for EDI

Doesn’t provide non-repudiation (MDN)��HTTP Put/ Get (S-MIME)�Simple implementation

X.509 compliant�Nonstandard for EDI

Doesn’t provide non-repudiation (MDN)��FTP (RFC 959)�Full Internet standard

Widespread implementation

Includes error detection and restart�Security is not inherent (needs to be applied to files on server)��FTP (RFC 2228)�Standards-track RFC

Kerberos-level security

Includes error detection and restart�Limited implementation��FTP/ SSL�Documented as Internet Draft

Includes error detection and restart�Limited implementation��X12.58�ANSI X12 Standard�Security mechanism, not transport��Extranet/ VPN��Method of interconnectivity, not a protocol that enables data transfer��VAN/ Service Bureau (as intermediary)�Flexibility among protocols, because VANs can handle protocol conversion�Ongoing cost of service fees��

� Comparison is based on currently documented standards.  Actual implementations may vary in taking advantage of the technologies’ capabilities.

� Standards such as EDI-INT build on other standards that are listed elsewhere in this table, but that are not repeated for the high-level standards.  For example, EDI-INT using SMTP is documented as an Internet Draft but buids on standard-level RFCs 821 and 822, draft/ proposed standard RFCs 1767, 1847, 1892, 2015, 2045 to 2049, and 2298, and informational RFC 2311.

� References to PGP are to version 2.6, because this is the version incorporated in existing standards

� X.509 certificates allow the use of a Certificate Authority for management of certificates, including revocation.






