Meeting Notes


Internet EDI Meeting, July 1, 1999





Introductions, Review of Agenda and Goals for Meeting


Along with other meeting materials, Jim Price distributed copies of CPUC Decision 99-06-095.  D.99-06-095 affirmed Resolution E-3582’s order that the utilities must offer Internet transmission of EDI with service fees that do not reflect VAN charges no later than July 20, 1999, and that ESPs that opt to continue using VAN transmission, if offered by the utility, do so with the understanding that they accept service fees including the utility’s justifiable incremental, recurring costs associated with this option.


Corrections to the meeting notes for the previous meeting (6/3/99) were requested, and corrections that were suggested are attached to these meeting notes as revised meeting notes for the 6/3/99 meeting.


Because Enron’s representative had left before the June meeting’s vote to recommend an Internet protocol was taken, Enron clarified that it supports the GISB protocol.  Based on further consideration after the June meeting, Reliant’s representative stated that Reliant no longer supports the recommendation stated in the June 3 meeting notes.


Among the other participating individuals and organizations that had been present at the June meeting, it was noted that no Internet EDI vendors had been present at the June meeting, that the consultants to the ISO had also left prior to voting on the recommended protocol, and that no other participants’ support for the recommendation had changed.





Public Key Infrastructure (PKI):


Operational Issues of Interaction with Certificate Authorities:  Tony Lee, Director of Systems Engineering, Verisign.


Verisign has defined three classes of digital certificates:  Class 1 for individuals, intended for email;  Class 2 for organizations, for which proof of identity is required;  and Class 3 for servers and software signing, for which Verisign does independent verification involving 25 checks of identity and authority.


Verisign conforms to PKIX, and federal profiles.  Dick Brooks suggested that we need to specify what type of “profile” we should use.


In a “chain of certification”, firms like Verisign can certify other Certification Authorities (CA).  Alternatively, organizations like NACHA and ANX (automobile network exchange) use industry certificate roots.  Verisign is the vendor to ANX and operates the CA on behalf of ANX.  Yet another alternative is that an organization can run its own CA, which includes distributing its Certificate Practice Statement (CPS) to those who need to trust it.


Verisign and its On-Site software can “escrow” keys.  If an employee leaves or loses access to its private key, the key can then be recovered.  The Dept. of Defense uses two keys, one for identity and the other for encryption.  The encryption key can be escrowed, which is accessed via the identity key.  The private key is generated and kept at the user’s site and encrypted using Verisign’s public key, so that Verisign can decrypt it when authorized and given access to the encrypted private key.  To do this, the user needs to have Verisign’s “Key Manager” module.


Verisign issues both X.509 and PGP certificates.  The Certificate Revocation List applies to both.


Verisign generally recommends more than a Class 1 certificate to establish identity.  However, it was noted that in the circumstances being addressed by this group, trading partners are performing validation of each others’ identity, which is a primary difference between Verisign’s Class 1 and Class 2 certificates.





Status of Implementation Planning in California UDCs and other market participants


SCE, Orcom, and SysTrends are continuing the interoperability testing that they have previously reported.  The “white paper” that they are preparing is now expected on about July 15.  Limits have been experienced on large file sizes of about 10 to 20 megabytes, due to the email infrastructure of some organizations;  it was felt that this could be a problem for the 867 EDI transaction (meter usage data), if the infrastructure constraints are not changed, but since the issue here is transmission of the 810 EDI billing transaction (and possibly the 814 transaction for Direct Access Service Requests), this is probably not a significant constraint since 10 megabytes were estimated to accommodate about 15,000 customer enrollments.


SCE’s, Orcom’s, and SysTrends’ conclusions to date include that compression and “parsing” (used in Templar) can help resolve the file size issues.  Compression is provided as an option by the EDI-INT AS1 Internet Draft, but AS1 does not describe how compression is to be applied.  RFC 2045 defines applicable MIME headers.


Vendors have recommended using separate SMTP servers for e-commerce.  SCE disagrees that this would be needed for a small ESP.


John Tsucalas suggested that it is necessary to define the point at which a file has been delivered to the receiver, for example, possibly at a VAN’s Internet gateway.


SCE reported that it had a problem importing certificates into its software, but that this has been resolved.


Although the initial implementation experience of SCE, Orcom, and SysTrends has occupied a few months of planning and development, estimates are that future implementations can take as little as a few days.  SDG&E reported that it implemented a previous version of Templar a couple of years ago for interaction with its bank, and implementation took about 60 days.


Dick Brooks identified RFC 2480 as listing issues that should be included in interoperability testing, since it discusses factors that should be recognized when sending S-MIME objects.





Continued Discussion from June 3 Meeting, to define business and system requirements


Review of functional requirements:  have the requirements previously identified by this group been adequately addressed by the recommended implementation?


EDI-INT/ GISB:  Jim Buccigross, TransCapacity.


GISB’s experience in sending EDI over the Internet was described.  Over 50 trading partners are trading 3480 transactions per day, with file sizes ranging from less than 1 kilobyte to over 5 megabytes.  They are encrypted, sent, and received utilizing GISB standards, which provide privacy, authentication, integrity, and non-repudiation.


TransCapacity has experienced higher availability using Internet (99.9%) then using VANs (99.4%).  VAN delivery speed has depended on the type of account, while Internet delivery averages 14.3 seconds.  VAN connectivity has a lower setup cost and shorter setup period than Internet, but has higher ongoing costs.


Jim Buccigross recommends using the Internet as an infrastructure instead of VANs, and using GISB’s standards now, then waiting for convergence with EDI-INT.


Efforts toward convergence between GISB and EDI-INT are currently underway.  A recent meeting in Dallas will be followed by more discussion.  The auto industry is already using GISB to some extent.


This presentation estimated that the cost of implementing GISB vs. EDI-INT is the same.  TransCapacity can provide a GISB implementation for $10,000 to $25,000.  PG&E stated that its cost was higher.


This presentation is available at http://ora.ca.gov/wk-group/dai1999/buccigross.ppt.


E-mail as an Internet Solution:  John Tsucalas, Enron.


SMTP relies on a system of relays to transmit a message to its destination, including, at a minimum, servers at the sender’s and receiver’s ends of the transmission, and possibly at intermediate points.


The infrastructure needs for SMTP were listed in this presentation as a dedicated server, dedicated lines for servers, redundant equipment, redundant lines, multiple providers, monitoring software, monitoring staff, and a web server.


An analogy was drawn to the telegraph replacing the pony express, which required a system of relays and did not provide attributes like immediate confirmation of sending.


This presentation estimated the cost of implementing an HTTP solution as $20 per month, up to whatever one wants to spend.


This presentation is available at http://ora.ca.gov/wk-group/dai1999/tsucalas.ppt.


Review of previous listing of functional requirements.


Jim Price distributed a draft summary of the current status of identifying and resolving functional requirements for Internet transmission of EDI for direct access billing.  Jim also distributed this draft after the meeting via email.  Suggestions for modifications are requested in advance of the next meeting, to facilitate completing this discussion.


Dick Brooks noted that the current version of PGP (version 6.5) is X.509-compliant as well as compatible with the version 2.6.2 that is identified in the GISB standard.


Needs were identified for integrating compression and parsing.


Ray Wenzel pointed out that our requirements and solutions will need to evolve over time.


Open issues regarding PKI, e.g., what criteria should be applied to acceptance of Certificate Authorities.


This topic will be discussed further at future meetings.





Strategies for Interoperability Testing


Since SCE, Orcom, and SysTrends have not completed their interoperability testing, detailed discussion was deferred to the next meeting in order to be able to consider their experience.


Michael Walker and Duke Ayers (SAIC, consultants to the ISO) suggested that observations from the ISO’s implementation of PKI may provide insights into interoperability testing.  The ISO’s PKI system is going into production concurrently with this meeting, including Internet access.  A key step was identification of test criteria and process.


Enron asked whether other meeting participants would be interested in interoperability testing of the GISB standard.  Lacking volunteers at the meeting, Enron agreed to report at the next meeting on the use of GISB, by California market participants, in other markets.





Determination of Next Steps


The next meeting was initially scheduled for Tuesday, August 17, at PG&E in San Francisco.  However, after the meeting it was discovered that this is the date for the Billing and Business Rules task group meeting, at SDG&E in San Diego, and that some people would be involved in both meetings.  After checking with Internet EDI group participants, the Internet EDI meeting has been rescheduled for Wednesday, August 18, at SDG&E in San Diego.  This meeting will continue discussion of open issues regarding functional requirements, review implementation experience, and plan for communications to market participants.





Jim Price, 7/26/99





�
Revised Meeting Notes


Internet EDI Meeting, June 3, 1999


(Deletions in strike-out, insertions in italics)





Introductions, Review of Agenda and Goals for Meeting


After introductions, the proposed agenda was reviewed to plan the group’s discussion.  The agenda proposed the following statement regarding the status of this group’s recommendation to the Operations Coordinating Committee (OCC) and Rule 22 Direct Access Tariff Review Committee, as of the end of the 5/3/99 meeting (the following includes a clarification made during this discussion, in italics):


“The group has worked toward a goal of identifying a baseline functionality that will allow interoperability among market participants (trading partners).  That is, instead of risking a situation where small market participants must implement multiple technologies because incompatible solutions were implemented by larger market participants, this goal is to identify a technology that would be included in everyone’s implementation.  This is not meant to impose any limit on innovation or implementation of additional, alternative technologies by trading partners, however.  In the possibility that Internet transmission of EDI transaction set 810 for ESP consolidated billing needs to be implemented by July 20, 1999, opportunities exist now for utilities to implement Internet transmission, which include services provided by Value Added Networks (at the cost of service fees) as well as implementation of internal systems.  The timing of implementing internal systems involves balancing internal cost-effectiveness with related resource constraints, and for planning beyond July 1999, continuing discussion will provide the foundation for a long-term solution.”


The group agreed that this statement correctly states the status at that time.


Corrections to the meeting notes for the previous meeting (5/3/99) were requested, and corrections that were suggested are attached to these meeting notes as revised meeting notes for the 5/3/99 meeting.


Because the July 20, 1999, implementation date for utilities to offer Internet transmission of EDI transaction set 810 for ESP consolidated billing was approaching, the group agreed to add an item to the proposed agenda:  establishing a recommendation for Internet protocol to the Operations Coordinating Committee (OCC) and Rule 22 Direct Access Tariff Review Committee.





Public Key Infrastructure (PKI):


CA ISO’s Integration of PKI with Enterprise Applications:  Jahan Moreh (Michigan Group, consultant to California Independent System Operator).  This presentation described the ISO’s PKI and its integration with enterprise applications.  Topics included elements of a comprehensive security architecture, overview of public key cryptography, technical and operational aspects of a PKI, scalability and usability of a PKI, integration of PKI with EDI, integration of PKI with enterprise applications, and PKI feasibility study.  This presentation will be distributed to participants in this group, and others can receive a copy by sending a request to Jim Price at jep@ora.ca.gov.


Interoperability Concerns:  Shirley Whyte, Enron.  A paper provided by Shirley was distributed to the Rule 22 Committee’s email list and posted to its web site along with the minutes of the 5/3/99 meeting and proposed agenda for this meeting.  Shirley encouraged the group to be aware of the concerns about implementation of S/MIME that are identified in the paper, and to consider their implications.





Status of Implementation Planning in California UDCs and other market participants


SCE is continuing its implementation as previously described, using Harbinger TrustedLink Templar, using the EDI-INT Internet Draft� standard.  SCE started communications for testing in the week of May 17, has started testing last week with Orcom and SysTrends (Salt River Project New West Energy), and anticipates going into production in late June.  Because Orcom is using a product by Cyclone Software and Systrends is using a product by IPNet, there are three independently developed, commercially available software packages involved in this testing.


SDG&E:  no change in the status that was reported on 5/3/99.


PG&E:  no change in the status that was reported on 5/3/99.  PG&E has been examining options for transmitting all EDI transactions using a single package.  PG&E has had a demonstration of Templar and is interested in seeing the results of testing other packages.  PG&E would like to start discussions of using a consistent protocol for 867 and other transactions.


PG&E Energy Services:  no change in the status that was reported on 5/3/99.


Enron:  Enron’s representative was present during the morning’s discussions but left prior to this point in the agenda due to other commitments.  Enron supports the GISB protocol.


Orcom is a participant in the current testing described by SCE.


New West Energy/ Salt River Project (SysTrends) is a participant in the current testing described by SCE.


Commonwealth is looking for direction from the utilities but prefers the EDI-INT protocol, and is on track with the near-term implementation described on 5/3/99.  Commonwealth is interested in joining the testing that SCE has started.


Green Mountain Energy Resources is still assessing the alternatives, but is implementing the GISB protocol in Pennsylvania and would therefore prefer GISB.


Reliant’s status was not known, but prefers GISB because of its use in other markets.  Reliant is not currently doing business as an ESP in California.





Continued Discussion from May 3 Meeting, to define business and system requirements


To establish a context for this discussion, Jim Price distributed a summary of the EDI-INT Working Group’s Internet Draft titled “Requirements for Interoperable Internet EDI” (being distributed with these minutes, including correction of typos), s a generic non-protocol-specific example of functional requirements.  Jim explained that this group’s discussion of the formal definition of functional requirements had necessarily been brief due to the possibility of a July 20, 1999, deadline for implementation of an Internet EDI option.  However, it should be understood that the identification of standards developed by groups like the EDI-INT Working Group has implicitly included these groups’ identification of functional requirements for essentially the same kinds of transactions, as a foundation for this group’s discussions.  Referring to the summary of EDI-INT’s functional requirements document, Jim pointed out section 3.4 (Key Management - Public and Private Keys) as raising issues that need to be addressed by this group, for example:  “trading partners must exchange public keys or be able to access each other’s public key in a manner that is acceptable to each of the trading partners.”


Having established this context, Jim proposed a principle that no market participant should be able to demand that a second market participant should implement EDI in a way that would violate the second market participant’s minimum security policies.  Jim asked for opinions on whether this functional requirement means that if any market participant is unwilling to accept self-signed certificates, the group should not choose a technology that relies on self-signed certificates, or certificates that do not provide substantially more trust than self-signed certificates do.  The group agreed with this principle and conclusion.


Participants’ views:


SCE stated that it would not be willing to accept self-signed certificates, and others may have similar policies.  SCE would consider the GISB protocol in the future, when it becomes X.509 compliant.  Until then, EDI-INT is the only technology that meets the critical requirements that this group has already identified, since the group has had a large majority consensus that X.509 compliance is essential, and proposed refining language that had appeared in the agenda for 5/3/99 as a group recommendation.


PG&E asked for discussion on whether ESPs want 997 functional acknowledgments for 810 and 867 transactions.  If data is pushed to the receiver, 997 is desirable to PG&E.  The 997 can identify errors in conformance with implementation guidelines.  A best practice is to always acknowledge receipt of a file by sending a 997, and the group recommends sending a 997 for all transactions including 867 once Internet transmission is implemented.  Even if the 867 transaction is pulled from the sender instead of pushed to the receiver, a 997 can be placed in the sender’s mailbox.


A question was raised whether transaction set 824 should be used instead to report conformance errors, since checking can be done either by the EDI translator or the application that uses its output.  SCE prefers to check for errors at the application level (824), since it believes the translator is not meant to be intelligent although it can be used for validity checking.  PG&E is willing to discuss whether to work toward implementing 824 but first wants to see what errors are common, from experience with the transactions that are now being implemented.  Until then, the 997 can serve various levels of functionality.  The group recommends that, at a minimum, the 997 should report noncompliance with the ANSI X12 standard, and that error checking beyond this usage is at the option of the trading partner.


PG&E identified several additional criteria for inclusion in functional requirements:  (a) ability to retransmit, (b) low barrier to entry, (c) scaleable from low to high volumes, (d) minimum system changes as migration occurs from CMEP to EDI, (e) maintain gateway to VAN, (f) archiving data and EDI files, with ability to view on-screen (an internal requirement in selecting software, not an external requirement in selecting a communications protocol), (g) privacy, authentication, integrity, and non-repudiation (“PAIN”), and (h) ability to track incoming and outgoing files (VANs do this today, and this ability needs to be maintained as communications move from VAN to Internet).


Sempra agreed that PG&E had covered the needed functional requirements.


Enron’s representative had to leave prior to this point in the agenda due to prior commitments.


Because of the need to allow at least a minimum of implementation time before the July 20, 1999, implementation stated by Resolution E-3582 (pending resolution of PG&E’s application for rehearing), the group continued its ongoing discussion of a baseline functionality that will allow interoperability among market participants.  Alternative wordings were discussed in a process of compromise.


Those present unanimously agreed to the following recommendation:  “The group has worked toward a goal of identifying a technology that will allow interoperability among market participants (trading partners).  That is, instead of risking a situation where small market participants must implement multiple technologies because incompatible solutions were implemented by larger market participants, this goal is to identify a technology that would be included in everyone’s implementation.  For this purpose, the group recommends EDI�INT as such a technology, since it is the only technology that currently meets the five critical business requirements.  When any other technology meets the five critical business requirements, it will be accepted.  This is not meant to impose any limit on innovation or implementation of additional, alternative technologies by trading partners.” �


The group has previously concluded that for the near term (e.g., 7/20/99), (1) no more than a “Class 1” certificate should be required, and (2) using the same certificate as now used for MDMA servers should be allowed, and in the longer term, that maintaining consistency with the ISO’s practices would avoid needs to implement multiple systems, and that we should continue discussion of requirements for certificates.  The presentation about the ISO’s plans was very informative, but the group still prefers to not require a specific Certificate Authority (CA).  The UIG may develop plans for a Virtual Private Network, so we should see what develops before making specific commitments.  The group has concerns regarding hierarchical structures of CAs and how CAs operate, which should be discussed further.





Strategies for Interoperability Testing


Since SCE, Orcom, and SysTrends have already begun interoperability testing, detailed discussion was deferred to the next meeting in order to be able to consider their experience.





Determination of Next Steps


The next meeting will be Thursday, July 1, at PG&E in San Francisco.  This meeting will review details of what is now being implemented and tested, and address open issues about PKI such as what criteria should be applied to acceptance of Certificate Authorities.





Jim Price, revised 7/26/99





�  [Editor’s note]  After the meeting, Dick Brooks requested a clarification of the meaning of Internet Draft.  For complete context, see RFC 2026.  A summary is reiterated at the beginning of the EDI-INT AS1 Internet Draft:


     “This document is an Internet-Draft.  Internet-Drafts are working documents of the Internet Engineering Task Force (IETF), its areas, and its working groups.  Note that other groups may also distribute working documents as Internet-Drafts.


    “Internet-Drafts are draft documents valid for a maximum of six months and may be updated, replaced, or obsoleted by other documents at any time.  It is inappropriate to use Internet Drafts as reference material or to cite them other than as ‘work in progress’.”


�  The “five critical business requirements” were identified at
