Meeting Notes


Internet EDI Meeting, August 18, 1999








Introductions, Review of Agenda and Goals for Meeting


The meeting notes for the July 1, 1999, meeting (including revisions to the June 3, 1999, meeting notes) were reviewed, and no revisions were requested.





Public Key Infrastructure (PKI):


PKI Activity at the California ISO:  Steve Dougherty, Director of Technical Risk Management, CA ISO


Steve Dougherty gave a very interesting presentation of the ISO’s implementation of Public Key Infrastructure, including its integration with critical systems at the ISO and lessons learned during its implementation.  This presentation is available at http://ora.ca.gov/wk-group/dai1999/msg00168.htm.





Update on Standards Development Processes at IETF and GISB


Dick Brooks, Group 8760


Dick Brooks was unable to attend, but did send a status update, which was provided to attendees and is attached.





Status of Implementation Planning and Experience in California UDCs and other market participants


Details of what is now being implemented and tested


Dave Darnell (SRP) has been testing with SCE and Orcom, and reports no problem using Cyclone’s software.  Issues are still being resolved with the IPNet software concerning database entry for Message Disposition Notifications (MDNs), and with Harbinger software concerning certificates;  issues in the resolution process involve mismatches between the email address in certificates vs. the sender’s email address, resulting in rejection of transactions, and may just be a setup problem since these products are used commercially.  The white paper previously discussed by Brian McFadden is currently stalled until the problem of trading certificates is understood.  A previous problem with Templar accepting Verisign certificates has been resolved.


Ray Wenzel has pointed out needs for parsing and compression, which affect sending large volumes of data.  The file size vs. transmission capability is adequate for sending 810 and 814 transactions, but this issue would arise for transaction 867 (meter usage data).  Dave Darnell has successfully sent “huge” files that were compressed before encryption.  CommerceNet’s testing has not included parsing and compression, but such testing would have been helpful.  In further work, Brian McFadden noted that following the routing and transmission path will be of interest in testing large files.


Using a dedicated server for EDI can also help if one is transporting large amounts of data.


Ray and Dave noted that features vary between products, so it’s important to know the capabilities of one’s trading partners, especially as products implement the AS2 protocol.  XML is emerging and will need to be considered also.


Institutional issues within an organization need to be identified and addressed.  Ryan Goldman noted that when PG&E implemented the GISB protocol, getting approval for the system (e.g., placing a server outside the firewall) took 1.5 years, then the actual implementation was done in 2 to 3 months.


SCE’s internal implementation was ready for use of Internet transport as of July 20, and SCE is also maintaining its VAN gateway as a backup.  SCE’s progress is now to the point of setting up trading partner agreements.


PG&E has no change in its status of initial reliance on its VAN’s Internet gateway.


Sempra’s internal Templar server has been implemented, and will be ready to start testing within days.


Phaser will be offering EDI service, using EDI-INT as a tool for hosting ESPs’ EDI transactions as a service bureau.


John Kassel of C3 Communications stated C3’s plans to use Templar instead of a VAN, and to renovate C3’s MDMA process.


Other service bureaus exist too, such as First Point.


ESPs have apparently not implemented EDI-INT yet, but it was felt that with the new 4010 versions of EDI transactions, growth in the use of EDI-INT could be fast.





Continued Discussion from Previous Meetings, to define business and system requirements


Review of functional requirements:  have the requirements previously identified by this group been adequately addressed by the recommended implementation?


Open issues regarding PKI, e.g., what criteria should be applied to acceptance of Certificate Authorities


The results of this discussion were captured as revisions to the draft summary of the current status of identifying and resolving functional requirements for Internet transmission of EDI for direct access billing that Jim Price distributed on paper at the 7/1/99 meeting and also distributed after the 7/1 meeting via email.  The resulting revised draft is attached to these meeting notes.





Strategies for Interoperability Testing


Discussion concluded that testing plans need to be identified between trading partners, rather than developed by this group.


Since there is currently no cutoff for the option of using VAN transmission, there is no need for a limit on the timeframe on testing before an ESP is ready to use Internet transport with a utility.  Once the ESP is ready for testing, trading partners will probably find it mutually beneficial to move quickly through testing.





Planning for Communications to Market Participants


Discussion concluded there does not need to be an extensive effort by this group to develop communications to market participants about Internet protocols, since there is a variety of general information available to the public, the UIG is developing information that is pertinent to the utility industry as a whole, and specific implementation details will need to be provided by each utility.  The specific implementation details can be provided as part of the information on each utility’s Web site, and the Rule 22 Web site will document the work of this task group as well as containing references to general information.





Determination of Next Steps


Plans for future discussions


The next task group meeting was scheduled for Wednesday, October 20, at SDG&E.  However, the CPUC has tentatively scheduled a prehearing conference in Phase 2 (marginal cost/ revenue allocation/ rate design) of PG&E’s General Rate Case for that day, so this meeting will probably need to be rescheduled.


Task group members should review the summary of functional requirements that is attached to these meeting notes, so that it can be finalized at the next meeting.  Also, any additional agenda items should be sent to Jim Price at jep@cpuc.ca.gov.





Jim Price, 10/1/99





�



Attachment 1





EDIINT STATUS UPDATE


August 18, 1999


Provided by:  Dick Brooks - Group 8760





The latest draft of EDIINT AS2 was released for comment on the EDIINT workgroups discussion list on 7/20/99.  Since that time several open issues have been identified, some of which directly affect AS1, these include:





1.  We need to consider opening up the payload to non-EDI objects, e.g., XML.  In other words let's not restrict ourselves to RFC1767 payloads, but rather MIME payloads, which includes the RFC1767 content types.  Rik Drummond has requested a change to our charter enabling the EDIINT group to build a specification that reaches beyond RFC 1767 to support XML payloads.





2.  We need a PGP example example for appendix A;  I volunteered to  provide this before the end of August. FYI - I'm working with Paul Hoffman from the S/MIME V3 workgroup to use some of their S/MIME examples (where there is synergy with AS1).





3.  Support for "opaque" signatures.  The GISB standard and the folks working on XML Digital signatures appear to support opaque signatures.  In the past this has been a concern but it would seem prudent to optionally support this functionality (primarily because it's currently being used in the real world).





4.  More specification of error messages that can be returned (e.g. bad signature verification, etc.).  I offered to supply this before the end of August also.  We will use the GISB error specifications as a strawman.





5.  Need an example of the GISB acknowledgement as an example of a generalized receipt type in section 2.5.2.  I also volunteered to supply this.  This helped identify a missing parameter needed to identify the receipt report type desired by the sender, this will be added to the next draft.





6.  The enveloping for PGP encrypted objects was incorrect in the AS1 document, this has been corrected by the AS1 editors.  A new draft of AS1 is expected soon.





7.  Rik Drummond issued a call for participation to any individuals interested in editing the AS1 specification to add support for S/MIME Version 3, which advanced to Proposed Standard Status in June.  There will be numerous changes to AS1 in order to support the new Cryptographic Message Syntax of S/MIME V3 (RFC 2630).  I'm not sure how this will impact the timing of EDIINT AS1's advancement toward Proposed Standard, but I do anticipate some impact, which will likely affect AS2's'schedule also.





�



Attachment 2





DRAFT – Results of 8/18/99 Meeting





Functional Requirements for Internet Transmission of EDI�for Direct Access Billing





Functional Requirements for Selection of Transport Mechanism





�
Functional Requirement�
Resolution�
�
�
“Push” technology for 810 & 814�
SMTP protocol�
�
�
Privacy (encryption)�
S-MIME compliance�
�
�
Authentication (non-repudiation of origin)�
X.509/ PKI compliant digital signature.  All transactions should be digitally signed.�
�
�
Integrity�
Message Disposition Notification, and X.509/ PKI compliance�
�
�
Non-repudiation of receipt�
Message Disposition Notification, and X.509/ PKI compliance�
�
�
Assurance of timely delivery�
Message Disposition Notification.  Need for timeliness is determined by business rules and regulatory requirements.�
�
�
Good performance with large file sizes�
Developing experience through interoperability testing�
�
�
Documented, open standard as transport mechanism�
IETF’s RFCs�
�
�
Documented, open standard as EDI mechanism�
IETF’s EDI-INT documentation�
�
�
Widespread availability of implementation�
Market surveillance of available software�
�
�
Low barrier to entry�
Market surveillance of available software�
�
�
Known interoperability among available software�
Developing experience through interoperability testing�
�
�
Scalability from low to high volumes�
Developing experience through interoperability testing�
�
�
Security is inherent (does not need to be applied to files on the server)�
Provide security through transport mechanism, not in EDI translator or intermediate processing between EDI translator and transport mechanism�
�
�
Maintain gateway to VAN�
Market surveillance of available software�
�
�
Access control/ protection against denial of service�
Denial of service is a security threat that needs to be considered during implementation, but is not an issue during definition of a transport protocol.�
�
�
Task group recommendation�
Result of 6/3/99 meeting – Those present unanimously agreed to the following recommendation:  The group has worked toward a goal of identifying a technology that will allow interoperability among market participants (trading partners).  That is, instead of risking a situation where small market participants must implement multiple technologies because incompatible solutions were implemented by larger market participants, this goal is to identify a technology that would be included in everyone’s implementation.  For this purpose, the group recommends EDI-INT as such a technology, since it is the only technology that currently meets the five critical business requirements.  When any other technology meets the five critical business requirements, it will be accepted.  This is not meant to impose any limit on innovation or implementation of additional, alternative technologies by trading partners.





(The “five critical business requirements” were identified at the 5/3/99 meeting:  (1) known interoperability among available software, (2) X.509/PKI compliant, (3) widespread availability of implementation, (4) provides encryption, authentication, non-repudiation, etc. (“PAIN”), and (5) provides Message Disposition Notification or equivalent.)�
�






Functional Requirements for Selection and Implementation of Software Product





�
Functional Requirement�
Resolution�
�
�
Confirmation of successful encoding, encryption, signature, and transmission�
Internal process determines if required�
�
�
Confirmation of successful delivery to recipient’s mailbox�
RFC 1894 Delivery Status Notification – receiver must send if requested if requested by sender�
�
�
Confirmation of successful receipt�
Signed receipt (RFC 2298 Message Disposition Notification) – receiver must send if requested by sender�
�
�
Confirmation of successful translation by receiver�
Functional acknowledgement, e.g., 997 – receiver must send unless waived by trading partner agreement�
�
�
Detection and recovery of delayed or lost transmissions�
RFC 2298 Message Disposition Notification – as above�
�
�
Ability to re-transmit delayed or lost transmissions�
Internal process determines if required�
�
�
Detection and handling of duplicate transmissions�
Sender must assign a unique identifier to each EDI transaction, and receiver must identify and discard duplicates generated by sender in attempts to deliver transmissions quickly�
�
�
Level of PKI digital certificate�
No more than Class 1 certificate should be required, and use of the same certificate as currently used by MDMA should be allowed�
�
�
Acceptance of Certification Authority�
Certificate management agent must be on the California Secretary of State’s Approved List of Certification Authorities�
�
�
Archiving data and EDI files�
Legal requirements and internal process determines functional requirements�
�
�
Ability to view archives on�screen�
Internal process determines requirements�
�
�
Minimum system changes as migration occurs from interim data formats to EDI format�
Internal process determines requirements�
�






Issues for Risk Assessment





�
Functional Requirement�
Resolution�
�
�
Access control/ protection against denial of service�
Denial of service is a security threat that needs to be considered during implementation.  There are alternative solutions, including implementing a dedicated server or data repository, or incorporating security into additional network layers (e.g., RFC 2487, “SMTP Service Extension for Secure SMTP over TLS”).  The user should perform a risk assessment to determine the appropriate solution.�
�






Other Functional Requirements





�
Functional Requirement�
Resolution�
�
�
Time synchronization�
Use same requirement that now exists for MDMA�
�
�
Audit requirements�
Recommend discussion by DQI task group�
�









