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Functional Requirements for Internet Transmission of EDI�for Direct Access Billing





Functional Requirements for Selection of Transport Mechanism





Functional Requirement�
Resolution�
�
“Push” technology for 810 & 814�
SMTP protocol�
�
Privacy (encryption)�
S-MIME compliance�
�
Authentication (non-repudiation of origin)�
X.509/ PKI compliant digital signature�
�
Integrity�
Message Disposition Notification, and X.509/ PKI compliance�
�
Non-repudiation of receipt�
Message Disposition Notification, and X.509/ PKI compliance�
�
Guarantee of timely delivery�
Message Disposition Notification�
�
Good performance with large file sizes�
Developing experience through interoperability testing�
�
Documented, open standard as transport mechanism�
IETF’s RFCs�
�
Documented, open standard as EDI mechanism�
IETF’s EDI-INT documentation�
�
Widespread availability of implementation�
Market surveillance of available software�
�
Low barrier to entry�
Market surveillance of available software�
�
Known interoperability among available software�
Developing experience through interoperability testing�
�
Scalability from low to high volumes�
Developing experience through interoperability testing�
�
Security is inherent (does not need to be applied to files on the server)�
Provide security through transport mechanism, not in EDI translator or intermediate processing between EDI translator and transport mechanism�
�
Maintain gateway to VAN�
Market surveillance of available software�
�
Access control/ protection against denial of service�
(TBD)�
�
Task group recommendation�
Result of 6/3/99 meeting – Those present unanimously agreed to the following recommendation:  The group has worked toward a goal of identifying a technology that will allow interoperability among market participants (trading partners).  That is, instead of risking a situation where small market participants must implement multiple technologies because incompatible solutions were implemented by larger market participants, this goal is to identify a technology that would be included in everyone’s implementation.  For this purpose, the group recommends EDI-INT as such a technology, since it is the only technology that currently meets the five critical business requirements.  When any other technology meets the five critical business requirements, it will be accepted.  This is not meant to impose any limit on innovation or implementation of additional, alternative technologies by trading partners.





(The “five critical business requirements” were identified at the 5/3/99 meeting:  (1) known interoperability among available software, (2) X.509/PKI compliant, (3) widespread availability of implementation, (4) provides encryption, authentication, non-repudiation, etc. (“PAIN”), and (5) provides Message Disposition Notification or equivalent.)�
�






Functional Requirements for Selection of Software Product





Functional Requirement�
Resolution�
�
Confirmation of successful translation from internal format to EDI format�
Internal process determines if required�
�
Confirmation of successful encoding, encryption, signature, and transmission�
Internal process determines if required�
�
Confirmation of successful delivery to recipient’s mailbox�
RFC 1894 Delivery Status Notification – receiver must send if requested if requested by sender�
�
Confirmation of successful receipt�
Signed receipt (RFC 2298 Message Disposition Notification) – receiver must send if requested by sender�
�
Confirmation of successful translation by receiver�
Functional acknowledgement 997 – receiver must send unless waived by trading partner agreement�
�
Detection and recovery of delayed or lost transmissions�
RFC 2298 Message Disposition Notification – as above�
�
Ability to re-transmit delayed or lost transmissions�
Internal process determines if required�
�
Detection and handling of duplicate transmissions�
Sender must assign a unique identifier to each EDI transaction, and receiver must identify and discard duplicates generated by sender in attempts to deliver transmissions quickly�
�
Access control/ protection against denial of service�
(TBD)�
�
Level of PKI digital certificate�
No more than Class 1 certificate should be required, and use of the same certificate as currently used by MDMA should be allowed�
�
Acceptance of Certification Authority�
�
�
Level of encryption�
(40 vs. 128 bit symmetric keys, equivalent for asymmetric)�
�
Archiving data and EDI files�
Legal requirements and internal process determines functional requirements�
�
Ability to view archives on�screen�
Internal process determines requirements�
�
Minimum system changes as migration occurs from interim data formats to EDI format�
Internal process determines requirements�
�






Other Functional Requirements





Functional Requirement�
Resolution�
�
Time synchronization�
Use same requirement that now exists for MDMA�
�
Audit requirements�
Recommend discussion by DQI task group�
�






