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INTRODUCTION:  Meter Data Management Agent (MDMA) is the entity that takes raw meter outputs, validates them using validation, editing, and estimating rules, adds corollary information needed to characterize the customer, and makes complete customer information available to others for use in various applications. 





OBJECTIVE:  To determine if the MDMA is in compliance with CPUC requirements and is accurately reading and posting meter data to the server in a timely manner.   See PSWG Decision (D.98-12-080) and MDCS Decision (D.97-12-048).
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AUDIT PROCEDURES:





A.	AVAILABILITY OF DATA





1.	Determine if MDMA is posting data on the server for at least 3 days.





2.	Determine if MDMA is retaining 12 months of raw and VEE data.





3.	Verify that MDMA plans to archive raw data for three (3) years.





4.	Determine if MDMA checks to see that VEE data is available five (5) days after meter installation.





5.	For meter products which store and provide interval meter data, determine if the meter is capable of providing and storing required interval data for a minimum of 35 days.





B.    TIMELINESS OF DATA





1.	Verify that data timeliness requirements are being adhered to as follows:





	Interval Data:


	(i)	80% of all usage data must be available by 1st day after scheduled read date by midnight.





(ii)	90% of all usage data must be available by 2nd day after scheduled read date by midnight.





(iii)	99% of all usage data must be available by 5th day after scheduled read date by midnight.




















2.	Determine that data timeliness requirements are being met as follows:








	Non-Interval Data:


	(I)	85% of all monthly meter readings available by 6:00 A.M. on the 1st working day after scheduled reading date.





	(ii)	95% of all monthly meter readings available by 6:00 A.M. on the 2nd working day after scheduled reading date.





	(iii)	99% of all monthly meter readings available by 6:00 A.M. on the 5th working day after scheduled reading date.


	


C.	DATA ESTIMATION





1.	Review reports to ensure estimated accounts are properly flagged.





2.	Determine that no more than 10% of the Direct Access accounts contain estimated data or no more than 1% of the data (i.e., 1% of the 720 hourly reads per month, times four intervals per hour, times the number of meters) is estimated monthly.





D.	SERVER OPERATION





1.	Determine if server scheduled outages were less than two hours per outage.





2.	Verify that server scheduled outages were less than eight hours per month.





3.	Verify that the server is scheduled to operate 24 hours per day, 365 days per year.





4.	Determine that MDMA technical support staff is available 24 hours per day, 365 days per year.





5.	Ascertain that data is posted to the server at lease once per day.





6.	Determine if any material change has occurred to the meter technology, data collection system, or data processing system (since the MDMA received the UDC’s approval) that requires the MDMA to re-test.














E.	DATA SECURITY





1.	Check to see if data is protected by secure sockets for encrypted conversation.





2.	Verify that each web server user has a unique user identification and password.








3.	View server to determine that it is in a secure room with limited access.





4.	Determine if data on server is protected by fire wall, encryption, or other reasonable security measures.





F.	DISASTER RECOVERY





1.	Determine if procedures exist for three levels of Disaster Recovery as follows:





Level One Recovery--Emergency Level Low


·	Temporary Power Failure (less than two hours)


·	Server Shutdown


·	Minor Network Problems





Level Two Recovery--Emergency Level Medium


·	Extended Power Outage (more than two hours)


·	Major Equipment Failure


·	Software Failure due to virus or system bug


·	Major Network Failure or LAN/WAN failure





Level Three Recovery--Emergency Level High


·	Regional Disasters


·	Fire


·	Earthquake


·	Major storms





Anything impacting MDMA’s ability to access the primary site.





G.	ACCURACY OF DATA 





1.	In accordance with approved auditing practices,  select a sample of Direct Access Customer accounts to test as follows:


	


	a)	Trace MDMA reads posted to the server back to the raw and validated meter data.





b)	Determine if usage was calculated accurately.





c)	Determine cause of any exception(s) noted.





d)	Evaluate a sample of MADEN forms or other problem notification forms.











H.    MISCELLANEOUS





1.	Determine if the MDMA has a back-up process in place 


2.	to read meters if their primary method is other than the manual process.


3.	


2.	Determine if the MDMA takes corrective actions regarding errors that have occurred.





I.	HIRING PRACTICES





Verify that the MDMA has written documentation        pertaining to hiring practices for manual meter reading which include the following:





a)	Security Screening


b)	Drug Screening


c)	Photo Identification


d)	Proof of valid driver’s license


e)	Training





J.    CONCLUDING PROCEDURES





1.	Prepare a draft audit report.





2.	Conduct exit meeting with audit participants.





3.	Finalize the audit report and distribute.
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